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Change Log

Date Change Description

2021-10-20 Initial release of 1.0.0 Beta.
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Policy Analyzer MEA 1.0.0 Beta Release

This document provides information about Policy Analyzer MEA version 1.0.0 Beta build 0007. Policy Analyzer
management extension application (MEA) is available with some FortiManager models.

This section includes the following topics:
o Supported FortiManager host models on page 5
» Licensing on page 5
» Requirements on page 5

Supported FortiManager host models

For a list of FortiManager models that can host Policy Analyzer MEA 1.0.0 Beta and minimum system requirements, see
the FortiManager 7.0.2 Release Notes.

Licensing

Policy Analyzer MEA is included with FortiManager and does not require a license.

Requirements

Policy Analyzer MEA analyzes logs that FortiGate sends to FortiAnalyzer. As a result, the following products are
required to use Policy Analyzer MEA:

» FortiGate
« NGFW must be set to policy-based.
» A security policy must be created, and learning mode must be enabled.
« Logs must be sent to FortiAnalyzer
« FortiAnalyzer
o FortiManager
« ADOM version 7.0
« FortiManager must manage FortiGate.
« FortiManager must be able to communicate with FortiAnalyzer by its IP address, and the administrator requires
valid FortiAnalyzer credentials.

See also Supported products and versions on page 6.
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Product Integration and Support

This section lists Policy Analyzer MEA 1.0.0 Beta support of other Fortinet products. It contains the following topics:

o Supported products and versions on page 6
» Supported FortiGate models on page 6

Supported products and versions

Policy Analyzer MEA 1.0.0 Beta supports the following products and versions:

FortiAnalyzer e 7.02
FortiManager e 7.02
FortiOS « 7.02

Supported FortiGate models

Policy Analyzer MEA supports the same FortiGate models as FortiManager 7.0.2. See the FortiManager 7.0.2 Release.
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Limitations of Policy Analyzer MEA

o Policy Analyzer MEA does not support FortiAnalyzer Cloud.
» Policy Analyzer MEA is not supported when FortiAnalyzer Features are enabled on FortiManager.
« Policy Analyzer MEA is not supported when FortiManager workspace/workflow mode is enabled.

» Policy Analyzer MEA automatically generates policy blocks based on the mode selected in the wizard, and you
cannot modify the policy blocks by using Policy Analyzer MEA. You can modify the policy blocks by using
FortiManager after the policy blocks are automatically installed to FortiGate by the Policy Analyzer MEA wizard
process.

» Policy Analyzer MEA mode of Block Malicious Traffic generates a policy block that blocks high-risk applications on
all ports, not only on the port used by Policy Analyzer MEA to learn about FortiGate traffic.
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