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Capturing packets from a sniffer VLAN in a FortiLink setup

Capturing packets from a sniffer VLAN in a FortiLink
setup

This cookbook article documents how to capture packets on a VLAN that is being used as the network sniffer
(also known as the packet analyzer) and then send the packets to a remote destination.

To capture packets (mirror traffic) on the FortiSwitch fabric, you need to decide what traffic you want to
examine. The traffic can be specific switch ports, MAC addresses, or IP addresses. Then you can decide where
to send the packet capture (mirrored traffic) to. The destination can be the FortiGate unit, where you can use
the local FortiGate packet capture facility, or the destination can be somewhere else in the network (such as
across the network through the FortiGate unit or a device directly connected to the FortiSwitch fabric).

Remote sampling of a MAC address
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The following is a basic FortiOS configuration for remote sampling:

config switch-controller traffic-sniffer
set erspan-ip 192.168.41.100 // the target IP address for the traffic, which is
routed through the FortiGate unit
config target-mac
edit 28:d2:44:ea:e7:8e // a specific MAC address you want to examine
next
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Capturing packets from a sniffer VLAN in a FortiLink setup

end
end
In this example, the IP address is a remote end station (such as a desktop PC connected to a network, which is
accessed through the FortiGate unit). The traffic is delivered to the FortiGate unit and then routed to the PC
where you can use a packet analyzer to examine it. Specific targeted MAC addresses or IP addresses are only
sampled when the traffic enters the FortiSwitch fabric (the network perimeter), so you only see one copy of the
frame in the sampling.

Remote sampling of a FortiSwitch port
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One common use case is to enable sniffing on a FortiSwitch port for quick debugging.

FortiGate-100E # config switch-controller traffic-sniffer
set erspan-ip 10.254.253.254 // the traffic is sent only to the FortiGate unit
config target-port
edit "S424DP3X17000354"
set in-ports "portl" // mirror all traffic to/from the switch port to
FortiGate
set out-ports "portl"
next
end
end
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Setting up port-based 802.1x authentication in a FortiLink setup

Setting up port-based 802.1x authentication in a
FortiLink setup

Forti Switch FortiGate
2 FortiLink
““\“‘:ﬁgf%nm Internal?
Port? Wan1: 172.17.17.96.6
H\\
Test PC :
RADIUS server
172.17.97.226

This cookbook article documents how to set up port-based 802.1x authentication. The following tasks are
covered:

« Configuring the FortiGate and FortiSwitch units on page 6
o Configuring the RADIUS server on page 13
« Configuring Windows 10 on page 26

802.1x is an |IEEE Standard for port-based Network Access Control (PNAC).
The following are the main parts of 802.1x authentication:

« Asupplicant—the user or client that wants to be authenticated

« An authentication server—the actual server doing the authentication, typically a RADIUS server. It decides

whether to accept the end user’s request for full network access.

« An authenticator—a network device that provides a data link between the client and the network and can

allow or block network traffic between the two, such as an Ethernet switch or wireless access point

802.1x uses the Extensible Authentication Protocol (EAP) to facilitate communication from the supplicant to the

authenticator and from the authenticator to the authentication server.

Configuring the FortiGate and FortiSwitch units

This section shows how to configure port-based 802.1x authentication with managed FortiSwitch ports when

using FortiLink and how to troubleshoot the configuration.
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Setting up port-based 802.1x authentication in a FortiLink setup

1. Log on to your FortiGate unit.
2. Goto User & Device > RADIUS Servers and select Create New.
3. Make the following changes:

o Inthe Name field, enter a name for your RADIUS server. The name can match the Windows server
name to make it easier to identify.

« Select Specify for the authentication method and select MS-CHAP-v2.

o Inthe NAS IP field, enter the IP address of your RADIUS server.

« Inthe Primary Server area, enter the IP address of your RADIUS server again.

« Inthe Secret field, enter the secret password that you configured in the RADIUS client settings.

& root ~ | Edit RADIUS Server
@ Dashboard
‘s fab Name Radius-Server
N¥ Security Fabric
- ’ Authentication method Default
I8 FortiView
MS-CHAP-v2 -
b Network NASIP 172.17.97.226
£+ System

Include in every user group (I
B Policy & Objects

& Security Profiles Primary Server

R

L VPN IP/Name 172.17.97.226
& User & Device v Secret sesveeee

User Definition Connection status @ Successful

User Groups Test Connectivity

Guest Management Test User Credentials

Device Inventory

i Secondary Server
Custom Devices & Groups
IP/Name

LDAP Servers

Secret
RADIUS Servers w

Authentication Settings
FortiTokens
= WIiFi & Switch Controller >

I Log & Report > Cancel

€& Monitor >

4. Select Test Connectivity.
You should get a green response saying that the connectivity is successful.
NOTE: The Test User Credentials button does not work with MS-CHAP-v2. The button is designed to
function only with the insecure Password Authentication Protocol (PAP). With MS-CHAP-v2 configured,
you will always receive a failure message if you select this button.

5. To complete a successful user test, run a command from the FortiOS command line:

FortiGate# diagnose test authserver radius RADIUSSERVERNAME mschap?2
username password

The following is the successful output of this command:

EWE

6. Create a user group:
a. Goto User & Device > User Groups and select Create New.
b. Inthe Group field, enter a name for the user group.
c. Select Firewall as the type.
d. Select OKto create the user group.
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& root
@ Dashboard
3K Security Fabric
& FortiView
b Network
£ System
B Policy & Objects
& Security Profiles
awveN

| & User &Device

v v v v v v v v |

User Definition

Guest Management

Device Inventory

Custom Devices & Groups

LDAP Servers

RADIUS Servers

Authentication Settings

FortiTokens
“® WiFi & Switch Controller >
Ll Log & Report >

@ Monitor >

1x authentication in a FortiLink setup

Edit User Group

Name Radius-Group
Tyoe Firewall
Members -

Remote Groups

+ Add | & Edit W Delete
Remote Server
B Radius-Server

7. Create the FortiSwitch/FortiLink VLAN interface.
a. Goto WiFi & Switch Controller>FortiSwitch VLANs and select Create New.

The following figure shows the configured FortiSwitch/FortiLink VLAN interface.

& oot
@ Dashboard

& Security Fabric
i FortiView

+ Network
 System

B Policy & Objects
& Security Profiles
aven

& User &Device
= wiris

ch Controller
Local WiFi Radio
Managed FortiAPs

ssiD

FortiAP Profiles

WIDS Profiles

Security Profile Groups
Managed FortiSwitch

pitch Security Policies
i Log & Report

€ Monitor

~ [+ CresteNew | # & elete [ Search Q
VLANID 1P/Netmask
31 72163125425 ping
33 72.16.33.254 25 ping
34 1 4.254 25 ping
32 172.1632.254 255.255.2550 Ping HTTPS SSHPort HTTP Wireless Controller
1 00000000

>

b. Check the configuration in the FortiOS CLI:

FWF60D4615010908 # show system interface LAGuest
config system interface

edit "
set
set
set
set
set
set
set
set
set
set

next

end

LAGuest"

vdom "root"

ip 172.16.34.254 255.255.255.0
allowaccess ping

device-identification enable
device-identification-active-scan enable
role lan

snmp-index 12
switch-controller-dhcp-snooping enable
interface "internal7"

vlanid 34

FWF60D4615010908 # show system interface LALanSecure

config system interface
edit "LALanSecure"
set vdom "root"

set
set
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Setting up port-based 802.1x authentication in a FortiLink setup

set alias "--HQ Secure LAN"
set device-identification enable
set device-identification-active-scan enable
set fortiheartbeat enable
set role lan
set snmp-index 14
set switch-controller-dhcp-snooping enable
set interface "internal7"
set vlanid 32
next
end

8. Configure the 802.1x settings in the FortiOS CLI:

config switch-controller 802-1X-settings
set link-down-auth set-unauth
set reauth-period 60
set max-reauth-attempt 2

end

9. Configure the 802.1x security policy in the FortiOS CLI:

config switch-controller security-policy 802-1X
edit "LASecure 802-1X-policy"
set user-group "Radius-Group"
set mac-auth-bypass disable
set open-auth disable
set eap-passthru enable
set guest-vlan enable
set guest-vlan-id "LAGuest" // same as auth-fail-vlan
set guest-auth-delay 60
set auth-fail-vlan enable // use a specific VLAN upon authentication failure
set auth-fail-vlan-id "LAGuest"
set radius-timeout-overwrite enable
next
end

If you want to reduce the time delay in recovering from auth-fail-vlan when an 802.1X failure
happens, reduce the max-reauth-attempt and guest-auth-delay settings.

10. Apply the port security policy to the FortiSwitch port in the FortiOS CLI:

config switch-controller managed-switch
edit "FS108D3W15000509"
set fsw-wanl-peer "internal7"
set fsw-wanl-admin enable
set version 1
set dynamic-capability 71836
config ports
edit "port2"
set poe-capable 1
set vlan "LALanSecure"
set allowed-vlans "LAGuest"
set port-security-policy "LASecure 802-1X-policy" // use “port-based”
authentication h
set export-to "root"
next
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Setting up port-based 802.1x authentication in a FortiLink setup

end
next
end

11. Configure the firewall policy for the FortiSwitch connection to the RADIUS server, as shown in the
following figure:

& root = | Edit Policy
@ Dashboard >
N& Security Fabric > Name @ 8021x
& Fortiview > IncomingInterface | O any x
“ Network > *
2 System N Qutgoing Interface | ™ wanl X x
& Policy & Objects Y Source 3 169.254.1.0/24 x
IPv4 Policy *
Proxy Policy Destination 2 al x
Authentication Rules *
Schedule @ always -
Addresses Service @ AL %
Wildcard FQDN Addresses +
Internet Service Database Action Cgleesyl @ DENY | = LEARN
Services
Schedules Firewall / Network Options
Virtual IPs NAT ©

IP Pools IP Pool Configuration Use Outgoing Interface Address [UI % ET i I3 3/et]

5 Preserve Source Port (B
Praoxy Options
Proxy Options default v &
Traffic Shapers oy

Traffic Shaping Policy Security Profiles

& Security Profiles > AntiVirus >
awven " WebFiter @
& User & Device > DNSFilter (e ]
= WiFi & Switch Controller > Application Control B
i Log & Report > Anti-Spam @
€& Monitor > S5L Inspection e J

Logging Options

Log Allowed Traffic @0 JEEaTgvgalel All Sessions

Comments | Write acomment...

Enable this policy @

a
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12. Configure the firewall policy for the VLAN interface to the Internet, as shown in the following figure:

& root -
@ Dashboard >
N& Security Fabric >
I Fortiview >
“ Network >
£ System >
B Policy & Objects v
1Pv4 Policy Y
Proxy Policy

Authentication Rules

Addresses

Wildcard FQDN Addresses

Internet Service Database

Services

Schedules

Virtual IPs

IP Pools

Praoxy Options

Traffic Shapers

Traffic Shaping Policy
& Security Profiles >
L VPN >
& User & Device >
= WiFi & Switch Controller >
I Loz & Report b3

& Monitor >

Edit Policy

Name € Lansecure internet

Incoming Interface | @ -—-HQ Secure LAN (LALanSecure) X
+

Qutgoing Interface | ™ wanl x
+

Source Sal x
+

Destination Sal x
+

Schedule o always -

Service m ALl x
+

Action U eyl @ DENY | = LEARN

Firewsall / Network Options
NAT ©

IP Pool Configuration Use Outgoing Interface Address QUGN T cyeletl]

Preserve Source Port (B

Proxy Options default - &

Security Profiles

AntiVirus >
Web Filter e ]
DNS Filter >
Application Control (¥
Anti-Spam >
S5L Inspection e ]

Logging Options
Log Allowed Traffic @ EERIGIVASENEN All Sessions

Comments | Write acomment... 4| oz

Enable this policy @

Cencel

To troubleshoot your configuration:

1. Inthe FortiOS CLI, verify that the connection from the FortiGate unit to the FortiSwitch unit is up:

exec switch-controller get-conn-status

2. Inthe FortiSwitchOS CLI, you can check if the authentication. The following output shows a successful

authentication:

FS108D3W15000509 # diagnose switch 802-1x status port2

port2 : Mode: port-based (mac-by-pass disable)

Link: Link up

Port State: authorized ( )
Dynamic Authorized Vlan : 0
EAP pass-through mode : Enable

Native Vlan

32

Allowed Vlan list: 32
Untagged Vlan list:

Guest Vlan

34 Guest Auth Delay :120

Auth-Fail Vlan : 34

Sessions info:

54:el:ad:4a:2d:6b Type=802.1x,PEAP, state=AUTHENTICATED,etime=0,eap cnt=10
params:reAuth=600

FortiSwitch Cookbook
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The following output shows a failed authentication:

FS108D3W15000509 # diagnose switch 802-1x status port2
port2 : Mode: port-based (mac-by-pass disable)
Link: Link up
Port State: unauthorized ( )
Dynamic Authorized Vlan : 0
EAP pass-through mode : Enable
Native Vlan : 32
Allowed Vlan list: 32
Untagged Vlan list:
Guest Vlan : 34 Guest Auth Delay :120
Auth-Fail Vlan : 34
Sessions info:
54:el:ad:4a:2d:6b Type=802.1x,IDENTITY, state=HELD, etime=0,eap cnt=5
params:reAuth=600 B

FS108D3W15000509 # diagnose switch vlan list 32

VlanId Ports

32 port2 portl0

After a wrong password being entered, port2 is removed from VLAN 32 (LALanSecure) and is replaced by
VLAN 34(LAGuest).

FS108D3W15000509 # diagnose switch vlan list 32
VlanId Ports

32 portl0

FS108D3W15000509 # diagnose switch vlan list 34
VlanId Ports

34 portl port2 portlO

After a successful authentication, port2 is moved to VLAN 32 (LALanSecure) and removed from VLAN 34
(LAGuest).

FS108D3W15000509 # diagnose switch vlan list 32
VlanId Ports

32 port2 portl0

FS108D3W15000509 # diagnose switch vlan list 34
VlanId Ports

34 portl portl0

FortiSwitch Cookbook
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Setting up port-based 802.1x authentication in a FortiLink setup

NOTE: When you replace an existing RADIUS server with a new one, the configuration is not updated in the
FortiSwitch unit. Use the following procedure to update the RADIUS server configuration in the FortiSwitch
unit:

1. Use the FortiGate unit to access the FortiSwitch using SSH.

2. Remove the configuration associated with the existing RADIUS server. Use the following commands to
find the existing RADIUS server configuration:

show user group
show user radius

3. To synchronize the configuration with the FortiSwitch unit:

exe switch-controller trigger-config-sync

4. Verify that the FortiGate unit and the FortiSwitch unit are synchronized:

exe switch-controller get-sync-status all

Configuring the RADIUS server

This section shows how to configure the RADIUS server to accept port-based 802.1x authentication. This
example shows how to install and configure RADIUS in Windows Server 2016.

1. Login to the Windows Server 2016 that you plan to use as your RADIUS server.

2. Launch the Server Manager and select Manage from the top right.

3. Select Add Roles and Features to launch the wizard.

FortiSwitch Cookbook
Fortinet, Inc.
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4. From the wizard page, select Network Policy and Access Services, as shown in the following figure:

[ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features

FortiSwitch Cookbook
Fortinet, Inc.

Select one or more roles to install on the selected server,

Roles

[l ctive Directory Certificate Service
| Active Directory Domain Services (Installed)
[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

] Device Health Attestation

[C] DHCP Server

| DNS Server (Installed)

[ Fax Server

[m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[ ] MultiPaint Services

Network Policy and Access Services |

L] Print and Document Services

] Remote Access

[[] Remote Desktop Services

[] Volume Activation Services

[m] Web Server (IIS) {8 of 43 installed)
] Windows Deployment Services

- O X

DESTINATION SERVER
WINZ0 16 weipindBb.com

Description

A Active Directory Certificate Services

(AD C5) is used to craate
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

[ <previous | [ Net> | | instan
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Setting up port-based 802.1x authentication in a FortiLink setup
5. Select Next and then select Finish to start the installation. No reboot is required.

[ Add Roles and Features Wizarel - a X

DESTINATIOM SERVER
WINZ01fweiping86.com

Installation progress

View installation progress

o Feature installation

Installation started on WIN2016.weipin886.com

Network Policy and Access Services
Remote Server Administration Tools
Role Administration Tools

m Network Policy and Access Services Tools

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Previous Mext > Close J Cance

6. After the installation is complete, select Tools from the Server Manager and then select Network Policy
Server.

7. Right-clickon RADIUS Clients and select New to display the new RADIUS client dialog box. Use the
following procedure to configure the RADIUS clients:

a. Select the Enable the RADIUS client checkbox.
b. Enteraname for your RADIUS server, such as FGTAuth.

c. Enterthe IP address of the FortiGate unit that is used to access the RADIUS server. Typically, this is
the interface in the FortiGate unit with the same network as the RADIUS server. Otherwise, this will
be the IP address you have configured as the source-ip in the user RADIUS settings in FortiOS.

d. Inthe Shared Secret area, keep Manual selected and enter a password in the Shared secret field.
NOTE: This password must match the FortiGate RADIUS server settings.

e. Select OK.

FortiSwitch Cookbook
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i @ Network Policy Server FGTauth Properties

| File Action View Help Settings  Advanced

|
o= | 2E HE |@mmmuus&m|
e. MPS (Local) Select an exdsting template:
5 RADIUS Clients ? RADIUS clierts allow you to spaciy the
. - - #

Emoie Ll Name and Address
w L’ Policies ! 2
“] Connection Request Po|| Frendly Name IP Address  Device Many I FGTauth I
7] Metwork Policies H FGTauh 17217966 RADIUS Star

B, Accounting nlbw .
> Ul Templates Management 172.17.96.6 | veriy..

Shared Secret
Select an exdsting Shared Secrets template:
| None v

To manually type a shared secret, chek Manual. To automatically generate a shared
secret, chick Generate. You must corfigure the RADIUS chent with the same shared
sacret entered here, Shared secrets are case-gensitive

O et
[roveeerees [

1 IOKICamaI:QppIy

CuhiartNamainham

8. Under the Policies section of the NPS Snap-in, right-click Connection Request Policies and select New.
« Inthe Overview tab, enter a name for the policy, such as FGTAUth.
« Select the Policy enabled check box.

« Leave the type of network access server as Unspecified.

ie et

File Acticn View Hap

I
|| 2w E oz Cwverview  Coraiiions.  Sattings
v [ RADIUS Clients and Servers Foteinane b
i RADIUS Clients [ Connection reguest pollckes allow you
1 Remote RADIUS Server Groups 4 . orend  Pokcy State
. ¥ eraklnd, NP thés pobicy ¥ chsabled. HPS does nck evakus this polky

FGTAuth Propesties

et Pubey M
1 Netwark Palicies WFeTAh ] Pobey anbied
UG Accourting 1] Use Windows authentication for ol users
> Wy Templates Managerment Metwiorks connaction method

Selact the type of retwork: actess senver that sends tha conrmction recusst 1o NP3, Yow can sslect sther the network: access server
type or Viendor specific, but neither is nequied. I your network access server is an B2, 1 suthenticating switch or winsless access port.,
mlect Ui

I sy

Conditions - I the following condiions ar: mel () Vendor speciic:

Cerdtion Valoe hud :
Chort [Ped Addbess 17217966

Settings - Then the following settings are appbed

Setting e
Authentication Provider  Local Computer
Ovemde Athentication  [uaabied
Vandor-Spactic
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9. Select the Conditions tab.

a.
b.

10. Select the Settings tab.

FortiSwitch unit.

Select Add and then select the Client IPv4 Address condition.
Select Add again and enter the IP address of the RADIUS client, which is the IP address of the

Enable the NAT to the firewall policy from the FortiLink interface to the interface in which the RADIUS

server is routed. In this example, it is the wan1 interface with an IP address of 172.17.96.6.

| @

File Actien  View Halp
I

| nmEm

@ MR Locai)
w RADLS Clients snd Senvers
3 RADIUS Clents
15 Remote RADIUS Server Groups
« B8
i Connection Request Policies
LY A;:e-ummg
iy Templates Management

Comnection Request Polickes.

¢ Canraotion maquas poboies slow you |
| precesad localy or formerded 1 rema

o o B
Corfigure the conditors for th mstwds poboy.

F pondiions mabch the connecion reguest. NP uses this poboy 1o authone the connection request. F condBons do not maich the
cormecton seguast, NP5 spe tha polcy and ivalustes other corfigred

paioes § addtonal pokces ae

Paokey Narsar
’JFGTJ‘IM

ol s Wradonws: suthantication for o users

Condiian Valus
W et IPd Acdiess 1TITHE

Client Pl Aiddeess

x

Specy the IPyvd adcress of the RADIUS chent, You can use patiem matchirg
iz

Saitings - Then the folowing setiings: ane appled

Seting Ve
Authantcation Provider  Local Computer
Crvemide: Authartications  Dsasbisd
Vendor-Speciic

a. Select Vendor Specific and then select Add.
b. Scroll to the very bottom of the list and select Vendor-Specific.
c. Select Add.

[ @
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File Action  View Help
ot A1 7 Bl

@ NP (Local)
w | RADIUS Chinti and Sérvids
A RADIUS Clients

B Remnote RADIUS Server Groups
w [ Policies
o Comnection Request Policies
1 Netwoik Policies
B, Accounting
+ Wy Templates Management

Cookbook

1 Crvenvmm

¢ Convmcionmoua I condtons and con

Corbgure the seftr for thes nistmirk pebesy
h

pmcessad ol
- Sattngs:

| Roqueed Authenbrson

Pokzy N Wik

FGThth Sl Authenication Hethods
Ve Wil el Y it Corvecli
Runal
P lusharsication
By, Accountng
_ Specily a Neals N.sme
) bt
Condtions - Fihefobesingd | FADIUS Abtritutes
@ Standss

| |
| ==
Corcitons: - I the following condiions s msl I
s | i
et |Pvd Addess 17217566
Condion descrpiion:

The (i [P Addreds coneitee speciees the 12 address of the B0 dlert that forwarded the convection regues ba NPS.

et granin scomen. setirge mre sppbed

yor RADILIS decumaniation for

Ta sand ackitonal altitades b RADILE charts, ssiact & Vandor

Sosche irbun. nd

then chck Bt I yau domot canfigure an aftbute., 1 s not sent 1o AADILS dlerts. See
chant recpared alirindes

Asctins

| Metwork Pelicy and Ac—.

5 Open Saved Log.

¥ Creste Contom Vi,
Irryport Cubam Vi

¥ Fiker Current Cust.,

= 'I

Atribute nformation

vt name:

=
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Setting up port-based 802.1x authentication in a FortiLink setup

11. Configure a network policy.

a. From the Network Policy Server Snap-in, right-click on Network Policies and select New.

b. Enter a name for the policy, such as FGTAuth.
c. Onthe Overview tab, make sure that Policy enabled checkbox is selected.
d. Verify that Grant access is selected.
e. Verify that the type of network access server is set to Unspecified.
@ net

File Action View Help

= | 2@ Hm

~ [1 RADIVS Clients and Servers
3 * Network policies alaw you to designate
4 RADIUS Clients e

i Remote RADIUS Server
- Puhclﬁ

st Pof | Policy Name

1 Metwork Policies EreTam
‘g ACcounting _df.orr\eotmam Microsoft Routing and Remaod

» My Templates Mansgement il Connections to other access servers

Condition Value
User Growps LABFGTDOMAIN ety

Cliert IFvd Address  172.17.96.6

Seftings - Then the following setfings are appled

FGTAuth Properties *

Overview  Condiione Constrainls  Satlings

Pebior ormo
Policy State
E enabled, NPS palicy whis ¥ desabled, NPS does not evaluate this policy,

D ea]

Access Pamission

H conditions and constraints of the netwerk policy mateh the connection reques, the policy can either grant sccess of dany
access. \hat is access permisgion?

I@mm.mmfhmmmhm.l

(_) Diarry sceass Dary scesss i the connection request matches this policy .
[ Igniaee user secount dislin propeties
¥ the connection request matches the conditions and consiraints of this network policy and the: policy grants access. perform
authorzation with network policy only: do not evaluate the disl-n propesties of user sccourts
Metwark connection method
Sdeahlwe network. that sends the ion request o NP5, You can select either the network access server type
Vendor specific, but nether is required. ¥ your network sccess server is an B02.1X suthenticating switch or wirsless scosss poird,

&du:'

Satting
Authertication Mathad
Access Permiasion

< > (| €

SubjectDomainName
FullyQualifiedSubject

12. Select the Conditions tab.

of network sccess server.
Urzpecified w
() Vendor spacific:

Enter the name of the group in AD that you want to allow for 802.1x connections.

a. Select Add.

b. Select Windows Groups and then select Add.
c. Select Add Groups.

d.

e. Select OK.
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Corfigues the conditions fior this netwosk policy.

wvakains other polcies. § addional pokcins am

User Groups

» W Ternglotes Management || giCornections to other acoess sanvers
Coraftion Vit

LABFGTDOMAM testus
Chent [Fvd Addess 17217566

Setting

Authentication Method
Access Permission

Saitings - Than the following seiings & sopbel  Condiion

The Lisar Groups condition

|
W Gt IPvd Addess Speesciy the group membership requied to match thes poboy

SubjectDomainName
FullyQualifiedSubject

@ NP5 (Local) I carafilons inelcl e cowwnciion pisymiad | NP e Il ey I Emibiatis s i oy soupoent I Yo cho rcd el Mot
w [ RADIUS Clients and Servers rocueat. NP5 sidca th d cenligured
F i [ Matwork: pocies alow you 1 desriate
& RADIUS Clients
E . = crmumstances under which they can or r
w (1] Poboes Condtizn Ve B
| Conrection Request Pe; | Poboy Name B User Grouos
(= Network Policies FGTAuth
B, Accounting Connections to icrosoft Routing and Femot

By |

3 Active Directory Users and Computers

|
! File Action View Help

les 2@ {0/ X066 Bm taaTas

ed updates
Update
ed for updi

General Members  Member Of Managed By

X

Active Directory Domain Services Folder

labfgtdomain net Users

j Active Directory Users and Com || Name Type [ testusergroup Properties
i ga IS:E;‘;C:C?:UH::MI %Domafn Co.. Suur?t:,- Group.. 4
s ] Builtin %Uomaln Con... Security Group... 4
., :I Computers 82 Domain Gue.. Security Group.. 4  Members:
» [&] Domain Controllers %Uomain Users Security Group... 4 Name
» ] FereignSecurityPrincipalt %Enterprise A.. Security Group... [ testiser
5[] Managed Service Accour B Enterprise K... Security Group... | 2, testuser?
[ Users 82 Enterprise R... Security Group... |
%Gmup Polic... Security Group... N
E.:Guest User f
%Kty Admins  Security Group... [
%Pmtected Us... Security Group... N
H2 RAS and 145 ... Security Group...
%Readlonly D... Security Group... N
8, 5chema Ad.. Security Group... [
%sslvpngroup Security Group...
&, testsshvpn User
%tuﬂslvpnz User
%tatusel‘l User
User Add...
m Security Group...
< >

Aoply

13. Inthe Constraints tab, verify that the following check boxes are selected, select Apply, and then select OK

to complete the policy.
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1 @ Hetwork Policy server FGTAuth Properties X
+ File  Action View Help sre—
t
= | 2@ Hm P B ——
Lom I all comstraints are not matched by the connection request, netwark access i denied.
& MPS (Local) Metwork Policies
~ ] RADIUS Clients and Servers
= 5 ¢ Network policies allow you to designate
5 RADIUS Clients
e e those ch e fied
35 Remote RADIUS Server || circumstances they can or| Alow onlyta that with hads.
~ [ Palicies .
= Connection Request Pc|| Policy Name ¥ Idie Timeour ﬁwﬁwmmePsthnhmanw
- Netwerk Policies Eretauh s, Session Timeout
&, Accounting Connections to Microsaft Routing and Remot (i7] Caled Staicn 1D -
5 Wl Templates Management EiConnactions b other sccess servers = Microsoft: Protected EAP (PEAP) Mave Up
S50 Drap and tive restictions
T worerne o
- < >
Condtion Valus
User Groups LABFGTDOMAIN testus L ER-. Femove
Chent IPv4 Address  172.17.95.6 i 5
A Mcrosot Encrypted Authentication version 2 (MSCHAP2)
[ User can change password after it has expired
EA Mcrusoft Encrypted Authentication (MS-CHAP)
Settings - Then the following settings are appler [ User can chang d after it has expired
T
Setting [ Unencrypted authertication (PAP, SPAF)
Audhertication Methad [C] Mlorw elients ta eonmect without negetisting an suthertication methed
Access Pemmission
< >|| €
SubjectDomainName
o [ oo | [
FullyQualifiedSubject

14. To verify the server certificate used by Microsoft Protocol EAP (PEAP), select Edit, and then select the
certificate for the server to prove its identity to the client.

Edit Protected EAP Properties x

|

|

I Eori\gunﬂ\_emrﬂm'lﬁahnﬂwd(pdcy._ ) )

|| ¥l contmts ae ot matched by th cormection eauee. network ccesss dened |

Allow access to those diients that authenticate with the specfied methaods.
only ® : Select the certificate the server shouid use to prove its identity to the clent.

A certificate that is configured for Protected EAP in Connection Request
wll ide this certificate,

& |dle Timeout EAP types ame nagotisted between MPS and the ciert in tha order in whichthey are | PORcy will override this cer
a5, Session Timeout :\:‘T Certificate issued to: I sy fgtdomain-WIN-UHKOPPRSPRH-CA v I
ypes:
=] Called Station D f . . B .
= an Microsoht: Protected EAP (PEAF) e Friendy name: labfigtdomain WIN-UHKOPPRIPRH-CA
5 Dy and b rastrichanz )
T NAS Pt Type Move Down |  Lssueri labfgtdomain-WIN-UHKOPPRSPRH-CA
' < 5 Expration date: 9/13/2029 11:46:06 AM
Add... _ Remove [AEnable Fast Reconnect
Less secure authentication methods: QWMkMMW
[ Microsoft Encrypted Authertication version 2 (MS-CHAP-vZ) = e
7] User can change password after t has expired . Mave Up
] Microsoft Encrypted Authertication (MS-CHAP) Mo Down
[ User can change password after it has expired
[ Encrypted authentication [CHAF) ]
(] Unencrypted authertication (PAP. SPAF) | add | edt || memove | [ ok || cence
] Mbow clients to connect without negotiating an authertication method
v Al Users
| >
|
| .

oK Cancel | Apsly

™

15. Download the certificate that you selected and save it in the Trusted Root Certificate Authorities directory
of the local PC.
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E Consolel - [Censole Root\ Cenificates (Local Computer)\Trusted Rost Centification Authorities\ Cenificates] - [m} x
& File Action View Favorites Window Help - 8 X
s N &5 XE=|HE
| Console Root lssued To - Issued By Expiration [ | Actions
v Certificates (Local Computer) || [0 inmore CyberTrust Root Baltimore CyberTrust Root 571212025 || Certificates “
- — ::s::;:’tno{ Certification [ZClass 3 Public Primary Certification Autharity Class 3 Public Pamary Certificatio...  8/1/2028 More Actions N
" Cestificates kil Sl i Copyright (c) 1997 Microsoft Corp.  12/30/1399 :
L = E;wpri“ Trust main-WiN-L RSPRH-CA labfgtdomain-WIN-UHKOPPRIPR... labfgtdomain-WIN-UHKOPPR... =
= Intermediate Certification | —# 2bfgtdamain-WIN-UHKOPPRSPRH-CA labfgtdomain-WIN-UHKDPPRSPR... 9/13/2029 More Actions »
4 7 Trusted Publishers EglMicrosoft Authenticode(tm) Root Authority Microsoft Authenticodeitm) Root...  12/31/1989
» [ Untrusted Certificates EglMicrosoft Root Authority Microsoft Root Authority 12/31/2020
+ [ Third-Party Root Certificat EgMicroseft Root Certificate Authority Micrezoft Roet Centificate Autheri...  5/9/2021
= Trusted People EalMicrasoft Root Cerificate Authority 2010 Microsoft Root Centificate Autheri.. 6/23/2033
5[] Client Asthentication Issue|| SglMicrosoft Root Centificate Authority 2011 Micresaft Roat Centificate Authodi...  3/22/2036
» [ Preview Build Reots [SINO LIABILITY ACCEPTED, ()97 VeriSign, Inc. WO LIABILITY ACCEPTED, ()87 Ve... 1/7/2004
» 7 Remote Desktop S5 Symantec Enterprise Mobile Root for Microsoft Symantec Enterprise Mobile Root ... 3/14/2032
» [ Certificate Enrollment Reqr{| 5] Thawte Timestamping CA Thawte Timestamping C4& 12/31/2020
» ] Smart Card Trusted Roots
» ] Trusted Devices
» 7] Web Hosting
» ] Windaws Live 1D Token Iss:
< > < >

16. Under Certification Authority (Local), make certain that the settings match those in the following figure.
Otherwise, you will receive an authentication failure with the following reason: “The client could not be
authenticated because the Extensible Authentication Protocol (EAP) Type cannot be processed by the
server.”
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& certsrv - [Certification Authority (Locall\labfgtdomain-WIN-UHKOPPRSPRH-CANCertificate Templates)
File Action View Help
o 2| XEE

ﬁ] Certification Authority (Local) Mame Intended Purpo<e

v @i labfgtdomain-WIN-UHKOPPRY a8 . of RAS and IAS Server e L e e
| Revoked Certificates

- g n
] lssued Certificates g Copy of RAS and IAS Server Properties 7 XL e
7| Pending Requests 7 "
| Failed Requests ‘T-, General entic...
== - = 3
| Certificate Templates d cedi Template
¢ B ooy of RAS and IAS Server entic...
d
_5 Cedificate Puposes: .
g entic...
§ | Serverfuthentication ail, Cl...
q Cliertt Authentication
I pting...
Other Information:

Include e-mail address No

Public Key Usage List Digital Signature
Key Encipherment

Public Key Usage Critical Yes

ok | [Cancel ] el

Troubleshooting

The best way to troubleshoot 802.1x connections is by looking at the Event Viewer of the Windows Server.
Under Server Roles, check the output of the Network Policy and Access Services.

The following figure shows the successful output of an 802.1x connection from the PC:
{4 Event Viewer

File Action View Help

|2 HM

I8 Event Viewer (Local) l Network Policy and Access Services  Mumber of event
w [ Custom Views
v 7] Sesver Roles T Mumber of events: 31
T Axtive Divectory Cartificate Senices | Level Date and Time Source Event|D Task Category (=
r m: Directary Damain Services @information OF16/2019 122517 PM Microsoft Windows sec... 6272 Metwork Policy Server
= (i) Infermation 9116/2019 1222418 PM NPS 4400 Mene
HNetwork P A Services
@Infnnnation 916/2019 11:45:18 AM Microsoft Windows sec... 6272 Metwork Pelicy Server
Web Server (I5) () Information S16/2019 11:3%:17 AM Microsoft Windows sec... 6273 Metwork Policy Server
P Administrative € (i) Information 91672019 11:3%17 AM MRS 4400 None
» U Windaws Logs (i) Infermation 9/16/2019 11:38:05 AM Micraseft Windows sec.. 6273 Metwork Policy Senver
» [ Applications and Services Logs (i} information S/13/2019 5:46:37 PM Microsoft Windows sec.. 6273 Metwork Policy Server
=4 Subscriptions (D information 971372019 5:46:37 PM NPS 2400 None
Infermation 971372019 S:28:36 PM Micrazeft Windaws ec.. 6273 Network Palicy Sencer
¥
I i 1’ o
Event 6272, Micresoft Windews security auditing. x
General Details
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{2 Event Viewer
File Action View Help
e AR lens |l ?

2] Event Viewer (Local)
~ [ Custom Views
~ [ ServerRoles
T Active Directory Certificate Services
T Active Directory Domain Services
P DNS Server
“FF Metwork Policy and Access Services
“F Remote Desktop Services
T Web Server (1I5)
‘¥ Administrative Events
> [m Windows Logs
y B Applications and Services Logs
|74 Subscriptions

Network Policy and Access Services

“F  Number of events: 62

Event 6272, Microsoft Windows security auditing. X

General Details

® Friendly View () XML View
- EventData
SubjectUserSid  5-1-5-21-1474113014-63293065-2036355220-1103 ~
Subjec gtdomain'testuser]

SubjectDomainNamelABFGTDOMAIN
FullyQualifiedSubjectUserNamelabfgtdomain.net/Us ers/testus erl
SubjectMachineSIDS-1-0-0

SubjectMachineName-

FullyQualifiedSubjectMachineName-

CalledStationlD 1721797226

CallingStationID 54-E1-AD-4A-2D-68

NASIPvaAddress 1721787226

NASIPvBAddress -

NASldentifier  FS108D3W13000509
NASPortType  Ethernet

NASPort -

ClientName FGTauth

ClientlPAddress 17217366

ProxyPolicyNameFGTAuth

NetworkP olicyMame FGTAuth

AuthenticationProviderWindows

AuthenticationServer WIN-UHKOPPR5PR Hlabfgtdomain.net

AuthenticationTypePEAP

EAPType Microsoft Secured password (EAP-MSCHAP v2)

AccountSessionldentifier- v
LoggingResult Accountinginformation was written tothe local logfile.

Issue 1: The certificate chain was issued by an authority that is not trusted.

Bl Evera Wiwweer [Lecal)
- '-F Cubesm Yiews
w [ Serve Bcles
T Active Directory Ceificate Sersice
T Acteve Direciory Domain Senvioes
W DS Server
" Metwork Policy and focess Services
T Bamoie Desttop Serace
T Weh Server (15}
W Adwanisiratece bvents
» U Windows Logs
B LE Apphoatids and Serales ldgﬁ
.} Sriltapiang
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¥ Mumber of eeenils: BT

Level Dgte snd Time Sowrce

Event it Taak Cotegory

[} infommation QERTIAD 114706 Al Hebwark Policy Server
q}lnlmrndlan WREZON9 114542 AM Mligreriaft Windowd de_ BT Netwerk Policy Server
fae AARCRAA i AR e FREPTa BNt e B e

Evert 8273 Microncf Windows wecurity maditing.

General  Detads

(! Frimncly View (21 XML View

+ Syviem
= Fwen'tiData

' il 5<1-5-21-1ATAT1 3046320306520 355552 20-1103
[ " PR 1

i ame LASFGTOOMAN
Fully Cualifird Sabjec tlreilame Lt
Subrjectblachines0%-1-0-0
Subrjectblachinetlame -

Fully Chualified S tMa hineMame -
CalledSaiondD 1721757220
CallingStation D 54-F1-AD4A.JD-68
HASFvdlddres 1731757228
HASPviAddress -

HASHemtifior  FLIDEDIWIS000508
HASPartType  [Ethernet

HASFa .
Clientlame FGTauth
RentPAddres 1721T50E
Proxy Palicy Mame FGTAut
Hetweorkf olicy Name Fi Tauth

it e ol ol rod doer W ind s
HAUTHEOPRR

ainnet /U erSestuer]

Arcountheumion ldenti fer-

83 meued by an sticriby that is ot trusted.
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To fix this issue, import the CA certificate into the local machine and add it to the Trusted Root Certification
Authorities.

Protected EAP P

When connecting:
Verify the server's identity by validating the certificate

—_—rT e

|| Connect to these servers (examples:srv 1;srv2;. ®\.srv3\.com):

Trusted Root Certification Authorities:

[[] Hotspot 2.0 Trust Root CA - 03 ~
[ labdomain-WIN-DKTVGTKRVUM-CA

[ 1 |ahdnmain WTH -DKTYGTKE VLIM-CA
|| Microsoft ECC Product Root Certificate Authority 2018
[] Microsoft Root Autherity
[] Microsoft Root Certificate Autharity v
< >

Motifications before connecting:

Tell user if the server name or root certificate isn't spedfied ~

Select Authentication Method:

Secured password (EAP-MSCHAP v2) ~ | Configure,.,
[[] Enable Fast Reconnect

[[] bisconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

FortiSwitch Cookbook
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Issue 2: The specified user does not exist.

w

[l Evwt Viewer (Local)
w [ Custom Views

| Sarowt Role
¥ Active Directory Certificate Services
W Active Dinectory Domam Services
W DNS Server
‘W Matveork Pelicy and Acceis Sanvice
¥ Remaote Desktop Senices
T Wk Sarver (15

W Administrative Everts
» Ls Windowi Logi
» L5 Applications and Sences Logs
.4 Subiinptiong

Metwork Policy and Access Senvices  Mumbes

F Number of events: 87

Ll Date snd Tame Souice EventID Tk Category

(1) i orenatece 9/18/2019 11:48:37 AM Micresaft Windows sec... BIT3  Metwork Polcy Server
(1) e oimnatsm S/18/2019 11:47:28 AM Micresaft Windows sec... EITE Metvenik Pabey Server
I:D led pivnateze 9182019 11:4%:42 AM Mignedeit Window s6c... B2 Metwoik Polcy Servid

(iaaa Aransanan 1y aese snn o s 2 PECSRT! Lmas

Evert 6273, Microscht Windows. pecurity auditing.

General Detaili
@) Friendly View ) MM View

= Sysiem
- EventData
SubjectlsesSid  5-1-0-0
Subrjes tlierMame Rapl Goyal
Subjedt Dadnui aM ame LASF GTDOMAMN
Fallly Chusalifi el Susks et oMl me LABF G TDOMAINF ajat Goyal
SubjectMachineSI0E - -0-0
SubjectMachineName -

CalladSuionll 1721797226
CallingStationlDd 34-E1-AD4A-2D-E8
NASPvdAddress 17207587226
NASFvEAddress -

NASdentifier  FSIDEDIW 5000509
NASPortType  Etfwrmet

MASPam .

ClientName FGTauth
ClientiPAddress 17297565
ProwyPolicyNameFGTauth
Hetworkf slicy Hamse -
AuthanicaicnProvid o'W indoed
AumhanBealisnSenvel WIN-LHKOPPR PR HLbL @ demasunet

AuthenticaionTypeEAF
EAFType -
Acooum Senion ldenti fer -
Rrason Tha i uiii iccaunt dosl net exil.
ngin Wil wriEen tothe ool log file

To fix this issue, under Advanced settings, you can specify whether you want user authentication, computer
authentication, or both.

FortiSwitch
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T -E-' » Control Panel » Network and Internet » MNetwork Connections

Qrnanize. Nicahle thic netusnrk dsaics. Niannnca thic connaction Rename this connection View status of this connection
=
w2 l: Ethernet 3
Ngtyemdrimm  Sarthaotioation  Ciese- b cable ynplugged M= Disabled
: <. Nl Ethernet Ad... S Fortinet SSL VPN Virtual Et...
| 802.1% settings rork Adapter L-'. Wi-Fi
| — Mot connected
[ 4] spedify authentication mode x dﬂn Qualcomm Atheros QCAS3.
User authentication ~ | | Replace credentials
Windows Security x

Replace credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

[abfgtdomain\‘restuser1| X

OK Cancel

OK Cancel

7 items

Configuring Windows 10

This section shows how to configure Windows 10 for 802.1x user authentication.

1. Select Start, right-click Computer, select Manage, and then select Services and Applications.
2. Inthe details pane, double-click Services and then do one of the following:

« To configure the startup type, right-click Wired AutoConfig, and then select Properties. In Startup
type, select Automatic and then select Start.

« To start the service for the current session only, right-click Wired AutoConfig and then select Start.

3. Install the RADIUS server's certificate to the PC, as shown in the following figure:

FortiSwitch Cookbook
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certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] - [m]
File Action View Help
e a@E 4 BIXER BE
[l Certificates - Current User lssued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te...
| Personal IFGTH1E4Q17001110 FGT61E4Q17001110 10/7/2027 <All> <MNone>
v [7] Trusted Root Certification Aul| (= ¢ er1e40017001110 FGTS1E4Q17001110 107772027 <Al <None>
. E;t:r::'::_;:::t 5/ FGT6IEAQ17002182 FGTG1E4Q17002192 6/9/2027 <All> <Mone>
o . [IFGTE1E4Q17002192 FGTE1E4Q17002152 77472029 <All> <Mone>
| Intermediate Certification Au
| Active Directory User Object | 3 8ts02 fgt-iaslz 2/4/2016 <All> <None> cA
=] Trusted Publishers Lo Fortinet Test Fortinet Test 11/16/2006 <All> <None> [
= Untrusted Certificates AEJfDthEkaL(a fortinet_pki_ca 9/26/2019 <All> <Mone>
| Third-Party Root Certificatior|| & fortinet-us-FGT-NPS-CA fortinet-us-FGT-NPS-CA 9/16/2020 <All> <None> CA
| Trusted People Slfortinet-us-FGT-VAN-ADFS20-CA fortinet-us-FGT-VAN-ADFS20-CA  2/8/2023 <All= <Mene» CA
| Client Authentication lssuers || g fent-WINSERVER1-CA fent-WINSERVER1-CA 5/30/2029 <All> <MNone>
| Other People (5] FWFB0EAQ16001141 FWFG0E4Q16001141 8/20/2028 <All> <Mone>
1 ISG Trust [5] FWFS0D3Z 14001504 FWFO0D3Z14001504 9/20/2028 =All= <Mone>
| Local NonRemovable Certific|| ;] GeoTrust Global CA GeoTrust Global CA 5/20/2022 Server Authenticati.. ~ GeoTrust Global CA
7| Mchfee Trust (5] GeoTrust Primary Certification .. GeoTrust Primary Certification Au...  7/16/2026 Server Authenticati..  GeoTrust
~| MSlEHistoryloumnal 5] GeoTrust Primary Certification ... GeoTrust Primary Certification Au.. 12/1/2037 Server Authenticati..  GeoTrust Primary C...
| Certificate Enrollment Reque!| [ GlobalSign GlobalSign 3/18/2029 Server Authenticati..  GlobalSign Root CA...
~| Smart Card Trusted Roots || (1] GlobalSign GlabalSign 12/15/2021 Server Authenticati.. Google Trust Servic...
(5 GlobalSign Root CA GlobalSign Root CA 1/28/2028 Server Authenticati...  GlobalSign Root CA...
5 Ge Daddy Class 2 Certification .. Go Daddy Class 2 Certification Au... 6/29/2034 Server Authenticati.. Go Daddy Class 2 C...
[ Go Daddy Root Certificate Auth... Go Daddy Root Certificate Author..,  12/31/2037 Server Authenticati..  Go Daddy Root Cer...
S/ Hotspot 2.0 Trust Root CA - 03 Hotspot 2.0 Trust Root CA - 03 12/8/2043 Server Authenticati.. Hotspet 2.0 Trust R...
5l 1abdomain-WIN-DKTVGTKRVU... labdomain-WIN-DKTVGTKRVUM-... 8/30/2029 <All> <Mone>

Sl labdomain-WIN-DKTVGTKRVU...
labfgtdomain-WIN-UHKOPPR!
_alecrosoft Authenticode(tm) Ro.
=3I Microseft ECC Product Root Ce...
5 Microsoft Root Authority

S Microsoft Root Certificate Auth...
] Microsoft Root Certificate Auth...

labdomain-WIN-DKTVGTKRVUM-...

labfgtdomain-WIN-UHKOPPRSP

Microsoft Authenticode(tm) Root...
Microsoft ECC Product Root Certi...

Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

Mirrnenft Bant Cartifirata Authar

8/30/2029
29
1273171999
2/2772043
12/31/2020
5/9/2021
6/23/2035
/293 5902R

<All>

Secure Email, Code ..

<All>
<All>
<All>
<All>
oAl

<None>

Microsoft Authen
Microsoft ECC Prod...
Microsoft Root Aut..
Microsoft Root Cert...
Microsoft Root Cert...
Mirroentt Rant Cart

4. Inthe properties of the network connection, navigate to the Authentication tab, and make sure the Enable

ZIhireneaft Rant Carificate Aith

IEEE 802. 1X authentication check box is selected.

5. Select Settings.
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U Ethernet Properties X

Networking] _Authentication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802 1X authentication | |

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v Settings

[+/] Remember my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

Additional Settings...

Cocs

6. To select the Certificate Authority (CA) that the RADIUS server's certificate uses, import the CA certificate
into the local machine and save it in the Trusted Root Certification Authorities directory. If you purchased
an SSL certificate from a major CA (such Verisign or GoDaddy), Windows should have the CA loaded and

listed already.
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When connecting:

I Verify the server's identity by validating the cerh'ﬁcatel

|| Connect to these servers (examples:srv1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities:

[[] labdomain-WIN-DKTVGTKRVUM-CA

labfgtdomain-WIN-UHKOPPRSPRH-CA
Microsoft ECC Product Root Certificate Authority 2018
D Microsoft Root Authority

< >

[] Hotspot 2.0 Trust Root CA - 03 A

[] Microsoft Root Certificate Authority v

Notifications before connecting:

Tell user if the server name or root certificate isn't spedfied v
Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...
[[JEnable Fast Reconnect
[]Disconnect if server does not present cryptobinding TLV
[(]Enable 1dentity Privacy
oK Cancel

7. Under Advanced settings, you can specify whether you want user authentication.
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» j' » Control Panel » Network and Internet > Network Connections

Qraanize - Dicahla thic natwinrl davica Riannnca thic connection Rename this connection View status of this connection
12 [ Ethernet 3
Nety—--==  Litharticatinn  Ch_cen L -=kle ynplugged . ", Disabled
| Advanced set <}l Ethernet Ad... W Fortinet SSL VPN Virtual Et...
| 802.1X settings (ork Adapter L‘ " Wi-Fi
| o> o Not connected
E Specify authentication mode X d:m Qualcomm Atheros QCA93...
User authentication ~ | Replace credentials
Windows Security x

Replace credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

I Iabfgtdnmain\testuser‘ll X I
ssssssssans ‘
OK Cancel
.
OK Cancel

7items

8. Make sure the Wired AutoConfig service is set up for automatic startup, as shown in the following figure.
The Wired AutoConfig service allows Windows to interact with 802.1x.

Lk Windows bearch Frovides co..  Running  Automatic (.. Local byste...
'fggwmduws Time Maintains d... Running  Manual (Trig... Local Service
fn{;WindDws Update Enables the.. Running Manual (Trig.. Local Syste..
fg;Windn:nws Update Medic Ser... Enables rem... Manual Local Syste...
el

WinHTTP Web Prowy Auto-... WinHTTP i...  Runnin Manual Local 5ervice

Wired AuteCenfig The Wired ... Running  Automatic Local Syste...
L WLAN AutoConfig The WLANS... Manual Local Syste...
k’fg;WMl Performance Adapter Provides pe... Manual Local Syste...
'{i{;WDrk Folders This service ... Manual Local Service
L‘?‘J}kastaticun Creates and... Running  Automatic Metwork 5.,
'{:\'."F TARATARL Akl mmfim Thir rema-n L e I I mral Crmeimn

9. To verify that the PC successfully connects, check the network connections. Look for the Ethernet port and
make sure that there is no “Authentication failed” message.

10. When the authentication succeeds, you should get an IP address from the right VLAN, as shown in the
following figure:
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GbE Family Controller
2D-6B

S54-E1-AD-4A-2D-6B
NetBIOS over Tcpip.

11.  When the authentication fails, you should get the IP address from the auth-fail-vilan VLAN, as shown in the
following figure:

GbE Family Controller
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Enterprise FortiSwitch secure access

FG1-Master FG2-Slave

Disti-1 Disti-2

IDF-1 IDF-2 IDF-3

This cookbook article documents a highly resilient 2-tier FortiSwitch architecture (faster convergence) that take
advantage of the full performance (bandwidth utilization) offered by MCLAG (multichassis LAG).

The FortiGates, for the exercise, are under FortiOS 6.0.1 and FortiSwitch at 6.0 or 3.6.6 (depending on
platform compatibility). FortiSwitch must be at least at 3.6.4 in order to deploy MCLAG with access ring.

Also ensure that the FortiSwitch models used for MCLAG supports the feature: FortiSwitch Datasheet
In the end, the topology above will be deployed.

Logging

Increase the level of logging to follow the deployments steps.
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CLI Console W & B x

Connected

SAA-Master #
SAA-Master #
SAA-Master #
SAA-Master # con switch-controller switch-log

SAA-Master (switch-log) # get
status : enable
severity : critical

SAA-Master (switch-log) # set severity
emergency Emergency level.

alert Alert level.

critical Critical level.

error Error level.

warning Warning level.
notificntionba- Notification level.
information Information level.
debug Debug level.

SAA-Master (switch-log) # set severity information
SAA-Master (switch-log) # end

SAA-Master #

FortiLink configuration

1. From Network > Interfaces, create a 802.3ad port

2. Add the two member ports that will form the LAG and will be interconnected from the FortiGate-Master to
the distribution 1 and 2.

3. Select the addressing mode “Dedicated to FortiSwitch.”

4. By default, the FortiLink segment is configured in an APIPA address range. In the present context, we will
make sure that this segment is routable in order to validate certain metrics on the FortiSwitch GUI. Ensure
in an enterprise context that this environment is accessible only through legitimate and restricted
privileges.

5. Forthe purpose of the exercise, we will ensure that FortiSwitch are not automatically authorized to
validate certain steps. But it is quite possible to speed up the process and allow automatic authorization.

6. Make sure at first that split interface is enabled (until MCLAG configuration).
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Favorites > New
@ Dashboard ¥
i : Interface Name FLink m
%% Security Fabric H
Alias
e FortiView »

Type B802.3ad Aggregate -
* Network
Interface Members | [ port? X ™ port10 X

Interfaces 5
DNS
Packet Capture Tags
SD-WAN © Add Tag Category
Performance SLA
SD-WAN Rules Address
Static Routes Addressing mode Manual DHCP
Policy Routes IP/Network Mask 192.168.169.1/24
RIP Connected Devices None
OSPF Automatically authorize devices @ (B
BGP FortiLink split interface © O
Multicast
© System Y
B Policy & Objects »  Comments
8 Security Profiles >

7. Connect the FG1-Master to Disti-1 (port9 to port48).

FG1-Master

Furrings “ £ & O AdFie W~ T oews
Mg FortiSec® ¢ DoteTime o User Menage Log Descrig
1 14210 = Sewdtch-Controlier 34800 11 000544 Dncovred Swwitch-Controlier dsomvn
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9. Authorize the Disti-1 thereafter.

=" FortiGate 600D  SAA-Master

& CreateMew | # Edit & Remov & Refresh ConnecttoCLI & Upgrade D Factory Reset
Managed FortiSwitch
System Events Log # B FGT4HD3I915800115
DHCP Maonitor # B Flink
FortiSwitch VLANS *
FartiSwitch Ports w H
Interfaces * H
- S Authorize
IPv4 Palicy *
@ Dashboard ¥
% Security Fabric ]
b FortiView »

10. At this point, the switch will reboot and will be converted from standalone to managed mode.

* Frarie “| 2| & O AddFiter W~ Mo
g FortiGetch * o | DateMee | Level e [roeeen Log Becrls
m| 142590 W DHEP sorver sy s BHEPACK JoHCE ack kg
IBHCP Mosites kT M W DHCP server sendds 3 DHCPACK IDHCP Ak lag
FortiSaitoh VLAMS o B 14235 . sk il PP R0E wrion FLISK v uuind i Wleefite st dhanged
FortiSatich Borts 4 JAITNE  mew Link manitnr Imtertacs FLink Wt turred up intwrtace b changsd
5 4235 eem Link repritne imeriace port 9 was turmed up interTace status dhanged
A T b 142391 e Link manitor imtertace s F Lisk wn Surned down intirfacs itatus changed
N polkcy 7233 e ik mearitr Imertace FLink was furned down Wterface Rats changed
8 Duhinard B 342331 Lirsk vt It ace porl 9 mas Luered down il b sl chdnged
2% Seeurity Fabele 5 P OMEIED e Link manitnr Imertace wow FLink Wt turned g intertace gtatur changed
N i 10 14233 =em Lisk oot ireriace FLisk wirt turned up interface status changed
11 23R - Link manftor: interiace port® as humed up interface status changed
& Hetwerk P12 M2 e Li et Intertace i FLink st Turresd dominy Wbertace satus Cranged
B Sysiem P13 142223 e Lisk el Imdertacr F Limk s furred down Irterlace dati cangrd
B Pdcy & Objedts 3 14 JEZEI e Link mgritor: Imertacs portd was hmed down Winetace st changed
& Security Profikes p |15 MEIEF w acdemniny & Edit wwitch-coninolier managed-switch STEEDF 301 5000564 ject atiribute configune
P s sz w adimin S2AB00 1K 000 b Austhorized -Controller author

11. The switch receives an IP address in the previously configured segment.

& Refresh @ Revoke

Interface < MALC = IFs Host Information =

& Flink PlbcacshIc1d 192.168,169.2 WICI: FortiSwitch-248D-FPOE
Hostname: 5248DF X 16000566

12. The CAPWAP tunnel will appear as UP in the logs.

= = FortiGate 800D 5AA-Master

* Favorites ¥ 2 & | O AddFilter
Managed FortiSwitch

# Date/Time Level User Message
System Events Log 1 142656 = & Fortilink:5248DF3X 16000566 Add switchwlan 1
DHCP Monitor w2 142856 m & Fortilink:5248DF3X 18000566 Edit log.syslogd3.setting
FortiSwibch VLANS & 3 142655 = & Switch-Controller 5248DF 3X16000566 Config download successtul
FortiSwitch Ports 2 |4 14:25:53 = £ Switch-Controller S248DF 3X 16000566 CAPWAP Tunnel Up [192.168.169.2) |
5 142550 =m & Switch-Controller 5248DF 3X 160005566 Connected via session join

13. Disti-1 will now be managed.

-
= = FortiGate 800D S5AA-Master

+ CreateMew  # Edit

Managed FortiSwitch

System Events Log ¥ FGT4HD3915800115
DHCP Manitar »'r B* Flink
FortiSwitch VLANS *
FortiSwitch Ports a £ 524BDFIX16000566 Pos sFP
Interfaces b __-____________.____-____;__
IPva Policy L] Thie ﬂ-.uuuooamnwoaaua-waau-\-@--
@ Dashboard » Conmected 28
¥ Spruritv Fahrie ¥

FortiSwitch Cookbook
Fortinet, Inc.



Enterprise FortiSwitch secure access

14. Link the Distribution 1 to Distribution 2 as follows:

FG1-Master

- Disti-2-248D-FPOE

Favorites: + CresteMew  # Edit Remove | & Refresh & Upgrade D

Maraged FortiSwitch

System Events Log R FGTEHDIT15800115
DHCP Monitor 8 Flink
FortiSwiteh VLANS
FortiSwitch Ports [ =
e © portas RCEES © Autharize
IPvd Policy © portd? -
8 Dashiboard s

+ Create New  # Edit
Managed FortiSuwdich

System Events Log B8 FGT4HDIF15800115
DHCP Maritor B Flink
FortiSwitch WLANS
Fortiswitch Parts [ fy— £3 5248DFIX16002278 ' e+ ﬂ' s
Interfaces © poridl SR L L L L e @ ==
1Pwd Palicy o f oz =~ (SSEESSEEESNEESEEESEESES - -
@ Dashbaard »
% Security Fabric >
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MCLAG configuration

1. Connect in CLI to Disti2.

Favorites + CreateMew  # Edit B Remove O Refresh | ». ConnecttoCll | © Deauthorize & Upgrade ' Factory Resst

System Events Log EF FGTGHDIF15600115
DHCP Monitor S Flini

FortiSwitch VILAMNS

FortiSwitch Ports R Distil 5§ SMADFIN16002278 .
Interfaces © cortds ) r-;
1Pv4 Policy © porta?

& Dashboard

%% Security Fabric

2. Enable MCLAG-ICL on the trunk toward Disti-1.

Disti? [(trunk) & edit
Trunk name.

Managed FortiSwitch # |DetarTva | Lavel Uoar Message

m 1 . Fortilink:S248DF 316002278 MCLAG: ICL ACL change inggress-port-bitmag=0x 1HHIFFHTTe, egress-block-port-bitmap=On 1HIFHe

DHCP Monitor 2 = Fortilink:32480F3X 16002278 Edit switch.trunk BOFIX16000566-0

B Remove O Refresh | > ConnecttoCLl | © Desuthorize & Upgrade D Factory Reset

+ CreateMNew & Edit

System Events Log & FGT&GHDIF15800115
DHCP Manitor Be Flink

FortiSwitch VILAMNS

FortiSwitch Ports B Distil i S24BDFIX14002278 sep
i Disti -
Interfaces O portas .
Py Polic i
= © porta7 (.".-.-rilnd

& Dashboard

o

5. Enable MCLAG-ICL on the trunk toward Disti-2.

e s Eombes

# adit
AR <

Distlil [trw # adit BD 0O23TE-0
Dimtll [BOF3IX16 278=0) o set mclag=icl snahle

Distlil [BOF3X 227T8=0) * end
HARNING: Ons ore trunk mesbsrs has ACL configured.

piatil # 1
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I Favorites E s ]

& & O AsdFilter

Managed FortiSwitch

#  Date/Time Level

1 144435 =
DHCP Monitor 2 144635 w
FortiSwitch VLANS 3 14463 0w

4 1444633 =

FwrtiQuasitrb Brrte

User Message

L Fortilink:5248DF3X 16002278 MCLAG: ICL ACL change inggress-port-bitmap=C 1FfffFifite, egress-block-port-bitmap=0m0
Fortilink:5248DF 3X 16000566 MCLAG: ICL ACL change inggress-port-bitmag=0w 1 FiffFfiffffe, egress-block-port-bitmap=0x0

.\ Fortilink:S248DF3X 16000566 MCLAG: ICL ACL change inggress-part-bitmag=0x 1fffiffFffife, egress-block-port-bitmap=Cu 1t fie
Fortilink:S248DF 3% 16000566 Edit switch trunk BDF3X16002278-0

6. Disable the split interface from FortiLink and enable automatic authorization.

= .® FortiGate 600D SAA-Master

# Favorites v

Managed FortiSwitch

System Events Log

DHCP Menitor

FortiSwitch VILANS

FortiSwitch Ports

IPv4 Policy
@ Dashboard >
%k Security Fabric »
I FortiView »
+ Network >
£ System >
B Policy & Objects >
8 Security Profiles »
2 VPN ¥
& User & Device >
=+ WIiFi & Switch Controller >
LM Log & Report >
€ Monitor »

Edit Interface

Interface Mame FLink

Alias

Link Status Up @

Type 802.3ad Aggregate

Interface Members  ®] port9 % ™| port10 %
+

Tags

© Add Tag Category

Address

Addressing mode

|P/Network Mask

Connected Devices

Automatically authorize devices @ @©
FortiLink split interface €@ »

ISFLTEI s (ool Dedicated to FortiSwitch

192.168.169.1/255.255.255.0
2 FortiSwitch(s)

Status

Comments

Interface State M E N © Disabled

7. Close the loop from the Disti-2 to the second port of the FortiLink LAG of the FortiGate Master.
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FG1-Master

Disti-1-248D-FPOE 47 47 Disti-2-248D-FPOE

8. Resulting FortiSwitch presentation:

FortiGate 600D SAA-Master

Favorites + Create New & Refresh
Managed FortiSwitch *
System Events Log B FGT6HD3915800115
DHCP Monitor # FLink
FortiSwitch VLANS
FortiSwitch Ports i3 524BDF3X16000566 sp
Interfaces r‘"?‘
|Pwd Policy e O
@ Dashboard » Connected P
%% Security Fabric » d 1
i FortiView » % S24BDF3IX16002278 SFP
&7
o Network » L ®
& System » Disti2 O
Connected 46
B Policy & Objects »
B Camicin: Panibilas

9. You can validate the consistency at the MCLAG level using the following command:

psar-conad

BAA-HEAT
Hanaged Sw

Running disgnostic, it may taks somstiss...
B0 181 DK =T a et ig laop-state

porieT

f-=ta21 ]

Mansged Switch o BI4ADFINLE i n

Bunning disgrostle, 1t may take sonetiss

selag-trusk-nome e ig lacp-atats stp-atate local-parts
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10. Several other commands allow you to diagnose the feature:
o OnFortiGate: diagnose netlinkaggregate name fortilink
o On FortiSwitch Disti: diagnose switch trunk list  FoRtI1LiNk0
o On FortiSwitch Disti: diagnose switch mclag list _ FoRtI1LiNk0
o On FortiSwitch Disti: diagnose switch mclag icl

IDF configuration

1. Interconnect the Disti-1, cascading the switches that make up the stack of the IDF, as follows:

FG1-Master

Disti-1-248D-FPOE @ Disti-2-248D-FPOE
45

IDF-1-224D-FPOE IDF-2-224D-FPOE IDF-3-224D-FPOE

[Ereem—r——

2. All that remains is to connect the IDF-3 to the Disti-2.
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FG1-Master .

HA configuration
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1. Configure HA in active-passive mode.

[— High feeailaidiey
& Owshiboard )
- — , ek LachaFani =
. Rty ¥ Oriaprioty @[30
+ Mtk ' Osier Settings
Iﬂ Fyam Grong e Senselooes
Admirimratong e e —— Change
Badmin Frohbe Somicmpicioy
Firmars Moniioe imierfaces B Wik (port L L
Setlings *
IR v :
FHME :
Eepiacsmant Msumsgen ¥ Mansgerrert: interfacs Aoservation
FadtiCuard
Adagraes
Fasture Vahilty

2. Make sure the configuration is well synchronized

L | s o
4 Ean ' Synchronized Priority Hostname | Serial No. Role Ugrime Sessions
i Security Fabric ‘T prov—— o
. FortView » - - =
o Metwerk » I I I ; :‘
I° S [-] 200 SAA Mo FOT&ADINISA00115 Master h15m5T 152
N £} FomiGate 5000 w 2
Admin Profiles -
Firmwant I I I = -
» £
:?'N“_ L] 100 SR Slave FGT&HDI915800031 Slave 11m 20s 108
SHMP
HA Status H Security Fabric: SecureAccess
Mode Active-Passive ﬂﬂ @ ﬁ
Group SecureAccess
Master @ SAA-Master
Slave © SAASlave
Uptime 00:00:15:45
State Changed 00:00:09:30

List Faceplate

ougheut Crechsum:
10200 kbsgw defitbeSe Jad T7 cdonf IPA451 11446
83 00ubos OcBbéeSbeJad 77 10deel FP445 121446

3. Connect the balance of the links in order to coherently replicate the wiring of the FortiGate Master and
FortiGate Slave, as follows:
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FG1-Master .- FG2-Slave

Disti-1-248D-FPOE [ Disti-2-248D-FPOE

IDF-1-224D-FPOE IDF-2-224D-FPOE IDF-3-224D-FPOE

4. This configuration results in the managed FortiSwitch units.

Managed FrtiSwilch

Smsem [vents Log B FOTAHDIYISB00115

DHCP Manir * Funk £1 SEMDFIX1500161 ol =

Fartdwich VAN B -

e -

Fartifrtch Ports = Cisiil e nad -

s @ porntd © )

1Pvd Policy. °
- . ) © pornd £3 S1240PTX LAD0RBID :
 Sezanty Fatre ' E EEsEmEEEEEE ® =
- Fortiview B w2 e -..........:
+ rtwore r Errmries

© porsdd
@ Sptem
@ gt £3 STIEDF IS0 . e

B Boiicy & Onjects -
 Seceriny Probles b @ pords e & ==
N ey 00 |emmsmssmsss@ ==
2w Commmciec M
& Uner & Device @ perizy
® WIFIG Switch Controller~ ©

5. Finalize by doubling the ICL links between the two distribution switches.
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FG1-Master - FG2-Slave

Disti-2-248D-FPOE

IDF-1-224D-FPOE IDF-2-224D-FPOE IDF-3-224D-FPOE

6. Validate the automatic integration into the trunk (LAG).

anm
8% FortiGate 8000 S48 Mater

Fresrhins * Crnmabbews
hped Foriilich Pt Drscrigtion St VL AN
Syider F oo Lag
& pariaL vpaFLink
[C P i L] it
FastiSwith VAR & sond i v Link
0z & i
b lwes e pania o v Lirk
1P Policy F portT M wn Fk
B Db : F pands & vwallink
4 Sorursty Fabe
s & garia? o vmaFlink
i Foriiciew
Feonm ol v Link
& Frtwars
@ Spiem & g Al i FLivk
B Policy & Spects F pornal) & vwalLink
B Socurty Probicen " & paridl ol v Flink
v ¥ o sanal i vws P Link
r 1
A e & Dervice > o SIABOFICIANITT
- rolier - - J
WA & Swirs Cantrobe prp— ppr—rry
il Lo & et
g & gt % SIJAOFIIA0ANY
& Worine

% PG TRMO SR0000
e MBI A00TTTE
% POTEHDONISE0011%
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Distil #
Distil # config switch trunk

Distil (trunk) # edit BDFIX16002278-0

Distil (BDFIX16002278-0) # sho
config switch trunk
edit "BDF3X16002278-0°
set mode lacp-active

set auto-isl 1
set mclag-icl enable
set members “portd7” “port4l”
next
and

Distil (BDF3X16002278-0) # J}

Validation

1. To ensure the robustness of the topology, create a test VLAN that will be assigned, for example, to one of
the IDF switches.
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B FortiGate 8000  SAM Master

Fareniites + Crascabow~| # " a Salect Entries u
g Periivdn Mot VLAN Ascwed VLANS Security Policy e Intarmution %
Syntem Dvents Log o SAAVLAN
DHCP Moniter & vivFLink
FartiSeinch VLANS
T & portl o e FLink & -
1Pl Palicy & poniz & v FLink + . "

B Davrimard ¥ portd B e FLink + *

% Security Fabeic » o pond & v FLink + .

S— ¢ & ports & v FLink - .

o Mk & pons & venFUnk . .

& System

Fp— & pont? A v FLink + .

@ Security Profie @ poren @ viwFLink = *

= VPN " & port¥ & v FLink - .

& User & Devioe ¥ & port20 & vonFlink - .

2. Allow access to the Internet.

B8 Portiate $000 250 Himie

Favorite v HewPolicy
i Omtbcacs
W Sacuriy Fabric ¥ Hare LA b
W i ¥ coming inberfaoe |l SARYLAM
o etk Cndpeing isterlie B OWAN o118 .
B Fyme ¥ SaumE [ =
¥ Fodicp & Objecis #
[t rrsdim B =
Ped Dal Folicy Schadils [ -
Aakdrisinis T [ 5
‘Afkcrard PO Asdrrom -
et Service Dutshuns An Sl O DENY o LEARN
S
Forgmell | g oo ipimeaeiss
Al
Wirtua 1B AT L

2 P ool Conbguration [ s el e Cryramic 1P Pl

Traffe fnwwerd

3. You should be able to reboot the FortiGate-Master, remove some links (Disti1 port to IDF-1 in this case),
generate HA balancing using the loss of the monitored link (WAN), and see at most only the loss of some
packets:

Security Fabric visibility
With the Security Fabric, in addition to extend your control and protection, you get unparalleled end-to-end

visibility:
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Favorites onQ

i Db

Logieal Topology

Security Rating

Astpmation D‘- m
Settings ‘ - 3 o
Internet =

Fabric Corrmctan, I[

i, FeriiView » e

+ Metwark

& System

B, Pakicy & Objects

@ Security Profiles E E
awen }
& User & Devics

W WiFi & Switch Cor

ol Log & Repori

& Monitor

& Create New = Dominig.e
e Mative VLAN Aliswes VLANS
System Evenis Log
CHCP Moniter & SARVLAN *

FertiSaiteh WLAMS
Fertifwitch Porta
Intartscw
184 Policy

i Canhboand

K Security Falbeic

M et

b et v

Bonus—FortiSwitch access

1. To access the FortiSwitch unit, configure a policy in the CLI.

SAA-Master # config firewall policy

SAA-Master (policy) # edit 0

new entry '0' added

SAA-Master (0) # set srcintf SAA-VLAN
SAR-Master (0) se dr all
SAA-Master (0) = dstintf
SAA-Master (0) dstaddr all
SAR-Master (0) et action accept
SAA-Master (0) = service ALL
SAA-Master (0) hedule always

SAR-Master (0)

SAA-Master # .

2. The configured policy appears in the GUI.
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I roaccenDewce  Device Trathe - a0 o @

&  10as1s2

Secusity Pty

SortBy:  Dytes Sent/Recelved)] =

‘0

W Dominigues-MacBook-Brg
O0he1

& SAAVLAN (B S124083X1 portT]
Polae D5 X

B sma-taster

192 M8 E———
pred —
B4 kB —

Drevice Information P DHOP
i Dernispgoes Mo ook, Pre ¥ Powersd & Enabled
&
L]

B LR LR L

# Domingues-taciook-Pra
Doe 1000 3T

i SAANVLAN
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* < CreateNew # Edit @ Delete @ Policylookup = Search Q
| @ Dashboard > S - f

5 D Mame Source Destination Schedule Service Action MAT 5
%% Security Fabric > ) ®

= mgmt1 — B WAN (port14
I, Fortiview > '
o Network ¥ C] & SAAVLAN — e FLink €
& System > 3 SAA-FLink all Bal @ always @ ALL ~ ACCEPT O Disabled +

B Policy & Objects
1Py Policy

6 SAAVLAN — B WAN (port16) @

[ implicit @

3. This policy allows you to get access to the FortiSwitch unit.

It— O & met Secars Sl HLVBRIBIA ke dashided « @

>
& Conlfyg 3
w 3 Hoginame  [DF-1 | Chaogs| Operation Mode  Bemote Management (Change
Sarisibumber  S23M0FINS0016E) ‘Systern Conbgeration  Laet Baciosp Meser | Bascioop] (Sesors] | Reisons
L e » 0% erslan  CHO00011 Systwe Ting  Tho Jum 16th 2018 0358 54 P [Chargs|
i Authenseaon 3 Firmresare Wersion  &:000 (Upgsade] Upting O Dys, 0 Hisars, 53 Misates [Fboot
Current Adwinisirator  (Chonge Passeord /1in Total [ Detais) Curreni Ligense  [Crange

¥ Covtifcaie b
38 Switch ¥
24 Roster b i
O L= 3

E

== - - -]
¥
Badwicth Inbound -
LA Elay. Asraga Per intertxcn (lop 13
e |
-
wece [N
o iy - L
Last Wiest

4. The hardware configuration is as follows:
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