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Prerequisites

Prerequisites

In this article, we assume you already have deployed the following:

« Two FortiWeb-VMs running on KVM. The FortiWeb version should be 7.0.1 or higher, and they should be in
Reverse Proxy mode.

« Client (Ubuntu 18.04) * 1

« Sever (Ubuntu 18.04) * 2

In the following sections, we will use an example to illustrate the steps. In this example, there is a server policy
configured with VIP 10.159.33.200, and the real servers' IP addresses are 10.0.0.100 & 10.0.1.100.

Refer to the network diagram below.

Description:
Port1 -->10.0.2.1/16

Port2 --> 10,159.33.199/24
[ 1
VIP: 10.159.33.200 !

FortiWeb
External Switch KM
Primary
Serverl
10,0.0.100/16
Internal Switch
[ 1
Description:
Port1 --> 10.0.2.2/16
Port2 --> 10.159.33.199/24
VIP: 10.159.33.200
Server2
—_- Fortiweb 10,0.1.100/16
) KVIM
Client Secondary

10.159.25.157/24
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Configuring FortiWeb Active-Passive HA cluster with Unicast Heartbeat

Configuring FortiWeb Active-Passive HA cluster with
Unicast Heartbeat

No ook obdb-=

Log in to either one of the FortiWeb-VM.

Go to System > High Availability > Settings.

Select Active-Passive mode in drop down list.

Select UDP Tunnel for Network Type.

Set Group ID as 18 to avoid HA cluster conflict.

Set Local IP Address and Peer IP Address as 10.0.2.1 and 10.0.2.2.

Select port1 for Reserved Management Interface. UDP unicast requires at least one Reserve interface.
Please note that the Local IP Address and Peer IP Address should be configured with the IP addresses

that are bound to the Reserved Management Interface, otherwise they will be synchronized across the HA
nodes in active-passive HA mode.

= = Fortiweb-KVM Fortiweb

& Dashboard > | High Availability Configuration
+f Metwork »
Mode Active-Passihne v
| & System
Device Priority | 2 (0-5)
Config »
COnerride C
High Availability -
Networking Settings
Ao ? | Network Type  UDP Tunmel -
Maintenance >
3% Security Fabrlic > | Cluster Settings
& User * | Group-name
B Policy > | GrouplD 18
8 Server Objects * | Local IP Address 100.2.1
& Application Delivery 3 | Peer P Address 10.0.2.2
& Web Protection » [+]
€ Bot Mitigation » | Layer 7 Persistence Synchronization &
= API Protection » | Monitor Interface = port2 x
&
U Dos Protection »
HA Member
B P Protection »
2 Tracking *| €0 Reserved Management Interface
= Machi i
= Maching Learning ’ Interface | M portd x
|l Log&Report » +
Click Apply.

Configure the second FortiWeb-VM with the same settings, except Local IP Address as 10.0.2.2 and
Peer IP Address as 10.0.2.1, the Device Priority with a different value. The device with a lower priority
value will take the primary role.
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10. After a few minutes, log in to both of the FortiWeb-VM GUI. You should see the correct HA info.
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CLI Commands

Primary device:

FortiWeb # config system ha
FortiWeb (ha) # set mode active-passive

FortiWeb (ha) # set network-type udp-tunnel
FortiWeb (ha) # set override enable
FortiWeb (ha) # set priority 1

FortiWeb (ha) # set group-id 18

FortiWeb (ha) # set tunnel-local 10.0.2.1
FortiWeb (ha) # set tunnel-peer 10.0.2.2

FortiWeb (ha) # set ha-mamt-status enable
FortiWeb (ha) # set ha-mgmt-interface portl
FortiWeb (ha) # end

Secondary device:

FortiWeb # config system ha
FortiWeb (ha) # set mode active-passive

FortiWeb (ha) # set network-type udp-tunnel
FortiWeb (ha) # set override enable
FortiWeb (ha) # set priority 5

FortiWeb (ha) # set group-id 18

FortiWeb (ha) # set tunnel-local 10.0.2.2
FortiWeb (ha) # set tunnel-peer 10.0.2.1
FortiWeb (ha) # set ha-mamt-status enable
FortiWeb (ha) # set ha-mgmt-interface portl

FortiWeb (ha) # end
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Failover test

Failover test

1. From the Client side, request VIP 10.159.33.200.

2. Loginto the primary device's GUI, you should see traffic go through.
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Failover test

3. Loginto the secondary device's GUI, there should be no traffic passing.
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4. Change the Secondary device’s priority to 1 so that it could take over as primary device.
5. Loginto the former primary device’s GUI. You should see that its role change to secondary and there isn't

traffic passing.
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