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Overview

Overview

This document provides the steps necessary for installing FortiNAC appliance(s). It is intended to be used in
conjunction with the FortiNAC Deployment Guide in the Fortinet Document Library.

For simplicity, this document only discusses the deployment of a FortiNAC virtual appliance with a direct
connection to the internet. Other deployment scenarios are possible and more secure. Using a virtual network
with a VPN gateway is the preferred deployment. However, those deployments are more involved and beyond
the scope of this document.

Note: A gateway is required if Azure appliances will be deployed in a High Availability configuration.

Virtual Appliance (VM) Part Numbers

Part Number Description

FNC-MX-VM Control Manager

FNC-CAX-VM Control and Application Server (CA)

Requirements

l Virtual appliance settings will vary depending on the underlying hardware being used for the hosting server.
The ideal result is to yield a virtual environment where the average load does not exceed the Total GHz
Rating of CPU Resources Allocated.
l Determine the appropriate parameters for the virtual environment. It is recommended they be
comparable to those of hardware-based FortiNAC appliances. Refer to the following tables in the
FortiNAC Data Sheet:
l Hardware Server Sizing - Hardware server part number most appropriate for the target
environment

l Specifications - Details regarding the applicable part number
l VM Server Resource Sizing - Suggested values for memory and CPU to allocate for the virtual
appliance

See also https://docs.microsoft.com/en-us/azure/virtual-machines/sizes
l Valid Azure account
l There are two sets of commands referenced in this document: Operating system command line and Azure
CLI. Operating system command line syntax referenced in this document is based on a computer running
the Linux operating system. Windows syntax is not provided.
A Linux computer to prepare and upload the FortiNAC image for Azure. The following must be installed:
o AzureCLI standalone client. The Azure CLI commands in this document are based on Azure CLI
version 2.29.1. Exact syntax may vary.

o Qemu (version 2.2.0 or lower, or 2.6 or higher)
o AzCopy. Refer to the following link for installing Azure CLI and working with azcopy:
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli
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Overview

o Gawk
o Sufficient hard drive space (200GB+) available for a fully expanded FortiNAC image

l Either a public or private IP Address can be used. A secure and private topology with FortiNAC is required if
a private IP address is used. Related links:
Site to Site VPN Gateways
https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal
Creating a Virtual Network using a FortiGate Azure IPSEC connection
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/255100/ipsec-vpn-to-azure

l port2 isolation related configurations
o When creating firewall rules for the isolation network, additional MicroSoft IP addresses may need to
be allowed. See
https://www.microsoft.com/en-us/download/confirmation.aspx?id=56519

o Once FortiNAC is configured, additional domains may have to be added to the Allowed Domains List
in order for clients in the isolation network to function properly. For details see Domains to Add to the
Allowed Domains List in the Document Library.

l High Availability Configurations
The Gateway IP address defined in the High Availability configuration must be able to respond to PING
requests. Since Azure’s native gateway does not support ICMP, another IP address must be used. For
details, see section Determine Gateway IP Addresses in High Availability - FortiNAC OS.
o A gateway is required.
o A shared/Virtual IP (VIP) cannot be configured in Azure.

Considerations

l Currently, there is no Azure Market place appliance/product available to quickly deploy a FortiNAC
Instance. Instructions are provided to create a disk image.

l In versions 7.x and greater, FortiNAC doesn't have any ports open by default. In previous versions, this was
not the case. As features are configured, ports must also be added to the allowaccess list in order for the
feature to work.

Operating System and Open Ports

FortiNAC-F series appliances use the FortiNAC-OS operating system. Limited TCP/UDP ports are open by
default for security purposes. This was not the case for FortiNAC appliances using the CentOS operating
system.

Virtual appliances do not have any TCP/UDP ports listening by default. Opening additional ports requires the
use of the "set allowaccess" command in the appliance CLI.

The configuration steps provided include opening ports for the applicable features and functions covered in this
guide. As more features are configured, additional access must be enabled using the "set allowaccess"
command via the appliance CLI. For details, see Open Ports in the FortiNAC Administration Guide.

The best practice is to keep the number of open ports to a minimum, and block all other ports. If there is a need
to provide users access to network resources through a static port (e.g., from outside a firewall), the best option
is to allow users to connect by VPN.
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Prerequisite: Product Registration

Prerequisite: Product Registration

Products must be registered in order for the appropriate keys to be generated for the appliances. Without these
keys, the appliances will not start.

Requirements Checklist

l Registration codes: Email from do-not-reply-contract@fortinet.com with attached .zip files containing
registration codes for all products

Example

File name examples:

FNC-MX-VM_xxx.zip = Manager next-gen VM Server

FC-10-FNVXM-xxx.zip = Support & Maintenance for Manager next-gen VM Server

FNC-CAX-VM_xxx.zip = Control & Application next-gen VM Server

FC-10-FNVXA-xxx.zip = Support & Maintenance for Control & Application next-gen VM Server

LIC-FNAC-BASE-xxx.zip = Perpetual License, Base level
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Prerequisite: Product Registration

FC1-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Base Licenses

FCx-10-FNAC1-215-xx-xx.zip = Support & Maintenance for Subscription Base Licenses

LIC-FNAC-PLUS-xxx.zip = Perpetual License, Plus level

FC2-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Plus Licenses

FCx-10-FNAC1-213-xx-xx.zip = Support & Maintenance for Subscription Plus Licenses

LIC-FNAC-PRO-xxx.zip = Perpetual License, Pro level

FC3-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Pro Licenses

FCx-10-FNAC1-209-xx-xx.zip = Support & Maintenance for Subscription Pro Licenses

FP-10-PS-801-01-01.zip = Professional Service Days*

FP-10-PS-830-01-01.zip = Professional Service Days*

*Registered on the day of engagement only. See Fortinet Professional Services Contracts in the Appendix for
more information.

Within the zip files are one or more PDF's which contain the Registration Code.

Tip: If multiple appliances were purchased, save these files in separate folders for each appliance.  

Example A – CAVM                     Example B – Support for CAVM
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Prerequisite: Product Registration

l Physical Appliances Only:  Serial number (FNxxxxxxxxxx).  The serial number (S/N) is located on the
label that shipped with the hardware.  This label also contains the Product Name, Model/SKU, Fortinet P/N
and HW ID.

Register the “Managing” Server

1. Use the chart below to determine the “managing” server (appliance to which the Endpoint License Key will
be installed).  The remaining servers in multiple appliance deployments are installed with an Appliance
(Base) License Key.
For more information on how licenses are distributed for each system configuration, see section License
Distribution in the Appendix.

Deployment
Configuration

Managing Server Part Number

Standalone CA Server FNC-CAX-xx

Standalone with
High Availability
(HA)

Primary CA Server FNC-CAX-xx

Multiple
Independent
Standalones

Each CA Server FNC-CAX-xx

Multiple
Independent with
High Availability
(HA)

Each Primary CA Server FNC-CAX-xx
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Prerequisite: Product Registration

Deployment
Configuration

Managing Server Part Number

Distributed Control Manager FNC-MX-xx

Distributed with
High Availability
(HA)

Primary Control Manager FNC-MX-xx

2. Log into the Customer Portal at https://support.fortinet.com/
3. Click Register Product.
4. In the Registration Code field, enter the appropriate value.

l Virtual appliance:  Registration code from the pdf found in file FNC-CAX-VM_xxx
(or if a Manager FNC-MX-VM.xxx).

l Physical appliance:  Serial number on label.
5. Click Next.

This page may appear if there was a POC or active evaluation license.
If you are converting your POC to production, select Convert Evaluation.
If you not converting your POC to production, select Register.
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Prerequisite: Product Registration

6. Under Product Description, enter managing server’s hostname or “Managing Server” (this can be edited
later).

7. Select Fortinet Partner (ignore all other fields).
8. Click Next.
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Prerequisite: Product Registration

9. Read terms and conditions.
10. Click on radio button.
11. Click Next.
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Prerequisite: Product Registration

Note: “No Entitlement” will display. This is correct.
12. Click on radio button to accept.
13. Click Confirm.
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Prerequisite: Product Registration

CAX(VM) product registration is now complete. 
14. Note the Serial Number (will be used in a future step).
15. Proceed to register the support contract for the appliance.  Click Register More.

FortiNAC 7.2 F Azure Deployment Guide 13
Fortinet Inc.



Prerequisite: Product Registration

Register Support Contract for Managing Server

1. Enter registration code found on pdf from file FC-10-FNxxx_xxx.
2. Click Next.
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Prerequisite: Product Registration

3. Associate the support contract to the appropriate Serial Number noted in previous step.
l If only one product is registered, there will only be on choice – select that radio button.
l If more than one product is registered, select the Serial Number noted in previous step.
Selecting the radio button will auto-complete the Serial Number field.

4. Click Next.
5. Click on radio button in the lower left corner.
6. Click Confirm.
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Prerequisite: Product Registration

Support contract registration is now complete and applied to the FortiNAC-OS appliance.
7. Click Register More.

Proceed to the appropriate section:
Perpetual licenses: Register Perpetual Licenses
Subscription licenses: Register Support Contract for License
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Prerequisite: Product Registration

Register Perpetual Licenses

1. Enter the registration code from the pdf found in the appropriate License file:
LIC-FNAC-xxxxx-xxx_xxx

2. Click on Next.

3. Associate the License to the managing server CAX(VM).
l If only one CAX(VM) is registered, there will only be one choice – select that radio button.
l If more than one CAX(VM) is registered, select the appropriate CAX(VM) (Primary/Control server).
Important: DO NOT license the secondary server. The secondary server will obtain its license from
the Primary after High Availability is configured.

4. Click Next.
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Prerequisite: Product Registration

Perpetual license registration is complete.
5. Next step: Register the support contract for the License. Click Register More.
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Prerequisite: Product Registration

Register Support Contract for License

1. Enter registration code from the pdf found in the appropriate License Support file:
l FCx-10-FNAC0-xxx-xxx (support for Perpetual licenses)
l FCx-10-FNAC1-xxx-xx-xx (support for Subscription licenses)

2. Click Next.
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Prerequisite: Product Registration

3. Associate the License Support contract to the managing server CAX(VM). If registering Perpetual licenses,
this is the same serial number used in previous step.

4. Click Next.
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Prerequisite: Product Registration

5. Click on radio button in lower left corner.
6. Click Confirm.
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Prerequisite: Product Registration

'
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Prerequisite: Product Registration

Registering the License support contract is complete.
The page will display the products and support contracts registered.
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Prerequisite: Product Registration

7. Close the PDF files used in the previous steps.
8. If there are additional CAX(VM)s to register (and its support contracts), click on Register More. Otherwise,

click Done.

Register Remaining Appliances

1. Open the folder for the next appliance to be registered.
2. Open the 2 PDF files.
3. Register the appliance.

a. Click Register Product.
b. Enter registration code from the PDF found in file FNC-CAX-xx_xxx
(or if there is a Manager FNC-MX-xx.xxx).
c. Click Next.
d. If there was a POC or active evaluation license, a special page may display. If you are converting your
POC to production, select Convert Evaluation. If you are not converting your POC to production, select
Register.
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Prerequisite: Product Registration

e. Enter “Managing Server” under Product Description (this can be edited later).
f. Select Fortinet Partner (ignore all other fields).
g. Click Next.
h. Read terms and conditions.
i. Click on radio button.
j. Click Next.
Note: “No Entitlement” will display. This is correct.
k. Click on radio button to accept.
l. Click Confirm.
CAX(VM) product registration is now complete.
m. Note the Serial Number (will be used to register the appliance support contract).
n. Proceed to register the support contract for the appliance. Click Register More.

4. Register Support Contract for Appliance.
a. Enter registration code found on pdf from file FC-10-NCxx_xxx.
b. Click Next.
c. Associate the support contract to the appropriate CAX(VM) Serial Number noted in previous step.
d. If only one CAX(VM) is registered, there will only be on choice – select that radio button.
e. If more than one CAX(VM) products are registered, select the appropriate CAX(VM).
f. Click Next.
g. Click on radio button in the lower left corner.
h. Click Confirm.
i. Support contract registration is now complete and applied to the CAX(VM).
j. Close the PDF files used in the previous steps.

If there are additional CAX(VM)s to register (and its support contracts), click on Register More. Otherwise, click
Done

* DO NOT REGISTER THE PROFESSIONAL SERVICES CONTRACTS *

Important: If a file for Professional Services (FP-10-PS-801-01-01.zip or FP-10-PS-830-01-01.zip) was
included in the email, do not attempt to register. These are ONLY to be registered one at a time and on the day
of the Professional Services session. One contract is like an “admission ticket” to the Professional Services
session.

End result:

Once product registrations are complete, the summary page for each appliance will look similar to the example
below. Note only the managing server (example below) will have license information listed.

Perpetual License Example:
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Prerequisite: Product Registration

Subscription License Example:

If assistance is needed with registering devices, contact Fortinet Customer Service.

Product Registration is complete. Proceed to next step.
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Build Virtual Machines

Build Virtual Machines

Step 1: Download the Virtual Appliance

After registering the products, download the appropriate image to the Linux machine running Qemu.

Note: Both FortiNAC CA and Manager use the same image. The product type is defined by the license key
installed.

1. In the Customer Portal, navigate to Support > Downloads.
2. Click VM Images.

3. From drop down list, clickOther and then click on here.

4. From the drop down list, select FortiNAC-F.
5. Select the Download Tab to reveal the available versions. Please select the version as recommended by

Fortinet or ProgramManager.
Note: The suggested version may be the GA version and not the newest version.

6. Click on the file for Azure (FNAC_AZU-vx-buildxxxx-FORTINET.azure.zip).
Example: FNAC_AZU-v7-build0028-FORTINET.azure.zip
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7. Unzip the file. From the Linux CLI type:
unzip <filename>

Step 2: Create Resource Group and Storage Account

If you are using an existing resource group, this step can be skipped.

Azure Portal

1. Login to the Azure Portal
https://portal.azure.com/

2. Refer to Microsoft documentation to create a resource group and storage account.
3. Once Created, proceed to Upload VHD Image.

CLI Option: Azure CLI

1. Login to the Azure CLI
az login

2. Create a resource group
az group create --name <Resource Group name> --location <Azure region>

Example
az group create --name MyResourceGroup --location eastus

3. Create a storage account inside the resource group for the custom disk and VMs
az storage account create --resource-group <Resource Group> --location <Azure

region> --name <storage account name> --kind Storage --sku Standard_LRS

Example
az storage account create --resource-group <Resource Group> --location eastus --

name myfortinacstorage --kind Storage --sku Standard_LRS

4. Create a storage container under the created Storage account
az storage container create --account-name <storage account name> --name <storage

container name>

Example
az storage container create --account-name myfortinacstorage --name mydisks

Step 3: Upload VHD Image

Use one of the below options.

Option 1: Microsoft Storage Explorer

1. Using Microsoft Storage Explorer, upload the new fixed.vhd file directly to the resource group. Refer to
Microsoft documentation for instructions.
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-use-storage-explorer-managed-disks

Option 2: AzCopy tool

Upload vhd file via “azcopy” tool. Reference

https://docs.microsoft.com/en-us/azure/storage/common/storage-ref-azcopy-copy
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Build Virtual Machines

1. In the local machine CLI, get the azcopy:
wget -O azcopy_v10.tar.gz https://aka.ms/downloadazcopy-v10-linux && \
tar -xf azcopy_v10.tar.gz --strip-components=1

2. In the Azure Portal, obtain the SAS string:
a. Select Storage accounts.
b. Select Shared access signature in the second column (shown in yellow below).
c. In Allowed resource types, selectObject, then clickGenerate SAS and connection string.
d. Scroll down and copy the SAS token from the generated string.

3. In the local machine CLI, run the command
azcopy login

4. Run the Azcopy command:
azcopy cp "/path/to/ <filename>.vhd " \

"https://[account].blob.core.windows.net/[container]/[path/to/blob][SAS string]" \
Example:

The uploaded .vhd file will now appear in the containers under the storage account.

Step 4: Create the Virtual Machine

Before a virtual machine can be created, make sure there is a network interface that can be used for the VM.

For details on creatiung a network interface on Azure:https://learn.microsoft.com/en-us/azure/virtual-
network/virtual-network-network-interface?tabs=azure-portal#create-a-network-interface

Create VM from the managed image that was generated in the previous step. The virtual machine can be
created with or without a Public IP Address.

1. In the Azure portal, create a managed image from the uploaded VHD file.
a. Select Images > Create image.
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Build Virtual Machines

b. Configure using the following settings

OS type Linux

VM generation Gen 1

Storage blob <browse for the VHD file just uploaded>

c. Click Review + create.
2. Select Virtual machines > Add.
3. Next to Image, click See all images and select the image that was generated in the previous step.
4. Next to Size, select the appropriate number of CPUs and memory.
5. Configure using the tables below.

Public IP Address

Public inbound port rules Allow selected ports
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Select inbound ports SSH (22)

No Public IP Address

Public inbound port rules None

6. Click Next: Disks.
7. Create 100 GB data disk.
8. Click Review + create.
9. No Public IP (optional):

a. Click the Networking tab for the new Virtual Machine.
b. Next to Public IP, select None.
c. Save.

The Azure portal should now have a virtual machine with either a dynamic public or private IP address.
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Build Virtual Machines

Step 5: Assign a Static IP Address

Open HTTPS port 8443 for GUI access.

1. Navigate to the Azure Portal > Virtual Machines. Select your FortiNAC VM instance.
2. Select Networking > Network Interface > IP configurations.
3. Select the primary interface.
4. Set the Private IP address settings to Static and assign a private address that is within the subnet of the

default route.

Step 6: Serial Console Configuration

1. In the Azure portal, navigate to Virtual Machines.
2. Select the FortiNAC VM.
3. Select Serial Console in the left menu.
4. Click on the prompt in the right.
5. Under Boot Diagnostics, select Enable with the Custom storage account.
6. Under Diagnostics storage account, select the one created in section Create Resource Group and

Storage Account.
7. Once configuration is complete, click Save. User is returned to the page of Virtual machines.
8. Select Serial console and a CLI window should now appear. Note: May need to hit the “Enter” or “Return”

key to get the window to update.
9. Login to the FortiNAC CLI using the following:

User name = admin
Password = <no password>

10. Configure appliance to allow for UI and SSH access to port1.
config system interface
edit port1
set allowaccess https-adminui ssh
next
end

This virtual machine should now be able to be accessed via SSH directly from the local machine.

From the local machine CLI run

ssh admin@<public or private IP address>

Example

myUser@myUser-mac:/Users/myUser/Desktop/MyCompany/AZURE_Cloud_Deployment/FortiNAC
> ssh admin@10.32.0.6
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Build Virtual Machines

Step 7: Create Second Network Interface (port2)

If the FortiNAC Service Network will be used to restrict network access for untrusted endpoints, create a second
network interface. Otherwise, this step can be skipped.

This interface represents port2 or the FortiNAC Service Network interface. DHCP, DNS, captive portal and
agent communication for restricted endpoints will be served from this interface.

1. Select Networking > Virtual network/subnet > Subnets.
2. Click "+ Subnet".
3. Create the subnet to which the port2 interface will be assigned.
4. Stop VM.
5. Click Networking
6. Click Attach Network Interface
7. Click Create and Attach Network Interface
8. Configure the interface:

l Network Interface Name: NAC Service Network
l Select the new subnet from drill down
l NIC network security group: Basic
l Private IP address assignment: Static
l Enter IP address

9. Click Create
10. Start VM.
11. Reconnect via SSH to the FortiNAC VM using the static address configured within the default route (not

port2).
12. Verify both port1 and port2 are created by typing

show system interface

Related Links

Configuring multiple network interfaces:

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/multiple-nics?toc=/azure/virtual-network/toc.json

Adding and removing network interfaces:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm

Step 8: Add Security Rules for UI Access

Security rules are needed to connect to the UI and allow traffic from the restricted networks.

1. Navigate to the Azure Portal > Virtual Machines. Select the FortiNAC VM instance.
2. Select Networking.
3. Add an inbound port rule. For GUI access, in the Destination port ranges, input 8443 and select TCP for

protocol. In Source, only enter in any IP's you wish to give access to the FortiNAC GUI.
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Build Virtual Machines

Step 9: Configure Subnets Security Rules and Route Tables for
port2 Access

If not using port2, this step can be skipped.

On the interface created to represent port2:

l Create subnets for each network that will be used (production & restricted)
l Create Security Rules to allow traffic for each of the subnets specified. For a list of required ports, refer to
theOpen Ports section of the Deployment Guide.

l Create a Route Table on the interface
o Name:
o Address Prefix: <network for DHCP scope>/<mask>
o Next hop type: Virtual appliance
o Next hop IP address: <gateway ip>

Appliance installation is complete. Proceed to the FortiNAC Deployment Guide to continue deployment.
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Generate and Download Keys

This step updates the product records in FortiCare with the required information for each appliance in order to
generate the appropriate key files.

Key Generation Procedure Overview

1: Collect appliance information

2: Generate Key for Managing Server

3: Generate Key for Remaining Servers (VMs Only)

Collect Appliance Information

Collect the appropriate appliance information using one of the methods below.

UI Method

1. Launch the FortiNAC Administration UI by opening a web browser and navigating to:

https://<FortiNAC IP Address>:8443/

or

https://<FortiNAC Host Name>:8443/

2. Login using the Default FortiNAC Admin UI Credentials
User: root
Password: YAMS

3. Read the End User License Agreement. Accept the terms and proceed.
4. Under Enter License Key, the UUID (virtual appliances only) and port1 MAC address are displayed.
5. Record the information. This information is used in the next step to generate the license key. You cannot

currently import a license file because you do not have one yet.
6. Close the browser window.

CLI Method

1. Login to the appliance CLI as admin.
2. Enter the command

get hardware status

Record the UUID and MAC address from the resulting output.
3. Type exit

Physical Appliances

Eth 0 MAC address (xx:xx:xx:xx:xx:xx or xx-xx-xx-xx-xx-xx) can also be found in the following locations:

l Shipping label
l Appliance Identification Details document
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l On the back or the top of the metal casing of the appliance

Generate Key for Managing Server

1. Log into the Customer Portal at https://support.fortinet.com/
2. Go to Products > Product List.
3. Click the serial number for the appliance.
4. Edit the record in Product Information.
5. Enter the following:

l Description (if modification is required)
l port1 MAC Address
l UUID (Virtual appliances only)

Note: Once MAC Address and/or UUID is entered and saved, it cannot be changed online. If assistance is
needed with registering devices or changing these entries, contact Fortinet Customer Service.

6. Click Save.
The summary page has updated with the link to “Get The License File”
Important: Customers with new appliances should select the FortiNAC License File.

7. ClickGet the License File.
If a Control Manager is registered, this screen may appear.
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8. Select the serial number of the Control Manager that will be managing this appliance (select Primary
Control Manager if Managers are configured for High Availability).

9. Click Download License Key File.
The .lic filename will reflect the appliance serial number.

10. Once the file is downloaded, click Close.

Remaining Servers

Virtual Appliances: Repeat the previous steps to update each appliance record and download the key, saving
each key file to their appropriate folder.

Physical Appliances: Repeat the previous steps to update each appliance record with the MAC Address. Do
not download any additional keys. The remaining appliances use the installed key shipped with the hardware.

Key generation is complete. Proceed to next step.
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Appliance Configuration

1. Follow the instructions in the Guided Install section of the Administration Guide.
These steps guide the user through the following tasks:
l License key installation
l Network settings configuration
l Password creation
l port2 interface configuration  

2. Verify appliance with the Endpoint License Key has the correct entitlements. 
a. In the appliance with the Endpoint License Key installed, access the Administration UI using one of the
following URLs:
https://<FortiNAC IP Address>:8443/
https://<FortiNAC Host Name>:8443/
If “Processes are Down” is displayed, there may be a UUID or MAC address mismatch.  See related KB
article 192992.
b. Locate the License Information widget in the Dashboard. If not available, click the Add Widget button at
the top of Dashboard view to add.

c. Review the entitlements in the License Information widget to ensure they are accurate.
If entitlements are populated but not correct, review the entitlements in the customer portal
(https://support.fortinet.com/) for that product. Contact Customer Service for assistance.
Subscription License: If panel is blank, see KB article 191745 for troubleshooting steps.
For more information regarding the different license types, see Perpetual and Subscription Licenses in
Appendix.

Appliance installation is complete. Proceed to the FortiNAC Deployment Guide to continue deployment.

FortiNAC 7.2 F Azure Deployment Guide 38
Fortinet Inc.

https://docs.fortinet.com/document/fortinac-f/7.2.0/administration-guide/479664/guided-install
https://community.fortinet.com/t5/FortiNAC/Technical-Tip-Installing-new-or-changing-license-on-FortiNAC/ta-p/192992
https://community.fortinet.com/t5/FortiNAC/Technical-Tip-Entitlements-not-applied-after-installing/ta-p/191745
Perpetual and Subscription Licenses.htm
https://docs.fortinet.com/document/fortinac-f/latest/fortinac-deployment-guide/452316/overview


Copyright© 2023 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., in the
U.S. and other jurisdictions, and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product or company names may be
trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and
other results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding
commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet’s
General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such
event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be
limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. In no event does Fortinet make any commitment related to future deliverables, features or
development, and circumstances may change such that any forward-looking statements herein are not accurate. Fortinet disclaims in full any covenants, representations, and
guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most
current version of the publication shall be applicable.


	Overview
	Requirements

	Prerequisite: Product Registration
	Build Virtual Machines
	Step 1: Download the Virtual Appliance
	Step 2: Create Resource Group and Storage Account
	Step 3: Upload VHD Image
	Step 4: Create the Virtual Machine
	Step 5: Assign a Static IP Address
	Step 6: Serial Console Configuration
	Step 7: Create Second Network Interface (port2)
	Step 8: Add Security Rules for UI Access
	Step 9: Configure Subnets Security Rules and Route Tables for port2 Access

	Generate and Download Keys
	Appliance Configuration

