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Change log

Date Change description

2020-04-09 Initial release.

2021-03-09 Updated Minimum system requirements on page 7.
2021-05-13 Updated About FortiManager on Microsoft Hyper-V on page 5.
2021-05-28 Updated information about trial licenses and add-on licenses.

2022-11-18 Updated "Minimum system requirements" on page 7.
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About FortiManager on Microsoft Hyper-V

This document provides information about deploying a FortiManager virtual appliance in Microsoft Hyper-V server
environments.

This includes how to configure the virtual appliance's virtual hardware settings. This guide presumes that the reader has
a thorough understanding of virtualization servers.

This document does not cover configuring and operating the virtual appliance after successfully installing and starting it.
For that information, see the FortiManager Administration Guide.

Licensing

Fortinet offers the FortiManager-VM with a limited, free trial license. Stackable licenses can be purchased, letting you
expand your VM solution as your environment expands. You can purchase perpetual or subscription-based licenses.

Perpetual licenses never expire.

For information on purchasing a FortiManager-VM license, contact your Fortinet-authorized reseller, or visit How To Buy.

When configuring your FortiManager-VM, ensure that you configure hardware settings as the following table outlines
and consider future expansion. Contact your Fortinet-authorized reseller for more information.

License Devices/VDOMs GB/day of logs with FortiAnalyzer

enabled (not stackable)

Trial License 3 0
FortiAnalyzer features not supported

VM-10-UG +10 2
VM-100-UG +100 5
VM-1000-UG +1000 10
VM-5000-UG +5000 25
VM-10K-UG +10000 50

See Minimum system requirements on page 7.

See also the FortiManager product datasheet.

Trial license

With a FortiCare account and FortiManager 6.4.1 or later, FortiManager-VM includes a free limited non-expiring trial
license.

The free trial license includes support for to add 3 devices/VDOMS and use 3 ADOMs.
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About FortiManager on Microsoft Hyper-V

The free trial license does not include services or support.

You can activate the trial license when you connect to the GUI for the FortiManager-VM. Full-feature products and

services are available for purchase with an add-on license. See Connecting to the GUI and enabling a trial license on
page 16.

Add-on license

You must activate a trial license before you can upgrade FortiManager-VM to a purchased add-on license.

See also FortiManager 6.4 Trial License Guide.
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Preparing for deployment

You can prepare for deployment by reviewing the following information:

e Minimum system requirements
« Deployment package for Microsoft Hyper-V

» Downloading a deployment package

Minimum system requirements

FortiManager-VM has a minimum requirement of 4 CPU, 8 GB of RAM, and 500 GB of disk
storage.

The following table lists the minimum system requirements for your VM hardware, based on the number of devices,

VDOMs, or ADOMs that your VM manages.

VM hardware requirements

Maximum devices/ VDOMs

RAM (GB) CPU cores
100 8 4
300 16 6
1200 32 6
4000 64 16
10000 128 24
\‘ ! 'l
9 This table does not take into account other hardware specifications, such as bus speed, CPU
|| model, or storage type.
Ay
S L4
9 Enabling FortiAnalyzer features requires more resources.
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Preparing for deployment 8

Deployment package for Microsoft Hyper-V

FortiManager deployment packages are included with firmware images on the Customer Service & Support site. The
following table list the available VM deployment package.

VM Platform Deployment File

Microsoft Hyper-V Server 2012 and 2016 FMG VM64 HV-vX-buildxxxx-FORTINET.out.hyperv.zip

The .out.hyperv.zip file contains:

e FMG.vhd: The FortiManager system hard disk in VHD format.
The log disk and virtual hardware settings have to be configured manually.

For more information FortiManager, see the FortiManager datasheet.

Downloading a deployment package

Firmware image FTP directories are organized by firmware version, major release, and patch release. The firmware
images in the directories follow a specific naming convention. Each firmware image is specific to the device model. For
example, the FMG_VM64 HV-vX-buildxxxx-FORTINET.out.hyperv.zipimage, foundinthe 5.6.0 directory, is
specific to the 64-bit Microsoft Hyper-V Server virtualization environment.

Ay
‘Q' You can download the FortiManager Release Notes and MIB file from this directory. The

Fortinet Core MIB file is located in the FortiManager > Download tab.

I\ Download the . out file to upgrade your existing FortiManager installation.

To download deployment packages:

1. Log in to the Fortinet Customer Service & Support portal then, from the toolbar select Download > Firmware
Images. The Firmware Images page opens.

Select FortiManager from the Select Product dropdown list, then select Download.

Browse to the appropriate directory for the version that you would like to download.
Download the appropriate firmware image and release notes to your management computer.
Extract the contents of the package to a new folder on your management computer.

apkhowb
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Preparing for deployment 9

Compatibility for VM hardware versions

FortiManager-VM supports ESXi 6.5 and later versions. Using corresponding hardware versions 13 and later is highly
recommended, as mentioned in Virtual machine hardware versions.

Itis recommended to upgrade hardware versions incrementally with only one delta at a time. For example, upgrading
from10to 11, 11 to 12, 12 to 13, then 13 to 14 is recommended, although directly upgrading from 10 to 14 generally has
no issues.

To upgrade hardware versions:

Log in to vSphere Client web console.

In the left pane tree-menu, right-click the FortiManager-VM.

From the shortcut menu, select Compatibility > Schedule VM Compatibility Upgrade.
Click YES.

From the Compatible with dropdown, select the desired compatibility.

Click OK.

Reboot the FortiManager-VM.

Nooakowdh-=2
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Deployment

Prior to deploying the FortiManager, the VM platform must be installed and configured so that it is ready to create virtual
machines. The installation instructions for FortiManager presume that you are familiar with the management software
and terminology of your VM platform.

You might also need to refer to the documentation provided with your VM server. The deployment information in this
guide is provided as an example because, for any particular VM server, there are multiple ways of creating a virtual
machine - command line tools, APls, alternative graphical user interface tools.

Before you start your FortiManager appliance for the first time, you might need to adjust virtual disk sizes and networking
settings. The first time you start FortiManager, you will have access only through the console window of your VM server
environment. After you configure one network interface with an IP address and administrative access, you can access
the FortiManager GUI (see Enabling GUI access on page 16).

Deploying FortiManager on Microsoft Hyper-V

After you download the FMG VM64 HV-vX-buildxxxx-FORTINET.out.hyperv.zip file and extract the package
contents to a folder on your Microsoft server, you can deploy the VHD package to your Microsoft Hyper-V environment.

Creating the virtual machine

To create the virtual machine:

1. Launch the Hyper-V Manager in your Microsoft server. The Hyper-V Manager homepage opens.
2. Selectthe server in the right tree menu. The server details page opens.

3. Right-click the server and select New > Virtual Machine, or in the Actions menu, select New > Virtual Machine. The
New Virtual Machine Wizard opens.
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EE]
File Action View Help

e zE BE

Hyper-V Manager

11

Actions
‘WIN2012 -
New »|

Displays the New Virtual Machine Wizard.

4. Configure the VM

23 Hyper-V Manager H
33 N
| New » Virtual Machine. Il
Import Virtual Machine... Hard Disk. Usage | Assigned Memory | Uptime Shatues ~
20438 39073349

Hyper-V Settings... (e e 2048 MB 107:48:16
Virtual Switch Manager... }s4i23  Ruming 1 2048 MB 28034744
Virtual SAN Manager... off
e Hv Runring 0% 1024 MB 25.05:41:44 _

. MHV Running 0% 8192 MB 011617 e
Inspect Disk... Runring 0% 1024 MB 1.08:37:12
Stop Service thine off
R Gen Running 0% 1024 MB 39192730 -
Refresh w >
View » @
Help . er VM HV- (10/22/2013 - 4:30:08 PM)

=T ForiManager VM HV - (10/22/2013 -4:30:21 PM)
[ Now
FortiManager VM HV
Created: 10/22/20133:4220PM Clustered: No
Notes:  Nons Heartbeat: OK (No Appiication Data)
Summary |Memnry [ Networking | Replication

[% Import Virtual Machine.
[# Hyper-V Settings.
71 Virtual Switch Manager.
! Virtual SAN Manager...
5 Edit Disk..
(El Inspect Disk...
(@) Stop Service
< Remove Server
3 Refresh
View »
H Hep
FortiManager VM HV -
=i Connect...
5 Settings,
(® Turn Off...
@ Shut Down...
© save
1l Pause
1P Reset
% Snapshot
4 Revert..
= Move..
=] Rename..
4 Enable Replication

H Hep

a. Click Nextto create a VM with a custom configuration. The Specify Name and Location page opens.

- ® 2 0 T

determine your required memory.

@

Click Next to continue to the Configure Networking page.

Enter a name for this VM. The name displays in the Hyper-V Manager.
Click Next to continue to the Specify Generation page.
Select Generation 1. Generation 2 is currently not supported.
Click Next to continue to the Assign Memory page.
Specify the amount of memory to allocate to this VM. See Minimum system requirements on page 7 to

h. You must configure network adapters in the Settings page. Each new VM includes a network adapter. You can
configure the network adapter to use a virtual switch, or it can remain disconnected. FortiManager requires
four network adapters.

i. Select Next to continue to the Connect Virtual Hard Disk page.
[x]

L

[’ &( Connect Virtual
EN

Before You Begin
Spedfy Name and Location
Assign Memory

Configure Networking

New Virtual Machine Wizard

| Hard Disk

A virtusl machine reqires storage so that you can install an perating system. You can specify the
storage now or configure it later by mocifying the virtual machine’s properties.

O Create a virtual hard disk:

Use this option to creatte @ dynamically expanding virtual hard disk with the defauit format (VHDX).

Connect Virtual Hard Disk

Summary

FortiManager VM-HV.vhdx

127] G8 (Maximum: 64 TE)

® Use an existing virtual hard disk

Ublic\Documents\Hyper-V\Virtual Hard Disks

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: [£:\Jsers\administrator\Desktop FMG-HV\fing.vhd

[ erowse...

O Attach a virtual hard disk|ater

Use this aption to skip this step now and attach an existing virtual hard disk later.

[ <previus | [ next> | [ Fein

| =]

j- Selectto use an existing virtual hard disk and browse for the fmg . vhd file that you downloaded from the
Fortinet Customer Service & Support portal.

5. Select Next to continue to the Summary page.
6. To create the VM and close the wizard, select Finish.
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Deployment

Configuring hardware settings

Before powering on your FortiManager-VM, you must configure the virtual processors, memory, network adapters, and
hard disk to match your FortiManager license. See Licensing on page 5 for FortiManager license information.

To open the Settings page, in the Hyper-V Manager, right-click the VM name and select Settings, or select the VM then
click Settings from the Actions menu.

£ Settings for FortiManager VM-HV on WIN2012 - ==
FortiManager VIM-HV v 4 P |Q
A Hardware ~ | [ AddHardware
¥ Add Hardware
K 5i0s You can use this setiing to add devices to your virtual machine.
Boot f Select the devices you want to add and cick the Add button.
o

fler

per
3 Proc Legary Network Adapter

Fibre Channel Adapter
RemoteF: 30 Video Adspter

= 15 IDE Controller 0
9 Hard Drive

= B IDE Controller 1
3 DVD Drwve Anetwork adapter requires civers that are installed when you instal integratian
e services in the guest operating system.
B 5CST Controller
0 Network Adapter

13 com1
T com2
[ Diskette orive

A Management
L] Name

[#] Integration Services

&l

Smart Paging Fie Location

To configure virtual memory:

1. Inthe Settings page, select Memory from the Hardware menu. The Memory page displays.

2. Configure the VM memory. See Minimum system requirements on page 7 to determine your required memory.
3. Click Apply to save your settings.

To configure virtual processors:

1. Inthe Settings page, select Processor from the Hardware menu. The Processor page displays.
2 Processor

You can modify the number of virtual processors based on the number of processars on
the physical computer. You can also modify other resource control settings

Mumber of virtual processors: SE

Resource control

You can use resource controls to balance resources among virtual machines.

Virtual machine reserve (percentage): El
Percent of total system resources: 0
Virtual machine fimit (percentage):
Percent of total system resources: 75
Relative weight:

2. Configure the number of virtual processors for the VM. Optionally, you can use resource controls to balance
resources among VMs.

3. Click Apply to save your settings.
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Deployment 13

To configure network adapters:

1. Inthe Settings page, select Add Hardware from the Hardware menu.
2. From the device list, select Network Adapter, then click Add. The Network Adapter page opens.

U Network Adapter

Specify the configuration of the network adapter or remove the network adapter.
virtual switch:
[Broadcom netxtreme Gigabit Ethernet - virtual Switch v

VLAN ID
[] Enable virtual LAN identification

Bandwidth Management
[ Enable bandidth management

i ]

To remove the network adapter from this virtual machine, dick Remove.

move

network adapter instead of this network adapter to per Fﬂma
e e e e e e e
ot installed in the guest aperating system.

3. Manually configure four network adapters in the settings page. For each network adapter, select a virtual switch
from the dropdown list.

4. Click Apply to save your settings.

To configure the virtual hard disk:

FortiManager-VM, you must add at least one more virtual hard disk. The default hard drive,

s‘é’, The FortiManager-VM requires at least two virtual hard disks. Before powering on the
3 fmg.vhd, contains the OS. The FortiManager-VM uses the second hard drive for logs.

GB base license requirement is recommended. This allows your environment to expand as

s‘é’, If you know your environment will expand in the future, adding hard disks larger than the 500
- required while not taking up more space in the Storage Area Network (SAN) than is needed.

The FortiManager-VM allows you to add twelve virtual log disks to a deployed instance. When
adding additional hard disks, use the following CLI command to extend the LVM logical

I volume:
execute lvm start

execute lvm extend <arg ..>

FortiManager Microsoft Hyper-V Cookbook Fortinet Technologies Inc.



Deployment 14

1.

In the Settings page, select IDE Controller 0 from the Hardware menu.
2.

Select the type of drive that you want to attach to the controller, then click Add. The Hard Drive page opens.

@ Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.
Controller:

Location:
[0 Contralier o

] [0 fnuse) v

Media

You can compact or convert a virtual hard disk by editing the associated fle
Specfy the full path to the fle.

@® virtual hard disk:

[c1\sers\administrator\Deskiop\FMG-HV\fmg.vhd |

[ wew |[ Edt | [ mspect |[ Browse. |

@ 1 the physical hard disk you want to use is not listed, make sure that the

diskis offiine. Use Disk Management on the physical computer to manage
physical hard disks

To remove the virtual hard disk, diick Remove. This disconnects the disk but does not

delete the associated file,

Click New to create a new virtual hard disk. The New Virtual Hard Disk Wizard opens to help you create a new
virtual hard disk.

4. Configure the new virtual hard disk:

a. Click Nextto continue to the Choose Disk Format page.

b. Selectto use VHDX format virtual hard disks. This format supports virtual disks up to 64 TB and is resilient to

consistency issues that may occur from power failures. Operating systems earlier than Windows Server 2012
do not support this format.

c. Click Nextto continue to the Choose Disk Type page.

=]

New Virtual Hard Disk Wizard ||

P ChooseDiskType

Before You Begin What type of virtual hard disk do you want to create?

Choose Disk Format
Choose Disk Type This type of disk provides better performance and i recommended for servers running appications

Specify I d Locati with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
SEELIEET S virtual hard disk and does not change when data is deleted or added.

O Fixed size

Configure Disk )
Dynamically expanding
Sy This type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The virtual hard disk file that is areated is small
initially and changes as data is added
O oifferencng

This type of disk is assodated in @ perent-chid relationship with another cisk that you want to
Ieave ntact, You can make changes to the data or operating system without affecting the parent
disk, 0 that you can revert the changes easiy. All chidren must have the same vitual hard disk
format as the parent (VHD or VHDX).

[<previous | [ mewt> | [ Fmen | [ cancel |

d. Select the type of virtual disk you want to use, one of the following:

o Fixed Size: This type of disk provides better performance and is recommended for servers running
applications with high levels of disk activity. The virtual hard disk file that is created initially uses the size

of the virtual hard disk and does not change when data is deleted or added.

Dynamically Expanding: This type of disk provides better use of physical storage space and is

recommended for servers running applications that are not disk intensive. The virtual disk file that is

created is small initially and changes as data is added.

Differencing: This type of disk is associated in a parent-child relationship with another disk that you want

to leave intact. You can make changes to the data or operating system without affecting the parent disk,

so that you can revert the changes easily. All children must have the same virtual hard disk format as the

parent (VHD or VHDX).

e. Click Next to continue to the Specify Name and Location page.

f. Specify the name and location of the virtual hard disk file. Use the Browse button to select a specific file folder
on your server.
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g. Click Nextto continue to the Configure Disk page.

= New Virtual Hard Disk Wizard -

;j? Configure Disk

Before You Begin You ean create a biank virtual hard disk or copy the contents of an existing physical isk.

Chaase Disk Format ® Create a new biank virtual hard disk

CReE R ne Size GB (Maximum: 647T8)

Speay Name and Location

- O Copy the contents of the specified physical disk:

Physical Hard Disk Size

Summary
W\ \PHYSICALDRIVED 186368
| PHYSICALDRIVE L 1258
"\ \PHYSICALDRIVE2 125M8
W\ \PHYSICALDRIVE3 125M8
. PHYSICALDRIVES 125M8

O Copy the contents of the specified virtual hard disk

[rrewom | (o | oo | [ ]

h. Select Create a new blank virtual hard disk, then enter the size of the disk in GB. The maximum size depends
on your server environment.

5. Click Next to continue to the Summary page. The summary page provides details about the virtual hard disk.

6. Click Finish to create the virtual hard disk, then click Apply to save the settings, and then click OK to exit the settings
page.

Starting the virtual machine
You can now proceed to power on your FortiManager.

To start the FortiManager-VM:

1. Inthe list of VMs, right-click the FortiManager-VM name and select Start.
2. Select the FortiManager-VM from the list of VMs, then click Start from the Actions menu.
3a Hyper-V Manager - [o [

«=| zm=E B

23 Hyper-V Manager

Actions
g3 win2012 Virtual Machines
i WIN2012 -
Name - State CPU Usage Assigned Memory  Uptime Status A New »
3 b23021774723 Off
3 023183 deven Running 0% 2048 M8 18092649 (% Import Virtual Machine.
g b23223628 Runring 0% 2043 M8 1094146 [# Hyper-V Settings.
S fmgAthurb2196%i23  Runring 1% 2043MB 28.05:40:44 &1 Virtual Switch Mansger...
g fmghvb200-20 Off
B gt _| | &l virtual SAN Manager..
5 FoniGate VME4HY Runring 0% 1024 MB 29.07:34:44 =| =
3 Rvmb24denc Connect... 1024 MB 1.07:30:12 (£l Inspect Disk...
& New Vitusl M Settings... (@) Stop Service
EES 1024 MB 392120:30 »
| st | ~| | %K Remove server
Snapshots Snapshot (&) | |G Refresh
Revert... View »
Move. h H Hep
Export.
FortiManager VM HV -~
Rename... S
Dete. = Connect...
Enable Replication... S Settings
Help @ sun |
S Snapshot
) Revert.
2 Move..
FortiManager VM HV &1 EBxport..
=] Rename.
Created: 10/22/20133:42:20 PM Clustered: No 2. Delete.,
Notes:  None i Enable Replication
H Hep

Summary | Memory | Networking | Replcation

Starts the selected virtual machine.

After the VM starts, proceed with the initial configuration. See Configuring initial settings on page 16.

FortiManager Microsoft Hyper-V Cookbook Fortinet Technologies Inc.

15



Deployment 16

Configuring initial settings

Before you can connect to the FortiManager-VM, you must configure basic network settings via the CLI console. Once
configured, you can connect to the FortiManager GUI.

Enabling GUI access

To enable GUI access to the FortiManager, you must configure the IP address and network mask of the appropriate port
on the FortiManager. The following instructions use port 1.

x You can determine the appropriate by matching the network adapter's MAC address and the

HWaddr that the CLI command diagnose fmnetwork interface 1list provides.

To configure the port1 IP address and netmask:

1. Inyour hypervisor manager, start the FortiManager and access the console window. You might need to press Enter

to see the login prompt.
At the FortiManager login prompt, enter the username admin, then press Enter. By default, there is no password.

3. Using CLI commands, configure the port1 IP address and netmask.
config system interface

edit portl
set ip <IP address> <netmask>

end

x The port management interface should match the first network adapter and virtual switch

that you have configured in the hypervisor VM settings.

4. To configure the default gateway, enter the following commands:
config system route
edit 1
set device portl
set gateway <gateway ipv4 address>

end

The Customer Service & Support portal does not currently support IPv6 for FortiManager
license validation. You must specify an IPv4 address in the support portal and the port

management interface.

Connecting to the GUI and enabling a trial license

Once you have configured a port's IP address and network mask, you can connect to the GUI by using a web browser.
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Deployment 17

To connect to the GUI and enable a trial license:

1. Launch a web browser, and enter the IP address you configured for the port management interface.
2. Atthe login page, click the Login with FortiCloud button to start the process of activating your free trial license.

See also FortiManager 6.4 Trial License Guide.

Upgrading to an add-on license

You must activate a trial license before you can upgrade FortiManager-VM to a purchased add-on license.

See also FortiManager 6.4 Trial License Guide.

Configuring your FortiManager

Once the FortiManager license has been validated, you can configure your device.

\ﬂ If the amount of memory or number of CPUs is too small for the VM, or if the allocated hard

drive space is less than the licensed VM storage volume, warning messages show in the GUI
in the System Resources widget on the dashboard and in the Notification list.

For more information on configuring your FortiManager, see the FortiManager Administration Guide.
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