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Deploying auto scaling on AWS

Deploying auto scaling on AWS
You can deploy FortiGate virtual machines (VMs) to support Auto Scaling on AWS. Optionally, AWS Transit
Gateway can be used to connect Amazon Virtual Private Clouds (Amazon VPCs) and their on-premises
networks to a single gateway. This integration extends the FortiGate protection to all networks connected to
the Transit Gateway. Both options require a manual deployment incorporating CloudFormation Templates
(CFTs). Fortinet provides FortiGate Autoscale for AWS deployment packages to facilitate each deployment.
Multiple FortiGate-VM instances form an Auto Scaling group to provide highly efficient clustering at times of
high workloads. FortiGate-VM instances can be scaled out automatically according to predefined workload
levels. When a spike in traffic occurs, a Lambda script is invoked to scale out the Auto Scaling group by
automatically adding FortiGate-VM instances. Auto Scaling is achieved by using FortiGate-native High
Availability (HA) features such as config-sync, which synchronizes operating system (OS) configurations
across multiple FortiGate-VM instances at the time of scale-out events.
FortiGate Autoscale for AWS is available with FortiOS 6.2.3 and supports any combination of On-Demand and
Bring Your Own License (BYOL) instances. For older documentation, refer to the section Document history on
page 57.
Fees will be incurred based on the Amazon Elastic Compute Cloud (Amazon EC2)
instance type. Additionally, a license is required for each FortiGate Bring Own License
(BYOL) instance you might use.
FortiGate Autoscale for AWS uses AWS CloudFormation Templates (CFTs) to deploy components.
Deployments without Transit Gateway integration have:
l
l

l
l

l

l
l

A highly available architecture that spans two Availability Zones.*
An Amazon VPC configured with public and private subnets according to AWS best practices, to provide
you with your own virtual network on AWS.*
An Internet gateway to allow access to the Internet.*
In the public subnets:
l A FortiGate host in an Auto Scaling group complements AWS security groups to provide intrusion
protection, web filtering, and threat detection to protect your services from cyber-attacks. It also
allows VPN access by authorized users.
l The primary FortiGate in the Auto Scaling group(s) acts as NAT gateway, allowing outbound Internet
access for resources in the private subnets.*
A public-facing network load balancer is created as part of the deployment process. An internal facing
network load balancer is optional.
AWS Lambda, which provides the core Auto Scaling functionality between FortiGates.
An Amazon DynamoDB database that uses Fortinet-provided scripts to store information about Auto
Scaling condition states.

* When deploying into an existing VPC, the marked components in the above list are not created - you are
prompted for your existing VPC configuration.
Deployments with Transit Gateway integration have:
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l
l

l
l

l
l

l

A highly available architecture that spans two Availability Zones.
An Amazon VPC configured with public and private subnets according to AWS best practices, to provide
you with your own virtual network on AWS.
An Internet gateway to allow access to the Internet.
In the public subnets:
l A FortiGate host in an Auto Scaling group complements AWS security groups to provide intrusion
protection, web filtering, and threat detection to protect your services from cyber-attacks. It also
allows VPN access by authorized users.
l The primary FortiGate in the Auto Scaling group(s) acts as NAT gateway, allowing outbound Internet
access for resources in the private subnets.
AWS Lambda, which provides the core Auto Scaling functionality between FortiGates.
An Amazon DynamoDB database that uses Fortinet-provided scripts to store information about Auto
Scaling condition states.
Site-to-Site VPN connections.
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Planning
This deployment requires familiarity with the configuration of a FortiGate using the CLI as well as with the
following AWS services:
l

Amazon Elastic Cloud Compute (Amazon EC2)

l

Amazon EC2 Auto Scaling

l

Amazon VPC

l

AWS CloudFormation

l

AWS Lambda

l

Amazon DynamoDB

l

Amazon API Gateway

l

Amazon CloudWatch

l

Amazon S3

If deploying with Transit Gateway integration, knowledge of the following is also required:
l
l
l

AWS Transit Gateway
Border Gateway Protocol (BGP)
Equal-cost multi-path (ECMP)

If you are new to AWS, visit the Getting Started Resource Center and the AWS Training and Certification
website.
It is expected that FortiGate Autoscale for AWS will be deployed by DevOps engineers or advanced system
administrators who are familiar with the above.

Technical requirements
To start the deployment, you must have an AWS account. If you do not already have one, create one by
following the on-screen instructions.
Log into your AWS account and verify the following:
l

l

IAM permissions. Ensure that the AWS user deploying the template has sufficient permissions to perform
the required service actions on resources. At a minimum, the following are required: Service: IAM;
Actions:CreateRole; Resource: *.
Region. Use the region selector in the navigation bar to choose the AWS region where you want to deploy
FortiGate Autoscale for AWS.
This deployment includes AWS Auto Scaling, which isn’t currently supported in all
AWS Regions. For a current list of supported Regions, refer to the AWS
documentation Service Endpoints and Quotas.
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l

l

Instance Type. This deployment offers a range of instance types, some of which are not currently
supported in all AWS Regions. Ensure that your desired instance type is available in your region by
checking the Instance types page for your region.
FortiGate subscription(s). Confirm that you have a valid subscription to the On-Demand FortiGate and/or
BYOL FortiGate marketplace listings, as required for your deployment.
l
l

l

l

l

l

If you are not subscribed, open the subscription page and click Continue to Subscribe.
Review the terms and conditions for software usage, and then choose Accept Terms. A confirmation
page loads, and an email confirmation is sent to the account owner.
Exit out of AWS Marketplace without further action. Do not provision the software from AWS
Marketplace.

Key pair. Ensure at least one Amazon EC2 key pair exists in your AWS account in the region where you
plan to deploy FortiGate Autoscale for AWS. Make note of the key pair name.
Resources. If necessary, request service quota increases. This is necessary when you might exceed the
default quotas with this deployment. The Service Quotas console displays your usage and quotas for
some aspects of some services. For more information, see the AWSdocumentation. The default instance
type is c5.large.
FortiGate licenses. Ensure you have a license for each FortiGate BYOL instance you might use. Licenses
can be purchased from FortiCare. In the section BYOL license files on page 10, you will place the license
files in an S3 bucket for use by the deployment.
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Obtaining the deployment package
The FortiGate Autoscale for AWS deployment package is located in the Fortinet GitHub project.
To obtain the deployment package, use one of the following:
l

Download the package aws-cloudformation.zip directly from the GitHub project release page.

l

Manually generate the deployment package in your local workspace:

a. From the GitHub project release page, download the source code (.zip or .tar.gz) for the latest
version.
b. Extract the source code into the project directory in your local workspace.
c. Run npm install to initialize the project at the project root directory.
d. Run npm run build-artifacts to generate the local deployment package.
The deployment package aws-cloudformation.zip will be available in the dist/artifacts directory.
Once you have the deployment package aws-cloudformation.zip:

1. Unzip the file on your local PC. The following files and folders will be extracted:

2. Log into your AWS account.
3. In the Amazon S3 service, create an S3 bucket as the root folder for your deployment. In the example
below, the folder is named fortigate-autoscale.
4. Inside this folder, create another folder to store the deployment resources. In the example below, this
folder is named deployment-package.
5. Navigate to this second folder and upload the files and folders you extracted in step 2 to this location. In
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the example below, we navigate to Amazon S3 > fortigate-autoscale > deployment-package.

This assets folder contains configuration files that can be modified as needed to
meet your network requirements. For details, refer to the Appendix > Major
components on page 46 >The "assets" folder in the S3 bucket.

BYOL license files
If you will be using BYOL instances, the deployment package will look for FortiGate license files in a location
that ends with license-files > fortigate. This location can created within the assets folder of the deployment
package location or within a custom asset location.

If a custom asset location is used, you must specify the location in the parameters described in
the table Custom asset location configuration on page 22.

Examples:
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l

l

If the deployment package is located at Amazon S3 > fortigate-autoscale > deployment-package, license
files would be uploaded to Amazon S3 > fortigate-autoscale > deployment-package > assets> licensefiles > fortigate.
If you will be storing license files in a custom S3 location and you have created the S3 bucket custom-s3bucket-name with the directory custom-asset-directory, you would upload the license files to Amazon S3
> custom-s3-bucket-name > custom-asset-directory > license-files > fortigate.
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Deploying the CloudFormation templates
FortiGate Autoscale for AWS can be deployed:
l

l

with Transit Gateway integration (with a new Transit Gateway or integrated with your existing Transit
Gateway)
without Transit Gateway integration (into a New VPC or into an existing VPC)

Deployment notes
Deployment
option

Notes

with Transit
Gateway
integration

One inbound route domain and one outbound route domain will be created for the new
or existing Transit Gateway. FortiGate Autoscale for AWS will be attached to the
Transit Gateway.

into an existing
VPC

l

l

l

Incoming requests to the web servers in the private subnets present in your
existing VPC will go through a connection that flows through the Internet
gateway, network load balancer, and the FortiGate Auto Scaling group before
reaching the web server. The web server returns the response using the same
connection.
One of the FortiGates in the Autoscale deployment acts as the NAT gateway for
egress traffic from the private subnets. Autoscale automatically manages the
route with this destination in your route table for the private subnet. As such, you
can safely stop using additional NAT devices for egress traffic from the private
subnets.
To partially route egress traffic through a different NAT device, create a route with
a specific destination with the other NAT device as the target. For example, for
egress traffic to 1.2.3.4 to use a different NAT device, create a route with
destination 1.2.3.4/32 and your own NAT device as the target. egress traffic to
1.2.3.4 will now flow through your own NAT device while the rest will flow through
FortiGate.

To deploy the CloudFormation templates:
1. Navigate to the S3 folder you uploaded files to in the previous section. In the example below, we navigate
to Amazon S3 > fortigate-autoscale > deployment-package.
2. Click templates and select the appropriate entry template to start the deployment. To deploy:
l with Transit Gateway integration, click autoscale-tgw-new-vpc.template.yaml
l

l

without Transit Gateway integration, click autoscale-new-vpc.template.yaml to deploy into
a new VPC
without Transit Gateway integration, click autoscale-existing-vpc.template.yaml to
deploy into an existing VPC
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3. Copy the Object URL of the template you picked in the previous step. In our example, the template
chosen is for deploying into a new VPC.

4. Click Services, and then Management & Governance > CloudFormation.
5. Confirm the region you are in and then click Create Stack > With new resources (standard).
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6. Paste the Object URL from step 3 into the Amazon S3 URL field as shown below.

7. Click Next.

CFT parameters
On the Specify stack details page, enter the stack name and CFT parameters.
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The following sections provide descriptions of the available parameters. Some parameters are specific to
certain templates, and are only displayed when that template is selected.

Resource tagging configuration
Parameter label
(name)

Default

Description

Resource tag prefix
(ResourceTagPrefix)

Requires
input

The ResourceGroup Tag Key used on all resources and as the name
prefix of all applicable resources. Can only contain uppercase letters,
lowercase letters, and numbers, ampersat(@), hyphens (-), period (.), and
hash (#).
Maximum length is 50.

Resource name
prefix
(CustomIdentifier)

fgtASG

An alternative name prefix to be used on a resource that the Resource
tag prefix cannot apply to. Can only contain uppercase letters, lowercase
letters, and numbers.
Maximum length is 10.

FortiOS 6.0.6 Deploying auto scaling on AWS
Fortinet Technologies Inc.

16

Deploying the CloudFormation templates

Network configuration (New VPC, no Transit Gateway)
Parameter label
(name)

Default

Description

Availability Zones
(AvailabilityZones)

Requires input

The list of Availability Zones to use for the subnets in the VPC.
The FortiGate Autoscale solution uses two Availability Zones
from your list and preserves the logical order you specify.

VPC CIDR
(VPCCIDR)

192.168.0.0/16

The Classless Inter-Domain Routing (CIDR) block for the
FortiGate Autoscale VPC.

Autoscale subnet 1
CIDR
(PublicSubnet1CIDR)

192.168.0.0/24

The CIDR block for the subnet located in Availability Zone 1
where FortiGate Autoscale instances will be deployed to.

Autoscale subnet 2
CIDR
(PublicSubnet2CIDR)

192.168.1.0/24

The CIDR block for the subnet located in Availability Zone 2
where FortiGate Autoscale instances will be deployed to.

Protected subnet 1
CIDR
(PrivateSubnet1CIDR)

192.168.2.0/24

The CIDR block for the private subnet located in Availability Zone
1 where it is protected by the FortiGates in the public subnet of
the same Availability Zone.

Protected subnet 2
CIDR
(PrivateSubnet2CIDR)

192.168.3.0/24

The CIDR block for the private subnet located in Availability Zone
2 where it is protected by the FortiGates in the public subnet of
the same Availability Zone.

Network configuration (Existing VPC, no Transit Gateway)
Parameter label (name)

Default

Description

VPC ID (VPCID)

Requires
input

The ID of the existing VPC where FortiGate Autoscale will be
deployed. The VPC must have the option DNS hostnames
enabled and each of the two Availability Zones in the VPC must
have at least 1 public subnet and at least 1 private subnet.

VPC CIDR (VPCCIDR)

Requires
input

The CIDR block of the selected existing VPC. This can be found in
parentheses in the VPC ID parameter selection.

Autoscale subnet 1 ID
(PublicSubnet1)

Requires
input

The ID of the public subnet 1 located in Availability Zone 1 of the
selected existing VPC.

Autoscale subnet 2 ID
(PublicSubnet2)

Requires
input

The ID of the public subnet 2 located in Availability Zone 2 of the
selected existing VPC.

Private subnet 1
(PrivateSubnet1)

Requires
input

The ID of the private subnet 1 located in Availability Zone 1 of the
selected existing VPC. This subnet will be protected by the
FortiGates in the public subnet of the same Availability Zone.

Private subnet 2
(PrivateSubnet2)

Requires
input

The ID of the private subnet 2 located in Availability Zone 2 of the
selected existing VPC. This subnet will be protected by the
FortiGates in the public subnet of the same Availability Zone.
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Parameter label (name)

Default

Description

Private subnet route table
(PrivateSubnetRouteTable)

Requires
input

Route table ID associated with the two private subnets.

Network configuration (Transit Gateway integration)
Parameter label
(name)

Default

Description

Availability Zones
(AvailabilityZones)

Requires input

The list of Availability Zones to use for the subnets in the VPC.
The FortiGate Autoscale solution uses two Availability Zones from
your list and preserves the logical order you specify.

VPC CIDR
(VPCCIDR)

192.168.0.0/16

The Classless Inter-Domain Routing (CIDR) block for the
FortiGate Autoscale VPC.

Autoscale subnet 1
CIDR
(PublicSubnet1CIDR)

192.168.0.0/24

The CIDR block for the subnet located in Availability Zone 1 where
FortiGate Autoscale instances will be deployed to.

Autoscale subnet 2
CIDR
(PublicSubnet2CIDR)

192.168.1.0/24

The CIDR block for the subnet located in Availability Zone 2 where
FortiGate Autoscale instances will be deployed to.

FortiGate configuration
Parameter label
(name)

Default

Description

Instance type
(FortiGateInstanceType)

c5.large

Instance type for the FortiGates in the Auto Scaling group. There are
t2.small and compute-optimized instances such as c4 and c5
available with different vCPU sizes and bandwidths. For more
information about instance types, see Instance Types.

FortiOS version
(FortiOSVersion)

6.2.3

FortiOS version supported by FortiGate Autoscale for AWS.

FortiGate PSK secret
(FortiGatePskSecret)

Requires
input

A secret key for the FortiGate instances to securely communicate
with each other. Must contain numbers and letters and may contain
special characters.
Maximum length is 128.
Changes to the PSK secret after FortiGate Autoscale
for AWS has been deployed are not reflected here.
For new instances to be spawned with the changed
PSK secret, this environment variable will need to be
manually updated.
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Parameter label
(name)

Default

Description

Admin port
(FortiGateAdminPort)

8443

A port number for FortiGate administration.
Minimum is 1. Maximum is 65535.
Do not use the FortiGate reserved ports 443, 541, 514, or 703.

Admin CIDR block
(FortiGateAdminCidr)

Requires
input

CIDR block for external admin management access.
0.0.0.0/0 accepts connections from any IP address.
We recommend that you use a constrained CIDR
range to reduce the potential of inbound attacks from
unknown IP addresses.

Key pair name
(KeyPairName)

Requires
input

Amazon EC2 Key Pair for admin access.

BGP ASN (BgpAsn)

65000

The Border Gateway Protocol (BGP) Autonomous System Number
(ASN) of the Customer Gateway of each FortiGate instance in the
Auto Scaling group. This value ranges from 64512 to 65534.

Only for deployments with Transit Gateway
integration.

FortiGate Auto Scaling group configuration
Parameter label (name)

Default

Description

Desired capacity (BYOL)
(FgtAsgDesiredCapacityByol)

2

The number of FortiGate instances the BYOL Auto Scaling
group should have at any time.
For High Availability in BYOL-only and Hybrid use cases,
ensure at least 2 FortiGates are in the group.
For specific use cases, set to 0 for On-Demand-only, and >=
2 for BYOL-only or hybrid licensing.

Minimum group size (BYOL)
(FgtAsgMinSizeByol)

2

Minimum number of FortiGate instances in the BYOL Auto
Scaling group.
For specific use cases, set to 0 for On-Demand-only, and >=
2 for BYOL-only or hybrid licensing.
For BYOL-only and hybrid licensing
deployments, this parameter must be at least
2. If it is set to 1 and the instance fails to work,
the current FortiGate configuration will be lost.

Maximum group size (BYOL)
(FgtAsgMaxSizeByol)
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Parameter label (name)

Default

Description
For specific use cases, set to 0 for On-Demand-only, and >=
2 for BYOL-only or hybrid licensing. This number must be
greater than or equal to the Minimum group size (BYOL).

Desired capacity (On-Demand
instances)
(FgtAsgDesiredCapacityPayg)

0

The number of FortiGate instances the On-Demand-only
Auto Scaling group should have at any time.
For High Availability in an On-Demand-only use case,
ensure at least 2 FortiGates are in the group.
For specific use cases, set to 0 for BYOL-only, >= 2 for OnDemand-only, and >= 0 for hybrid licensing.

Minimum group size (On-Demand
instances) (FgtAsgMinSizePayg)

0

Minimum number of FortiGate instances in the On-Demandonly Auto Scaling group.
For specific use cases, set to 0 for BYOL-only, >= 2 for OnDemand-only, and >= 0 for hybrid licensing.
For On-Demand-only deployments, this
parameter must be at least 2. If it is set to 1
and the instance fails to work, the current
FortiGate configuration will be lost.

Maximum group size (OnDemand instances)
(FgtAsgMaxSizePayg)

0

Scale-out threshold
(FgtAsgScaleOutThreshold)

80

Maximum number of FortiGate instances in the OnDemand-only Auto Scaling group.
For specific use cases, set to 0 for BYOL-only, >= 2 for OnDemand-only, and >= 0 for hybrid licensing. This number
must be greater than or equal to the Minimum group size
(On-Demand-only instances).
The threshold (in percentage) for the FortiGate Auto Scaling
group to scale out (add) 1 instance.
Minimum is 1. Maximum is 100.

Scale-in threshold
(FgtAsgScaleInThreshold)

25

The threshold (in percentage) for the FortiGate Auto Scaling
group to scale in (remove) 1 instance.
Minimum is 1. Maximum is 100.

Primary election timeout
(PrimaryElectionTimeout)

300

The maximum time (in seconds) to wait for the election of
the primary instance to complete.
Minimum is 30. Maximum is 3600.

Get license grace period
(GetLicenseGracePeriod)

600

The minimum time (in seconds) permitted before a
distributed license can be revoked from a non-responsive
FortiGate and re-distributed.
Minimum is 300.

Health check grace period
(FgtAsgHealthCheckGracePeriod)

300

The length of time (in seconds) that Auto Scaling waits
before checking an instance's health status.
Minimum is 60.
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Parameter label (name)

Default

Description

Scaling cooldown period
(FgtAsgCooldown)

300

The Auto Scaling group waits for the cooldown period (in
seconds) to complete before resuming scaling activities.
Minimum is 60. Maximum is 3600.

Instance lifecycle timeout
(LifecycleHookTimeout)

480

The amount of time (in seconds) that can elapse before the
FortiGate Autoscale lifecycle hook times out.
Minimum is 60. Maximum is 3600.

Transit Gateway configuration (Transit Gateway integration)
Parameter label (name)

Default

Description

Transit Gateway support
(TransitGatewaySupportOptions)

create one

Create a Transit Gateway for the FortiGate Autoscale
VPC to attach to, or specify to use an existing one.

Transit Gateway ID
(TransitGatewayId)

Conditionally
requires
input

Required when Transit Gateway support is set to "use
an existing one". It is the ID of the Transit Gateway that
the FortiGate Autoscale VPC will be attached to.

Load balancing configuration (no Transit Gateway integration)
Parameter label (name)

Default

Description

Traffic protocol
(LoadBalancingTrafficProtocol)

HTTPS

The protocol used to load balance traffic.

Traffic port (LoadBalancingTrafficPort)

443

The port number used to balance web service traffic if
the internal web service load balancer is enabled.
Minimum is 1. Maximum is 65535.

Health check threshold
(LoadBalancingHealthCheckThreshold)

3

The number of consecutive health check failures
required before considering a FortiGate instance
unhealthy.
Minimum 3.

Internal ELB options
(InternalLoadBalancingOptions)

add a
new
internal
load
balancer

(Optional) Add a predefined Elastic Load Balancer
(ELB) to route traffic to web service in the private
subnets. You can optionally use your own one or
decide to not need one.

Health check path
(InternalTargetGroupHealthCheckPath)

/

(Optional) The destination path for health checks. This
path must begin with a '/' character, and can be at
most 1024 characters in length.

FortiOS 6.0.6 Deploying auto scaling on AWS
Fortinet Technologies Inc.

21

Deploying the CloudFormation templates

Parameter label (name)

Default

Description

Internal ELB DNS name
(InternalLoadBalancerDnsName)

Requires
input

(Optional) Specify the DNS Name of an existing
internal load balancer used to route traffic from a
FortiGate to targets in a specified target group. Leave
it blank if you don't use an existing load balancer.

Failover management configuration
Parameter label (name)

Default

Description

Heart beat interval
(HeartBeatInterval)

30

The length of time (in seconds) that a FortiGate instance waits
between sending heartbeat requests to the Autoscale handler.
Minimum is 30. Maximum is 90.

Heart beat loss count
(HeartBeatLossCount)

3

Number of consecutively lost heartbeats. When the Heartbeat loss
count has been reached, the FortiGate is deemed unhealthy and
failover activities will commence.

Heart beat delay allowance
(HeartBeatDelayAllowance)

2

The maximum amount of time (in seconds) allowed for network
latency of the FortiGate heartbeat arriving at the Autoscale handler.
Minimum is 0.

Custom asset location configuration
Parameter label (name)

Default

Description

Use custom asset location
(UseCustomAssetLocation)

no

Set to yes to use a custom S3 location for custom assets such as
licenses and customized configsets.

Custom asset S3 bucket
(CustomAssetContainer)

Requires
input

Name of the S3 bucket that contains your custom assets. Required
if 'Use custom asset location' is set to 'yes'. Can only contain
numbers, lowercase letters, uppercase letters, and hyphens (-). It
cannot start or end with a hyphen (-)."

Custom asset folder
(CustomAssetDirectory)

Requires
input

The sub path within the 'custom asset container' that serves as the
top level directory of all your custom assets. If 'Use custom asset
location' is set to 'yes', and this value is left empty, the 'custom
asset container' will serve as the top level directory. Can only
contain numbers, lowercase letters, uppercase letters, hyphens (-),
and forward slashes (/). If provided, it must end with a forward
slash (/).
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Deployment resources configuration
Parameter label
(name)

Default

Description

S3 bucket name
(S3BucketName)

Requires
input

Name of the S3 bucket (created in step 4 of Obtaining the deployment
package on page 9) that contains the FortiGate Autoscale deployment
package. Can only contain numbers, lowercase letters, uppercase letters,
and hyphens (-). It cannot start or end with a hyphen (-).

S3 resource folder
(S3KeyPrefix)

Requires
input

Name of the S3 folder (created in step 5 of Obtaining the deployment
package on page 9) that stores the FortiGate Autoscale deployment
resources. Can only contain numbers, lowercase letters, uppercase letters,
hyphens (-), and forward slashes (/). If provided, it must end with a forward
slash (/).

After entering all required parameters, click Next.

Configuring optional settings
1. After entering required parameters and clicking Next, you are directed to the Configure stack options
page:

2. (Optional) Specify Tags and Permissions as desired:
a. Tags: Key-Value pairs for resources in your stack.
b. Permissions: An IAM role that AWS CloudFormation uses to create, modify, or delete resources in
your stack.
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3. Advanced options follow:

4. It is recommended that you disable the Stack creation option Rollback on failure. This will allow for a
better troubleshooting experience. Other advanced options can be specified as desired.
5. When done, click Next.
6. On the Review page, review and confirm the template, the stack details, and the stack options. Under
Capabilities, select both check boxes.
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7. Click Create stack to deploy the stack. Creation status is shown in the Status column. To see the latest
status, refresh the view. It takes about 10 minutes to create the stack.
8. Deployment has completed when each stack (including the main stack and all nested stacks) has a status
of CREATE_COMPLETE.
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Locating deployed resources
To locate a newly deployed resource, it is recommended to search for it using the ResourceTagPrefix, also
referred to as the ResourceGroup Tag Key. Alternatively, the UniqueID can be used. For items that need a
shorter prefix, the CustomIdentifier can be used. These keys are found on the Outputs tab as shown below.
Note that the UniqueID is at the end of the ResourceTagPrefix.

To look up the newly deployed VPC using the ResourceGroup Tag Key:
1. In the AWS console, select Services > Network & Content Delivery > VPC.
2. In the left navigation tree, click Your VPCs.
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3. Click the filter box and under Tags, select ResourceGroup.

4. Select your ResourceTagPrefix from the list of Tags.

Your VPC will be displayed. The Name of VPC is of the format <ResourceTagPrefix>-fortigate-autoscale-vpc.

To look up the newly deployed VPC subnets using the ResourceGroup Tag Key:
1. In the AWS console, select Services > Network & Content Delivery > VPC.
2. In the left navigation tree, click VIRTUAL PRIVATE CLOUD > Subnets.
3. Click the filter box and select Tag Keys > ResourceGroup.
4. Select your ResourceTagPrefix from the list of Tag Keys.
Your VPC subnets will be displayed. The Name of each subnets will be of the format <ResourceTagPrefix>fortigate-autoscale-vpc-subnet#<#>.
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To look up the newly deployed DynamoDB tables using the UniqueID
1. In the AWS console, select Services > Database > DynamoDB.
2. In the left navigation tree, click Tables.
3. Click the filter box and enter the UniqueID.
The DynamoDB tables will be displayed. The Name of each DynamoDB table will be of the format
<ResourceTagPrefix>-<table-name>.

To look up the newly deployed Lambda Functions using the CustomIdentifier or the UniqueID:
1. In the AWS console, select Services > Compute > Lambda.
2. In the left navigation tree, click Functions.
3. Click the filter box and enter the CustomIdentifier or the UniqueID.
The Lambda Functions will be displayed. Each Function name will be of the format <CustomIdentifier><UniqueID>-LambdaFunctionName.
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Click the Function name to go directly to the function.
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Verifying the deployment
FortiGate Autoscale for AWS creates two Auto Scaling groups with instances as specified in the CFT
parameters. One of theses instances is the elected primary instance. Verify the following:
l

the Auto Scaling groups

l

the primary election

If deploying with Transit Gateway integration, you will also need to verify:
l

the Transit Gateway

To verify the Auto Scaling groups:
1. In the AWS console, select the Services > Compute > EC2.
2. In the left navigation tree, click AUTO SCALING > Auto Scaling Groups.
3. Click the filter box and look up the Auto Scaling groups using the Unique ID.
4. The name of each group will start with the prefix you specified in Resource tag prefix. Confirm that the
number in the Instances column is equal to or greater than the Desired capacity you specified.

5. For each Auto Scaling group, select the check box to left of the Name, and then click the Instance
Management tab in the lower pane and confirm that the Lifecycle of each instance is InService.
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6. In the left navigation tree, click INSTANCES > Instances.
7. Click the filter box and look up instances using the ResourceTagPrefix.
8. Instances will be listed with their current state.

To verify the primary election:
The primary instance is noted in the AutoscaleRole column:
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If the AutoscaleRole column is not displayed, click the Preferences cog and locate the Tag columnsdropdown.
Select AutoscaleRole and then click Confirm.

To verify the Transit Gateway:
1. In the AWS console, select the Services > Network & Content Delivery > VPC.
2. In the left navigation tree, click TRANSIT GATEWAYS > Transit Gateways.
3. Filter by the Tag Key ResourceGroup. There should be one result.

4. In the left navigation tree, click VIRTUAL PRIVATE NETWORK (VPN) > Customer Gateways.
5. Filter by the Tag Key ResourceGroup. There should be one customer gateway per running FortiGate
instance (2 at the start).
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6. In the left navigation tree, click VIRTUAL PRIVATE NETWORK (VPN) > Site-to-Site VPN
Connections.
7. Filter by the Tag Key ResourceGroup. There should be two items, 1 per FortiGate instance, each with a
corresponding Transit Gateway attachment.

8. In the left navigation tree, click TRANSIT GATEWAYS > Transit Gateway Attachments.
9. Filter by the Tag Key ResourceGroup. There should be one VPC, and one VPN per running FortiGate
instance in the Auto Scaling group. (2 at the start, one primary and one secondary). The VPN name will
contain the public IP address of the VPN.

10. In the left navigation tree, click TRANSIT GATEWAYS > Transit Gateway Route Tables.
11. Filter by the Tag Key ResourceGroup. There should be two items, one for inbound and one for outbound.
For diagrams, refer to the Appendix on page 46.
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Connecting to the primary FortiGate
To connect to the primary FortiGate instance, you will need a login URL, a username, and a password.

1. Construct a login URL in this way: https://<IPAddress>:<Port>/, where:
l
l

Port refers to the Admin port specified in the section FortiGate configuration on page 18.
IPAddress refers to the Public IPv4 address of the FortiGate and is listed on the Details tab for the
instance. In the EC2 Management console, locate the primary instance as described in the section To
verify the primary election: on page 31. Click the Instance ID for the primary instance.

Make note of the InstanceID as you will need it to log in.

2. Open an HTTPS session in your browser and go to the login URL. Your browser will display a certificate
error message. This is normal because the default FortiGate certificate is self-signed and not recognized
by browsers. Proceed past this error. At a later time, you can upload a publicly signed certificate to avoid
this error.
3. Log in with the username admin and the Instance ID of the primary FortiGate instance.
As the primary FortiGate propagates the password to all secondary FortiGate instances,
this is the initial password for all FortiGate instances.
You will need this initial password if failover occurs prior to the password being changed, as
the newly elected primary FortiGate will still have the initial password of the previous
primary .

4. You will be prompted to change the password at the first-time login. It is recommended that you do so at
this time.
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You should only change the password on the primary FortiGate. The primary
FortiGate will propagate the password to all secondary FortiGates. Any password
changed on a secondary FortiGate will be overwritten.

5. You will now see the FortiGate dashboard. The information displayed in the license widget of the
dashboard depends on your license type.
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Attaching a VPC to the Transit Gateway
You can attach an existing VPC to the FortiGate Autoscale with Transit Gateway environment by manually
creating a Transit Gateway attachment and adding the necessary routes, propagations, and associations:

1. Create a Transit Gateway attachment.
2. Create a route to the Transit Gateway.
3. Create a propagation in the inbound route table.
4. Create an association in the outbound route table.

The CIDR block for the VPC you are attaching must differ from that of the FortiGate
Autoscale VPC.

In the instructions that follow, the VPC transit-gateway-demo-vpc01 with CIDR 10.0.0.0/16 will be attached to
the FortiGate Autoscale with Transit Gateway environment.

To create a Transit Gateway attachment:
1. In the left navigation tree, click TRANSIT GATEWAYS > Transit Gateway Attachment.
2. Click Create Transit Gateway Attachment.
3. Specify information as follows:
a. Transit Gateway ID: Select from the dropdown menu
b. Attachment type: VPC
c. Attachment name tag: Enter a tag of your choice
d. VPC ID: Select from the dropdown menu
e. Subnet IDs: This option appears once the VPC ID has been selected. Check the Availability Zone
check box(es) and choose 1 subnet per Availability Zone.
For everything else, use the default settings.
4. Click Create attachment.
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5. Wait for the State to change from pending to available.

The Name is what you specified for the Attachment name tag.

6. When the State is available, click on the Resource ID to go to the VPC.

To create a route to the Transit Gateway:
1. In the VPC, click on the Route table.
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2. Click the Routes tab and then click Edit routes.

3. Click Add route and specify the Destination, for example, 10.1.0.0/16. Under Target, select Transit
Gateway.

4. Then dropdown will change to display available Transit Gateways. Select the one created by the
deployment stack and then click Save routes.
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If you want to route all traffic to the Transit Gateway, you should add a new route for
destination 0.0.0.0/0. If this route already exists, simply remove the route and add a
new one for the same destination with the target set to the Transit Gateway created by
the deployment stack.
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To create a propagation in the inbound route table:
1. In the left navigation tree, click Transit Gateways > Transit Gateway Route Tables.
2. Select the <ResourceTagPrefix>-transit-gateway-route-table-inbound route table.

3. Click the Propagations tab and then click Create propagation.
4. From Choose attachment to propagate, select the attachment created in the section To create a Transit
Gateway attachment: on page 37.

5. Click Create propagation and then click Close.
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6. The new propagation with Resource type VPC is now listed on the Propagations tab.

7. Click on the Routes tab to see that the route for your VPC has been automatically propagated.
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To create an association in the outbound route table:
1. In the left navigation tree, click Transit Gateways > Transit Gateway Route Tables.
2. Select the <ResourceTagPrefix>-transit-gateway-route-table-outbound route table.

3. Click the Associations tab and then click Create association.
4. From Choose attachment to associate, select the attachment created in the section To create a Transit
Gateway attachment: on page 37.
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5. Click Create association and then click Close.
6. The new association with Resource type VPC is now listed on the Associations tab.

The VPC is now connected to the FortiGate Autoscale Transit Gateway. For a technical view of attaching VPCs
to the FortiGate Autoscale Transit Gateway, please refer to the architectural diagram .
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Troubleshooting
CREATE_FAILED error in CloudFormation stack
If you encounter a CREATE_FAILED error when you launch the Quick Start, it is recommended that you
relaunch the template with Rollback on failure set to Disabled. (This setting is under Advanced options in the
AWS CloudFormation console, Configuring option settings page.) With this setting, the stack’s state is
retained and the instance is left running, so you can troubleshoot the issue.

When you set Rollback on failure to Disabled, you continue to incur AWS charges for
this stack. Please make sure to delete the stack when you finish troubleshooting.

For additional information, see Troubleshooting AWS CloudFormation on the AWS website.
The deployment will also fail if you select an instance type that is not supported in the region that was selected.
Your desired instance type is available in your region if it is listed on the Instance types page for your region.

The election of the primary FortiGate was not successful
If the election of the primary FortiGate is not successful, reset the elected primary FortiGate. If the reset does
not solve the problem, please contact support.

How to reset the elected primary FortiGate
To reset the elected primary FortiGate, navigate to the DynamoDB table <ResourceTagPrefix>FortiGatePrimaryElection. Click the Items tab and delete the only item in the table.
A new primary FortiGate will be elected and a new record will be created as a result.
For details on locating the DynamoDB table <ResourceTagPrefix>-FortiGatePrimaryElection, refer to the
section Locating deployed resources on page 26.
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FortiGate Autoscale for AWS features
Major components
l

The BYOL Auto Scaling group. This Auto Scaling group contains 0 to many FortiGates of the BYOL
licensing model and will dynamically scale-out or scale-in based on the scaling metrics specified by the
parameters Scale-out threshold and Scale-in threshold. For each instance you must provide a valid license
purchased from FortiCare.
For BYOL-only and hybrid licensing deployments, the Minimum group size
(FgtAsgMinSizeByol) must be at least 2. These FortiGates are the main instances
and are fixed and running 7x24. If it is set to 1 and the instance fails to work, the
current FortiGate configuration will be lost.

l

The On-Demand Auto Scaling group. This Auto Scaling group contains 0 to many FortiGates of the OnDemand licensing model and will dynamically scale-out or scale-in based on the scaling metrics specified
by the parameters Scale-out threshold and Scale-in threshold.
For On-Demand-only deployments, the Minimum group size (FgtAsgMinSizePayg)
must be at least 2. These FortiGates are the main instances and are fixed and
running 7x24. If it is set to 1 and the instance fails to work, the current FortiGate
configuration will be lost.

l

The “assets” folder in the S3 Bucket.
l

The configset folder contains files that are loaded as the initial configuration for a new FortiGate
instance.
l

l

baseconfig is the base configuration. This file can be modified as needed to meet your network
requirements. Placeholders such as {SYNC_INTERFACE} are explained in the Configset
placeholders on page 47 table below
httproutingpolicy and httpsroutingpolicy are provided as part of the base configset - for a
common use case - and specify the FortiGate firewall policy for VIPs for http routing and https
routing respectively. This common use case includes a VIP on port 80 and a VIP on port 443 with
a policy that points to an internal load balancer. The port numbers are configurable and can be
changed during CFT deployment. Additional VIPs can be added here as needed.
In FortiOS 6.2.3, any VIPs created on the primary instance will not sync to
the secondary instances. Any VIP you wish to add must be added as part of
the base configuration.
If you set the Internal ELB options parameter to do not need one,
then you must include your VIP configuration in the base configuration.

l

The ... >license-files > fortigate folder contains BYOL license files.
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l

l

Tables in DynamoDB. These tables are required to store information such as health check monitoring,
primary election, state transitions, etc. These records should not be modified unless required for
troubleshooting purposes.
Networking Components These are the network load balancers, the target group, and the VPC and
subnets. You are expected to create your own client and server instances that you want protected by the
FortiGate.

Configset placeholders
When the FortiGate requests the configuration from the Auto Scaling Handler function, the placeholders in the
table below will be replaced with actual values about the Auto Scaling group.

Placeholder

Type

Description

{SYNC_
INTERFACE}

Text

The interface for FortiGates to synchronize information.
Specify as port1, port2, port3, etc.
All characters must be lowercase.

{CALLBACK_URL}

URL

The endpoint URL to interact with the auto scaling handler script.
Automatically generated during CloudFormation deployment.

{PSK_SECRET}

Text

The Pre-Shared Key used in FortiOS.
Specified during CloudFormation deployment.

{ADMIN_PORT}

Number

A port number specified for admin login.
A positive integer such as 443 etc.
Specified during CloudFormation deployment.

{HEART_BEAT_
INTERVAL}

Number

The time interval (in seconds) that the FortiGate waits between sending
heartbeat requests to the Autoscale handler function.

Auto Scaling Handler environment variables
Variable name

Description

UNIQUE_ID

Reserved, empty string.

CUSTOM_ID

Reserved, empty string.

RESOURCE_
TAG_PREFIX

The value of the CFT parameter Resource tag prefix which is described in the section
Resource tagging configuration on page 16.

Deployment templates
Deploying FortiGate Autoscale for AWS requires the use of deployment templates. There are two types of
templates:
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l
l

Entry template. This template could run as the entry point of a deployment.
Dependency template. This template is automatically run by the deployment process as a Nested Stack.
It cannot be run as an entry template. A dependency template is run based on user selected options.

Following are descriptions of the templates included in the FortiGate Autoscale for AWS deployment package.

Template

Type

Description

autoscale-newvpc.template.yaml

Entry
template

Deploys the Auto Scaling solution to a new VPC.

autoscale-existingvpc.template.yaml

Entry
template

Deploys the Auto Scaling solution to an existing VPC.

autoscale-tgw-newvpc.template.yaml

Entry
template

Deploys the Auto Scaling solution with Transit Gateway
Integration to a new VPC.

autoscalemain.template.yaml

Dependency
template

Does the majority of the work for deploying FortiGate
Autoscale.

copyobjects.template.yaml

Dependency
template

Creates an S3 bucket in the same region where the stack is
launched and copies deployment related objects to this S3
bucket.

create-autoscalehandler.template.yaml

Dependency
template

Creates a FortiGate Autoscale Handler Lambda function and
an API Gateway.

create-dbtable.template.yaml

Dependency
template

Creates all necessary DynamoDB tables for the FortiGate
Autoscale solution.

createfortianalyzer.template.yaml

Dependency
template

Deploys a single FortiAnalyzer instance for certain purposes
such as storing logs from FortiGates.

createfortigate.template.yaml

Dependency
template

Deploys a FortiGate EC2 instance to a subnet using a given
FortiGate AMI, security group, and instance profile.

create-hybrid-auto-scalinggroup.template.yaml

Dependency
template

Deploys the hybrid licensing FortiGate Auto Scaling groups.

create-loadbalancer.template.yaml

Dependency
template

Deploys network traffic Load Balancers and components for
FortiGate Autoscale.

create-newvpc.template.yaml

Dependency
template

Creates a new VPC in which to deploy the FortiGate Autoscale
solution.

create-transit-gatewaycomponents.template.yaml

Dependency
template

Creates a Transit Gateway for FortiGate Autoscale for AWS.

create-tgw-vpnhandler.template.yaml

Dependency
template

Creates a service for Transit Gateway VPN management.
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Cloud-init
In Auto Scaling, a FortiGate uses the cloud-init feature to pre-configure the instances when they first
come up. During template deployment, an internal API Gateway endpoint will be created.
A FortiGate sends requests to the endpoint to retrieve necessary configuration after initialization.
Use this FOS CLI command to display information for your devices:
# diagnose debug cloudinit show

VPN output can be retrieved with this FOS CLI command:
# diagnose vpn tun list

Architectural diagrams
The following diagrams illustrate the different aspects of the architecture of FortiGate Autoscale for AWS.

Autoscale handler flowchart
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Primary election
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FortiGate Autoscale VPC (BYOL-only or On-Demand-only)
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FortiGate Autoscale VPC (hybrid licensing)
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FortiGate Autoscale VPC attached to a Transit Gateway
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FortiGate Autoscale VPC integration with Transit Gateway
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Route propagation
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Route associations
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Document history
Template

Details

3.0 (latest)

Supports any combination of BYOL and On-Demand instances as well as the option for
Transit Gateway integration. Requires FortiOS 6.2.3.

2.0

Added support for Hybrid Licensing (any combination of BYOL and/or On-Demand
instances) with no Transit Gateway integration. Transit Gateway support is only for OnDemand instances.
Documentation is no longer maintained and is only available as a PDF:
l

l

1.0

Deploying auto scaling on AWS without Transit Gateway integration 2.0
l Requires FortiOS 6.2.3.
Deploying auto scaling on AWS with Transit Gateway integration 1.0
l Requires FortiOS 6.2.1.

Supports auto scaling for On-Demand instances; does not support Transit Gateway
integration. Requires FortiOS 6.0.6 or FortiOS 6.2.1.
Documentation is no longer maintained and is only available as a PDF:
l

Deploying auto scaling on AWS 1.0
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