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Change Log

Date Change Description

2024-08-01 Initial release of 7.6.0
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FortiSOAR Cloud 7.6.0 Release

FortiSOAR Cloud is a cloud-hosted Security Orchestration & Automated Response (SOAR) platform. It provides
solutions for automating incident triaging & investigation by seamlessly integrating with over 600+ security platforms,
resulting in faster responses, streamlined containment, and reduced mitigation times - from hours to seconds.

This document contains information about FortiSOAR Cloud release 7.6.0. The New features and enhancements
chapter lists the new features and enhancements introduced in this release.

For information on all FortiSOAR features and how to use and configure them, see the FortiSOAR Documentation
Library.
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New features and enhancements

New features and enhancements

For information on all the new features and enhancements introduced in FortiSOAR, see the FortiSOAR Release Notes
presentin the FortiSOAR Documentation Library.

Added support for provisioning multiple FortiSOAR instances per account for
horizontal scaling

o Inthis release, FortiSOAR Cloud adds support for provisioning multiple FortiSOAR instances per account. This
allows for the creation of an active-active cluster, enabling horizontal scaling.

Added support for seamless monitoring of FortiSOAR Cloud

o Users can now enjoy a more integrated and streamlined experience in the Cloud with the following key updates:

= Addition of a user named fortisoar support from Fortinet by default in all FortiSOAR Cloud instances.
This user has 'Root SSH' access to the FortiSOAR Cloud instance, and proactively monitors the instances,
performs updates and assists with initial investigation and troubleshooting when issues arise. These
enhancements aim to improve operational efficiency in managing and monitoring FortiSOAR Cloud instances.

= Addition of all FortiSOAR Cloud customer instances to the FortiSOAR support group for monitoring.

® |nstallation and configuration of a FortiMonitor agent in all FortiSOAR Cloud instances. The fortisoar
support user can access and utilize the FortiMonitor Dashboard to monitor system health, analyze
performance parameter values, and take remediation actions as needed.

= Option provided to customers to opt out of monitoring by the fortisoar support user and remove their
FortiSOAR Cloud instances from the FortiSOAR support group, and also to delete the fortisoar support
user.

Revamped UI/UX for FortiSOAR Cloud

The user interface and user experience of FortiSOAR Cloud have been enhanced. Key improvements include:

o Enhanced the 'Accounts' page for FortiSOAR Cloud, with a new 'Standalone Instances/Clusters' section that
provides details about standalone FortiSOAR instances and FortiSOAR instances that are part of clusters.

o Introduced support for creating a cluster on FortiSOAR Cloud.

o Includeda'Cluster Info'page with details about the cluster and its instances.
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Special Notices

Special Notices

This section highlights some of the operational changes that administrators should be aware of in FortiSOAR Cloud
version 7.6.0.

FortiCloud premium license

The FortiSOAR Cloud portal checks for the FortiCloud Premium license. If the FortiSOAR Cloud license is valid but the
FortiCloud Premium license has expired, a warning is displayed, as shown in the following image:

FortiSOAR Cloud £ service 3 support O testuser@matinatorcom -

€) Aproblemoccurred:
« FortiCloud Premium subscription is required to access this service. [Error_code: -3026]

FSRCLDTM24090189

Region*

Canada (Vancouver)-3 X

Image Version

7.60-4992 x

To access the portal, renew the FortiCloud Premium license.

Upgrading FortiSOAR Cloud

Upgrading FortiSOAR Cloud is a manual process, as defined in the Upgrade Information chapter. Also, in case of an
upgrade failure, the account owner needs to go to the FortiCloud portal and manually revert the snapshot.
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Upgrade Information

Upgrade Information

You can upgrade FortiSOAR Cloud using the Cloud portal.
1. Log onto the FortiSOAR Cloud Portal and navigate to your FortiSOAR Cloud VM page:

®)| FortiSOAR Cloud £ Service € support & adminfsr@mailinator.com ~
Account: 1691118 / Instance: c913039d-92e8-4dad-8ae0-7053ccabadb2
@) Organization Units B
(713039079225 4dad 5ac0- /05 3ccabadb FortiSOAR Multi Tenant 141 6 Dec11,2023  Dec10,2024
2025-06-03
FSRCLDTM23090082 FortiSOAR User Login 144 6 Dec 11,2023 Dec 10,2024
S or v7.5.0-build4015
FortiSOAR (Mastér R CA-WEST-3
1691118]admin.fsr@mailinator.com
Status ACTIVE
Fortinet Technologies
1604109|rm@fortinet.com Total Rows: 2 15/page ~ Goto
@ Disk Usage Resource Usage
L ]
vCPU 0%
. RAM — CH 32%
0.98% N
Disk: 1000.00 GB  Used: 9.83 GB
(3 Snapshot +
Test One 5

Terms of Service y Release Notes Feedback V24260175 Copyright © 2024 Fortinet, Inc. All rights reserved.

2. Totake a snapshot, click the + symbol in the Snapshot section.
NOTES:

« When a user initiates the snapshot process, you can begin using the system after approximately 5 minutes
(even if the snapshot process is in progress) if you have FortiSOAR open in new tab before you begin taking
the snapshot.

When a user initiates the snapshot process the FortiSOAR Cloud Ul now displays a 'Creating new snapshot'
message. The FortiSOAR Cloud Ul also indicates the progress of the snapshot creation process, and upon
completion, a message saying 'Snapshot Created' is displayed.

» The Snapshot, Revert, or Reboot processes should only be initiated by one user at a time. If multiple users
attempt to start these processes simultaneously, it may result in unsolvable issues. For example, f there are
two users logged in to fortisoar.forticloud.com — one as a SUB user and the other as the Primary user — and the
Primary user initiates a snapshot while the SUB user simultaneously attempts to reboot, errors may occur on
fortisoar.forticloud.com.

3. Once your FortiSOAR Cloud instance is online, go to the console of your FortiSOAR Cloud VM by clicking the
WebSSH button.
4. Check that you are connected to a tmux session. A tmux session is needed for situations where network
connectivity is less than favorable. You can check your tmux session using the following command:
# tmux 1ls
This command returns an output such as the following example:
0: 1 windows (created Thu Nov 24 09:37:47 2022) [170x47]
Log back into the SSH console and run the following command to reattach the tmux session:
tmux attach-session -t 0
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Upgrade Information

If you do not find any tmux session, connect to one using the following command:
# tmux
5. Toupgrade your FortiSOAR Cloud, see the FortiSOAR Upgrade Guide.

In case the upgrade fails, collect the logs using the FortiSOAR Ul. In the FortiSOAR Ul, click
the FortiSOAR Version Number Build Number link to display the Fort i SOAR dialog. Click

N - /, the Download Logs link in the Fort i SOAR dialog to download FortiSOAR logs. You can also
? use the csadm log --collect command to collectthe logs.
- Once you have collected the logs, revert the snapshot from the FortiCloud portal, and then

open a support ticket with the logs attached so that Fortinet support can assist with the
upgrade.
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Product Integration and Support

Product Integration and Support

FortiSOAR Cloud version 7.6.0 supports the following item:

* Web browser support

Web Browsers & Recommended Resolution

FortiSOAR Cloud 7.6.0 User Interface has been tested on the following browsers:

e Google Chrome version 126.0.6478.127
» Mozilla Firefox version 128.0.2

» Microsoft Edge version 126.0.2592.113
 Safariversion 17.5(19618.2.12.11.6)

o The recommended minimum screen resolution for the FortiSOAR Cloud GUI is 1920 x 1080. Please adjust the
screen resolution accordingly. Otherwise, the GUI might not get properly displayed.
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Resolved Issues

Resolved Issues

No significant defects have been reported for the previous release of FortiSOAR Cloud.

FortiSOAR Cloud 7.6.0 Release Notes
Fortinet Inc.

11



FE:EHT"‘IEE www.fortinet.com

Copyright© 2024 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein
may also be registered and/or common law trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were
attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other conditions may affect performance
results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract,
signed by Fortinet’s Chief Legal Officer, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only
the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal
conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change,
modify, transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.


http://www.fortinet.com/
https://www.fortinet.com/

	Change Log
	FortiSOAR Cloud 7.6.0 Release
	New features and enhancements
	Special Notices
	FortiCloud premium license
	Upgrading FortiSOAR Cloud

	Upgrade Information
	Product Integration and Support
	Web Browsers & Recommended Resolution

	Resolved Issues

