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Change Log

Change Log

Date Change Description

2019-12-11 FortiADC 5.3.4 Release Notes initial release.
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Introduction

Introduction

This Release Notes covers the new features, enhancements, known issues, and resolved issues of
FortiADC™ Version 5.3.4, Build 0661.

To upgrade to FortiADC 5.3.4, see FortiADC Upgrade Instructions.

FortiADC provides load balancing, both locally and globally, and application delivery control. For more
information, visit: http://docs.fortinet.com/fortiadc-d-series/.
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What's new

What's new

FortiADC 5.3.4 has no new features.
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Hardware and VM support

Hardware and VM support

FortiADC 5.3.4 supports the following hardware models:

» FortiADC 200D
« FortiADC 300D
« FortiADC 400D
« FortiADC 700D
o FortiADC 1500D
o FortiADC 2000D
« FortiADC 4000D
o FortiADC 100F
» FortiADC 200F
o FortiADC 300F
o FortiADC 400F
» FortiADC 1000F
o FortiADC 2000F
o FortiADC 4000F

FortiADC Release 5.3.4 supports deployment of FortiADC-VM in the following virtual machine environments:

VMware ESXi 3.5, 4., 5.0, 5.1, 5.5, 6.0, 6.5, 6.7

Microsoft Hyper-V Windows Server 2012 R2

KVM Linux version 3.19.0 gemu-img v2.0.0, gemu-img v2.2
Citrix Xen XenServer6.5.0

Xen Project Hypervisor 4.4.2,4.5
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Known issues

Known issues

There are no known issues discovered in FortiADC 5.3.4 release. For inquiries about particular bugs, please
contact Fortinet Customer Service & Support.
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Resolved issues

Resolved issues

This section highlights the major resolved issues discovered in FortiADC 5.3.4 release. For inquiries about
particular bugs, please contact Fortinet Customer Service & Support.

Resolved issues

Bug ID Description

0596982 Added back Ibdns debug method
0596233 Did some optimization for showing the server pool status when content-routing is used
0596151 The SSL server-hello fails sometimes in some cipher combinations when working with

Windows Chrome browser

0596200 Authentication Relay with “Domain Prefix Support” failed for Kerberos user principle test

0593358 Source Address (in CLI, client-address) cannot be enabled in load-balance profile

0593580 GUI can not be accessed in some circumstances

0595777 Corrected the error warning message: sftp to ftp

0571895 Corrected the incorrect port information while upgrading waf-signature

0558607 The HA config sync may fail in particular situations

0566201 Added XSS prevention in the WAF page

0536745 Vertical axis is incorrect on fortiview chart

0593281 Added memory leak prevention for vdom in some potential situations

0527984 Long name of vdom exceed frame

0588765 "VM Registration" of FortiADC selected as slave becomes "Pending" from "Valid" after
establishing HA

0590421 The licd process may consume high memory in some cicumstances

0516063 Optimized the SSL/TLS debug message.

0564542 No error message to block creating wad profiles that exceed maximum in different
vdoms.

0579794 SIP type VS may crash in some high stress cicumstances

0590120 WAF URL exception fails in some circumstances

0599700 Default value of Max Receive Window which displays under "HTTP2 Profile" tub is

different from entry field value

0595611 Improve the behavior or recover time between regular RS and backup RS when the
method is least-connection
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Resolved issues

Bug ID Description

0598653 Add the long length support for TXT record

0573877 GLB CNAME record name should not the same as other records

0597406 Fixed the crash which happens in certain circumstances

0592830 Made the improvement to avoid the potential L4-VS crash in some particular conditions

0597684 DoS protection may not work in certain condition on devices that have a large amount of
memory
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Image checksums

Image checksums

To verify the integrity of the firmware file, use a checksum tool and compute the firmware file’s MD5 checksum.

Compare it with the checksum indicated by Fortinet. If the checksums match, the file is intact.

MD5 checksums for Fortinet software and firmware releases are available from Fortinet Customer Service &
Support. After logging in to the web site, near the bottom of the page, click the Firmware Image Checksums
button. (The button appears only if one or more of your devices has a current support contract.) In the File
Name field, enter the firmware image file name including its extension, then click Get Checksum Code.

Customer Service & Support image checksum tool

Customer Support Bulletin

1. AV engine 5355 released to FortiGuard AV engine update will be available on the FortiGuard nemwork_.
532 released to FortiGuard for FOS 5.4 Release of a new IPS Engine to FortiGuard Distribution Network (FortiOs 5.4)..
. IPS engine 3.532 released to FortiGuard for FOS 5.6 Release of 2 new IPS Engine to FortiGuard Distribution Network (FortiOS 5.6

lent. update contact or view

ticket information or

Contact information of Fortinet worldwide support centers,

Quick Links Resources

@ Customer Support Bulletin

[7) Help Documents
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Upgrade notes

Upgrade notes

The backup config file in V5.2.0-5.2.4/V5.3.0-V5.3.1, which contains certificate config may not be restored
properly (causing config lost). After upgrading to V5.3.2, please discard the old V5.2.x/V5.3.x config file, then
backup the config file in V5.3.2 again. This should solve the problem.

Keep the old SSI version

Keep the old SSL version predefined config to allow the upgrade to continue smoothly.

TLSv1.3 handshake failure

HSM doesn't support TLVv1.3. If the HSM certificate is used in VS, the TLSv1.3 handshake will fail.

Workaround: Please uncheck the TLSv1.3 in the SSL profile if you are using the HSM certificate to avoid
potential handshake failure.

Adjust boot partition

To upgrade image for VM platfroms, because of the boot partition size limit before 5.1.x, please be sure to
upgrade to 5.1.x image first to adjust boot partition size, then upgrade to 5.2.x and 5.3.x, or else it will report
"Unmatched partition size" error when upgrading.

No such issue for physical platforms.
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