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Change Log

Date Change Description

2023-12-07 Updated information about Fortinet Advisor in the New Features and Enhancements
chapter.
2023-12-01 Initial release of 7.4.3
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FortiSOAR 7.4.3 Release

Fortinet Security Orchestration, Automation, and Response Platform (FortiSOAR™) release 7.4.3 demonstrates the
potential of Generative Al with a preview of its Al-powered security assistant, the "Fortinet Advisor" (or "Advisor").
Additionally, the export wizard has been improved to offer you efficient and intuitive workflow automation for content
creation. This release addresses the issue of connectors not working after backup and restore due to missing 'Python’
dependencies, which affects fresh installations of FortiSOAR 7.4.2. Therefore, it is highly recommended to upgrade
fresh installations of 7.4.2 instances to 7.4.3.

This release also includes performance enhancements and multiple security fixes to ensure vulnerabilities are fixed in
FortiSOAR.

For a detailed list of all the new features and enhancements, see the New Features and Enhancements chapter.
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New Features and Enhancements

New Features and Enhancements

Preview of "Fortinet Advisor"

o The preview of "Fortinet Advisor" (or "Advisor"), FortiSOAR's Al-powered security assistant, marks another
important milestone in the company's continuous pursuit of efficiency and user-centricity! The "Advisor" uses the
power of generative artificial intelligence to provide contextual responses to your questions about work schedules,
Jinja expressions, security procedures, and more.

For Advisor to be available on your FortiSOAR environment, you need to install the Fortinet Advisor solution pack.
For more information, see the Fortinet Advisor solution pack documentation.

Export Wizard Enhancements

o Improved the export wizard to enhance users' experience when creating automated content development
workflows.

Built-in Connector and Widget Enhancements

o Updated multiple built-in connectors such as the FSR Agent Communication bridge connector, Code Snippet
connector, etc. For more information on FortiSOAR Built-in connectors, see the "FortiSOAR™ Built-in connectors"
article.

o Added new widgets such as Al Assistant, Outbreak Response Framework Configuration Wizard, Top X, etc, and
updated widgets such as Record Distribution, etc. For more information see FortiSOAR Content Hub.
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Special Notices

Special Notices

This section highlights some of the operational changes that administrators should be aware of in FortiSOAR release
7.4.3.

Recommendation to upgrade your FortiSOAR 7.4.2 instances to
7.4.3

FortiSOAR release 7.4.3 addresses the issue of connectors not working after backup and restore due to missing 'Python’
dependencies, which affects fresh installations of FortiSOAR 7.4.2. Therefore, it is highly recommended to upgrade
fresh installations of 7.4.2 instances to 7.4.3.
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Upgrade Information

Upgrade Information

You can upgrade your FortiSOAR enterprise instance, High Availability (HA) cluster, or a distributed multi-tenant
configuration to version 7.4.3 from version 7.4.0, 7.4.1, or 7.4.2 only. Also, once you have upgraded your configuration,
you must log out from the FortiSOAR Ul and log back into FortiSOAR.

NP FortiSOAR release 7.4.3 addresses the issue of connectors not working after backup and
‘Q' restore due to missing 'Python' dependencies, which affects fresh installations of FortiSOAR
- 7.4.2. Therefore, it is highly recommended to upgrade fresh installations of 7.4.2 instances to
- 7.4.3.

Also, note that the upgrade procedure temporarily takes the FortiSOAR application offline while the upgrade operations
are taking place. We recommend that you send a prior notification to all users of a scheduled upgrade as users are
unable to log into the FortiSOAR Platform during the upgrade.

Ay
S L4
q For details about upgrading FortiSOAR, see the FortiSOAR Upgrade Guide.
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Product Integration and Support

Product Integration and Support

Web Browsers & Recommended Resolution

FortiSOAR 7.4.3 User Interface has been tested on the following browsers:

o Google Chrome version 119.0.6045.160
« Mozilla Firefox version 120.0

o Microsoft Edge version 119.0.2151.72
 Safari version 16.6 (18615.3.12.11.2)

o The recommended minimum screen resolution for the FortiSOAR GUI is 1920 x 1080. Please adjust the screen
resolution accordingly. Otherwise, the GUI might not get properly displayed.

Virtualization

This section lists FortiSOAR version 7.4.3 product integration and support for virtualization:

« AWS Cloud
o Fortinet-FortiCloud
« VMware ESXi versions 5.5, 6.0, 6.5, 7.0, and 8.0
« Redhat KVM
NOTE: The KVM OVA is not certified on FortiSOAR releases 7.4.2 and 7.4.3.

N ! /., For any other virtualization or cloud hosting environment, you can install Rocky Linux 8.7 or
? RHEL 8.7, and then install FortiSOAR using CLI. For more information, see the "Deployment
3 Guide."
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Resolved Issues

Resolved Issues

The following important issues have been fixed in FortiSOAR release 7.4.3. This release also includes important
security fixes. To inquire about a particular bug, please contact Customer Service & Support.

FortiSOAR Ul Fixes

Bug ID Description

0967023 Fixed an issue where the FortiSOAR user interface would not load for users who
had an active session during the upgrade to FortiSOAR release 7.4.2.

0969102 Fixed the issue where users, who had the necessary permissions on both the
Comments and Alerts modules, were still experiencing permission issues on the
FortiSOAR Ul when attempting to add comments to alerts.

Other Fixes

Bug ID Description
0870699 Fixed the intermittent issue of abrupt closure of active FortiSOAR sessions.
0937980 Fixed the issue that prevented users from using FSR Agent to provide inputin a

'Manual Input'. An 'Internal Server Error' was displayed to users when they tried to
resume an external manual input that they had received using FSR Agent.

0953177 Fixed the issue with data archival failing in the case of an externalized database.

0961985 Fixed the issue of connectors not working after backup and restore due to missing
'Python' dependencies. This issue affects fresh installations of FortiSOAR 7.4.2,
so, itis highly recommended to upgrade fresh installations of 7.4.2 instances to
7.4.3.
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Known Issues and Workarounds

Known Issues and Workarounds

Release 7.4.3 does not have any known issues.
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