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Chapter 1 — INTRODUCING FortiEDR

This chapter describes the FortiEDR system components, FortiEDR technology and the workflow for protecting your
organization using FortiEDR.

Introduction

FortiEDR provides multi-layered, post- and pre-infection protection that stops advanced malware in real time. FortiEDR
recognizes that external threat actors cannot be prevented from infiltrating networks, and instead focuses on preventing
the exfiltration and ransoming of critical data in the event of a cyber-attack. FortiEDR’s unique virtual patching
technique, which only blocks malicious outbound communications, enables employees to continue working as usual
even when their devices are infected.

Execution Prevention

Next-Generation Anti-Virus (NGAV) is a signature-less approach that can detect and mitigate zero-day attacks.
FortiEDR stops both known and unknown malware types using machine-learning-based NGAV, which filters out known
malware variations. This blocks the execution of files that are identified as malicious or suspected to be malicious. For
this policy, each file is analyzed to find evidence for malicious activity.

Data Exfiltration

Data exfiltration is the unauthorized transfer of sensitive information from a target’s network to a location that a threat
actor controls.

FortiEDR is a realtime targeted-attack exfiltration prevention platform.

Threat actors only benefit when they actually succeed in stealing your data.

FortiEDR ensures that your data is not exfiltrated by threat actors, regardless of the methods that they use.

FortiEDR can prevent malicious exfiltration attempts of any kind of data, from any application, from any process, using
any protocol or port.

FortiEDR becomes your last line of defense in case of a data exfiltration attempt. All malicious connections are
blocked and precise details of the infected devices and their associated components are available for your review.

FortiEDR is a software-only solution that can be installed with your current standard equipment. FortiEDR protects your
data from exfiltration both On-Premises and Off-Premises.

Ransomware

Ransomware is malware used by attackers to infect a device, hijack files on that device and then lock them, via
encryption, so that they cannot be accessed until the attacker decrypts and releases them. A successful ransomware
attack represents the exploit of a greater security vulnerability in your environment. Paying the attacker is only a short-
term solution that does not address the root of the problem, as it may likely lead to another attack that is even more
malicious and more expensive than the previous one.

FortiEDR prevents, in real time, an attacker’s attempt to encrypt or modify data. FortiEDR then generates an alert that
contains the information needed to initiate an investigation, so the root breach can be uncovered and fully
remediated. Moreover, the end user can continue to work as usual even on an infected device.

FortiEDR Installation and Administration Manual
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Chapter 1 — INTRODUCING FortiEDR

Threat Hunting
FortiEDR’s threat-hunting capabilities features a set of software tools and information sources focused on detecting,
investigating, containing and mitigating suspicious activities on end-user devices.

FortiEDR provides post- and pre-infection endpoint protection management, while delivering high detection rates with
realtime blocking and response capabilities when compared to traditional Endpoint Detection and Response (EDR)
tools.

FortiEDR provides malware classification, displays IOCs and delivers full attack-chain views — all while simultaneously
enabling users to conduct further threat hunting, if and when needed.

FortiEDR'’s EDR capabilities provide realtime blocking to deliver a multi-layered defense strategy that can be managed
from the cloud.

FortiEDR Technology

’ N PREVENT
4 AN REAL-TIME PROTECTION
/Q ™

DETECTI&
DEFUSE

NO ALERT FATIGUE
NO DWELL TIME

DISCOVERY
& PREDICT

PROACTIVE RISK
MANAGEMENT

RESPOND & REMEDIATE
CUSTOMIZED DISINFECTION

¢S CLOUD, ON-PREMISES OR w LIGHTWEIGHT
HYBRID MANAGEMENT 0>7 AGENT

When looking at how external threat actors operate, we recognize two important aspects. The first is that the threat
actors use the network in order to exfiltrate data from an organization. Second, they try to remain as stealthy as
possible in order to avoid existing security measures. This means that threat actors must establish outbound
communications in a non-standard manner.

FortiEDR’s technology prevents data exfiltration by identifying, in real time, malicious outgoing communications that

were generated by external threat actors. Identification of malicious outgoing communications is the result of our
research conducted on both operating system internals and malware operation methods.

Our research revealed that all legitimate outgoing communications must pass through the operating system. Thus, by
monitoring the operating system internals it is possible to verify that a connection was established in a valid manner.
FortiEDR gathers OS stack data, thread and process related data and conducts executable file analysis to determine
the nature of the connection. Additionally, any type of threat attempting to bypass the FortiEDR driver is detected as the
connection will not have the corresponding data from FortiEDR.

FortiEDR's technology prevents data exfiltration by identifying, in real time, malicious outgoing communications that
were generated by external threat actors. Identification of malicious outgoing communications is the result of our
research conducted on both operating system internals and malware operation methods.
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FortiEDR Components

Overview

The FortiEDR platform is a distributed architecture that collects the connection establishment flow of your organization’s
communicating devices directly from each device’s operating system internals. FortiEDR analyzes the flow of events
that preceded the connection establishment and determines whether the connection establishment request was
malicious. The system can enforce your organization’s policy by blocking the connection establishment request in order
to prevent exfiltration. The FortiEDR platform is comprised of the following components:

Threat Hunting

Threat Hunting Data

Cores Aggregators Threat Hunting Queries
Cloud Central Manager
"
Collectors —— 1:1 n:1 ): )
—
Core Statuses Malicious Activity
1:n
» » » .

Malicious
05 Metadata, Activity
Threat Hunting

Data

Statuses and I I 1
Operational Data,
cRc

Environment and Security

On-Perm | On-Perm Orchestration

Intelligence Information

1:n

Statuses, Operationa

Data, C&C FortiEDR Cloud Services (FCS)

FortiEDR Collector

The FortiEDR Collector is a brainless collector that resides on every communicating device in your enterprise, including
desktops, laptops and servers.

The FortiEDR Collector resides deep inside the communicating device’s operating system.

Upon every attempt made by the communicating device to establish a network connection, the FortiEDR Collector
collects all required metadata and sends it to the FortiEDR Core (described below) signed by a FortiEDR digital
signature.

The FortiEDR Collector then holds the establishment of this connection until authorization is received from the FortiEDR
Core.

e Pass: Legitimate requests are allowed out of your network with extremely negligible latency.

e Block: Malicious exfiltration attempts are blocked.

Note - If third-party software attempts to stop the FortiEDR Collector service, the system prompts for the registration password. This is the
same password used when installing the Collector. If an incorrect password is supplied at the prompt, the message Access Denied displays
on the Collector device. In this case, the FortiEDR Collector service is not stopped. For more details about the required password to supply in
this situation, you may refer to the Component Authentication section on page 164.
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A FortiEDR Collector should be installed on each communicating device in your organization. The same FortiEDR

Collector can be installed on all Windows systems, Mac systems and Linux systems. The following are the connections

established between the FortiEDR Collector and other FortiEDR components:

e To the FortiEDR Aggregator: The FortiEDR Collector initially sends registration information to the FortiEDR
Aggregator via SSL and then it sends ongoing health and status information.

e From the FortiEDR Aggregator: The FortiEDR Collector receives its configuration from the FortiEDR Aggregator.

e To the FortiEDR Core: The FortiEDR Collector sends compressed operating system metadata to the FortiEDR
Core and then ongoing health and status information.

e From the FortiEDR Core: The FortiEDR Collector receives connection establishment authorization or denial
(blocking) from the FortiEDR Core.

Negligible Footprint

The FortiEDR Collector retains only a limited amount of metadata on the device in order to keep CPU usage to virtually
zero and the storage requirements to a minimum. FortiEDR’s traffic consumption requirements are low since FortiEDR
only processes the initial connection establishment. The amount of metadata sent to the FortiEDR Core is so minimal
that the latency on the Core’s decision point is negligible. Additionally, FortiEDR uses message compression in order to
further reduce the traffic sent to the network. You may refer to page 18 for the exact specifications of the system
requirements.

Quick and Easy Installation

The FortiEDR Collector comes as a standard MSI installer package that is easily installed via standard remote
unattended deployment tools, such as Microsoft SCCM. No local configuration or reboot is required; however, a reboot
of the system ensures that any malicious connections that were previously established before the installation are
thwarted and tracked via FortiEDR after the reboot is complete. Upgrades can be performed remotely and are rarely
needed, because all the brains of the FortiEDR system are in the FortiEDR Core.

Event Viewer

The Windows Event Viewer records whenever a FortiEDR Collector blocks communication from a device, as described
on page 182.

FortiEDR Core

The FortiEDR Core is the security policy enforcer and decision-maker. It determines whether a connection
establishment request is legitimate or represents a malicious exfiltration attempt that must therefore be blocked.

FortiEDR collects OS stack data, thread and process-related data and conducts executable file analysis to determine
the nature of every connection request, as follows.

e When working in prevention mode, all the connection establishment requests in your organization must be
authorized by a FortiEDR Core, thus enabling it to block each outgoing connection establishment request that is
malicious.

e When the FortiEDR Core receives a connection establishment request, it comes enriched with metadata collected
by the FortiEDR Collector that describes the operating system activities that preceded it.

e The FortiEDR Core analyzes the flow of events that preceded the connection request and determines whether the
connection request was malicious. The system then enforces your organization’s policy by blocking (or only
logging) the connection request in order to prevent/log exfiltration.

e The collection of the flow of events that preceded the connection request enables FortiEDR to determine where the
foul occurred.
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One or more FortiEDR Cores are required, according to the size of your network based on deployment size (up to 50
FortiEDR Cores). You may refer to page 18 for the exact specifications of the system requirements. The following are
the connections established between the FortiEDR Core and other FortiEDR components:

e To the FortiEDR Aggregator: The FortiEDR Core sends registration information the first time it connects to the
FortiEDR Aggregator and then sends events and ongoing health and status information.

e From the FortiEDR Aggregator: The FortiEDR Core receives its configuration from the FortiEDR Aggregator.

The FortiEDR Core is located on exit points from your organization. It only reviews FortiEDR Collector metadata; it does
not see the outgoing traffic. It is a central Linux-based software-only entity that can run on any workstation or VM that is
assigned with a static IP address.

FortiEDR Aggregator

The FortiEDR Aggregator is a software-only entity that acts as a proxy for the FortiEDR Central Manager and provides
processing load handling services. All FortiEDR Collectors and FortiEDR Cores interact with the Aggregator for
registration, configuration and monitoring purposes. The FortiEDR Aggregator aggregates this information for the
FortiEDR Central Manager and distributes the configurations defined in the FortiEDR Central Manager to the FortiEDR
Collectors and FortiEDR Cores.

Most deployments only require a single FortiEDR Aggregator that can be installed on the same server as the FortiEDR
Central Manager. Additional FortiEDR Aggregators may be required for larger deployments of over 10,000 FortiEDR
Collectors and can be installed on a different machine than the FortiEDR Central Manager.

FortiEDR Central Manager

The FortiEDR Central Manager is a software-only central web user interface and backend server for viewing and
analyzing events and configuring the system. Chapters 3 through 8 of this user guide described the user interface of the
FortiEDR Central Manager. The FortiEDR Central Manager is the only component that has a user interface. It enables
you to:

e Control and configure FortiEDR system behavior

e Monitor and handle FortiEDR events

e Perform deep forensic analysis of security issues

e  Monitor system status and health

FortiEDR Cloud Service

The FortiEDR Cloud Service (FCS) enriches and enhances system security by performing deep, thorough analysis and
investigation about the classification of an event. The FCS is a cloud-based, GDPR-compliant, software-only service
that determines the exact classification of events and acts accordingly based on that classification — all with a high
degree of accuracy.

The FCS event classification process is done via data enrichment and enhanced deep, thorough analysis and
investigation, enabled by automated and manual processes. The enhanced processes may include (partial list)
intelligence services, file analysis (static and dynamic), sandboxing, flow analysis via machine learning, commonalities
analysis, crowdsourced data deduction and more.

Along with potential classification reassurance or reclassification, once connected, FCS can also enable several
followed actions, which can be divided into two main activities:

e Tuning: Automated event exception (whitelisting). After a triggered event is reclassified as Safe, an automated
cross-environment exception can be pushed downstream and expire the event, preventing it from triggering again.
For more details, see Exceptions on page 66.

e Playbook Actions: All Playbook policy actions are based on the final determination of the FCS. For more details,
see Playbook Policies on page 59.
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How Does FortiEDR Work?

Step 1, The FortiEDR Collector Collects OS Metadata: A FortiEDR Collector runs on each communicating
device in the organization and transparently collects OS metadata on the computing device.

Step 2, Communicating Device Makes a Connection Establishment Request: WWhen any connection
establishment request is made on a device, the FortiEDR Collector sends a snapshot of the OS connection
establishment to the FortiEDR Core, enriched with the collected OS metadata. Meanwhile, FortiEDR does not allow
the connection request to be established.

Step 3, The FortiEDR Core Identifies Malicious Requests: Using FortiEDR’s patented technology, the FortiEDR
Core analyzes the collected OS metadata and enforces the policies.

Step 4, Pass or Block: Only legitimate connections are allowed outbound communication. Malicious outbound
connection attempts are blocked.

Step 5, Event Generation: Each FortiEDR policy violation generates a realtime event (alert) that is packaged with
an abundance of device metadata describing the internals of the operating system leading up to the malicious
connection establishment request. This event is triggered by the FortiEDR Core and is viewable in the FortiEDR
Central Manager console. FortiEDR can also send email alerts and/or be integrated with any standard Security
Information and Event Management (SIEM) solution via Syslog.

Step 6, Forensic Analysis: The Forensic Analysis add-on enables the security team to use the various options
provided by the FortiEDR Central Manager console to delve deeply into the actual event and the internal stack data
that led up to it.
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Using FortiEDR — Workflow

The following is a general guideline for the general workflow of using FortiEDR and specifies which steps are optional.

Setup Workflow Overview

The following describes the workflow for getting FortiEDR up and running in your organization:

0 Installing Page 17

e Reviewing the System Inventory Page 68

<

e Modifying the FortiEDR Policies
[Optional] Page 53

Defining Collector Groups
[Optional] Page 72

e Administration Page 147
[Optional]

e Step 1, Installing: Install all FortiEDR components, as described in Chapter 2, INSTALLING FortiEDR on page 17
and launch the FortiEDR Central Manager for the first time (page 29).

e Step 2, Reviewing the Inventory: Review the health status and details of all the FortiEDR components in the
DASHBOARD (page 82) and INVENTORY tab (page 68). FortiEDR Collectors are automatically assigned
FortiEDR’s default policies.

e Step 3, [Optional] Modifying the FortiEDR Policies: By default, the FortiEDR policies are ready to log
out-of-the-box. If needed, use the SECURITY SETTINGS tab (page 53) to modify the default policies for blocking
and/or to create additional policies.

o Step 4, [Optional] Defining Collector Groups: By default, the FortiEDR default policies are assigned to a default
Collector Group that contains all FortiEDR Collectors. Policies in FortiEDR are assigned per Collector Group. You
can define additional Collector Groups in the INVENTORY tab (page 72). You can then assign the required policy
to each Collector Group (page 58).

e Step 5, [Optional] Administration: The FortiEDR system installs with a single administrator user. This user can:
e Create additional users of the FortiEDR Central Manager.

o Define the recipients to receive email notifications of FortiEDR events.
e Configure a SIEM to receive notifications of FortiEDR events via Syslog.
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Ongoing Workflow Overview

The following is the workflow for monitoring and handling FortiEDR events on an ongoing basis:

o Monitoring and Analyzing Page 82, 90 and 159

Creating Event Exceptions Page 59
[Optional]
Handling Events
e [Optional] Page 95
Forensics
P 1
e [Optional] age 150

Monitoring: Monitor and analyze the events triggered by FortiEDR in the:

e Dashboard (page 82)

e Event Viewer (page 90)

e SIEM via Syslog (page 159)

[Optional] Creating Event Exceptions: FortiEDR precisely pinpoints interesting system events. However, if
needed, you can create exceptions in order to stop certain events from being triggered for certain IP addresses,
applications, protocols and so on (page 59).

[Optional] Handling Events: Mark events that you have handled and optionally describe how they were handled
(page 95).

[Optional] Forensics (page 130): This licensed add-on enables deep investigation into an event, including the
actual internals of the communicating devices’ operating system.
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This chapter describes how to install each of the FortiEDR components.

Before You Start

Before you start the FortiEDR installation process, please make sure that:

All devices, workstations, virtual machines and servers on which a FortiEDR component will be installed comply
with the system requirements provided on page 18.

You have read and selected the most suitable deployment option for you.

FortiEDR Core, FortiEDR Aggregator and FortiEDR Central Manager use ports 555, 8081 and 443, respectively.
Ensure that these ports are not blocked by your firewall product (if one is deployed).

As a security best practice, it is recommended to update the firewall rules so that they only have a narrow opening.
For example:

e Only open the TCP outbound port 555 to the Core IP address.

e Only open the TCP outbound port 8081 to the Aggregator IP address.

Install the system components top-down in the following order:

FortiEDR Threat-hunting Repository, page 19

FortiEDR Central Manager Server and FortiEDR Aggregator, page 24
FortiEDR Cores, page 33

FortiEDR Collectors, page 38

System Requirements

Component System Requirements

Processor = The FortiEDR Collector runs on Intel or AMD x86 — both 32-bit and 64-bit.

= FortiEDR Core, FortiEDR Aggregator and FortiEDR Central Manager run on Intel or
AMD x86 64-bit.

=  Hypervisors-compatible.
= FortiEDR is designed to use less than 1% CPU for the FortiEDR Collector.
= FortiEDR Core, Aggregator and Central Manager require a minimum of two CPUs.

Physical Memory = FortiEDR Collector requires at least 60 MB of RAM.

= FortiEDR Core requires at least 8 GB of RAM.
= FortiEDR Aggregator requires at least 16 GB of RAM.
= FortiEDR Central Manager requires at least 16 GB of RAM.

Disk Space = FortiEDR Collector installation requires at least 20 MB of disk space.

= FortiEDR Core installation and log space requires at least 60 GB of disk space.
= FortiEDR Aggregator installation and logs space requires at least 80 GB of disk space.

= FortiEDR Central Manager installation and logs space requires at least 150 GB of disk
space.
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Component System Requirements

Connectivity = FortiEDR Core listens to communication on port 555.
= FortiEDR Aggregator listens to communication on port 8081.
= Browser connection to the FortiEDR Core is via port 443.
= FortiEDR Core, FortiEDR Aggregator and FortiEDR Central Manager components must
be assigned a static IP address or domain name. The FortiEDR Aggregator and
FortiEDR Central Manager can be installed on the same machine.
= Network connectivity between all system components is required.
=  Allow up to 5 Mbps of additional network workload for each 1,000 Collectors.
Supported Operating  The FortiEDR Collector can be installed on any of the following operating systems (both 32-bit
Systems and 64-bit versions):
=  Windows XP SP2/SP3, 7, 8, 8.1and 10.
= Windows Server 2003 SP2, R2 SP2, 2008 SP2, 2008 R2 SP1, 2012, 2012 R2, 2016
and 2019.
= MacOS Versions: Yosemite (10.10), El Capitan (10.11), Sierra (10.12), High Sierra
(10.13), Mojave (10.14) and Catalina (10.15).
= Linux Versions: RedHat Enterprise Linux and CentOS 6.8, 6.9, 6.10, 7.2, 7.3, 7.4, 7.5,
7.6, 7.7 and 7.8 and Ubuntu LTS 16.04.5, 16.04.6, 18.04.1 and 18.04.2 server, 64-bit
only.
= VDI Environments: VMware Horizons 6 and 7 and Citrix XenDesktop 7.
=  The FortiEDR Core, Repository Server, FortiEDR Aggregator and FortiEDR Central
Manager components are supplied in ISO format, which includes a CentOS 7 image.
FortiEDR Core, FortiEDR Aggregator and FortiEDR Central Manager can be installed on
a virtual machine or a dedicated workstation or server.

Supported Browsers The FortiEDR Central Manager console can be accessed using the Google Chrome, Firefox
Mozilla, Microsoft Edge and Apple Safari browsers.

Threat-hunting =  The number of CPUs (Cores) depends on the number of FortiEDR Cores connected to
Repository the threat-hunting repository and the total number of CPUs on these Cores. A minimum
of four CPUs is required. For example, if the customer has a Core with two CPUs, then
the threat-hunting repository should have four CPUs. Similarly, if the Core has four
CPUs, then the threat-hunting repository should have four CPUs. If the customer has
two active Cores, each with two CPUs, then the threat-hunting repository should have
four CPUs.
= Disk Size: Minimum of 200 GB of available space.

= Memory: At least 16 GB

Installing the FortiEDR Threat-hunting Repository

The FortiEDR threat-hunting repository handles the FortiEDR threat-hunting feature, which is described on page 144. If
you have a license for the threat-hunting feature, install this component first. The threat-hunting repository must be
installed before installing the FortiEDR Central Manager.
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To install the FortiEDR threat-hunting repository:

1. Create a new virtual server. For example, by selecting File = New Virtual Machine.... The following window
displays:

Mew Virtual Machine Wizard o S

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

@ Typual (recommended)
Create a Workstation 11.0 virtual machine
in a few easy steps,

VMWARE Custom (advanced)
WORKSTATION Create a virtual machine with advanced
options, such as a SC5I controller type,
virtual disk type and compatbiity with
older YMware products.

2. Select the Typical option and click Next. The following displays:

New Virtual Machine Wizard bt

Guest Operating System Installation
A virtual madhine is llke a physical computer; it needs an operating
system. How will you install the guest operating system?
Ingtall from:
_) Instadler disc:

L4 DVD RW Drive (D:)

Installer disc image file (iso):

c'\eentos\enslio_2.0.0, 235.1s0 - Browse

@) 1 will install the operating system later.
The virtual machine will be craated with & blank hard disk.

[ <Badk | [ Mext> | [ Concel

3. Select the | will install the operating system later option and click Next. The following displays:

Mew Virtual Machine Wizard et

Select a Guest Operating System
‘Which operating system will be installed on this virtual machine?

Guest operating system
O Microsoft Windows
(@ Linune

Novel Netiare
_ Selaris

[ <Bock | [ mext> ][ conee
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4. Select the Linux radio button. In the Version field, select CentOS 7 64-bit and click Next. Alternatively, you can
select a different generic Linux 64-bit option in the Version field. The following displays:

New Virtual Machine Wizard —

Name the Virtual Machine
‘What name would you ke to use for this virtual machine?

The default location can be changed at Edit > Preferences.

[ <Back | [ mext> || cancel |

5. Specify a name such as FortiEDRThreatHuntingRepository for the virtual machine and the location in which to store
the provided ISO file and click Next. The following displays:

New Virtual Machine Wizard it

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk s stored az one or more files on the host
computer’s physical disk, These file(s) start small and become larger as you
add applications, fles, and data to your virtual machine.

Maximum disk size: (GB): 80.0 |3
Recommended size for CentOS 64-bit: 20 GB

) Store virtual dek as a sngle fle
@ Spht virtual disk into multiple fles

Splitting the disk makes it easier to move the virtual machine to another
computer but may redwoe performance with very large disks,

[ <ok | [ next> ][ canca |

6. Change the Maximum disk size to 200 GB, leave the default option as Split virtual disk into multiple files and
click Next. The following displays:

New Virtual Machine Wizard foiim]

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Cent0S
G4-bit.

The virtual machine will be eated with the following s=ttings:

*

Hame: EnsiaServer
Lecation: C:\WMsLinux \centos4
Version: Workstation 11.0
Operating System: CentOS 64-bit

m

Hard Digk: B0 GB, Spit

Memary: 1024 M8

Network Adapter: NAT bl
Other Devices: CDJOVD, USE Controller, Printer, Sound Card >

Customize Hardware...

[[<Bak | [ Fosh ][ comcsd |
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7. Click Finish.
8. Right-click the new machine and select the Settings option.

@] EnsiloServer - VN o
File Edit View VM Tsbs Help | P = |

Library x
| Q Type here to search -

= [ My Computer
(5 Windows 7«64
(51 Windows 7 SP1 186
(5) Windows 8.1 164
() CentOS build
(51 CentOS2

(5 Shared VM5 Close Tab

Mark as Favorite
Rename...
Remove

() Power »
Removable Devices 3
Pause
Send Ctrl+Alt+Del
Grab Input

(7 Snapshot »
Capture Screen

A, Manage »

Install VMware Tools...

4] Settings...

The following window displays:

Virtual Machine Settings =X
" Device status
- ic8 Connected
Bl Proceasors i [¥] Connect at power on
SiHard Disk (SCSI)  80GB
€)OPVD(0E) Autodetect Sonaction
FNetwork Adapter  NAT 12 Use physical drive:
Susecontoler  Present ALK detect =
) Sound Card Auto detact = =
doPrinter N @ Use I50 image fils:
B Dsplay Auto detect Cilcentosensia_L.5.0.250isc = |_Browse... |
o ] [Comel ) [ e ]
’
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10.
1.
12,

13.

14.
15.
16.

17.
18.

19.
20.
21.
22,

23.

24,

25.
26.

27.
28.

Select the Memory option and change the RAM to at least 16 GB.
Select the Processors option and change the value to a total of at least four CPU Cores.
Select the CD/DVD option and then select the Use ISO image file option on the right.

Click the Browse button and select the ISO file provided by Fortinet for the FortiEDR Threat Hunting Repository.
Click OK.

Start the virtual machine. For example, by using the button shown below:

Fle Edit View VM Tsbs Help | B - el £ |0

Library

Q, Type here to search

[ Start up this guest operating system i
-

ﬂEnsiloSewa

B Power on this virtua
',l:._‘]Edlt virtual machine

= = My Computer
(7] Windows 7 64
(5] Windews 7 5P1 436
_E' Windows 8.1 54
(] CentO5 build

(51 Cent0S2 * Devices
_E" EnsiloServer i Memory
£ Shared VMs [ Processers
{2 Hard Disk (SCSI)
4 CD/DVD (IDE)

The virtual machine automatically starts the installation process, which may take a few minutes.

Wait until a success message is displayed requesting that you reboot.

Reboot the virtual machine.

Log into the virtual machine in order to continue the installation process.

Login: root

Change the root password, by entering any password you want and then retype it. The password must be strong
enough according to Linux standards.

Enter fortiedr config.

At the prompt, enter your hostname and click Next.

Note — This can be any hostname.

At the prompt, select the role of the virtual machine. For this installation, select EDR and click Next.

Atthe Please enter EDR user prompt, enter the threat-hunting repository user and click Next.

Atthe Please enter EDR password prompt, enter the threat-hunting repository password and click Next.

A list of network interfaces on this virtual machine displays. At the Pick your primary interface prompt,

select the interface to be used as the primary network interface through which all FortiEDR Cores and FortiEDR

Collectors will reach this server, and then click Next.

Atthe Do you want to use DHCP prompt, do one of the following:

e Select Yes to use DHCP and click Next. Proceed to step 27 below.

e Select No to configure the IP of this virtual machine manually, and then click Next. Perform steps 24 through 31
below.

At the prompt, enter the IP address of the machine that you are installing. Use the following format:

XXX.XXX.XXX.XXX/Yyyy, where yyyy is the routing prefix of the subnet.

At the prompt, enter the default gateway and click Next.

Atthe Please set your DNS server prompt, enter a valid IP address and click Next. Use the following format:

XXX.XXX.XXX.XXX/YYyyy, where yyyy is the routing prefix of the subnet.

At the prompt, select No for debug mode.

Atthe Please set the date prompt, verify the date and click Next. The installer automatically presents the
current date. You can change this date, if necessary.
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29. Atthe Please set your Time prompt, set the time and click Next.
30. At the prompt, select the timezone and country in which the server is being installed.

31. Wait a few moments while the installation processes, until you see the Installation completed
successfully message.

Installing the FortiEDR Central Manager and FortiEDR Aggregator on the
Same Machine

The following describes how to install both the FortiEDR Central Manager and the FortiEDR Aggregator on the same
machine.

The same ISO file is provided for installing both the FortiEDR Central Manager and the FortiEDR Aggregator. Both of
these can be installed on the same machine or separately. To install these components on different machines, see
page 28.

The procedure below describes how to install the FortiEDR Central Manager on a virtual server.
To install the FortiEDR Central Manager and/or FortiEDR Aggregator on the same machine:

1. Create a new virtual server. For example, by selecting File & New Virtual Machine.... The following window
displays:

New Virtual Machine Wizard ==

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

@ Typical (recommended)
Create & Workstation 11,0 virtual machine
in & few easy steps,

VMWARE Custom (advanced)
WORKSTATION Create a virtual machine with advanced
options, such as a SCS1 controller type,
wirtual disk type and compatibity with
older ¥Mware products.

2. Select the Typical option and click Next. The following displays:

Mew Virtual Machine Wizard it

Guest Operating System Installation
A wirtual machine is ke a physical computer; it needs an operating
system. How will you install the guest operating system?
Install from:
Installer disc:

L2 VD RW Drive (D:)

Installer disc image file (is0):

Cyeentosensio_2.0.0.235.iso

@) I will instal the operating system later.
The virtual machine will be created with a blank hard disk.

[ <o [ mext> ][ conce
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3. Select the I will install the operating system later option and click Next. The following displays:

Mew Virtual Machine Wizard e

Select a Guest Dperating System
Which operating system will be instaled on this virtual machine?

Gusst operating system
2 Microsoft Windows
190 Linux

1) Nowel NetiWare

1) Solaris

() Viware ESX

) Other

[ centos sabit -

[ <Bacx | [ hew> | [ conca |

4. Select the Linux radio button. In the Version field, select CentOS 7 64-bit and click Next. Alternatively, you can
select a different generic Linux 64-bit option in the Version field. The following displays:

New Virtual Machine Wizard ]

Name the Virtual Machine
What name would you ke to use for this virtual machine?

[ <ok | [ Metz | [ cancsl |

5. Specify a name such as FortiEDRCentralManager for the virtual machine and the location in which to store the
provided ISO file and click Next. The following displays:

New Virtual Machine Wizard s

Specify Disk Capacity
How lange do you want this disk to be?

The virtual machine’s hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger a5 you
add applications, fies, and data to your virtual machine,

Maimum disk size (GB): 80.0 13
Recommended size for CentOS 64-bit: 2068

) Store virtual dek a3 a sngle fle
@ Spht virtual disk into multiple: fles

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very lange disks,

b Chests ) [Cocoms)
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6. Change the Maximum disk size to 150 GB, leave the default option as Split virtual disk into multiple files and
click Next. The following displays:

New Virtual Machine Wizard s

Ready to Create Virtual Macdhine
Click Finish to areate the virtual machine. Then you can install CentOS
G-bit.

The virtual machine will be reated with the following settings:

Hame: EnsloServer -
Location: Mg \inux \centosd
Version: Werkstabon 11.0

Operating System:  CentDS §4-bit

m

Hard Disk: B0 GB, Spht

MEmary: 1024 MB

Hetwork Adapter:  NAT

Other Devices: CDJoVD, USE Controler, Printer, Sound Card e

Cusstomize Hardware...

[ =Bk ][ _Fnsh ][ come |

7. Click Finish.
8. Right-click the new machine and select the Settings option.

File Edit View VM Tsbs Help | P = |
Library x

I Q Type here to search vJ

= [ My Computer
(5 Windows 7«64
(51 Windows 7 SP1 186
5) Windows 8.1 %64
(5 Cent0S build
(51 Cent0S2

(5 Shared VM5 Close Tab

Mark as Favorite
Rename...
Remove
() Power »
Removable Devices 3

Pause

Send Ctrl+Alt+Del
Grab Input

(7 Snapshot »
Capture Screen

A, Manage v
Install VMware Tools...

4] Settings...
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The following window displays:

Virtual Machine Settings =)
Hordware: | Optons |
Device Summary Device status
K Memory 168 " S
[ procassors 1 [ Connect at power on
ShHard Disk (SCST) 80 GB
2 Co/ovD (10E) Auto detect R
T network Adapter  NAT Use physical drive:
3 usa Controler Present Auto detect
g:::rhd muﬂ @ Use IS0 image file:
B Display Auto detect Ciicentos\ensdo_L.5.0.250s0  +
ok ] [Ccancel ][ hep ]
9. Select the Memory option and change the RAM to at least 8 GB.
10. Select the Processors option and change the value to a total of at least two CPU Cores.
11. Select the CD/DVD option and then select the Use ISO image file option on the right.
12. Click the Browse button and select the ISO file provided by Fortinet for the FortiEDR Central Manager. Click OK.
13. Start the virtual machine. For example, by using the button shown below:
File Edit View VM Tabs Help | p v () £ ||
Lil;"ﬂl'b‘rl..ﬁg et [ stan up t.I;s. qu:e!.! luperating system |
S B Wy Corprte ["1JEnsiloServe
(T Windows 7 464 B Power on this virtua
Jq: Windows 7 SF1 285 5 Edit virtual machine
(5 Windows 8.1 164 Eh
(] CentOS build
(51 CentDS2 * Devices
@] EnsiloServer i Memaory
I:? Shared VMs [ Processors
2 Hard Disk (SCST)
4 C0/DVD (IDE)
The virtual machine automatically starts the installation process, which may take a few minutes.
14. Wait until a success message is displayed requesting that you reboot.
15. Reboot the virtual machine.
16. Log into the virtual machine in order to continue the installation process.
Login: root
Change the root password, by entering any password you want and then retype it. The password must be strong
enough according to Linux standards.
17. Enter fortiedr config.
18. At the prompt, enter your hostname and click Next.
Note — This can be any hostname.
19. At the prompt, select the role of the virtual machine. For this installation, which installs both the FortiEDR Central
Manager and FortiEDR Aggregator on the same machine, select (B) oth and click Next.
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20.

21.

22,

23.

24,

25.

26.

27.

28.
29.

30.
31.

32.
33.
34.

35.

Atthe Do you want to connect to EDR server? prompt, which relates to the FortiEDR threat-hunting
feature, select one of the following options:

e Select Yes if you have a threat-hunting license and then click Next. Perform steps 19 through 22 below.

e Select No if you do not have a threat-hunting license and click Next. Proceed to step 23 below.

Note —The threat-hunting repository must be installed before installing the FortiEDR Central Manager. For more details, see the Installing
the FortiEDR Threat-hunting Repository section on page 19.

At the prompt, enter the threat-hunting repository IP address and click Next. This address is set during
repository installation.

At the prompt, enter the threat-hunting repository port and click Next. The default port is 443. This port is set
during repository installation.

At the prompt, enter the threat-hunting repository user and click Next. This user is set during repository
installation.

At the prompt, enter the threat-hunting repository password and click Next. This password is set during repository
installation.

Note —The threat-hunting repository password can be different than the FortiEDR Central Manager registration password.

A list of network interfaces on this virtual machine displays. At the Pick your primary interface prompt,
select the interface to be used as the primary network interface through which all FortiEDR Cores and FortiEDR
Collectors will reach this server, and then click Next.

Atthe Do you want to use DHCP prompt, do one of the following:

e Select Yes to use DHCP and click Next. Proceed to step 30 below.

e Select No to configure the IP of this virtual machine manually, and then click Next. Perform steps 27 through 29
below.

At the prompt, enter the IP address of the machine that you are installing. Use the following format:

XXX XXX XXX.XXX/Yyyy, where yyyy is the routing prefix of the subnet.

At the prompt, enter the default gateway and click Next.

Atthe Please set your DNS server prompt, enter a valid IP address and click Next. Use the following format:

XXX.XXX.XXX.XXX/Yyyy, where yyyy is the routing prefix of the subnet.

At the prompt, select No for debug mode.

Atthe Please set the date prompt, verify the date and click Next. The installer automatically presents the

current date. You can change this date, if necessary.

Atthe Please set your Time prompt, set the time and click Next.

At the prompt, select the timezone and country in which the server is being installed.

Wait a few moments while the installation processes, until you see the ITnstallation completed

successfully message.

Log in for the first time, as described on page 29.

To install the FortiEDR Central Manager and FortiEDR Aggregator on different machines:

1.

To install only the FortiEDR Central Manager component, perform the entire To install the FortiEDR Central
Manager and/or FortiEDR Aggregator on the same machine procedure described on page 24.

To install only the FortiEDR Aggregator component, perform steps 1 through 22 in the To install the FortiEDR
Central Manager and/or FortiEDR Aggregator on the same machine procedure described on page 24. Then,
perform the steps described below.

Atthe Please enter the management IP address prompt, enter the IP address to be used for
communicating with the FortiEDR Central Manager and click Next.

Atthe Please enter your registration password prompt, enter the user and password used to register
the FortiEDR Aggregator with the FortiEDR Central Manager and click Next.

Perform steps 23 through 32 in the To install the FortiEDR Central Manager and/or FortiEDR Aggregator on the
same machine procedure described on page 24.
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FortiEDR CLI Commands

The following describes additional commands that you can perform in the FortiEDR Core, Repository Server, FortiEDR
Central Manager or FortiEDR Aggregator CLI. At the prompt, type fortiedr or fortiedr help to display them.

[root@FortiEDR-both-y ncrete-stinkbug ~]# fortiedr help
FortiEDR control & ma 0
Usage: fortiedr [componet]

3asic actions:
help

config
start

stop

status

xample

start
stop
restart
status
enable
disable

Specific Component Cont

port
C ge dns_name
andwidth> ~ change 0 andwidth limit in Kb/s
andwidth limit
i ndwidth limit
tor logs

set-properties <user> '<password>' set user and password

Launching the FortiEDR Central Manager for the First Time

Note —The procedure below enables you to define passwords. No passwords are provided by Fortinet.

To launch the FortiEDR Central Manager:

1. Use any standard Internet browser to connect securely (via https://) to the IP address and port of the machine on
which the FortiEDR Central Manager is installed, as follows:

https://<machine_IP_address>/
The default port is 443.
The FIRST TIME ADMINISTRATOR LOGIN window is displayed, as shown below:

F H T I n E T Create Admin User Set Device Registration Password

Getting Started
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Define the first administrator user to be allowed to log into the FortiEDR Manager by filling in the First Name, Last
Name, Email Address and Define administrator user name fields.

Enter and confirm the password to be used by this administrator user.

In the DEVICE REGISTRATION PASSWORD fields, enter and confirm the password to be used to install all
FortiEDR Collectors, FortiEDR Aggregators and FortiEDR Cores. This same password must be used by all.

~‘é’. Write this password down in a good place. This password will be needed each time a FortiEDR component is installed. If you forgot

your registration password, contact Fortinet support. FortiEDR support can reset your password and provide you with a new one.

5.

7.

Click the LOGIN button. The regular FortiEDR Central Manager Login page is then displayed, as shown below. The
page that displays varies, depending on whether the FortiEDR system is set up as a single-organization or
multi-organization system.

FiATINET e

LOGIN

Login Page in a Single-organization System Login Page in a Multi-organization System

Note — The FortiEDR system can be set up as a single-organization or multi-organization system. In a multi-organization system, all
users except an Administrator user must specify the organization in the Organization Name dropdown list. If a user is defined for an
organization, then he/she can log in to that organization. Otherwise, he/she cannot.

For more details about logging in to a multi-organization system, see Step 1 — Logging In to a Multi-organization System on page 185.
Note — If you forgot your user interface password, contact Fortinet support. Fortinet support can reset your password and provide you
with a new one.

Enter the administrator user name and password you have just defined and click the LOGIN button. All fields are
case sensitive. The following window displays automatically the first time you log into the FortiEDR Central
Manager:

EVENT VIEWER FORENSICS COMMUNICATION CONTROL v SECURITY SETTINGS INVENTORY ADMINISTRATION ¢ (@ simulation v admin v

LICENSING Installation ID: 1948053627 (PRI

ORGANIZATIONS
USERS

DISTRIBUTION
LISTS

EXPORT
SETTINGS

TOOLS

SYSTEM
EVENTS

IP SETS

License expired - Please contact system administrator

Send the displayed Installation ID to FortiEDRAdmin@fortinet.com by email in order to receive a license string from
Fortinet.
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8. Click the Load New License button. The following window displays:

LOAD NEW LICENSE

nsert license text string

nsert license string here

9. Copy/paste the license string that you received by email into the LOAD NEW LICENSE window and click the Load
License button. The following displays showing the relevant licensed entitlements:

amn
== DASHBOARD eventviewer @) Forensicsv communicaTion conTRoLY @) SECURITY SETTINGS ™ invENTORY™ @) ADMINISTRATION
LICENSING
installation ID: 981178622 Name: liorgolf444  Expiration Date: 19an-2021
ORGANIZATIONS
License Status Workstations Servers
USERS License Type: Ultimate
Protect Anywhere®: Available 3 5 Licenses In Use 1 1 Licenses In Use
3L N .
PISTRIBUTION Communication Control:  Available
LISTS
Forensics: Available ‘ ‘
EXPORT
SETTINGS Threat Hunting Available
TooLs Content Updates: Available
Vulnerability Management: Available
SYSTEM License Capacity 1000 workstations, 1000 servers, 100000 IoT devices
EVENTS | e e
InUse 35 workstations, 11 servers, 223 loT devices 965 Remaining Licenses 989 Remaining Licenses
[PoETS Remaining: 965 workstations, 989 servers, 99777 loT devices
CUSTOMIZE
Content

Content Version: 4390 Update Collectors

¢ Installation ID: Specifies the unique identifier that is automatically generated upon installation of the FortiEDR
Management server. You may be asked to provide this ID and the Name field when contacting Fortinet for
support.

o Name: Specifies the name of the organization in a multi-organization FortiEDR system. For more details, see
Chapter 11, Multi-tenancy (Organizations) on page 183.

o Expiration Date: Specifies when this license expires. Notifications will be sent to you beforehand.

e License Type: Specifies whether the Predict, Protect and Response license, Predict, Protect and
Response — Air-gapped license, Predict and Protect license or Protect and Response license was
purchased. The license type defines the availability of the relevant add-ons.

e Communication Control: Specifies the word Available if the Communication Control add-on is included in

the license.

o Forensics: Specifies the word Available if the Forensics add-on (described on page 130) is included in the
license.

e Threat Hunting: Specifies the word Available if the Threat hunting add-on (described on page 144) is included
in the license.

e Content Updates: Specifies the word Available if the Content Updates add-on is included in the license. This
add-on enables you to automatically receive the latest FortiEDR policy rule and built-in exception updates.
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LY
“9’ The system arrives with the latest content pre-installed. There is no need to install content during the initial installation.

The button enables you to update content, as well as to update the Collector version on any existing
Collector.
Content

Content Version: 4390

Update Collectors

To load content updates on your FortiEDR system, click the button and then select the content file to
. ; : . . : O
load. In a multi-tenant environment, the button is available in Hoster View _

If the content file contains a Collector update, you can update all Collectors with the new version at that time, or
choose to do so later.

Click the button to update the version for all Collectors.

| UPDATE COLLECTOR VERSION

COLLECTOR GROUP « WINDOWS VERSION MACOS VERSION LINUX VERSION
Default Collector Group 4.1.0Rev. 8 3.1.5Rev. 14 3.1.5Rev. 61
group1 4.1.0Rev.8 3.1.5Rev. 14 3.1.5Rev. 61
group2 4.1.0Rev.8 3.1.5Rev. 14 3.1.5Rev. 61
High Security Collector Group ~ 4.1.0Rev. 8 3.1.5Rev. 14 3.1.5Rev. 61
Insiders 410Rev. 8 3.15Rev. 14 315Rev. 61
Linux 410Rev. 8 315Rev. 14 3.15Rev.61
lior1 410Rev. 8 315Rev. 14 3.15Rev. 61

Update 0 selected groups to

version macOs version

Note: Version update involves sending 10Mb of data from the Central Manager to each Collector

| Cancel )

e Vulnerability Management: Specifies the word Available if the Vulnerability Management add-on (described on
page 147) is included in the license.

e License Capacity: Specifies the number of available licenses for protection by FortiEDR Collectors (for
workstations and servers). Only the number of FortiEDR Collectors allowed by the license can register with the
FortiEDR Central Manager. Additional FortiEDR Collectors are not registered with the FortiEDR Central Manager.
In addition, the number of loT devices specified under the License Capacity determines whether or not loT
Discovery is available (zero number).

e In Use: Specifies the number of FortiEDR licenses for workstations and servers that are currently in use. In
addition, it specifies the number of 0T devices detected in the system thus far.

e Remaining: Specifies the number of FortiEDR licenses for workstations and servers that are still available for use.

e Regarding questions about the number of licenses purchased, you may contact Fortinet support.
The FortiEDR Central Manager Server and console are now fully installed.

Continue to install the other system components (as described below) before using the FortiEDR Central
Manager to configure the system.
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Installing the FortiEDR Core

Preparing for FortiEDR Core Installation

The workstation, virtual machine or server on which the FortiEDR Core will be installed, must meet the following
requirements:

Complies with the requirements described in the System Requirements section on page 18.

Has connectivity to a Local Area Network (for wired users) or a Wireless Network (for wireless users). If there is no

connectivity, consult your IT support person.

Has connectivity to the FortiEDR Aggregator. You can check this by browsing to the Aggregator’s IP address. For

problems connecting, see page 181.

Has connecitivity to the FortiEDR Reputation Server at reputation.ensilo.com. Connectivity is recommended for

enhanced security.

If the FortiEDR Core is deployed on your organization's premises (on-premises) and you use a web proxy to filter

requests, then before running the installer, set the system proxy to work with an HTTPS connection, as follows:

o Edit the file /etc/lenvironment to have a proxy address configuration, https_proxy or PAC address.
For example: https_proxy=https://192.168.0.2:443 , or for PAC:
https_proxy=pac+http://192.168.200.100/sample.pac, where the sample.pac file contains an HTTPS
address of the proxy.

If the definitions of the system proxy are placed somewhere other than /etc/environment, then:

o Copy the definitions to the file /etc/environment. Note that this affects all processes on the Linux system.

e Define a specific environment variable for the FortiEDR Linux Core with the name nslo_https_proxy at the file
letc/environment.
For example: nslo_https_proxy=https://192.168.0.2:443 or for PAC:
nslo_https_proxy=pac+http://192.168.200.100/sample.pac

Note — For more details about installing a Core in a multi-organization environment, see the Core Registration section on page 184.

Installing the FortiEDR Core on Linux

The following describes how to install the FortiEDR Core on Linux.

To install the FortiEDR Core on Linux:

1.

Create a new virtual server. For example, by selecting File = New Virtual Machine.... The following window
displays:

I3 k|
New Virtual Machine Wizard [

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

@) Typical (recommended)
Create 8 Workstation 11,0 virtual machine
in a few easy steps,

VMWARE Custom {advancad)

WORKSTATION Create a virtual machine with advanced

options, such as a SCSI controller type,
wirtual disk type and compatbility with
older YMware products.
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2. Select the Typical option and click Next. The following displays:

New Virtual Machine Wizard |

Guest Operating System Installation
A virtual machine is ke a physical computer; it needs an operating
system, How will you install the guest operating system?
Install from:
7) Installer dec:

L4 DVD RW Drive (D:) g

) Installer disc image file (iso):

cicentos\enslo_2.0.0,236.ls0 - Browse...

@ I will install the operating system later,
The virtual machine will be created with a blank hard disk.

[C<Bs | [ memt> | [ coma |

3. Select the I will install the operating system later option and click Next. The following displays:

New Virtual Machine Wizard [

Select a Guest Operating System
‘Which operating system will be installied on this virtual machine?

Guest operating system
(2 Microsaft Windows
() Nowel NetWare

() Solaris

[ <Bace ][ Met> |[ concel |

4. Select the Linux radio button. In the Version field, select CentOS 64-bit and click Next. Alternatively, you can
select a different generic Linux 64-bit option in the Version field. The following displays:

Mew Virtual Machine Wizard e~

Name the Virtual Machine
‘What name would you ke to use for this virtual machine?

The default location can be changed at Edit > Preferences.

[ <Back | [ mext> || camcal |
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5. Specify a name for the virtual machine such as FortiEDRCore and the location in which to store the provided ISO
file and click Next. The following displays:

New Virtual Machine Wizard s

Specify Disk Capacity
How lange do you want this disk to be?

The virtual machine’s hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger a5 you
add applications, fies, and data to your virtual machine,

Maamm disk size (GB): 8.0 5
Recommended size for CentOS 64-bit: 2068

) Store virtual dek a3 a sngle fle
@ Spht virtual disk into multiple: fles

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very lange disks,

[ <Bocx | [Next> ] [ comesl |

6. Change the Maximum disk size to 80 GB, leave the default option as Split virtual disk into multiple files and
click Next. The following displays:

Mew Virtual Machine Wizard i

Ready to Create Virtual Machine
Click Finish to areate the virtual machine. Then you can install CentOS
G-bit.

The virtual machine will be reated with the following settings:

Hame: EnsloServer -
Location: Mg \inux \centosd
Version: Werkstabon 11.0

Operating System:  CentDS §4-bit

m

Hard Disk: 80 GB, Spit

MEmary: 1024 MB

Metwork Adapter: NAT W
Other Devices: CDJOVD, USE Controller, Printer, Sound Card -

Cusstomize Hardware...

[ =Bk ][ _Fnsh ][ come |
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7. Click Finish.
8. Right-click the new machine and select the Settings option.

File Edit View VM Tsbs Help | P = |
Library x

| Q Type here to search .
L

= [ My Computer
(5 Windows 7«64
(51 Windows 7 SP1 186
(5) Windows 8.1 164
() CentOS build
(51 CentOS2

(5 Shared VM5 Close Tab
Mark as Favorite

Rename...
Remove

() Power »
Removable Devices 3

Pause

Send Ctrl+Alt+Del

Grab Input

(7 Snapshot »
Capture Screen

3 Manage »

Install VMware Tools...

4] Settings...

The following window displays:

Virtual Machine Settings =)
- m—— Device status
- 168 Connected
& Processors 1 [¥] Connect at power on
SlHard Disk (SCSI) 8068
) coovo (10€) Auts detect S
FNetwork Adapter AT 1) Use physical drive:
D usscontroler  Present A et =
&) Sound Card Auto detect
b Printer ¢ @) Uise ISO image file:
Bipsplay Auto detect Ciicentosensio_L5.0.25050 [ Browese... |
[Cok ] [Cconad ] ([ tep ]
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10.
1.
12,
13.

14.
15.
16.

17.
18.
19.
20.

21.

22,

23.

24,

25.

Select the Memory option and change the RAM to at least 8 GB.

Select the Processors option and change the value to a total of at least two CPU Cores.

Select the CD/DVD option and then select the Use ISO image file option on the right.

Click the Browse button and select the ISO file provided by Fortinet for the FortiEDR Core. Click OK.

Start the virtual machine. For example, by using the button shown below:
File Edit View VM Tasbs Help | P ~ () 0|0
Library

[ Start up this guest operating system i
- -

ﬂEnsiloSewa

P> Power on this virtua
'E]Edlt virtual machine

Q, Type here to search

= = My Computer
(7] Windows 7 64
(51 Windows 7 5P1 x86
_E' Windows 8.1 54
(5 CentOS build

(51 Cent052 * Devices
_E EnsiloServer i Memory
£ Shared ViMs [d Processors
2 Hard Disk (SCS)
4 CD/OVD (IDE)

The virtual machine automatically starts the installation process, which may take a few minutes.

Wait until a success message is displayed requesting that you reboot.

Reboot the virtual machine.

Log into the virtual machine in order to continue the installation process.

Login: root

Change the root password, by entering any password you want and then retype it. The password must be strong

enough according to Linux standards.

Enter fortiedr config.

At the prompt, enter your hostname (any hostname) and click Next.

At the prompt, select the role of the virtual machine. For this installation, select CORE and click Next.

At the prompt, enter the registration password, which is described on page 29.

Note that if this is a multi-tenant setup and this Core is to belong only to a specific organization, then the password

should match the registration password that was provided upon creating that organization (listed under

ADMINISTRATION = ORGANIZATIONS tab of the FortiEDR Central Manager).

At the prompt, enter the Aggregator external IP address followed by the port (optional). If a port is not provided, the

default port 8081 is used.

At the prompt, enter this machine’s external IP address followed by the port (optional). If a port is not provided, the

default port 555 is used.

At the prompt, enter the Organization name. For a non-multi-tenant setup, this must be left empty.

A list of network interfaces on this virtual machine displays. At the Pick your primary interface prompt,

select the interface to be used as the primary network interface through which all FortiEDR Cores and FortiEDR

Collectors will reach this server, and then click Next.

Atthe Do you want to use DHCP prompt, do one of the following:

e Select Yes to use DHCP and click Next. Proceed to step 29 below.

e Select No to configure the IP of this virtual machine manually, and then click Next. Perform steps 26 through 34
below.
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26.

27.
28.

29.
30.

31.
32.
33.

34.

35.
36.

At the prompt, enter the IP address of the machine that you are installing. Use the following format:

XXX XXX XXX XXX/YYYY, where yyyy is the routing prefix of the subnet.

At the prompt, enter the default gateway and click Next.

Atthe Please set your DNS server prompt, enter a valid IP address and click Next. Use the following format:
XXX.XXX.XXX.XXX/YyYyy, where yyyy is the routing prefix of the subnet.

At the prompt, select No for debug mode.

Atthe Please set the date prompt, verify the date and click Next. The installer automatically presents the
current date. You can change this date, if necessary.

Atthe Please set your Time prompt, set the time and click Next.

At the prompt, select the timezone and country in which the server is being installed.

At the Do you want to enable Web proxy prompt, select one of the following:

e No (the default)

e Yes (only for an on-premises Core installation, which should be configured to pass a web proxy)

Wait a few moments while the installation processes, until you see the Installation completed
successfully message.

To verify that core installation succeeded, use the fortiedr status and fortiedr version commands.

Verify that the FortiEDR Core details are listed in the INVENTORY tab of the FortiEDR Central Manager.

Installing FortiEDR Collectors

Preparing for FortiEDR Collector Installation

The communicating device on which the FortiEDR Collector will be installed, must meet the following requirements:

Complies with the requirements described in the System Requirements section on page 18.

Has connectivity to a Local Area Network (for wired users) or a Wireless Network (for wireless users). If there is no
connectivity, consult your |IT support person.

Has connectivity to the FortiEDR Core and the FortiEDR Aggregator. You can check this by browsing to the Core’s
IP address and the Aggregator’s IP address. For problems connecting, see page 181.

If the FortiEDR Collector is deployed on your organization's premises (on-premises) and you use a web proxy to
filter requests, then before running the installer, set the system proxy to work with an HTTPS connection, as
follows:

o Edit the file /etc/environment to have a proxy address configuration, https_proxy or PAC address.
For example: https_proxy=https://192.168.0.2:443 , or for PAC:
https_proxy=pac+http://192.168.200.100/sample.pac, where the sample.pac file contains an HTTPS address of
the proxy.

If the definitions of the system proxy are placed somewhere other than /etc/environment, then:

e Copy the definitions to the file /etc/environment. Note that this affects all processes on the Linux system.
o Define a specific environment variable for the FortiEDR Linux Collector with the name nslo_https_proxy at the
file /letc/lenvironment.

For example: nslo_https_proxy=https://192.168.0.2:443 or for PAC:
nslo_https_proxy=pac+http://192.168.200.100/sample.pac

Note — For more details about installing a Collector in a multi-organization environment, see the Collector Registration section on page 184.

Installing a FortiEDR Collector

Only the number of FortiEDR Collectors allowed by the license can register with the FortiEDR Central Manager.

Additional FortiEDR Collectors cannot register with the FortiEDR Central Manager.
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You can uninstall a FortiEDR Collector from a device and then delete it from the FortiEDR INVENTORY (page 73) if you
would like to add another FortiEDR Collector.

When a user attempts to uninstall the Collector from a Windows OS device, he/she must supply the registration
password.

In order to stop the FortiEDR service from running on a Windows OS device, enter the following command:
C:\Program Files\Fortinet\FortiEDR\ = NsloCollectorService.exe --stop and then provide the registration password
in the pop-up windows.

Installing a FortiEDR Collector on Windows

To install a FortiEDR Collector on Windows:

1. Run the FortiEDR Collector installation file. Use the FortiEDRCollectorinstaller32.msi file if you are using a 32-bit
operating system; or use the FortiEDRCollectorinstaller64.msi file if you are using a 64-bit operating system.

The FortiEDR Collector setup wizard launches, as shown below:

ﬁ Fortinet Endpoint Detection and Response Platform = X

Welcome to the Fortinet Endpoint Detection and -
Response Platform Setup Wizard ]

The installer will guide you through the steps required to install Fortinet Endpoint
Detection and Response Platform on your computer.

WARNING: This computer program is protected by copyright law and international
treaties. Unauthorized duplication or distribution of this program, or any portion of it,
may resultin severe civil and criminal penalties, and will be prosecuted to the
maximum exient possible under the law.

2. Click Next. The following displays:

ﬁ Fortinet Endpoint Detection and Response Platform = X

Select Installation Folder [l

The installerwn;[msla\l Fortinet Endpoint Detection and Response Platform to the
following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click..

Eolder:
C:\Program Files\Fortinet\ForiEDR\ Browse...
Disk Cost..
Cancel < Back
FortiEDR Installation and Administration Manual 39

Fortinet Technologies Inc.



Chapter 2 — INSTALLING FortiEDR

4,
5.

Leave the default FortiEDR Collector installation folder or change it as necessary. Click Next. The following
displays:

## Fortinet Endpoint Detection and Response Platforr
Collector Configuration (el
249
AggregatorAddress:  [10.51.121.42 Port [3081
R tion P: d ” |
Organization: |
Advanced:
[JVDI (vitual Desktop Infrastructure) installation
[JUse System Proxy Settings
Cancel < Back & Install

In the Aggregator Address field, specify the FortiEDR Aggregator domain name or IP address.
In the Port field, specify the FortiEDR Aggregator port (8081).

&i;; When upgrading a FortiEDR Collector, the Aggregator address field can be left empty — in order to retain the previously defined

Aggregator address.

6.

In the Registration Password field, enter the device registration password that you defined, as described on
page 30.

For a multi-organization FortiEDR system, enter the name of the organization in the Organization field. For more
details, see the Collector Registration section on page 184.

If you are installing the Collector on a VDI environment, check the VDI checkbox. For more details, you may refer to
the Working with FortiEDR on VDI Environments section on page 48.

If you use a web proxy to filter requests in this device’s network, then check the Use System Proxy Settings
checkbox. Note that Windows must be configured to use a proxy and tunneling must be allowed from the Collector
to the Aggregator on port 8081 and from the Collector to the Core on port 555. (Run as Administrator: netsh
winhttp set proxy <proxy IP >).

Click Next twice to start the installation. Windows may possibly display a message requesting that you confirm the
installation. Please do so.
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10. After the installation of the FortiEDR Collector has been successfully completed, the following window displays:
ﬁ Fortinet Endpoint Detection and Response Platform = X

Installation Complete -

Fortinet Endpoint Detection and Response Platform has been successfully installed.

Click "Close” to exit

Please use Windows Update to check for any critical updates to the .NET Framework.

Cancel < Back Close

Check Windows Services to verify that the FortiEDR Collector Service service is running, as shown below:

Services - X
File Action View Help

o | [ E S Hml v 8 uwn

. Services (Local) Mame Description Status Startup Type Log On As G

- <IFortiEDR Collector Service  Host component of the Fortinet Endpoint Detection and Response Platform Running  Automatic Local System

&} Function Discovery Provid... The FDPHOST service hosts the Function Discovery (FD) network discovery p... Manual Local Service

11. Verify that the FortiEDR Collector details are listed in the INVENTORY tab of the FortiEDR Central Manager
console (page 68). Select the New filter to display a list of newly registered FortiEDR Collectors, as shown below:

liorgolfa44 ~ DASHBOARD eventviewer @ Forensicsw coMMUNICATION ConTRoLY @) SECURITY SETTINGS™ nventorry @) aominisTramion (D

COLLECTORS (2/47)
é New v 8% Create Group ete v Enable/Disable ¥ solate ¥ Export ¥ Uninstai
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os 3 MAC ADDRESS VERSION STATE LAST SEEN
emulation
7 an)
ga-performance-2-Test_1 nce-2-Test_T\emu  Windows 10 1051.121.18 06-D4-C4-53-01-AD 21022 ® Disconnected  Yesterday

lior1
(1/9)

Installing a FortiEDR Collector on an Mac Operating System

To install a FortiEDR Collector on an Mac operating system:

1. Double-click the *.dmg file named FortiEDRCollectorinstallerOSX_1.3.0.xxx.dmg. The following window displays:

«

FortiEDRInstaller0SX_3.1.5.2
4.pkg
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2. Double-click the *.pkg file named FortiEDRCollectorinstallerOSX_1.3.0.xxx.pkg

Y& Install FortiEDR Endpoint Detection and Response )

Welcome to the FortiEDR Endpoint Detection and Response Installer

You will be guided through the steps necessary to install this

Introduction
software.

Continue

3. Click Continue.

4. Select the destination disk and click Continue. The following window displays:
e Install FortiEDR Endpoint Detection and Response

Standard Install on “Mac"

oducton This will take 21.8 MB of space on your computer.
Destination Select Click Install to perform a standard installation of this software

Installation Type onthe disk “Mac”.

Go Back Install

FortiEDR Installation and Administration Manual
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5. Specify the installation location and click Install. The following window displays:

[ [ ] @ Fortinet Endpoint Detection and Response Collector Config
Collector Configuration u

Aggregator Address: (example: 192.168.0.1)
| Port: 8081

Registration Password:

Organization:

Group:

Advanced:

Use System Proxy Settings

Cancel Apply

6. Inthe Aggregator Address field, enter the IP address of the Aggregator in the first box and the port of the
Aggregator in the adjacent (Port) box.

7. In the Registration Password field, enter the registration password, as described on page 30.

8. Leave the Organization field empty or for a multi-tenant setup, insert the organization to which this Collector
belongs (as it appears under the ADMINISTRATION =» ORGANIZATIONS tab of the FortiEDR Central Manager).

9. If you use a web proxy to filter requests in this device’s network, then check the Use System Proxy Settings
checkbox. Note that the MacOS must be configured to use a proxy and that the proxy must support HTTPS before
installing the Collector (System Preferences = Network = Advanced =» Proxies).

10. Click Apply. The following window displays:

Q¢ Install FortiEDR Endpoint Detection and Response

The installation was completed successfully.

Introduction

Destination Select

Installation Type

Installation

Summary

The installation was successful.

The software was installed.

11. Click Close.
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Installing a FortiEDR Collector on Linux

To install a FortiEDR Collector on Linux:

1.

O No gk

Run the FortiEDR Collector installation file for 64-bit servers using the following command:

e CentOS:
sudo yum install FortiEDRCollectorInstaller_%Linux_distribution%-%version_number%.x86_64.rpm
For example, sudo yum install FortiEDRCollectorinstaller_CentOS6-3.1.0-74.x86_64.rpm.
e Ubuntu:
sudo apt-get install FortiEDRCollectorlnstaller_Ubuntu-%version_number%.deb
For example, sudo apt-get FortiEDRCollectorinstaller_Ubuntu-3.1.0-74.deb.

After the installation is completed, run the following:

sudo /opt/FortiEDRCollector/scripts/fortiedrconfig.sh

Specify the FortiEDR Aggregator domain name or IP address.

Enter the FortiEDR Aggregator port information (usually 8081).

For a multi-tenant setup, enter the organization. Otherwise, leave the organization empty.

Enter Collector Group information or leave empty to be registered to the default Collector Group.

Enter the device registration password, which is described on page 30.

At the Do you want to connect via proxy (Y/N)? prompt, type Y if your setup includes a web proxy. For more
details, see page 38.

Automated FortiEDR Collector Deployment on Windows

FortiEDR can be installed automatically via any software installation and distribution system.

To deploy a FortiEDR Collector via a command line:

1.

Use the following command syntax:

msiexec /i FortiEDRCollectorInstaller64.msi /gqn AGG=10.0.0.1:8081 PWD=1234

For example, to install a FortiEDR Collector on a 64-bit machine, connect it to a FortiEDR Aggregator on IP address
10.0.0.1 and use the device registration password 1234, enter the following command:

msiexec /i FortiEDRCollectorInstaller64.msi /gn AGG=10.0.0.1:8081 PWD=1234

You can specify which Collector Group to assign this Collector to by adding the DEFGROUP parameter. This

parameter is optional. When you specify this parameter, the first time that this Collector registers with the system, it
is automatically assigned to the Collector Group specified by the DEFGROUP parameter.

For example, to install a FortiEDR Collector on a 64-bit machine, connect it to a FortiEDR Aggregator on IP address
10.0.0.1, use the device registration password 1234, use the DEFGROUP parameter and enter the following
command:

msiexec /i FortiEDRCollectorInstaller64.msi /gqn AGG=10.0.0.1:8081 PWD=1234
DEFGROUP=server

Note —The name of the Collector MSI file may be different.
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For Collectors version 3.0.0 and above, you can set a designated group and/or organization. To do so, enter the
following command:

./CustomerBootstrapGenerator --aggregator [IP] --password '[PASSWORD]' --
organization '[ORGANIZATION]' --group '[GROUP]' > CustomerBootstrap.js

Using web proxy can be configured for Collectors version 3.0.0 and above. To do so, append the parameter
PROXY=1 to the command syntax shown above.

In general, a FortiEDR Collector does not require the device on which it is installed to reboot after its installation.
However, in some cases, you may want to couple the installation of the FortiEDR Collector with a reboot of the
device. To do so, append the parameter NEEDREBOOT=1 to the command syntax shown above.

Collectors that are installed with this flag appear in the FortiEDR Central Manager as Pending Reboot (page 72)
and will not start operating until the after the device is rebooted.
Note — In general, rebooting the device after installing a FortiEDR Collector is good practice, but is not mandatory. Rebooting may

prevent a threat actor from attempting to exfiltrate data on a previously existing connection that was established before installation of the
FortiEDR Collector.

If your software distribution system does not allow the addition of specific parameters to the command, you can use
the provided FortiEDRCollectorSilentinstallerGenerator utility to create a custom FortiEDR Collector installation
package with the required IP address and password already embedded inside. This file is located in the FortiEDR
Collector installation folder. For more details, see the Creating a Custom FortiEDR Installer section on page 46.

Automated FortiEDR Collector Deployment on Mac

To deploy a FortiEDR Collector via a command line:

1. Run the following command line to generate the settings file:
./CustomBootstrapGenerator --aggregator [IP] --password [PASSWORD] >
CustomerBootstrap.jsn
If the Aggregator port is different than 8081 (which is set by default), you can add the following:
./CustomBootstrapGenerator --aggregator [IP] --password [PASSWORD] --port 8083 >
CustomerBootstrap.jsn
The following are optional parameters that can be used with the custom installer generator:
e |f the Collector should be part of a designated Collector Group, use --group ‘[GROUP]".
e For a multi-tenant setup, the organization to which this device belongs to can be added using
--organization ‘[ORGANIZATION]’.
e |f a web proxy is being used to filter requests in this device’s network, use —-useProxy '1"'.
The following is an example that includes all optional parameters:
./CustomBootstrapGenerator --aggregator [IP] —--password [PASSWORD] --useProxy
'l'" --organization ‘[ORGANIZATION]’ --group ‘[GROUP]’ > CustomerBootstrap.jsn
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Creating a Custom FortiEDR Installer for Windows

Creating a custom installer for your customers enables the swift deployment of FortiEDR Collectors into your
environment.

Before you create a custom installer, review the guidelines below:

e When creating a custom installation file, the Silent Installer Generator overwrites its source files. Therefore, be
sure to create a copy of the MSI files before running the Silent Installer Generator.

e The Silent Installer Generator can create 32-bit and 64-bit MSI installers.

e The Silent Installer Generator requires empty fields. The target MSI files must not have been previously
modified. An error displays if the configurator cannot set the parameters, as shown in the Failed message

| B Generate Collector Silent Installe — | 1 @ Generate Collector Silent Installe _
[ i
Agent Installation Package I Agent Installation Package
‘ C:VJsers\kEfEnF\DESkmu\test\FurﬂEDRCuHEEmrlnsﬁﬂerﬂ,‘ Browse... | c:wsers\kerenf\oeskmp\testv:nmEDRCnllecmrInsmuersz,| Browse...
|
| Aggregator address:port | 10.51.121.42 ‘ : |3091 | | " Aggregator address:port ‘ 10.51,121,.42 ‘ : |8081 | ‘
Registration password seseeeee [ ‘ Registration passward ‘ ) ‘
Collector Group | ‘ Collector Group ‘ ‘
Organizd Error x Orgd Success x
[Delar r Only) (! Drly)
Clvirtu @ Failed to modify the installation package [vi 0 Successfully processed the installation package
Cuse [
Disalj
= 0
Altitude tramoows comecor I Mtitue-trmrams comecror T
Only) Only)
Select Collector Operating System Select Collector Operating System
(®) Windows Collector (® Windows Collector
(O)macos Callector {You don't need to provide Agent Installation Package) ) macOs Collector {You don't need to provide Agent Installation Package)
Linux Collector Linux Collector
‘ Generate Exit | | Generate Exit

Preparing the Files

Before you begin, verify that you have the following three files (version numbers may vary):

ﬁl FortiEDRCollectorlnstaller32_4.1.0.49.M5]
ﬁ':'}' FortiEDRCollectorlnstallerd_4.1.0.49.M5]
¥ FortiEDRCollectorSilentinstallerGenerator_4.1.0.49.exe

It is important that these files remain unaltered so that you can create new custom installers in the future.

To prepare the files:

1. Create a new folder for the customer.
2. Copy the MSI files into this folder. Do not move the files into this folder.

3. Modify the name of the Collectors to include the organization’s name, in order to easily locate the proper installer.
For example, ClientA_FortiEDRCollectorinstaller64_x.x.x.xxx.MSI.
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Creating Custom Installers

To create a customer FortiEDR installer for Windows:

1. Open the Silent Installer Generator file (FortiEDRCollectorSilentinstallerGenerator_#.#.#.###.exe).
2. Click the Browse... button.
3. In the browser window, locate the copied MSI files that you prepared.
4. Select the first MSI file (FortiEDRCollectorlnstaller32_x.x.x.xxx.MSI ) and click Open.
5. Fillin the Aggregator DNS/address:port fields, as follows:
e The Aggregator address is the FQDN for your console. For example, crptoblkr.console.ensilo.com.
o Keep the default port 8081 unless otherwise directed.
6. Fillin the Registration Password. This is the password created for your customer’s organization within your
console. To locate this password:
e Open the FortiEDR Management Console.
e Click the Administration tab.
¢ Inthe left pane, select Tools.
onsugons  mentvienee@)  romnscsv commmcanonconmory @) scuRmvseincsy imventorrw @) Aowanseanon @D
LICENSING
AUDIT TRAIL
ORGANIZATIONS Download audit trail ~ From To
USERS COMPONENT AUTHENTICATION
Display the device registration password
DISTRIBUTION The device registration password is required in order to install or uninstall components from the system
LISTS
EXPORT AUTOMATIC UPDATES
SETTINGS Automatically update Collectors to the latest revision
TOOLS
END USERS NOTIFICATIONS
SYSTEM + Show System Tray Icon with Collector Status
EVENTS
+ Show a Pop-up Message for Any Prevention Activity
IP SETS
Contact your system administrator if a trusted application is blocked.
CUSTOMIZE
10T DEVICE DISCOVERY
Perform ongoing device discovery Last discovery: 05-Feb-2020 Test network discovery | select Collector -
Auto-grouping on the inventory by | Category
e Click the green Display button under Component Authentication. The Device Registration Password window
displays:
DEVICE REGISTRATION PASSWORD
Registration password: 12345678
(cose )
e Copy the password shown.
7. [Optional] If you want the installer to automatically place the device within a designated Collector Group and/or
Organization, fill in the Collector Group and/or Organization fields, respectively.
Note — The Collector Group field is case sensitive. If the name entered does not match an existing Collector Group at the time of device
registration, the device is placed in the default Collector Group.
If you are working with large groups of Collectors, you may want to create a custom installer for each group within
the organization.
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Alternatively, you can modify the default Collector Group before deployment so that all new Collectors go into the
designated group, and then change the default to the next group. If you select this method, be aware that any
Collectors that have been deleted, but not uninstalled from the device, are re-registered into the default group if
they reconnect.

8. [Optional] If you want the installer to automatically place the device within a designated organization, fill in the
Organization field.

9. [Optional] If you use a web proxy to filter requests in this device’s network, then check the Use System Proxy
Settings checkbox.

10. Disregard all other options unless directed to do so by Fortinet Support.

11. Repeat this procedure for the second MSI installer (FortiEDRCollectorinstaller64_x.x.x.xxx.MSlI ) in your
customer folder.

Creating a Custom FortiEDR Installer for MAC

To create a custom installer for MAC, the same tool can be used.

To create a custom installer for MAC:

On a Windows system, run the FortiEDRCollectorSilentInstallerGenerator_3.1.0.159.exe file.
Click the MacOS Collector radio button.

Fill in the Aggregator IP or DNS Name and Port.

Fill in the registration password for the organization in which the Collector is to be installed.

aprwbd-=

(Optional) Fill in the Organization and Group.

Note — This is case sensitive and must be spelled correctly. Leave blank is not installing in a custom organization.
6. Click Generate.

Note — There is no need to browse and select the current installer, as is done for Windows.
After clicking the Generate button, a browse window opens in which you select the location of the settings file.

When clicking Save, a *.jsn file is created in the specified location, which includes the preferred settings. At that point,
you should:

1. Copy the settings file to the MacOS system you want to install in the following location:
Itmpl.CollectorBootstrap.jsn.

2. Run the following command to install using the specified settings:
sudo installer -pkg <package path> -target /
For example, if the package file is FortiEDRInstallerOSX_2.5.2.38.pkg, you should use the following command:
sudo installer -pkg ./FortiEDRInstallerOSX 2.5.2.38.pkg -target /

Working with FortiEDR on VDI Environments

The FortiEDR Collector should be installed on the VMware Horizon or Citrix XenDesktop master image only.

When installing the Collector, set the VDI-designated installation flag. To do so, append the parameter VDI=1 to the
command syntax shown above or check the VDI checkbox in the installation wizard, as shown on page 40.

In installations on VMware Horizon-based environments, there is no need to generate Collector groups in the user
interface. Any newly generated virtual desktop is automatically assigned to the default VDI Collectors group. Upon first
user login to the virtual desktop, FortiEDR automatically generates a Collector group that corresponds with the
respective pool name, as specified in VMware Horizon. Any Collector that is installed on a virtual desktop that is part of
this pool is automatically assigned from the default VDI Collectors group to the corresponding Collector group,
regardless of whether the pool definition in VMware is dedicated or floating. In effect, Collector groups in the FortiEDR
user interface are a copy of the virtual machines’ pool on VMware Horizon.
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Any newly created Collector group is automatically assigned to an out-of-the-box predefined policy. This mechanism
ensures that any newly created virtual machine is automatically and immediately protected by a unique instance of the
FortiEDR Collector.

IMPORTANT — When using FortiEDR automatic updates to Collectors via the Central Manager, make sure to update the master image too.
Otherwise, every time that a new environment is created from the master image, an automatic update is performed, which can overload
network traffic.

Working with FortiEDR on VDI Environments for Citrix XenDesktop VDI or XenApp

The FortiEDR Collector should be installed on the Citrix XenDesktop/XenApp master images to ensure that the Citrix
virtual environment is protected. It is also recommend to install the Collector on the Windows servers that runs the
entire Citrix platform.

When installing the Collector, set the VDI-designated installation flag. To do so, append the parameter VDI=1 to the
command syntax shown above or check the VDI checkbox in the installation wizard, as shown on page 40.

In installations on Citrix environments, there is no need to generate Collector groups in the user interface. Any newly
generated virtual desktop or XenApp Server is automatically assigned to the default VDI Collectors group. Upon first
user login to the virtual desktop/XenApp server, FortiEDR automatically generates a Collector group that corresponds
with the respective pool name, as specified in Citrix delivery group configuration. Any Collector that is installed on a
virtual desktop/XenApp server that is part of this pool is automatically assigned from the default VDI Collectors group to
the corresponding Collector group. In effect, Collector groups in the FortiEDR user interface are a copy of the virtual
machines’ pool on Citrix delivery group configuration.

Any newly created Collector group is automatically assigned to an out-of-the-box predefined policy. This mechanism
ensures that any newly created virtual machine/XenApp server is automatically and immediately protected by a unique
instance of the FortiEDR Collector.

IMPORTANT — When using FortiEDR automatic updates to Collectors via the Central Manager, make sure to update the master image too.

Otherwise, every time that a new environment is created from the master image, an automatic update is performed, which can overload
network traffic.

Uninstalling a FortiEDR Collector

Uninstalling a FortiEDR Collector can be performed using the following methods:

e From the Central Manager Inventory page (recommended)

e Through the operating system’s application management (for example, Add or Remove Programs on Windows)
e Using dedicated FortiEDR scripts

This section describes how to uninstall a FortiEDR Collector with Fortinet scripts.

Linux

The Collector should be stopped before running the uninstall command.

To start or stop the Collector:
e (CentOS 6, CentOS 7 and Ubuntu:
Start: /opt/FortiEDRCollector/control.sh --start

Stop: /opt/FortiEDRCollector/control.sh --stop <registration password>
For example: / opt/FortiEDRCollector/control.sh --stop 12345678

To check the status of the Collector:

e (CentOS 6, CentOS 7 and Ubuntu:
/opt/FortiEDRCollector/control.sh —--status
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To uninstall the Collector on Linux:

Before uninstalling, the Collector must first be stopped using its password. Then, run the following:
e CentOS:
= rpm -qa | grep fortiedr | xargs rpm —e

—OR—
= yum remove <package name>
e Ubuntu:

= dpkg --purge fortedricollectorinstaller
Mac (Version 2.6.3)

To uninstall the Collector on Mac:

e sudo /Library/FortiEDR/fortiedr_uninstaller.sh REGISTRATION PASSWORD
Note — It is good practice to use REGISTRATION PASSWORD wrapped with single quotes so that it is interpreted correctly by the shell.

For example,
sudo /Library/FortiEDR/fortiedr uninstaller.sh '!EPdzv30Obreak'.

Windows

To uninstall the Collector on Windows:

e Run the following command as administrator:
msiexec /x FortiEDRCollectorInstaller X.msi /qn UPWD= REGPWD RMCONFIG=1

Replace REGPWD with the correct registration password that was used for the install.

Upgrading FortiEDR Components

This section describes how to upgrade the components in the FortiEDR system.

Upgrading to a newer build number (major.minor.patch.build) can be done in any order. However, upgrading to newer
major/minor versions (major.minor.patch.build) should be done top-down in the following order:

e FortiEDR Threat-hunting Repository

e FortiEDR Central Manager Server and FortiEDR Aggregator

e FortiEDR Cores

e FortiEDR Collectors

Upgrading the Central Manager

The required upgrade file is provided to you by Fortinet. Use it to perform the procedure below. If both the Central
Manager and the Aggregator are installed on the same machine, you only need to perform this procedure once to
upgrade both components.
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To upgrade the Central Manager:

1.

Copy the FortiEDRInstaller_x.x.x.xxx.x file to the Central Manager machine. You can place the file anywhere on
the Linux machine. For example, FortiEDRInstaller_2.0.0.330.x.

Change the chmod 755 permission and the pathc name in order to enable you to run the upgrade, as shown
below:

[root@dan ~]# chmod 755 FortiEDRPatch 2.0.0.330.x

Run the upgrade, as shown below:
[root@dan ~]# ./FortiEDRPatch 2.0.0.330.x

Wait for the upgrade to complete, as shown below:

FortiEDR patch 2.0.0.330 finished
[root@dan ~]#

Upgrading the Aggregator

The procedure for upgrading the Aggregator is the same as that for updating the Central Manager. You only need to
perform the procedure a second time if the Aggregator is installed on a different machine than the Central Manager.

For more details, you may refer to the Upgrading the Central Manager section on page 50.

Upgrading the Core

To upgrade the Core:

1.

Copy the FortiEDRCorelnstaller_x.x.x.x.x file to the Core machine. You can place the file anywhere on the Linux
machine. For example, FortiEDRCorelnstaller_3.1.1.90.x.

Change the chmod 755 permission and the patch name in order to enable you to run the upgrade, as shown
below:

[root@dan ~]# chmod 755 FortiEDRCoreInstaller 3.1.1.90.x
Run the upgrade, as shown below:

[root@dan ~]# ./ FortiEDRCorelInstaller 3.1.1.90.x

Wait for the upgrade to complete, as shown below:
FortiEDR patch 3.1.1.90 finished
[root@dan ~]1#
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Upgrading the Collector

After a Collector has been installed in the system, you can upgrade it using one of the following methods:

Using the Load Content option, as described on page 32.

As described in the procedure below.

You can use whichever method you prefer.

To upgrade the Collector manually (not via the user interface):

Windows

1.

Copy the FortiEDRCollectorInstallaler32_x.x.x.xxx.msi or FortiEDRCollectorInstallaler64_x.x.x.xxx.msi file (as
appropriate) to the Collector machine. For example, FortiEDRCollectorlnstallaler32_2.0.0.330.msi or
FortiEDRCollectorInstallaler64_2.0.0.330.msi.

2. Double-click the FortiEDRCollectorInstallaler32_x.x.x.xxx.msi or FortiEDRCollectorInstallaler64_x.x.x.xxx.msi file
and follow the displayed instructions.

Linux

1. Copy the installer file to the Collector machine (either CentOS FortiEDRCollectorlnstaller_%Linux_distribution%-
Y%version_number%.x86_64.rpm or Ubuntu FortiEDRCollectorlnstaller_Ubuntu-%version_number%.deb).

2. Stop the Collector using its password.

3. Do one of the following:
e CentOS: Run sudo yum install FortiEDRCollectorlnstaller_%Linux_distribution%-

Y%version_number%.x86_64.rpm.

e Ubuntu: Run sudo apt-get install FortiEDRCollectorlnstaller_Ubuntu-%version_number%.deb.

4. Answery when asked if you want to upgrade.
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This chapter describes FortiEDR security policies and Playbook policies for defining, monitoring and handling FortiEDR
security.

Introducing FortiEDR Security Policies

The most powerful proprietary feature of the FortiEDR platform is its predefined and configurable security policies.

Exfiltration Prevention/Ransomware Prevention/Execution Prevention/Device Control

FortiEDR provides the following out-of-the-box policies:

o Exfiltration Prevention: This policy enables FortiEDR to distinguish which connection establishment requests are
malicious ones.

e Ransomware Prevention: This policy enables FortiEDR to detect and block malware that prevents or limits users
from accessing their own system.

e Device Control: This policy enables FortiEDR to detect and block the usage of USB devices, such as USB mass
storage devices. In this policy, detection is based on the device type.

o Execution Prevention: This policy blocks the execution of files that are identified as malicious or suspected to be
malicious. For this policy, each file is analyzed to find evidence for malicious activity. One of the following rules is
triggered, based on the analysis result:

e Most Likely a Malicious File: A Malicious File Execution rule is triggered with a critical severity. By default, the
file is blocked.

e Probably a Malicious File: A Suspicious File Execution rule is triggered with a high severity. By default, the
file is blocked.

e Show Evidence of Malicious File: An Unresolved file rule is triggered with a medium severity. By default, the
file is logged, but is not blocked.

Note — You will receive one or all policies, depending on your FortiEDR license.

amn
= liorgolf444 ~ DASHBOARD eventviewer @) FoRensicsv COMMUNICATION CONTROL™Y SECURITY SETTINGSY INENTORYS @) ADMINISTRATION

SECURITY POLICIES search vQ ASSIGNED COLLECTOR GROUPS

POLICY NAME RULE NAME ACTION STATE

3 @ Execution Prevention FiATInET
3 Mgy Exfiltration Pre tion
v B ransom Prevento
3 & Device Control |
3 & Device Control Try
> ADVANCED POLICY & RULE DATA
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To access this page, click the down arrow next to SECURITY SETTINGS and then select Security Policies.
FortiEDR security policies come with multiple highly intelligent rules that enforce them.

The Exfiltration Prevention, Ransomware Prevention, Device Control and Execution Prevention security policies
can run simultaneously.

Note — When multiple security policies are used, they do not generate duplicate events:

. Exfiltration Prevention rule violation is detected when there is a connection establishment attempt.

e Ransomware rule violation is detected when there is an attempt to lock files or access their data (for example, by encrypting the
data).

e  Execution Prevention rule violation is detected when a malicious file is being executed by the user or by the operation system.

. Device Control rule violation is detected when there is an attempt to use a USB device, such as a mass storage device.

Thus, these security policies detect rule violations at different places and points in time in the operating system. Device control events are

displayed under a dedicated Device Control filter in the Events page and are not listed as part of the All filter.

Protection or Simulation Mode

During an initial acquaintance period or at any time, you can decide that FortiEDR acts as either of the following:

e Protection: FortiEDR enforces its active exfiltration prevention policy that blocks all connections that violate the
relevant FortiEDR security policy rules.

e Simulation (Notification Only): FortiEDR only issues an alert (described below) for all connections that violate any
rule in the FortiEDR security policy. In this mode, FortiEDR does not block exfiltration. FortiEDR comes
out-of-the-box set to this mode.

Note — If you have purchased a Content add-on license, policy rules and built-in exceptions are periodically automatically added or
updated by Fortinet. When a new security policy is added, an indicator number displays on the SECURITY SETTINGS tab.
Use the Protection/Simulation slider at the far right of the window to enable the applicable mode, as shown below:
E:E DASHBOARD EVEMTV\EWER@ FORENSICS Y coMMuN\cATu)N(DNmoLv@ SECURITY SETTINGSY \NvENmﬁvv@ AnM\Nl;mmlON@
SECURITY POLICIES Search vQ ASSIGNED COLLECTOR GROUPS
22 Exception Manager
POLICY NAME RULE NAME ACTION STATE

> @ Execution Prevention FesATINET

3 Wy Exfiltration Prevention FERATINET.

> £ ransomware prevention  FAmner

3 & Device Control FaATINET

B & Device Control Try
You can click the down arrow next to the Protection/Simulation slider to see an at-a-glance view of the system'’s
various security policies and their impact on the Collectors in the system.

E:E DASHBOARD EVEMTV\EWERQ FORENSICS Y coMMuN\cATu)N(DNmoLv@ SECURITY SETTINGS \Nvmmﬁvv@ AuM\NmRAﬂoN@
| EXFILTRATION PREVENTION RANSOMWARE PREVENTION EXECUTION PREVENTION PLAYBOOKS COMMUNICATION CONTROL

SECURIT 1 unassigned Collectors 1 unassigned Collectors 1 unassigned Collectors 1 unassigned Collectors

b

3

v s 45 Collecrors. 45 Collectors 45 Collectors 46 Collectors.

D 45 Prevention 45 Prevention 45 Prevention 45 Simulation 46 Simulation
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Security Policies Page

The SECURITY POLICIES page displays a row for each security policy. Each policy row can be expanded to show the
rules that it contains, as shown below. To access this page, click the down arrow next to SECURITY SETTINGS and
then select Security Policies.

S"2 [ jorgorass v DASHBOARD eveNTviEWER @) FORENSICSW coMMuNicaTIoN conTRoLY @) SECURMTY SETINGSV nventory € apminisTraTion €D
) -

SECURITY POLICIES Search ~Q
8 Exception Manager
POLICY NAME RULE NAME ACTION STATE

< @ Execution Prevention FoRnnET ()

Malicious File Detected

@ Block ® Enabled

Privilege Escalation Exploit Detected - A malicious escalation of privileges was detected @ Block @© Enabled

Suspicious Driver Load - Attempt to load a suspicious driver Block @® Enabled

s included)

Suspicious Script EXecution - A script was executed in a SUSPICIOUS context @ Block © Enabled s included)

Wy Exfiltration Prevention  FmAmnEr

cx
I Rensomware Prevention

WInXP (5 collectors included

& Device Control FoATINET

v v v v

& Device Control Try

> ADVANCED POLICY & RULE DATA

FortiEDR is provided out-of-the-box with several predefined security policies (depending on your license), ready for you
to get started. By default, all policies are set to Simulation mode (meaning that they only log and do not block) and

show the F=RTINET |ogo. This page also enables you to define additional policies.
™x
Exfiltration prevention policies are marked with the Ry icon, ransomware prevention policies are marked with the KE

&

icon, execution prevention policies are marked with the ' icon and device control policies are marked with the
icon.

The following information is defined per security policy:

Note — Only the ACTION (described below) and the STATE (Enabled/Disabled) column of a rule can be changed by you.
e POLICY NAME: The policy name appears in the leftmost column. The policy name is defined when the policy is
created. The name of the Default Policy cannot be changed.
e RULE NAME: FortiEDR'’s proprietary rules come predefined and are the primary component of FortiEDR’s
proprietary security solution. This column displays a short description for the purpose of this rule.
Note — You can expand the ADVANCED POLICY & RULES DATA area at the bottom left of the window to display a more detailed
description of what the rule does and how it works.
e ACTION: Specifies the action that is enforced when this rule is violated. You can change this field, as follows:
o @ Block: When this policy is set to Prevention mode (page 56), the exfiltration attempt is blocked and a
blocking event is generated. When this policy is set to Simulation mode, the outgoing connection attempt is
NOT blocked and a simulated-blocking event is generated (this indicates that FortiEDR would have blocked
the exfiltration if the policy had been set to Prevention mode).

o oz Log. The event is only logged regardless of whether the policy is set to Prevention or Simulation mode.

The outgoing connection attempt is not blocked.
e STATE: (Enabled/Disabled) This option enables you to disable/enable this rule. FortiEDR’s rules have been
created as a result of extensive expertise and experience. Therefore, we do not recommend disabling any of them.
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To reset a FortiEDR security policy to its out-of-the-box settings, click the Reset Policy button in the ADVANCED POLICY & RULE
DATA section, as shown below:

N <7 ADVANCED POLICY & RULE DATA

- L4
9 Rule Details  Factory Settings
Reset Policy

Setting a Security Policy's Prevention or Simulation Mode

Each FortiEDR security policy can be set to operate in one of the following modes:

e Prevention: FortiEDR enforces its active prevention policy that blocks all activity that violates relevant rules in the
FortiEDR security policy.

e Simulation/Notification Only: FortiEDR logs and alerts only violations of FortiEDR security policy. The events are
shown in the FortiEDR Central Manager. In this mode, FortiEDR does not block malicious activity. This is the
default mode of all FortiEDR security policies out of the box. You can decide to use this mode during an initial
acquaintance period or at any time.

To set a security policy to Prevention or Simulation mode:

1. Select the checkbox of the security policy to be configured. Alternatively, you can select the top-left checkbox to
configure all security policies at once.

SECURITY POLICIES

_!| Clone Policy () Set Mode » Assig e 5 =: Exception Manager i' Delete
é v A POLICY NAME RULE NAME

bV ' Execution Prevention FoRTNET ()

b v We Exfiltration Prevention F::RATINET

cx -

bV EE Ransomware Prevention — Fe:RMNET

b v & Device Control F:2RTINET

b v & Device Control Try

2. You can now either:

o (B Setmode. ok the Set Mode button and select either Prevention or Simulation, as shown above.

o (®: Move the slider to the left for Prevention or to the right for Simulation.

You can also set all FortiEDR policies to Simulation mode at once by moving the slider at the top-left corner to Simulation, as
shown below:

SECURITY POLICIES
-!| ClonePolicy (I Set Mode » Assign Collector G == Exceptiol
v v A Simulation {F
\‘.”
9 bV ' Execution Prevention FuATNET ()
B bV Mg Exfiltration Prevention FEATINET.
P E Ransomware Prevention  FERTINET
bV & Device Control FL:ATINET

-
<
S

Device Control Try
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Creating a New Security Policy

A new security policy can be created by cloning an existing policy, as described below. New security policies are only
needed if you are going to assign different policies to different Collector Groups. Otherwise, you can simply modify one
of the default policies that are provided out-of-the-box and apply it to all FortiEDR Collectors by default. Modifications
made on one security policy do not affect any other policies

To create a new security policy:

1. In the SECURITY POLICIES page, check the checkbox of the security policy to be cloned. The buttons at the top of
the window then become active.

iorgoifaad v DASHBOARD evenTvieweR @) FoRensicev communicaTion conTroLY @) SECURNTY SETTINGSY ventorv @) aomivisTraion G
SECURITY POLICIES Search Q ASSIGNED COLLECTOR GROUPS
Bl conepolicy (B Set Mode ~ Assign Collector Group B4 Exception Manager il Delete
OLICY NAME RULE NANE ACTION - High Security Collector Group (0 collectors included)
0 s includes
N L —— Y Default Collector Group (0 collectors included)
group? (0 collectors included)
v Wa Exfiltration Prevention  FmRmner ()
~ Insiders (2 collectors included)
> fF Rensomuiare prevention  FmRTnEr (g
Linux (3 collectors included)
3 ¥ Device Control FrATnET
# a» lior1 (9 collectors included)
v ¢ Device Conurol Try a» 0sx (5 collectors included)

oti (0 collectors included)
Roy (1 collector included)

Win10 (12 collectors included)

Win7 (8 collectors included)

WinXP (5 collectors included)

2. Select the Clone Policy C button. The following window displays:

POLICY CLONING
ORIGINAL POLICY NAME CLONED POLICY NAME
Exfiltration Prevention Exfiltration Prevention cl

1 Policy will be cloned

' ™
Clone | Cancel )
. ~

3. Specify the name of the new security policy and click the Clone button.

4. If needed, assign the security policy to the required Collector Group so that it protects all the FortiEDR Collectors in
that group, as described below.
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Assigning a Security Policy to a Collector Group

By default, a security policy protects the FortiEDR Collectors that belong to that Collector Group. A security policy can
be assigned to more than one Collector Group. Multiple security policies can be assigned to each Collector Group.

S/, Itis not recommended to assign multiple security policies that have the same or overlapping rules to a Collector Group, as this
9 means that the same events will be triggered in response to both policies, producing duplicated events.

You may refer to page 72 for a description of how to define a new Collector Group in the INVENTORY tab.

To assign a security policy to protect a Collector Group:

1. Inthe SECURITY POLICIES page, select the name of the security policy to be assigned by clicking its checkbox.

amn
=_= | lorgordas v DASHEOARD eventvieweR @) FoRENsicsv communicaTioN conTROLY €8 SECURMTY SETTINGS™ inventorv~ @) apminisraion @D
SECURITY POLICIES Search *Q ASSIGNED COLLECTOR GROUPS
i g - ws =
) ConePoicy (I Set Mode ¥ Assign Collector Group 84 Exception Manager 1l Delete
OLICY NAME RULE NAVE ACTION - High Security Collector Group (0 collectors included)
c 0 < include
. Tl — Default Collector Group (0 collectors included)
groupt (0 collectors included)
v R4 Exfilration Prevention  FmATINET (Y
Insiders (2 collectors included)

Ransomware Prevention
Linux (3 collectors included)

lior1 (9 collectors included)

x
=

3 & Device Control
& Device Control Try osx (5 collectors included)

ectors included)

oti (0

Roy (1 collector included)

lectors included)

ectors included)

WinXP (5 collectors included)

2. The right side of the window displays the Collector Groups to which this policy is assigned.

Click the Assign collector group toplbar button, which displays the following window in which you can select the
Collector Groups to which to assign this policy.

COLLECTOR GROUP ASSIGNMENT

Search Q

GROUP NAMEa # OF COLLECTORS
Default VDI Group 0 + Assigned
enSilo employees 45 v Assigned
ensilo Servers 0 v Assigned
Home users 6
my citrix pool (VDI) 0 + Assigned
QSsX Users 13
sStore 0
Us Users 0 + Assigned

0 Collector groups selected ' Cancel '

NP The ASSIGNED COLLECTORS GROUPS area lists all the Collector Groups that have been assigned a security policy to
‘9’ protect them. You can also simply drag-and-drop a Collector Group from this list onto a policy in the left pane of this window
- to assign the Collector Group to be protected by that policy.
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Deleting a Security Policy

To delete a security policy:

i' Delete
e

e Select the policy’s checkbox and then click th button.

Note — The Exfiltration Prevention, Ransomware Prevention, Device Control and Execution Prevention FortiEDR security policies
provided out-of-the-box (F:zrRTineT) cannot be deleted.

Playbook Policies

The FortiEDR Playbooks feature determines which automatic actions are triggered, based on the classification of an
event (for details about event classification, see page 106). Playbook policies enable administrators to preconfigure the
action(s) to be automatically executed according to an event’s classification. Typically, Playbook policies only need be
configured once, and can be modified thereafter, if needed. FortiEDR classifies each event into one of five categories
described on page 93.

FortiEDR provides the following Playbook policy out of the box:

o Default Playbook: This Playbook policy specifies the default actions for the Collector Groups assigned to the
policy. By default, all Collector Groups are assigned to this policy.

Automated Incident Response - Playbooks Page

The AUTOMATED INCIDENT RESPONSE - PLAYBOOKS page displays a row for each Playbook policy. To access
this page, click the down arrow next to SECURITY SETTINGS and then select Playbooks.

| Security Policies

Playbooks

Each Playbook policy row can be expanded to show the actions that it contains, as shown below:

amn
== DASHBOARD eventviewer €D FORENSICS v communicaTion controL v (E) SECURITY SETTINGS INVENTORY v ADMINISTRATION €9 @  Protection v Einat v

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

High Sec

Group (0 collectors included)

NAME MALICIOUS | SUSPICIOUS PUP INCONCLUSIVE | LIKELY SAFE emulatic
< L] efault Playbook Feanner Ol ensilo emplo ollectors included)
NOTIFICATIONS (sent in protection and simulation modes)
Send mail notification v v v v v
Admin
Open ticket v v v v v
INVESTIGATION
Isolate device
Move device to the High Security group v
REMEDIATION
Terminate process v
Delete file
Clean persistent data
Block address on Firewall MyFW, FortiGat
> [EL] Test playbook
3 Bl victims Playbook

[> ADVANCED PLAYBOOKS DATA

You can drill down in a Playbook policy row to view the actions for that policy by clicking the [* icon.

Note — There are more options and actions than those shown above that can be added to a Playbook policy, such as the blocking of a
malicious IP address. You may consult FortiEDR support about how to add them.
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Assigned Collector Groups

The Assigned Collector Groups pane on the right lists the various Collector Groups in the system. By default, all
Collector Groups are assigned to the Default Playbook policy. You can reassign one or more Collector Groups to
different Playbook policies, if preferred.

Note — When upgrading your FortiEDR system, all existing Collector Groups are automatically assigned to the Default Playbook policy.

Cloning a Playbook Policy
Cloning a Playbook policy unassigns the policy from one Collector Group and then reassigns it to a different Collector
Group. A Collector Group can only be assigned to one Playbook policy.

To clone a Playbook policy:

1. Inthe AUTOMATED INCIDENT RESPONSE - PLAYBOOKS page, select the Playbook policy row that you want to
clone in the Playbook Policies list.

2. Do one of the following:

o Select the checkbox(es) of the Collector Group(s) in the Assigned Collector Groups pane that you want to
assign to the cloned Playbook policy. Then, click the Unassign Group button in the Assigned Collector Groups

pane.
E:E DASHROARD evenTviener @) FoRensics communicaTION conTRoL~ ) SECURITY SETTINGS > wventorr @) aommastranon G
AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS
B nissigision

REMEDIATION
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Click the Collector Group in the Assigned Collector Groups pane that you want to assign to the cloned

Playbook policy. Then, drag the Collector Group onto the cloned Playbook policy in the Playbook Policies list,
as shown below:

Default v DASHBOARD evenTviewer @) FoRensics v commuNIcaTION conTroL v (@)

SECURITY SETTINGS v inventory v @ aominisTrarion @B @  Protection v admin v

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

* s r High Security Collector Group (0 collectors included)
NAME MALICIOUS | SUSPICIOUS PUP INCONCLUSIVE |~ LIKELY SAFE 1111111 (0 collectors included)
3 Bl pefault Playbook Foanner (@ Default Collector Group (6 collectors included)
Eo Bl Default Playbook clone » Default CDHe((DG%oUp (6 collectors included)  § emulation (2 collectors included)

Roy (0 collectors included)

test (0 collectors included)

[> ADVANCED PLAYBOOKS DATA

The following message displays.

ASSIGNMENT CONFIRMATION

The assignment of Collector Group

lior11

has been successfully moved from AIR policy
Default Playbook

o AR policy

Default Playbook clone

Click OK.
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Advanced Playbooks Data

The Advanced Playbooks Data area at the bottom of the AUTOMATED INCIDENT RESPONSE — PLAYBOOKS page
displays more details about the action selected in the Playbook Policy list.

n
== | torgoriaas ~ DASHEOARD eventvieweR@)  FoRensicsv coMMuNIcaTION conTroL @) SECURITY SETTINGS™ nvenorrv @ omimisration @D ®  Proccion v Barbara

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

liorgess (0 collectors included)

NAME MALICIOUS | SUSPICIOUS PUP INCONCLUSIVE | LIKELY SAFE
> L] pefault Playnook Fonnner (C®
3 L] Default Playbook clone ®

NOTIFICATIONS (sent in protection and simulation modes)

Send mail notification v v v v v
Admin
Admin
INVESTIGATION
Isolate device
Move device to the High Security group
REMEDIATION

Terminate process v

7 ADVANCED PLAYBOOKS DATA
ACTION NAME: Send mail notification
ACTION DETAILS

This option enables you to receive an email each time an event is triggered by Fortinet, based on an event-specific classification. Each email contains all the raw data items collected by Fortinet about that event. This operation is performed both in Simulation and Prevention
modes

Playbook Policy Actions
Playbook policy actions are divided into the following types:
e Notifications, page 62
e Investigation, page 64
e Remediation, page 65

Each of these categories contains different types of actions that can be performed when an event is triggered.

Notifications

Notification actions send a notification when a relevant event is triggered. These actions are implemented in both
FortiEDR modes (Simulation and Prevention).

Notifications can be one of the following types:

e Emails

e Syslog

e Open Ticket
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Each row under Notifications corresponds to a single type of notification (mail [email] notification, Syslog notification or
Open Ticket notification). In the Notifications area, you configure each notification type to indicate whether or not it is to
automatically send the relevant notification, once triggered by an event. By default, the Default Playbook policy is set to
Simulation mode, and only email notifications are automatically enabled, as shown below:

NAME MAL\*C\OUS SUSF?CIOUS PUP INCONCLUSIVE UKEg SAFE
< v+ [l pefault Playbook FoAnner (@)
NOTIFICATIONS (sent in protection and simulation modes)
Send mail notification ) v v ) v

Note — Notification actions must be enabled in order to be implemented by a Playbook policy. If notifications are disabled, they are not
implemented by the Playbook policy, even if that policy is configured to send notifications. See page 159 for more details.

The Malicious, Suspicious, PUP, Inconclusive and Likely Safe columns correspond to the possible classifications for
an event. When a checkmark %" appears in one of these columns, it means that a notification of the specified type is
sent when an event is triggered that has that classification. Notifications are sent for all events except those classified
as Likely Safe. For example, the figure below shows that an email notification is sent whenever a Malicious,
Suspicious, PUP or Inconclusive event is triggered. Syslog and Open Ticket notifications work in the same way as
Email notifications. For more details about classifications, see page 93.

SMTP, Syslog and Open Ticket must already be configured in order to send their respective notifications. If their

settings are not already configured, the relevant row in the Notifications list displays a message indicating that you must
first configure it, as shown below:

NAME MAL\*C\OUS SUSF?CIOUS PUP INCONCLUSIVE UKE? SAFE
v E Default Playbook FeAnner (@)
NOTIFICATIONS (sent in protection and simulation modes)
Send mail notification ) v v ) v

Note —The word Admin in each of these messages is a link that when clicked, jumps to the relevant place in the user interface to configure it.
For example, when you click Admin in any of these messages, the following window displays in which you can configure the relevant settings.

eventviewen ) FoRensicsw communicanon controLy @) sEcURITY sETTRGE Y mventorry @) aossastranon G Praecion v Barbara

OPEN TICKET

SYSLOG NOTIFICATIONS

[Wose rew sysioe

EXPORT
SETTINGS
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Investigation

Investigation actions enable you to isolate a device or assign it to a high-security Collector Group, in order to further
investigate the relevant device’s activity.

NAME MAL\*CIOUS SUSI?C\OUS PUP INCONCLUSIVE LIKE-LBY- SAFE
- Bl pefaurt Playbook Fonpmner (@
NOTIFICATIONS (sent in protection and simulation modes)
Send mail notification v « « v v
Admin
Admin
ﬁ INVESTIGATION
Isolate device v v v
Move device to the High Security group v v v v

Investigation actions can be one of the following types:
e |solate Device, below
e Move Device to High Security Group, below

Isolate Device

This action blocks the communication to/from the affected Collector. This action only applies for endpoint Collectors. For
example, if the Playbook policy is configured to isolate the device for a malicious event, then whenever a maliciously
classified event is triggered from a device, then that device is isolated (blocked) from communicating with the outside
world (for both sending and receiving). This means, for example, that applications that communicate with the outside
world, such as Google Chrome, Firefox and so on, will be blocked for incoming and outgoing communications.

A checkmark #"in a classification column here means that the device is automatically isolated when an event is
triggered with that classification.

Isolate device v v v

Note — The tab bar at the top of the window may display a white circle(s) with a number inside the circle to indicate that new events have not
been read by the user. The number represents the number of new registered devices.

liorgolfaa4 v DASHBOARD eventvieweR @) Forensicsw communicaTion conTroLY ) SECURMTY SETTINGS™ nventoryv @ aommistration €D ®  Proecion v Barbara¥

When the circle is white, it means that there are no isolated devices and the number inside the circle represents the number of new registered

devices in the last three days.
When the circle is red, it indicates that there are one or more isolated devices. In this case, the number inside the circle indicates only the

number of isolated devices.

22 [ s o s V@ sy v @
== liorgoifa44 “ DASHBOARD EVENT VIEWER FORENSICS: COMMUNICATION CONTROL! SECURITY SETTINGS INVENTORY: ADMINISTRATION

You can hover over the number to see the list of new registered devices and isolated devices. Each row shows the number of devices added,

INVENTORY Vv ADMINISTRATION @
TYPE ACTION ADDED DATE
Collectors Added 2 04-Feb-2020
Collectors Isolated 1 05-Feb-2020
loT devices Added 1 04-Feb-2020
10T devices Added 11 03-Feb-2020
loT devices Added 9 02-Feb-2020

FortiEDR Installation and Administration Manual
Fortinet Technologies Inc.




Chapter 3 — SECURITY SETTINGS

Move Device to High Security Group

FortiEDR provides two default Collector Groups: the Default Collector Group and the High Security Collector Group.
Both of these default Collector Groups are initially assigned to the Default Playbook policy, and cannot be deleted.

A checkmark #"in a classification column here means that the device is automatically moved (assigned) to the High
Security Collector Group when an event is triggered that has that classification. This feature is useful when you want to
mark Collectors that triggered malicious events.

Move device to High security group v v v v

Remediation

Remediation actions enable you to remediate a situation in the FortiEDR system, should malware be detected on a

device.
NAME MA,I*C ous SL‘SP#C\OLE PUP INCONCLUSIVE LIKELY SAFE

NOTIFICATIONS (sent in protection and simulation modes)
Send mail notification v v v v v
Open ticket v v v v v

NVESTIGATION
solate device
Move device to the High Security group v

ﬁ REMEDIATION

Terminate process v
Delete file
Clean persistent data v
Block address on Firewall MyFW., FortiGat.. v v

Remediation actions can be one of the following types:
e Terminate Process, below

e Delete File, below

e Clean Persistent Data, below

Block Address on Firewall, page 66

Terminate Process

This action terminates the affected process. It does not guarantee that the affected process will not attempt to execute
again. This action can also be performed manually using the Forensics add-on, as described on page 137.

A checkmark %" in a classification column here means that the affected process is automatically terminated on the
device when an event is triggered that has that classification.

Delete File

This action ensures that the file does not attempt to exfiltrate data again, as the file is permanently removed from the
device. This action can also be performed manually using the Forensics add-on, as described on page 137.

A checkmark #"in a classification column here means that the affected file is automatically removed on the device
when an event is triggered that has that classification.

Clean Persistent Data

This action cleans the registry keys in Windows. This action can also be performed manually using the Forensics add-
on, as described on page 137.
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A checkmark #"in a classification column here means that the affected registry key is automatically cleaned on the
device when an event is triggered that has that classification.

Block Address on Firewall

This action ensures that connections to remote malicious addresses that are associated with the event are blocked. A
Firewall Connector must already be configured in order to perform this action. For details about how to configure firewall
connectors, see Firewall Integration on page 175.

In the dropdown menu next to the action, you can specify which firewalls to block or select all of them, as shown below:
REMEDIATION
Terminate process v
Delete file
Clean persistent data v

Block address on Firewall FortiGate300 - v

> a‘estplsybam All Firewalls

¥ FortiGate300
& E‘J ctims Playbook

MyFW
b Bl victims Playbook clone

A checkmark #"in a Classification column means that communication with the affected destination is automatically
blocked when an event is triggered that has that classification.

The firewall must already be configured in order to add malicious destinations to blocked addresses. If its settings are
not already configured, the relevant row in the Remediation list displays a message indicating that you must first
configure it, as shown below:

REMEDIATION
Terminate process v
Delete file

Clean persistent data v

Note — Clicking the Integration Admin link in this message jumps to the relevant place in the user interface to configure it (in the Integration
page under the Admin tab).

Other Options in the Playbooks Tab

You can perform the following operations using the toolbar at the top of the tab:
e Clone Policy: Clones a Playbook policy, as described on page 60.

e Set Mode: Changes the mode of the Playbook policy. This process is similar to that for setting the mode for a
standard security policy, which is described on page 56.

e Assign Collector Group: Assigns a Playbook policy to a Collector Group. This process is similar to that for
assigning a standard security policy to a Collector Group, which is described on page 58.

o Delete: Deletes a cloned Playbook policy. Default Playbook policies cannot be deleted.

Note — The default Playbook policy (named Default Playbook) is mandatory and cannot be deleted.

Exceptions
Exceptions enable you to limit the enforcement of a rule, meaning to create a white list for a specific flow of events that

was used to establish a connection request.

An exception can be made for a Collector Group (a specific one or for all) and a destination IP (specific or all). The
event is then no longer triggered for that specific Collector Group or destination IP. This exception is added on the entire
set of rules and the process that triggered this event.
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When an exception is defined, it results in one or more exception pairs. An exception pair specifies the rule that was
violated, and the process on which the violation occurred, including its entire location path. For example, the following
shows several examples of exception pairs:

e Rule - File encryptor with Process — c:\users\root\Desktop\ransom\RnsmTOX.exe

e Rule - Process hollowing with Process — c:\users\root\AppData\Local\hipmiav.exe

An exception that applies to an event can result in the creation of several exception pairs. Each exception is associated
with a specific process path. You determine whether the exception pair can run from the event-specific path or whether
to apply the exception for this process so that it can run from any path.

If the exception pair includes more than one process, you can include the other processes too, as well as determine
whether they can run from the event-specific path or from any path.

Any exception that you define applies to all policies.
Exceptions are created in the Event Viewer, as described on page 98.

Note —FCS may push an automated exception in cases where extended analysis and investigation of an event leads to its reclassification as
Safe. This prevents the event from triggering again.

In such cases, the event is moved under archived events and the exception that was set is added in the Exception Manager with
FortiEDRCloudServices as the handling user.

To manage exceptions:

1. Inthe SECURITY POLICIES page, click the s Exception Manager b yon The following window displays, showing the
list of previously created exceptions:

EXCEPTION MANAGER

» ¢ -
3 epor showing 1-7/8 | »| ¥
Advanced
EVENT LAST UPDATED v  PROCESS PROCESS PATH EXECUTED WITH PATH RULES COLLECTOR GROUPS DESTINATIONS COMMENTS
166342 05-Feb-2020,01:10  cliimh.exe Any path Executable Format All Collector Groups All Destinations - e B
by: FortinetCloudse... cltimn.exe Any path Unconfirmed Executable FortnetCloudservices, at 05-
y: FortinetCloudSe.... e Y f Fep-2020, 01:10:44:
The file cltimh.exe is classified
as Good
152984 04-Feb-2020,10:53  SmartConsole exe Any path Unconfirmed Executable All Collector Groups All Destinations H ]
by: lior
163137 04-Feb-2020,08:16  TeamViewer_exe Any path File Encryptor All Collector Groups All Destinations. - H ]
Fo
by: FortinetCloudse... o 081
The file TeamViewer_exe is
classified as Good
66548 12Jan-2020,05:03  setup.exe Any path File Encryptor All Collector Groups All Destinations. e B
ensiloCloudservices, at 12-Jan-
by: ensiloCloudserv... 2020, 050304
The file setup.exe s classified as
Good....
63404 09Jan-2020,06:08  aswidsagent.exe Any path Suspicious Access to Sensitive Info All Collector Groups All Destinations He ]

2. To filter the exception list, click the Advanced button. The window displays various filter boxes at the top of the
window, which you can use to filter the list by specific criteria.

EXCEPTION MANAGER

[@ export v

Showing 1-7/8 | » || »1

Process path Rule | Group | Destination Comments Close

Click the Basic search button to access the standard search options.

nF
Click the Edit Exception BB button in an exception row to edit that exception. For more details, see Editing Event
Exceptions on page 120.

-5
Click the Delete ™ button in an exception row to delete that exception.
3. Click Close to exit the Exception Manager.
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This chapter describes the FortiEDR Inventory, which enables you to monitor the health of FortiEDR components and to
create Collector Groups.

Introducing the Inventory

The INVENTORY tab displays separate pages for COLLECTORS, loT (devices) and System Components
(AGGREGATORS, CORES and REPOSITORIES). Click the down arrow next to INVENTORY and then select the
relevant option to access its page, as shown below.

Collectors
loT

System Components

This view enables you to monitor system health and to define Collector Groups. If you have a large system with
thousands of FortiEDR Collectors, it may take a few moments to populate this window.

By default, the INVENTORY tab and its various pages are filtered to display all the FortiEDR components that are
degraded.

amm
== | lorgoltaas ~ DASHBOARD eventviewer @) FORENSICSw COMMUNICATION coNTROLY @) SECURITY SETTINGSY INVENTORYY ApmiNisTRaTIoN @D ®  Powcion v Barbara™
COLLECTORS (3/46) Show all Collectors [ Colictrs o Groups ¥ QY]
Degraded ¥ | 8% Create Group 83 MovetoGroup T Delete v () Ensble/Disable ¥ [@lisolzte v [ export ¥ %, Uninstall A\ 158 Unmanaged devices were found
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED 0os P MAC ADDRESS VERSION STATE LAST SEEN
Insiders.
13
@2
Win10
13
(1/12)

You can select to display all components that are New, Running, Disabled, Degraded, Disconnected, Isolated,
Selected, Pending Reboot, Migrated, Pending Migration or Unmanaged using the dropdown menu at the top left of the
window, as shown below:

=== liorgolr444 s {1s] sV v@ s S R2 ~ @
& osons evrvenen @ roreNSis e—— secunTy seNGS wENTORY AoNNsTRATON
COLLECTORS (3/46) Show all Collectors Search Collectors or Groups ¥ Q
é Degraded ¥ | 8% cCreateGroup 83 Moveto Group i Deletz v (I Enable/Disable v [@lsolst= v [§ Export ¥ %, Uninstall A\ 158 Unmanaged devices were found
All
- ROUP NAME DEVICE NAME LAST LOGGED 05 P MAC ADDRESS VERSION STATE LAST SEEN
egrade:
4 Disabled
Disconnected
DESKTOP-0JUJ1GG ..KTOP-0JUJ1GG\root  Windows 10 Pro 10.51.121.118 00-0C-29-EC-D3-0F 4108 Degraded Now
Isolated
Windows 10
DESKTOP-VKAGKFP .. TOP-VKAGKFP\root 10.51.121.80 00-50-56-BE-75-7F 41,08 Degraded Now
Migrated Enterprise
p|  New

Pending Migration
Pending Reboot
Running

Selected

Unmanaged

When a new FortiEDR Collector registers, an indicator displays on the INVENTORY tab.

inventoryw @)
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The X/Y numbers in the Collector Group Name column indicate the following:

e Xindicates the number of Collectors, based on the filter option selected (New, Running, Disabled, Degraded,
Disconnected, Selected or Pending Reboot), as described on the preceding page.

e Y indicates the total number of Collectors in the Collector Group to which the Collector belongs.

For example, the figure below shows 11/11, which means that there are 9 Collectors that are Running in a Collector
Group containing 9 Collectors.

DASHBOARD eventvieweR€@))  FoRensicsv COMMUNICATION CoNTROLY €B)  SECURITY SETTINGS v INVENTORY v ApmiNisTRaTION € ®  Prowcion v Barbarav

COLLECTQRS (46/46) Search Collectors or Groups ¥Q
All v | 8% Create Group Move to Group Delete ¥ Enable/Disable ¥ solate ¥ [ Export ¥ Uninsta 158 Unmanaged devices were found
. LECTOR GROUP NAME DEVICE NANE LAST LOGGED os 3 MAC ADDRESS VERSION STATH LAST SEEN
Lihix
v sk
- Iy
(©/9)
LiorA_QA_81.32 RAQA B1_32\ro0t  Windows .1 1051121126 00-50-56-8F-AB-E4 4108 % Running Now
Enterprise N
Windows 8.1 p
LIOR_QA_WIN8_1_64 - QAWING 1ot TEDEE 105112186 00-50-56-8F-0F-E9 41,08 % Running Now
Pandat PANDAT\root Windows 8.1 1051121109  00-0C-20-54.97-18 2108 % Running Now
Enterprise N
WIN-7VTV943PASS _AgS\Administrator \S’t‘::d‘;fj Server2019 1051121163 00-50-56-BE-93-2E 2108 % Running Now
Wingxe4 Wingxéhroot Windows 8.1 1051121114 00-00-28-1D-5C-38 4108 % Running Now
WIN-HOBQRMIDKO3 ..KO3\Administrator \S’t‘a”:doav:j SENVEr2016 45112187 00-50-56-8F-07-55 4108 % Running Now
WIN-MQHOCMRUD2] ..QHOCMRUDZ)\root ;g”;is:‘f;:wer 2012 4p51.121.130 00-50-56-8F-5E-C3 4108 % Running Now
WIN-NNT196D GV -NN1196DIJGWlior  Windows 8 105112198 00-50-56-8F-49-91 2108 % Running Now
WIN-UBASCLOIIR -UBASCLOIITRWOOt  Windows 8 Enterprise 1051121125 00-50-56-8F-10-85 1108 % Running Now
IS liorgsss
(©/0)
osx
v 55
oti
v (©/0)

To export the list of FortiEDR components:

A t -
e Use the O3 Export button and select Excel or PDF.

Uninstalling a Collector

Use the — Uninstall pytton to uninstall a Collector from a device. Use caution when using this option, as a Collector
cannot be reinstalled after removal using the FortiEDR user interface. Therefore, it is recommended to disable a
Collector using the Enable/Disable option rather than uninstalling it.

Collectors

The COLLECTORS page displays a list of the previously defined Collector Groups, which can be expanded to show the
FortiEDR Collectors that each contains. Additional Collector Groups can be defined by you, as described on page 72.
FortiEDR Collectors automatically register with the system after installation. By default, each FortiEDR Collector is
added to the Collector Group called All. You can move any Collector to another Collector Group, as described on

page 73.
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To access this page, click the down arrow next to INVENTORY and then select Collectors, as shown below.

Collectars

loT

tern Components

DASHBOARD eventvieweR @) Forensics v

-
liorgolfaa4

COMMUNICATION conTROL Y €D

SECURITY SETTINGS ¥

INVENTORY

sominisTRaTioN @D

L] Protection v Barbara ¥

LAST LOGGED

-RA_QA_81_32\root

QA WINB_1_\root

PANDAT\root

..A85\Administrator

Win8x64\root

..KO3\administrator

..QHOCMRUD2\root

.-NN1196DIGWlior

.-UBASCLOIIR\root

COLLECTORS (46/46)
Al v | 8% cCreateGroup 83 MovetoGroup i Delete v (W Enzble/Disable ¥ [Clisolate v [3 export v X, Uninstall
COLLECTOR GROUP NAME DEVICE NAME
) 3 o
- lior1
(9/9)
LiorA_QA_81.32
LIOR_QA WIN3_1_64
Panda1
WIN-7VTV943PA8B5
Wingx64
WIN-HOBQRMIDKO3
WIN-MQHOCMRUD2)
WIN-NN1196DIJGY
WIN-UBASCLOINR
N lwﬂo/rua)aaa
v 5
Pl g

os

Windows 8.1
Enterprise N

Windows 8.1
Enterprise

Windows 8.1
Enterprise N

Windows Server 2019
Standard

Windows 8.1

Windows Server 2016
Standard

Windows Server 2012
R2 standard

Windows 8

Windows 8 Enterprise

10.51.121.126

10.51.121.86

10.51.121.109

10.51.121.163

10.51.121.114

10.51.121.87

10.51.121.130

10.51.121.98

10.51.121.125

MAC ADDRESS

00-50-56-8F-A8-E4

00-50-56-8F-OF-E9

00-0C-29-54-97-1B

00-50-56-BE-93-2E

00-0C-29-1D-5C-38

00-50-56-8F-07-55

00-50-56-8F-5E-C3

00-50-56-8F-49-31

00-50-56-8F-10-85

VERSION

4108

4.1.08

4.1.08

4108

4.1.08

4108

4108

4108

4108

Search Collectors or Groups ¥

A\ 158 Unmanaged devices were found

STATE LAST SEEN
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now

The default Collector Group (to which new Collectors are automatically added) is marked with a yellow group icon
You can change to a different default Collector Group by clicking the group icon of another Collector Group.

Click “to expand the list and display the FortiEDR Collectors that the Collector Group contains.
=

DASHBOARD evenTvieweR @) FoReNsicsw

communicaTion controLw €

SECURITY SETTINGS

INVENTORY

aominisTRaTioN G

@  Prowcion v BarbaraV

COLLECTORS (46/46)

All v | 8% Create Group  §2 Move o Group

COLLECTOR GROUP NAME DEVICE NAME

High Security Collector Group

v 0/0)
N Default Collector Group
(0/0)
group1
v (0/0)
group2
3
(0/0)
Insiders
v (2/2)
Linux
v (313)
. lior1
(9/9)
LiorA_QA_81.32
LIOR_QA_WINE_1_64
Pandat
WIN-7VTV943PABS
WinBx64
WIN-HOBQRMSDKO3
WIN-MQHOCMRUD2)
WIN-NNT196DIIGV
WIN-UBASCLOIITR
lior8sss
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W Delete v (W enablemisable v [Blsolate v [F xport v X, Uninstal

LAST LOGGED

-RA_QA_81_32\root

~._QA_WINB_1 \root

PANDAT\roOT

.ABS\Administrator

WinBx64vroot

..KO3\administrator

..QHOCMRUD2J\root

--NN1196DIJGWlior

.-UBASCLOIIR\ro0t

os

Windows 8.1
Enterprise N

Windows 8.1
Enterprise

Windows 8.1
Enterprise N

Windows Server 2019
standard

Windows 8.1

Windows Server 2016
Standard

Windows Server 2012
RZ Standard

Windows &

Windows 8 Enterprise

10.51.121.126

10.51.121.86

10.51.121.109

10.51.121.163

10.51.121.114

10.51.121.87

10.51.121.130

10.51.121.98

10.51.121.125

MAC ADDRESS

00-50-56-8F-A8-E4

00-50-56-3F-OF-£9

00-0C-29-54-97-1B

00-50-56-BE-93-2E

00-0C-29-1D-5C-3B

00-50-56-8F-07-55

00-50-56-8F-5E-C3

00-50-56-8F-49-91

00-50-56-8F-10-85

VERSION

4108

4108

4108

4.1.08

4108

4108

4108

4108

4108

Search Collectors or Groups v Q

A 158 Unmanaged devices wers found

STATE LAST SEEN
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
% Running Now
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The following information is provided for each Collector:

e Checkbox: Check this checkbox to select the Collector. You can then use one of the buttons at the top left of the
window, such as the Delete button.

e COLLECTOR GROUP NAME: Specifies the name of the Collector Group to which the Collector is assigned.

e DEVICE NAME: Specifies the device name taken from the communicating device on which the FortiEDR Collector
is installed.

e LAST LOGGED: Specifies the last user that logged into the device on which the Collector is installed. It shows the
domain of the computer/username. If this device has not been logged into, then this column is blank. In addition, if
the Collector is not V3.0.0.0 or above, then this column is empty and the events from this Collector will not contain
the user from which the event was triggered.

e OS: Specifies the operating system of the communicating device on which the FortiEDR Collector is installed.

e |P: Specifies the IP address of the communicating device on which the FortiEDR Collector is installed.

e MAC Address: Specifies the physical address of the device. If a device has multiple MAC addresses, three dots
(...) display. You can hover over the MAC Address to display the value (or values, in case of multiple MAC
addresses) in a tooltip.

Ca ossomo menrvewR@ oy commmomonconmory @ Ry sETRGSY  wentorry Aow sruron@D

COLLECTORS (46/46)

v o

g i

g o

P g

’ oo

LiorMacOSPara10-14 None gat:ﬁ:a“”sj 10.51.104.70 00-1cfp2-s4-55-€0 31514 @ Disconnected 4 days ago

g o

e VERSION: Specifies the version of the FortiEDR Collectors installed on the communicating device.

e STATE: Specifies the current state of the FortiEDR Collector. Hovering over the STATE value pops up the last time
the STATE was changed. Possible value for STATE are as follows:
¢ Running: The FortiEDR Collector is up and all is well.
¢ Running (Autonomously): The core is temporarily inaccessible. Therefore, policy enforcement is performed

by the FortiEDR Collector.
e Disconnected: The device is offline, powered down or is not connected to the FortiEDR Aggregator.
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e Disconnected (Expired): The device has not been connected for 30 or more consecutive days. Collectors in
this state are not counted for licensing purposes.

Note — To see the list of Collectors in this state, click the down arrow in the Search box at the top right of the window to display the
following window:

SEARCH GROUPS & COLLECTORS

Collector Group v
Device Name

User

Operating System v
Mac Address

P

Version v

Last seen before

ﬁ Show only devices that have not been seen for more than 30 days

Then, check the Show only devices that have not been seen for more than 30 days checkbox, and click the Search button. The
Collectors area then displays only devices in the Disconnected (Expired) state.

e Pending Reboot: After the FortiEDR Collector is installed, you may want some devices to be rebooted before
the FortiEDR Collector can start running. This status means that the FortiEDR Collector is ready to run after
this device is rebooted. The reboot is performed in the usual manner on the device itself.

o Disabled: Specifies that this FortiEDR Collector was disabled in the FortiEDR Central Manager. This feature is
not yet available in version 1.2.

e Degraded: Specifies that the FortiEDR Collector is prevented from performing to its full capacity (for example,
due to lack of resources on the device on which it is installed or compatibility issues).

e LAST SEEN: Counts the number of days passed from the last time this Collector communicated with the Core.

Defining a New Collector Group

N Creating multiple Collector Groups enables you to assign different FortiEDR policies to different FortiEDR Collectors, which means
‘9' to different end user groups. In addition, it enables data segmentation in FortiEDR and reports according to user groups. For
- example, you may want to assign a more permissive policy to the CEO of your organization.

To define a new Collector Group:
1. Click the 8% Creategroup button. The following window displays:

NEW GROUP

2. Enter any name for this group and click the Create new group button.
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Assigning Collectors to a Collector Group

To assign a Collector to a Collector Group:

1. Inthe COLLECTORS page, select the checkboxes of the FortiEDR Collectors to be moved to a different group.

a ; ) . . . .
2. Select the #® MoOve©EOUP b tton The following window displays showing the names of the current Collector Groups
and how many Collectors each contains:

COLLECTOR GROUPS
COLLECTCR GROUP NAME # OF COLLECTORS
Default VDI Group 0
ensilo Servers 0
Home users 6
my citrix pool (VDI) 0
0OSX Users 13

Move o group ( cancel )

3. Select the Collector Group to which to move the selected Collectors.
4. Click the Move to group button.

Deleting a Collector Group/Collector

Deleting a Collector Group simply means that you are deleting a logical grouping of Collectors. These Collectors then
become available to be selected in the default Collector Group. The Collector Group assigned as the default Collector
Group cannot be deleted.

Deleting a Collector only deletes it from the FortiEDR Central Manager’s console. If the FortiEDR Collector is not
uninstalled on the device, it will automatically reappear in the FortiEDR Central Manager's COLLECTOR list.

To delete a Collector Group/Collector:

o Select the Collector Group’s/Collector’s checkbox and then click the ™ “*** button.
Enabling/Disabling a Collector

You can enable or disable one or more Collectors simultaneously.

To enable one or more Collectors simultaneously:

1. Inthe COLLECTORS page, select the checkboxes of the FortiEDR Collectors to be enabled. All selected
Collectors must be in a Disabled (“*) state.

2. Click the down arrow on the (I Enable/Disable ¥ putton and select Enable. This button is only enabled when
one or more Collectors are selected.
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To disable one or more Collectors simultaneously:

1. Inthe COLLECTORS page, select the checkboxes of the FortiEDR Collectors to be disabled. All selected
Collectors must be in a Running () state.

2. Click the down arrow on the (I Enable/Disable ¥ putton and select Disable. This button is only enabled when
one or more Collectors are selected. A confirmation message displays:

DISABLE COLLECTORS

Are you sure you want to disable the 3 selected collectors?
Notice that disconnected collectors cannot be disable

" s N
Disable collectors JQEERIEY)

3. Click Disable collectors.

Device Isolation

An isolated device is one that is blocked from communicating with the outside world (for both sending and receiving). A
device can be isolated manually, as described below. For more details about device isolation, see page 64.
To isolate a device:

1. Inthe COLLECTORS page, select the checkbox(es) of the FortiEDR Collector(s) that you want to isolate.
2. Click the down arrow on the lselate - hytton and select Isolate.
The following window displays:

ISOLATE COLLECTORS

Are you sure you want to isolate the selected collectors?

e ™
[SEICHY | Cancel )
. J

3. Click the Isolate button. A red icon appears next to the relevant Collector to indicate that the Collector has been
isolated, as shown below:

lorgoltadd - SHEOARD eenrvienr @) orensics comauracanonconrroLy @) secury sermnas INVENTORY S sommstranon @B

COLLECTORS (46/46)

all * | 3% CroatoGroup 33 Moveto G W Oelete ¥ (Wensclenisgle ¥ [Esolste v [ export v X, Uninst 158 Unmenaged deviess were found

COLLECTOR GROUP NAME DEVICE 1 PR LAST LOGGED os » MAC ADDRESS VERSION STATE LAST SEEN
{0/)
Insiders
(22}
Linux
(33)
liart
(9/3)

o llor8ses
(00}
osx
(5/5)
ot
(o)
Roy
{m

test

b i ¢ e E

winie
" (12012)
win7
(8/8)

Winxp
(5/5)

v jor 3002030681 &P Administrator g::':’;":’; e 1051.121.128  00-50-56-8F-AC-80 4108 # Running Now
M Wi
B lior sefsfeetsa A3mAdministrator \Plggfig-u nelives 1051121127 00.50-56BFLCE8 41.08 ® Running Now

root-f33a564103 - 10MAdministrator  Microsoft Windows XP 10,51,121,134 00-50-56-8 3678 41,08 ® Running Mow
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To remove isolation from a device:

1. Inthe COLLECTORS page, select the checkbox(es) of the FortiEDR Collector(s) whose isolation you want to
remove.

2. Click the down arrow on the Isolate  ~ hytton and select Remove isolation, as shown below.
|solate v
Remove isolation

The following window displays:

REMOVE ISOLATION

Are you sure you want to remove isolation from the selected collectors?

e ™
LEULIT | Cancel )
- _/

3. Click the Remove button.

Unmanaged Devices

The COLLECTORS page also indicates the number of unmanaged devices found in the system at the top right of the
page, meaning those non-loT devices on which no Collector is installed.

Important — Unmanaged devices are not protected in the system. Therefore, it is recommended that you either install a
Collector on each such device or remove it from your network.

amn
=_= | liorgoliaas v DASHBOARD eventvieweR @) FoRensicsy communicaTion conTRoLy @) SECURITY SETTINGS v nventoryy @) aominisration D ®  Prowcion~  Barbara ™

COLLECTORS (44/49) showing 1-15/16 | |[»1| | searga [aliectors or Groups ¥ Q
Al v 8% Create Group 83 MovetoGroup i Deleta v (I Enzble/Disable ¥ isolate v [ export v X, Uninstall 4\ 185 Unmanaged devices were found
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os P MAC ADDRESS VERSION STATE LAST SEEN
N oy High Security Collector Group
= i)
N Default Collector Group
(0/0)
emulation
v )
groupi
3
(0/0)

To view the list of unmanaged devices, select Unmanaged in the filter at the top left of the page.

liorgolf444 v DASHBOARD evenTvieweR @) FORENSICSY COMMUNICATION coNTROLY @) SECURITY SETTINGS v nventorr~ @ aominisTraTion (ED) ®  Proecion v BarbaraV

COLLECTORS (185/185) Search Devices or Groups  vIQ

é Unmanaged ¥ | 8% Create Group 83 MoveloGrop i Delete v (I Enable/Disable ¥ solate ¥ [ Export ¥ X, Uninstall P ———]
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os P MAC ADDRESS VERSION STATE LAST SEEN
< ﬁ'é’:/j"ﬁ‘;‘?ea devices 1-10/185 »
AlR-regression Windows 1051121144 00-50-56-BE-1C-63 ® Unmanaged Today
AUTO2-COLT Windows 1051121135 00-50-56-8F-B3-E1 @ Unmanaged Today
AUTO2-COLT Windows 1051121136 00-50-56-BE-20-6C ® Unmanaged Today
AUTO2-COL2 Windows 1051121133 00-50-56-8F-45-EF ® Unmanaged Today
AUTO2-COLA Windows 1051121124 00-50-56-8F-70-81 ® Unmanaged Today
auto2-runner Windows 105112153 00-50-56-BE-5E-3F ® Unmanaged Today
autoz-runner Windows 1051121173 00-50-56-BE-F3-09 ® Unmanaged Today
avshacol2 Windows 192.168.2.1 ® Unmanaged Today
avshacol2 Windows 192.168.186.1 @ Unmanaged Today
avshacol2 Windows 105112163 00-50-56-BE-06-EE ® Unmanaged Today

None of the action buttons at the top of the window are available for unmanaged devices, as there is no Collector
installed on these devices.
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loT Devices

The IOT DEVICES page lists the non-workstation devices, such as printers, cameras and so on, that are part of your

network. To access this page, click the down arrow next to INVENTORY and then select loT.

This option is only available to users who have purchased the Predict and Protect or the Predict, Protect and

Response license.

FortiEDR provides you with visibility to any device in your network, including those on which FortiEDR components are
not installed. loTs are proactively discovered from existing FortiEDR Collectors. For more details, see the IoT Device

Discovery section on page 168.

amn
- - i si
e liorgolfa44 v DASHBOARD

eventviewer )

comMmunicaTION conTroL v @B

SECURITY SETTINGS ¥

ventoryy @) Aomiisrarion D)

10T DEVICES (192/192)

Al v §% Create Group Move to Group Delete ¥

DEVICE GROUP NAME DEVICE NAME

Computer
(0/0)
Media device
33)

N/A
N/A

N/A
Network device
(15/15)
Other
11y
power device
ny
Specialized
7171
Storage
any
Unknown
(100/100)

CATEGORY

Media device

Media device

Media device

MODEL

Apple TV5.2.10r 5.3
Apple iPod touch audio p...

Apple iPod touch audio p...

INTERNAL IP

10.51.104.22

10.51.104.74

10.51.104.76

MAC ADDRESS

FA-5C-89-A4-76-DF

34-36-38-C7-A8-10

98-54-E8-8C-1B-5A

LOCATION

Israel

Israel

Israel

FIRST SEEN

Vesterday
Yesterday

Yesterday

Search 10T Device vQ

LAST SEEN

Today
Today

Today

This page provides all the collected information about each discovered device, including its name, category (device
type), model number, internal IP address, MAC address, the physical location where the device was detected (based on
its external IP address) and when it was first and last seen. FortiEDR presents all the information it collected for each
device. Information that was not available for a device is marked as N/A in that device’s row in the table. The
indication indicates that the device was discovered within the last three days. The =*"** indication indicates that the
device has not been seen for more than one week.

The default loT Group to which new IoT devices are automatically added is marked with a yellow group icon
can change to a different default loT Group by clicking the group icon of another IoT Group. Alternatively, you can use
category-based grouping, where each new |loT device is automatically added to the group that represents its category
(for example, network devices, cameras, printers and so on).

Defining a New loT Group

To define a new loT Group:

1. Click the % Creatgroup button. The following window displays:

NEW GROUP

New Group Name

Create new group NGRS

2. Enter any name for this group and click the Create new group button.
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Assigning Devices to an loT Group

To assign an loT device to an loT Group:

1. Inthe IOT DEVICES page, select the checkboxes of the loT devices to be moved to a different group.

a ; ) . . . .
2. Select the #® MoOve©EOUP b tton The following window displays showing the names of the current loT Groups and
how many devices each contains:

10T GROUPS

Moving 5 10T devices to:
OT GROUP NAME # OF DEVICES
Computer 190
Media device 3
MNetwork device 16

Other 1

Power device 1

( Cancel )

3. Select the loT Group to which to move the selected devices.
4. Click the Move to group button.

Deleting an loT Device/loT Group

Deleting an loT Group simply means that you are deleting a logical grouping of loT devices. These devices then
become available to be selected in the default loT Group. The IoT Group assigned as the default IoT Group cannot be
deleted.

Deleting an loT device deletes it from the FortiEDR Central Manager’s console. However, if the device is still connected
to your network, it will re-appear following the next network scan.

To delete an loT device/loT Group:

-5
Wl Delete

e Select the loT Group’s/loT device’s checkbox and then click the button.

Refreshing loT Device Data
You can run a scan for a specific 10T device to recollect data for that device.

To rescan an loT device(s):

1. Select the loT device’s checkbox for the device(s) that you want to scan and then click the © Devics Detalls [yytton, A
confirmation window displays.

DEVICE DETAILS

Are you sure you want to rescan the 2 selected devices?

FERENN N ( Cancel )

2. Click the Rescan devices button.
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Exporting 10T Information

To export the list of IoT devices:

! . 4
e Usethe B Export button and select Excel or PDF.
To export details for an loT device:

B Export ¥

PDF
. Excel
e Check the checkbox of the device of interest and then select Device Info under the Export "™ button. You

can only export details for one device at a time. This report exports all collected data for the loT device of interest,
including additional data beyond what is presented in the user interface.

System Components

The SYSTEM COMPONENTS page lists the FortiEDR Aggregators, Cores and Repositories. To access this page, click the
down arrow next to INVENTORY and then select System Components, as shown below.

Collectors
loT

System Components

= ‘ o = @
== | rogoirass ~ DASHBOARD EVENT VIEWER FORENSICS' COMMUNICATION CONTROL

SECURITY SETTINGS™ INVENTORY ™ aominisTRaTIoN G

SYSTEM COMPONENTS

CORES (1/1) Search Cores ~Q
v A P NAME DEPLOYMENT MODE VERSION STATE
34.76.31.71:555 liorgolf444-core-europe-west1-b-0 Cloud 4105 # Running
AGGREGATORS (1/1) Search Aggregators Q
v Al P NAME CONNECTED COLLECTORS VERSION STATE
127.0.0.1:8081 Fortinet 46 4105 @ Running
REPOSITORIES (1/1)
P STATE
10.132.0.66:443 L] Running

The AGGREGATORS area lists the FortiEDR Aggregators.

amn
== | liogolidd4 ~ DASHBOARD eventviewer @ Forensicsv COMMUNICATION conTRoL Y €D

SECURITY SETTINGS™ INVENTORY™~ sominisTration @D ®  Prowcion v Barbara™

SYSTEM COMPONENTS

CORES (1/1)

AGGREGATORS (1/1) Search Aggregators *Q
v Al P NAME CONNECTED COLLECTORS VERSION STATE
127.0.0.1:8081 Fortinet 46 41.05 # Running
REPOSITORIES (1/1)
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Click ~ to expand the list. The following information is provided for each FortiEDR Aggregator:

e Checkbox: Check this checkbox to select the Aggregator. You can then use one of the buttons at the top left of the

window, such as the Delete button
e |P: Specifies the IP address of the communicating device on which the FortiEDR Aggregator is installed.
o NAME: Specifies the Aggregator name entered during installation.

e CONNECTED COLLECTORS: Specifies the number of FortiEDR Collectors that have been configured to operate
with this Aggregator.

e VERSION: Specifies the version of the Aggregator software.

e STATE: Specifies the current state of the FortiEDR Aggregator (page 71).
Cores

The CORES area lists the FortiEDR Cores.

amn
=_= | liorgoliaas v DASHBOARD eventviewer @ Forensics v communicaTion conTROLY @)  SECURITY SETTINGS v INVENTORY™ apminisTration @D

SYSTEM COMPONENTS

CORES (1/1) Search Cores

NAME DEPLOYMENT MODE VERSION STATE

34.76.31.71:555 liorgolf444-core-europe-west1-b-0 Cloud 4.1.05 % Running

AGGREGATORS (1/1)

REPOSITORIES (1/1)

Click * to expand the list. The following information is provided for each FortiEDR Core:
e Checkbox: Check this checkbox to select the Core. You can then use one of the buttons at the top left of the
window, such as the Delete button

e ORGANIZATION: Specifies the name of the organization in a multi-organization FortiEDR environment. In a
single-organization FortiEDR system, this column does not appear.

e IP: Specifies the IP address of the communicating device on which the FortiEDR Core is installed.
e NAME: Specifies the FortiEDR Core name entered during installation.

e DEPLOYMENT MODE: Specifies whether the FortiEDR Core is physically deployed on your organization’s
premises (On-Premise) or in the cloud provided by Fortinet (Cloud).

e VERSION: Specifies the version of the FortiEDR Core.
e STATE: Specifies the current state of the FortiEDR Core (page 71).

Repositories
The REPOSITORIES area shows details about the FortiEDR Threat Hunting Repository server.

amn
=2"2 [ & 5 = =
=_= | liorgoltdad v DASHBOARD eventviewer @ FoRensicsw COMMUNICATION cONTROL™ €B)  SECURITY SETTINGS INVENTORY~ AoMINISTRATION D)

SYSTEM COMPONENTS
CORES (1/1)
AGGREGATORS (1/1)
REPOSITORIES (1/1)

STATE

10.1320.66:443 #% Running
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Click © to expand the list. The following information is provided for the FortiEDR Repository:
e |P: Specifies the IP address of the communicating device on which the FortiEDR Repository is installed.
e STATE: Specifies the current state of the FortiEDR Repository.

Exporting Logs

The Export Logs feature enables you to retrieve technical information from the FortiEDR devices deployed in the
organization, such as from Collectors, Cores, Aggregators and the Management server. The retrievable technical
content describes the activities of each FortiEDR device. Typically, the technical content contains logs and statistical
information. The retrieved technical content is password-protected. The password is enCrypted.

Logs only need to be retrieved when Fortinet technical support requests that you provide them. There is no need for you
to analyze the data contained in the FortiEDR logs. You can retrieve logs for the following:

e Exporting Logs for Collectors, page 80
e Exporting Logs for Cores, page 81
e Exporting Logs for Aggregators, page 81

Exporting Logs for Collectors

To export Collector logs:

1. Inthe COLLECTORS page, select the checkboxes of the FortiEDR Collectors for which you want to export logs.

amm
== | orgoitass ~ DASHBOARD evenTviewer@)  Forensicsv communicaTion conTRoLY @B SECURITY SETTINGSV INVENTORY™ Apministration @D

COLLECTORS (46/46)

Search Collectors or Groups ¥ Q

All v | 8% Create Group §3 Moveto Group i Delete v (W Enable/Disable v [Blsolate v [3 export v, X, Uninstall A 158 Unmanaged devices were found
PDF
COLLECTOR GROUP NAME DEVICE NAME Excel T LOGGED os P MAC ADDRESS VERSION STATE LAST SEEN

... High Security Collector Group e ——
7 (0/0)

Default Collector Group

(0/0)

group?

(0/0)

group2

(0/0)

Insiders

(272)

Linux
(3/3)

lior1
(9/9)

LiorA_QA_81_32 _RAQA 81 32\00t WiNdows 8.1 10.51.121.126 00-50-56-8F-A8-E4 4108 % Running Now
Enterprise N

LIOR_QA WINS_1_64. ._QA_WINB_1_\root ‘é:‘tz‘;‘:’éf‘ 10.51.121.86 00-50-56-8F-0F-E9 2108 % Running Now

Pandal PANDAT\root Windows 8.1 10.51.121.109 00-0C-29-54-97-1B 4108 % Running Now
Enterprise N

2. Click the down arrow on the Export dropdown menu and select Collector Logs.
A progress window displays, showing the status of the Collector log retrieval process:

RETRIEVE COLLECTOR SYSTEM LOGS

Operation in progress

\ Cancel \
After the retrieval process completes, the following window displays:

RETRIEVE COLLECTOR SYSTEM LOGS
SOyT'TvTmazwhhwwy

Operation completed successfully on device Pandal

Download

3. Click the Download link to automatically send the retrieved logs to Fortinet technical support.
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Exporting Logs for Cores

The procedure for exporting logs for Cores is similar to that for exporting Collector logs.

To export Core logs:

1. Inthe SYSTEM COMPONENTS page, select the checkboxes of the FortiEDR Cores for which you want to export
logs.
2. Click the down arrow on the Export dropdown menu and select Core Logs.

T emeumET)  emmms e () | S R ()

SYSTEM COMPONENTS

CORES (1/1) Search Cores Q| |

=
Woeee [3 export ~

PDF
v LA NAME DEPLOYMENT MODE VERSION STATE
Excel
v 76.31.71:555 liorgolf444-core-europe-west1-b-0 Cloud 4105 # Running
é Core Logs
AGGREGATORS (1/1) |

REPOSITORIES (1/1)

A progress window displays, showing the status of the log retrieval process:
After the retrieval process completes, the following window displays:

RETRIEVE CORE LOGS

Operation completed successfully on 1 devices

Download

' N
| Close )
- /

3. Click the Download link to automatically send the retrieved logs to Fortinet technical support.

Exporting Logs for Aggregators

To export Aggregator logs:

1. Inthe SYSTEM COMPONENTS page, select the checkboxes of the FortiEDR Aggregator for which you want to
export logs.
2. Click the down arrow on the Export dropdown menu and select one of the following options:

"2 [ ogon y o v O v v D
& osimow> vrvenen@  rorescs COMMONCATON CoNTROL SecummysevGs wToRy romNsTATON

SYSTEM COMPONENTS

CORES (1/1)

AGGREGATORS (1/1)

ﬁ B ot ~
v wA

POF
A NAME CONNECTED COLLECTORS VERSION STATE

Excel
7.00.1:8081 Fortinet 26 4105 % Running
Aggregator Logs

System Logs
REPOSITORIES (1/1)

e Aggregator Logs: Exports the log for the selected Aggregator(s).
e System Logs: Exports the logs of the central Manager.

A progress window displays.
After the retrieval process completes, a window displays.
Click the Download link to automatically send the retrieved logs to Fortinet technical support.
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Chapter 5—- DASHBOARD

This chapter describes the FortiEDR DASHBOARD for monitoring security events.

Introduction

The FortiEDR Dashboard provides a visual overview of the FortiEDR protection of your organization. It provides an
at-a-glance view of the current security events and system health. The Dashboard is automatically displayed after
installation or when you click the DASHBOARD tab.

liorgolraa4 -~ evenTvieweR @) FORENsICSw COMMUNICATION conTRoLY @) SECURNTY sETTINGS v INVENTORY ™ ApminisraTion @D

&) Generate Reports

SECURITY EVENTS COMMUNICATION CONTROL COLLECTORS Running
Degraded
B Disconnected
General view - .
Pending reboot
= B2 ukey safe. st
B Unmanaged
& 158

Unhandled Processes Unresolved Communicating Applications

2 yanaos 8 grical vuneragiy

3 Suspicious Unknown And
s 10 430

1 36
LI 3 7
3 -
Inconclusive Running  Degraded  Disconnected  Unmanaged

305 Applications monitored by Fortinet

MOST TARGETED % Malicious F Suspicious puP nconclusive - Likely Safe EXTERNAL DESTINATIONS Week v SYSTEM COMPONENTS Running
e s Degraded
Applications
B Disconnected
Devices (21 @
1 1 1 1
- . O
d : ®@
s
I - & -+ - & =
| | | | s e sy s
FortiEDRCol.. cscriptexe 979c6de1cc DynamicCode... BO3276EFBFS.

Note — The system time is displayed in all pages at the bottom right of the status bar. It represents the local FortiEDR server time. For
example, if the FortiEDR server is located in London, and you log in from Los Angeles, USA, then the time shown is the current time in
London, and not the current time in Los Angeles.

System Time (UTC +03:00) 10:17:49

The Dashboard enables you to display two different slices or views of the data collected by FortiEDR:

° E Device View: This view presents information by device, and represents all the events detected on a given
device.

° m Process View: This view presents information by process, and represents all the events detected for a given
process.

Click the applicable view button at the top left of the window to display that view in the DASHBOARD tab.

The information presented in the Dashboard represents an aggregation of events. For more details, you may refer to

the Event Aggregation section on page 90. FortiEDR aggregates events in both the Device view and the Process view

in the Dashboard.
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Use the Logged-in User dropdown list at the top-right of the window to access the following options:

& ooows v @  romscv comucmonconroy @) smvsETnGsy oy aomnistaaon @D
L TH £) ~ - = > >
Legal notice
SECURITY EVENTS COMMUNICATION CONTROL COLLECTORS Runni|
Unhandled Devices Unresolved Communicating Applications Degrd Logout
E:l General view .
6 *’I Malicious
'B' Likely Safe g g g tTreeeee

””””””” §4 Suspicious
8 crcal vuneranity
Unknown And

1 Unsigned Vendors

46 Devices protected by Fortinet 3 Inconclusive 305 Applications monitored by Fortinet

e Help: Enables you to download the latest version of the FortiEDR Installation and Administration Guide.
e Legal Notice: Downloads the FortiEDR legal notice.
e Logout: Exits the FortiEDR application.

Security Events Chart

SECURITY EVENTS

Unhandled Devices

%6 Likely Sat *’I Malicious

IKely Sate paaa g o TTTTTTTTTTTTT

.............. \34 Suspicious
Tewe ..

46 Devices protected by Fortinet 3 Inconclusive

The SECURITY EVENTS chart for the Device view shows the number of protected devices in the system at the bottom
of the pane.

SECURITY EVENTS

Unhandled Processes

l:m 8 2 Likely Safe

*2 Malicious

&3 Suspicious

3 Inconclusive

The SECURITY EVENTS chart shows the number and severity of the FortiEDR events that have not yet been handled.
The chart is color-coded according to event severity:

e Red: Critical

e Yellow: High

e Grey: Medium

Click this chart to drill down to the Event Viewer, which shows a filtered chart listing the unhandled events (page 95)
according to the severity (color) that you clicked in this chart.

Each event that is detected by the FortiEDR system is initially marked as unread and unhandled. Multiple users may be
using the FortiEDR Central Manager in parallel. The Unread and Unhandled statuses enable users to keep track of

whether anyone has read and handled the message.
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Communication Control Chart

The COMMUNICATION CONTROL chart displays a breakdown of the applications with an Unresolved status detected
in your organization.

COMMUNICATION CONTROL

Unresolved Communicating Applications

8 Critical Vulnerability

1 Unknown And
Unsigned Vendors

305 Applications monitored by Fortinet

Click a box in the chart to drill down to the Communication Control.

Collectors Chart

The COLLECTORS chart provides an overview of FortiEDR Collectors. Each bar in this chart represents a different
operating system: Windows, Windows Server and MacOS. In addition, when in General View mode, the window shows
the number of unmanaged devices in the system. For more information about unmanaged devices, see page 70.

The bar chart is color-coded and numbered to indicate the distribution of statuses (page 83) among the components
within the operating system group.

Each bar chart indicates the Version or the Operating System of that component, according to the option that you
selected in the View By dropdown menu.

COLLECTORS Running
Select the Begmaded
View Of wm General view . | ] Disco.nrectecl
Pending reboot
Bar Charts Disabled
= Number of Unmanaged
Devices
36 .
. Number of Collectors with
Version == 3 — .
This Status
Running Degraded  Disconnected Unmanaged

Click this chart to drill down to the relevant INVENTORY (page 68), which shows a filtered chart listing the Collectors
with the selected Version or Operating System.

sa. Disconnected status may indicate that the device on which the FortiEDR Collector is installed is simply powered down or

disconnected from the network. It does not necessarily mean that there is a problem with that FortiEDR Collector or that device.
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Most Targeted Charts

MOST TARGETED

B v

Events (%)

# Malidous FF Suspicious PUP

6@5

3

]

£ 1 s
|

ensw-lap153 Mac ensw-lap147 WIN-UBAS5CLO. root-PC

ncanclusive -E- Likely safe

1

I-H-2

The MOST TARGETED chart displays the history of the most-infected and targeted processes, applications and
devices. This chart is color-coded according to the severity of the attacks. The information is displayed per last day, last

week or last month, according to your selection.

Click this chart to drill down to the Event Viewer (page 90), which shows a filtered chart listing the events for the

selected process or device.

External Destinations

The EXTERNAL DESTINATIONS map displays the locations of the destinations for the event for the past day, week or
month. Choose the timeframe for displaying data in the dropdown menu at the top of the pane.

EXTERNAL DESTINATIONS

@ e 3 9
R
9‘:” %Q'v O?Q%
) f:, i %
#° ’ %
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System Components

SYSTEM COMPONENTS RuNning
Degraded
B Disconnected

Cores Aggregators  Repositary ECS
The SYSTEM COMPONENTS chart shows the status of the Cores, Aggregators, Threat Hunting Repository and FCS.

Executive Summary Report

The Executive Summary report provides a comprehensive summary describing security events and system health.
To generate an Executive Summary report:

1. Click the ) cenerate Reports button at the top-right of the Dashboard window. The following window displays:

EXECUTIVE REPORT
Report time frame

from | 15-04-2017 W 15-05-2017

TN

2. Specify the timeframe for the report in the From/To fields. The default period for the report is one month.
3. Click Generate Report. The report opens in a pop-up window.

E:E evenTviewer @) Forensicsw communicarion conTroLy @) SECURITY SETTINGS™ INVENTORY v rominisTraTIoN @D Proiecion v Barbara™
SECURITY EVENTS
Jan. 2020, 06 - Feb. 2020, 05
EVENTS STATISTICS 18 OVERALL SECURITY EVENTS GENERATED
4 Malicious
7 Suspidous
1 pup 42 Likely Safe_ 1 re 6 5 3
nconclus| 4 Inconclusive ac0s Linux Server
2 Likely Safe
Elee
MOST TARGETED % Malicious 4 inconclusive *4Mahcms 14 Exfiitration prevention policies triggered events (77.78%) IPONENTS
7 Suspl(mus O Ransomware prevention policies triggered events (0.00%)
4 Execution prevention policies triggered events (22.2206)
&5
$2
I DESTINATIONS EVENTS BY TOP COUNTRIES
16 United Kingdom
Save / Print
12 Netherlands - ez
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4. Click Save/Print to save or print the report.

The report presents several sections of information, as follows:

o Event Statistics, page 87

e Destinations, page 87

e Most-targeted Devices, page 88
e Communication Control, page 88
e System Components, page 89

e License Status, page 89

Event Statistics

The Event Statistics section of the Executive Summary report displays a breakdown of the events created during the
timeframe of the report. Events are classified by severity. The total number and percentage of events triggered by the
Exfiltration and Ransomware policies are also displayed. For more details, see Chapter 6, Event Viewer on page 90.

EXECUTIVE SUMMARY

Jan. 2020, 06 - Feb. 2020, 05

EVENTS STATIST'CS 18 OVERALL SECURITY EVENTS GENERATED
4 Malicious
7 Suspicious

B2 ey sere i Pupp :
4 Inconclusive
2 Likely Safe
e
4 inconclusive ;4 Malicious T4 Eexfitration prevention policies trigge:

37 Suspicious 0

4 Execution prevention policies triggered events

Destinations

The Destination section of the Executive Summary report displays a map of all the destinations for the events triggered
during the timeframe of the report. The names of the top seven countries with the most events are shown. There is a pin
on the map for each represented country. For more details, see the External Destinations section on page 85.

DESTINATIONS EVENTS BY TOP COUNTRIES
39? United States

AT israel

of W, . 0 23 canada

9 23 irelang

10 france

5 Germany

5 spain

28 events from 15 other countries
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Most-targeted Devices

The Most Targeted Devices section of the Executive Summary report displays all the events in the system during the
timeframe of the report. A breakdown for the top-five most-targeted devices is shown. For more details, see the Most
Targeted Charts section on page 85.

MOST TARGETED DEVICES EVENTS PER DEVICE

6 Events in device ensw-lap153

o vaiicous s suspicous =1pun ] inconcuswe - Ukey safe Events in device Mac

5
5 Eventsin device ensw-lap147

3 Events in device WIN-UBASCLOIITR
3

1

Events in device root-PC

6
5 1 Events in 11 other devices
5 g S,

3 3 1
2 2

i [

e o, , 2,

e, LTS e
g ”‘%;

Most-targeted Processes

The Most Targeted Processes section of the Executive Summary report displays all the events in the system during the
timeframe of the report. A breakdown for the top-five most-targeted processes is shown. For more details, see the Most
Targeted Charts section on page 85.

MOST TARGETED PROCESSES INFECTED DEVICES PER APPLICATION

12 Devices infected with process FortiEDRCollectorService.exe

§ vaicous F suspioous =1eup ff nconcuswe - key sate 2 Devices infected with process cscript.exe

1 Devices infected with process

979c6de81cc0f4e0a770f720ab82e8c727a2d422fe6179684b239fe0dc28d86c.vir
12 1 Devices infected with process dumb-init

1 Devices infected with process enSiloCollector

9 Devices infected by 5 other applications

Communication Control

The Communication Control section of the Executive Summary report displays the number of applications detected for
the first time during the timeframe of the report. In addition, it shows how many of these applications have suspicious
characteristics, such as low reputation or critical vulnerabilities. For more details, see Chapter 7, Communication
Control on page 110.

13
COMMUNICATION CONTROL UNRESOLVED COMMUNICATING

0 Low reputation

4 Critical vulnerability

4 Critical Vulnerability 9 Unknown vendors

271 OVERALL NEW COMMUNICATING
APPLICATIONS
ULT,E;;VE"&ZC:MQ,S 46 New vendors

75 New products from known vendors

150 New versions from known products

Report created by Fortinet user Barbara on 2/5/2020, 4:33:12 PM Confidential
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System Components

The System Components section of the Executive Summary report displays a bar chart showing the Collectors in the
system by their state. In addition, it shows a breakdown of the components in the system, the number of detected loT
devices and the number of unmanaged devices (non-loT devices on which no Collector is installed). For more details,
see the FortiEDR Components section on page 12. For more details about 0T devices, see page 76. For more details
about unmanaged devices, see page 69.

COLLECTORS
System Components ACTIVITY DISTRIBUTIONS

46 Collectors 36 collectors- Running

3 Collectors - Degraded

15
7 Callectors - Discol

158 Callectars - Unmana

223

1 . 10T DEVICES

ACTIVITY DISTRIBUTIONS
1 Aggregators

3 43 oT Devices - Recently Seen
1 Repositories - Devices - Recently
1 ECs Running Degraded  Disconnected  Unmanaged 1 - Expired
B8 Unmanzgzd o

Running Degreded [ Disconnected Pending recoot Disagled

License Status

The License Status section of the Executive Summary report displays a summary of license-related information. For
more details, see the Licensing section on page 147.

LICENSE STATUS
License Type: Predict, Protect and Response
Expiration Date: 18-5ep-2020

Communication Control:
Forensics:

Threat Hunting:
Vulnerability Assessment:

Content Updates:

License Capacity: 10000 workstations, 10000 servers, 100000 loT devices
In Use: 28 workstations, 4 servers, 259 loT devices
Remaining: 9972 workstations, 9996 servers, 89741 loT devices
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This chapter describes the FortiEDR Event Viewer for monitoring and handling security events.

Introducing the Event Viewer

Upon connection establishment attempt, each FortiEDR Collectors sends relevant metadata to the FortiEDR Core,
which sends it on to the FortiEDR Aggregator so that it can be displayed in the FortiEDR Central Manager Event
Viewer. The Event Viewer enables you to view, investigate and acknowledge handling of each such event. A row is
displayed for each event.

The Event Viewer enables you to display two different slices or views of the event data collected by FortiEDR:
° E Device View: This view presents information by device, and shows all the events detected on a given device.

° m Process View: This view presents information by process, and shows all the events detected for a given
process.

Click the applicable view button at the top center of the window to display that view.

amn
= | lorgolf44 ~ DASHBOARD EveNTViEWER @) FORENSICS ™ COMMUNICATION CONTROLS @) SECURITY SETTINGS ™ invenToryy @) apminisTraion @D
o > Snoing 11212 Search Event ~Q | CLASSIFICATION DETAILS
3 Export ~ Handle Ever Delete Fore 2 Exception Manager
<A D DEVICE PROCESS CLASSIFICATION ~ DESTINATIONS ~ RECEIVED ¥ LAST UPDATED
TeamViewer.exe (1 event) PUP 10-Feb-2020, 04:47:59
PUP ruzmniner
4 171302 % WIN-MQHOCMRUD2]  TeamViewer.exe PUP 4 destinations 10-Feb-2020, 04:47:59  11-Feb-2020, 13:49:06 () By Reversinglabs
> 98 User WIN-MQHOCMRUD2)\root Ceruficate: Signed Process path: C:\Program Files (x86)\TeamViewenTeamviewer.exe Raw data items: 4 Threat name: Unknown
Threat family: Unknown
DynamicCodeTests32.exe (1event) F suspicious 06-Feb-2020, 02:38:27 Threat type: Unknown
python.exe (1 event) =Y safe 04-Feb-2020, 07:47:50
History
SmartConsole.exe (1 event) ‘B‘ Likely safe 03-Feb-2020, 05:25:12
v PUP, by FortinetCloudServices, on 11-Feb-2020, 13:49:14
ensilocollector (1 event) Inconclusive 03-Feb-2020, 04:00:50
. 8 . o simulation Device WIN-MQHOCMRUD2) Was moved from collector group [ior to
DynamicCode32.exe (1event) suspicious 02-Feb-2020, 11:18:43 collectar group High Security Collector Group 70 times
escript.exe (4 events) # suspicious 02-Feb-2020, 11:16:45 o simulation Device WIN-MQHOCMRUD2) was isolated 70 times
dumb-init (1 event) Inconelusive 01-Feb-2020, 12:07:10
filebeat.exe (2 events) Inconelusive 01-Feb-2020, 11:51:23
979c6de81cc0f4e0a770f720ah82e8c727a2d422fe... (2 events) % Mmalicious 30.Jan-2020, 04:18:06 )
Triggered Rules
B03276BFBF85CFDD7C8998004C1200DA.Vir (2 events) % Malicious 30-Jan-2020, 04:18:02
< Mgy Exfiltration Prevention
DynamicCodeListenTests.exe (1 event) F suspicious 29-Jan-2020, 14:34:48

> @ PUP - Potentially Unwanted Program

> ADVANCED DATA

Event Aggregation

For convenience and easier navigation, FortiEDR aggregates events in both the Device view and the Process view in
the Event Viewer, as follows:

e Each primary-level row represents a device/process.

- Al ID DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED ™ LAST UPDATED
TeamViewer.exe (1 event) PUP 10-Feb-2020, 04:47:59
4 171302 % WIN-MQHOCMRUDZ2J TeamViewer.exe PUP 4 destinations 10-Feb-2020, 04:47:59  11-Feb-2020, 13:49:06 @
> %8 User: WIN-MQHOCMRUD2j\root Certificate: Signed Process path: C:\Program Files (x86)\TeamViewer\TeamViewer.exe Raw data items: 4
DynamicCodeTests32.exe (1event) £ suspicious 06-Feb-2020, 02:39:27

Note — The All filter also displays expired events.
e You can drill down on a device/process to display the events for that device/process. Each event row is marked
with a flag ' indicator.
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In the Process view, the Destinations column indicates the number of destinations to which the process attempted
to connect. If only one destination was accessed, its IP address is shown. If more than one destination was
accessed, the number of destination IPs is shown in the Destinations column.

In the Process view, the Device column indicates the number of devices the malware attempted to attack. If only
one device was attacked, its device name is shown. If more than one device was attacked, the number of devices is

shown in the Device column.

o} DEVICE PROCESS CLASSIFICATION

TeamViewer.exe (1 event)

> 171302

*n
um

% WIN-MQHOCMRUD2] TeamViewer exe

—_—

DynamicCodeTests32.exe (1 event)

User: WIN-MQHOCMRUD2)\root Certificate: Signed

@ Suspicious

DESTINATIONS

4 destinations

RECEIVED ~

10-Feb-2020, 04:47:59

ess path: C:\Program Files (x86)\TeamViewer\TeamViewer exe

06-Feb-2020, 02:39:27

10-Feb-2020, 04:47:59  11-Feb-2020, 13:49:06

LAST UPDATED

@

Raw data items: 4

e You can drill down further in an event row to view the raw data items for that event by clicking on the [ icon. Raw
data items display the relevant information collected by FortiEDR from the device. For example, if a specific
process was connecting to 500 destinations, then 500 raw data item rows display for that event. For example, in the
figure below, the event comprises 4 raw data items, coming from different devices and going to different
destinations. You can click the icon to return to the aggregated event view.

+ A ID DEVICE PROCESS CLASSIFICATION
TeamViewer.exe (1 event) PUP
4 171302 % WIN-MQHOCMRUD2] TeamViewer exe PUP

5 em

mm  User: WIN-MQHOCMRUD2)\root Certificate: Signed

DynamicCodeTests32.exe (1 event) s Suspicious

DESTINATIONS RECEIVED *

LAST UPDATED

10-Feb-2020, 04:47:59

4 destinations

Process path: C:\Program Files (x86)\TeamViewer\TeamViewer.exe

10-Feb-2020, 04:47-59

@

Raw data items: 4 h

11-Feb-2020, 13:49:06

06-Feb-2020, 02:39:27

ID DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED LAST UPDATED ACTION
> 171302 % WIN-MQHOCMRUD2J TeamViewer.exe PUP 4 destinations 10-Feb-2020, 04:47:59  11-Feb-2020, 13:49:06 (v}
:: User: WIN-MQHOCMRUDZJ\root Certificate: Signed Process path: C:\Program Files (x86)\TeamViewer\TeamViewer.exe Raw data items: 4

RAWID DEVICE DESTINATION FIRST SEEN LAST SEEN USERS COUNT

147071627 WIN-MQHOCMRUD2] 5214314383 10-Feb-2020, 09:48:02 11-Feb-2020, 13:49:06 _N-MQHOCMRUD2\root 29

172415047 WIN-MQHOCMRUD2] 52.232.106.174 10-Feb-2020, 04:48:00 11-Feb-2020, 04:48:01 ‘N-MQHOCMRUD2J\root 2

172415041 WIN-MQHOCMRUD2] Network Access 10-Feb-2020, 04:48:00 10-Feb-2020, 08:48:00 _N-MQHOCMRUD2\root 6

172415031 WIN-MQHOCMRUD2] 127.0.0.1 10-Feb-2020, 04:47:59 10-Feb-2020, 04:47:59 -N-MQHOCMRUD2J\root 1

Ly

Examine the data in both the Device view and the Process view to identify the source of a problem. In this way, you can
determine whether the issue is organization-wide or if only specific devices are infected.

An event is triggered when one or more rules in a policy are violated. For example, let's assume that people in your
organization using the Adobe PDF application modified this application to meet their individual needs, and that
FortiEDR detected this as malware that appeared on 1,000 devices in the organization. In this case, when the same
event occurs on multiple devices for the same process, you see the following in the Event Viewer:

¢ In the Device view, you see 1,000 aggregation events, each with one event under it.
e In the Process view, you see one event aggregation named adobe.exe. Under it, there is one event for the
adobe.exe process. That event shows the number 1000 in the Devices column and 1,000 raw data items.

The Event Viewer is divided into the following areas of information:

e EVENTS, page 92
e ADVANCED DATA, page 94
e CLASSIFICATION DETAILS, page 106

The following actions can be performed in the Event Viewer:
e Marking an Event as Handled/Unhandled, page 95

o Defining Event Exceptions, page 96

e Marking an Event as Read/Unread, page 104

e Viewing Expired Events, page 104

¢ Viewing Device Control Events, page 105

e Other Event Viewer Options, page 105
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When a new event is generated by FortiEDR, an indicator number displays or is incremented.

Hovering over this number indicates the number of new unread events, shown below:

EVENT VIEWER )
ID CLASSIFICATION TIME
170199 Inconclusive 10-Feb-2020, 09:40:27

145884 Inconclusive 10-Feb-2020, 05:05:53

163078 = Safe 10-Feb-2020, 04:15:27
145722 £ Suspicious 09-Feh-2020, 15:08:48
149594  F Suspicious 09-Feb-2020, 15:08:47
145698  FF Suspicious 09-Feb-2020, 15:08:46 |

145686 & Suspicious 09-Feb-2020, 15:08:44

170174 Inconclusive 09-Feb-2020, 03:18:34
170192 Inconclusive 09-Feb-2020, 03:18:32 ,
170183 Inconclusive 09-Feb-2020, 03:18:32 l
145793 Inconclusive 06-Feb-2020, 13:37:46 ,
166692 Inconclusive 06-Feb-2020, 03:34:47

166577  #F Suspicious 06-Feb-2020, 02:54:29

152984 -B- Likely Safe 04-Feb-2020, 10:52:04
152854 Inconclusive 03-Feb-2020, 04:27:01

7 More events...

In some cases, Updated displays next to the number of new unread events indicator. Updated means that

FortiEDR originally classified one of the unread events, but that classification was later changed by the user. After
more data for this event was received, FortiEDR overrode the manual classification of the event by the user and
changed the classification for the event again, based on the newly received data.

Events Pane

Clicking an event expands it to show more details and enables the buttons at the top of the window. The following

information is provided for each event:
EVENTS

E Export - Handle Event

- A 1D DEVICE
% WIN-MQHOCMRUDZ] (2 events)
P 171302 WIN-MQHOCMRUD2)]

b &8 User: WIN-MQHOCMRUD2)\root

4 163078 WIN-MQHOCMRUD2)
% DESKTOP-BS09MQF (1 event)
[ ensw-lap153 (5 events)
@ Mac (5 events)
% ensw-lap147 (4 events)

Avast1 (1 event)
% nginx.webserver (1 event)

% WIN-UBASCLOIIR (2 events)

% avshacol2 (1 event)

FortiEDR Installation and Administration Manual
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PROCESS

TeamViewer.exe
Certificate: Signed

installAllpy

B

# .
Ba Exception Manager

CLASSIFICATION =~

PUP

PUP

Process path: C:\Program Files (x86)\TeamViewer\TeamViewer.exe

=¥ safe

# Suspicious

ﬁ Suspicious

¥ Malicious

# Suspicious

ﬁ Suspicious
Inconclusive
Inconclusive

ﬁ Suspicious

Device View

DESTINATIONS

4 destinations

Sensitive Inform...

Showing 1-9/9

RECEIVED ¥
10-Feb-2020, 04:47:59

10-Feb-2020, 04:47:59

04-Feb-2020, 07:47:59
06-Feb-2020, 02:39:27
03-Feb-2020, 05:25:12
03-Feb-2020, 04:00:50
02-Feb-2020, 15:08:35
02-Feb-2020, 11:18:43
01-Feb-2020, 12:07:10
01-Feb-2020, 11:51:23

29-Jan-2020, 14:34:48

Search Event

LAST UPDATED

11-Feb-2020, 13:49:06

Raw data items: 4

10-Feb-2020, 04:15:27

@

©
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EVENTS l:m Showing 1-12/12 Search Event v

B Export - =; Exception Manager

v A D DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED ¥ LAST UPDATED
TeamViewer.exe (1 event) PUP 10-Feb-2020, 04:47:59
DynamicCodeTests32.exe (1 event) & Suspicious 06-Feb-2020, 02:39:27
python exe (1 event) = safe 04-Feb-2020, 07:47:59

4 163078 WIN-MQHOCMRUD2| installAll py =+ safe Sensitive Inform... 04-Feb-2020, 07:47:59  10-Feb-2020, 04:15:27 @

[ :: User: WIN-MQHOCMRUD2/\root Certificate: Signed Process path: C:\Python36\python.exe Raw data items: 2
SmartConsole.exe (1 event) Likely safe 03-Feb-2020, 05:25:12
enSiloCollector (1 event) Inconclusive 03-Feb-2020, 04:00:50
DynamicCode32.exe (1event) ﬁ Suspicious 02-Feb-2020, 11:18:43
cscript.exe (4 events) E=2 Suspicious 02-Feb-2020, 11:16:45
dumb-init (1 event) Inconclusive 01-Feb-2020, 12:07:10
filebeat.exe (2 events) Inconclusive 01-Feb-2020, 11:51:23
979c6de81cc0fde0a770f720ab82e8c727a2d422fe... (2 events) * Malicious 30-Jan-2020, 04:18:06
B03276BFBF85CFDD7C8998004C1200DA.vir (2 events) * Malicious 30-Jan-2020, 04:18:02
DynamicCodeListenTests.exe (1event) ﬁ Suspicious 29-Jan-2020, 14:34:48

Process View

View Indicator: Indicates the view context for the event aggregation. displays for a device and displays for
a process.

r Handled/Not Handled: Specifies whether any FortiEDR Central Manager user handled this event, as described
on page 95.

ID: Specifies an automatically assigned unique identifier for each event generated by FortiEDR. This identifier is
particularly useful for event tracking purposes when monitoring events using an external system, such as a SIEM.
DEVICE: Specifies the communicating device name on which the FortiEDR Collector is installed.

PROCESS: Specifies the process that is infected. This is not necessarily the process that made the connection
establishment request (such as Firefox, which might be being controlled by the infected application). If the event
was triggered by a script, then the script name is specified.

SEVERITY: Specifies the severity of the rule — Critical, High or Medium. The severity of the event that is triggered
is determined by the most severe rule that is violated.

CLASSIFICATION: Specifies how malicious the event is, if at all. Classifications are initially determined by
FortiEDR. They can be changed either automatically as the result of additional post-processing, deep, thorough
analysis and investigation by the FortiEDR Cloud Service (FCS) or manually. The FCS is a cloud-based,
software-only service that determines the exact classification of events and acts accordingly based on that
classification — all with a high degree of accuracy. All Playbook policy actions are based on the final determination
of the FCS. For more details, see Playbook Policies on page 59.Classifications are:

e Malicious

e Suspicious

e Inconclusive

o Likely Safe
e PUP (Potentially Unwanted Program)
e Safe

DESTINATIONS: Specifies the IP address to which the malicious entity requested to establish a connection.

Note — For a violation of the Ransomware Prevention policy, this column may show File Access instead of an IP address. For more
details about this policy, see page 53.
RECEIVED: Specifies the first time that this event was triggered. For aggregations, the most-recent received time is

displayed.
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e LAST UPDATED: Specifies the last time that the event was triggered. For aggregations, the most-recent time is
displayed.
e ACTION: Specifies the action that was enforced:

: Block: The exfiltration attempt was blocked and this blocking event was generated.

. @ Simulated Block: The policy that protected this device was set to Simulation mode. Therefore, the
exfiltration attempt was NOT blocked and this blocking event was generated. FortiEDR would have blocked his
exfiltration event if the policy had been set to Prevention mode.

o bk Log. The event was only logged and was not blocked.

e FIRST SEEN: The Event Viewer aggregates the occurrences of the same events into a single row when it
represents the same attack on the same device. This timestamp specifies the first time this event occurred. The row
of this event pops to the top of the list in the Event Viewer each time it occurs again.

Note - If a change is made to the FortiEDR policy used by a specific FortiEDR Collector, then the events before and after that change

are not aggregated together.

o LAST SEEN: Specifies the most recent time this same event occurred. See FIRST SEEN described above.

e Process Type: Specifies whether the infected process is 32-bit or 64-bit.

o User: Specifies the domain of the computer/user of the device.

e Certificate: Specifies whether the process or application have certificate — Signed or Unsigned. You may refer to
http://en.wikipedia.org/wiki/Authorization_certificate for general information about the subject.

e Process Path: Specifies the path of the infected process.
e Count: Specifies the number of occurrences of the same events on the same device.

Note — Notification actions are not shown in the Event Viewer, but Investigation and Remediation actions are. For more details, see
page 62, 64 and 65, respectively.

Advanced Data

The ADVANCED DATA area displays a graphic representation of what occurred that led to the event. This information
shows operating system metadata that occurred immediately preceding and at the time the connection establishment
request was issued.

In addition to textual information that is displayed (described above), a picture is provided depicting the flow of operating
system events that led up to the connection establishment request or the attempt to lock data. The picture is shown as a
timeline from left to right (meaning that the left process happened before the others). A circle can represent an
operating system entity such as a process, a thread, a service, a file and so on. The white boxes represent the
operation that was done between the operating system entities, such as create, open, inject, connect and so on.
Typically, the last circle (rightmost) is a connection establishment request or a file access. Each white box has a number
attached to it, representing the sequence of operations, and also the rules that were violated during that operation,
along with the worst classification associated with that operation.

<> ADVANCED DATA
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A world map is also displayed showing the location of the event and indicating the country by its flag.

<7 ADVANCED DATA

Event Graph

Al O®
S5: ®

vy
“9’ An abundance of additional investigative tools and information are provided by FortiEDR’s Forensic add-on (page 130).

You can zoom in and zoom out using the @ @ buttons at the top right. The @ button fits the picture to the size of the
window.

Marking an Event as Handled/Unhandled

The following describes how to specify that you have handled an event. When any FortiEDR Central Manager user
marks an event as Handled, all users see it as having been handled.

To mark an event as handled:

1. Select the rule’s checkbox and then click the P Handie event button or just click the flag icon of the event row. The
Event Handling window displays.

Note — If an exception was already defined for this event, then the words event includes exceptions are displayed at the top of the Event
Handling window.

2. In the Classification dropdown list, change the classification for the event, if needed. For more details, see
page 96.
3. Inthe comments box, use free text to describe how you handled the event.

g

4. Click the Save as Handled button. The flag icon next to the event changes from dark gray
indicate to all users that it has been handled.

to light gray I to

EVENT HANDLING

Unhandled event 163078

for device WIN-MQHOCMRUD2)

Classification | Safe v

Malicious
_ype comment
PUP

Safe FiZATINET

Archive When Handled

1 > Advanced

Click This Button

( save and Handled ) @ ( cancel )
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5. [Optional] Check the Archive When Handled checkbox to archive the event after handling it. When you select this
option, the event is marked both as handled and as archived.

6. [Optional] Click the arrow to the left of Advanced to display the Mute events notification field. Select this
checkbox if you want to mute the notifications for this event. In addition, specify how long to mute the event
notifications. Notifications can be muted for 1 Week, 1 Month, 1 Year or Permanently. When checked, you will not
receive notifications whenever this event is triggered. When using this option, click the Save as Handled button,
which indicates that the event has been both handled and saved.

Archive when handled

- Advanced
Mute events notification for

/'7'\. g ™
| SaveasHandled ) (| Cancel )
. A . A

Note — Events with muted event notifications are indicated by the “ = icon in the Event Viewer.

Manually Changing the Classification of an Event

You can manually change the classification of an event, if needed.
To manually change the classification of an event:

1. Select the rule’s checkbox and then click the P Handle event button or just click the flag icon of the event row. The
Event Handling window displays.
2. Inthe Classification dropdown list, change the classification for the event, as needed.

I

EVENT HANDLING

Unhandled event 163078
for device WIN-MQHOCMRUD2)

Classification | Safe -<

— Malicious
Type comment
PUP

Safe FZIRATINET

Archive When Handled

1 > Advanced

l: Save and Handled :ﬁl m lﬁ: Cancel :ﬁl
3. Click the @ button.
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[Optional] Click the \_52v¢andHandled Jy, 0n to mark the event as handled after saving the event.

After changing the classification of an event, the Classification Details area displays the history of any actions
(Playbook policy-related actions and others) that were made automatically by FortiEDR, as shown below. For
Playbook policy actions, the timestamp shows when the action was performed, as defined in the Playbook policy.
For more details about Playbook policy actions, see page 62.

DASHEOARD oo @) FoRENscs commuracaTion conTrRoLy @) SECURITY SETTINGS ™ mventore~ ) somimsTs mon @D

EVENTS x CLARSIFICATION DETAILS
3 Expor ~+ an Manager
o DEVICE PROCESS CLASSIFICATION = DESTINATIONS  RECEIVED LAST UPDATED
% WIN-MQHOCMRUD2) (2 events) ¥ Maicious 10-Feb-2020, 04,4759
r 171302 WIN-MQHOCMRUDZ) Teamyiewer exe PUP Adestinauions  10-Fe0-2020,04:47:59  11-Feb-2020, 144306 @
v &8 User WIN-MQHOCMRUDZ|\root Certificate: Signed Process path. C\Program Files (x86]\Teamviewer\TeamViewer exe Raw dara rems: 4 nown
Threat famity: Unknown
» 163078 WIN-MQHOCMRUDZ) installall oy ¥ malicious Sensitive Inform... 04-Feb-2020,07:47.59  10-Fen-2020,041527 @ Threat type: Unknown
# DESKTOP-BS09MQF (1 event) £ suspicious 06-Feb.2020, 02:39:27
History
B ensvelap153 (S events) £ suspicious 03-Feb-2020, 05:25:12
PUP, by FortinetCloudServices , on 11-Feb-2020, 14:49:16
@ Mac (5 events) & Malicious 03-Feb-2020, 04:00:50
IN-MQHOCMRUDZ) Wi Tor group liort
% enswr-lap147 (4 svents) £ suspicious 02:Fen-2020, 15:08:35 " 1 High Security Collector G
Avast] {1 event) £ suspicious 02:Feb-2020, 11:16:43 o | Simulatio & WIN-MQHOCMRUDZ) Was isolated
% nginx.webserver (1 avent] Inesnclusive 01-Feb-2020, 12:07:10

< ADVANCED DATA
Event Grapt at

- " .
®

osaft Corporation &

When the Fortinet logo appears next to an entry in the CLASSIFICATION DETAILS area, it indicates that the event
was automatically classified by FortiEDR. Events that are manually classified do not display the Fortinet logo.

Note — Notifications for events are not shown in the Classification Details area.
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Defining Event Exceptions

The following describes how to create a new exception and how to edit an existing one. Details describing how to edit
an existing exception are described in the Editing Event Exceptions section on page 102. You can access the Exception

Manager by clicking the 32 Bxcepron Vanager b tton at the top of the Events pane. Additional options for managing
exceptions are provided in the POLICIES tab, as described on page 66.

An exception that applies to an event can result in the creation of several exception pairs.

An exception pair specifies the rule that was violated and the process on which the violation occurred, including or
excluding its entire location path. For more details, see page 59.

Note — After an exception is defined for an event, new identical events are not triggered.

| 4
Events that occurred in the past appear with an ®® icon to indicate that an exception has been defined for them, even though at the time they

m’
were triggered, the exception did not exist. This ®® icon on past events serves as an indication to you that there is no need to create an
exception for it, since one was already created (but after the event occurred).

Note — When defining an exception for Listen on Port Attempt events, listening on 0.0.0.0 means listening on all interfaces. In such cases, you

should use All Destinations.

To define an event as an exception:

1. Click the event row to be defined as an exception.

EVENTS Bl Snowng 119 Search Event - CLASSIFICATION DETAILS
3 &xport ~ Handle Eve elete Fore: =2 Exception Manager
- Al D DEVICE PROCESS CLASSIFICATION = DESTINATIONS RECEIVED ¥ LAST UPDATED
% WIN-MQHOCMRUD2) (2 events) * Malicious 10-Feb-2020, 04:47:59
. % DESKTO[Z-BSOOMQF (1 event) £ suspicious 06-Feb-2020, 02:39:27
Click Here to
r 166577 DESKTOP-BSO9MQF DynamicCodeTests32 exe 3 Suspicious 74125.235.20 06-FeD-2020, 02:39:27  06-Feb-2020, 02:54:29 (%]
Threat family: Unknown
Create an —— := User: DESKTOP-BS09MQP\admin Certificate: Unsigned Process path: C:\Users\admin\Desktop\DynamicCodeTests32 exe Raw data items: 1 Threa
Exce t|on hreat type: Unknown
p A ensw-lap153 (5 events) % Suspicious 03-Feb-2020, 05:25:12
History
@ Mac (5 events) * Malicious 03-Feb-2020, 04:00:50
< $ Suspicious, by FortinetCloudServices , on 06-Feb-2020, 02:54:36
#%ensw-lap147 (4 events) * Suspicious 02-Feb-2020, 15:08:35
% . o Simulation Device DESKTOP-BSO9MQF was moved from collector group win1o
Avast1 (1 event) Suspicious 02-Feb-2020, 11:18:43 to collector group High Security Collector Group 3 times
% nginx.webserver (1event) Inconclusive 01-Feb-2020, 12:07:10 o Simulation Device DESKTOP-BSO9MQF was isolated 3 times
% WIN-UBASCLOIINR (2 events) Inconclusive 01-Feb-2020, 11:51:23

&
2. Click the Create Exception == button. The following window displays:

EXCEPTION CREATION

Create new exception for:
Event ID 166577
Rules Triggered

Dynamic Code
Unmapped Executable

®) Collector groups: All groups All organizations
®) Destinations All destinations
Type comments
[> Advanced
‘ Cancel '

3. Specify whether this exception applies to all the Collector Groups or only to the Collectors in the same Collector
Group as the one for which this event was triggered.

Note — The All groups and Collector groups options only apply to the current organization in which the event occurred.
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For a multi-organization FortiEDR system, an Administrator can also specify whether the exception applies to all
organizations. The All organizations option applies the exception to all organizations, regardless of whether or not
the event already occurred.

If an Administrator wants to define an exception that applies to one or more, but not all organizations, then he/she
must define the exception separately for each organization.

Exceptions defined by an Administrator (Hoster) that apply to all organizations display as Locked by the
administrator to other users, and cannot be changed by a user other than the Administrator who created it, as
shown below:

EXCEPTION

rent 63029
23-Feb-2020, 19:31 By admin

Rules Triggered

Tampered Executable

Type comments

o

> Advanced

( cancel )

Note — The All organizations option does not display for Local Administrators or regular users. Only an Administrator can set the All
organizations option.

L)
‘9’ Exceptions can only be defined for Collector Groups. If you would like to define an exception for a specific Collector, then
| create a Collector Group that only contains that Collector.

4. Specify whether this exception applies to all Destinations or only to specific destinations. The IPs listed in the
dropdown menu are those IPs that generated connections for this event. Use the dropdown menu to select the
specific IPs to exclude that were triggered on this event, which can be either internal or external.

®) Destinations: All destinations

352

global set { exception on:

To apply the exception to a specific destination(s), select from the following options:

o Select All: Applies the exception on all destinations that were seen as part of this event. If there will be an
identical violation (the same set of rules will be violated on this process) but the connection attempt will be to a
different IP, than the event will be triggered. To exclude this event completely from being triggered in the future
you can select the All Destinations radio button.
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¢ Internal Destinations: Applies the exception on all internal destinations. Internal destinations are internal IP
addresses that are defined in TCP/IP standard definitions for internal networks. These IP addresses include the
following:
= Loopback addresses: 127.X.X.X, 0:0:0:0:0:0:0:1 and 0:0:0:0:0:FFFF:7f
= 10.0.0.0 -10.255.255.255
= 192.168.0.0-192.168.255.255
= 169.254.0.0-169.254.255.255
= 172.16.0.0 - 172.31.255.255

= |PV6: fc00:: — fd0O0:: :: or fe80

This option is useful when an application is allowed for use within the organization, but you do not want it to be
used for external communications. Using this option enables the application to communicate internally without
triggering alerts. However, the application might still trigger alerts when attempting to connect to an external IP.

e <|P Address>: Applies the exception to the selected IP address. You can select multiple IP addresses.

®) Destinations: All destinations

All Internal destinations, 5.4..*

o <|P Set>: An IP set defines a set of IPs to be included or excluded from an event. When you select an IP set
here, it means that an exception is applied only to a device that has one of the IPs specified in the IP set. IP
sets can only be defined by an Administrator, as described on page 174.

®) Destinations: All destinations

exception on

5. Fill in a description of the exception.
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6. Inthe Advanced area, specify the path on which to apply the exception. You can select either the Current Path or
Any Path. By default, all options are set to Any Path. In this context, the path indicates the entire path of the [folder
name] in which the process’s file is located. The Current Path is the path used in this event, as displayed in the
window. When you select Any Path, the process triggers the exception no matter from where it is running.

= Advanced

RuIe 1 Triggered by Event = Process Hollowing - Apply exception on:

(Signed) ¢
Process 1 == DummyProcess.exe (Signed) ¢ @
Current Path: \Users\Dodge\Desktop\Release Py
@) Any Path

= Unmapped Executable - Apply exception on:

®) Memory unigue identifier: 7Lulgl4MSyRIrE1gMQfPAPvaGI=

DummyProcess.exe (Signed) ¢’ @

= Stack Tampering - Apply exception on

DummyProcess.exe (Signed) ¢ @
Current Path: \Users\Dodge\Desktop\Release ¢4 @

®) Any Path

You can define an exception so that an event is triggered, based on a complex set of conditions. For example, you
can define an exception so that an event is triggered when a specific process (B) is executed by another process
(A). For example, you can limit an exception so that it applies only when process B is executed by process A, or
every time that process B is executed.

You can also define an exception that specifies that an exception is triggered only when one of the two process
triggers is running, as shown below:

< Advanced
< Dynamic Code - Apply exception on:

Process 1 s
1 KernelBase.dll (Unsigned)

Current Path Any Path
\Device\HarddiskVolume2\Windows\System32

Process 2 e node.exe (Unsigned)
Current Path Any Path

\Device\HarddiskVolume2\Program
Files\nodejs

You can also define an exception specifying that an exception is triggered only when both processes are running.

You can click the Help (2] button to view relevant help information, as shown below:

< Advanced

1. Only * operand can be used
2. The pattern should match original value

DummyProcess.exe (Signed) ¢
Current Path: \Users\Dodge\Desktop\Release [7]
®) Any Path
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Beginning with V3.0, you can edit the process path and file name. Wildcards can be used for this purpose.

Note — To use wildcards as part of a process path or file name definition, all Collectors must be V3.0.0.0 or above. If you attempt to use
wildcards with older Collectors, the following error message displays:

ERROR

Contnue

You can only edi.t the process path or file name when selecting the Current Path option. To do so, click the
adjacent Edit ¢ button, and then edit the process/file name as needed. When doing so, the following conditions
apply:

Path

e Only an asterisk (*) character(s) can be added.

¢ Do not change the displayed path. Otherwise, it will no longer match. However, you can replace a piece of the
string with an asterisk (*).

e Only a single asterisk character (*) is permitted between two consecutive path separators (/).

e The number of separators (/) in the displayed path must remain the same.

e File Name

e Only an asterisk (*) character(s) can be added.

¢ Do not change the file name. Otherwise, it will no longer match. However, you can replace a piece of the string
with an asterisk (*).

e Only a single asterisk character (*) is permitted.

When a wildcard is used as part of the process path or file name definition, the entry displays in green, as shown

below:

7. Click the Create Exception button.

Note — If this exception was created previously, the Remove Exception button appears enabling you to delete the exception.

Device Control Exceptions

Exceptions on device control events are similar to other exceptions, with several additional capabilities that enable you
to set the exception on a device name, description, serial number or a combination, as follows:

e The USB device’s description is specified under the Process Name field.
e The device’s serial number is listed in order to exclude a specific USB device with the designated serial number.
e The device’s name is specified under the second Process Name.
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For example:

EXCEPTION CREATION

® Destinations: All destinations

Type comments

< Advanced

v USB Mass Storage Device - Apply exception on:

Device Description USB Mass Storage Device (Unsigned) € @

Current Path:  [MNone]
Any Path

Serial Number

Device Name

USB DISK

Current Path:  [Mone]
Any Path

Editing Event Exceptions

To edit an event exception:

'
1. Click the Edit Exception == button in the event row for the exception you want to modify. The following window

displays:

Only when executed with AAOODO0000000659 y‘ (7]

Limit the exception on USB Mass Storage Device only to when executed with

EXCEPTION
Created from event 442648
Last updated at 17-May-2018, 17:58 By Barbara

Rules Triggered
Malicious File Detected

(®) Collector groups: () All groups () All organizations
A .

(®) Destinations: () All destinations
Internal Destinations v

Type comments

> Advanced

Remove Exception

Cancel
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2. Modify the Collector Groups and Destinations to which the exception applies and the pairs of rules and processes
that operate together to define an exception in the Advanced area, as needed. For more details, see page 98.

For a multi-organization FortiEDR system, an Administrator can also specify whether the exception applies to all
organizations. The All organizations option applies the exception to all organizations, regardless of whether or not
the event already occurred.

3. Click the Save Changes button.

Marking an Event as Read/Unread
The following describes how to specify that you have viewed an event. This does not mean that the event has been
handled (page 95). When any FortiEDR Central Manager user marks an event as Read, all users see it as having been
read. Unread events are displayed bold.

To mark an event as having been viewed:
fad MarkAs. v |
Mark as read
e Select the rule’s checkbox and then click the "= "=¢ ' hytton and then select Mark as read. The event row
text is no longer displayed bold.

Viewing Expired Events

Events in the Event Viewer can be filtered to show only expired events. Expired events are events that the system has
determined as safe. As such, these events are only triggered once and then saved internally in the system. There is no
need to define an exception for them. Expired events cannot be handled in the system in any way, such as marking
them as read/unread, defining an exception for them and so on.

Expired events can only occur when a Collector is connected to the Core, and do not occur when a Collector works
autonomously.

EVENTS

i - xpired D DEVICE

SharedLibrary.dli (2 events)
dsquery.dil (1 event)
dsuiext.dll (2 events)

3DViewer.ResourceResolver.exe (2 events)
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Viewing Device Control Events

Events in the Event Viewer can be filtered to show device control events. Device control events are events that were
triggered on rules that are part of the Device Control policy. Such events do not necessarily mean that there was
malicious activity but indicate USB peripheral access. These events are displayed separately from other security
events. Defining an exception for them can be done in a similar manner as for other events. The exception can be set
on the device name, vendor, serial number or a combination.

EVENTS

B Export =
é w Device Contro ID DEVICE

Virtual Bluetooth Adapter (2 events)
VMware Virtual USB Mouse (2 events)
AS2115 (2 events)

Mass Storage (3 events)

VMware Virtual USB Video Device (1 event)

Other Options in the Event Viewer
e Sorting Events: Click any column name to sort events. For example, you may want to sort by Process and
Collector in order to see the history of everything that happened to that process on that device.
e Searching For Events: Click the down arrow in the Search Event field to display a variety of search options
*Q . When the Event Viewer display is filtered by a search, the Search Event field displays the

words Multiple search | 75" "1 Click the “* to redisplay all the events (unfiltered).

SEARCH EVENT

ID
RAW ID
Classification Malicious Suspicious PUP Inconclusive Likely safe Safe
First Seen From To Collector Group v
Last Seen From To User
Event Status Handled Unhandled Collector Name
Event Notification Muted Unmuted
) ) ) Process
Event Actions Block Simulation Block Log
Policies -
Destination
Rules -
Process Path
Raw Items Count -

Operating Systems -
Playbook Action -
Certificate Signed Unsigned

Include Archived-Events

Note — The User field refers to the employee's username on the computer and on the FortiEDR Manager.
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You can select one or more action types in the AIR Action dropdown list.

AIR Action solate device, Terminate process, Delete file, Clean p...™

Ay

~ I
-

~ Delere fila
v Clean persistence data

+ Move device 0 High security group

A [
e Exporting Events: Click the r—' =APET putton to export the selected events to Excel or PDF.

e Archiving Events: Click the B A< putton to archive the selected events. These events are not deleted. You
can display them using the Search option (described above) and selecting the Included Archived Events option.

Note — To unarchive an event, click the Unarchive 5.‘.1 button, and then confirm the unarchive action in the window that displays.

— ete
o Deleting Events: Click the W DEEE b tton to completely delete an event from the FortiEDR system.

Note — A deleted event cannot be restored or retrieved. Unless you are having storage capacity issues, we highly recommend just hiding
events and not deleting them.

e Forensics: The optional FortiEDR Forensics add-on enables you to perform deep analysis of security events, as
described on page 130.

o Exception Manager: Click the & ExcePion Manazer 1y tton to access the Exception Manager, as described on page 59.

Classification Details

The Classification Details area displays the classification, policy and rules assigned to the FortiEDR Collector that
triggered this event.

Click the History down arrow to display the classification history of an event. The classification history shows the
chronology for classifying the event, and the actions performed by FortiEDR for that event. This area also displays
relevant details when the FortiEDR Cloud Service ( FCS) reclassifies an event after its initial classification by the Core.

All FortiEDR actions are based on the final classification of an event by the FCS. The FCS is a cloud-based,
software-only service that determines the exact classification of events and acts accordingly based on that classification
— all with a high degree of accuracy. All Playbook policy actions are based on the final determination of the FCS. For
more details, see Playbook Policies on page 59.
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For example, the following example shows that the event was reclassified by the FCS and given a notification status of
Suspicious at 15:44:51.

CLASSIFICATION DETAILS

£ Suspicious FeATnET
By Reversinglabs
Threat name: Unknown
Threat family: Unknown
Threat type: Unknown
History

£ Suspicious, by FortinetCloudServices , on 10-Feb-2020, 15:44:51 e—

Inconclusive, by Fortinet, on 10-Feb-2020, 15:25:31

Triggered Rules

< Mgy Exfiltration Prevention

> @ Unmapped Executable - Executable File Without a Correspo...
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In the Triggered Rules area, only rules that were violated are displayed. The rule’s configured Action is displayed for
each rule, as defined in POLICIES. The Action that was actually executed is displayed in the action column of the
EVENTS pane of this window. The Action taken is determined by the rule with the highest priority.

amn

=5 | lorgoirass v DASHBOARD eventviewer@)  Forensicsv COMMUNICATION coNTROLY @) SECURITY SETTINGS v ventoryy @D  aomivistramion @D
EVENTS Euv] snowng 199 Search Event ~ CLASSIFICATION DETAILS

3 xport ~ 24 Exception Manager
A 0 oevice PrOCESS CLASSIFICATION = DESTINATIONS _ RECEVED * LAST UPDATED
% WIN-MQHOCMRUD?2) (2 events) % walicious 10-Feb-2020, 04:47:59
Inconclusive ramnmer
% DESKTOP-BS09MQF (1 event) £ suspicious 06-Feb-2020, 02:39:27 8y Revers

Select an event

Densw-lap153 (5 events) & suspicious 03-Feb-2020, 05:25:12 Threat name: Unknown
i Threat family: Unknown
here to d |Sp|ay ®Mac (5 events) # wmalicious 03-Feb-2020, 04:00:50 Threat type: Unknown
additional Bensw-lap147 (4 events) £ suspicious 02-Feb-2020, 15:08:35
inf ti bout it Avastl (1 event) £ suspicious 02-Feb-2020, 11:18:43 History
Information about | @ nginx webserver (1 event) Incondusive o1-Feb-2020, 12:07:10 < £ Inconclusive, by FortinetCloudServices , on 06-Feb-2020, 13:37:55

n the S— 7 WIN-USASCLOIIR (2 events) Inconclusive 01-Feb-2020, 11:51:23 o Smulation Device WIN-UBASCLOIITR was moved from collector group lior1 t
collector group High Security Collector Group once

CLASSIFICATION > 145793 WIN-UBASCLOINR flebeat exe Inconclusve  169.254169.254 01-Feb-2020,1151:23 06-FeD-2020,1337:46 @ o [EREIERD Device wins.UBASCLONI1R Wes Isolated once

DET A |LS area p 2 User: WIN-UBASCLOIIRVoOL Certificate: Unsigned Process path: CAgafilebeatLogs\Filebeat\filebeat.exe Raw data items: 3
> 145803 WIN-UBASCLONITR filebeat.exe Inconclusive  100.100.100.200  01-Feb-2020, 11:51:23 01.Feb-2020, 115123 @
Triggered Rules
%avshacol2 (1 event) & suspicious 29-Jan-2020, 14:34:48

< Ry Exfiltration Prevention

> @ Invalid Checksum - Connection Attempt from Application wi..

< ADVANCED DATA

Event Grapr '

This icon represents the
Action that was actually
executed.
Each entry in the CLASSIFICATION DETAILS area displays the threat name, threat family and threat type. If threat

intelligence data is available for the threat, it displays as well.

CLASJIFICATION PETAILS

Incgnclusive raAnnEr

8y fjversinglabs

Threa®hame: Unknown
Threat family: Unknown
Threat type: Unknown

History

= Inconclusive, by FortinetCloudServices , on 06-Feb-2020, 13:37:55

o Simulation Device wiN-USASCLOII1R was moved from collector group lior1 to
collector group High Security Collector Group once

o Simulation Device WIN-USASCLOII1R was isolated once

Triggered Rules

~ W@y Exfiltration Prevention

> @ Invalid Checksum - Connection Attempt from Application wi...

When the Fortinet logo appears next to an entry in the CLASSIFICATION DETAILS area, it indicates that the event
classification is the one that was automatically added by FortiEDR. Events that were manually classified do not display
the Fortinet logo.

Click the Reversing labs link to access an external site, which displays more details about the classification process.
Contact Fortinet support for more details about the third-party tool used by Fortinet for the classification process.
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Note that when the Playbook policy that relates to an event is set to Simulation mode, then the event action is
documented in the Event Viewer, but is not performed. Such events display (simulation) in the History section of the
Classification Details area, as shown below:

CLASSIFICATION DETAILS

L

# Suspicious FeRTINET

By Reversinglabs
Threat name: Unknown
Threat family: Unknown
Threat type: Unknown

History

< % Suspicious, by FortinetCloudServices , on 20-Feb-2020, 05:00:31

o Simulation Device ensw-lap147 was moved from collector group win7 mé =
collector group High Security Collector Group once

o Simulatien Device ensw-lap147 was isolated once (

Triggered Rules
rx .
~ K Ransomware Prevention
» @ Dynamic Code - Malicious Runtime Generated Code Detected

» @ Unmapped Executable - Executable File Without a Correspo...

When expanding triggered rules, you can see the techniques that were used in this event, based on the MITRE
ATT&CK common techniques scheme. Clicking the technique opens the MITRE web page, providing additional details,
as shown below.

Triggered Rules

MITRE Techniques
T1186 - Process Doppelganging
T1093 - Process Hollowing

Retrieve the executable file of the parent process from the targeted
device according to its Path by using the Forensic Tab. In addition,
retrieve a full executable file memory of the process for deeper
analysis.

MlTRE ATTE&CK Matrices  Tactics ~ Techniques ~ Mitigations ~ Groups Software Resources ~ BlogZ Contribute

Register to stream ATT&CKcon 2.0 October 29-30

Home > Techniques > Enterprise > Process Doppelganging
ENTERPRISE ~ l

Al Windows Transactional NTFS (TxF) was introduced in Vista as a method to perform safe file operations. 'l Ta ensure data integrity, TxF
enables only one transacted handle to write to a file at a given time. Until the write handle transaction is terminated, all other handles are 1D:T1186
Initial Access N o) Tactic: Def E
isolated from the writer and may only read the committed version of the file that existed at the time the handle was opened. % To avoid - Defense Evasion
Execution * corruption, TxF performs an automatic rollback if the system or application fails during a write transaction, ! Platform: Windows
Persistence M

Permissions Required: Administrator, SYSTEM, User
Although deprecated, the TxF application programming interface (API) is still enabled as of Windows 10. ) q

Privilege Escalation + Data Sources: API monitoring, Process monitoring
Adversaries may leverage TxF to a perform a file-less variation of Process Injection called Process Doppelganging. Similar to Process

Defense Evasion . Defense Bypassed: Process whitelisting, Anti-virus,
Hollowing, Process Doppelganging involves replacing the memory of a legitimate process, enabling the veiled execution of malicious code Whitelisting by file name or path, Signature-based detection
Access Token Manipulation that may evade defenses and detection. Process Doppelgénging's use of TxF also avoids the use of highly-monitored API functions such as Version: 1.0
Application Access Token NtUnmapViewOfSection, VirtualProtectEx, and SetThreadContext. 4]

Binary Padding ;
Process Doppelganging is implemented in 4 steps 4
BITS Jobs
Bypass User Account Control + Transact - Create a TxF transaction using a legitimate executable then overwrite the file with malicious code. These changes will be

isolated and only visible within the context of the transaction
Clear Command History

Load - Create a shared section of memory and load the malicious executable.
CMSTP

Rollback — Undo changes to original executable, effectively removing malicious code from the file system.
Code Signing

Animate — Create a process from the tainted section of memory and initiate execution.

Compile After Delivery
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This chapter describes the FortiEDR COMMUNICATION CONTROL mechanism for monitoring and handling
non-disguised security events.

Application Communication Control — How Does It Work?

FortiEDR provides visibility into any communicating application in your organization, enabling you to control which
applications can communicate outside of the organization.

After FortiEDR installation, the system automatically maps all applications in your network that communicate externally.
After that, you then decide which of these applications to allow to communicate externally when used by a legitimate
user in your organization (whitelist). After the whitelist of communicating applications is defined, only applications in the
whitelist can communicate externally. If an attacker abuses an application in the whitelist, FortiEDR'’s patented
technology (Exfiltration and Ransomware prevention policies) blocks the communication and displays an event in the
EVENTS tab.

FortiEDR Communication Control uses a set of policies that contain recommendations about whether an application
should be approved or denied from communicating outside your organization.

These policies can be configured as a next-generation firewall in order to automatically block communications of
potentially unwanted applications. For example, applications with a known bad reputation or that are distributed by
questionable vendors.

Moreover, FortiEDR Communication Control provides data and tools for efficient vulnerability assessment and control.
Virtual patching is made possible with Communication Control policies that can be configured to automatically block
connections from vulnerable applications.

FortiEDR’s Communication Control mechanism provides the following key advantages:

e Realtime Proactive Risk Mitigation: Attack surface reduction using risk-based proactive policies that are based
on application CVE and rating data.

e Avoids Productivity Inhibitors: Non-authorized applications can still execute. Only their outgoing communication
is prevented.

e Manageability: Reduces the scope of the problem, which means that Security/IT needs to handle only applications
that communicate externally.

e Frictionless Application Control: Reduces users’ requests from Security/IT to approve applications.
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Introducing Communication Control

The Communication Control tab identifies all the communicating applications detected in your organization. To access
this page, click the down arrow next to COMMUNICATION CONTROL and then select Applications.

iorgolra4 - DASHBOARD eventviewer @) FORENsICs™ COMMUNICATION conTRoLY @) SECURITY SETTINGS v INVENTORY™ ApominisTRaTIoN @) @  Proecion~  Barbarav

3 Applications

APPLICATIONS Policies H0r19 [w | k1| | Search Application ~Q APPLICATION DETAILS
Unresolved v fad MarkAs.. ¥ Delete  (E»Modfy Action Y[ Advanced Fiter [ Export v
Policies
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN Policy Action

4 ® thunderbird signed  Mozilla Corporation S | ® Critical 18-Dec-2019 24-Dec-2019 & pefautt communication Contro... Fesmnner Allow According to poliey

® 450 I | @ Critical 18-Dec-2019 24-Dec-2019 Servers Policy FesRTINET = Deny  According te pelicy
3 @ whatsapp signed WhatsApp — j ® Critical 18-Dec-2019 18-Dec-2019 Isolation Policy FEAMNET =1 Deny  According to policy
> ® Firefox signed  Moxzilla Corporation B ® critical 18-Dec-2019 25-Dec-2019
> @ filebeat.exe Unsign...  Unknown Vendor . Unknown 19-Dec-2019 09-Feb-2020
3 ® Google Chrome signed  Google B ® Critical 19-Dec-2019 19-Dec-2019
3 ® Fywinsz Unsign...  Unknown Vendor . ; Unknown 13-Jan-2020 11-Feb-2020
3 @ avast! Antivirus Signed  AVAST Software S | ® Critical 15-Jan-2020 10-Feb-2020
3 ® dockerd Unsign...  Unknown Vendor Unki Unki 23-Jan-202 10-Feb-2020
3 @ pythons.é Unsign... Unknown Vendor Unki Unki 23-Jan-202 23-Jan-202
3 ® slapd.exe Unsign...  Unknown Vendor Unknown 26-Jan-2020 01-Feb-2020

P ADVANCED DATA

Note — The tab bar at the top of the window may display a white circle(s) with a number inside the circle to indicate that new applications. The
number represents the number of new applications.

-
S8 oo > oasgomD  EvENTVIEWERQD)  FORENSICSY communicaToN controL @) SECURTY SETTINGS Y weenTorr~ @ sommisTaaTion @D @ roccion~  Bxbea

You can hover over the number to see the list of new products. Each row shows the number of new products, by day.
COMMUNICATION CoNTRoL™ D)

ADDED TIME

2 11-Feb-2020

1 10-Feb-2020

1 06-Feb-2020

1 05-Feb-2020

7 04-Feb-2020 |
3 03-Feb-2020 .
1 02-Feb-2020

3 01-Feb-2020

3 31-Jan-2020

9 30-Jan-2020
22 29-Jan-2020

256 more products seen before 29-Jan-2020

The Communication Control tab contains two main pages:
e Applications, page 112
e Policies, page 123
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Applications

The APPLICATIONS page lists all communicating applications detected in your organization that have ever attempted
to communicate. By default, applications are sorted according to their first-seen indicator, placing new applications at
the top. To access this page, click the down arrow next to COMMUNICATION CONTROL and then select Applications.

"% [ iorgonasa -~ DASHBOARD eveNTviEWER @) FORENSICSW commuNIcaTION conTRoLY @) SECURITY SETTINGS v ventoryv @B  aoministranion G ®  Prowcion v BarbaraV
) - =

3 Applications
APPLICATIONS Policies 10719 | » | 1| [Search Application *Q APPLICATION DETAILS
Unresolved v fad MarkAs.. ¥ Delste (5 Modify Action Y[ AdvancedFiter [ Export ¥
Policies
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN Policy Action

- @ Thunderbird Signed  Mozilla Corporation R | @ Critical 18-Dec-2019 24-Dec-2019 & pefautt communication Contro... Fesmmner Allow According to policy

® 50 I | @ Critical 18-Dec-2019 24-Dec-2019 Servers Policy FzRTINET. =1 Deny  Accordingto policy
3 ® WhatsApp signed WhatsApp B ® Critical 18-Dec-2019 18-Dec-2019 Isolation Policy Femmner 21 Deny  According to policy
3 ® Firefox signed  Mozilla Corporation I | ® critical 18-Dec-2019 25-Dec-2019
13 @ filebeat.exe Unsign...  Unknown Vendor — __ Unknown 19-Dec-2019 09-Feb-2020
3 ® Google Chrome Signed  Google I | ® critical 19-Dec-2019 19-Dec-2019
3 [ ] PyWin32 Unsign... Unknown Vendor — | Unknown 13-Jan-2020 11-Feb-2020
D @ avast! Antivirus signed AVAST Software —_ j ® Critical 15-Jan-2020 10-Feb-2020
3 @ dockerd Unsign...  Unknown Vendor Unknown unknown 23-Jan-2020 10-Feb-2020
3 ® pythons6 Unsign...  Unknown Vendor Unknown Unknown 23-Jan-2020 23-Jan-2020
13 [ ] slapd.exe Unsign... Unknown Vendor Unknown 26-)an-2020 01-Feb-2020

P ADVANCED DATA

Information is organized hierarchically in a two-level tree. The first (top) level specifies the name of the application. The
second level specifies the application version. For example, the figure below shows one version for the What'sApp

application.
] DASHBOARD. evenTvieneR @ FORENSICSY COMMUNICATION coNTROL~ @) SECURITY SETTINGS ™ wvenorrv @D ommisTRanon @
APPLICATIONS Showing 110119 |» | 1| [Search Applcation Q APPLICATION DETAILS
Unresoied v | gaiMarkas.v G Delte  (BrModiyAcion Y AdvancedFiter (3 Export v
Policies
APPLICATION VENDOR REPUTATION  VULNERABILITY FIRST SEEN LAST SEEN Policy Action
> @ Thunderbird signed  Mozilla Corporation P | ® critical 18-Dec-2019 24-Dec-2019 [ pefauit communication Contro... FiAmner Allow  Accore
é ® WhatsApp signed  WhatsApp P - | ® Critical 18-Dec-2019 18-Dec-2019 [E] servers policy Frmner =1 Deny  Accors
® 03.2386 B ® Critical 18-Dec-2019 18-Dec-2019 [E] solation Policy Fmmner =1 Deny According o polic
® Firefox signed  Mozilla Corporation P | ® Critical 18-Dec-2019 25-Dec-2019
® filebeat.exe Unsign...  Unknown Vendor - Unknown 19-Dec-2019 09-Feb-2020
> @ Google Chrome signed  Google N | o critical 19-Dec-2019 19-Dec-2019
® Pywins2 Unsign...  Unknown Vendor . : Unknown 13an-2020 11-Feb-2020
@ avast! Antivirus signed  AVAST Software B ® Critical 15-Jan-2020 10-Feb-2020
> @ dockerd Unsign...  Unknown Vendor Unknown Unknown 23Jan-2020 10-Feb-2020
® pythons.6 Unsign...  Unknown Vendor Unknown Unknown 23Jan-2020 23Jan-2020
® slapd.exe Unsign...  Unknown Vendor Unknown 26Jan-2020 01-Feb-2020

The following information displays for each application in the application list:

e Selection checkbox

e Resolving status icon

e Application/Version: The name of the application/version.

e Signed/Unsigned indication

e Vendor: The application’s vendor and certificate details.

e Reputation: The reputation score of the application. For more details, see page 113.

e Vulnerability: The highest CVE vulnerability score for the application. For more details, see page 114.
e First Seen: The date and time when the application was first seen in the organization.

e Last Seen: The date and time of the last connection of this application.
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The Application Details area of the window on the right displays policy-related details for the entity (application or
version) selected in the application list. This area displays the policy action (Allow or Deny) for each communication

control policy.

DASHBOARD

event viewer )

FORENSICS Y

COMMUNICATION cONTROLY @) SECURITY SETTINGS v

invenTory~ D

sominisTraTion @) [

Protection

APPLICATIONS

Unresolved v Kad Mark s
APPLICATION
D @ Thunderbird
é ® whatsapp
® 03.2386

3 @ Firefox

D ©® filebeat.exe

D ® coogle Chrome
3 ® Pywin3z

3 @ avast! Antivirus

3 @ dockerd
D ® pythonse

3 @ slapd.exe

=
W Delete

signed

signed

signed

unsign...

signed

Unsign...

signed

unsign...
unsign...

unsign...

DASHBOARD

(= Modify Action Y[ Advanced Fiter [ Export ¥
VENDOR REPUTATION
Mozilla Corporation B8
WhatsApp B

R -
Mozilla Corporation B
Unknown Vendor I :
Google B
Unknown Vendor B
AVAST Software B
Unknown Vendor Unknown
Unknown Vendor unknown

Unknown Vendor

event viewer )

FORENSICS ™

Showing 1-10/19 | » | »1 Search Application vQ
VULNERABILITY FIRST SEEN LAST SEEN
® critical 18-Dec-2019 24-Dec-2019
® critical 18-Dec-2019 18-Dec-2019
® critical 18-Dec-2019 18-Dec-2019
@ Critical 18-Dec-2019 25-Dec-2019
Unknown 19-Dec-2019 09-Feb-2020
@ critical 19-Dec-2019 19-Dec-2019
Unknown 13-Jan-2020 11-Feb-2020
@ Critical 15-Jan-2020 10-Feb-2020
Unknown 23-Jan-2020 10-Feb-2020
Unknown 23-Jan-2020 23-Jan-2020
Unknown 26-Jan-2020 01-Feb-2020

Application Details

COMMUNICATION cONTROLY @) SECURITY SETTINGS v inventory~ D

ApminisTRATC N @) ®

APPLICATION DETAILS

Policies

Policy Action

B pefault Communication Contro. Allow  According to policy

Servers Policy FmmInET =1 Deny  According o policy

Isolation Policy FsATnET =1 Deny  According o policy

Protection ¥ Barbara™

APPLICATIONS
Unresolved v Kad Mark s

APPLICATION

D @ Thunderbird

—> @ WhatsApp

® 032386

3 @ Firefox

3 © filebeat.exe

D @ Google Chrome
3 ® Pywin3z

3 ® avast! Antivirus

3 @ dockerd
D @ pythonse

3 @ slapd.exe

=
W Delete

signed

signed

signed

unsign...

signed

Unsign...

signed

Unsign...
unsign...

unsign...

(& Modify Acion Y[ AdvancedFiter [ Export ¥
VENDOR REPUTATION
Mozilla Corporation B8
WhatsApp B

— B
Mozilla Corporation B
Unknown Vendor I :
Google B
Unknown Vendor B
AVAST Software B
Unknown Vendor Unknown
Unknown Vendor Unknown

Unknown Vendor

Showing 1-10/19 | » | »1 Search Application *Q
VULNERABILITY FIRST SEEN LAST SEEN
® critical 18-Dec-2019 24-Dec-2019
® Critical 18-Dec-2019 18-Dec-2019
® Critical 18-Dec-2019 18-Dec-2019
@ Critical 18-Dec-2019 25-Dec-2019
Unknown 19-Dec-2019 09-Feb-2020
e critical 19-Dec-2019 19-Dec-2019
unknown 13-Jan-2020 11-Feb-2020
® Critical 15-Jan-2020 10-Feb-2020
Unknown 23-Jan-2020 10-Feb-2020
Unknown 23-Jan-2020 23-Jan-2020
Unknown 26-Jan-2020 01-Feb-2020

Version Details

VERSION DETAILS

policies
Policy Action

B pefault communication Contro...

Allow  According to policy

Servers Policy FaATINET -1 Deny  According to policy

Isolation Policy

Accordi

ner =1 Deny < policy

Vulnerabilities

Total 4 CVEs
CVE-2019-3568 ® Critical (CVSS3.0:9.8, CVS52.0:7.5)

CVE-2018-6350 ® Critical (CVSS 3.0: 9.8, (VS5 2.0: 7.5)

CVE-2018-6344 - High

Medium (CVSS5 3.0: 5.3, CVS5 2.0: 5)

(CVSS53.0: 7.5, CVS5 2.0: 5)
CVE-2019-3571

The Advanced Data area at the bottom of the window presents statistics about the selected application/version in the
application list. For more details, see page 119.

Reputation Score

Each application in the APPLICATIONS page shows a Reputation indicator. Reputation scores are determined by a
third-party service, and are based on the hash (signature) of the file.

APPLICATION
> @ Tthunderbird
3 & whatsApp
[ @ Firefox
[ @ filebeat.exe

VENDOR
Signed Mozilla Corporation
Signed WhatsApp
Signed Mozilla Corporation
Unsign... Unknown Vendor

FortiEDR Installation and Administration Manual
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Reputation scores use the following range to indicate the reputation for an application:
e 1: Known as bad

e 2: Assumed as bad

e 3: Unclear, indicating a contradiction or inability to determine the reputation

e 4: Assumed as good

e 5: Known as good

The Reputation indicator displays Unknown if the reputation score is unknown.

Vulnerability

This option is only available to users who have purchased the Predict and Protect license or the Predict, Protect and
Response license.

Each application in the application list also shows a vulnerability score.

FortiEDR categorizes applications/versions based on the Common Vulnerability Scoring System (CVSS) CVE scheme,
which is commonly used worldwide. FortiEDR’s vulnerability scoring system provides a useful tool for vulnerability
assessment, and enables you to review the weaknesses detected in your environment that could be exploited by
attackers before they actually occur. Vulnerability assessment can be used together with virtual patching to block
applications with known critical vulnerabilities, so that they cannot connect, until the system is patched for the CVEs
listed.

»
= liorgolfa. 4 v DASHBOARD eventvieweR @) FOReNsicsw COMMUNICATION conTRoLY @) SECURITY SETTINGS v nvenToRYY )  apmiNisTRA oN €Z) @  Protecion v BarbaraV

APPLICATIONS Showing 1-1019 | b [»1| [ Search Appiication vQ VERJION DETAILS
Unresolved v ark As... ¥ Delete Modify Action Y Advanced Fiter [ Export ¥
Polici
APPLICATI(Y VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN Polil Action
3 @ Thunderbifd signed  Mozilla Corporation I | ® critical 18-Dec-2019 24-Dec-2019 [ offfault communication Contro... FmRmner Allow  Aecording to policy
< @ whatsapy signed WhatsApp I ; | ® Critical 18-Dec-2019 18-Dec-2019 sfvers policy FeATInET 21 Deny  According to policy
® 032386 N ; | ® Critical 18-Dec-2019 18-Dec-2019 [E] idfiation policy FezAminer: =1 Deny According o policy

b @ Firefox Signed  Mozilla Corporation B o critical 18-Dec-2019 25-Dec-2019

b @ filebeatexe Unsign...  Unknown Vendor B Unknown 19-Dec-2019 09-Feb-2020

3 ® Google Chrome signed  Google B ® Critical 19-Dec-2019 19-Dec-2019

3 [ ] PyWin32 Unsign... Unknown Vendor — | Unknown 13-Jan-2020 11-Feb-2020

3 @ avast! Antivirus signed  AVAST Software I | ® critical 15-Jan-2020 10-Feb-2020

3 ® dockerd Unsign...  Unknown Vendor unknown o] b-

> ® pythons.é Unsign...  Unknown Vendor unknown k ) ) Vulnerabilities

b ® slapd.exe Unsign...  Unknown Vendor I : Unknown 264Jan-2020 01-Feb-2020 Toral £ CVEs

V ® (Critical (CVSS 3.0:9.8, CVSS 2.0:7.5)
Qv ® (Critical (CVSS3.0:9.8,CVSS 2.0:7.5)
Qv High (CVSS3.0: 7.5, CVSS 2.0: 5)
3571 Medium (V55 3.0: 5.3, CV35 2.0: 5)
FortiEDR categories vulnerabilities into the following categories based on National Vulnerability Database (NVD)
severity ratings:
e Unknown
e Low
e Medium
e High
e  Critical
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The Vulnerabilities area at the bottom right of the window lists the CVE-identified vulnerabilities for the selected
application/version. Each CVE row includes the CVE identifier, the FortiEDR-assigned vulnerability category and the
CVSS vulnerability scores.

Vulnerabilities

Tortal 4 CVEs
CVE-2019-3568 - @ (Critical (CVS53.0:9.8, CVSS 2.0: 7.5)
CVE-2018-6350 - @ (Critical (CVS53.0:9.8, CVSS 2.0: 7.5)
CVE-2018-6344 - @ High (CVSS5 3.0: 7.5, CVSS 2.0: 5)
CVE-2019-3571 - © Medium(CVSS 3.0: 5.3, CVSS 2.0: 5)

Note — CVSS scoring utilizes two systems: CVSS 3.0, the most recent, and CVSS 2.0, its predecessor. FortiEDR vulnerability information
presents both CVSS 3.0 and CVSS 2.0 scores.

You can click a CVE identifier link to view more details about that vulnerability in your browser, including the type of
vulnerability, the application(s) it affects, the version(s) it affects and so on.

Gata fars

.
Cemmen Valnarablitas and Excerures

Search CVE List Download CVE Data Feeds Request CVE IDs update a CVE Entry

TOTAL CVE Entries: 122388

Printer-Friendly View

CVE-ID
CVE-2019-9820 Leacn more - ional Vulnerability Database {NVD)

+ CVSS Severity Rating s Fix Information « vulnerable Software Versions s SCAP Mappings + CPE Information
Description

A use-after-free vulnerability can occur in the chrome event handler when it is freed while still in use. This results in a potentially exploitable crash. This vulnerability affects Thunderbird < 60.7, Firefox < 67, and Firefox ESR < 60.7.
References

MNote: Referencas are provided for the conveniance of the reader to help distinguish betwaen vulnerabilities. The fist is not intanded to be complete.

la.mozilla.org/show bug.cgi?id=1536405
o mfsa201%-1

es/mfsa201%-14

« MISC hitps://Www.| 5/mfsa2019-15/

Assigning CNA
Mozilla Corporation
Date Entry Created

20190314 Disclaimer: The entry creation date may reflect when the CVE 1D was allocated or reserved, and does not necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly disclosed, or
updated in CVE.

Phase (Legacy)
Assigned (20190314)

Votes (Legacy)
Comments {Legacy)

Proposed (Legacy)
N/A

This is an entry on the CVE List, which provides comman identifiers for publicly known cybersecurity vulnerabilities, -

After a vulnerability is detected in your system, you can decide the type of the action needed to address it. Typically, it is
recommended to upgrade to a newer version of the application, meaning one that does not have the identified
vulnerability. Alternatively, virtual patching can be applied with vulnerability-based policy that is configured to block
communication of any application with known critical vulnerability. For more details, see page 123. The information
presented in the Advanced Data area of the window also provides useful information to help protect against
vulnerabilities. For more details, see page 119.

Resolved vs. Unresolved Applications

By default, all new applications have an Unresolved status. Unresolved means that either FortiEDR or the user have not
examined the application to ensure that it is safe. Applications with the Unresolved status are indicated by the ® icon
in the application list.

FortiEDR automatically resolves an application as safe by checking the application's characteristics. For example,
checking the application’s reputation and vulnerabilities to ensure that it does not have a bad reputation or critical
vulnerabilities. Applications that meet these criteria are automatically changed to the Resolved status by FortiEDR.

Applications with the Resolved status are indicated by the icon in the application list. Applications can also be
changed to the Resolved status by the user, as described on page 116.
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Sorting the Application List

The application list can be sorted alphabetically by product, vendor, reputation score, vulnerability or arrival time (first
seen or last seen). By default, the list is sorted by arrival time, with the most recent communication at the top.
Marking an Entry as Read/Unread

The following describes how to specify that you have viewed an entity in the application list. You can mark applications
or versions as read/unread.

The first time that an application/version is detected in the application list, it is shown in bold. Bold indicates that the
item is unread (see below).

APPLICATION VENDCR REPUTATION VULMNERABILITY FIRST SEEN LAST SEEN
[ @ Thunderbird Signed Mozilla Corporation _ j ® Critical 18-Dec-2019 24-Dec-2019
B @ whatsApp Signed WhatsApp — j @ Critical 18-Dec-2019 18-Dec-2019
[ @ Firefox Signed Mozilla Corporation — j @ Critical 18-Dec-2019 25-Dec-2019
3 @ filebeat.exe Unsign...  Unknown Vendor —E Unknown 19-Dec-2019 09-Feb-2020
4 @ Google Chrome Signed Google — j @ Critical 19-Dec-2019 19-Dec-2019

To mark an entity as read:

e Select the entity’s (application or version) checkbox and then click the down arrow on the fad Merks. Y putton and
select Mark as read. The text no longer displays in bold.

Q Mark As... ¥

Mark as read

' Mark as unread

Note — If you mark an application version as read, all lower levels in the version hierarchy for that application are also marked as read.

Modifying a Policy Action

The following describes how to apply a different action to an application/version other than that specified in the current
policy for that application/version. In this case, the application/version is excluded from the current action defined in the
policy (Allow or Deny).

When modifying a policy action in this manner, the Application/Version Details area displays Manually to indicate that
the action was modified manually, and is excluded from the action defined in the policy.

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v @) SECURITY SETTINGS v INVENTORY ™ ApmiNisTRATION (@) @  Protection v admin V.

APPLICATIONS

Showing 1-1/1 Windows Explorer v VERSION DETAILS

Al v fad Markas.. ¥ Delete  (FModify Action Y[ Advanced Fiter [ Export ¥

Policies
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN Policy Action
v - Windows Explorer signed Microsoft Corporation B Unknown 24-Mar-2020 24-Mar-20... B Default Communication Contro... FammnEr. =1 Deny  Manuaily
% 10.0.18362.628 (WinBUild.... __ B Unknown 24-Mar-2020 24-Mar-20.. Servers Policy FRMnET Allow A

[:=REEN Allow  Ac
2345 Allow Ace
B pefault communication Control Policy clo... Allow A
Servers Policy clone Allow  According o policy

Isolation Policy FmmnET: Allow

Vulnerabilities

There are no vulnerabilities for this version

D ADVANCED DATA
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To modify a policy action:
1. Select the application/version checkbox and then click the (& Modify action button. The Modify Action window displays.

MODIFY ACTION

2 applications were selected

E Default Communication Control P... rzrminer Deny ~
Isolation Policy Fzrminer According to policy (Deny) v
Servers Policy FzAminer According to policy (Deny) ~

Type comment

@ Will be applied to all current and future versions of the selected applications
Exclude All Current Versions

Ve ™~ ~
Save and Resolve ¥ ( Save )( Cancel )
\ AN J

2. In the dropdown list on the right of the policy row whose action you want to change, click the down arrow and then
select the action to apply to the selected entity. You can change the action for one or more policies.

3. [Optional] In the Comment field, enter a free-text comment describing the action change. By default, the date and
time when the policy action was changed automatically displays.

OK far server

admin, at 10-Sep-2019, 03:42 53 L

4. [Optional] Check the Exclude All Current Versions checkbox if you want to exclude existing application versions
from the decision. In this case, the new communication control decision only applies to a future version of the
product. The application of the policy action change applies for current versions of the application. When this
checkbox is not selected, the change is applied to all versions of the application.

_ Save and Resolve

Save and Unresolve

5. Click the arrow next to the button to save the new communication control decision for the selected
application(s).

When any FortiEDR Central Manager user marks an application/version as Resolved, all users see it as having been
resolved. You can also mark an application/version as resolved using the icon in its row in the application list.
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Searching the Application List

You can use the TQ field to perform an advanced search. Click the down arrow to open the
Search Applications window, in which you specify your search criteria.

SEARCH APPLICATIONS

Application First Connection From To
Last Connection  From To

Version
Status Unresolved Resolved

Vendor Action v by in Policy
Policy v with Rule

Certificate Signed Unsigned Collector Group >

Reputation [ ] 2 3 Collector

4 . Unknown
Vulnerability ® Critical High Medium Destination
Low Unknown Process
CVE identifier

You can filter the application list by the following criteria:

Application: Filters by application name application.

Version: Filters by version. This is a free-text field.

Vendor: Filters by vendor name.

Certificate: Filters by signed or unsigned certificate.

Reputation: Filters by reputation score. Check the checkbox(es) for the reputation score(s) of interest.
Reputation: Filters by reputation score.

Vulnerability: Filters by vulnerability score.

CVE Identifier: Filters by exact match of the vulnerability identifier, using the following format —
CVE-YYYY-nnnn.

First Connection/Last Connection: Filters by the specified date range when the first/last connection of the
application was detected in the system.

Status: Filters by status (Resolved, Unresolved,).
Action: Filters by action.

In Policy: Filters by policy. If you specify a specific action in the Action field, then you can only select from policies
with that specific action.

Policy: Filters by a specific policy.
With Rule: Filters by a specific policy predefined rule.

Collector Group: Filters by the Collector Group used to communicate. This means that a device(s) in the specified
Collector Group was used to communicate.

Collector: Filters by the Collector (device) used to communicate.
Destination: Filters by the Collector destination (IP address).
Process (Name/Hash): Filters by the process name or hash value.
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Other Options in the Applications Pane

All ¥: Click the down arrow in the Al ¥ button and then select an option in the dropdown list to
filter the application list accordingly. You can filter the list by:

e All: Lists all applications for the organization.

e Unresolved: Lists applications that have not been resolved by either the user or FortiEDR. Applications with
this status are indicated by the ®iconin the application list. This is the default filter.

e Resolved: Lists applications that have been resolved by either the user or FortiEDR. Applications with this
status are indicated by the "' icon in the application list.

e Unknown Vendors: Lists applications whose for which the vendor is not known in the system.

e Low Reputation: Lists applications with a low reputation score.

e Critical CVE: Lists applications with a Critical CVE score.

e Unread: Lists applications that have not yet been viewed in the application list.

fad Marks. ¥+ Click the down arrow on the fad Mark2s.. ¥ pytton and then select Mark as read or Mark as
unread. For more details, you may refer to the Marking an Entry as Read/Unread section on page 116.

= -5

o I::e"?t'?: Click to delete the entity selected in the application list. Note that if the deleted entity attempts external
communication again, it will be added back to the application list. In this case, any action defined in the policy for
this entity must be redefined.

(15 Modify action; Click the button to change the current policy action to be applied for the selected entity, as described
on page 116.

" Advanced iter; Click the advanced filter to review applications by suspicious characteristics, such as existing
vulnerabilities or reputation score. This filter can be used to set up policy rules. See page 127 for more details.
Save

If | Reputationis less than orequalta ¥ | |1 A Under | [ pefault communication Cortr... ¥ Then =+l Deny and (" cancel )
Enable [ g

A . A .
|'_- SXport v: Click the down arrow in the |'_- EXport ~ putton and select the format for exporting data. You can
select PDF, Excel or JSON.

v Q : Use the Search Application field to perform an advanced search, as described in
the Searching the Application List section on page 118.

Advanced Data

The Advanced Data area presents statistics about the selected entity in the application list. The information that
displays varies, depending on the entity selected (application or version).

Application Advanced Data

When an application is selected in the application list, the Advanced Data area displays the following information for it:

~ ADVANCED DATA

APPLICATION INFO APPLICATION USAGE DESTINATIONS

Application Description: Windows Defender SmarsSereen Total System: 5.6 comnaccions / oay P CONNECTION TIME COUNTRY

== Netherlands

ume2w y exe (97864,

06-Feb-2020, 02:35:11 L reland

exe (9B0CE.

Application Information, page 120
Application Usage, page 120
Destinations, page 121
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Application Information
The Application Information area displays summary information about the selected application.

7 ADVANCED DATA

APPLICATION INFO

Application Description: Windows Defender SmartScreen
First Connection Time: 17-Dec-2019, 15:42:01
Last Connection Time: 06-Feb-2020, 02:53:20
Process Names: £ \Device\HarddiskVolume2\Windows\System32\smartscreen.exe (97864...
£ "Device'\HarddiskVolume3\Windows\System32\smartscreen.exe (9B0CE...
And 2 maore..,

In the Process names field, a separate row appears for each application that shares the same vendor, product and
version properties. The Process names field displays the full file path for each such application.

¥ ADVANCED DATA

APPLICATION INFO APPLICATION

Application Description: Windows Defender SmartScreen Total System:

First Connection Time: 17-Dec-2019, 12:42:01 -
emulation

Last Connection Time: 06-Feb-2020, 02:53:20

PSRRI \Device\HarddiskVolume3\Windows\System32\smartscreen.exe (IB0C636DF33BDE21F086279911E0FBO3CI6EEIST)

£ \Device'\HarddiskVelume3\Windows\System32\smariscreen.exe (3BOCE...

And 2 more... More...

You can click the three dots next to the Process names field to navigate to the Threat Hunting window for that process
name or hash, or to explore the hash in VirusTotal, as shown below:

Y ADVANCED DATA

APPLICATION INFO

Application Description: N/A
First Connection Time: 02-lan-20000 104057
VirusTaotal
Last Connection Time: 23
Threat Hunting by Hash
Process Mames: H M earLogs\Filebeart\filebeat.exe (C6111.. h

Threat Hunting by File Name

Application Usage
The Application Usage area displays details about usage of the selected application.

APPLICATION USAGE

Organization Total| ====Total System: XXX K] ; 0 connections / day
R&D 'i 1 §  connections / day
Collector Groups -y =] Stores i 1 ; connections / day
Administration i 1 ; connections / day

Mare..

This area shows the number of connections (communication sessions) per day. The top line shows the total number of
devices within the organization on which the selected application is installed.

Each row below the underline represents a different Collector Group, and shows the number of devices in the
organization in that Collector Group.
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Each person 1 icon represents 10% of the total devices in the organization/Collector Group. Black 1 icons represent

devices that communicate externally using the selected application, and gray = icons represent devices that did not
communicate externally using the application.

You can hover over the people icons to see the percentage of devices that communicate externally per day using the
selected application. For example, the figure below shows that only 3% of the devices in the organization have the
selected application installed.

APPLICATION USAGE

Total System: 16.3 connections / day

emulation 1 A

Click the More... link to open the following window, in which you can view additional details about the selected
application.

Microsoft Corporation - App Uri Handlers Registration Verifier
Total System
Seen on 6 device(s) out of 246 (2%) device(s)
Average use frequency - 16.3 connections / day
emulation

Seen on 6 device out of 200 (3%) devices
Average use frequency - N/A

Export to Excel LR

Click the Export to Excel button in this window to export application usage information to Excel.

Destinations

The Destinations area shows the destinations to which the selected application communicated (Allowed) or attempted
to communicate (Denied).

DESTINATIONS

IP CONMECTION TIME COUNTRY

65.55.252.190 16-Mar-2016, 07:23:42 == United Srates
233423527 16-Mar-2016, 01:08:13 = United States
157.56.194.72 15-Mar-2016, 21:19:07 == United States

Each row shows the IP address, connection time and country of the destination.
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By default, this area displays the five most-recent destinations. Click the More

which displays the last 50 destinations.

ACCESSED IP ADDRESSES

WinZip (Signed)
WinZip

Total number of IPs- 6

IP
216.58.2128
216.58.208.104
182.50.136.239
157.55.160.240
54210837
216.58.212.40

Version Details

CONNECTION TIME +
12-5ep-2016, 05:12:35
12-5ep-2016, 05:12:34
11-5ep-2016, 05:48:36
11-5ep-2016, 05:48:30
11-5ep-2016, 05:48:30
11-5ep-2016, 05:48:30

Exportto Excel JREREGEED)

COUNTRY

== United States

= uUnited States

==singapore

= United States
= United States
== United States

... link to open the following window,

The Version Details area displays the action defined for the application in each policy, plus its vulnerability details.

VERSION DETAILS
Policies
Policy Action
E Default Communication Contro... FERTNET Allow  According to policy
Servers Policy Fe:RTINET =1 Deny  According to policy

Isalation Policy Fe:RTINET

Vulnerabilities

Total 82 CVEs
CVE-2019-9820 -
CVE-2019-9819 -
CVE-2019-9818 -
CVE-2019-9814 -

® Critical
® Critical
® Critical

® Critical

=] Deny  According to policy

(CVS53.0: 9.8, CVS52.0:7.5)
(CVS53.0: 9.8, CVSS5 2.0 7.5)
(CVSS 3.0: 9, CVSS 2.0: 6.8)

(CVS53.0:9.8, CV552.0:7.5)
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Policies

The POLICY SETTINGS page displays the Communication Control policies that can be applied to an application or
version in the application list. Communication Control has its own policies. Each policy row can be expanded to show
the rules for that policy. To access this page, click the down arrow next to COMMUNICATION CONTROL and then
select the Policies.

] s o sv v@ s e v -~ D -2
= liorgolf444 v DASHBOARD EVENT VIEWER FORENSICS' 'COMMUNICATION CONTROL ' SECURITY SETTINGS' INVENTORY" ADMINISTRATION

< Applications F
POLICIES SETTINGS S— Showing 1-3/3 ’m ASSIGNED COLLECTOR GROUPS
All v Clone Delete Set Mode ¥ Unassign Group
POLICY NAME RULE AFFECTED APPS ACTION STATE
< [B pefault communication Control Policy  rezmrner (D Total 0 denied apps (b user: QAllow, 0 Deryy) High security Collector Group (0 collectors included)
Default Collector Group (0 collectors included)
emulation (200 collectors included)
group1 (0 collectors included)
Vendor is within 0 vendors K 0 applications =1 Deny group2 (0 collectors included)
Default rule (if none of the rules apply) 310 applications Allow Insiders (2 collectors included)
[3 [E] servers policy rezarner (D Total 209 denied apps (by user 1 Allow, 0Deng. Linux (3 collectors included)
3 Isolation Policy FrmArnET Total 309 denied apps (by u= lior1 (9 collectors included)

lior8888 (0 collectorsincluded)
osx (5 collectors included)

oti (0 collectors included)

Roy (1 collector included)

test (1 collector included)
Win10 (12 collectors included)
Win7 (8 collectors included)

WinXP (5 collectors included)

Communication Control policies define the actions to be taken for a given application or application version. Each policy
applies to a different Collector Group(s), and all the devices that belong to that Collector Group(s). A Collector Group
can only be assigned to one policy.

The following information is defined for each communication policy:

e POLICY NAME: The policy name appears in the leftmost column. The policy name is defined when the policy is
created.

e RULE: The rule as it applies to the policy. The default action for the policy is displayed under the default rule of the
policy. For more details, see the Policy Rules section on page 126.

e AFFECTED APPS: The number of applications affected by the policy.
e ACTION: Specifies the action that is enforced when this rule is violated (Allow or Deny).
e STATE (Enabled/Disabled): This option enables you to disable/enable this rule.
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The Assigned Collector Groups area on the right lists the Collector Group(s) assigned to the policy.

ASSIGNED COLLECTOR GROUPS

High Security Collector Group (0 collectors included)
Default Collector Group (0 collectors included)
emulation (200 collectors included)

group1 (0 collectors included)

group2 (0 collectors included)

Insiders (2 collectors included)

Linux (3 collectors included)

lior1 (9 collectors included)

liorgg8s (0 collectors included)

osx (5 collectors included)

oti (0 collectors included)

Roy (1 collector included)

test (1 collector included)

Win10 (12 collectors included)

Win7 (8 collectors included)

WinXP (5 collectors included)
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Predefined Policies

FortiEDR is provided out-of-the-box with several predefined policies, ready for you to get started. These policies are
marked with the F=2RTINET |ogo. The Default Communication Control policy is one such policy, and is always listed
first in the list of policies. The Default Communication Control policy is a blacklisting policy that is automatically applied
to any Collector Group that is not assigned to any of the other Communication Control policies.

The Servers predefined policy is a whitelisting policy that includes a list of known, recognized applications and a
recommended action for each. FortiEDR identified these applications as legitimate and assigned an Allow action to
them by default. This policy gives your organization a jump-start, as some of the leg work to identify legitimate
applications in your organization has already been done for you.

The Isolation predefined policy isolates (blocks) communication to/from a device. This policy cannot be deleted and
only applies in Prevention mode. When this policy is in force and communication for a given device has been blocked,
you can manually permit communication to/from the device for a specific application using the procedure below.

To permit communication to/from the device for a specific application:

1. Select the APPLICATIONS page.
2. Select the application/version to which you want to permit communication.
3. Click the Modify Action button. The following displays:

MODIFY ACTION

Firefox

All Versions

E Default Communication Control P... re:amner. According to policy (Allow) v

Isolation Policy re:Aminer Allow v @

Servers Policy Fzaniner According to policy (Deny) v

Type comment

@ Will be applied to all current and future versions of the selected applications
Exclude All Current Versions

Save and Resolve ( save )( Cancel )

4. In the Isolation Policy row, select Allow in the dropdown menu.

Policy Mode

The slider for a policy indicates the current mode for the policy. A green slider indicates Prevention mode and a
gray slider (C® indicates Simulation mode. You can change the mode using the (W Setmode ™ putton at the top of the
Policies pane. For more details about these modes, you may refer to the Protection or Simulation Mode section on
page 54.
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Policy Rules

For each communication policy, FortiEDR provides four rules out of the box. These rules can be modified to specify the
connections to be blocked/unblocked according to several parameters. FortiEDR provides the following communication

policy rules:

POLICIES SETTINGS

All v Clon

@

POLICY NAME

v & Default Communication Control Policy

> [E] servers Policy
> Isolation Palicy

Set Mode ¥ ssign C

RULE

FEIRTINET c‘

vendar is within 0 vendors

Default rule (if none of the rules apply)

FEIRTINET c’

FEIRTINET

Showing 1-3/3

AFFECTED APPS

Total 0 denied apps (by user: 0 Allow., 0 Deny)

0 applications

310 applications

Total 209 denied apps iby user: 1 Allow, 0 Deny,

Total 309 denied apps iby user: 1 Allow, 0 Deny,

e Default rule: This rule applies when none of the other three rules apply.

e Reputation is less than or equal to X: This rule enables FortiEDR to block/unblock by reputation score.

Search Application Policy
ACTION STATE
=+ Deny

Allow

Q

e Vendor is within X vendors: This rule enables FortiEDR to block/unblock by vendor. For this rule, you specify the
vendor(s) to include and to exclude.

e Vulnerability is greater than or equal to X: This rule enables FortiEDR to block/unblock by vulnerability.

In the rules, X represents a user-defined value.

For example, the figure below shows that the Servers Policy has the following rules defined for it:

POLICIES SETTINGS

All v M| Clone

POLICY NAME

i Delete

b afau\t Communication Control Policy

= Servers Policy

> Isolation Policy

(B set Mode ¥ Assign Collectfir Group
RULE

FE:ATINET a
FZ:ATINET c.

Vendor is within 12 vendors

Default rule (if none of the rules apply)

FL:ATINET

Showing 1-3/3

AFFECTED APPS
Total 0 denied apps (by user: 0 Allow, 0 Demyl

Total 209 denied apps (by user: 1 Allow, 0 Deny.

101 applications

209 applications

Total 309 denied apps (by vser: 1 Allow, 0 Deny.

e Vendor is within 12 vendors. This rule is enabled for the policy. The action for this rule is Allow.

e Default rule (if none of the rules apply). This rule is always enabled.

You can enable or disable a rule for a policy by clicking the Enabled/Disabled button in the State column of the
applicable rule. This button toggles between Enabled/Disabled.

STATE

® Enabled

(® Enabled
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Editing a Policy Rule
The four rules for a policy can be modified, as needed.
To edit a rule:

1. Click the Edit ** button for the rule of the policy that you want to modify. This switches the view to the
APPLICATIONS page, enabling you to review the applications affected by this rule before saving it. The following

displays:
Save - ~ s
If | vendor is within ¥ | | 0vendor v Under | [B Default Communication Contr... ¥ Then =1 Deny and (_Cancel )
Enable
2. Inthe If dropdown list, select the parameter whose value you want to set in the rule. This dropdown list lists the
parameters available to configure for the rule.
Save - ~ &
If | vendor is within ¥ | |0vendeor v Under |[E pefault Communication Contr... ¥ Then =+l Deny and (_Cancel )
Enabl
Vulnerability severity is less than or equal to i
Vulnerability severity is greater than or equal to VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN
Reputation is less than or equal to
< Unknown Unknown 17-Dec-2019 30-Dec-2019
Reputation is greater than or equal to
. . Unknown Unknown 17-Dec-2019 17-Dec-2019
Vendor is within
3. In the rightmost Select dropdown list, select the value for the parameter. This dropdown list lists the values
available to configure for the parameter specified in step 2.
x
Vulnerability severity is greater tha... ¥ | | Select Criteria... v Setup rule...
Low
APPLICATION Medium R REPUTATION VULNERABILITY FIRST SEEN LAST SEEN
< Data Protection Hen Unknown Unknown 17-Dec-2019 30-Dec-2019
| r 1
anama crie LI N EENTPRN LR N PEAERTPEN 47 Nas 2040 47 Nas~ 2040
Note — When modifying the Vendor is within X vendors rule, you specify the vendor(s) to include and those to exclude for the rule.
EXCLUDE VENDORS
Al v | [ seareh vendor Q Showing 1-15/61 | » | b1
VENDOR NAME (0) - SIGNED (Q) UNSIGNED (0)
Acronis International
Adobe Systems Inc.
Advanced Micro Devices Inc.
AO Kaspersky Lab
Apache Software Foundation
Apple Inc.
Atlassian
AVAST Software
AVG Technologies
e ™
(_Cancel )
4. Inthe Under dropdown list, select the policy to which this rule applies.
Save &
If | Vulnerability severity is greater tha... ¥ | | Medium v Under | select Palicy... v Then and ‘( Cancel )‘
Enable
B Default Communication Control Policy
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5. Inthe Then field, specify whether to Allow or Deny the application based on this rule.

Save

If | vulnerability severity is greater tha... ¥ | | Medium v Under | B pefault communication Contr... ¥ Then =| Deny and (" cancal ).
Enable
The application list now shows the number of application(s) affected by the rule change.
Save - ~
If | Vulnerability severity is greater tha.. ¥ |  Medium v Under E Default Communication Contr.. ¥ Then =+l Deny and L Cancel )
Enable

0

6. Click the Save and Enable button to save and enable the changes to the rule. A confirmation window displays,
confirming the rule change.

RULE SAVED

Rule has been saved and enabled.

7. Click OK.

Assigning a Policy to a Collector Group

To assign a policy to a Collector Group:

1. Check the policy that you want to change in the policy list and then click the Assign Collector Group button. The
following displays:

COLLECTOR GROUP ASSIGNMENT
e q
GROUP NAME « # OF COLLECTORS
High Security Collector Group 0 Available
1@#5%" 0 Available
1234 qwer 0 Available
. Default Collector Group 2 Availakle
Group name that is so long that will have 3 0 Available
hvghv 0 Available
¥ keren 0
kjkbhj 0 Availakble
kenikin n Avilahle
1 Collector group selected
G (o)

2. Check the checkbox of the Collector Group you want to assign to the policy.
3. Click the Assign button. A window displays, prompting you to confirm the reassignment.

CONFIRM

Group [Insiders] is already assigned to [Communication Control] policy - [Default Communication
Control Policy]. A Collector Group cannot be assigned to mere than one [Communication Control]
policy and therefore will be removed from the previous one. Do you want to continue?

4 Y
| Cancel )
A ~
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4. Click OK. The following displays:

ASSIGNMENT CONFIRMATION

Collector group

keren

was successfully assigned to application policy
Servers Policy

5. Click OK.

Creating a New Communication Control Policy

A new Communication Control policy can be created by cloning an existing policy, as described below. New policies are
only needed if you are going to assign different policies to different Collector Groups. Otherwise, you can simply modify
one of the default policies that come out-of-the-box and apply it to all FortiEDR Collector Groups by default.
Modifications made on one policy do not affect any other policies.

To create a new Communication Control policy:

1. In the policy list, check the policy that you want to clone. There are two types of Communication Control policies:
blacklisting policies (=), such as the Default communication control policy, which allows any connection by

default, and whitelisting policies ( ), such as the Servers policy, which denies any connection by default.
2. Click the Clone button. The following window displays:

POLICY CLONING

ORIGINAL POLICY NAME CLONED POLICY NAME

Default Communication Control Policy Default Communication Control Policy clone|

1 Application policy will be cloned

(@0 ( Cancel )

3. Inthe Cloned Policy Name field, specify a name for the cloned policy.
4. Click the Clone button.

Other Options in the Policies Pane

o Al ¥: Click the down arrow in the Al ¥ button and then select an option in the dropdown list to
filter the policy list accordingly.

o M Cione: gjick this button to clone a policy.

-5
o W Delete; Click this button to delete a policy. Before deletion, a confirmation message displays, prompting you to
confirm the deletion of the policy.

o (W Sermode . glick the down arrow in the (I 521M282 ™ putton and then select the mode for the policy, as
described in the Policy Mode section on page 125.
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This chapter describes the FortiEDR Forensics add-on option for deep analysis of security events.

Introduction

The Forensic Analysis add-on enables a security team (or anyone else) to delve deeply into the actual internals of the
communicating devices’ operating system that led up to the event.

The Forensic Analysis add-on provides an abundance of deep analysis and drill-down options that reveal the process
flows, memory stacks and a variety of operating system parameters in a graphic view, such as:

e Infected device and application details.

e Evidence path, which includes the process that the threat actor violated and which type of violation was executed.
e Side-by-side event comparisons.

This option is only available to users who have purchased the Forensics add-on license, which is part of the Protect
and Response license or the Predict, Protect and Response license.

The Forensic Analysis add-on also enables you to search for malware across your entire environment, in order to
remediate using its Thread Hunting feature. For more details, see the Threat Hunting section on page 144.

The first stage of working with Forensics is to select one or more event aggregations or events to analyze. To do so,
use one of the methods below:

e In the Event Viewer, select an event aggregation and then click the @ rorensics putton. Selecting an event
aggregation lets you analyze the aggregation of events triggered on this process.

-
- liorgoifa44 v DASHBOARD eveNTVIEWER ) FORENSICSV COMMUNICATION CONTROLY €8)  SECURITY SETTINGS v nventoryw @D aommistration @D ®  Protecion v BarbaraV

Events

EVENTS Threat Hunting showing 1-9/9 Search Event vQ CLASSIFICATION DETAILS
@ Bport ~ Handle Eve e 24 exception Manager
v A D DEVICE PROCESS CLASSIFICATION 4 DESTINATIONS ~ RECEIVED ¥ LAST UPDATED
% % WIN-MQHOCMRUD2) (2 events) % Malicious 10-Feb-2020, 04:47:59
PUP rezpminer
> 171302 WIN-MQHOCMRUD2J TeamViewer exe PUP 4 destinations 10-Feb-2020,04:47-59  11-Feb-2020, 16:49:06 (%] By Reversinglabs
> 98 User: WIN-MQHOCMRUD2J\root Certificate: Signed Process path: C:\Program Files (x86)\TeamViewer\TeamViewer exe Raw data items: 4 Threat name: Unknown
Threat family: Unknown
4 163078 WIN-MQHOCMRUD2) installAll py % Malicious Sensitive Inform... 04-Feb-2020,07:47:59  10-Feb-2020,04:1527 @ Threat type: Unknown
% DESKTOP-BSO9MQF (1 event) $ Suspicious 06-Feb-2020, 02:39:27
History
D ensw-lap153 (5 events) #F suspicious 03-Feb-2020, 05:25:12
o hd PUP, by FortinetCloudServices, on 11-Feb-2020, 16:4%:18
@ Mac (5 events) % Malicious 03-Feb-2020, 04:00:50
. & - o Simulation Device WIN-MQHOCMRUD2) Was moved from collector group lior1
% ensw-lap147 (4 events) Suspicious 02-Feb-2020, 15:08:35 to collector group High Security Collector Group 76 times
Avastl (1 event) £ suspicious 02-Feb-2020, 11:18:43 o Simulation Device WIN-MQHOCMRUD2) was isolated 76 times
% nginxwebserver (1 event) Inconclusive 01-Feb-2020, 12:07:10

<7 ADVANCED DATA

Event Graph ~ Geo Location

® - - @ @ < |—EB O

Process —_ Process
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In this case, the Forensics add-on shows a separate tab for each event associated with the event aggregation. For
example, the figure below shows seven tabs for an event aggregation containing two events.

-
2 [ logorsus = e o B e P e TR AT ) e e e R e o )

Event 16307 " eveminiso

prinon sse | Teamiewer exe
. soae v 3 Expon Raw Data fems: Al seieced |14 <[+ @
DEVICE 05 PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P 8 WIN-MQHOCMI Windows Server 2012 TeamViewer.exe PUP 5214314383 10-Feb-2020, 09:48:02 1-Feb-2020, 16:49.06 @
Process Type: 32 bit Certificate: Signed Process Path: C:\Program Files (x86/\TeamViewer\Teamviewer.exe ser: WIN-MQHOCMRUD2]\root
e®
®

1 Create 2 Create 3 Create 4 Connect —meesmmemeeeeee———
Pup
Connection
Process Process Frocess Process .
wonini exe Teamiewer. Service exe Teameer e b AR

e Select an individual event in the Event Viewer and then click the @ Forensics button. In this case, the Forensics add-
on shows a single tab for the selected event, with all of its related raw data items.

e Select a raw data item when in drill down, and then click the @ Forensics button. In this case, the Forensics add-on
shows a single tab for the selected event with a single raw data item.

e Inthe FORENSICS tab, select Events. In the page that displays, click the Event Viewer link, shown below, and
then select the event of interest using any of the methods described above.

eEnTVENER (D) FORENSICSw oMM SECURITY SETTINGS wventorr~ @D aovisTraTion @D

Threat Hunting

Event Viewer
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You can click the G) button in the FORENSICS tab to display classification details, including the classification, policy
and rules assigned to the FortiEDR Collector that triggered this event. For more details about classification details, see
page 106.

[[orgorises OASHBORRD rvrviwce @ Fomnscsw commumacamon conrroLy @) secuRTY sETIGS: wvenrorr @ soumisraanon @

o2 —

Unknowm
ily- Unknown

Threat type: Unknown

History

# Malicious, by Barbara, on 11-Feb-2020, 14:58:58
=+ Safe, by FortinetCloudServices , on 10-Feb-2020, 04:15:35

¥ Inconclusive, by Fortinet , on 04-Feb-2020, 07:48:00

Triggered Rules

» Wiy Exfiltration Prevention

1 @ Suspicious Application - Connection Attempt from a Suspici...

To perform deep Forensic analysis:

1. Select the events to analyze using one of the methods described on page 90.
Selected events that are currently loaded to the FORENSICS tab are marked in the Event Viewer with a fingerprint
icon.

2. Each selected event is then displayed in the Event Viewer as a separate tab:

s (] -]
== g0l AS D VENT VIEW o (5w - ONTROL™
i HOIgoT444 ~ EVENT VIEWER FORENSIC COMMUNICATION CONTROL

Event 163078 © bvem1mizez
python.exe (insiailL pyl TeamViewer.exe

soae + [ expen Raw Data tems: Al - seleced 174 «|[v| @

ON RECEIVED AST SEEN

DEV

P B WIN-MQHOCMRUDZ] Windows Server 2012 pup 52.143.143.83 10-Feb-2020, 094802 11-Feb-2020, 16:49.06 ]

D 147071627 Process Type: 32 bic Certificate: Signed Frocess Path: C:\Program Files (xB6)\TeamyiewenTeamyiewer. exe ser: WIN-MQHOCMRUD2J\root Count 32

1 Create 2 Create 3 Create 4 Connect l m
Bup l
= R e T8 1

Frocess
Toamiewer_S4rice ext Teamiiewer ik

Each tab shows the same information as in the Event Viewer (page 90), with additional information as described
below.
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The following options for viewing more information are provided:
Stack View

Flow Analyzer ﬁ .~ Switch to Compare
View Ei I:::l_\/iew

In the Raw Events area, use the right and left arrows to scroll through the raw data items for an event.

Raw Data ltems: All . Selected | 1177 TIT'

Click the All Raw Data Items button to display all raw data items. Click the Selected Raw Data Items (=] button
to select a specific raw data item. This action opens the following window, in which you specify the raw data item(s)
to display.

SELECT RAW DATA ITEMS

Showing 1-2/2

1D DEVICE DESTINATION FIRST SEEN LAST SEEN COUNT

172412835 WIN-MQHOCMRUD2]  Sensitive Inform...  10-Feb-2020, 04:15:27  10-Feb-2020, 04:15:27 1

767009555 WIN-MQHOCMRUD2]  Sensitive Inform... 04-Feb-2020, 07:47:59 04-Feb-2020, 07:47:59 1
s ™
( Close )
\ J

Click Close in the SELECT RAW DATA ITEMS window. The Events page displays only those raw data items you
selected in the view.

amn
== | tomgares SHEOAR eventvieweR @) roRenscs communicanion conmroLy @) SECURITY 5 wventorr ) oM ®  Prowcion v Barbara
cen ERBE| |0
Event 16307 * Eentman
python.exe finstallAllpy)  TeamiViewer axe
S8 19 Excepoon Booe ~ [3epon Raw Data ltems: All Selected [ 111 0]
DEVICE os PROCESS CLASSIFICATION DE RECEVED LAST SEEM
P @ WINMQHOCMRUD2 Windows Server 2012 python.exe & Mabcious Sensitive Information 04-Feb-2020, 07:47:59 04-Feb-2020, 07:47:59 @
RAW ID. 767009555 Process Type: 32 bit Certificate: Signed Process Path. €\Python36\python exe User. WIN-MQHOCMRUDZ\root Count. 1
e®
®
—_

® 0 0 |0 -0 |0 0 -0 |0 |0 e @
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=]

Flow Analyzer View

msmomo  eeaveve(  remscsy commumomonconTeoLv ) secummy seTTGs wventorr @3 AommsTesnion @D

HR b Bice + [F expont Raw Data ftems: All | [1] | Selected | 1/ O

» i 1 Pyt ;. Malicious it A-F r 0, g @
o®
®
)
® -0 - ;0 -0 -— 0 - 0 -0 - O O - |0 > @

This view shows a graphic flow diagram depicting the history of what happened before the event was triggered, from left
to right. Each node can represent a process, a thread or a service.

The arrows indicate the sequence of processes and specify the operation that was performed, such as Create, Inject,
Open and so on. If multiple operations were performed between two processes, then multiple arrows are shown
between them. If an operation repeated several times in the same segment, it is represented by a dashed line =~

o,

Typically, the next to last rightmost node represents a connection request === and specifies the IP to which it
attempted to establish a connection. It can also represent an attempt to lock or encrypt a file by ransomware ..

The rightmost node represents the action performed by FortiEDR, such as Block, Log or Simulated Block.

0 Log @ Block @ Block
FiERATINET FiERTINET FEERTINET

The flow chart is interactive. Clicking on a specific node or arrow drills down to the Stack View (described below). This
enables you to perform further investigation of the specific stack that was collected during that step.
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= Stack View

nevtvewen@)  rommscsw comuunommon conmol @) SEcURTY SETTINGS o @ awisramon @)

Event | » =wwuomccun
Details

CONNECTION
Process ID: 2592

Product: TeamViewer Process Hash (SHA-1: £ 16135696041C106FDES268964501 295 30A90F 25

£r. WIN-MQHOCMRUDZJ\roct

EXECUTABLE F AB CERTIFICATE REPETITIONS BASE ADDRESS

Stack_- 1.
Details e

Signea

The Stack View displays the following sections of information:
e Events: Shows the same information as in the Event Viewer (page 90).

e Stacks: A control toolbar that depicts the stacks that were collected in each step prior to the connection
establishment requestor file access. A red dot means that a rule violation was observed in this stack. You can click
the different stack names to see the collected stack data.

e Stack Content Details: The bottom of the window displays each stack in the flow of the selected step. The stack
entries represent the executable files that resided in the stack upon collecting the stack data. Click the stack node
to filter the display to show that stack. The selected stack appears with a red line below it.

e Click the Process Hash link to check whether this hash was seen elsewhere. This involves searching another
external website (VirusTotal).Clicking the link runs the query in VirusTotal. Alternatively, you can go to
www.virustotal.com, click the Search tab, paste the hash from FortiEDR and then click Search It.

e For each executable, you can see the following information:
= Executable File Name
= Writeable: Specifies whether the executable code can be modified.
= Certificate: Specifies whether or not the certificate was signed.
= Repetitions: Specifies how many times this executable was detected in the stack.
= Base Address of this entry in memory.
=  End Address of this entry in memory.
= Hash: Specifies the file hash.

e The row of the executable that triggered the FortiEDR event is highlighted with a red dot. This indicates the row
that you may want to investigate further, as described below.
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shown below:

liorgolf444 v

evenTviewer D) FoREwsIGS Y COMMUNI

You can click an executable row to display an even deeper level of information describing that process, as

IRITY SETTINGS ™ wvenTorr~ ()

aominasTRanon D)

Event 1 Event 171302

Bytnen.

HAN_3363. rallAL py)

scepuon i Rewieve B Remeciare

P B WINMOHOCMRUD) Windows Se

627

32 bit

CONNECTION
Process ID: 2592

&1\Program Files (x36]\ TeamViswer TeamViswer sxe

EXECUTABLE FILE NAME
\Device\HarddiskVolume! Windows\System3Zwowsacpu il

\Device\HarddiskvolumaT UNindows\System3Zuwows<.dil

\Device HarddiskVohmE1 UNindows\SystemaZntdiL gl

umany

4 core 05 executable
A consale applicaTion

[J Compare View
:

DASHBOARD

eventviewer @)

Teamviewer.exe

PROCESS

miviewer exe =1 PUP

te: Signed

TeamViewer GmbH
n. TeamViewer 10

10.038475.0
WRITABLE CERTIFICATE
No Signed
No signed
No signea
No signea

FORENSICS

communicaTion controLv €D

Raw Data Items: All selected | 174 .

52.143.14383 10-Fe

gram Files (X6] TeamviewerTeamyiewer exe User: WIN-MGHOCMRUD2J\ro0t

Product: TeamViewer I 1 16135896041C108FDENILERE438 1 2930AD0F2S

Comments Process Owner: WIN-MQHOCMRUD2/\root
Command Line
REPETITIONS BASE ADDRESS END ADDRESS HASH
1 Cx76rB0000 07685000 ¥ EC
2 CxPEIS0000 Ox7E4m000 i 1A1B48C50AYT4FEADESSEDS,
2 CxTIABALI0000 Dx7MdBad1c000 § EF24B1EDBF29081FEBOSFSS.
1 CKTTOS0000 077102000 ¥ 6453047 2F03366F1626CFDEB..

SECURITY SETTINGS™ inventorr~ @D  AommisTration €D @®  Poecion v Barbara™

Event 145722
escript exe (WWAN_5565

Event 163078
python exe (installAll py)

Event 171302
TeamVlewer.exe

S E o

Clear All

Event 145722
cscript.exe (WWAN_556...

Event 163078
python_exe (installAll py)

Event 171302
TeamViewer.exe

- A -
28 Add Excepion == Retrieve Remediate Isolate v port 14 | @ SEadubxcepton == Retrieve Remediate [3 expor 16 HNo)
Raw Data ltems: All Selected Raw Data ltems: All Selected
DEVICE 0s PROCESS DESTINATION  RECEIVED LAST SEEN DEVICE 0s PROCESS DESTINATION  RECEIVED LAST SEEN
P % WIN-MQHOCMR WindowsServ...  TeamViewerexe 52.143.143 10-Feb-2020,09:48:02  11-Feb-2020,16:4906 @ | P @ ensw.lap153 Windows 10Pro  cscriptexe  23.50.187.27 03-Feb-2020, 04:45:31  03-Feb-2020, 04:45:31 [~)
RAW ID: 147071627  Process Type: 32 bit Certificate: S\gned Process Path: _iewer\TeamViewer.exe User: ..CMRUD2J\root Count: 32 RAW ID:238987426 Process Type: 64 bit Certificate: S\gned Process Path: ws\System32\cscript.exe  User: ENSILO\yossim Count:1
4 0 > 4 —b
PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION CONNECTIO PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS C
CONNECTION CONNECTION
Process ID: 2592 Company: TeamViewer GmbH Product: TeamViewer Process Hash (SHA-1): B 16135896...| Process ID: 20444 Company: Microsoft Corporation  Product: Microsoft ® Windows Sc... Process Hash (SHA-1): I Be3saFaF.
Source Process: ..\ exe Description: 10 Comments: Process Owner: WIN-MQHOCMR .. | Source Process: ._em32\cscriptexe Description: Microsoft ® Console .. Comments: Process Owner: NT AUTHORITY\S
Target Version: 10.0.38475.0 Command Line Target Version: 5.812.10240.16384 Command Line: /nologo WWAN_...
EXECUTABLE FILE NAME WRITABLE ... | CERTIFICATE... REPETITION... BASEADDRESS.. END ADDRESS .. EXECUTABLE FILE NAME WRITABLE ... CERTIFICATE... REPETITION.. BASEADDRESS.. ENDADDRESS..
3 £ _umel\Windows\System32\wowdcpudll  No Signed 1 0x76f30000 0x76f89000 I3 i@ Main-..eWindows\systemI2csaptexe No. Signed )
2 £ _volumel\Windows\System32\wows4.dll  No Signed 2 0x7690000 0x76fdbo00 D H olume3\Windows\System32\mswsockdll  No signed 2 0x7ff8afc80000 Ox7ffBafce7000
3 H iskvolumeT\Windows\System32\ntdildll  No Signed 2 0x7ffd6ab70000  Ox7ffd6ad1c000 > A KVolumeaWindows\system32webio.dll  No Signed 6 0x7§7897eb0000 Ox7Ff897§49000
v i Kkvolume 1\Windows\Syswowe4\ntdildll - No. Signed 1 0x77050000 0x771be000 3 H iskVolume3\Windows\System32\ntdildil  No. signed & 0717803540000 Ox7ff8b3730000
Analysis Information Executable File Format Errors. ‘Additional Info b i olume3\Windows\System32\kernel32_dll No Signed 1 0x71f8b2520000 0x7ff8b25d2000
A core OS executable
& rancale annlicatinn D ¥ iskVolume3\Windows\Swstem32\ntdil.dIl No. Siened 1 0x71f8b3540000 (0x7ff8b3730000

Task View |

The Compare View enables you to display two views side-by-side. They can both be either Flow Analyzer View or

Stack View (described above).

Defining an Exception

After Forensic analysis, you may decide to create an exception for a specific event. To do so, you may refer to the
Defining Event Exceptions section on page 98. You may refer to page 59 for general information about Exceptions.
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Remediating a Device upon Malware Detection

After malware is detected on a device, you can use one of the following methods to remediate the situation in the

FortiEDR system:

e Terminate the Process: This method does not guarantee that the affected process will not attempt to execute

again.

o Delete the Affected File from the Computer: This method ensures that the file does not attempt to exfiltrate data
again, as the file is permanently removed from the device. When using this method, be careful not to delete files
that are important to the system, in order to protect system stability.

e Remove or Modify the Registry Key: This method removes a registry key or updates a registry key’s value. This
method changes malicious registry key modifications by removing newly created keys or returning key values to

their original form.

Note — Some malware have persistency capabilities, which makes the infection appear again. In addition, in some rare cases, malware
can cause the system to crash if you try to remove them.

Both of these methods can be performed using the Forensics add-on.

To remediate a device on which malware was detected:

1. Select the event(s) to analyze using one of the following methods described on page 90.

2. Inthe Raw Events area, select the relevant process. Use the various forensic tools provided by FortiEDR to

determine the process of interest.

DASHBOARD EVENT VIEWER

Event 107146
DynamicCodeListenTests..

Event 87488
DynamicCodeTests.exe

Event 87477
DynamicCodeTests.exe

FORENSICS

COMMUNICATION CONTROL v @)

Event 84974
StackPivarTess.exe

SECURITY SETTINGS

v

INVENTORY

ApminisTRaTON (@) °

Protection v

admin v

S8 Add Exceprion  m Recrieve Remediste isolste v [ Expore Raw Data ltems: All Selected | 172 @
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P ® CollectorsPC Windows 7 Ultimate N DynamicCodeTests.exe £ suspicious 74.125.235.20 17-Mar-2020, 18:11:54 17-Mar-2020, 21:50:50 )
RAW ID: 530581512 Process Type: 32 bit Certificate: Unsigned Process Path: \Device\Harddiskvolume2\Users\root\Desktop\DynamicCodeTests.exe User: Collector8PQ\root Count:2
0
PARENT PROCES! CONNECTION
CONNECTION
Process ID: 3908 Company: enSilo Test Product Process Hash (SHA-1): 1 DC2ADE2DAFECSSE2SSSE
Source Process: _..Volumez\Users\root\Desktop\DynamicCodeTests.exe Description Comments: Process Owner: Collector8PCroot

Target Version: 1.0.0.1
EXECUTABLE FILE NAME

CodeTests.exe

D ! Main -\Devicel

v v pudl

Analysis Information

A core 05 executable

Command Line:

WRITABLE CERTIFICATE
No Unsigned
No Unsigned 1

Executable File Format Errors
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REPETITIONS

BASE ADDRESS

0x73620000

Additional Info

END ADDRESS HASH

§ A3268A68569DDDS3EEBCOC2...

0x73628000

§ 278691 EDS9AFA2639BBAFFFF...
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After selecting the process of interest, the bottom pane of the window displays the list of files associated with that
process.

Torgolfddd - DASHBOARD evenTvieweR @) FORENSICS ™ communicaion conroLy @@ secuRITY sETTINGS v wventosrw €0 aomimisTraTion (2 - Barbara™

cern 63 || [

® ®
Evant 163076 Evens 166577 Event 171302
pyihon.sxe Installallpyl DynamicCodeTests 32 exe TeamViewer.exe

Excepton i femeve B Remediae sose v (B expor Raw Data items: &ll Selected | 144 BN

os CLASSIFICATION ATION LAST SEEN
P B WIN-MOHOCMRUDZ) Windows Server 2012 Teamviewer exe =: PUP 52.143.143.83 10-Feb-2020, 09-48:02 11-Feb-2020, 17:4%:06 2
RAW ID. 147071627 Process Type: 32 bit certificate Signed Frocess Parh C\Program Files (xB6/\TeamyleweriTeamiiswer exe User WIN-MQHOCMRUDZ oot ount. 33
»
PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION CONNECTION
PARENT PROCESS CREATION
Pracess ID: 452 Company: MIcrosoft Corporation Product ProTess HAsN [SHA-1) | 2899481 DEORSZE2S06CCABDEAFCSEF] B26RRS4E
Source Process: ...e\HarddiskVolume1\Windows\System32\services.exe or e Process Owner NT AUTHORITYASYSTEM
Targer: . me1\Program Files (xB6)\TeamviewerTeamViewer_Service.exe Vers command Line:
ENECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS END ADDRESS HASH
B ¥ | MainADevics HarddskVolumet Windows System32iservices exe He Signed # E2800481DE0RAZERS0SCCAE

3. Check the checkbox of the relevant file and then click the Remediate button. The following window displays:

REMEDIATE DEVICE WIN-MQHOCMRUD2)

services.exe
EVENT 171303
PROCESS ID 452

Terminate Process services.exe

Remove 1 selected executable file

Delete file at path  |c:\templabecd.exe |

Handle persistent data (registry) | |

g ™
| Cancel )
S -

4. Do one of the following:
e Check the Terminate process checkbox to terminate the selected process. A warning message displays.

WARNING

services exe
Do you want to remotely rocess

services.exe ?

If an open program is associated with this process on the remote device,
closing it will result in losing any unsaved data.

If you end a system process, the remaote device may become unstable

Are you sure you want to continue?

r'g ™\
Terminate process _IQEEREC]

Click Terminate process to terminate the selected process.
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e Check the Remove selected executable file checkbox to delete the specified file from the device. A warning
message displays.

WARNING

Do you want to remotely delete executable file
\Device\HarddiskVolume1\Windows\System32\services.exe ?
Deleting an executable file will prevent its future execution on the target
device

Are you sure you want to continue?

DEECAILEY ( Cancel )

Click Delete file to remove the selected file.

e Check the Delete file at path checkbox. In the adjacent field, enter the file path on the device that contains the
file to be removed.

+ Delete file at path c\tempi\abcd.exe
A warning message displays.

WARNING

You are about to delete file
ctemp

Are you sure you want to continue?

DEEENENY ( cancel )

Click Delete file to remove the file from the specified path.
e Check the Handle persistent data (registry) checkbox to clean the registry keys in Windows. In the adjacent
field, enter the value of the registry key to be removed or modified.

Handle persistent data (registry)

Value data should be provided in the required format, based on the value type selected in the dropdown list, as

follows:

= String for types REG_SZ(1), REG_EXPAND_SZ(2), REG_DWORD(4) and REG_QWORD(11).

= Base64 for types REG_BINARY(3), REG_DWORD_BIG_ENDIAN(5), REG_LINK(6), REG_MULTI_SZ(7),
REG_RESOURCE_LIST(8), REG_FULL_RESOURCE_DESCRIPTOR(9) and
REG_RESOURCE_REQUIREMENTS_LIST(10).

Select the Remove key radio button to remove the registry key value.

Select the Modify registry value radio button to change the current registry key value. When selecting this
option, you must also specify the new value for the registry key in the gray box and the key’s value type in the
adjacent dropdown menu (for example, string, binary and so on).

5. Click the Remediate button.
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Retrieving Memory

The Retrieve Memory function enables you to retrieve the stack-memory of a specific Collector. This option enables
you to retrieve memory from a specific communicating device in order to perform deeper analysis by analyzing the
actual memory from the device. This function is only accessible from the Stack View.

Memory is fetched by the Collector in binary (*.bin) format, compressed, encrypted and then sent to the user’s local
machine. The returned file is password-protected. The password is enCrypted.

If the file cannot be sent, it is saved locally on the host by the Collector.

To retrieve memory for a Collector:

1. In the Stack View, select the stack(s) that you want to analyze by selecting its checkbox(es).

liorgolfda4 ~

DASHBOARD

event viewer )

FORENSICS\

COMMUNICATION coNTROLS @) SECURITY SETTINGS™ inventoryy @D aoministramion @)

x
Event 171302
TeamViewer.exe

x
Event 166577
DynamicCodeTests32e...

Event 163078
python.exe (installAlLpy)

cearn | €3 || |03

-
Bleotexcepon  mm Rerieve B Remediare isoae  ~ 3 export Ret Datafrertis= Al Selected: | 11 ®
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P % DESKTOP-BSOSMQF Windows 10 Pro DynamicCodeTests32 % Suspicious 7412523520 06-Feb-2020, 02:39:27 06-Feb-2020, 02:54:29 )
RAW ID: 127258682 Process Type: 32 bit Certificate: Unsigned Process Path: CAUsers\admin\Desktop\DynamicCodeTests32.exe User: DESKTOP-BS02MQR\admin Count:2
PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION CONNECTION
CONNECTION
Process ID: 12740 Company: Product Process Hash (SHA-1): | ATADGCBID7BA3E0485FSBUSOEBCIR2954AL5A26

Source Process: ... me3\Users\admin\Desktop\DynamicCodeTests32.exe Description
Targer Version

¥ EXECUTABLE FILE NAME

D ¥ I Main-\Device\HarddiskVolume3\Users\admin\Desktop\DynamicCodeTests32 exe
D v i Devic dcpu.dil

b v i \Deui 4l

b ¥ I \Devi dildill

P v i \Devi

b ¥ i \Devi

WRITABLE

Comments: Process Owner: DESKTOP-BS0IMQRadmin

Command Line

CERTIFICATE REPETITIONS BASE ADDRESS END ADDRESS HASH

Unsigned § A7AD6C89D7843E0485F5805.
Signed 2 0x77260000 0x77263000 § BF56E6DB460F76001BD2CAG.
Signed 2 0x7ffc22340000 0x7ffc22395000 § 31DBO4FFBED2252F823E055.
Signed s 0071130120000 Ox7tc30310000 | 330EBGASECAFES84899284FC.
Unsigned 1 0xe40000 0OxefeQ00 i A7AD6CB9D7843E0485F5805..
Signed 1 0x7ffc30120000 0x7ffc30310000 § 339EB6AQECAFEG84899284FC.

2. Click the Retrieve button. The following window displays:

MEMORY RETRIEVAL
EVENT 166576, DESKTOP-BS09MQF
DynamicCodeTests32.exe

Retrieve memory of selected stack
entries - 29 entries selected

Retrieve from:
v Memory Disk

Retrieve memory region from address: |Hex value (0x..)
Retrieve the entire process memory

Estimated Memory Retrieval file size: 29.6 MB

to address: |Hex value (0x..)

- e ™
LEg ( Cancel )
. S
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3. Select one of the following options:

e Retrieve memory of selected stack entries: Select this radio button to retrieve memory for one or more specific
stack entries. Then, select the stack entries you want to analyze by checking their checkboxes, as shown
below:

amm
- DASHBOARD EVENT VIEWER FORENSICS v/ COMMUNICATION CONTROL v @) SECURITY SETTINGS v INVENTORY ApmiNisTRATION (@) @) Protection v admin v

Event 87488 Event 107146 Event 84074

Event 87477
DynamicCodeTests.exe DynamicCodeTest DynamicCodelistenTests...  StackPivotTests.exe
" .
S8 Add Exceprion == Retrieve Remediate isolate v [ expore Raw Data Items: All Selected | 1/2 ENO)
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P ® Collectorgpc Windows 7 Ultimate N DynamicCodeTests.exe § suspicious 74.125.235.20 17-Mar-2020, 18:11:54 17-Mar-2020, 21:50:50 2
RAW ID: 530581512 Process Type: 32 bit Certificate: Unsigned Process Path: \Device\HarddiskVolume2\Users\root\Desktop\DynamicCodeTests.exe User: CollectorsPCiroot Count:2
®
PARENT PROCESS CREA CONNECTION
CONNECTION
Process ID: 3908 Company: ensilo Test Product Process Hash (SHA-1): £ 0C24DE2DAFECSSE25S5E
Source Process: ...Volume2\Users\root\Desktop\DynamicCodeTests.exe Description: Comments Process Owner: Collector8PCiroot
Target: Version: 1.0.0.1 Command Line:
EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS END ADDRESS HASH
> [J §  Main-Device A AUser y deTests.exe No Unsigned t A3262A68569DDDS3EEBCOCE
i No Unsigned 1 0x73620000 073628000 | 278691EDS9AF42639BBAFFFF.
No Unsigned 2 0x73590000 0735000 | 6BESBE72BFDDACAFG1697D3,
No Signed 1 076100000 0x7705000 ¥ 92015F7B8DBIDADISEA1CS3..
No Signed 1 0x76100000 0x77029000  92015F7BBDBIDADISEAICS3..
b [ F \Device\HarddiskVolume2\Windows\System32\nedlLdll No Signed 4 076100000 0x77029000 t 92015F7BBDBIDAD3SEA1CS3..

You must also specify whether to retrieve the memory from Memory, Disk or both by selecting the respective
checkbox. The Memory option is the default. You can select either option or both options. It is important to
remember that the retrievable data may be different in the memory and on disk. In addition, the stack entry may no
longer reside in memory, for example, if the system was rebooted.

After you make your selection, the window indicates how many stack entries were selected, as shown below. For
example, the figure below shows that three stack entries were selected for analysis.

MEMORY RETRIEVAL
EVENT 284376, JEFFDURAN-PC
backgroundTaskHost.exe

®) Retrieve memory of selected stack
entries - 2 entries selected

Retrieve from:
¥ Memory + Disk

Retrieve memory region from address: |Hex value (0x ) to address: Hex value (0x_)
Retrieve the entire process memory

Estimated Memory Retrieval file size: 4 MB

Retrieve ( cancel )

e Retrieve memory region from address: Select this option to retrieve memory from a specific memory region.
Specify the To and From addresses for the region in the adjacent fields.

®) Retrieve memory region from address: |Hex value (0x.) to address: Hex value (0x..)

o Retrieve the entire process memory: Select this option to retrieve memory for an entire process. This option
retrieves all the stack entries comprising the process.

4. Click the Retrieve button.

FortiEDR Installation and Administration Manual 141
Fortinet Technologies Inc.



Chapter 8 - FORENSICS

Isolating a Device

An isolated device is one that is blocked from communicating with the outside world (for both sending and receiving).
For more details about device isolation, see page 64.

To isolate a device:

1. Inthe EVENT VIEWER tab, select the checkbox(es) of the event(s) that you want to isolate, and then click the
Forensics button, as shown below:

amm
== | lorgoias v

evenrviewiR@Q)  FoRensicsv

communication controL @) SECURITY SETTINGS v

inventory~ @

ApmiNisTRATION (D) ]

Protection '

EVENTS

B arcnve B Markas. 3 Export +

<Al D DEVICE
# Panda (3 events)
> 180497  Pandal

> 8 ceruficate: signed

é« 4 180468  Pandal
> 180477  Pandat
% WIN-MQHOCMRUD?) (2 events)
% DESKTOP-BSOMQF (1 event)
D ensw-lap153 (5 events)
@ Mac (5 events)

% ensw-lap147 (4 events)

< ADVANCED DATA
Event Graph

=

P andieevent i Delete @ Forensics  BZ Exception Manager

PROCESS CLASSIFICATION DESTINATIONS
=! pup
pandasecurityDx.dll = pup

Process path: C:\Program Files (x86)\pandasecuritytb\pandasecurityDx.dll

pandasecurityDx64.dll  =! PUP File Read Atte...
pandasecurityDx.dll =! pup File Read Atte...
% wmalicious
£ suspicious

& suspicious
¥ Malicious

£ suspicious

The following window displays:

eventviewes )

FORENSICS

Showing 1-10/10

Search Event

RECEIVED ™ LAST UPDATED

11-Feb-2020, 21:15:58

File Read Atrempt  11-Feb-2020,21:15:58  11-Feb-2020, 21:16:17

Raw data items: 1
11-Feb-2020, 21:14:04  11-Feb-2020, 21:16:17
11-Feb-2020, 21:14:04  11-Feb-2020, 21:14:04
10-Feb-2020, 04:47:59

06-Feb-2020, 02:39:27

03-Feb-2020, 05:25:12

03-Feb-2020, 04:00:50

02-Feb-2020, 15:08:35

wventorvy @D

Q

2

%]
[}

CLASSIFICATION DETAILS

=! PUP pzmminer
By Reversinglabs
Threat name: Win32 PUA Netfilter
Threat family: Nefilter
Threat type: PUA

History

< =! PUP, by FortinetCloudServices , on 11-Feb-2020, 21:16:04

o Simulation Device panda1 was moved from collector group lior1 to collector
‘group High Security Collector Group 2 times

o Simulation Device panda Was isolated 2 times

owmisranon

Event 180468
pandasecurityDxed.dil

£ add Exceprion
05
P @ Pandat

W ID: 1341779749

Windows B.1 Enterpris

3 expor
PROCESS CLASSIFICATION
pandasecunityDx64.dil =i PUP
ocess Type: 32 it Centicate: Sgned

DESTINATION

File Read Aempt

RECEIVED

11-Feb-2020, 21:14:04

Raw Data items: Al Selected | 1/1 (0]

ST SEEN

11-Fep-2020, 21:16:17 @

Process Pan: CAProgram Files (xB6)\pandasecuritytb\pandasecurityDxe4 dil Count 11

2. Inthe Events tab, click the event that you want to isolate, click the lselate > hytton dropdown arrow and then
select Isolate. The following window displays:

ISOLATE COLLECTORS

Are you sure you want to Isolate the selected Collectors?

4 Y
| Cancel )
. vy
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3. Click the Isolate button. A red icon appears next to the relevant event in the Events tab to indicate that the

applicable Collector has been isolated, as shown below:
RO SECURITY SETTINGS v RV aomsTranion (Y

amn
] E-;uum ~ ARD eventviewsr )

cwrn |ER|E| [

Event 160488 *
pandusecurtyorelan
$8 a4 xcepuon soare v (B epont Raw Data Items: All selected | 111 o
)!wuv os PROCESS CLASSIFIC DESTINATION RECEVED LAST SEEN
WINGoWS 8.1 ENterpris pandasecurtyDx6a.di =1 PU File Read Amtempt 11-FeD-2020, 21:14:04 11-760-2020, 21:16:17 ]
rocess Path C:AProgram Files (x86)\pandasecuritytb\pandasecurityDx6a di Count: 11

P @ panda @
1341779749 Process Type: 32 bit Centificate: Signed s

To remove isolation from a device:
In the FORENSICS tab, select the checkbox of the event whose isolation you want to remove.
- button and select Remove isolation, as shown below.

2. Click the down arrow on the @& isclae

Isolate v
: N

Remaove isolation

The following window displays:

| REMOVE ISOLATION

Are you sure you want to Remove Isolation from the selected

e N

3. Click the Remove button.

Collectors?
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Threat Hunting

FortiEDR'’s Threat Hunting feature enables you to search for malware across your entire environment, in order to
remediate it. Searching can be based on events or a free-text search. You can search for malware based on an
event’s process or HASH. The search operation only applies to files on the Windows operating system, and not to

Linux or MacOS.

Access the Threat Hunting page under the Forensics tab using one of the following methods:

e Method 1 (Search from an Event): In the Events page under the Forensics tab, left-click the three dots & next

to the HASH column in an event row and select Threat Hunting.

Events | Threat Hunting

Event7853 Event 30220 Event 32509 Event 32930 Event 33045 Event 39131

Event7752 Event 7798
tor.exe torexe tor.exe WINWORD.EXE LINE.exe tor.exe Vsserv.exe xtbl-offline_ransomw.
Event 40236 Event 40244
AVG-Rnsm.exe Viktoria Henschel - B.
"
2 add exceprion =3 Retrieve memory B Remediate [ export
DEVICE 0s PROCESS SEVERITY CLASSIFICATION DESTINATION RECEIVED
P BAUTO2-COL1-O-Test_1 ‘Windows 7 'WINWORD.EXE Critical * Malicious File Delete Attempt 14-Dec-2017 04:09:15

RAW ID: 946566154 Process Type: 32bit Certificate: Unsigned

Process Path: \Device\HarddiskVolume3\CHRIS\WITF ONE @CCESS\OFFICEWVINWORD.EXE

Event 40192
Perya.exe

LAST SEEN
14-Dec-2017 040985

Coffe: 1

PARENT PROCESS CREATION CREATED PROCESS OPENED PROCESS OPEN PROCESS

PARENT PROCESS CREATION PARENT PROCESS CREATION

FILE DELETION ATTEMPT
Process ID: 4532

Company: Product

Source Process: .. 3\CHRIS\TF ONE @CCESS\OFFICEWWINWORD.EXE  Description: Comments
Command Line: "C:\Users\kediri.col\Documents\My document\Pen.

Target Process: _.rs\kediri coll\AppData\Local\Temp\CVR619.tmp.cvr  Version

EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS
D £ ® Main -\Device\HarddiskVolume3\CHRIS\MTF ONE @CCESS\OFFICE\WINWORD EXE No Unsigned
o i \Device\HarddiskVolume2\Windows\ lem32\ntdiil.dil No Signed 1 0x77000000
D[] f \Device\HarddiskVolume2\Windows\System32\KernelBase.di No Unsigned 1 0x75400000
> Runtime Generated Code Yes Unsigned 1 0x1190000

FILE DELETION ATT@\

a

Clear All

Event 40225

wscriptexe (instal

Selected

1fl.

”n

Process Hash (SHA-1): § OJV\AASBEQSAE\\EQMDOCE[ABBBSDZBBA

VirusTotal
Threat hunting
END ADDRESS RS
§ 022872A3ASBE254E118941D,
0x7713c000 § 1EA71FBBDF6B4AB4B7CIDC.
0x75443000 | 86C553CCD843DBEC21F433D.
0x1210000 | OATE1744C108273E874ESAD

This action opens the Threat Hunting page and automatically enters the HASH value in the Hash/Process

field. |

Events

Threat Hunting

2A6836743973F22FA285F9044C064260C3DD231A

[

o Method 2 (Free-text Search): Click the Threat Hunting option under the Forensics tab. This action opens the

Threat Hunting page. In this case, the Hash/Process field is empty.

Tiorgolfaa4 ~

DASHBOARD enrviener @) FoRavsics sEEE TR () e enTorr @

—O0— 00— 0O0—0

Last month Last week Last day Custom

Enter a file name

COLLECTOR NAME PATH FILE NAME CREATION TIME MODIFICATION TIME 0s
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To search for malware:

1. Select the basis for the search by clicking the I or . button. When you select the I button, the search

results represent matching HASH values. When you select the . button, the search results represent matching
file names.

When accessing the Threat Hunting page using Method 1 (described above), the relevant HASH value appears in
the field adjacent to the button, as shown below.
When accessing the Threat Hunting page using Method 2 (described above), the field adjacent to the I and
buttons is empty.
2. If the field adjacent to the I and . buttons is empty, copy and paste the applicable file name or HASH value

into the empty field.
3. Specify the time range for the search using the timeline buttons at the top of the window.

Last day Custom

4. Click the Search button. The system searches for matching files in all devices in your environment. When the
search completes, the search results display in the window. The example below shows a search by process.

liorgolf444 ~ DASHBOARD EVENT VIEWER FORENSICS COMMUNICATION CONTROL v (@) SECURITY SETTINGS INVENTORY ~ @) ADMINISTRATION ®  Protection v lior v

- = = ~
Hash g £ = 2 SEARCH CLEAR

Last month Last week Last day Custom
DynamicCode.exe

3 Devices 3 paTHs 14 weeks Showing 1-4/4

COLLECTOR NAME HASH PATH FILE NAME CREATED MODIFIED SIZE 0s BIT CERTIFICATE ~ VENDOR PRODUCT VERSION

767EDB4BOCIESES...  .iskvolum: kiop dynamiccode.exe 549376

" Meafeel EDB4BICTO5ES e dynamiccode.exe seoazsly

2 Mckfesl EDB4BYCTB5ES...

dynamicco 549376

® Pandal EDE480CT65ES... 30-4pr-2015,0537 549376

The row directly above the results table summarizes the results of the search. For example, in the window above,
the system found 2 unique devices and one unique path created in the same one week. The example below shows
the results of a search by HASH.

liorgoif444 v DASHBOARD eventvieweR @) FoRensicsv communicaTion conTRoLY @) SECURITY SETTINGS™ wventorr~ @D aommisrranion D @  Proecion v Barbara™

I ~ —~ ~
N - o o SEARCH CLEAR

Last month Last week Last day Custom

G0197E2FD04B. 32 56028615 No
2 DEVICES 1 eatHs 1 weeks Showing 1-2/2
COLLECTOR NAME PATH FILE NAME CREATION TIME MODIFICATION TIME 0s
% WIN-USASCLOINR \device\harddiskvolume1\qa\filebeatlogs\filebeat filebeatexe 09ul-2019, 07-25 20-Jun-2019, 11:06
% winTkiEssieqes \device\harddiskvolumeT\qa\flebeatiogsifiebeat  filebeat.exe 08Ju-2015,05:56 204un-2015, 11:06
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The labels row directly above the summary row identifies common, shared data elements. For example, Sha-1,
vendor and so on. The identified elements are shared by all files. Note that typically you see more common
data elements when searching by HASH than by process.

DASHBOARD eveNTviEWER @)  FORENSICSV COMMUNICATION coNTROLY @) SECURITY SETTINGS ™ inventorvs @ apmiistration D)

—O——O0——CO——0
Z Z > > SEARCH CLEAR

Last month Last week Last day Custom
90197E2FD04B2183FI6FCFRANENAENT =

90197E2FD048. 2 56028615 No
2 oevices i o Showing 1-2/2

COLLECTOR NAME PATH FILE NAME CREATION TIME MODIFICATION TIME ~ os

% WiNUSASCLONITR \devicelharddiskvolume\qa\filebeatiogs\flebeat filebeat exe 03Ju-2015,07:25 204un2015, 11:06 Windows 8 Enterprise

% wiNTKIESS180B8 \devicelharddiskvolume\ga\filebeatiogs\flebeat filebeat exe 08Ju-2013, 0956 20Jun2018, 11:06

Remediating Devices upon Malware Detection

You can remediate detected malware from some or all devices at once using the Remediate button in the Threat
Hunting page. This option enables you to delete detected malware across all the search results in the Threat Hunting
page simultaneously. This is in contrast to the Remediate option described on page 137, which only deletes a specific
file from a specific device.

To remediate one or more devices on which malware was detected:

1. Check the checkbox of the row(s) you want to remediate.
Alternatively, you can click the Collector checkbox at the top of the window to select all devices on that page of the
window simultaneously. Note that you need to repeat this action for each page of results, if you want to delete
multiple pages of results.

DASHBOARD wevrveneR @) FoRensIGS Y ST e () ST venTorv~ @) ADMINISTRATION

Remediate

—(O0——(O——(O—C
- - = ) SEARCH CLEAR

Last month Last week Last day Custom

90197E2FDO4E. 32 56028615 No
2 Devices 1 patns 1 weeks Showing 1-2/2
COLLECTOR NAME PATH FILE NAME CREATICN TIME MODIFICATION TIME 0os
v B wnussaons v ume g beatogs fbent  Tlebem e seua019, 0725 S P
2 'WIN-7K1E9518QB8 \device\harddiskvolume1\ga\filebeatlogs\filebeat filebeat exe 08-ul-2019, 09:56 20Jun-2019, 11:06 ‘Windows 7 Professional N

2. Click the Remediate button to delete the selected files from the relevant device(s).
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This chapter describes the FortiEDR Administration options, which are only available to users with administration rights
(Local Administrators and Administrators).

Licensing

Selecting LICENSING in the ADMINISTRATION tab displays all the entitlements provided by your license. You may
refer to page 32 for more information.

ensilofordev

LICENSING

ORGANIZATIONS

USERS

DISTRIBUTION
LISTS

EXPORT
SETTINGS

TOOLS

SYSTEM
EVENTS

IP SETS

Instaliation ID. 981178677

License Status

COMMUNICATION conTRoL ~ @) SECURITY SETT

Name: ensilofordev  Expiralion Date: 18-Sep-2020

Workstations

Communication Control: Available
Forensics. Available ke
Licenses

: 24 Use
Threat Hunting Available
Content Updates: Available
Vulnerability Management.  Available
License Capaciy 10000 workstations, 10000 servers, 10000 loT devices
In Use: 24 workstations, 2 servers, 257 loT devices
Remaining 9976 workstations, 9998 servers, 9743 loT devices
[} There are 14 coliectors that were not in use for more than 30 days and are not

considered as in-use:
= pRemaining
9976Licenses

Content

Content Version: 4678

Update Collectors Request Collector Installer

orv v @  AominisTRaTioN (D) @  Frotection v Einat ¥

Central Manager Certificate

Servers

Licenses
2in Use

Remainin:
9998 enses ©

Note — The tab bar at the top of the window may display a white circle(s) with a number inside the circle to indicate that new events have not
been read by the user. For Administration, the number represents the number of unread system events.

EVENT V\EWER@ FORENSICS™ COMMUNICATION CONTROL™ @

SECURITY SETTINGS ™ inventory~ @) aominisraion (D

1 ADDED

786

197

TIME
12-Feb-2020
11-Feb-2020
10-Feb-2020
09-Feb-2020

05-Feb-2020

04-Feb-2020
03-Feb-2020
02-Feb-2020
01-Feb-2020
304an-2020

Older...
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Updating the Collector Version

The Update Collector Version feature is used to update a FortiEDR version, such as from version 3.1.0 to 3.1.1. To
update a FortiEDR revision, use the Automatic Updates feature described on page 165.

When you click the Update Collectors button in the Licensing window, the Update Collector Version window displays.
This window lists all available Collector Groups. The Windows Version, MacOS Version and Linux Version columns
indicate the current FortiEDR version for the Collectors in a Collector Group.

UPDATE COLLECTOR VERSION

COLLECTOR GROUP =« WINDOWS VERSION MACOS VERSION LINUX VERSION
Default Collector Group 4.1.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72
emulation N/A N/A N/A

group1 410Rev 23 315Rev. 14 315Rev 72
group2 41.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72
High Security Collector Group ~ 4.1-0 Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72
Insiders 410Rev 23 3.1.5Rev. 14 315Rev. 72
Linux 41.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72

Update 0 selected groups to

windows

ersion macOs version Linux version

Note: Version update involves sending 10Mb of data from the Central Manager to each Collector

, Cancel )

You can update the version for the Collectors in a Collector Group for each operating system.

Note that if the Automatic Updates checkbox is checked in the Tools window, then the Update Collector Version
window does not display the revision number in the Windows Version, MacOS Version and Linux Version columns, as
the revision is automatically updated with the Automatic Updates feature.

| UPDATE COLLECTOR VERSION | UPDATE COLLECTOR VERSION
COLLECTOR GROUP & WINDO' ERSION MACOS VERSION LINUX VERSION COLLECTOR GROUP o WINI VERSION MACOS VERSION LINUX VERSION
Default Collector Group 4.1.0Rev.23 3.15Rev. 14 3.1.5Rev.72 Default Collector Group 410 315 315
emulation N/A N/A N7A emulation N/A N/A N/A
group1 410Rev.23 3.15Rev. 14 315Rev. 72 group1 4.1.0 315 315
group2 410Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72 group2 410 315 315
High Security Collector Group ~ 4.1.0Rev.23 3.1.5Rev. 14 31.5Rev.72 High Security Collector Group ~ 41-0 315 315
\nsiders 410Rev 23 3.15Rev. 14 3.15Rev.72 \nsiders 410 315 315
Linux 4.1.0Rev. 23 3.1.5Rev. 14 3.1.5Rev.72 Linux 410 315 315
Update 0 selected groups t Update 0 selected groups

windows version macos version Linux version Windo macOS version Linux version
Note: Version update involves sending 10Mb of data from the Central Manager to each Collector Note: Version update involves sending 10Mb of data from the Central Manager to each Collector.
| . ¥ ’ N
( ( cancel )
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To update the version for the Collectors in a Collector Group:

1. Check the checkbox of the Collector Group(s) whose Collectors you want to update. You can select more than one
Collector Group.

2. Select the checkbox of the operating system(s) to update and in its adjacent dropdown list, select the FortiEDR

version for the Collectors in,the designated Collector Group. You can select more than one operating system.

UPDATE COLLECTOR VERSION

COLLECTOR GROUP ~ WINDOWR VERSION MACPS VERSION LINUX VERSION

Default Collector Group 4.1.0Revl23 3.1.59Rev. 14 315Rev. 72

emulation N/A N/A N/A

group1 4.1.0Rev23 3.1.94Rev. 14 3.15Rev. 72

group2 4.1.0 Revlf23 3.1.5Rev. 14 3.15Rev. 72

High Security Collector Group 410 Revj23 3.1.9Rev. 14 3.15Rev. 72

% v Insiders 4.1.0Revl23 3.1.59Rev. 14 3.15Rev. 72

Linux 4.1.0Rev23 3.1.9Rev. 14 3.15Rev. 72

Update 1 selected groups to v v
Windows version 4.1.0 Rev. 23 + macOS version | 3.1.5Rev. 14 - Linux version 3.1.5Rev.72

Note: Version update involves sending 10Mb of data from the C_‘f. ,Nij:_l l.‘_ <ach Collector.

| g Y
Update | Cancel )
N J

3. Click Update. FortiEDR gradually updates all the Collectors in the Collector Group(s) to the required version for the
specified operating system(s), and displays the following window:

UPDATE COLLECTORS VERSION

Collectors are gradually being updated to version MacO$ version
3.1.5 Rev. 14 now

4. Click OK.

Loading a Server Certificate

You can click the button to load a Central Manager certificate. To load a certificate, you must
specify the certificate file, the private key file and the private key password, as shown below.

1

LOAD CENTRAL MANAGER CERTIFICATE

Certificate file Choose File | No file chosen
Private key file: Choose File | No file chosen

PrvatekeyPassword: [ |

s ™
Upload ( Cancel )
- vy
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Requesting and Obtaining a Collector Installer

You can click the bl o button to obtain a Collector installer file that can be used to install a Collector.

This option enables you to request an installer for a particular operating system(s), such as Windows, MacOS or Linux.
This installer is similar to the standard wizard used to install a Collector, except that many of the fields in the wizard
have already been filled in for you. The requested installer is then emailed to you. After you receive the installer file from
FortiEDR, simply double-click it and then follow the instructions to install a Collector based on the operating system on
which it is to be installed, as described in the Installing a FortiEDR Collector on Windows section on page 39, the
Installing a FortiEDR Collector on an Mac Operating System section on page 41 and the Installing a FortiEDR Collector
on Linux section on page 44.

In order to determine the type of installer to request (according to the operating system), configure the settings in the
Custom Collector Installers window, as described below.

To configure custom installer settings:

1. In the Licensing window, click the button. The following displays:
CUSTOM COLLECTOR INSTALLERS
Select the installers you would like to generate

Windows version 4 2 macOSs version Linux version

Aggregator address

Organization ensilofordey - Group | Default Collector Group -
» Advanced ﬁ
Send installers link to jeinat@ensilo.com

Ve
P
|\. Cancel ./.'

2. Inthe Select the installer you would like to generate area, select the checkbox of the installer(s) you want to
request. Multiple installers can be requested at the same time.

Select the installers you would like to generate

+ Windows versicn  4.1.0.128 - macOS version Linux version

3. Inthe adjacent dropdown list, select the installer version. When selecting installers for more than one operating
system, you must specify the version for each of them. Specify the version in the same manner as described on
page 149.

4. Inthe Aggregator Address dropdown list, select the aggregator to which this Collector is registered.

5. In a multi-tenant system, select the organization to which the installed Collector is registered in the Organization
dropdown list.

6. Inthe Group dropdown list, select the Collector Group to which the installed Collector is assigned, or leave the field
empty for the Collector to be assigned to the default Collector Group.

Group | | i |
ACGroup I
Beta 4.0.0.0
Beta 4.1.0
Crediford

David |
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7. Inthe Advanced area, specify the following:
¥ Advanced
WD (Virtual Deskiop Infrastructure) installation
Use syslem proxy settings
Enforce reboot

e VDI (Virtual Desktop Infrastructure) Installation: If you are installing the Collector on a VDI environment,
check this checkbox. For more details, you may refer to the Working with FortiEDR on VDI Environments
section on page 48.

e Use System Proxy Settings: If you use a web proxy to filter requests in this device’s network, then check the
Use System Proxy Settings checkbox. Note that Windows must be configured to use a proxy and tunneling
must be allowed from the Collector to the Aggregator on port 8081 and from the Collector to the Core on port
555. (Run as Administrator: netsh winhttp set proxy <proxy IP >).

o Enforce Reboot: Check this checkbox in order to delay data collection until a device reboot is applied. This is
only required in rare cases. Typically, this checkbox remains unchecked.

8. Inthe Send Installers Link To field, specify the email address to which the installer is to be sent.

9. Click the button. A confirmation message displays.

CUSTOM INSTALLER REQUEST

The request has been sent successfully An é}ail will be sent once the

installer is ready for download

10. Click OK. After the installer is generated by FortiEDR, it is emailed to the specified email address. Note that the link
to download installers is only available for several hours. Be sure to download the installers within the required time
period so that the link does not expire.

FortiEDR Collector Installers

Hello,

FortiEDR Collector installers are ready
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Users

The USERS option specifies who is allowed to use the FortiEDR Central Manager console. During installation of the
FortiEDR Central Manager, you must specify the user name and password of the first FortiEDR Central Manager
console user. This is the only user who can log in to the FortiEDR Central Manager console for the first time.

To add a user:

1. Click the & AddUser pytton.

2. Fillin the displayed window.

USER DETAILS

User Name \

Title

First Name
Last Name
Email Address

Password

assword

Roles User

Require two factor authentication for this user

| Cancel )

3. Define this user’s password. Make sure to remember it and notify the user about this password.
4. Select the user's Role. The system comes with three predefined user roles:

e Admin: Is the highest-level super user that can perform all operations in the FortiEDR Central Manager
console for all organizations. This role can create users for any organization. For more details, see Chapter 11,
Multi-tenancy on page 183.

e Local Admin: Is a super user that can perform all operations in the FortiEDR Central Manager console only for
its own organization. Typically, the Local Administrator sets up the users for its organization. This role can only
create users for its own organization.

e User: This user is allowed to view all information and to perform actions, such as to mark events as handled,
change policies and define Exceptions. This user is very similar to the Local Administrator. However, this user
cannot access the ADMINISTRATION tab, which is described in this chapter.

Roles User

Rest API

Admin

Note — When upgrading FortiEDR from a version prior to V3.0, all administrators in the previous FortiEDR version are automatically
assigned Administrator and Local Administrator privileges. You can decide whether to leave each such administrator with both sets of
privileges, or to only assign them the Local Administrator role.

5. Check the Require two-factor authentication for this user checkbox if you want to require two-factor
authentication for the user. When checked, this user must be authenticated using two-factor authentication in order
to log in. For more details about two-factor authentication in FortiEDR, see the Two-factor Authentication section

below.
6. Click Save.
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Two-factor Authentication

You can require two-factor authentication for a specific FortiEDR user. In this case, that user must provide additional
proof in addition to their user name and password whenever logging in to FortiEDR. In FortiEDR, two-factor
authentication can be used with any third-party authentication application such as Google Authenticator, Microsoft
Authenticator or Duo, in order to verify the user’s identify.

To designate that a user requires two-factor authentication, you must check the Require two-factor authentication for
this user checkbox for that user, as described on page 152.
To log in using two-factor authentication (in this example we use the Google Authenticator app):

1. For a user who requires two-factor authentication to log in, the following window appears the first time that user
attempts to log in.

Fi:RTINET
EE—

Organization name

Login

You have been logged out.

2. Enter the user name and password and click LOGIN.
3. After clicking LOGIN, the user’s identify must be verified using Google Authenticator. To do so, launch Google

Authenticator by clicking the Google Authenticator % icon on your mobile device. A QR code displays, as
shown below:

INSERT AUTHENTICATOR CODE

€ Back

4. Scan the QR code that displays in the FortiEDR window using your mobile device. After scanning, a FortiEDR
token appears on the mobile device, as shown below. Note that this token (code) changes every 30 seconds.

enSilo

386 077

tomer [
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5. Inthe FortiEDR login window, click the INSERT AUTHENTICATOR CODE button. The following window displays:

F:=RTINET

Authenticator code

suBmIT

6. Enter the authentication token (code) you received in step 4, and then click SUBMIT. Be sure to enter the latest
code, as the code changes every 30 seconds.
From this point on, the user can log in using the standard manner. Note that FortiEDR asks for a new token once
every seven days. This means that you must repeat steps 1 through 6 when logging in to FortiEDR every seven
days.

Resetting a User Password

Use the procedure described below to reset a user’s password.

If a user who must use two-factor authentication cannot access the FortiEDR application because of a lost or replaced
mobile device, that user must repeat the To log in using two-factor authentication procedure described on page 153 in
order to log in. Before performing this procedure, you must first reset that user's password to accept a new two-factor
authentication token, as described below.

To reset a user password:

1. In the ADMINISTRATION tab, click the USERS link. The user list displays.

oo
EI5 [ orgorems > semen amrumm(e)  semems e ) | e s () s ()

LICENSING
LOCAL USERS

ORGANIZATIONS A& adduser

NAME TITLE FIRST NAME LAST NAME EMAIL ROLE Showing 1-9/9

. =
USERS aaaa aaaa aaaa aaaa aaaa@f.com Local Admin, User Q ResetPassword  €f Edit I Delete

2. Click the Reset Password button for the user whose password you want to reset. The following window displays:

RESET PASSWORD FOR USER AAAA

® Set a new password

Password

Confirm Password

@ Require a change of password in the next sign in
© Reset the Two-Factor authentication token

' ™
By | Cancel )
. ~
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3. Do one of the following:

e Click the Set a New Password radio button and define a new password for the user.

e For a user that must use two-factor authentication, click the Reset the Two-Factor Authentication Token
radio button to force user identity verification using two-factor authentication during that user’s next login. This
means that the user must complete the To log in using two-factor authentication procedure described on
page 153 in order to log in.

4. Click the Reset button.

LDAP Authentication

Lightweight Directory Access Protocol (LDAP) authentication is an open, industry-standard application protocol for
accessing and maintaining distributed directory information services over an IP network. LDAP provides a central place
to store usernames and passwords. This enables many different applications and services to connect to an LDAP
server to validate users. This has a major benefit that allows a central place to update and change user passwords.

When LDAP authentication is enabled in FortiEDR, whenever a user attempts to log in to FortiEDR, the system looks
for that user name and password in the central directory, instead of within the FortiEDR directory. If the user is not
found on the LDAP server, the system checks whether the user is defined locally (under Admin =» User Settings).

Before you start firewall configuration, make sure that your FortiEDR deployment includes an on-premise Core that has
connectivity to the LDAP server. Details about how to install a FortiEDR on-premise Core can be found in Installing the
FortiEDR Core.

To set up LDAP authentication in FortiEDR:
1. Click the LDAP AUTHENTICATION button.

amn
£28 [omomme V] owmomo  covvens@® sy comuncmoncomory @ smmvsamicsy e @ aonsranon @D

LICENSING
LOCAL USERS

é“”‘)w“ mmasp LDAP AUTHENTICATION

USERS

The following window displays:

amm
== liorF15 v DASHBOARD EVENT VIEWER FORENSICS COMMUNICATION CONTROL v @) SECURITY SETTINGS V' INVENTORY v ! ADMINISTRATION €) @  Protection v admin v

LICENSING
LOCAL USERS

ORGANIZATIONS
LDAP AUTHENTICATION

USERS

sove I Reser
LDAP Enabled v -
DISTRIBUTION On premise core fortiedr-core-poorly-wanted-ox: 10.51.122.16:555
LISTS
Directory Type Active Directory
EXPORT Server Host [1051.12221 | Bind useron [cn=domainaccount.cN=Users.Dc=automation.Dc=com | @ ( Test )
SETTINGS S~
Security Level None ~|  BindPassword [rreeeene |
TOOLS
Server Port [389 |
SYSTEM GROUP SETTINGS
EVENTS
Base DN [Dc=automation.pc=com |
IP SETS Specify the LDAP group DN that determines the LDAP user's permission role:
User Group Name [cn=testUserGroup.0U=Groups, 0U=QA.DC=automation DC=|

INTEGRATIONS

Local Admin Group Name| CN=testAdminGroup, 0U=Groups.0U=QA, DC=automation. D

Admin Group Name  [CN=testhostergroup OU=Groups,0U=QA DC=automation,DC|

API Group Name [cN=testadminGroup,0U=Groups.0U=QA. DC=automation.D(|

Require two factor authentication for LDAP logins ( Reset 2FA Token )

2. Fill in the following fields:

e LDAP Enabled: Check this checkbox to enable LDAP authentication in FortiEDR.
e On Premise Core: Select the on-premise FortiEDR Core that is to communicate with the LDAP server.
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o Directory Type: Specify the type of central directory in use. FortiEDR supports Active Directory and
OpenLDAP. The default is Active Directory.

e Server Host: Specify the IP address of your LDAP server.

e Security Level: Specify the protocol to be used for the secured connection — TLS, SSL or None.

e Port: This value is dependent on the security protocol that was selected.

e Bind DN and Bind Password: Specify the user and password for the authentication of FortiEDR in the Central
Directory.

o Base DN: Specify the location in the Central Directory hierarchy where the Groups that are used for permission
mapping can be found. For example, the DN for the root of the Domain should always work, but results in low
performance.

e User Group Name/Local Admin Group Name/Admin Group Name/API Group Name: Specify the name of
the group, as it is defined in your central directory (Active Directory or OpenLDAP), that is to be granted
FortiEDR permissions. Be sure to specify a name for the User, Local Admin, Admin and API groups. Each of
these groups corresponds to a different role in FortiEDR.

e For example, to give the user John user permissions in FortiEDR (for both the FortiEDR application and the
RESTful API), assign John to a FortiEDRUsers group that is defined in your Central Directory. Then, specify
FortiEDRUsers in the text box next to the User Group Name in the LDAP configuration page of the FortiEDR
management Ul. Then, during authentication, FortiEDR determines the relevant role for the user John by
checking that the Central Directory exists and that the password used in the FortiEDR login page matches the
password in the Central Directory. If both exist and are correct, then FortiEDR checks the FortiEDRUsers
group to which John is assigned and in this case, matches the user role permissions.

3. If users must use two-factor authentication to log in, check the Require two-factor authentication for LDAP

logins checkbox. For more details about two-factor login, see the Two-factor Authentication section on page 153.

Note — Click the Reset 2FA Token button to reset the two-factor authentication token for a specific user. This process works in the same
way as described in the Resetting a User Password section on page 154.

4. Click Save.
Note — Users in Active Directory must not have a backslash (\) in the user name, in order for the name be supported by the FortiEDR

console. In some cases in Active Directory, a backslash is added when there is a space between a user’s first and last names. For
example, “CN=Yell\, “.

SAML Authentication

Security Assertion Markup Language (SAML) is an XML-based open standard for exchanging authentication and
authorization data between parties, particularly between an identity provider (IdP) and a service provider (SP).

FortiEDR can act as an SP to authenticate users with a third-party IdP, enabling transparent user sign-in to the
FortiEDR Central Manager Console.
To set up SAML authentication in FortiEDR:

1. Click the SAML Authentication button.

-
=z ‘ ensilofordev v | DASHBOARD eventviewer @) Fomensics v communicarion controL v @) SECURTY SETTINGS v nventorr v @ aominisTration () ®  Frotection v Einat v

LICENSING
LOCAL USERS

ORGANIZATIONS
LDAP AUTHENTICATION

USERS
SAML AUTHENTICATION

DISTRIBUTION

LISTS [¥ Download Service Provider Metadata
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The following window displays:

——
== | ensilofordey ~ ‘ DASHBOARD evenTviewer (D)  FoRensics v coMmuNICATION conTroL v (D SECURITY SETTINGS mventory v @ aominisTRamion (D) ®  Protection v Einat ¥

LICENSING

LOCAL USERS
ORGANIZATIONS
LDAP AUTHENTICATION
USERS
SAML AUTHENTICATION
DISTRIBUTION
LISTS [3 Download Service Provider Metadata
EXPORT
SETTINGS SAML Enabled . Clear
TOOLS SSO ur nsole.ensil ¢r Attribule Name
e This URL can serve as an atemate login using SAML SO
Role/Group mapping
SYSTEM P Descriplio user > [mandatory
EVENTS
Local Admin =
P SETS IDP Metadata ® File URL
=5 Admin b
Upload the SAML Identiy Provider metacata fle
Select file ARI -

2. Click the Download button to download and save SP data from FortiEDR, which is used by your IdP server during
SAML authentication. Then, upload this FortiEDR data as is to your IdP server using a standard method.
If your IdP requires manual configuration, you can extract the following fields from the XML file that you downloaded
and use them for manual configuration:
o Entity ID: Located under the md:EntityDescriptor tag, in the entitylD attribute.
e Logout Address Value: Located under the md:SingleLogoutService tag, in the Location attribute.
e Login Address Value: Located under the md:AssertionConsumerService tag, in the Location attribute.
e Certificate Value(Public): Located under the ds:X509Certificate tag.
3. Fillin the following fields:

e SAML Enabled: Check this checkbox to enable SAML authentication in FortiEDR.

e SSO URL: Specify the URL to be used by users 'to log in to FortiEDR. If necessary, you can edit the suffix of
this URL (shown in green) by clicking the Edit € button and then modifying it as needed. You can also copy
the URL to the clipboard using the Copy L button (for example, in order to email the FortiEDR SAML login
page to your users).

SSO ur https:/insloeng.console.ensilo.com/sami2/ensilofordev c{ _E
This URL can serve a5 an altamale login using SAML 580
Make sure that the suffix does not include any spaces.

o |IDP Description: Specify a free-text description. For example, you may want to specify the IdP server that you
are using here.

o |IDP Metadata: Upload the IdP metadata to FortiEDR. You can either upload an *.XML file or a URL. To upload
a file, click the File radio button and then click the Select File button to navigate to and select the applicable
* XML file. To upload a URL, click the URL radio button and then specify the requisite URL.

IDF Metadata File ® URL

Enter the SAML Identity Provider metadata URL
v S/
o Attribute Name: Specify the name of the attribute to be read by FortiEDR, in order to determine the

permissions and role to be assigned to that user in FortiEDR. This attribute must be included as part of the
response from the identify provider server to FortiEDR when a user attempts to log in to FortiEDR.

Attribute Name privileges I
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e Role/Group Mapping: Specify an attribute value for the User, Local Admin, Admin and API groups. You
must specify a value for at least one of these user roles. Each of these groups corresponds to a different role in
FortiEDR.

User = |Mandatory
Local Admin =
Admin 4

API >

Note that if more than a single role is mapped to the user, FortiEDR expects to get multiple roles as a list of
values and not in bulk in the SAML assertion that is sent by IdP.

4. Click Save.

Distribution Lists

The DISTRIBUTION LISTS option enables you to specify recipients who will receive an email each time an event is
triggered by FortiEDR.

Note — You must configure SMTP before using the Distribution List option. For more details, see page 159.
Note — Emails are only sent for events that occur on devices that are part of Collector Groups that are assigned to a Playbook policy in which
the Send Email Notification option is checked.

Each email contains all the raw data items collected by FortiEDR about that event. The system is provided with a
Distribution List called All Recipients that contains all FortiEDR Central Manager users. All other recipients that are
added to the system are also automatically added to the All Recipients list.

amn
=_= | liorgolt444 v DASHBOARD eventvieweRr @) Forensicsy communicaTion conTRoLY @) SECURITY SETTINGS™ inventory~ @ apmiisranion D ®  Prowecion v Barbara™
LICENSING
DISTRIBUTION LISTS NOTIFICATIONS
=+ - +
ORGANIZATIONS = Createlist Defete Lot | BB Add Recipient
NAME TITLE FIRST NAME LAST NAME EMAIL Showing 1-1/1
USERS > All Recipients

DISTRIBUTION
LISTS

This window displays a row for each Distribution List. Click the % button in a row to view the recipients assigned to that
list.

=+ i
Use the = Ctreate List putton to create a new Distribution List.

+ :
Use the B ~dd Recipient putton to add a recipient/user to a Distribution List.

amn
== DASHBOARD eventviewer @) FoRensics v COMMUNICATION CONTROLY @) SECURITY SETTINGS ™ invenToRYY @) ADMINISTRATION ®  Proecion v Barbara¥
LICENSING
DISTRIBUTION LISTS NOTIFICATIONS
ORGANIZATIONS = CreateList veetets | BB Agd Recpient
NAME TITLE FIRST NAME LAST NAME EMAIL Showing 1-1/1
USERS < All Recipients
Tech Writer Barbara sner barbara@docustar.coil & it
DISTRIBUTION Product Einat Yeliin einat@ensilo.com & Edit
LISTS .
—== Einaty Einaty Einaty Einaty@Einaty & it
EXPORT Cognlt Tzafit Tirkel zafit@cognitco.l & Edic
SETTINGS N
aaaa aaaa aaaa aaaa@f.com &
TOOLS bbbb bbbb bbbb bbbb@g com @'Em[
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Select a distribution list row and then use the Enabled/Disabled option in the NOTIFICATIONS pane on the right to
enable or disable the list per event type (system events or security events).

amn
Cet] vveows mevvene@  roscy commmconcoroly semmsemiasy wvewrorr @) aomwisraanon @D O P rcen v St
LICENSING
DISTRIBUTION LISTS NOTIFICATIONS

-t - - - +

ORGANIZATIONS =% CreateList Dozl | BB Add Recipiens
ORGANIZATION NAME TITLE FIRST NAME LAST NAME EMAIL Showing 1-17/100 | » /| »l

USERS All organizations mjhfvgim & EdieList Security Events Disabled

3 liorgolf4da All Recipients System Events Disabled
DISTRIBUTION D organization10 All Recipients.
LISTS N
—_— 3 organization10 keren et lst

Export Settings

The EXPORT SETTINGS option provides access to the following options:
e SMTP, page 159

e OPEN TICKET, page 160

e SYSLOG, page 160

SMTP

The SMTP option enables you to configure the SMTP server to be used for sending emails. You can also check the
connectivity to the SMTP server.

DASHBOARD eenTviewer @) FoRensicsv COMMUNICATION CONTROLY SECURITY SETTINGS™Y invventorv @ apminisTranion (B
LICENSING
SMTP
B ciear
ORGANIZATIONS ServerName  * [smrp.sendgrid.net | Emailaddress  *  [support@ensilo.com
USERS Port < s | v Use SMTP authentication
Encryption type TS . User name * [ensilo-events |
DISTRIBUTION
LISTS
Sender Name Password R |
EXPORT
SETTINGS
TOOLS
OPEN TICKET
SYSTEM System name | Email address
EVENTS
1P SETS * Used for receiving tickets from all organizations

SYSLOG NOTIFICATIONS

|Woetine New sysiog

Note — In a single-organization system, SMTP settings are only accessible in Hoster view (for administrators), or to the local administrator of
that organization.

To configure SMTP server settings:

e Inthe SMTP area, enter standard SMTP settings and then click Save.

To test SMTP server connectivity:

e Inthe SMTP area, click Test. An error message displays if there is no connectivity to the server.

BHsae Bl

X Connection to SMTP server

failed. Please check the SMTP

Settings.
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Open Ticket

The Open Ticket option enables you to send events to an event-management tool such as Jira or ServiceNow. Open
Ticket automatically opens a ticket and attaches the relevant event to a ticket.

In order for the Open Ticket feature to work properly, you must set up an email feed in the event-management tool to be
used.

Note — Most event-management tools are supported. FortiEDR has tested and verified that Open Ticket works with the ServiceNow and Jira
systems. For more details about setting up the email feed required for this feature, see Appendix A, Setting Up an Email Feed for Open Ticket
on page 207.

Note — Events are only sent to a ticketing system when they occur on devices that are part of Collector Groups that are assigned to a
Playbook policy in which the Open Ticket option is checked.

E7E [ lorgorans - onsigomd  mENTVIENERQD  FORENSICSY communicanion conroLy @) SECURITY SETTINGSY wvenrorre @) sommsteanion D
- = =

LICENSING
OPEN TICKET

ORGANIZATIONS System name Email address  *

USERS
SYSLOG NOTIFICATIONS

DISTRIBUTION

[Boeine New Sysiog
LISTS

To configure Open Ticket settings:

1. In the Open Ticket area, in the System name field, enter the system name for the tool to be used for event
management. This is a free-text field.

2. Inthe Email address field, enter the email address that is the destination to which all tickets are to be sent from
FortiEDR. All tickets from all organizations are sent to this email.

3. Click Save.

Syslog

The SYSLOG option enables you to configure FortiEDR to automatically send FortiEDR events to one or more standard
Security Information and Event Management (SIEM) solutions via Syslog.

The FortiEDR Central Manager server sends the raw data for event aggregations. Each entry contains a raw data ID
and an event ID. Raw data items belonging to the same event aggregation share the same event ID, which enables the
SIEM to combine them into one event on the SIEM side, in order to remain aligned with the FortiEDR system.

S"2 [ ogorasa v DASHBOARD eventvieweR @) FOReNsicsw CoMMUNICATION coNTRoLY @) SECURITY SETTINGS v inventoryv @D aomiistraion @D
- . =

LICENSING
OPEN TICKET

ORGANIZATIONS System name Email address

USERS
SYSLOG NOTIFICATIONS

DISTRIBUTION

[ oerine New sysiog
LISTS

* st * -+ ¢ +| Usess -
EXPORT Name Host Port Protocol: | Tcp Use SSL: v ]

SETTINGS

L
Use the B0emne Newsysioz hutton to define a new Syslog destination. The Syslog Name is a free-text field that identifies
this destination in the FortiEDR.

Note — Syslog messages are only sent for events that occur on devices that are part of Collector Groups that are assigned to a Playbook
policy in which the Send Syslog Notification option is checked.
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All other fields are standard Syslog parameters that the FortiEDR Central Manager is able to send. Check the checkbox
of the fields that you want to be sent to your Syslog.

Select a syslog destination row and then use the sliders in the NOTIFICATIONS pane on the right to enable or disable
the destination per event type (system events, security events or audit trail).

Syslog Notifications

Syslog includes the following types of notifications:

e  Security event with the following fields:
e EventID
e Device Name
e Process Path

o Certificate
e Last Seen
e Severity

e Count

e MAC Address

e Source IP

e Raw Data ID

e Process Name
e Process Type

e First Seen

e Destination

e Action

e Rules List

o C(Classification

e Organization

e Organization ID
e Operating System

e Script

e Script Path
e Country

e Users

e Device State
e Autonomous System
e Process Hash

o System event (see page 173) with the following fields:

e Component Type
e Component Name
e Description

e Date

e Audit trail event (see page 163) with the following fields:

e Date

e Module

e Username

e Action Description
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Syslog Message

The order of the fields in the Syslog message is as follows:

Organization
Organization ID
Event ID

Raw Data ID
Device Name
Device State
Operating System

O No g hA~®DN-R

Process Name

©

Process Path

Y
o

. 1Process Type

—
—

. 1Severity

-
N

. Classification

-
w

. Destination

-
E-N

. First Seen

-
N

. Last Seen

-
[<2]

. Action

—
~

. Count

. Certificate

. Rules List

. Users

. MAC Address

. Script

. Script Path

. Autonomous System

N DN DNDNDMDDN=2 2
a b WODN =20 O ©

. Country

N
(<]

. Process Hash

N
~

. Source IP

Syslog Message Format

The Syslog message contains the following sections:

1. Facility Code: All messages have the value 16 (Custom App).

2. Severity: All messages have the value 5 (Notice).

3. MessageType: Enables you to differentiate between syslog message categories — Security Event, System Event or

Audit.

4. Message Text: Contains the name and value of all the selected fields.
For example, Device name: Laptop123. Each field is separated by a semi-colon (;).
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Tools

The TOOLS option provides access to the following options:
e  Audit Trail, page 163

e Component Authentication, page 164

e Automatic Updates, page 165

e File Scan, page 165

e End-user Notifications, page 166

e |oT Device Discovery, page 168

e Personal Data Handling, page 169

Audit Trail

FortiEDR’s audit mechanism records every user action in the FortiEDR system. System actions are not recorded. You

can download the audit trail to a *.csv file for further analysis.

Each time a new audit trail is created, it can be sent through the Syslog.

amn
== | liogoif444 v DASHBOARD eventviewer @) Forensicsw communicaTion conTroLY @) SECURITY SETTINGS

nventorr~ @ aommistramion (D

Barbara™

LICENSING

ﬁ AUDIT TRAIL

ORGANIZATIONS Download audittrail  From To
USERS COMPONENT AUTHENTICATION
Displaych device regsaton passnorg
DISTRIBUTION The device registration password is required in order ta install or uninstall components from the system
LISTS
EXPORT AUTOMATIC UPDATES
SETTINGS Automatically update Collectors to the latest revision
TOOLS
END USERS NOTIFICATIONS
SYSTEM + Show System Tray Icon with Collector Status
EVENTS
 Show a Pop-up Message for Any Prevention Activity
IP SETS

Contact your system administrator if a trusted application is blocked.

Note: Maximum 250 characters

10T DEVICE DISCOVERY
v perform angoing device discovery R—

Exclude Collector groups -

Auto-grouping on the inventory by | Category

To generate the audit trail:

1. Click the TOOLS link in the left pane.

2. Inthe AUDIT TRAIL area, specify the From and To dates in the respective fields.

3. Click the Generate Audit button. A progress window displays:
GENERATE AUDIT

Successfully generated audir trail

Download
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4. Click the Download link to download the audit trail to a *.csv file. An Excel file, such as the example shown below,

Saaa udf_11-02-2020_to_12-02-2020_118960957871199741.cov = Microsoft Bcﬂ
Q-5

b cu coen " B = R D Ay gy
K2 Copy = ]
BIU $ s | %8 [checkcen | Note Format Find& | Transiate
S - M @ Clear ~ Select*  Document
Ciipboard Font alig Number Styles cens Editing
D37 - ®  f | Collector [ga-performance-2-Test_1] was deleted v
A B c [ D E F G H 1 3 K 2
1 DateandTime Subsystem User Name Description E
2 | 2/12/2020 14:41 Administration Barbara Audit trail from 11-02-2020 to 12-02-2020 was generated
3 | 2/12/2020 14:40 Administration Barbara Audit trail from 11-02-2020 o 12-02-2020 was generated
4| 2/12/2020 1415 System Barbara System login
5 | 2/12/202013:34 System Barbara System logout
6 | 2/12/2020 125 System Barbara 05X Collestors version "3.1.5 revision 14" for Collector group/s [Insiders] was updated
7 | 2/12/2020 12:44 system Barbara update collectors to the latest version was disabled
8 | 2/12/2020 12:42 System Barbara i update collectors to the latest version was enabled
9 | 2/12/202012:28 Events Barbara Event/s [145793] sent to forensics
10| 2/12/2020 12:27 Events Barbara Event/s [141353] sent to forensics
11 2/12/202012:23 Events Barbara Event/s [145793] sent to forensics
12| 2/12/2020 12:20 Events Barbara Event/s [166577, 166692, 170174] sent to forensics
13| 2/12/2020 12:17 Events Barbara Event/s [142134, 142211, 152854, 142203, 142220] sent to forensics
14| 2/12/2020 12:14 Events Barbara Event/s [145793, 145803] sent to forensics
15 2/12/2020 12:14 System Barbara system login
16 2/12/2020 12:14 System Barbara System logout
17, 2/12/2020 12:13 Events Barbara Event/s (142134, 142211, 152854, 142203, 142220] sent to forensics
18 | 2/12/2020 12:12 Events Barbara Event/s [142194, 142211, 152854, 142203, 142220] sent to forensics
19, 2/12/2020 12:10 Communication Control Fortinet Application [Windows Update] version [10.0.17763.1 (WinBuild.160101.0800)] from vendor [Microsoft Corporation] was marked as resolved
20 2/12/2020 12:09 Events Barbara Event/s [163078, 171302] sent to forensics
21 2/12/2020 12:07 Events Barbara Event/s [163078, 171302] sent to forensics
22 2/12/2020 12:05 System lior System logout
23 2/12/2020 11:56 Events Barbara Event/s [142194, 142211, 152854, 142203, 142220] sent to forensics
24 2/12/2020 11:56 Inventory Barbara Collector [Pandal] was unisolated
25 2/12/2020 11:52 Inventory Barbara Collector [Panda1] was isolated
26| 2/12/2020 11:49 Events Barbara Event/s [180468] sent to forensics
27| 2/12/2020 11:46 Events Barbara 2events were marked as read
28 2/12/2020 11:46 System Barbara system login
29 2/12/2020 11:46 System Barbara System login failed
30 2/12/2020 10:19 System lior System logout
31 2/12/20209:41 Administration lior 10T discovery was enabled
32 2/12/20209:41 Administration lior 10T test was stopped
33| 2/12/20209:41 system lior System login
34 2/12/20209:16 Administration lior 10T test started an Collector [214980)
35 2/12/20209:16 Administration lior 10T test was stopped
36 2/12/20209:14 Administration lior 10T test started an Collector [214380)
37| 2/12/20209:13 Inventory lior Collector [qa-performance-2-Test_1] was deleted
38 2/12/20209:13 Inventory lior 10107 device(s) were deleted
33 2/12/20209:13 Administration lior 10T test was stopped
40| 2/12/20209:11 Administration lior 10T test started an Collector [214628)
41 2/12/20209:11 Administration lior 10T discovery was disabled r
W 4 » | audit_11-02-2020_to_12-02-2020_ ¥3 <] [ (30)

Each row in the audit trail file contains the following columns of information:

o Date and Time: Displays the date and time in the format
yyyy-mm-dd hh:mm:ss.

e Sub system: Displays the change type, such as System, Configuration, Administration, Forensics, Events,
Inventory, Communication Control or Health.

e User Name: Displays the name of the user.

e Description: Displays the action and/or a description.

The following actions can be audited:

e System actions

e Policy actions

e Forensic actions

e Administrative actions
e Events

e Inventory actions

e System health changes

Note - If an employee’s/user’s data was removed from FortiEDR for GDPR compliance, then the affected record for that person still
displays in the audit trail but shows GDPR_ANONYMIZE instead of actual user data. For example, as shown below:

6/20/2018 15:57 Administration admin GDPR report was generated
6/20/2018 15:57 System GDPR_ANONYMIZE System login
6/20/2018 15:57 Administration admin GDPR Deletion

Component Authentication

In order to install, upgrade or uninstall a Collector, you must supply the Aggregator password. The Aggregator
password is the same for all Collectors in the FortiEDR system. This password is defined during initial system
installation. For more details, see the Installing the FortiEDR Central Manager and FortiEDR Aggregator on the Same
Machine section on page 24.

If you forget the Aggregator password, you can use the COMPONENT AUTHENTICATION option to retrieve it.
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To retrieve the Aggregator password:

1. Click the TOOLS link in the left pane.

2. Inthe COMPONENT AUTHENTICATION area, click the Display button. The following window displays, showing
the retrieved password.

DEVICE REGISTRATION PASSWORD

Registration password ensilonome2015!

Automatic Collector Updates

The Automatic Collector Updates feature updates the revision for a given FortiEDR version. The revision number is the
fourth digit of the FortiEDR version number. For example, for FortiEDR version 3.1.0.x, x indicates the revision number.

When the Automatically update Collectors to the latest revision checkbox is checked, whenever the content
contains a new build only (for example, 2.7.0.15 is a new build of 2.7.0.5), all Collectors are uploaded to that build. This
means that all Collectors in all Collector Groups in all environments and operating systems are updated to the latest
FortiEDR revision available (as provided by Fortinet using the Load Content feature). For more details about the Load
Content feature, see page 32.

To update a FortiEDR version, use the Update Collector Version feature described on page 148.

File Scan

FortiEDR can perform periodic scans of the files in the system on a scheduled or on-demand basis, based on its
execution prevention policy. During a periodic scan, only the files on the hard drive are scanned and no memory scan is
performed. For a periodic scan, each file on the hard drive is scanned. If a malicious file is identified during a scan, an
event is triggered.

To schedule a periodic scan:

1. Click the TOOLS link in the left pane.

2. Inthe FILE SCAN area, check the Perform Scheduled Scan checkbox. This checkbox must be checked to
perform the scan according to the designated schedule.

FILE SCAN

+ Perform scheduled scan Last scan: 05-Jul-2020 Ad hoc files scan m

Frequency  Weekly v Day | Sunday v Hours | 1:00PM

@ All Collectors Collector Groups Collectors

3. Inthe Frequency dropdown list, select how frequently to execute the scan. Options are Weekly, Bi-Weekly (every
two weeks) or Monthly.

4. Inthe Day dropdown list, select the day of the week to execute the scan.
5. In the Hours dropdown list, select the hour of the day to execute the scan.

6. Use the radio button to select on which devices the scheduled scan should be performed. When selecting Collector
Groups or Collectors, you should specify which Groups or Collectors should be included in the scan. Devices that
are not listed here are not scanned.

7. Click the Save button. The scan is performed as scheduled.
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To perform an on-demand file scan:

1. Click the TOOLS link in the left pane.
2. Inthe FILE SCAN area, click the Scan Now button. The following displays:

SCAN NOW

Select the devices you would like to scan

@ All Collectors Collector Groups Collectors

Scan executable files cnly

3. Select which devices to scan by specifying one or more Collectors or Collector Groups, or selecting the All
Collectors option to scan all devices with installed Collectors.

4. Check the Scan executable files only checkbox to only scan executable files. This option enables a quicker scan,
but neglects documents, scripts and other potentially malicious files.

5. Click Scan Now. The scan is performed immediately.

End-user Notifications

Each device protected by FortiEDR can display an icon in the system tray to indicate its state.

The FortiEDR icon indicates the current state of the device, as follows:

— Protection On

oo

. — Protection Off/Disabled

*“\ — Degraded

o

<  — Isolated

=

Note — Terminating a FortiEDR process ends this process and stops the display of the FortiEDR icon in the system tray, but does not
stop FortiEDR protection...
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When the FortiEDR icon is configured to display on FortiEDR-protected devices, a popup message displays whenever
something is blocked on a protected device (based on the blocking policy set for that device). File modifications (due to
suspected ransomware), the exfiltration of external connections and execution prevention actions can be blocked. For
example, the following shows that a TCP port listening action was blocked for the DynamicCodeListenTests.exe
process.

FiERTINET

TCP port listen blocked for process
DynamicCodeListenTests.exe (PID 5172)

Contact your system administrator if a
trusted application is blocked

You can choose to show or hide end-user notifications (pop-ups) for the next 24 hours. To do so, right-click the
FortiEDR icon in the system tray and then check the checkbox to hide notifications or leave the checkbox unchecked to
display notifications.

Hide FortiEDR notifications for 24 hours

Hide Notifications

Display Notifications

FortiEDR Icon Configuration

The behavior of the FortiEDR icon in the system tray must be configured in the Administration tab.

To configure FortiEDR icon behavior:

1. Click the TOOLS link in the left pane.
2. Inthe END USERS NOTIFICATION area, configure the following settings:

END USERS NOTIFICATIONS
¥ Show System Tray Icon with Collector Status

+ Show a Pop-up Messag r Any Prevention Activity

Contact your system administrator if a trusted application is blocked

Note: Maximum 250 characters

o Show System Tray Icon with Collector Status: Check this checkbox to display the FortiEDR icon on each
FortiEDR-protected device or leave the checkbox unchecked to hide the icon on each protected device. Your
selection here is applied on all protected devices. The default is checked.

e Show a Pop-up Message for Any Prevention Activity: Check this checkbox to enable the display of pop-up
messages (end-user notifications) on FortiEDR-protected devices. Pop-up messages display whenever a
process was prevented. By default, the name of the activity of the blocked process is displayed in the pop-up
message. The default is checked.

e In the text box below these two checkboxes, you can customize the text that is displayed in the pop-up
message. Enter the text you want to display in the text box.

3. Click the Save button.
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loT Device Discovery

loT device discovery enables you to continuously perform discovery to identify newly connected non-workstation
devices in the system, such as printers, cameras, media devices and so on. During the discovery process, each
relevant Collector in the system periodically probes all its nearby neighboring devices. Most nearby devices will respond
to these requests by pinging the originating Collector device and providing information about itself, such as its
device/host name (for example, ABC PC, Camera123), IP address and so on.

Such discovered devices can be seen in the IOT DEVICES page, as described on page 76.

10T DEVICE DISCOVERY
+ Perform ongoing device discovery

Exclude Collector groups

Auto-grouping on the inventory by | Category

To enable loT device discovery, check the Perform ongoing device discovery checkbox. Note that when doing so, all
relevant Collectors in the system perform sniffing in order to identify new connected devices in the system. When
performing this discovery process, FortiEDR uses only the most powerful Collectors in each sub-network to perform
sniffing, and excludes weaker Collectors for this process (disabled and degraded Collectors). This means that FortiEDR
collects all the required information in the most efficient manner possible.

You can exclude specific Collector Groups from this discovery process. To do so, select the relevant Collector Group(s)
in the Exclude Collector Groups dropdown list.

The Auto-grouping on the inventory by option enables you to group discovered devices by device type. For example,
cameras, network devices, media devices, printers and so on. Select the Category option in the dropdown list to group
discovered devices by device type or None not to. When you select Category, devices are auto-grouped in the 10T
DEVICES page, as shown on page 76.

Click the Save button to save the configuration.

We recommend testing loT the device discovery process to ensure that it works as expected across all your
organizations before enabling the on-going periodic network scan. Testing can only be performed when loT device
discovery is not enabled, meaning the Perform ongoing device discovery checkbox is not checked. Select the
Collector to use to test the l0T device discovery process in the Test Network Discovery dropdown list and then click
the Test button, as shown below.

10T DEVICE DISCOVERY
Perform ongoing device discovery Last discovery: 13-Feb-2020 Test netwark discovery
Avasti
avshacol2
Auto-grouping on the inventory by | Catagory
DESKTOP-BS09MQF
DESKTOP-MJNNG5I

DESKTOP-SFOUTSL

The selected Collector sniffs the network once to identify new connected devices. After the test discovery process
begins, you can stop it at any time by clicking the Stop button. In all cases, the scan will be stopped within a predefined
time period (usually 30 minutes).

%n“ In progress (
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Personal Data Handling

The FortiEDR system fully complies with the General Data Protection Regulation (GDPR) standard. The GDPR is a
regulation in European Union (EU) law regarding data protection and privacy for all individuals within the EU and the
European Economic Area (EEA). It also addresses the export of personal data outside the EU and EEA areas. The goal
of the GDPR is primarily to give control to citizens and residents over their personal data and to simplify the regulatory
environment for international business by unifying the regulation within the EU.

The GDPR standard requires that all relevant data for an employee of a company that is using the FortiEDR system or
a FortiEDR user be removed from the FortiEDR system, once he/she no longer has access to or uses the FortiEDR
system.

In FortiEDR, the GDPR feature is implemented in the Personal Data Handling area of the Tools window.

DASHEOARD oevivowen @) ronmsicsv COMMUNICATION COMTROLS SEOURTY SETTHGS wvenTonrs ) ADMINISTRATION

gistration passwand Display

n password is required in order ta install or uninstall companents from the system

S AUTOMATIC UPDATES

Automatically update Coflectors o the |atest revisior

END USERS NOTIFICATIONS

Contact your system administrator If a trusted application is biocked

Mate: Maximumm 250 characrers

10T DEVICE DISCOVERY
# Perform ongoing devic

SLOVEry

Exciude Collector grou

AUTD-ETOUPING 0N tNE INventory oy | Category

)PE RSONAL DATA HANDLING

Search by

Expart report of monitored users

To fully comply with the GDPR standard, the employee’s/user’s device name, IP address, MAC address and user name
must all be totally removed from the FortiEDR system. This data is deleted from FortiEDR in real time, from everywhere
that it appears in the FortiEDR system (for example, from the Inventory, Event Viewer, Audit Trail and so on).

The GDPR regulation obligates you to notify your users, should the FortiEDR system be hacked. You can use the
Export report of monitored users button to export the list of monitored users in the FortiEDR system. This action exports
a report such as the one shown below:

e sers_report12-Feb-2020-14-55.x1sx ¥ Microsoft Excel I ——
File Home Insert Page Layout Formulas Data Review View Acrobat
:is‘ b o Calibri s A X B SiWepTet Generol - ;g 33‘3@' Normal Bad Good Neutral - @ = Autosum © ﬁ =5
53 Copy - N k @rin- i
FaSte g Format Painter Bz u- =- &-A- EMerge acenter- | $ - % o | G0 Conaiacaijfcommat EE=E cpianatory Linked Ce Note o st odlse Fomst o Sens Fndg Tansste
Clipboard £l Font w Alignment £l Number w Styles Cells Editing
[ Bl - £ | niorgoifasa
A B [ D E F G
F::=RTINET liorgolf444 Repart created by user Barbara an 12-Feb-2020, 14:55 Confidential
1
2 Users

3

4 root-PClroot

5 Einaty

6 aleks

7 Tzafit

8 lior

9 |ROOT-F33A564103\Administrator
10 Win8x64\root

11 DESKTOP-VKABKFPlroot
12 MCAFEE1\McAfee2

13 LIORA_QA_81_32\root
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To remove employee/user data from the FortiEDR system for GDPR compliance:

1. Uninstall the Collector from the employee’s/user's computer. This step is important, so that no further data is
collected from that Collector. For more details about uninstalling, see page 49.

Note — Be sure to do this for all the employee’s/user's computers on which Collectors are installed.
2. Click the TOOLS link in the left pane.

3. Inthe Personal Data Handling area you must specify the device name, IP address, MAC address and user name of
the employee/user to be removed from FortiEDR.

Note — If the employee/user has multiple computers on which Collectors are installed, you must repeat the steps below for each of
his/her computers.

Removing an employee/user for GDPR compliance requires an iterative process in FortiEDR that must be
performed four times, in order to remove the device name, |IP address, MAC address and user name of the
employee/user successively, one after another. You can remove this data in any order that you prefer. For the
purpose of example, we will start by removing all Device name data for the employee/user.

IMPORTANT - You can remove the device name, IP address, MAC address and user name of the employee/user from FortiEDR in any

order that you prefer. However, you must remove all device name, IP address, MAC address and user name data from FortiEDR in order
to fully comply with the GDPR standard.

4. Inthe Search by dropdown list, select Device name. This field determines which criterion to search for in the
FortiEDR system (device name, IP address, MAC address or user name).
5. In the adjacent field, enter the device name for the employee/user whose data you want to remove.

Device name
IP address
MAC address

PERSON  yccrname LING

Search by -

Export report of monitored users Export

You can copy/paste this information into the adjacent field after locating it elsewhere in the FortiEDR user interface.
For example, you can locate the relevant device name in the Last Logged column in the Collectors list in the
Inventory window, such as shown below, and then copy that value into the relevant field in the Personal Data
Handling area. Similarly, you can also readily locate the MAC address and IP address using the Collectors list in
the Inventory window.

amn
=_= | logoiiaas v DASHBOARD eventvieweR @) FoRensicsw communicaTion conTroLy @) SECURITY SETTINGS v wventorry @) aommistranion €D

COLLECTORS (42/47)

Showing 1-15/16 | »||»1| | Search Collectors or Groups ¥ Q

Al v | SEcreaeGoup  §3MovetoGroup i Detete v (B Enablesdisable v isolate v [F exporty X, Ulknstal A 168 Unmenaged devices were found

COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os [ MAC ADDRESS VERSION STATE LAST SEEN
.- High Security Collector Group
= (00

Default Collector Group
(0/0)

emulation
an
qa-performance-2-Test_1 nce-2-Test_\ZIM  Windows 10 1051.121.18 06-D4-C4-53-01-AD 41024 @ Disconnected Today

group?
(0/0)

group2
(0/0)
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In a similar manner, you can locate the user name in the Event Viewer, and then copy/paste that information into
the adjacent field in the Personal Data Handling area, as shown below:

amn
== | riorgoliass ~ DASHBOARD evenTviEweR @) Forensics communicaTion conTroLy @) SECURITY SETTINGS™ inventory~ @ sommistrarion (ED

EVENTS Eu Showing 1-10/10 Searcn Event v CLASSIFICATION DETAILS

3 Export ~ Handle Event Delete Fore 84 exception Manager
A D DEVICE PROCESS CLASSIFICATION ~  DESTINATIONS ~ RECEIVED ~ LAST UPDATED
#Pandai (3events) PUP 11-Feb-2020, 21:15:58
£ Suspicious FmRTInEr
1% WIN-MQHOCMRUD2) (2 evenfl) # wmalcious 10-Feb-2020, 04:47:59 B Reversinglabs
% DESKTOP-BSO9MQF (1 even £ suspicious 06-Feb-2020, 02:39:27 Threat name: Unknown
& Threat family: Unknown
4 16657 l|  DESKTOP-BS09MQF DynamicCodeTests32 exe Suspicious 74.125.235.20 06-Feb-2020,02:39:27 06-Feb-2020,02:54:29 @ Threat type: Unknown
- TE o<1 Bs0oMQRadmi Certificate: Unsigned Process path: C:\Users\admin\Desktop\DynamicCodeTests32.exe Raw data items: 1
History
Pensw-lap153 (5 events) £ suspicious 03-Feb-2020, 05:25:12.
< $ Suspicious, by FortinetCloudServices , on 06-Feb-2020, 02:54:36
@ Mac (5 events) ¥ Malicious 03-Feb-2020, 04:00:50

If you prefer, you can use another method of your choice to identify the device name.
6. After entering the details for the device name, as shown below, click Search to search for all occurrences of the
device name in the FortiEDR system.
PERSONAL DATA HANDLING
DESKTOP-BS09MQR\admin |

Export report of monitored users

The following displays, listing all matching results:

Search by | Device name -

ACTIVITY REPORT

Device name contains "LiorA_QA_81_32"
1 result found

LIORA_QA_81_32 12records

* The number of records in the exported report, may be larger than the initial report

I ™\
Export Report [QEUCPA  Delete All Records

7. Do one of the following:
e Click the Export Report button to export a report of the data to be removed for the employee/user. This option
enables you to keep a record of what will be deleted. However, use of this option is not recommended, as all
traces of the employee’s/user’s data are to be permanently removed, including this report.

The following displays after the report has been exported:

GENERATE REPORT
(O N N AN NY

Report was generated successfully

Download

Vs
I\ Close )
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Click the Download link to download the Excel report. An example of the downloaded report is shown below:

Personal_Data_report12-Feb-2020-15-14.x: icrosoft Exce

Home | Insert  Pagelayout  Formulas  Data  Review  View  Acobat

= - = = " = === X AutoSum v
Gaton AN =EH= v Swere General - [voma e Good Neutral == ok [ A7 &
s B n BT e o e e e e
5 Fromatpanter | B £ L AN [EMergestentels] s - % 0 | 8% Conatonst Fomat | Explonatory . Lnked ce NGt 3] | I PO 5 Gleare  Pars ceeds | oo
Gipboard 3 Font 3 Aignment % Number 3 styies ces eating
E1 - | Report created by user Barbara on 12-Feb-2020, 15:14 v
A 5 5 5 5 I & 5 T =
F::RTINET liorgolf444 Report created by user Barbara on 12-7eb-2020, 15:14 Confidential
1
Search value 10.51.121.109

2

3 Personal Data

<[ TYPE USERNAME  HOSTNAME P M b LOGGEDINUSERS DESCRPTON |
s Collector Panda1 10.51.121.109 00-0C-29-54-97-18 PANDAL\ro0t
5

—OR-

Click the Delete All Records button to remove all device name data for the employee/user. The following
displays:

DATA DELETION

Are you sure you want to delete all data for device name
DESKTOP-MN4QVI5?

¥ Export report to Excel before deleting data

To avoid further data collection, uninstall the relevant Collector.

rd Y
{ )

Click Delete to remove all device name data for the employee/user from FortiEDR. After several moments, the
following displays, indicating that the data has been removed:

DATA DELETION

Data deletion completed

You can check the Export report to Excel before deleting data checkbox if you want to export the data
before it is removed from FortiEDR.

Click Continue to proceed with removing the other required data for the employee/user (IP address, MAC address
and user name).

Repeat steps 4-8 to remove the relevant IP address from FortiEDR. Be sure to select IP Address in step 4.
Repeat steps 4-8 to remove the relevant MAC address from FortiEDR. Be sure to select MAC Address in step 4.
Repeat steps 4-8 to remove the relevant user name data from FortiEDR. Be sure to select User Name in step 4.

10.
1.
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System Events
Selecting SYSTEM EVENTS in the ADMINISTRATION tab displays all the events relevant to the FortiEDR system.

DASHBOARD eventvieweR @) Fomensicsw communicarion controL @) SECURITY SETTINGS™ INVENTORY~ AominiTraTion €D
LICENSING
SYSTEM EVENTS
ORGANIZATIONS showing 1171611 | »| o1 [“Search syscem Evers -
- A COMPONENT TYPE COMPONENT NAME DESCRIPTION DATE ~
USERS Collector Pandat Collector [Panda] was registered and added to the system 12-Fer-2020, 15:17:11
Collector qa-performance-2-Test_1 Collector [qa-performance-2-Test 1] was reglstered and added to the system 12.Fen-2020, 09:13:48
D ?T? BUTION Collector qa-performance-2-Test 1 Collector [qa-performance-2-Test 1] was reglstered and added to the system 12.Fe8.2020, 09:10:15
Lo Collector qe-performance-2-Test_1 Collector [qa-performance.2Test 1] was reglstered and added to the system 12.Feb-2020, 09:07:24
EXPORT Collector qe-performance-2-Test_789 Collector [qa-performance.2Test 789] was reglstered and added to the system 12.Fen-2020, 02:19:33
SETTINGS
Callector qe-performance-2-Test 785 Collector [qa-performance-2Test 785] was reglstered and added to the system 12Fen-2020, 02:1%:32
TOOLS Collector qa-performance.2-Test 786 Collector [qa-performance.2-Test 786] was reglstered and added to the system 12-Fen.2020, 02:19:27
Collector qa-performancs-2-Test 787 Collector [qa-performance.2Test 787) was registsred and added to the system 12.Fe82020, 02:19:22
SYSTEM Collector qa-performance-2-Test 740 Collector [qa-performance-2-Test 740] was reglstered and added to the system 12.Feb-2020,02:15:16
EVENTS
— Collector qe-performance-2-Test 741 Collector [qa-performance.2Test 741] was reglstered and added to the system 12.Fen2020, 02:18:15
IP SETS Collector qe-performance-2-Test 742 Collector [qa-performance-2-Test 742] was reglstered and added to the system 12-Fen-2020, 0211%:15
Collector qa-performance-2-Test 744 Collector [qa-performance.2-Test 744] was reglstered and added to the system 12:Fen2020, 02:19:15
Collector qa-performance-2-Test 743 Collector [qa-performance.2-Test 743] was registered and added to the system 12.Fen-2020, 02:18:14
Collector qe-performance-2-Test 745 Collector [qa-performance.2Test 745] was reglstered and added to the system 12.Feb-2020, 02:18:14
Collector qe-performance-2-Test 75 Collector [qa-performance.2Test 746] was reglstered and added to the system 12.Fen2020, 02:19:14
Callector qe-performance-2-Test 747 Collector [qa-performance-2Test 747] was reglstered and added to the system 12Fen-2020, 021%:13
Collector qa-performance-2-Test 748 Collector [qa-performance.2-Test 743] was reglstered and added to the system 12.Fen2020, 02:19:13

When a system event is triggered, it is sent via email to the defined distribution list. For more details, you may refer
to the Distribution Lists section on page 158.

Note — System events can also be retrieved using an APl command. For more details, refer to the FortiEDR RESTful API Guide.
Each time a new system event is created, it can be sent through the Syslog.

The following events are defined as system events in the system. The user receives a notification for each of them:

e Core state was changed to Disconnected (and another event when the Core state was returned to the
Connected state immediately afterward)

e Core state was changed to Degraded (and another event when the Core state was returned to THE Connected
state immediately afterward)

e Aggregator state was changed to Disconnected (and another event when the Aggregator state was returned to
the Connected state immediately afterward)

e Aggregator state was changed to Degraded (and another event when the Aggregator state was returned to the
Connected state immediately afterward)

o Collector registered for the first time (only UI/API; is not sent by email/Syslog)

e Collector state was changed to Degraded (and another event when the Collector state was returned to the
Connected state immediately afterward)

e Collector state was changed to Disabled (and another event when the Collector state was returned to the
Connected state immediately afterward)

e License will expire in 21/7 days/1 day

e License expired

e License capacity of workstations has reached 90/95/100%

e License capacity of servers has reached 90/95/100%

e System mode was changed from Prevention to Simulation or vice versa

e FortiEDR Cloud Service ( FCS) connectivity is down
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IP Sets

IP Sets enable you to define a set(s) of IPs to include or exclude for some events. This feature is used when
defining exceptions.

—
Ea owows  emrvenen@®  romsce  commnomoncomor @) sammvsemiesy o~ @ sounimanon@D
LICENSING
IP SETS
DRG/
ORGANIZATIONS 8% Define new 1P ser Search IP

USERS D Internal Destinations FEATINET.

3

DISTRIBUTION
LISTS

EXPORT
SETTINGS

TOOLS

SYSTEM
EVENTS

IP SETS

Note — IP Sets can only be defined if all Collectors are V3.0.0.0 and up. If you attempt to define an exception and all Collectors are not
V3.0.0.0 or above, the following error message displays:

ERROR

Using IP Sets in exceptions is not supported since there are still
Windows Collectors with version older than 3.0.0.0. Please upgrade
your environment.

Continue

Each row in the IP Sets window represents an IP inclusion/exclusion definition. The Internal Destinations row is
provided by default (as indicated by the adjacent FortiEDR logo), which defines the default IPs that are included in
and excluded from the FortiEDR system. All organizations in a multi-organization system are provided with this
default IP set. In a single-organization system, the main organization is provided with it. The Internal Destinations IP
set cannot be deleted. However, an Administrator can add Included IPs or Excluded IPs to it.

The IP Sets window lists all the IP sets created by the Administrator. A Local Administrator can edit an IP set that
was specifically created for his/her organization. A Local Administrator cannot edit an IP set that applies to all
organizations.

Click the F=ZRTINET |ogo in the Internal Destinations row to view its definition, as shown below:

orsomn  eentvenen@  romnscsy communcaoncontory @ secummysenvasy mwvewtonr> @) aounvrnanion @D ®  Pocaony  Babwev
LICENSING
IP SETS
ORGANIZATIONS 8% Define new IP set Search IP
USERS - N ncuded s+ Excluded1Ps  +
DISTRIBUTION
LISTS
EXPORT
SETTINGS
TOOLS
SYSTEM
EVENTS
IP SETS
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To define an IP set:

1. Click the 8% Definenew P set hytton. The following window displays:

- s L) 5 SECURITY S o @
== DASHBOARD EVENT VIEWER | FORENSICS Y CCOMMUNICATION CONTROLY SECURITY SETTINGS ™ INVENTORY ADMINISTRATION (GIE3

LICENSING
IP SETS

% Define new 1P set Search IP

USERS > Internal Destinations Fomnner Al organizations

ORGANIZATIONS

@ SetName ncluded IPs 4 Excluded IPs  + ave W Delete

DISTRIBUTION

Organization: | a|l organizations -
LISTS

Description

EXPORT
SETTINGS

TOOLS

SYSTEM
EVENTS

IP SETS

2. Inthe Set Name field, enter a name for the IP set.

3. In the Organization dropdown list, select the organization to which the IP set applies or select All organizations
for the IP set to apply to all organizations in the FortiEDR system.

4. Inthe Description field, enter a description for the IP set.

5. Inthe Included IPs area, click the + button to add an IP, IP range or IP mask to be included in the IP set’s
definition. Each click of the ¥ button adds a new line to the list. Each entry appears in its own line. For example,
you could add 192.168.23.2, 192.168.23.1-192.168.232 or 192.168.0.0/16.

Similarly, in the Excluded IPs area, click the=< button to add an IP, IP range or IP mask that is to be excluded.
6. Click the Save button.
The Search IP field at the top-right of the page enables you to search for a specific IP in all of the IP sets defined. The
search option identifies matching IPs, even if they are part of a range in an IP set’s definition.

To use an IP set:

e Select an IP set in the Destinations area when defining an exception, as described on
pages 99 and 100.

Integrations

Integrations enable you to configure connectors to external systems. FortiEDR connectors utilize Fortinet products’ APls
to automatically perform the required actions to extend its automatic Playbook actions.

You can set up an unlimited number of connectors for each type and use them by associating Playbook policies or
Security policies to their actions, as specified below.

Firewall Integration

When a FortiGate connector is set and Playbook policies are configured, automatic incident response actions can
include blocking of malicious IP addresses by FortiGate upon event triggering.

Before you start firewall configuration, make sure that:

e Your FortiEDR deployment includes an on-premise Core that has connectivity to the firewall.

Details about how to install a FortiEDR on-premise Core are described in Installing the FortiEDR Core.
e The FortiEDR Central Manager has connectivity to the Fortinet Cloud Services (FCS).
e You have a valid API user with access to FortiGate.

Follow the steps below to automatically deny access on FortiGate to malicious destination addresses detected by
FortiEDR.
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The example below describes how to define an address group on FortiGate and associate it with a FortiGate policy rule,
such that it blocks connections to the addresses in the group. The address group is then used when configuring the
FortiEDR connector so that it is automatically populated with malicious destinations upon detection by FortiEDR.

The same address group can obviously be used for multiple firewall policies in order to cover any VLAN-to-WAN
interface in the network.

FortiGate Configuration

To set up an address group and policy on FortiGate:

1. Go to Policy & Objects = Addresses.

2. Create a new address group to be populated by FortiEDR. The new address group now appears in the FortiGate
Addresses table.

2.2 FortiGate VM64-GCP  FGVM02TM15005776

Favorites > | Edit Address Group
@ Dashboard >
. . ) Group Name FortiEDR Malicious Destinations
NX Security Fabric >
Color & Ch
i FortiView > = ange
Members & none x
4 Network > -
% System | Exclude Members >»
IB Policy & Objects | Showlin Address List ©
IPv4 Policy Static Route Configuration
Authentication Rules Comments Members of this group will be

Pv4 Do Policy automatically added by FortiEDR | 51255

g

Addresses

Wildcard FODN Addresses Cancel

Internat Servire Natahase

3. Go to Policy & Objects = IPv4 Policy.

4. Create a new policy to deny traffic to any address in the address group that was created as part of step 2. The new
policy now appears in the FortiGate Policies table.

New Policy
Name € Block malicious by FortiEDR
Incoming Interface 21 $SL-VPN tunnel interface (ssl.root +
Qutgoing Interface ™ port1l -
Source B al ®
£ SSLVPN x
+
Destination T FortiEDR Malicious Destinations %
+
Schedule 06 always -
Service AL ®
+
Action D eeul @ DENY
@Log\/iolatl‘on Traffic

Comments | This policy blocks traffic to
malicious destinations that were
auto-detected by FortiEDR 4 ssro2e

Enable this policy @
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FortiEDR Connector Configuration

To set up FortiGate Connector with FortiEDR:

1. Click the @ add Connector ~ button and select Firewall in the Connectors dropdown list. The following displays:
V] DASHBOARD  EVENTVIEWER @)  FORENSICS v commuNcATION CoNTROL v (@) SECURTYSETTINGS v INVENTORY ¥ ADMINISTRATION @)
HEENSING CONNECTORS
ORGANIZATIONS @ s Commecter B
v v ES Firewall
TOOLS Name Type | FortiGate .| Host | port[as3 | Block address on Firewall Address group |
SYSTEM ® APIKey O Credentials
2. Fill in the following fields:

e Enabled: Check this checkbox to enable blocking of malicious IP addresses by this firewall.

e On-premise Core: Select the on-premise FortiEDR Core that will communicate with the firewall.

e Name: Specify a name of your choice to be used to identify this firewall.

e Host: Specify the IP or DNS address of your firewall.

e Port: Specify the port that is used for APl communication with your firewall.

e API Key/Credentials: Specify authentication details of your firewall. To use an API token, click the APl Key
radio button and copy the token value into the text box. To use API credentials, click the Credentials radio
button and enter the Firewall API username and password.

e Address Group: Specify the name of the address group that was previously defined on the firewall.

3. Click Save.

Playbooks Configuration

To configure an automated incident response that uses a firewall connector to block malicious
destinations upon event triggering:

1. Navigate to the SECURITY SETTINGS =» Playbooks page.

2. Open the Playbook policy that is applied on devices for which you want the block IP incident response to apply and
place a checkmark #*in the relevant Classification column next to the Block address on Firewall row that is
under the REMEDIATION section. In the dropdown menu next to the action, you can specify which firewalls to use
to perform the block or select all of them, as shown below:

REMEDIATION

Terminate process v
Delete file
Clean persistent data v
Block address on Firewall FortiGate300 - v

3 Bl est playbaok » All Firevealls

> Bl victims Playbook a» ¥ FortiGate300

[ Bl victims Playbook clone = My
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FortiEDR is now configured to add malicious IP addresses to the blocking policy on FortiGate upon triggering of a
security event. You can check that malicious IP addresses are added to the address group that was configured on the
firewall following FortiEDR security events. In addition, automatic incident response actions are listed in the
CLASSIFICATION DETAILS area of the Events page of the FortiEDR Console, as shown below:

amn
=_= | lorgorrddd ~ DASHBOARD eventviewer@  Forensicsw communicaTion conTRoLY €8)  SECURITY SETTINGS v invENTORVY @) ApminisTRaTION (D) @ Potecion v Tzaitv
EVENTS =l | Snowing 11414 Muldple search N CLASSIFICATION DETAILS
[ Export ~ Handle Eve Delete Forens 2Z Exception Manager
v Unhandled D DEVICE PROCESS CLASSIFICATION = DESTINATIONS RECEIVED ¥ LAST UPDATED
adprivacyd (1 event) Inconclusive 16-Feb-2020, 19:56:53 | "
nconclusive redmer

4 236471 % LiorMacOSParal0-14  adprivacyd Inconclusive 2 destinations 16-Feb-2020, 19:56:53  16-Feb-2020, 20:16:21 (%] By ReversingLabs
> &8 Certificate: Signed  Process path: ..veloper/CoreSimulator/Profiles/Runtimes/i0S.simruntime/Contents/Resources/RuntimeRoot/usr/libexec/adprivacyd  Raw data items: 2 Threat name: Unknojn

Threat family: Unkngjun
healthappd (1 event) Inconclusive 16-Feb-2020, 15:02:57 Threat type: Unkno
trustd (1 event) Inconclusive 16-Feb-2020, 14:03:59

History
geod (1event) Inconclusive 16-Feb-2020, 10:03:21

= \n(on(lus\ve\ IFor(me[GoudServices . on 16-Feb-2020, 20:37:26
dynamiccodetests exe (1 event) # Suspicious 13-Feb-2020, 11:06:55
o IP address 198.203.178.52 was blocked on FortiGate
pandasecurityDx.dil (2 events) PUP 11-Feb-2020, 21:15:58 GVMO2TM19005776
pandasecurityDx64.dll (1 event) PUP 11-Feb-2020, 21:14:04 © Device MyMac11-16 was moved to quarantine network
High Security VLAN

TeamViewer.exe (1event) PUP 10-Feb-2020, 04:47:59
DynamicCodeTests32.exe (1 event) § Suspicious 06-Feb-2020, 02:39:27
cscript.exe (4 events) F suspicious 02-Feb-2020, 11:16:45
dumb-init (1 event) Inconclusive 01-Feb-2020, 12:07:10

Triggered Rules
filebeatexe (1 even Inconclusive 01-Feb-2020, 11:51:23

< Exfiltration Prevention
9 '70f7. fe... (2 events) ¥ Malicious 30-Jan-2020, 04:18:06 “
> @ Invalid Execution - Code Executed from an Invalid Memory L...

B03276BFBF85CFDD7C8998004C1200DA vir (2 events) ¥ malicious 30-Jan-2020, 04:18:02

> ADVANCED DATA

Sandbox Integration

When FortiSandbox is configured and the Sandbox Analysis Policy rule is enabled, files that meet several conditions
and that have not been previously analyzed trigger a sandbox analysis event on FortiEDR and are sent to
FortiSandbox. The conditions are a combination of several items, such as the file was downloaded from the Internet and
was not signed by a known vendor. If the file is found to be clean, the event is automatically classified as safe and is
archived. If the file is determined by the sandbox to be suspicious or malicious, then the event is classified as non-safe
and any future execution attempt of the file in the environment is blocked by one of the Pre-execution (NGAV) Policy
rules. Note that in all cases the first file execution is not delayed or blocked.

Before you start sandbox configuration, make sure that:

¢ Your FortiEDR deployment includes an on-premise Core that has connectivity to the sandbox.

Details about how to install a FortiEDR on-premise Core are described in Installing the FortiEDR Core.
e The FortiEDR Central Manager has connectivity to Fortinet Cloud Services (FCS).
¢ You have a valid API user with access to FortiSandbox.
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To set up FortiSandbox Connector with FortiEDR:

1.

@ Add Connector =

Click the button and select Sandbox in the Connectors dropdown list. The following displays:

OasegoaRD  evenTviEwer @) FORENSCS v COMMUMIATIONCONTROL v @ED)  SECURTYSETTINGS v INVENTORY »  ADMINISTRATION @) ®  Froecion~  Einat v

HEENSING CONNECTORS

ORGANIZATIONS
@ Add Connector +

USERS

v @ Sandbox

DISTRIBUTION
LISTS Enabled v

On-premise core
EXPORT
SETTINGS

Details Actions
TooLs Name [ ] Type  rorusandoox S send file for analysis
SYSTEM @ APl Key O Credentials
EVENTS

IP SETS

INTEGRATIONS

Fill in the following fields:

e Enabled: Check this checkbox to enable file investigation with this sandbox.

e On-premise Core: Select the on-premise FortiEDR Core that will communicate with the sandbox.

e Name: Specify a name of your choice which will be used to identify this sandbox.

e Host: Specify the IP or DNS address of your sandbox.

e Port: Specify the port that is used for APl communication with your sandbox.

o API Key/Credentials: Specify authentication details of your sandbox. To use an API token, click the APl Key
radio button and copy the token value into the text box. To use API credentials, click the Credentials radio
button and fill in the sandbox API username and password.

3. Click Save.

In order to complete sandbox integration, the Sandbox Scan rule must be enabled with the FortiEDR Central Manager.

To enable the Sandbox scan rule:

1.

Navigate to the SECURITY SETTINGS =» Security Policies page.

2. Open the Execution Prevention policy that is applied on devices for which you want the sandbox scan to apply and
click the Disabled button next to the Sandbox Analysis rule to enable it, as shown below:

DASHBOARD EvENTVIEWER (ED) FORENSICS v COMMUNICATION CONTROL v (333 SECURITY SETTINGS nvenTory v @ Aom nisTRaTioN ()
SECURITY POLICIES shoving 1-10/23 | v m [ seareh Q
54 Exception Manager
v Al POLICY NAME RULE NAME ACTION FATE

A ' Execution Prevention FORTINET R
Malicious File Detected @ Block Enabled
Privilege Escalation Exploit Detected - A malicious escalation of privileges was detected @ Block ® Enabled
Stack Pivot - Stack Pointer is Out of Bounds © Block @© Enabled
Suspicious Driver Load - Attempt to load a suspicious driver @ Block ® Enabled
Suspicious File Detected @ Block ® Enabled
Suspicious Script Execution - A script was executed in a suspicious context @ Block ® Enabled

FortiEDR is now configured to send unknown files to the sandbox.

You can check file analysis on your sandbox console.
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In addition, you can see sandbox analysis events in the Events page. Events of files that were found to be clean appear
under the Archived Events filter and events of files that were found to be risky are displayed under the All filter, such
as shown below. A sandbox analysis digest is added to event’s handling comment.

FORENSICS %

event viewer ()

Horgolr21

unicanion controL. v ()

SECURITY SETTINGS %

Search Evenl

venToRY (@)

EVENTS
84 Excoption Manager
m D DEVICE PROCESS CLASSIFICATION ~ DESTINATIONS ~ RECEIVED LAST UPDATED ACTION
4 156880 @ colleciori0 npp.7.8.5.Installer.exe 1 inconclusive 08-May-2020, 10:58:57 08-May2020. 11:4522 |
%3 Certificate: Unsigned Process path- CiUsers\ratDownloadsinpp. 7 & 5 Installer exe Raw data ltems: 2

RAWID DEVICE DESTINATION ~ FIRST SEEN LAST SEEN USERS COUNT

1593099858 collector1o 08442y-2020, 10:55:06  08-May-2020, 11:45:22 1

1593099831 collector1d 08 May-2020, 10:58:57  08-May 2020, 11:45:22 191
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Protection v admin v

ADMSTRATION (@) Y

CLASSIFICATION DETAJLS

=1 PUF rennner
8y

Threat name: Linknown
Threal family. Unknown
Threat fype: Unknown
History
PUP, by FortinetCloudSedices , on 08-May-2020, 12:05:41

= I Inconclusive, by Fortinet Jon 08-May-2020, 11:45:17

Triggered Rules

= @ Execution Prevention \V

» [l Sandbox Analysis - File was sent fo the sandbox for analysis
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This chapter describes how to troubleshoot various problems that you may encounter in the FortiEDR system.

Note — For debugging and troubleshooting, FortiEDR support may request that you provide the logs for the FortiEDR devices deployed in your
organization (Collectors, Cores, Aggregators). You may refer to the Exporting Logs section on page 80 for details about how to do so.

Note — If your system includes the Forensics add-on, you can use the Retrieve Memory function to retrieve memory related to a specific stack
on a specific Collector. For more details, you may refer to the Retrieving Memory section on page 140.

A FortiEDR Collector Does Not Display in the INVENTORY Tab

After a FortiEDR Collector is first launched, it registers with the FortiEDR Central Manager and is displayed in the
INVENTORY tab. If it does not appear to have registered, then perform the following:

1. Check that the device on which the FortiEDR Collector is installed is powered on and has an Internet connection.

2. Perform a connectivity test in order to validate connectivity between all of the FortiEDR components: FortiEDR
Collector = FortiEDR Core = FortiEDR Aggregator = FortiEDR Central Manager console.

e Contact Fortinet support (at https://support.fortinet.com) to be provided with a connectivity test utility.

e Place the provided ConnectivityTestApp.exe utility on the communicating device. This utility simulates a simple
security event generated from the FortiEDR Collector.

¢ Run it by double-clicking. This utility is available for both 32-bit and 64-bit operating systems. Upon activation of
the utility, a security event should appear on the FortiEDR Central Manager.

3. Validate that ports 8081 and 555 are available and that no other third-party product is blocking these ports.

No Events on the FortiEDR Central Manager Console

If no events are displayed in the FortiEDR Central manager console, then perform the following.

Validate that there is network connectivity between all the system components.

To do so, we recommend:

e Running Telnet on the FortiEDR Collector and connecting to the FortiEDR Core IP via port 555,
e Running Telnet on the FortiEDR Core and attempting to connect to the FortiEDR Aggregator IP on port 8081.

Note — Make sure that Telnet is enabled in Windows.
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User Cannot Communicate Externally or Files Modification Activity Is
Blocked

Microsoft Windows-based Devices

The Windows Event Viewer records whenever a FortiEDR Collector blocks communication from a device or file
modification related to ransomware activity. This information is recorded in the Windows Event Viewer log located in the

following location: Event Viewer = Windows Logs =» Application.

{2 Event Viewer = g X
File Action View Help
«=|xnm
¥ Custom Views [ ———— -
v [ Windows Logs L_eve\ Date and Time Source EventID Task Category ~ | | Application o)
[+ | Application (!_/ Information  1/26/2020 5:21:34 PM EventSystem 4625 None = Open Saved Log...
& Security (i) Information  1/2/2020 10:38:53 AM EventSystem 4625 None ¥ Create Custom View...
] Setup ) Information  2/6/2020 6: PM FortiEDR Collector 20 None .
—y - Import Custom View...
& System (i) Information  2/6/2020 6:55:19 PM FortiEDR Collector 20 None
] Forwarded Events (D) Information  2/6/2020 £:55:21 PM FortiEDR Collector 20 None Clear Log..
-1 Applications and Services Lo| | () Information  2/6/2020 2:11:49 PM FortiEDR Collector 10 Nene ¥ Filter Current Log...
21 Subscriptions (@ 1nformation  2/6/2020 4:56:20 PM N FortiEDR Collector 70 None ] Properties
(@ Information  2/6/2020 6:55:15 PM FortiEDR Collector 20 None
(i) Information  2/6/2020 6:55: FortiEDR Collector 10 None i
(@) Information  2/4/2020 7:18:11 PM FortiEDR Collector 10 None I Save All Events As...
Ci) Information 2/4/2020 3:24:02 PM FortiEDR Collector 70 MNone Attach a Task To this L...
{i}lnionﬁalian 2/6/2020 7:42:21 PM FortiEDR Collector 70 None View N
KD Information  2/6/2020 6:55:23 PM FortiEDR Collector 20 None
() Information  2/6/2020 6:55:25 PM FortiEDR Collector 20 None {G Refresh
f@,lniwmahun 2/6/2020 6:55:27 PM FortiEDR Collector 20 None ﬂ Help >
(D Information  1/13/2020 406:07 PM Msilnstaller 11707 None ’
(DInformation  1/13/202040217PM  Misilnstaller 1040 Nene | [oEeni20 FortiER Coector, 2,

Event 20, FortiEDR Collector

General Details

\browser_broker.exe (PID 6848)

MacOS-based Devices

Internet access blocked for process \Device\HarddiskVolume2\Windows\System32

o] Event Properties
] Attach Task To This Eve..,
5y Copy
el Save Selected Events...
% Refresh

H Hep »
Log Name: Application
Source: FortiEDR Collector Logged: 2/6/2020 6:55:18 PM
Event ID: 20 Task Category: None
Levelk Information Keywords: Classic
liear N/A Carmnitar rollartar?

The MacOS console records whenever a FortiEDR Collector blocks communication from a device or file modification
related to ransomware activity. This information is recorded in the MacOS console log located in the following location:
Applications =» Utilities = Console =& All Messages, as shown below:

Feb 26 20:06:50 Mac78 fortiEDRCollector[3654]: Fortinet Endpoint Detection and Response: Connection blocked for process /System/Library/PrivateFrameworks/

IMFoundation.framework/XPCServices/IMRemoteURLConnectionAgent.xpc/Contents/Mac0S/IMRemoteURLConnectionAgent (pid:3813)

Feb 26 208:86:51 —— last message repeated 2 times —-——

Feb 26 20:86:51 Mac7@ fortiEDRCollector[3654]: Fortinet Endpoint Detection and Response: Connection blocked for process /System/Library/PrivateFrameworks/

IMFoundation .framewurk/XPCServices/IMRemcteURl_.CunnectionAgent .xpc/Contents/Mac0S/IMRemoteURLConnectionAgent (pid:3814)
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This chapter describes the operations that can be performed by an Administrator in a FortiEDR multi-organization
system.

This chapter is only relevant for administrators in a multi-organization system. If you do not have Administrator rights
(see below), there is no need to read this chapter.

What is a Multi-organization Environment in FortiEDR?

Beginning with V3.0, the FortiEDR system can be set up as a single-organization or multi-organization environment.
When set up as a single-organization system, the FortiEDR system and all its operations and infrastructure serve a
single tenant, called an organization in the FortiEDR system, and work as described in all the previous chapters of this
guide.

Note — Prior to V3.0, the FortiEDR system only supported a single tenant (organization).

In a multi-organization FortiEDR system, someone with Administrator rights can perform operations and handle data for
all organizations in the system. For example, think of a multi-organization environment like a hotel chain, which has a
parent company along with hotels in various cities. In this scenario, the ABC Hotel corporate entity represents the main
organization, and each ABC Hotel branch location represents a separate, discrete organization. For example, ABC
Hotel Los Angeles, ABC Hotel New York, ABC Hotel Boston and so on.

FortiEDR uses organizations to distinguish between tenants in a multi-tenant environment. Each organization uses the
same FortiEDR user interface and shares the same FortiEDR database.

Multi-organization and User Roles

FortiEDR uses a series of predefined roles to control access to organizational data, as follows:

e Administrator: Is the highest-level super user that can perform all operations in the FortiEDR Central Manager
console for all organizations. This role can access all organizations in the system, and also includes the same
privileges as the Local Administrator and User roles.

In a FortiEDR multi-organization system, the system comes with one predefined Administrator user. More than one
Administrator role is permitted.

Note — There must always be at least one Administrator in the system.

e Local Administrator: Is a super user that can perform all operations in the FortiEDR Central Manager console
for a single organization. This role can only access its own organization’s data, and also includes the same
privileges as the User role. More than one Local Administrator role is permitted per organization.

e User: This user is allowed to view all information and to perform actions for its own organization, such as to
mark events as handled, change policies and define Exceptions. This user is similar to the Local Administrator.
However, this user cannot access the ADMINISTRATION tab, which is described in Chapter 9, Administration
on page 147.
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Component Registration in a Multi-organization Environment

Collector Registration

Each organization has its own registration password. The Collector installer specifies the Collector organization name. If
the Organization field is left empty during installation, the Collector is added to the default Hoster account, as shown

below:
#

Collector Configuration y |

AggregatorAddress:  [10.51.121.42 Port: (8081

Registration Password ‘ sssasess

—90rgan|zatinn ‘

Advanced:
[ VDI (Virtual Desktop Infrastructure) installation

] Use System Proxy Settings

Cancel <Back % Install

After registration, the Collector receives the organization ID. You can rename the organization if preferred.

To specify the organization when installing from a command line, run the following command:

msiexec...\qn ORG=<organization name> AGG=

For more details about Collector installation, see the Installing FortiEDR Collectors section on page 38.

Core Registration

Most Cores are shared between organizations. It is possible to install a Core that belongs only to your organization by
installing it on-premises. In this case, you must specify the organization during the Core installation process.

Collectors that do not belong to an organization cannot see that organization’s organization-specific Core.

For more details about Core installation, see the Installing the FortiEDR Core section on page 33.
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Workflow

The following general workflow applies for Administrators when working in a FortiEDR multi-organization system:

Logging In to a Multi-organization
System
Defining or Importing an
Organization

2
©

Navigating Between
Organizations

h 4

Defining a Local Administrator for
an Organization

h 4

Performing Operations in the
FortiEDR System

Step 1 — Logging In to a Multi-organization System

For a FortiEDR multi-organization system, a user must also specify the organization when logging in to the system.

=RTINET

By default, Administrators are logged in to the main organization, and do not need to specify an organization in the

Organization Name dropdown list.

A Local Administrator or regular User must specify the organization when logging in. The user must be defined for an

Page 185

Page 186

Page 190

Page 190

Page 191

organization in order to log in to that organization.
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Step 2 — Defining or Importing an Organization
The ORGANIZATIONS page lists all the organizations defined in the FortiEDR system.

a—n
Sa5 [ Hostervew ~] oasHporRD  evenTvieweR @) FORENSKS v COMMUNKATIONCONTROL v SECURTVSETTINGS v INVENTORY v @) AominisTRaTioN () ®  Protecion v Einat v

HICENSING ORGANIZATIONS

ORGANIZATIONS B Acd Organization [ import Organization

USERS Workstations Licenses Servers License: e
NAME CAPACITY IN USE CAPACITY INUSE CAPACITY IN USE EXPIRATION DATE MIGRATION

| ]

SYSTEM
EVENTS

DISTRIBUTION ensilofordev (hoster) 10000 b2} 10000 iz 10000 257 18-Sep-2020 i? a‘
LISTS
3 5 28 " =
DEMO 100 3 100 1 10 0 19-May-2020 g ¢ [
EXPORT Feders 14 o 14 2 o 0 ® 28 cont & 1
SETTINGS
2 0 0 10 0 0 0 ® ge & 1
TOOLS fynewiOrg 0 o o ] o ] ® 8 & (]
(©] L4
€

He He He
rE TE

WestWing 100 2 10 0 0 0 31-Mar-2021

uk

P SETS

The Default (hoster) organization is predefined in the system. This organization represents the main organization in the
system, such as the ABC Hotel chain described before. The Default (hoster) main organization cannot be deleted.

The Default (hoster) organization can be accessed by an Administrator and the Local Administrator that you define for
it.

Note — In a single-organization system, the Default (hoster) organization is the only organization. To set up a multi-organization system, see
page 189.

The Organizations window contains the following information:
e Name: Specifies the name of the organization.

o Workstation Licenses Capacity: For the organization, specifies the number of workstation licenses allocated to
the organization.

o Workstation Licenses in Use: Specifies the number of workstation licenses in use (installed).

o Workstation Licenses Remaining: Specifies the number of workstation licenses remaining.

e Servers Licenses Capacity: For the organization, specifies the number of servers allocated to the organization.
o Servers Licenses in Use: Specifies the number of servers in use (installed).

e Servers Licenses Remaining: Specifies the number of server licenses remaining.

e |oT Devices Capacity: For the organization, specifies the maximum number of 0T devices that can be detected in
the organization.

e |oT Devices in Use: Specifies the number of 10T devices detected in the organization.
o Expiration Date: Specifies the expiration date of licenses for the organization.

Click the € 9% button in an organization row to edit the properties of that organization.

i
You can delete an organization as long as it does not have any workstations or servers in use. Click the Delete
button in an organization row to delete that organization.

ed |
Click the Migrate Organization B¢ putton in an organization row to migrate that organization. For more details, see
page 191.
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To define an organization:
1. Click the ADMINISTRATION tab and then click ORGANIZATIONS in the left pane. The ORGANIZATIONS page
displays.

2. Click the B add organizanon button. The following window displays:

ORGANIZATION DETAILS

ORGANIZATION LICENSE CAPACITY

Workstations out of 17665 globally available

[ Cancel )

All fields in this window are mandatory.
3. Fillin all fields in this window, as follows:
o Name: A free-text field that specifies the name of the organization. For example, a hotel branch location like
ABC Hotel Los Angeles.
o Registration Password: Specifies the registration password for the organization. Each organization can have
a different registration password. You set the value for this password.

You can display the registration password for an organization by selecting ADMINISTRATION = TOOLS = COMPONENT
AUTHENTICATION =» DISPLAY, as shown below:

T Y —

oovenca@  romecsy  commmomouconmose @) seum

DEVICE REGISTRATION PASSWORD

Note — If third-party software attempts to stop the FortiEDR Collector service, the system prompts for the registration password. This is
the same password used when installing the Collector. If an incorrect password is supplied at the prompt, the message Access Denied
displays on the Collector device. In this case, the FortiEDR Collector service is not stopped. For more details about the required
password to supply in this situation, you may refer to the Component Authentication section on page 164.
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o Expiration date: Specifies when this license expires. Notifications are sent to you beforehand. Each organization
can have its own expiration date.

Note — If the Default (hoster) organization expiration date is earlier than that for the organization, then the expiration date for the Default
(hoster)organization applies. Whenever there is an expiration date conflict, the earlier date always applies.

e Vulnerability and loT Management: Check this checkbox for the organization to have access to these features.
This option is only available on setups that have purchased a Predict and Protect license or Predict, Protect and
Response license. See more details on license types on page 31.

Note — The various license types in FortiEDR enable access to different FortiEDR features. The Administrator can configure the various

organizations in a multi-tenant environment to each have access to different features in the product. For example, Organization A may
have access to the Threat Hunting feature and Organization B may not.

e Forensics and Threat Hunting: Check this checkbox for the organization to have access to these features. This
option is only available on setups that have purchased a Predict, Protect and Response or Protect and
Response license.

o Workstations /Servers /loT Devices License Capacity: Specifies the number of license seats for the
organization, meaning the number of Collectors that can be installed in this organization.

Before allocating licenses to an organization, you may need to verify the number of available licenses that can be
distributed. All currently unallocated licenses are available for allocation to an organization. You cannot enter a
number that is greater than the number of licenses available for allocation.

Note — The License Capacity field in the Licenses window shows the total number of license seats for the entire FortiEDR system,
which are divided into Workstations, Servers and loT Devices.

The Default (hoster) organization initially receives the total allocation of licenses. The Administrator is responsible for allocating these
licenses among organizations. In a single-organization FortiEDR system, licenses do not need to be allocated between organizations, as
there is only one organization.

Hoster view ~ DASHBOARD event viewer (R FORENSICS % COMMUNICATION CONTROL % SECURITY SETTINGS INVENTORY ~ @) ApminisTRATION () @  Protection v Einat v
LICENSING Installation ID: 981178577 Name: ensilofordev  Expiration Date: 13-Sep-2020 Central Manager Certficate:
ORGANIZATIONS

License Status Workstations Servers
USERS
License Type Predict, Protect and Resgpnse
JISTRIBUTION Communication Control.  Available
i Licenses. Licenses
STS 29 Use 3inuse
Forensics Availlable e
e Threat Hunting Available
SETTINGS Gontent Updates Available
- Vulnerability Management:  Available
00LS
License Capaclly 12000 workstations, 12000 servers, 100000 loT devices
SYSTEM In Use 29 workstations, 3 servers, 257 loT devices
EVENTS
Remaining 11971 workstations, 11997 servers, 99743 IoT devices
PSETS ©  Thereare 17 collectors that were net in use for more than 30 days and are not
S considered as in-use Rermaining Remaining
1197 1 Licenses 11997 Licenses
Update License
Content
Content Version: 4678
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4. Click the Save button. Note that it may take a minute or so to create the organization.
After creating the organization, the organization appears as a new row in the Organization dropdown list.

liorqolf444 ~ DASHBOARD EVENT VIEWER e FORENSICS v

Hoster view

LICENSIN lorpolfiad
ore 981178622 Name: liorgolf444 Expiration Date: 19-Jan-2021
organization10
ORGANIZ
organization100 ;ta‘[us

DFgEFIERUDH"\ .
USERS I Ultimate

DFgEFIERUDH'E .
vhere®: Available

DISTRIBU Organization13

LISTS

fion Control Available
organization14
Available
EXPORT | organization1s
SETTINGS g Available
organization16

Tools B lates: Available
organization17
Management: Available
organization18
SYSTEM acity. 1000 workstations, 1000 servers, 100000 loT de

EVENTS organization19 -

Note — If a user attempts to use a feature that is not available with their license, a warning message displays. For example, as shown
below.

DASHBOARD event viewer (@) FORENSICS v communcaTion controL v (@) SECURITY SETTINGS ¥ INVENTORY v romisTRATION @) ®  Protection v Einat ¥

©

Threat Hunting license was not purchased

Contact Fortinet fof more details

Moving from a Single-organization to Multi-organization Structure in FortiEDR
In a single-organization system, the Default (hoster) organization is the only organization.

To create a multi-organization (multi-tenant) system, an Administrator simply needs to add one or more organizations to
a single-organization system. When there are multiple organizations in the system, you can select the organization of
interest in the Organization dropdown menu that appears at the top left of the window, as described below.
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Step 3 —Navigating Between Organizations

In a multi-organization system, all types of information are now organized per organization.

Administrators can view information in the FortiEDR system for a specific organization or for all organizations together.
To do so, use one of the following methods:

Select the Hoster view in the Organization dropdown menu at the top left of the window to display information for
all organizations together. For more details about Hoster view, see page 197.

Select the organization of interest in the Organization dropdown list.

J— !
E75 [ oorens ~ Temm  ammeEms)  mmmee s () o s e () o)

Hoster view

—LI:ENSIN liorgolfaas
981178622 Name: liorgolf444  Expiration Date: 19-Jan-2021 Central Manager Certificate
organization10
ORGANIZ
organization100 status Workstations Servers
organization11 .
USERS : Ultimate
ergennz boce  muatocte 36 icenses I Use 17 ucenses n use.
organization13
DISTRIBUY ion Control:  Available
LISTS "
organization
Available | | |
EXPORT | organization1s
SETTINGS ng Available
organization16
lates: Available
ToOoLS
organization17
Management: Available
organization18
SYSTEM Acity: 1000 workstations, 1000 servers, 100000 loT devices
EVENTS | organization1o |
T T Use 36 workstations, 11 servers, 911 IoT devices 964 Remaining Licenses 989 Remaining Licenses
1P SETS. Remaining: 964 workstations, 989 servers, 99089 loT devices
Content

Content Version: 4411 Update Collectors

In Hoster view, each row in the Organizations pane represents a different organization. Note that after you select an
organization, the entire user interface only shows information for that organization.

Step 4 — Defining a Local Administrator for an Organization

Administrators can create one or more Local Administrators for an organization. You should define at least one Local
Administrator for each organization.
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To define a Local Administrator:

Click the ADMINISTRATION tab and then click USERS in the left pane.

2. Click the & Adduser pytton,

3. Fillin the displayed window, as described on page 152, and then click Save. Be sure to select Local Administrator
in the Roles field.
In addition, you must specify the organization for the Local Administrator in the Organization field, as shown below.

USER DETAILS

Organization |
G 1

User Name ‘ liorgolfa44 |
Title ‘ organization10 |
First Name ‘ organization100 |
Last Name ‘ organization11 |
Email Address ‘ organization12 |

| |

assword

Confirm Password
e User

Require two factor authentication for this user

[ Cancel )

Step 5 — Performing Operations in the FortiEDR System
Administrators can perform all of the operations described in Chapters 3 through 8 in this guide using the user interface
of the FortiEDR Central Manager for all organizations in the system.

Administrators can monitor the system per organization or using Hoster view, which shows data for all organizations
together.

Migrating an Organization

FortiEDR'’s Consolidation feature enables you to copy all the data and definitions within an organization from one
environment to another environment. This feature copies an organization from one environment (source
setup/environment) to another (destination setup/environment). The copy operation adds to the content in the
destination environment, and does not replace the target’s existing content.

Note that this feature is only available to Administrators.

Organization migration involves three steps, which are described in detail in the procedure below.
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To migrate an organization:

1.

Click the ADMINISTRATION tab and then click ORGANIZATIONS in the left pane. The Organizations window
displays.

DASHBOARD eventvieweR @ FoRensicsv COMMUNICATION CONTROL Y SECURITY SETTINGS™ inventoryy @ apministraTion @D ®  Prowcion v
LICENSING
ORGANIZATIONS
+ «
ORGANIZATIONS B Acd Organizstion [ Import Organization
Workstations Licenses Servers Licenses 10T Devices Licenses
USERS NAME CAPACITY IN USE CAPACITY IN USE CAPACITY IN USE EXPIRATION DATE MIGRATION Showing 1-15/98 | »
liorgolf444 (noster) 1000 36 1000 11 100000 o1 19Jan-2021 EE ¢
DISTRIBUTION orzanization10 50 0 s0 0 0 0 01Jan-2025 g8 cone 3 w
LISTS
organization100 50 0 50 0 0 0 014an2025 g2 ¢ &
EXPORT N
SETTINGS organization1 1 50 0 50 0 0 0 144pr-2020 g2 & w
organization12 50 0 50 0 0 0 014an2025 g8 & &
TOOLS *
organization13 50 o 50 o o 0 014an-2025 g & &
s FY:] =
SYSTEM organization14 50 0 50 0 0 0 014an-2025 g2 & &
EVENTS
organization1 50 0 50 0 0 0 014an-2025 g2 & &
IPSETS organization16 50 0 50 0 0 0 014an2025 gd & &

s
2. Click the Migrate organization E¢€ button in the row of the source organization that you want to copy to another

environment. The following window displays:

MIGRATE ORGANIZATION
[1] B 3

Export organization Import organization Transfer collectors

environment

Export organization

Set an organization name in the destination environment

|organization100 m

- B - .y
\_Aport ) { Close )

From this window, you perform three steps to migrate the organization to another environment:

e Step 1, Export the Organization: This step exports all the data of the selected organization to a zip file.

e Step 2, Import the Organization: This step imports all the organization's data using the zip file exported in
step 1. Note that this step is performed on the destination environment.

o Step 3, Transfer the Collectors: This step moves all the Collectors of the selected organization from the
source environment to the destination environment.

In the Export organization field, specify the name of the organization to appear for this data in the destination

environment. Make sure that you assign an organization name that does not already exist in the destination

environment.
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4. Click the Export button. All the data and definitions for the organization are exported to a zip file. The zip file is

named as follows: source organization name_environment name_FortiEDR_timestamp_Export.zip, as shown
in the example below:

ad_localhost.localdomain_enSilo_Feb.05.2019_Export.zip

After the export completes, a Download link displays in the window:

Export organization

Data for the applausegolfc2 organization was generated successfully

él}uwmuad

Note — You can cancel the migration process at any time by clicking the Abort button.
5. Click the Download link to download the exported zip file.

Note — Click the Close button if you want to close this window and continue the migration process at a later time. This action saves the

=i
relevant organizational data. You can later continue this migration process by using the Continue Migration fe Cont button.

If you click the Close button before downloading the exported zip file, a warning displays. In this case, you must perform the migration
process again from the beginning.

6. Click Next. The following window displays:

MIGRATE ORGANIZATION

@ e B8

Export organization Import organization Transfer collectors

destination

Import organization
LOg in 1o the system to which you migrate the organization and pEI’fO?’\TI "Import orgamzatmm' using

the exported file from the previous step.
Please enter the code you have received at the end of the import organization process

Import code

(' Aport ) ( close )

7. Log in to the destination environment.
8. Click the ADMINISTRATION tab and then click ORGANIZATIONS in the left pane.
9. Inthe ORGANIZATIONS page, click the Import Organization button. The following window displays:

IMPORT ORGANIZATION

Load organization file

( Cancel )

10. Select the exported zip file to load and then click Import. This step copies all the data and environment definitions
of the exported organization.

Notes — You cannot import an exported organization that has a name that already exists in the destination environment.
To import:

The FortiEDR platform version must be the same in both the source and destination environments.
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The content version must be the same in both the source and destination environments. You can see the Content Version at the bottom
of the Licensing window (see page 147).
You must have sufficient workstation and server licenses in the destination environment.

At the end of the import process, the Import Organization window displays a code. Write down this code, as it will
be entered later as part of the migration process.

IMPORT ORGANIZATION
ARAS AT RN

org A organization was successfully imported.

Import code: 14560 {
Use this code for verification in the Migrate Organization process at
the source environment

( Close )

Note — The Import code also displays in the Organization Details window, which you can display at any time by clicking the Edit button in
an organization row in the Organizations window.

ORGANIZATION DETAILS
Name org A
Registration Password [sesssess
Expiration date 01-01-2020
Workstations allocated 500

Servers allocated 500

mported organization (import code - 14560) _

(' cancel )

Note that the name of the organization cannot be changed in this window, and is read only.
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11. In step 2 of the Migrate Organization window, enter or copy the import code into the Import code field.

ed|
Note - If you previously closed the Migrate Organization window, then click the Continue Migration B« cont.

organization row in the ORGANIZATIONS page.

TR R — e S R —— et e e e

button in the source

ORGANIZATIONS B s00organizavon [ imort organeaton
USERS NAME c:-mw. . N USE CAPACITY . IN USE L-\I"—'-.CIYV. : N L.S(: EXPIRATION DATE MIGRARON howing 1-15/98 | & ||}
orgor444 hastar 1000 3 1000 " 100000 o1t E &
° '} ] BE come & ]
i 5 a o B comt ¢ ]
5 ] 50 ] ] ﬁE cant '3 |
- . ; r & ¢ &
12. Click Next. The following window displays:

MIGRATE ORGANIZATION

o o L2

Export organization Import organization Transfer collectors

source emiranmen.
destination environment

Transfer collectors

Transfer all collectors of the org organization to the org A organization in the destination environment

FROM: TO:

Aggregator Fortinet (127.0.0.1:8081) -2 Aggregator Address

I, nt! Verify that the or
0] meimlri i
I/' '\I I/' '\I
Y Abort ) (. Close L
In this window, you move the Collectors from the source environment to the destination environment. The
Collectors cannot be registered to both environments at the same time.
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Note that until this step is completed, the Collectors are still registered to the organization in the source
environment and their status and events are displayed there. In the destination environment, Collectors are
displayed with the Pending Migration state, as shown in the Inventory window. This state indicates that the
Collector has not yet been transferred from the source environment to this environment. Collectors in the Pending
Migration state are still registered to the source environment.

DASHBOARD EVENT VIEWER FORENSICS ¥ COMMUNICATION CONTROL v (@) SECURITY SETTINGS v INVENTORY v @) ADMINISTRATION CX) simulation v admin ¥

COLLECTORS (2/2) E rch Collectors or Groups ¥ Q
Al v 8% CrealeGroup 82 MovetoGroup i Delete ¥ (I Enable/Disable ¥ isolste v (% export ¥ X, Uninstall A\ 1B Unmanaged devices were found
COLLECTOR GROUP NAME DEVICE NAME LASTLOGGED os I3 MAC ADDRESS VERSION STATE LAST SEEN

.-, High Security Collector Group
= o0

Default Collector Group

@12)
Rurfhing

Collector1 COLLECTOR1Voot  Windows 10 Home 10.51.121.231 00-50-56-BE-77-E1 41052 [} Now
(Aufpoomously)
Didghnected
MICHAL-COL MICHALCOLWoot  VIndows 10 105112113 00-50-56-8F-E5-76 3.1.0.425 ® (Pending 4 days ago
Enterprise 2016 LTSB : . Migration)

13. Specify the Aggregator Address in the To field. Each Collector is connected to one Aggregator. In this field, you
specify the IP address or DNS name and the port of the Aggregator that will service the Collectors in the destination
environment.

Transfer collectors

Transfer all collectors of the org organization to the org A organization in the destination envijonment

FROM: TO:

Aggregator Fortinet (127.0.0.1:8081) - Aggregator Address ‘ ‘

14. Click the Transfer button. The Collectors are transferred from the organization in the source environment to the
organization in the destination environment. A progress indicator counter displays as the Collectors are transferred.

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v @ SECURITY SETTINGS INVENTORY Vv ° ADMINISTRATION o @ Sii
o The organization is in the midst of a migration process. 1/ 2 collectors have already been transferred
\NIZATIONS
dd Organization ﬁ Import Organization
Workstations Licenses Servers Licenses loT Devices Licenses
AE CAPACITY IN USE CAPACITY IN USE CAPACITY IN USE EXPIRATION DATE MIGRATION
ult (hoster) 10000 6 10000 0 2000 399 02-Feb-2021 EE
1 0 1 0 1 0 7Feb2020 28 cont.
Note — The progress indicator counter continues to display until the organization is deleted in the source environment, which is
recommended after all Collectors have been transferred from the source environment to the destination environment. See step 16 below.
If you click the Abort button at this step, any Collectors already transferred from the source environment to the destination environment
remain in the destination environment.
After a Collector has been transferred from the source environment to the destination environment, its state is
Migrated in the source environment, and is Running (functional) in the destination environment.
Note — Collector protection remains in effect throughout the entire migration process.
DASHBOARD EVENT VIEWER FORENSICS v coMMUNICATION ConTROL v @ SECURITY SETTINGS v INVENTORY v @) ADMINISTRATION @) C® simulation v admin v
(@ The organization is in the midst of a migration process. 1/ 2 collectors have already been transferred
COLLECTORS (2/2) Search Collectors or Groups ¥ Q
Al v 8 Create Group 82 Move toGroup i Delete v (W Enabledisable ¥ [Dlisoiate v [F Export v %, Uninstal /A 183 Unmanaged devices were found
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED 0s P MAC ADDRESS VERSION STATE LAST SEEN
o 2= High Security Collector Group
= (o/0)
- Default Collector Group
2/2)
Collectort COLLECTORT\oot  Windows 10 Home 10.51.121.231 00-50-56-BE-77-E1 41052 ° :ﬁ;:t:?e‘j Today
MICHAL-COL MICHAL-COL\root g:{':r‘;‘xz;gmﬁ 1sg 105112113 00-50-56-8F-E5-76 3100425 ® Disconnected 4 days ago
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15. [Optional] Click the Stop Transfer button to pause the Collector transfer process. You can resume the transfer
process by clicking the Transfer button again.

IMPORTANT - If a user enters the source organization while a migration process is in progress for it, a warning displays. Any changes
made by this user will not be migrated or included in the destination organization. Any changes made to an organization while it is being
migrated are ultimately lost.

MIGRATION PROCESS

A

The organization is being migrated to a new environment. Your
waork en this organization will not be saved. For more details
please contact support.

16. After all the Collectors were successfully migrated from the organization on the source environment to the
organization on the destination environment, delete the source organization. To do so, select the Administration
tab and then click Organizations in the left pane. In the Organizations window, click the Delete button in the row of
the source organization to be removed.

Note — Collector protection and functionality remain throughout the entire migration process.

Hoster View

When you select Hoster view in the Organization dropdown list, all windows in the user interface are affected. In
general, this view shows aggregated data for all organizations.

However, some data is only available in Hoster view, such as the following:

e Export Settings: In a multi-organization system, SMTP-related information is only displayed in Hoster view.

e Tools — Periodic Scan

In addition, there are some special cases where you cannot view administration data in Hoster view, and can only view
data for a specific organization, such as the following:

e Component Authentication

e Automatic Updates

e End User Notifications

Many of the windows that display aggregated data for all organizations have some special features when displaying
data in Hoster view. In general, in Hoster view, these windows have an additional column or field, and require that you

specify the organization in order to add the item. Several examples are provided below. The examples below are not
all-inclusive.
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Licensing

When in Hoster view, the Licensing window shows aggregated information for all organizations.

D T —
== | Hosterview ~ ‘ DASHBOARD eventviewer @) FORENsICS v COMMUNICATION CONTROL SECURITY SETTINGS INveNTORY ~ @) ADMINISTRATION (EED) ®  Protection~  Einat v

LICENSING
e Installation ID: 981178677 Name: ensilofordev  Expiration Date: 19-Sep-2020

ORGANIZATIONS
License Status

Workstations Servers
USERS
License Type: Predict, Protect and Resgpnse
DISTRIBUTION Communication Control Available
DISTRIBUTION = Licenses Licenses
LISTS _ 290 use 3in Use
Forensics Availble o SEaaE
e Threat Hunting: Available
EXPOR
SETTINGS Content Updates Available ‘
Vulnerability Management: Available
TOOLS
License Capacity 12000 workstations, 12000 servers, 100000 loT devices
SYSTEM InUse 29 workstations, 3 servers, 267 10T devices
EVENTS
Remaining 11971 workstations, 11997 servers, 99743 IoT devices
1P SETS ©  Thereare 17 collectors that were not in use for more than 30 days and are not
SETS considered as in-use Remaining Remaining
1197 1(icenses 11997 licenses

Update License

Content

Content Version: 4678

For example, the Workstations and Servers diagrams indicate the number of allocated and available licenses for all
workstations and servers, respectively, in the entire FortiEDR system. The Licenses in Use numbers represent the
number of Collectors that have been installed out of the total permitted to be installed.

The Load Content option loads content to all organizations. Once loaded, the new configuration applies to all
organizations, including new Collector installers. However, Collectors are not being updated yet. In order to select
Collectors to update, see page 198.

When in this view, you cannot load content to a specific organization.

When you click the Update Collectors button in the Licensing window, the Update Collector Version window displays,
and includes an Organization Name column. Use the checkboxes in this column to update the organization for a
Collector Group. All other functionality in this window works in the standard manner.

UPDATE QOLLECTOR VERSION

ORGANIZATION NAME = COLLECTOR GRQUP = WINDOWS VERSION MACOS VERSION LINUX VERSION

liorgolfa44 Default Callector Group 4.1.0Rev.23 3.1.5Rev. 14 315Rev. 72 0
liorgolfa44 emulation N/A NrA N/A

liorgol 444 group? 410Rev.23 315Rev 14 315Rev. 72

liorgalfada group2 410Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72

liorgolf444 High Security Collector Group ~ 4-1.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72

liorgolf444 Insiders 4.1.0Rev.23 3.1.5Rev. 14 3.1.5Rev. 72

liorgolf444 Linux 4.1.0Rev.23 3.1.5Rev. 14 3.1.5Rev. 72

Update 0 selected groups to

Windows version 4.0.1 Rev. 153 macOs version  3.1.5Rev. 14 Linux version 3.1.5Rev. 72

Note: Version update involves sending 10Mb of data from the Central Manager to each Collector

[ cancel )
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Users

In Hoster view, this window includes an Organization column.

amn
== Hoster view ~ J DASHBOARD eventviewer @) Forensics v

COMMUNICATION CONTROL Y

SECURITY SETTINGS ¥

nventorry @  apministranion B

Protection W

Barbara v

LICENSING
LOCAL UBERS

ORGANIZATIONS & g -

ORGANIZATION NAME = TITLE
USERS liorgalfas4 aaaa aaaa

test A3BDCCDECFIGEHNIIT2
DISTRIBUTION liorgolf444 Barbara Tech Writer
LISTS

liorgolfaad bbbb bbbb
EXPORT liorgolf4ad Einat Product
SETTINGS

liorgalfas4 Einaty Einaty

When you click the L' addUser putton from this window, the User Details window displays. The User Details window
includes an Organization field that you must specify to add the user.

USER DETAILS

Organization

; 1
User Name | liorgolf444 |
Title | organization10 |
First Name | organization100 |
Last Name | organization11 |
Email Address | organization12 |
Password | |
confirm Password | |
Roles User
Require two factor authentication for this user
7 Y
| Cancel )
A ey
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FIRST NAME

aaaa
asdrg
Barbara
bbbb
Einat

Einaty

LAST NAME
aaaa
asdrg
Sher
bbbb
Yelin

Einaty

EMAIL

aaaa@f.com
asdfg@f.com
barbara@docustar.co.l
bbbb@z com
einat@ensilo.com

Einaty@Einaty

ROLE

Local Admin, User

Local Admin, User
Admin, Local Admin, User
User

Admmin, Local Admin, User

Local Admin, User

B Resetpassnord
B Resetpassword
B reset password
B Resetpassword
B Resetpassnord

B Resetpassnord

& e
&ean
& edic
& e
& e
& e

Showing 1-12/12
=
i Detete
o
i Delete
W Delere
=
i Delete
=
i Delete

=
W Delete
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Dashboard

In Hoster view, some information does not display in the Dashboard. The information that does display is aggregated for
all organizations, such as Collectors, System Components, Repositories and so on, as shown below.

eventvieweR @) Forensicsv COMMUNICATION CONTROL ¥ SECURITY SETTINGS Y inventory @ aoministramion (B @  Protection ¥ Barbara¥

COLLECTORS Running
% Degraded
B Disconnected
Generslivisw T Pending reboot
Disabled
B Unmanaged
169
37
2 3
@, Z L__J
Running  Degraded  Disconnected  Unmanaged
SYSTEM COMPONENTS Running
% Degraded
B Disconnected
1 1 1 1
Cores  Aggregators  Repository £Cs

To view Dashboard information for a specific organization, you must select the organization of interest in the
Organization dropdown list.

Event Viewer

In Hoster view, the Event Viewer displays the events from all organizations. The Organization column indicates the
organization in which the event occurred.

amm
- DASHBOARD eventvie Q) ForeNsics COMMUNICATION CONTROL™ SECURITY SETTINGS ventorr @ AominisTRaTion (BB @  Prowcion v BarbaraV

EVENTS showing 1-17/18 | »||»1| | searcn Event Q CLASSIFICATION DETAILS
3 Export ~ Handle Event Delete Forensics & Exception Manager
<Al D DEVICE PROCESS ORGANIZATION ~ CLASSIFICATION < DESTINATIONS ~ RECEIVED ¥ LAST UPDATED
pandasecurityDx.dll (2 events) liorgolfaa PUP 11-Feb-2020, 21:15:58 History
pandasecurityDx64.dll (1 event) liorgolf44. PUP 11-Feb-2020, 21:14:04
TeamViewer.exe (1 event) liorgolfd44 PUP 10-Feb-2020, 04:47:59
DynamicCodeTests32.exe (1 event) liorgolf444 ¥ Suspicious 06-Feb-2020, 02:39:27
python.exe (1 event) liorgolfd44 ¥ malicious 04-FeD-2020, 07:47:59
SmartConsole.exe (1 event) liorgolf444 4+ Likely Safe 03-Feb-2020, 05:25:12
ensiloCollector (1 event) liorgolfd4d. Inconclusive 03-FeD-2020, 04:00:50
DynamicCode32 exe (1 event) liorgolf444 % Suspicious 02-Feb-2020, 11:18:43
cscript.exe (4 events) liorgolfaaa £ suspicious 02-Feb-2020, 11:16:45
dumb-init (1 event) liorgolf444 Inconclusive 01-Feb-2020, 12:07:10
filebeat.exe (2 events) liorgolfada Inconclusive 01-Feb-2020, 11:51:23
979c6de81cc0f4e0a770f720ab82e8c727a2dd22fe... (2events)  liorgolf4ds ¥ Malicious 30-Jan-2020, 04:12:06
B03276BFBFB5CFDD7CE998004C 1200DA.vir (2 events) liorgolfada % Malicious 30-Jan-2020, 04:18:02
DynamicCodeListenTests exe (1 event) liorgolfd44 $ suspicious 29.Jan-2020, 14:34:48
setup.exe (1 event) organizationio & suspicious 19-Dec-2019, 09:17:28
EvilProcessTests.exe (1 event) organizationto - Likely safe 19-Dec-2019, 09:15:39
UnpackingDetectionTests.exe (1 event) organization10 =V safe 19-Dec-2019,09:15:36

> ADVANCED DATA
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Note — The same event can occur in multiple organizations. In this case, it is displayed in separate rows per organization.

The various options in the toolbar can be applied on multiple organizations simultaneously. For example, you can
archive events from different organizations at once using the Archive button and you can export events from different
organizations using the Export button.

You can also use the Handle Event button to handle events from multiple organizations. In Hoster view, for each event
selected in the Events window, the Event Handling window shows the organization name and events selected for that
organization (when you select events in up to three organizations).

£12 [omm v] s cooes®  oseer o frp— RO J—. .

EVENT HANDLING
iee i 2y |— Liorgolf44 Organization Events

3 T Y= Organization 10 Organization Events

=3

If you select events from more than three organizations, the Event Handling window displays the number of
organizations and events you selected in a summary line at the top of the window.

EVENT HANDLING

935 Events in 4 Organizations where selected
Classification v

Type comments

b Advanced

( Save and Handled ) @ (. cancel )
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In this case, when you hover over the summary line, the details of the selected events display in a gray box. This box
shows the name of the organization and its associated event IDs.

Protection v admin v

amn
== Hoster view v DASHBOARD EVENT VIEWER € FORENSICS ¥ COMMUNI ATION CONTROL ™ SECURITY SETTINGS INVENTORY v () AominisTRATION (@) ]

fesi7: 120385, 1204. 120518, 120203, 120269, 120140, 120336, 120402, 120468, 120534,
120152, 120221, 120287, 120352, 120418, 120485, 120237, 120175, 120302, 120369, 120435,
EVENTS b Ite. s CLASSIFICATION DETAILS
test 1 62659, 62741, 62632, 62621, 50342
test5: 119932, 119919

35 Events in 4 Organizations where selected

v @ Collectors (25 events) test? Classification b4 History
v @ Collector3 (2 events) tests [rype comments
v @ ensilo’s Mac70 (3 events

Collector6 (303 events) Default

collector7 (101 events) Default

PC (2 events;

ubuntu16 (6 events) Default Inconclu

v @ collector7 (2 events) test 1 £ suspicio| Archive When Handled
= ciol D Advanced

C (3 events| tes!

oncid  ( saveand Handled ) e (o)

test1 £ suspiciots UareU-ruzU TSz

& suspicious 30-Jan-2020, 14:49:46

Forensics

You can select events from multiple organizations in the Event Viewer and then click the Forensics button in the Event
Viewer to display these events in the Forensics window. Each event tab in the Forensics window shows the name of the
organization in which the event occurred above the event ID.

eenTvewea (D) FoseNsIcsw COMMUNICATION CONTROL ™ SETTINGS mverntorr~ @) apmmistramion B

organization1

vent 12135 Event 81450
setup.exe
B2 i exception | . —" Raw Data ltems: All ._ Selected | 1/4 @
JEVICE os PROCESS ORGANIZATION CLASSIFICATION DESTINATION RECEWED LAST SEEN
B Collector2 Windows 10 Pro Serup.exe organizaton10 ﬁ Suspicious Flle Write Access 19-Dec-2019, 09:17:29 19-Dec-2019, 09:17:29 @
D 262365282 Type: 64 bit ficate; Signed Process Path: \Device\HarddiskVolume2\Windows\Temp\CR_EO45F. tmplsetup exe User. COLLECTOR2\root

Frusess Frostss Jrusans [ Sp——

Fracass 1
Pelr [y Gesgalipaatu ass o0 e _eunatas satp bua

Communication Control

The Communication Control window is not available in Hoster view.
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Threat Hunting

In Hoster view, this window includes an Organization column. In addition, you can hover over an entry in the Product

column to display version information for the item.

FORENSICS v

dynamiccodetests.exe

OMMUNICA

Last month

2 ORGANIZATIONS 16 pevices 16 paths 255 weeks

ORGANIZATION ~ COLLECTOR NAME HASH PATH FILE NAME

liorgolfadd @ ensw-lap110 A32628A68569DDD53EEBCOC.. diskvolume3\usersilior\desktop dynamiccodetests.exe
liorgolfa44 8 ensw-lap147 A3268A68569DDD53EEBCOC... ..iskvolume2lusers\user\desktop dynamiccodetests.exe
liorgolfddd ® LIOR_QA_WINS_1_64 A3268A68569DDD53EEBCOC.. \simulations\dynamiccodetests dynamiccodetests.exe
liorgolfa44 ® LiorA_QA_81_32 A3262A68569DDD53EEBCOC... ...iskvolumellusersiroot\desktop dynamiccodetests.exe
liorgolf444 @ ensw-lap153 A3268A68569DDD53EEBCOC... ... 3\users\yossim\desktop\test ml dynamiccodetests.exe
organization10 @ Collector2 A3262A68569DDD53EEBCOC... ...iskvolume2\usersiroot\desktop dynamiccodetests.exe
liorgolfa44 @ WINSERVER2008 7DFCA7DBBBF05BD168995... ..e2\users\administratoridesktop dynamiccodetests.exe
liorgolfddd ® Win8x64 AEAC2C2767EDB483C1 65E5... -..iskvolume2\users\root\desktop dynamiccodetests.exe

Security Settings

SECURITY POLICIES Page
In Hoster view, the SECURITY POLICIES page displays all policies from all organizations.

Hoser view

DASHBOARD

evenTviEweR )

FORENSICS v

COMMUNICATION CONTROLV

SECURITY SETTINGS

Last week

CREATED

18-Aug-2019, 11:00
29-Aug-2018, 06:02
28-May-2019, 09:13
25-Mar-2018, 05:07
07-Now-2019, 06:41
10-Dec-2019, 06:22
29Jun-2016, 10:16

08-Sep-2016, 05:59

invenTorvv @

Last day

MODIFIED

29Jan-2018, 01:40
29-Jar-2018, 01:40
29Jan-2018, 01:40
29Jan-2018, 01:40
29-Jar-2018, 01:40
29Jan-2018, 01:40
29-un-2016, 10:16

30-Apr-2015, 05:37

SIZE

132376

547840

549376

aominisrarion (B

Windows 8.

0s

Windows 10 Pro
Windows 7 Professicnal
1 Enterprise

Windows 8.1 Enterprise N

Windows 10 Pro

Windows 10 Pro

Windows Server 2008 R2 S...

Windows 8.1

Protection '

CERTIFICATE

No

No

No

No

Ne

No

No

No

Barbara™

SECURITY POLICIES

FortiEDR'’s multi-organization feature enables you to clone a security policy from one organization to another. To do so,
you must be in Hoster view. When not in Hoster view, you can only clone a policy within the same organization.

ORGANIZATION

liorgolfada L J
liorgolfad4 Ry
liorgolfasa g
liorgolfada &
organization10 L J
organization10 L]
organization10 g
organization10 &
organization100 v
organization100 LY

B4 Exception Manager

POLICY NAME

Execution Prevention

Exfiltration Prevention

Ransomware Prevention  FERTINER
Device Control FEATINET.
Execution Prevention

Exfiltration Prevention

Ransomware Prevention

Device Control FERTINET
Execution Prevention FORTINET.
Exfiltration Prevention FERTINET.

RULE NAME

A RANCHARACICICAD
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AUTOMATED INCIDENT RESPONSE - PLAYBOOKS Page

In Hoster view, you can view all the notifications for the entire organization, based on the actions defined in the Hoster
Notifications Playbook. This Playbook policy is only available in Hoster view.

— COMMUNICATION CONTROLY ep— wrerorr @) aounisrasnon ()

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS
* = ' 3 +
ORGANIZATION NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE IKELY SAFE
o All prganizations Bl Hoster notificatio .. mammner
[ lorgolfaas Bl oefaun playnock  rormner C@
[ lior golfddd Bl Defautt Playbock [ ]
[ organization10 Bl oefaunt Flayoock  Fmrmner CHB
b organization 100 Bl oefautt Playbook  mommner (B
o arganization11 Bl oefaun Flayoock  Foemner (@
o organization 12 Bl oefaun Playbock  memnner CB
] organization13 Bl oefaun Playoock  Formner (@
o arganization 14 Bl oefautt Playbock  mammner C®
[ organization15 Bl oefaurt Playpock  rormner (@
[ organization16 Bl ofout Playbook  mommner C®
3 arganization17 Bl oefauit Playbock  Permner C@
[ organization18 Bl oefaun Playbock  memmner C®
arganization19 Bl oefaun Playbock  rmmmner (8
o organization20 Bl oefaun Playbock  mamnner C
3 organization21 Bl oefauit Playbock  mommner @
> ar, fonzz B oefauit Playoock  Fmrmner C@
2 EX] nafaui Bimnalk ——

> ADVANCED PLAYBOOKS DATA

Exceptions Manager

In Hoster view, the Exceptions Manager window displays all exceptions from all organizations.

When creating an exception in Hoster view, the organization in which the event occurred is also shown in the Exception
Creation window, as well as the event ID.

EVENT EXCEPTIONS

Event ID 41450
from organization organization10 <

Existing exceptions:

Created from event 41450
Last updated at 19-Dec-2019, 09:18 By enSiloCloudServices

Rules Triggered:

File Encryptor

Collector groups: (organizat... ®) Allgroups All organizations

(organization10)

Destinations ®) All destinations

enSiloCloudServices, at 13-Dec-2019, 09:18:35:

b Advanced

Remove Exception

e ™
| Cancel )
N v
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The Exception Manager window also shows the organization to which the exception applies. In addition, the Collector
Groups column indicates the Collector Groups to which the exception applies.

bt ‘

DASHEOARD

evenTviewer )

FORENSICS W

COMMUNICA]

ON CONTROL ™

SECURITY SETTINGS w

1612

in EnToRy~ )

ADM NISTRATION

@  Prowecon v

Barhara™

EXCEPTION MANAGER

[3 expom ~

Advanced

Snowing 17413 | #

EVENT LAST UPD: GCESS PATH PATH RULES ORGANIZATION COULECTOR GROUPS  DESTINATIONS COMMENT:
166577 11-Eeb-2020, 1505 DynamicCode’ Any patn Dynamic Code AllOrganizanons  All Collector Groups 74 235.20 1
by: Barbara dk~3333F003! Unmapped Executable
179887 11-Feb-2020, 12:49  NortonSecurity exe Any patn File Encryptor llorgoifa44 All groups of liorgeif444 Al Desunations L ]
by: FerinerCloudse...
166242 [£5.Feb-2020, 0110  clilmh.exe Any path Executable Format liorgalfddd All groups of liorgolf444  All Destinations e |
by FortinetCloudSe  cltimh.exe Any path Uncanfirmed Executable piipl G
2020, 01:10:4
Tne file dtimn exe
5 Good...
152584 (4-Fep-2020,10:53  SmarConsole exe Any path unconfirmed Executable liorgoifaad All groups of llorgolf444  All Desunations 4
by: lior
s =
163137 04.Feb-2020,08:16  Teamviewer_exe Any path File Encrypror liorgolfadd All groups of liorgolfddd Al Destnations H4 |
by: FortinetClaudSe...

Inventory

COLLECTORS Page

In Hoster view, the COLLECTORS page shows all the Collectors from all organizations.

Hoster view

DASHBOARD eventviewer @) FORENsIcS v COMMUNICATION CONTROL Y SECURITY SETTINGSV nvenoryy @ aoministramion Y

Protection V.

Barbara V¥

COLLECTORS (42/47) Showing 1-15/214 |»|[»1| | search Collectors or Groups ¥ Q,
Al v 8% Create Group  §2 Moveto Group i Delete ¥ (B Enable/Disable ¥ isolaste ¥ [3 Export ¥ X, Uninstall A\ 169 Unmanaged devices were found
ORGANIZATION COLLECTOR GROUP NAME DEVICE NANE LASTLOGGED os 3 MAC ADDRESS VERSION STATE LAST SEEN

3 iorgolfass g3 High security Collector...

FortiEDR Installation and Administration Manual

=" (0/0)
Default Collector Group
b liorgolfaad i
emulation
4 liorgolf444 o
groupl
3 liorgolfaaa o
group2
4 liorgolf444 i
4 liorgolfass Insiders
¢ (22

When in Hoster view, you can move Collectors between organizations using this window.

Note — Only Collectors from V3.0 and above can be in the non-default organization.
All older Collectors can only be installed in the default organization.
Only Collectors from V3.0 and above can be moved between organizations.

To move a Collector between organizations in Hoster view:

1. Check the checkbox of the Collector Group or check the checkbox(ex) of one or more Collectors.

COLLECTORS (108/108) Search Collectors or Groups ¥ Q

Showing 1-10/219 | » || st

8% Ceaegop 83 Movewogoup W Delete v (B Enavledisale v @ ksoiste v (3 Export v X Uninstal

A ORGANIZATION COLLECTOR GROUP NAME COLLECTORNAME ~ | LAST LOGGED os 3 MAC ADDRESS VERSION STATE LAST SEEN
N a0 High Security Collector Group
-
Default Collector Group
9 b v £-40 o)
N Jorterrar wa Hign Security Collector Group
©/0)
N Jorferman oo Default Collector Group
a1
emulation
9 o v liorferrari i
group_to_policy_playbook
> liorferrari oo
> liorferrari ‘['5"/’5‘]
lior10
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Chapter 11 — MULTI-TENANCY (ORGANIZATIONS)
2. Click the @& Movetogroup pytton. The following window displays:

COLLECTOR GROUPS

Moving 2 workstations collectors to:
Organization | liorgolf444 v
liorgolf4a4
COLLECTOR| Organization10
m organization100

Default Colle organization11

emulation organization12
group1 organization13 .
group2 0

( Cancel )

3. Inthe Organization field, select the organization to which to move the Collector(s).

4. Click Move to Group.
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Appendix A — SETTING UP AN EMAIL FEED FOR
OPEN TICKET

The Open Ticket feature enables you to send events to an event-management tool such as Jira or ServiceNow.
In order for the Open Ticket feature to work properly, you must set up a receiving email feed in the event-management
tool to be used. This appendix provides an example that describes how to set up the required email feed in ServiceNow.

To set up an email feed in ServiceNow:

1. Launch ServiceNow.
2. Inthe window that opens, select System Properties = Email Properties. The following window displays:

service Service Management @ sysemadministrator O IR (D) B2
w'? ST M Email Properties E

= * Email accounts can be created or modified in the Email Accounts table.

Email account connection status and diagnostics information can be found on the Email Diagnostics page.

Basic Configuration U116

- Outbound Email Configuration Inbound Email Configuration

My Company

Ul Properties Email sending enabled (2) Email receiving enabled (3)

Mobile Ul Properties @lYes[No @)Ves|No

Tablet Ul Properties Send all email to this test email address (non-production testing) (%) Identify email as a reply by these subject prefixes (%)

2 rez,aw:,r;,Accepted:,Tentative:,Declined:

€ss

System Append timezone to dates and times in sentemail () Identify email as a forward by these subject prefixes (%)
@ Yes |[No fw:, fwd:

Email Properties

T Create visible watermark in sent email. If false, create invisible watermark via hidden div tag. () Discard everything below this text if found in a reply body (comma separated, case sensitive) (3)

w Yes | No
\n\n---—Original Message-—-,\n\n \n\nFrom:

Approval Engines

Resend email if server returns these SMTP error codes ()
Loap Ignore mail with these headers (comma separated namexvalue pairs) ()
421,450,451,452

X-ServiceNow-Spam-Flag:YES X-ServiceNow-Virus:INFECTED Auto-Subm
SLA
Do not resend email if server returns these SMTP error codes  (2)
X i Ignore email when subject starts with text (comma separated, case insensitive) (2)
Oracle DB Options 500,501,502,503,504,550,551,552,553,554

out of office autoreply, undeliverable:, delivery failure:, returned mail:,au

Renlicatinn
@ Resend email when server returns unknown SMTP error codes. ()

i Ignore email from these senders. Use the name before the @ sign. (commarseparated) (2)
@Yes | No

3. Inthe Inbound Email Configuration area, check the Email receiving enabled checkbox.

Inbound Email Configuration

Email receiving enabled (7)
» @ Yes | No

Identify email as a reply by these subject prefixes (3)

re:,aw:,r;,Accepted: Tentative:,Declined:

Identify email as a forward by these subject prefixes (2)

fw:, fwd:

Discard everything below this text if found in a reply body (comma separated, case sensitive) (?)

\n\n-----Original Message-—-,\n\n \n\nFrom:

Ignore mail with these headers (comma separated name:value pairs) (2)

X-ServiceNow-Spam-Flag:YES,X-ServiceNow-Virus:INFECTED,Auto-Subm

Ignore email when subject starts with text (comma separated, case insensitive) (2)

out of office autoreply, undeliverable:, delivery failure:,returned mail:,au

Ignore email from these senders. Use the name before the @ sign. (comma-separated) (3)
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4. |In the left pane, select System Security =& Users and Groups = Users. The following window displays:
SerV|Ce Service Management @ systemAdministrator O, 39 (@) &
= Users m Search | fortext '|:] 44 < 1| t0200f565 B PP

A
= Y Al
2 O =uUserd = Name = Email = Active = Created = Updated
Depaibpet (D lucius.bagnoli Lucius Bagnoli lucius.bagnoli@example.com true 2012-02-17 19:04:49 2012-10-29 09:44:41
Companies
()  jimmiebaminger Jimmie Barninger jimmie.barninger@example.com true 2012-02-17 19:04:49 2012-10-29 09:44:49
Manufacturers
(D  melinda.carleton Melinda Carleton melinda.carleton@example.com true 2012:02-17 19:04:49 2012-10-29 09:44:58
Vendors
(@  jewelagresta Jewel Agresta jewel.agresta@example.com true 2012-02-17 19:04:49 2012-10-29 09:45:07
Locations
() sean.bonnet Sean Bonnet sean.bonnet@example.com true 2012-02-17 19:04:50 2012-10-29 09:45:15
Location Map
() jacintogawron Jacint jacinto.g; nple.com true 2012-02-17 19:04:50 2012-10-29 09:45:22
(@) lkaystlestika Krystle Stika krystle.stika@example.com true 2012-02-17 19:04:50 2012-10-29 09:45:37
se Strategy
) (@  billiecowley Billie Cowley billie.cowley@example.com true 2012-02-17 19:04:50 2012-10-29 09:45:46
System Security
W Users and Groups (@  christianmamell Christian Marnell christian.mamell@example.com true 2012-02-17 19:04:50 2012-10-29 09:46:24
(@  naomigreenly Naomi Greenly naomi.greenly@example.com true 2012-02-17 19:04:53 2012-10-29 09:46:37
@  jessassad Jess Assad jess.assad@example.com true 2012:02-17 19:04:49 2012-10-29 09:46:47
@  cheriefuri Cherie Fuhri cherie.fuhri@example.com true 2012-02-17 19:04:49 2012-10-29 09:47:04
(®  gerifomess Geri Forness geri forness@example.com true 2012-02-17 19:04:50 2012-02:25 13:17:18

5. Click the m button to create a new user. The following window displays:

- User -— A
< | = Newrecord é — ©co Submit

User ID Email support@ensilo.com =
First name Language --None - v
Last name Calendar integration Outlook v
Title Q Time zone System (US/Pacific-New) v
Department Q, Date format System (yyyy-MM-dd) v
Password Business phone
Password needs reset Mobile phone
Locked out Photo Clicktoadd...
Active N

Web service access only
Internal Integration User

Submit

Related Links

View Subscriptions
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6.

Favorites

System Policy

¥ Email

¥ Rules

LICENSING
SMTP
ORGANIZATIONS Server Name
USERS o
Encryption type
DISTRIBUTION
LISTS
Sender Name
EXPORT
SETTINGS
TOOLS
OPEN TICKET
SYSTEM System name
EVENTS
P SETS

SYSLOG

(WfDefine New systog

System Policy - Inbound Actions.

Templates

Client Templates

Quick

Inbound

Data Lookup Definitions

nment Lookup R

& «q

smtp.sendgrid.net

2525

LS

* Used for receiving tickets from all organizations

Service Management

|nboundr.mailmionsm Goto Updated v

A

jel

= Name

Create Ensilo incident

Create Incident

Update Incident (BP)

Create Live Feed Reply

Create Live Feed Like Reply

Reopen Incident

Create Incident (Forwarded)

Undate Service Category Request

© |®© e 0| 0 © o

Update Change

= Active

true

true

true

true

true

true

true

true

true

true

true
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COMMUNICATION CONTROL™

Email address

User name

Password

Email address

= Eventname

email.read

email.read

email.read

email.read

email.read

email.read

email.read

email.read

email.read

email.read

email.read

support@ensilo com

¥ Use SMTP authentication

ensilo-events

In the left pane, select System Policy & Email & Inbound Actions
service

(Y systemPo

= script

J/ Note: current.opened_by s already se...

J/Note: current.opened_by s already se...

(function runAction(/* GlideRecord"/ curr...

gs.include(validators);

if (current.g...

/*global current, email, gs, GlideContro...

var lfUtil = new LiveFeedUtil();
varrep...

var futil = new LiveFeedUtil();

varre...

J/ Note: current.opened_by s already se...

if (current getTableName() == "catalog c...

gs.include(validators';

In the Email field, enter the email address of the FortiEDR messaging system. This email address is specified in
the Email Address field of the FortiEDR Open Ticket settings, which can be accessed by selecting Administration
= Export Settings in the FortiEDR user interface, as shown below:

Barbara™

B Clear

. The following window displays:
@ System Administrator ~

<4< <

= Targettable

Incident [incident]

Incident [incident]

Notification Messages [cmn_notif_message]

Incident [incident]

Approval [sysapproval_approver]

Live Feed Message [live_message]

Message Liked by [live_message._like]

Incident [incident]

Incident [incident]

Service Category [catalog_category_request]

Change Request [change_request]

NOTIFICATIONS

1 tol50f15

= Updated ¥

2018-09-05 06:58:50

2018-05-28 03:49:28

2016-06-29 09:58:15

2015-10-27 10:02:55

2015-04-28 12:58:40

2014-11-21 00:38:59

2014-11-2100:36:00

2014-10-1513:37:20

2014-01-17 14:07:38

2013-12-13 08:48:29

2013-09-10 09:48:39

Qg

> >

= Order

100

100

100

100

100

50

100

100

100

209



Appendix A — SETTING UP AN EMAIL FEED FOR OPEN TICKET

8. Click the m blue button to create new inbound email actions. The following window displays:
— Inbound Email Actions y 5 oo

< = Newrecord

email action looks for a watermark in the email to associate it with a specific task. If the conditions specified in the inbound action are met, the scriptis

Inbound email actions specify how ServiceNow creates or updates task records in a table when the i an email.
run. More Info
Name Fortinet inbound email Application Global @
Target table Incident [incident] v Active v
Actiontype Record Action M Stop processing |+

Whentorun  Actions  Description

Only emails of the selected Type will trigger this inbound action. ‘| Only email senders with roles will trigger thi action.
Type New v Required roles 7/
‘ Order when to run rel inbound actions. The inbound action with the lowest order runs first. Only emails from this sender will trigger this inbound action.
Order 100 From Fortinet Fortinet Qe

‘ Allof the following conditions must be true, to trigger this inbound action.

Conditions Add Filter Condition | Add "OR" Clause

— choose field - v | —oper— ~value—

Condition

9. Fill in the following fields in this window:
e Name: Enter a free-text name for the inbound email feed. For example, Fortinet inbound email.
e Target table: Select Incident [incident] in the dropdown list.
e Action type: Select Record Action in the dropdown list.
e Active: Check this checkbox to select it.
e Stop processing: Check this checkbox to select it.
10. In this window, select the When to run tab and then in the From field, select the FortiEDR user created in step 6.

Whentorun | Actions  Description

Only emails from senders with the Required roles will trigger tlis inbound action. ‘

‘Only emails of the selected Type will trigger this inbound action.

Type New v Required roles Vg
Order when to run rel inbound actions. The inbound action with the lowest order runs first. Only emails from this sender will trigger this inbound actien.
Order 100 From Fortinet Fortinet o @

‘ Allof the following conditions must be true, to trigger this inbound action.

Conditions Add Filter Condition | Add "OR" Clause

— choose field v | —oper— ~value~

Condition
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11. Select the Actions tab and then paste the provided JavaScript (see below) into the email body. You can modify this

script, as needed.

When to run Aclkns Description

Field actions

--choose field - v To --value --
: ~ = [ 2. [ 2= 3 3
Script ¢ [P E 888 Q v |a||F @ H % W
1 // MNote: current.opened_by is already set to the first UserID that matches the From: email address

current.caller_id = gs.getUserID();

4
5 current.comments = "received from: " + email.origemail + "\n\n" + email.body_text;
5 current.short_description = email.subject;

7

3 current.category = "request”;

9 current.incident_state = 1;

10 current.notify = 2;

11 current.contact_type = “email”;

12

13 | //set highest priority for emails from ensilo

14+ if (email.origemail == “ensilo@ensilo.com") {

15 current.impact=1;

16 current.urgency=1;

17 | 1

The JavaScript includes the following code:

// Note: current.opened by is already set to the first UserID that matches the

From: email address

current.caller id = gs.getUserID();

current.comments = "received from: " + email.origemail + "\n\n" +

email.body text;

current.short description = email.subject;

current.category = "request";
current.incident state = 1;
current.notify = 2;

current.contact type = "email";

//set highest priority for emails from ensilo

if (email.origemail == "ensilo@ensilo.com") {

current.impact=1;

current.urgency=1;

if (email.body.assign != undefined)

current.assigned to = email.body.assign;

if (email.importance != undefined) {

if (email.importance.toLowerCase () == "high")
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12

current.priority = 1;

if (email.body.priority != undefined)
current.priority = email.body.priority;

//parsing fields from message body example

var severityStart = email.body text.indexOf ('Severity:') + 9;

var classificationStart = email.body text.indexOf('Classification:') + 15;

var destinitionStart = email.body text.indexOf ('Destinations:');

var severity = email.body text.slice(severityStart, classificationStart -15 );

current.insert () ;

When pasting in the JavaScript, make sure that:

e The emails address highlighted in yellow (see above) is the same as that specified in Email Address field of
the FortiEDR Open Ticket settings (see step 6).

e You set the current.impact and current.urgency fields highlighted in light blue to specify the impact and
urgency values for ServiceNow.

Various types of information can be extracted from the email sent by FortiEDR. For example, the text highlighted in

pink in the JavaScript (see above) is an example of how to extract the classification value of this event from the

email.
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13. Click the Submit button in the ServiceNow window. This completes the email feed setup.

When FortiEDR sends an email to ServiceNow, a JSON file is attached to it. This JSON file contains the raw data
for the event. Once received, you should save this raw data to the ticket.

The following shows a sample JSON file:
//parsing fields from attachment example
if (sys_email.hasAttachments()) {
var att = new GlideRecord("sys attachment");

att.addEncodedQuery ("table name=sys email”table sys id=" +
sys _email.getValue ("sys id"));

att.query () ;
while (att.next()) {
if (att.file name == "event.json" ) {

var sa = new GlideSysAttachment () ;

var binData = sa.getBytes(att);

var strData Packages.java.lang.String(binData) ;

var parser = new JSONParser();

var parsed = parser.parse (strData);
current.comments =("EventId from JSON: " + parsed.EventId);

}
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The following shows how an event appears when received in ServiceNow, after being sent from FortiEDR:

SErViCeNOW senice Management

Inddent
= oo

Manage htochments . @ renamel iew] @ (renamellview] @) (renameview]  E)

— [
Caller Fortinet Fortinet Q o]
Sytem Mboses-Recived Cotogory | et "
st Policy-Inbound Acions [, .
e ey pre—e b

Worknotes || Worknotes

Acviis:T
rcetvdrom: supprtensio com

Calleciors

Collactorgrop- Dot ollctr roup)
PRoCE, Dy oSBTt e
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