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Change Log

Date Change Description

2021-12-15 Initial release.
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FortiAnalyzer-BigData version 7.0.2

This document provides information about FortiAnalyzer-BigData version 7.0.2 build 0020.

\‘é', The recommended minimum screen resolution for the FortiAnalyzer-BigData GUI is 1920 x

1080. Please adjust the screen resolution accordingly. Otherwise, the GUI may not display
properly.

Supported models

FortiAnalyzer-BigData version 7.0.2 supports the following models:

FortiAnalyzer-BigData FAZBD-4500F
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Special Notices

This section highlights some of the operational changes that administrators should be aware of in FortiAnalyzer-BigData
version 7.0.2.

There are currently no special notices included for FortiAnalyzer-BigData 7.0.2.

Ports

Please be aware of the limitations for the following ports:

» Port 2055 reserved.
» Default Admin https port 443 cannot be customized.

Log Files

The log file rolling size setting should be smaller than the minimum ADOM cache allocation size of blade1.
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Product Integration and Support

FortiAnalyzer-BigData 7.0.2 support of other Fortinet products is the same as FortiAnalyzer 7.0.2. For details, see the
FortiAnalyzer 7.0.2 Release Notes in the Document Library.

Upgrade bootloader

If you are currently using FortiAnalyzer-BigData, we recommend upgrading bootloader.

To upgrade bootloader, connect to the Security Event Manager Controller and run the following command:

fazbdctl upgrade bootloader
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Firmware Upgrade Paths

Firmware Upgrade Paths

You can upgrade FortiAnalyzer-BigData 6.4.0 or later to FortiAnalyzer 7.0.2.

The following table identifies the supported FortiAnalyzer-BigData upgrade paths and whether the upgrade requires a

rebuild of the log database. If you need information about upgrading to FortiAnalyzer 6.2 or 6.4, see the corresponding
FortiAnalyzer Upgrade Guide.

Initial Version Upgrade to Log Database Rebuild
6.4.5 or later Latest 6.4 version, then to latest 7.0 version No
6.2.1 or later Latest 6.2 version, then to latest 6.4 version No

cases, the buffer is enough to cover the time needed for FortiAnalyzer to reboot. However,
Fortinet still recommends configuring multiple log destinations to ensure no logs are lost.

\ﬂ FortiGate units with logdisk buffer log data while FortiAnalyzer units are rebooting. In most

Fortinet Security Fabric

If you are upgrading the firmware for a FortiAnalyzer-BigData unit that is part of a FortiOS Security Fabric, be aware of
how the FortiOS Security Fabric upgrade affects the FortiAnalyzer-BigDataupgrade. You must upgrade the products in

the Security Fabric in a specific order. For example, you must upgrade FortiAnalyzer-BigData to 7.0.0 or later before you
upgrade FortiOS to 7.0.0 or later.
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Resolved Issues

The following issues have been fixed in FortiAnalyzer-BigData version 7.0.2. For inquires about a particular bug, please
contact Customer Service & Support.

Common Vulnerabilities and Exposures

Visit https://fortiguard.com/psirt for more information.

Bug ID CVE references

767841 FortiAnalyzer-BigData 7.0.2 is no longer vulnerable to the following CVE-Reference:
e CVE-2021-44228
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