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Introduction  

This document outlines the basic configuration steps required to integrate FortiMail Cloud with 
Microsoft Entra (Microsoft 365) so that users can log in to FortiMail webmail with MS365 SSO. 

Note: SSO on FortiMail Cloud can only work with webmail login at the moment and does not 
support cloud admin login.  

Creating SSO application in Microsoft Entra admin center 

You must create a Docusign application on Microsoft Entra to allow the SMAL service.  

1. Log in to your FortiMail Cloud Instance at FortiMail Cloud user portal: 
www.fortimailcloud.com 

2. Go to System > Single Sign On > Setting. 
3. Enable SMAL service and download the matadata. 

 
  

http://www.fortimailcloud.com/
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4. Go to Microsoft Entra admin center portal: https://entra.microsoft.com/#home 
5. Go to Identity > Applications > Enterprise applications. 
6. Click New application, and search for “Docusign”.  

 
  

https://entra.microsoft.com/#home
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7. Enter the application name (for example, “Docusign – FML Cloud”). 
8. Click Create 
9. Select Overview > Assign users and groups, then click Add user/group and add all users 

that you want grant SSO webmail access. 
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10. Select Overview > Set up single sign on.  
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11. Select SAML.  

 
 

12. Click “Upload metadata file” then select the metadata file downloaded in step 3.  
13. After you have uploaded the metadata, you will be prompted to Basic SAML Configuration 

automatically. 
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14. Click “Add identifier” and add a second entity ID by replacing -1 to -2 of your default entity 
ID. 
For example, if you default ID is: 
https://example-com-1.fortimailcloud.com/sp 
Then add the second identifier ID as: 
https://example-com-2.fortimailcloud.com/sp 
Then setup Sign on URL as your instance hostname, example: 
https://example-com.fortimailcloud.com 

 

https://example-com-1.fortimailcloud.com/sp
https://example-com-2.fortimailcloud.com/sp
https://example-com.fortimailcloud.com/
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15. After saving the Basic SAML Configuration, copy “App Federation Metadata URL” from 
SAML Certificates. 
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16. Log in to your FortiMail Cloud Instance at the FortiMail Cloud user portal: 
www.fortimailcloud.com 

17. Go to System > Single Sign On > Profile. 
18. Click New > Retrieve from URL 
19. Paste the URL copies in step 15, then click Retrieve. 

 
20. Then click Create to save the configuration. 

  

http://www.fortimailcloud.com/
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Applying and testing SSO in FortiMail Cloud 
 

1. Log in to your FortiMail Cloud Instance at FortiMail Cloud user portal: 
www.fortimailcloud.com 

2. Select Domain > select protect domain (example.com) > Advanced Setting. 
3. Click Other and enable Webmail single sign on.  
4. Select the SSO profile created in the previous steps.  

 
5. Click OK. 
6. Test SSO at entra.microsoft.com 

http://www.fortimailcloud.com/
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