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Change Log

Date Change Description

2025-10-23 Initial release.

2025-11-04 Added Windows agent system requirements on page 15 and Linux agent 7.09 and earlier
system requirements on page 12.

2025-11-07 Updated Windows agent versions on page 19.

2025-11-17 Added Feature support for agent version 7.11 on page 9.
Updated Linux agent versions on page 18.

2025-12-17 Added Feature support for agent version 7.12 on page 10.
Updated Linux agent versions on page 18.

2025-12-22 Updated Linux agent versions on page 18.

2026-02-12 Re-organized content.
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Agent support 2026-02-12

Agent support (2026-02-12)

This document provides details about agent support and supported agent features based on agent version and host
platform. You can use the information in this document to determine which features are supported for your specific agent
and platform combinations.

When you contact support, support is available if:

» The agent status is not end of support (EOS).
« The agent host platform (distribution version and kernel version) are listed in the support definition for the agent
version.

Agent and platform combinations that fall outside of the specified support definitions may work but are not eligible for
technical support .

These feature support definitions do not apply to agents versions prior to 7.10.
The previous support matrix is still in use for those versions, until the agent is EOS.
Ay
‘?' Agent feature support definitions only apply to Linux agents.
- For information about the Windows agent, see Windows agent versions on page 19.
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Feature details

Feature details

The following table shows the available agent features.

To determine which features are supported for your platform and agent version, see Agent support matrix for version
7.10 and later on page 7.

Feature Description

RiskWatch Detects vulnerabilities in active packages that have been exploited on the
machine.

Connection telemetry Tracks inbound and outbound TCP and UDP connections.

Process telemetry Scans running process to detect potential vulnerabilities.

Package telemetry Detects vulnerabilities in installed packages. This feature includes active

package detection.

DNS telemetry Monitors DNS traffic for malicious behavior.
Resource limits Limits agent CPU and memory usage by setting resource limits.
File integrity monitoring Monitors files and directories for changes, allowing users to detect

unauthorized modifications, tampering, and potential security breaches

UserLookup Identifies suspicious logins where a succesfull SSH or RDP login follows one
or more failed attempts from the same IP address.

For more information about these features, see the Agent-based workload security in the Lacework FortiCNAPP
Administration Guide.
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Agent support matrix for version 7.10 and later

Agent support matrix for version 7.10 and
later

» Feature support for agent version 7.10
» Feature support for agent version 7.11
» Feature support for agent version 7.12

iy
‘9' These feature support definitions do not apply to agents versions prior to 7.10.

The previous support matrix is still in use for those versions, until the agent is EOS.
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Agent support matrix for version 7.10 and later

Feature support for agent version 7.10

Platform Feature

RiskWatch Connection Process Package DNS Resource File integrity  UserLookup
telemetry telemetry telemetry telemetry limits monitoring
Wi kermel 4,34 orter s d s s /
vAv:?:iZ:nlt_eiln:.);j—S.OQ v v v v v
a:l:izrnléiln;);g or later v v v v v v v
vAvm?iZ:n:In;);(? ?)f?ater v v v v v v v v
\?vg:t;cr)s:la:l. 14 or later v v v v v
it kel .14 or et g s 4 I s
vl:\)lﬁl?isgrlil 5.10 or later v v v v v v v v
\I/?vict)ﬁkkyelr_ri\r;llj);. 14 or later v v v v v
Ubuntu 22.04 Y Y v Y Y

with kernel 4.14-5.09
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Agent support matrix for version 7.10 and later

Platform Feature

RiskWatch Connection Process Package DNS Resource File integrity  UserLookup
telemetry telemetry telemetry telemetry limits monitoring
Ubuntu 22.04
with kernel 5.10 or later v v v v v v v
Ubuntu 24.04 v Y Y Y v Y Y v

with kernel 5.10 or later

Feature support for agent version 7.11

Platform Feature

RiskWatch Connection Process Package DNS Resource File integrity = UserLookup
telemetry telemetry telemetry telemetry limits monitoring

Alpine Linux 3.19 or later
with kernel 4.14 or later v v v v v
Amazon Linux 2
with kernel 4.14-5.09 v v v v v
Amazon Linux 2
with kernel 5.10 or later v v v v v v v
Amazon Linux 2023
with kernel 5.10 or later v v v v v v v v
Bottlerocket
with kernel 4.14 or later v v v v v
Container-Optimized OS v v v v v

with kernel 4.14 or later
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Agent support matrix for version 7.10 and later

Platform Feature

RiskWatch Connection Process Package DNS Resource File integrity  UserLookup
telemetry telemetry telemetry telemetry limits monitoring

Debian 12
with kernel 5.10 or later v v v 4 v v v v
Rocky Linux
with kernel 4.14 or later 4 v v v v
Ubuntu 22.04
with kernel 4.14-5.09 v v v v v
Ubuntu 22.04
with kernel 5.10 or later v v 4 v v v v
Ubuntu 24.04 y Y ¥ y y y y ,

with kernel 5.10 or later

Feature support for agent version 7.12

Platform Feature

RiskWatch Connection Process Package DNS Resource File integrity  UserLookup
telemetry telemetry telemetry telemetry limits monitoring
Alpine Linux 3.19 or later
with kernel 4.14 or later v v v v v
Amazon Linux 2
with kernel 4.14-5.09 v v v v v
Amazon Linux 2 Y v Y v Y v v

with kernel 5.10 or later
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Agent support matrix for version 7.10 and later

Platform Feature

RiskWatch Connection Process Package DNS Resource File integrity  UserLookup
telemetry telemetry telemetry telemetry limits monitoring
it kel 510 ot ater / / / v v / v ¥
\?vgt:izﬁge;. 14 or later v 4 v v v
withkernel 4,14 orater v v ¥ Y y
\?V;Ei:;]r:mil 5.10 or later v 4 v v v 4 v v
Siczﬁklgelr_riwr;lljz.m or later v 4 v v -/
\L/Jwt:ﬁ T(t:rﬁzl (4)11.11 4-5.09 v v v v v
tjvltt): rllteuriil-%‘.l1 0 or later v v v 4 v v v
Ubuntu 24.04 v v y Y ¥ ¥ y y

with kernel 5.10 or later

Lacework FortiCNAPP 2026-02-12 Agent support
Fortinet Inc.



Linux agent 7.09 and earlier system requirements

Linux agent 7.09 and earlier system requirements

The following describes Linux agent system requirements for agent versions 7.09 and earlier.

Supported operating systems

You can install the agent on the following operating systems.

¢ Host OS and language library support for vulnerability assessment

“é" For information on the operating systems on which the agent supports vulnerability assessment, see:
- ¢ Container image support

x86 architecture

oS Versions
AlmaLinux 8.7,8.8,9.0,9.1,9.2
AlmaLinux OS does not support package vulnerability scanning.
Alpine Linux (general beta support) 3.10,3.11,3.12, 3.13, 3.14, 3.15, 3.16.2
Amazon Linux 2,2022,2023
Amazon Linux AMI 2016.03, 2016.09, 2017.03, 2017.09, 2018.03
Bottlerocket OS 1.14.2 and later
CBL-Mariner 2.0
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Linux agent 7.09 and earlier system requirements

(015 Versions
CentOS 6.x, 7.X, 8.X, 9.x

Container-Optimized OS from Google 81, 85, 89, 90, 93, 97, 101
Container-Optimized OS does not support package vulnerability scanning.

Debian 9,10, 11,12

Fedora 30, 31, 32, 33, 34, 35, 36, 37, 38

Flatcar 2605.x (amd64 only)

Kali GNU/Linux Rolling Rolling distribution (up to Kali 2022.3)

Oracle Linux 8.3,8.4,85,86,8.7,8.8.89

Red Hat Enterprise Linux 7.9,8.0,8.1.0,8.2,8.3,84,8.5,8.6,8.7,8.8,9,9.3

Red Hat OpenShift 4.9

Red Hat OpenShift Service on AWS 4.9,4.10,4.11,4.12

Rocky Linux 8.4,85,8.6,8.7,9.0,9.1,9.2

SUSE 11.4.20, 12 SP1, 12 SP5, 15, 15 SP1, 15 SP2, 15 SP3, 15 SP4
Ubuntu 14.04, 16.04, 16.10, 17.04, 17.10, 18.04, 18.10, 19.04, 19.10, 20.04, 21.04, 21.10, 22.04 LTS, 22.1, 23, 24

When configured to run as a container, the agent runs as a privileged Docker container.

ARM64 architecture
Lacework FortiCNAPP supports the following ARM-based operating systems, including AWS Graviton and Graviton2 ARM-based instances.
oS Versions
AlmaLinux 8.7,8.8,9.0,9.1,9.2

AlmaLinux OS does not support package vulnerability scanning.
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Linux agent 7.09 and earlier system requirements

(015]

Amazon Linux
CBL-Mariner

CentOS

Debian

Fedora

Red Hat Enterprise Linux
Red Hat OpenShift

Red Hat OpenShift Service on AWS
Rocky Linux

SUSE

Ubuntu
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Versions

2,2022,2023

2.0

6.10,8.2,9

9,10, 11,12

30, 31, 32, 33, 34, 35, 36, 37, 38
7.9,8.0,8.1,8.2,8.3,84,85,8.6,8.7,88,9,9.3
4.9

4.9,4.10,4.11,4.12
8.4,85,8.6,8.7,9.0,9.1,9.2

12 SP5, 15 SP2, 15 SP3, 15 SP4

16.04, 17.04, 18.04, 19.04, 20.04, 21.04, 21.10, 22.04 LTS, 22.1, 23, 24
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Windows agent system requirements

Windows agent system requirements

The following describes system requirements for the Windows agent.

Supported operating systems

The Windows agent supports the following 64-bit Windows Server operating systems:
« Windows Server 2022

e Windows Server 2019
« Windows Server 2016

¢ Do notinstall the Windows agent on personal computer versions of Windows operating systems installed on desktop

\‘é’, ¢ The operating system must support Transport Layer Security (TLS) 1.2.
- computers, laptops, and workstations.

Supported PowerShell versions

« PowerShell 5.0 or later

Ay
‘Q' We recommend upgrading to a supported PowerShell version because the agent does not support monitoring suspicious
- PowerShell script executions in PowerShell versions older than version 5.0.
Lacework FortiCNAPP 2026-02-12 Agent support 15
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Windows agent system requirements

Supported deployments

The Windows agent supports the following deployment models:

Deployment Model

Active Directory

Standalone deployments

Cloud-based host machine recommendations

The following are the minimum hardware requirements for installing the Windows agent on cloud-based host machines:

Cloud Service Instance Type Recommendation
AWS General Purpose (2 & t3 types) Minimum 4vCPU machine
Compute Optimized (c4 & cb)
Azure General Purpose (D2s & D4s types) Minimum 4vCPU machine
Google Cloud e2-standard-4 Minimum 4vCPU machine
\‘ ! 'l
9 Other instances that meet the minimum requirements are also supported. Using a machine that does not meet the
- recommendations described above could result in higher CPU utilization by the agent.

Lacework FortiCNAPP 2026-02-12 Agent support
Fortinet Inc.



Windows agent system requirements

On-premises host machine recommendations

The following are the minimum hardware requirements for installing the Windows agent on on-premises host machines:

e 2core CPU
« 4 GBRAM

Lacework FortiCNAPP 2026-02-12 Agent support
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Agent versions

Agent versions

Fortinet has established an end of support (EOS) policy that describes the support available at different milestones in
the agent lifecycle. This helps you decide when to upgrade the Lacework FortiCNAPP agent if you have disabled the
agent automatic upgrade feature.

For improved security and to benefit from new and improved features, we recommend that you install the latest agent
version.

» Linux agent versions on page 18
« Windows agent versions on page 19

Linux agent versions

The following table provides information about the EOS dates and milestones for Linux agent releases. Click a version
to view the release notes.

M, « Dates are in YYYY-MM-DD format.
? ¢ You can download Linux agent from:
- https://github.com/lacework/lacework-agent-releases
Agent version Version type Generally available End of engineering End of support
7.12 Latest 2025-12-12 2026-03-12 2026-12-12
7.11 2025-11-11 2026-02-11 2026-11-11
7.10 2025-10-13 2026-01-13 2026-10-13
7.9 2025-08-12 2025-11-12 2026-08-12
7.8 2025-07-14 2025-10-14 2026-07-14
7.7 2025-05-29 2025-08-29 2026-05-29
7.6 2025-04-14 2025-07-04 2026-04-14
7.5 Fleet upgrade 2025-03-10 2025-06-10 2026-03-10
7.4 2025-02-04 2025-05-04 2026-02-04
7.3 2024-12-18 2025-03-18 2025-12-18
7.2 2024-10-23 2025-01-23 2025-10-23
7.1 2024-08-27 2024-11-27 2025-11-17

Versions not listed in this table are not supported.

Lacework FortiCNAPP 2026-02-12 Agent support

Fortinet Inc.

18
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Agent versions

Milestones in the agent lifecycle

The following table describes the milestones in the agent lifecycle.

Milestone Description

Generally In this stage, the agent version is in active development and updates are provided to address
Available (GA) customer issues and security vulnerabilities. You may be encouraged to upgrade to the latest GA
version to address issues.

End of In this stage, the agent version will receive updates to address security vulnerabilities, but will not
Engineering receive new feature updates or fixes for customer issues. You are encouraged to upgrade to the
(EOE) latest GA version to address issues.

End of In this stage, the agent version is longer be supported, no longer receives security updates, and is
Support not recommended for use by customers. You must upgrade to an agent version that is in the GA
(EOS) stage.

Types of agent versions

The types of agent versions are described below:

Version Description

Type

Latest The latest version of the agent.

Fleet A Linux agent version in the Generally Available stage that is tagged for automatic upgrades The Linux

upgrade agent is automatically upgraded to this version if you have enabled automatic upgrade (default). For
more information, see Linux agent automatic upgrade in the Lacework FortiCNAPP Administration
Guide.

Windows agent versions

The following table provides information about the EOS dates and milestones for Windows agent releases. Click a
version number to view the release notes for that version.

* Windows agent versions can be downloaded from https://github.com/lacework/lacework-

s‘é’; e Dates are in YYYY-MM-DD format.
= windows-agent-releases.

Agent Version Latest Version Generally Available End of Engineering End of Support
1.8 Latest 2025-03-07 Not Announced Not Announced
1.7.2 Fleet upgrade 2023-11-14 2025-11-07 2026-11-07

Lacework FortiCNAPP 2026-02-12 Agent support
Fortinet Inc.
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Agent versions

For more information about agent version types, see Types of agent versions on page 20.

For more information about lifecycle milestones, see Milestones in the agent lifecycle on page 20.

Milestones in the agent lifecycle

The following table describes the milestones in the agent lifecycle.

Milestone Description

Generally In this stage, the agent version is in active development and updates are provided to address
Available (GA) customer issues and security vulnerabilities. You may still be encouraged to upgrade to the latest
GA version to address issues.

End of In this stage, the agent version will receive updates to address security vulnerabilities, but will not
Engineering receive new feature updates or fixes for customer issues. You will be encouraged to upgrade to the
(EOE) latest GA version to address issues.

End of In this stage, the agent version will no longer be supported, receive security updates, or be

Support recommended for use by customers. You must upgrade to an agent version that is in the GA stage.
(EOS) When a supported operating system (OS) version becomes EOS, that OS version will be supported

only on the existing agent versions that currently support it. No new agent versions will be certified
for that OS version.

Types of agent versions

The types of agent versions are described below:

Version Type Description

Latest Version The latest version of an agent that is in the Generally Available stage.

Fleet upgrade An agent version in the Generally Available stage that is tagged for automatic upgrades.
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Supported Kubernetes environments

Supported Kubernetes environments

The Lacework FortiCNAPP Linux agent supports the following Kubernetes (K8s) versions, managed K8s services,
container network interfaces (CNI), service meshes, and container runtime engines:

K8s environment Environment name

K8s versions 1.9.xto 1.32

K8s orchestrators * AKS
 EKS
e GKE
¢ Fargate for EKS
¢ MicroK8s
¢ Openshift
¢ Rancher
« ROSA

CNI e Weavenet

e Calico

¢ Flannel

e Cilium

e kubenet
Service mesh Linkerd 2.11,2.12

Container runtime engine e Docker
e Containerd
e CRI-O

For information about installing the Linux agent on K8s environments, see Installing Linux Agent on Kubernetes.

Lacework FortiCNAPP 2026-02-12 Agent support
Fortinet Inc.
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Supported container runtimes

* Docker
o Containerd

 CRI-O
Only install the agent on the host on which containers are provisioned.
A Installing the agent on a host and any containers running on the same host increases memory
and CPU usage proportional to the number of agents installed. This may cause significant
resource usage on the host and degrade general system performance.
Lacework FortiCNAPP 2026-02-12 Agent support 22
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