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Change Log

Date Change Description

2024-11-05 Initial release.

2024-11-13 Updated Upgrade Information on page 9.

2024-11-14 Updated New features and enhancements on page 6.

2024-11-22 Updated New features and enhancements on page 6 and Known Issues on page 20

2024-12-05 Updated New features and enhancements on page 6.

2025-02-24 Updated Upgrade Information on page 9.

2025-03-11 Updated Resolved Issues on page 17.

2025-07-29 Updated Supported models on page 12.

2025-09-29 Updated Resolved Issues on page 17.
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Introduction

This document provides the following information for FortiSandbox version 5.0.0 build 0073.

l New features and enhancements
l Upgrade Information
l Product Integration and Support
l Resolved Issues

For more information on upgrading your FortiSandbox device, see the FortiSandbox 5.0.0 Administration Guide and
FortiSandbox 5.0.0 VM Install Guide.
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New features and enhancements

The following is summary of new features and enhancements in version 5.0.0. For details, see the FortiSandbox5.0.0
Administration Guide in the Fortinet Document Library.

GUI

l Introduced a simplified and redesigned VM Settings page to support the Universal VM.
l Introduced Incident Assist page for SOCmonitoring and investigation.
l Introduced a redesigned Job Detail page to serve as a virtual security analyst.
l Introduced threat intelligence enrichment via the FortiGuard IOC service.
l Introduced an Email Management page for undelivered emails via MTA.
l Introduced VM Interaction on Linux VMs.
l Introduced a toggle option to hide clean and debug tracer logs on the Job Detail page to focus on suspicious
indicators and reduce the unnecessary content.

l Introduced GUI theme support (e.g. Neutrino and Dark).
l Enhanced the GUI pages to use the latest web application framework for design standardization and system
stability.

l Enhanced the System Dashboard page to improve content and layout of the services.
l Enhanced the On Demand File and URL submission page to simplify look and feel which includes several advanced
options to control scan flow.

l Enhanced the VM Association page under Scan Profile to view content of the VM association and easily assign file
extensions

l Enhanced System Settings page improving the Alert Notification and VM External Network Access sections.
l Enhanced FortiGuard page with proper update status when successful, in-progress or failure.
l Enhanced design and icons of the tree view for improved visibility and analysis.
l AddedWindows 11 as an option when uploading a Custom VM.
l Added storage type support of Premium SSD on Custom VM for Azure Cloud.
l Added an option to mark a job as false-positive or false-negative when submitting to FortiGuard for analysis.
l Added a compress icon on the search page of jobs extracted from a compress file.
l Added a download option for Tracer Log on the job detail page for Linux file submissions.

Security Fabric and Deployment

l Introduced NetShare Scan on Google Cloud Storage.
l Introduced NetShare Scan on Microsoft OneDrive and SharePoint.
l Introduced NetShare scan on Secured FTP (SFTP) site.
l Introduced nested mode VM deployment on public cloud (AWS/Azure/GCP/OCI).
l Enhanced sniffer to support Q-in-Q traffic.
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New features and enhancements

l Upgraded Azure configuration to use the Client-ID instead of email address to conform to the new Azure
requirement.

l Added custom certificate support on MTA/BCC adapter deployment.

Scan & Engine

l Introduced a new AI engine (PAIX) to detect more 0-day malware. Supports:
l Windows-based Executable
l Android-based Malware on Android OS version 13 and up.
l Office and PDF based Malware including Phishing and Ransom notes.

l Introduced application-level behavioral tracking to identify potential indicators before they occur.
l Introduced optical character recognition (OCR) for processing images and reading text.
l Introduced new Android VM for scanning APK files.
l Introduced embedded files extraction in Office and PDF file types.
l Introduced VM recording in public cloud deployment with nested VMs.
l Introduced optical character recognition (OCR) for processing images and reading text.
l Enhanced URL analysis from FortiMail submission to check presence of QR code image.
l Enhanced the job results aggregation mechanism when handling archive files for better performance.
l Enhanced behavior to skip dynamic scan on URL submission with High Risk setting due to customized category.
l Enhanced Scan Profile to support up to 30 passwords for extracting PDF and Office file types.
l Enhanced NetShare Scan performance.
l Enhanced caching mechanism of the job results.
l Added file type support for the following: encoded Visual Basic Script (.vbe), Microsoft Outlook Calendar file (.ics,
.vcs), Microsoft Publisher (.pub), Universal Disk Format archive (.udf), and ISO in UDF 2.5.

l Added file extraction of UTF-8 encoded attachment on MIME-encoded emails.
l Added password extraction on emails submitted via BCC Adapter.
l Added support to scan downloaded script file via URL jobs.
l Added trusted-vendor check on archive files.
l Added skip options on NetShare Scan to reduce load for unchanged files.
l Added customized rating support for application crashing on dynamic scan.

System & Security

l Enhanced disk usage of jobs to higher retention capacity.
l Enhanced database system for improved scalability and reliability.
l Enhanced HA-Cluster communication between nodes by using SSL certificates.
l Upgraded software suite of the FortiSandbox OS.
l Upgraded SDK for AWS and Azure public cloud to support newer regions.
l Updated remote access password to the unit's serial number on the interactive mode for public cloud customized
VM.

l Updated device connection default crypto setting from TLS 1.2 to TLS 1.3.
l Added Availability Zone support for Nested VM on Azure cloud.
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New features and enhancements

l Added automatic conversion of file system to support newer optional VMs for performance compatibility.
l Added HTTP CONNECT and SOCKS5 proxy support for cloud VM.
l Added HTTP CONNECT proxy support for the VM network access.
l Added limit of 32 entries on ICAP profiles.

Logging & Reporting

l Introduced AI-based Threat Summary using the collected indicators and results.
l Introduced a toggle option to hide debug tracer logs to reduce the unnecessary content on the generated PDF
report.

l Enhanced the cover page of the Job Detail PDF report with five designs.
l Added Kernel logging to system event for Kernel panic, segmentation fault and out of memory.
l Added daemon logging to system event for tracking and diagnosis of unexpected restart.
l Added engine versions on the reports for all scanned jobs.
l Added engine versions on Job Detail page and report when no captured behavior.
l Added serial number when submitting files to the Sandbox community server.
l Added From and To fields on emails submitted via BCC Adapter.
l Added a log when a VM rescan happens including job id and the reason.
l Added support for sharing FortiSandbox Indicators of Compromise (IOC) through STIX/TAXII packages and
servers.

CLI and API

l Enhanced the debug output of HA-Cluster on tac-report CLI command.
l Enhanced the debug output of Web Category override settings on tac-report CLI command.
l Enhanced the debug output of proxy connection on the test-network CLI command.
l Added memory and cpu parameters on the vm-customized CLI command.
l Added database status on status CLI command.
l Added file system type on the debug CLIs command.
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Upgrade Information

Before upgrade

Before any firmware upgrade, save a copy of your FortiSandbox configuration by going to Dashboard > System
Configuration > Backup.

FortiSandbox firmware version 5.0.0 is a major release. Some features have been deprecated
or redesigned that may affect your current hardware and cloud device configurations and
usages.
For more information, please review the items in Special Notices on page 16.

If you intend to use the new VMs after upgrade:

Ensure you have the appropriate VM licenses. Activating a VM requires the license specific to the version you are using
with the equal number of clones. For example, if you haveWin11 and Office 2021 activation keys you can use those
keys to run theWin11O21 VM. If you want to configure 10 clones, then you will need 10 licenses.

Keep the following considerations in mind:

l We recommend purchasing a new license, downloading the VMs, and then reassigning the clones.
l If you download the new VMs (without updating your license) and then remove existing clones to make room for
new ones, the old license will not work.

For more information about license keys, see VM Settings > Optional VMs in the FortiSandbox Administration Guide.

Supported models

FortiSandbox FSA-500F, FSA-500G, FSA-1000F, FSA-1500G, FSA-2000E, FSA-3000E, and FSA-3000F

FortiSandbox-VM AWS, Azure, GCP, Hyper-V, KVM, Nutanix, VMware ESXi, GCP, OCI and VMware ESXi.

For more information on VM, see the VM Installation Guide in the Fortinet Document Library.

Downgrading to previous firmware versions

Downgrading to previous firmware versions is not supported.

Firmware image checksums

The MD5 checksums for all Fortinet software and firmware releases are available at the Fortinet Customer Service &
Support portal located at https://support.fortinet.com. After logging in select Download > Firmware Image Checksums,
enter the image file name including the extension, and selectGet Checksum Code.
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Upgrade Information

Upgrade procedure

When upgrading from 4.0.0 or later and the new firmware is ready, you will see a blinking New
firmware available link on the dashboard. Click the link and you will be redirected to a page
where you can either choose to download and install an available firmware or manually upload
a new firmware.

Upgrading FortiSandbox firmware consists of the following steps:

1. Download the firmware image from the Fortinet Customer Service & Support portal.
2. When upgrading via the CLI, put the firmware image on a host that supports file copy with the SCP or FTP

command. The FortiSandbox must be able to access the SCP or FTP server.
In a console window, enter the following command string to download and install the firmware image:
fw-upgrade -b -s<SCP/FTP server IP address> -u<user name> -t<ftp|scp> -f<file path>

3. When upgrading via the GUI, go to Dashboard > Status. Click in the System Information widget, and click Update
Firmware. The Firmware Upgrade page is displayed. Browse to the firmware image on the management computer
and select the Submit button.

4. Microsoft Windows Sandbox VMs must be activated against the Microsoft activation server if they have not been
already. This is done automatically after a system reboot. To ensure the activation is successful, port3 of the system
must be able to access the Internet and the DNS servers should be able to resolve the Microsoft activation servers.

Upgrade path

FortiSandbox5.0.0 officially supports the following upgrade path.

Upgrade from Upgrade to

4.4.6 5.0.0

4.4. 0 - 4.4.5 4.4.6

4.2.0 - 4.2.7 4.4.0

4.0.0 - 4.0.5 4.2.0

To download the latest engine:

1. Log in to FortiCloud.
2. In the banner, click Support > Service Updates.
3. On the FortiGuard Updates page, click FortiSandbox and select the OS version.

VM Reactivation Required

The firmware version 5.0.0 is a major release that requires a reactivation of your VMs right after upgrade. The
reactivation process is automatic and happens only in VMs with configured clones. Furthermore, reactivation requires
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Upgrade Information

the VMs to have Internet access via port3 and corresponding license. If the reactivation fails, please contact Customer
Support for assistance.

Upgrade Notice

FortiSandbox 500G and 1500G models

For 500G and 1500Gmodels, the upgrade path is v4.2.5 NPI build to v4.4.3 build 0380 to v4.4.6 build 0397 to v5.0.0
build0073.

FortiSandbox Hyper-V model

1. Delete all checkpoints of the Virtual Machine instance that will be upgraded.
2. Power off the instance.
3. In Hyper-V Manager, go to navigating to the instance Settings > IDE Controller > Hard Drive > Edit. Increase the

fsa.vhdx value to be larger than 1GB .

FortiSandbox PaaS

FortiSandbox PaaS is not supported by the main trunk. Please visit the FortiSandbox PaaS page for the latest upgrade
information.

FortiSandbox GCP and OCI

The upgrade path on FortiSandbox GCP and OCI recommended by the GUI is not supported when upgrading from
v4.2.3 to v4.2.4 and higher. As a workaround, you may upgrade directly to 4.4.0 GA, then follow the official upgrade path
to 5.0.0 GA.

Cluster environments

Before upgrading, it is highly recommended that you set up a cluster IP set so the failover between primary and
secondary can occur smoothly.

In a cluster environment, use this upgrade order:

1. Upgrade the workers and install the new rating and tracer engine. Then wait until the devices fully boot up.
2. Upgrade the secondary and install the new rating and tracer engine. Then wait until the device fully boots up.
3. Upgrade the primary . This causes HA failover.
4. Install the new rating and tracer engine on the old primary (master) node. This node might take over as primary

node.
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Upgrade Information

After upgrade

After any firmware upgrade, if you are using the web UI, clear the browser cache before logging into FortiSandbox so
that web UI screens display properly.

Tracer and Rating Engines

The tracer and rating engines are automatically downloaded by the FortiSandbox from FortiGuard. For air-gapped
mode, the engines are available for download from our Support site.

Rating engine

Every time FortiSandbox boots up, it checks FDN for the latest rating engine.

If the rating engine is not available or out-of-date, you get these notifications:

l A warning message informs you that you must have an updated rating engine.
l The Dashboard System Information widget displays a red blinking No Rating Enginemessage besides Unit Type.

If necessary, you can manually download an engine package from Fortinet Customer Service & Support.

If the rating engine is not available or out-of-date, FortiSandbox functions in the following ways:

l FortiSandbox still accepts on-demand, network share, and RPC submissions, but all jobs are pending.
l FortiSandbox does not accept new devices or FortiClients.
l FortiSandbox does not accept new submissions from Sniffer, Device, FortiClient, or Adapter.

After upgrading, FortiSandbox might stop processing files until the latest rating engine is
installed either by FDN update or manually. The rating engine is large so schedule time for the
download.

When upgrading from 4.4.0, 4.4.1 and 4.4.2, the configuration of ws-auth will be reset to
enabled.

If you are upgrading from 4.2.0 – 4.2.3 to 4.2.4, see Scan Profile below.

Supported models

FortiSandbox FSA-500F, FSA-500G, FSA-1000F, FSA-1500G, FSA-2000E, FSA-3000E, and FSA-3000F

FortiSandbox-VM AWS, Azure, GCP*, Hyper-V, KVM, Nutanix*, VMware ESXi, GCP, OCI* and VMware ESXi.
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Upgrade Information

*Although firmware images are available, test validation is conducted exclusively on the major
General Availability (GA) release version.

For more information on VM, see the VM Installation Guide in the Fortinet Document Library.
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Product Integration and Support

The following table lists FortiSandbox 5.0.0 product integration and support information. FortiSandbox integration and
support is tested based on the firmware image of the product's latest available GA build during the release testing
process. FortiSandbox also supports backwards compatibility to the product's earlier GA builds.

FortiSandbox integration and support is tested on the firmware image of the product’s major
release (7.0.0, 7.2.0, 7.4.0 etc). Minor releases ( 7.0.1, 7.0.2, 7.0.3 etc) are not individually
tested because they are based on the same firmware image.
Where indicated, version x.x.x and latermeans integration and support is based on the major
version, including minor versions unless otherwise indicated in the Administration Guide or
Release Notes.

Web browsers l Google Chrome version 130
l Microsoft Edge version 129
l Mozilla Firefox version 130

Other web browsers may function correctly but are not supported by Fortinet.

FortiOS/FortiOS Carrier l 7.6.0
l 7.4.0 and later
l 7.2.0 and later
l 7.0.0 and later

FortiAnalyzer l 7.6.0
l 7.4.0 and later
l 7.2.0 and later
l 7.0.0 and later

FortiManager l 7.6.0
l 7.4.0 and later
l 7.2.0 and later
l 7.0.0 and later

FortiMail l 7.6.0
l 7.4.0 and later
l 7.2.0 and later
l 7.0.0 and later
l 6.4.0 and later

FortiClient l 7.4.0
l 7.2.0 and later
l 7.0.0 and later

FortiEMS l 7.4.0
l 7.2.0 and later
l 7.0.0 and later
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Product Integration and Support

FortiADC l 7.6.0
l 7.4.0 and later
l 7.2.0 and later
l 7.0.0 and later
l 6.2.0 and later
l 6.1.0 and later
l 6.0.0 and later

FortiProxy l 7.6.0
l 7.4.0 and later
l 7.2.0 and later
l 7.0.0 and later
l 2.0.0 and later

FortiWeb l 7.6.0
l 7.4.0 and 7.4.1
l 7.2.0 and later
l 7.0.0 and later

FortiIsolator l 2.4.3 and later

FortiEDR l 6.2.0 and later
l 5.2.0 and later

AV engine l 00007.00030

FortiSandbox System tool l 05000.00037

Traffic Sniffer Engine l 00007.00183

Virtualization environment l VMware ESXi: 5.1, 5.5, 6.0, 6.5, 6.7, 7.0.1, and 8.0
l KVM: Linux version 4.15.0 qemu-img v2.5.0
l Microsoft Hyper-V: Windows server 2016, 2019, and 2022
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Special Notices

GUI

The Threats By Files, Devices, Hosts and Threats dashboard pages have been deprecated in v5.0.0.

The File, URL, Network Statistics, File Scan and URL Scan pages have been deprecated in v5.0.0

Security Fabric

The Carbon Black adapter has been deprecated in v5.0.0.

Scan & Engine

The Deep-AI and PEXbox engines have been deprecated in v5.0.0 and replaced with the new Advanced AI engine.

The Adaptive Scan feature is no longer supported on the public cloud.

Several Web Categories are updated from Clean to Low Risk since v4.4.0. Refer toWeb Category for the updated list.
When a job contains or links to a URL rated as Low Risk, then the job will be forwarded to the Dynamic VM Scan in order
to check and possibly elevate the rating. However, this increases the jobs entering the VM. If the deployed system does
not have the capacity to handle the increase, either override some categories to Clean as appropriate or increase
selective categories to Medium Risk.
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Resolved Issues

The following issues have been fixed in FortiSandbox 5.0.0. For inquiries about a particular bug, contact Customer
Service & Support.

CLI and API

Bug ID Description

1061232 Fixed wrong 'invalid session' message response issue on API for uploading large file.

1040693 Fixed user permission issue for diagnostics commands.

997645 Fixed vm-reset error for customized VM with qcow2 format on FortiSandbox Gmodel

1086090 Fixed CLI access from RADIUS account to use the configured attribute.

GUI

Bug ID Description

987725 Fixed inaccurate error messages that were displayed when importing End Of Life OpenSSL
PKCS12 Format CA.

1004461 Fixed Japanese translation of the API port label in System Interface page.

1012137 Fixed unlicensed issue on GUI with CloudVM deployment even after already operational.

1014033 Fixed inconsistency between GUI and API result for file type field of job details.

1030567 Fixed wrong Processing counter on the Scan Statistics widget.

1049213 Fixed repeated login prompt issue when already signed in on Edge and Chrome browsers.

1063270 Fixed empty display issue due to unsupported file or no indicators.

Scan

Bug ID Description

1073158 Fixed missing Linux file type entries on VM association.
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Resolved Issues

Bug ID Description

1044843
1017923

Fixed parsing issues of email via MTA due to special character on invalid recipient and email
address format.

1006929 Fixed caching issue when the Yara Memory status settings are modified.

1024569 Fixed scan error due to special characters on the input password list.

1057169 Fixed VM initialization failure issue on Ubuntu18V5 and Ubuntu20V1.

1080852 Fixed scan support for .eml file types.

System & Security

Bug ID Description

1072793 Fix SSO logon issue with configured trusted host.

1029956
1050011

Fixed SSH crypto setting to remove support for SHA1.

959471 Fixed CSRF token verification issue when behind a proxy.

1047711 Fixed wrong status issue on HDD even after a PSU replacement.

1078312 Fixed misleading FortiGuard update status.

Logging & Reporting

Bug ID Description

1002435 Fixed report generation failure when there is some long JSON field content too long in Job
Details.

1014641 Fixed alert email issue on CPU resource monitoring even if configured threshold value is not
reached yet.

1036932 Fixed incorrect received time value of extracted file from an archive submission.

972175 Fixed missingmd5sum in raw logs sent to FortiSIEM.
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Resolved Issues

Common vulnerabilities and exposures

Bug ID Description

1020219 FortiSandbox5.0.0 is no longer vulnerable to the following CVE Reference:
l CVE-2024-09964

1053710 FortiSandbox 5.0.0 is no longer vulnerable to the following CVE Reference:
l CVE-2024-45328
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Known Issues

The following issues have been identified in FortiSandbox 5.0.0. For inquiries about a particular bug or to report a bug,
contact Customer Service & Support.

Scan and Engine

Bug ID Description

1097947 Job processing stalls due to a mishandling issue of a compressed file with more than 4000
files.

1091230 An unsupported custom VM based on Virtual Box v7.1.

1100314 An upgrade issue on Gmodels causing the Custom VM to disappear.

System & Security

Bug ID Description

1099187, 1097910 A HA sync issue on jobs with special characters on the meta information.

1099505 A job storage issue on temporary files related to URLs submitted through RPC.
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