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Introduction

FortiClient is an all-in-one comprehensive endpoint security solution that extends the power of Fortinet's Advanced
Threat Protection (ATP) to end user devices. As the endpoint is the ultimate destination for malware that is seeking
credentials, network access, and sensitive information, ensuring that your endpoint security combines strong prevention
with detection and mitigation is critical.

You must license FortiClient iOS for use. You can license FortiClient iOS by applying the license to EMS, then
connecting Zero Trust Telemetry from FortiClient iOS to EMS. See Zero Trust Telemetry on page 12.

This guide describes how to install and set up FortiClient iOS for the first time.

Features

Feature Description

SSL VPN (tunnel mode) SSL VPN in tunnel mode supports the following:
o IPv4
Example: https://24.1.20.17
o IPV6
Example: https://[1002:470:71£f1:63::2]
« Fulltunnel and split tunnel (IP address and subnet-based)
« SSL realm, custom DNS server, DNS suffix
« Username and password authentication
« PKl user with a personal certificate, FortiToken & Client Certificate
FortiClient iOS does not support SSL VPN resiliency.

Web Filter FortiClient iOS supports all browser traffic.
Zero Trust Telemetry Connect to FortiGate and EMS for central management.

mobileconfig Use the mobileconfig file to preconfigure a Zero Trust Telemetry preferred host.
Once FortiClient starts, it uses this preferred host to connect.

FortiAnalyzer support Send logs to FortiAnalyzer when configured from FortiClient EMS. See the
FortiClient EMS Administration Guide.

SSL DNS server for split tunnel

To use the SSL DNS server for split tunnel, you must configure the DNS suffix on the FortiGate side. Following is an
example of configuring SSL DNS server for split tunnel using FortiOS:
config vpn ssl settings

set dns-suffix

"domainl.com;domain2.com;domain3.com;domain4.com;domain5.com;domain6.com;domain7.com; domain8
.com"
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set dns-serverl 10.10.10.10
set dns-server2 10.10.10.11
end
config vpn ssl web portal
edit "full-access"
set dns-serverl 10.10.10.10
set dns-server2 10.10.10.11
set split-tunneling enable

next
end
NP If you configure the split tunnel, only DNS requests that match DNS suffixes use the DNS
‘Q' servers configured in the VPN. Due to iOS limitations, the DNS suffixes are not used for
- search as in Windows. Using short (not fully qualified domain name (FQDN)) names may not
- be possible.

Supported platforms

iOS versions 9, 10, 11, 12, 13, and 14 support FortiClient iOS.
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Initial configuration

Running FortiClient iOS

After downloading the FortiClient installer and running the application for the first time, you must acknowledge some
popups before continuing to add a VPN configuration. Acknowledge the notifications shown.

Privacy Policy Highlights

Forticlient DOES NOT collect any user specific
personal information like username, photos or email

address.

Analytics

FortiClient Application may collect
some anonymous usage information
and send to Fortinet for App
enhancements & usability
improvements.

VPN

FortiClient Application does not
monitor user's VPN traffic.

WebFilter

FortiClient webfilter feature, if enabled,
submits website urls to Fortinet servers
for category rating.

By selecting “1 accept” below, you agree to FortiClient

Apps Terms of Service and Privacy Palicy.

| accept

To add a VPN connection:

FortiClient
The FortiClient App has been
upgraded to support the following new
features:

* Tunnel mode SSLVPN

* WebFilter
(now supports all browsers)

OK, got it

1. Inthe Add VPN Configurations popup, tap Allow.

“FortiClient” Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using

VPN.

Allow Don't Allow

2. Tapthe VPN icon at the bottom of the screen to switch to the VPN page.

3. Tap Connections > Edit > Add Configuration, then configure the following. Enter your passcode to confirm adding
the VPN.

FortiClient iOS 6.4 Administration Guide
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Initial configuration

iPad =

Cancel

Name
Host
Port

User

SERVER CERTIFICATE

Hide invalid certificate warning

CLIENT CERTIFICATE

Use Certificate

Enter iPhone passcode
Add VPN Configurations

© 0 0 0 0 0

1 2 3

aBc DEF

4 5 6

GHI JKL MNo

7 8

PaRs Tuv wxvz

0

4. Tap Done twice.

1:36 PM

Add/Edit VPN

3 67% )

Save

My ssl

Myssl.example.com

443

A\,

and User Certificate fields are optional.

‘Q' The Name, Host, and Port fields are required. The User, Hide invalid certificate warning,

To enable a VPN connection:

1. Tap a VPN connection. A checkmark appears beside the VPN connection to indicate it is selected.

9:06

{ VPN VPN

USER VPN GATEWAY

my ssl
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Initial configuration

2. Tap the <button.
3. Swipe right to enable the VPN connection.

9:07 ull T ==

VPN

Connections

VPN

Status

4. If the username and password are not configured, enter the username and passcode in the popup.

Username and password

Cancel OK

5. Tap OK. When connected, the tunnel interface IP address, duration, and the bytes sent and received information
display.

1:39 VPN

VPN

Connections

VPN

Status
P
Duration
Sent

Received

Save Password
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Initial configuration

To install a certificate received via email:

1. Open the email, then download the received certificate. The certificate must have the .fctp12 extension for
FortiClient iOS to import it. If the certificate does not have the .fctp12 extension, rename it so that it does.

2. After downloading the certificate, select Copy to FortiClient. FortiClient iOS imports the certificate.

329 e

Done SSL_CERT U]

le @ -

In FortiClient iOS, go to the VPN tab.

Edit a VPN tunnel and enable Use Certificate.

Tap File Name.

Select the certificate imported earlier.

On the Add/Edit VPN page, enter a passphrase to initiate the VPN connection.

No o ko

To disable a VPN connection:

1. Select the VPN connection.
2. Swipe left to disable the VPN connection.

To edit or delete a VPN connection:

1. Select a VPN connection.
2. Tap Editor Delete.
3. Tap Done twice.

Creating a Mobileconfig profile

To enable web filtering, the iOS device must be supervised and you must install a Mobileconfig profile with a content filter
on the device. Installing a mobileconfig profile requires the following:

« Apple Configurator 2 (or equivalent mobile device management (MDM) application) installed.
« iOS devices are supervised.

You can find instructions on how to supervise your iOS devices on the Apple Configurator 2 Help (or your MDM
application) website.

To create a mobileconfig profile for FortiClient web filtering:

1. Launch Apple Configurator 2.
2. Goto File > New Profile.
3. Enter a Name for the profile.

FortiClient iOS 6.4 Administration Guide
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4. Select Content Filter from the left panel.

(™ Content Fiter (supervised oniy)

Usa this figuee which URLS can be socessed
By the device.

5. Click Configure.
6. Select Plugin (Third Party App) from the Filter Type dropdown list.
7. Configure the following:

Filter Name FortiClient

Identifier com.fortinet.forticlient.fabricagent

Service Address fgd1.fortigate.com

Organization Fortinet, Inc.

User Name You can use this field to specify the EMS (IP address or FQDN), port, and

connection key (optional). For example, the following string allows FortiClient
iOS to connect to the EMS at ems.example.com at port 8013, with key
“ConnectionKey”:

ems.example.com:8013 ConnectionKey

Filter WebKit Traffic Select the Filter WebKit Traffic checkbox.
8. Click Save.
NP Due to restrictions that Apple set, you must launch FortiClient iOS once before the
S L4 . . . oo .
q configuration takes effect. You can use EMS compliance verification rules to ensure users
- launch FortiClient iOS before browsing the Internet. See the FortiClient EMS Administration
- Guide.

Web Filtering

must be supervised and you must install a Mobileconfig profile with a content filter on the

\‘é', By default, FortiClient iOS disables Web Filtering.To enable Web Filtering, the iOS device
3 device. See Creating a Mobileconfig profile.

FortiClient iOS 6.4 Administration Guide 10
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Initial configuration

To configure the Web Filtering settings:

1. Tap Settings.
2. Tap Web Security Settings.

8:49 wll T @)

Settings

User Profile

Web Security Settings

FortiClient Telemetry

3. Enter the passcode in the FortiClient Authentication popup.
4. Enable the Web Filter by swiping right.
5. Configure the Website Blocking by Categories to suit requirements.

8:50 ull T @)

{ Settings FortiClient Web Filter

Enable WebFilter

Site Categories

SAFE SEARCH (SEARCH ENGINES)

Safe Search
Google, Bing, Yahoo, Yandex

WEBSITE BLOCKING BY CATEGORY

Security Risk

Malware, Phishing, Spam sites

Potentially Liable

Drug Abuse, Hacking, Unethical

Adult/Mature
Pornography, Gambling, Mature Content

Bandwidth Consuming
Streaming Media, Download

General Business
Search Engines, IT, General Organizations

General Personal
Entertainment, Games, Health, IM, ...

Uncategorized
Unrated Sites

FortiClient iOS 6.4 Administration Guide
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Initial configuration

Enter iPhone passcode for

“FortiClient"

FortiClient needs authentication

O

GHI

PQRS

o O O o O

2 3

ABC DEF

5 6

JKL MNO

8 9

TUV WXYZzZ

0

Cancel

Al
S L4
9 When FortiClient iOS blocks a website, a restricted website error page appears.

Zero Trust Telemetry

To connect Telemetry to an on-premise EMS:

1. Goto Zero Trust Telemetry.

2. Do one of the following:
a. Toautomatically detect and connect to the EMS server:

Enable Zero Trust Telemetry Connection by swiping right. When FortiClient detects a Telemetry server, a
confirmation popup appears.

FortiClient iOS 6.4 Administration Guide
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Initial configuration

ii. Tap Send Zero Trust Telemetry Data to connect to the server.
b. To connectto EMS by entering the server IP address:
i. Tap Connectto.
ii. Inthe Select Connection dialog, tap EMS.
iii. Enter the EMS server IP address. FortiClient iOS connects to the specified EMS server.
c. Toconnectto EMS using a QR code:
i. Tap Connect to.
ii. Inthe Select Connection dialog, tap Scan QR Code.

iii. Scanthe QR code with the device camera. You must allow FortiClient iOS permissions to access the
device camera. FortiClient iOS automatically connects to the EMS server based on the scanned QR code.

To connect Telemetry to FortiClient Cloud:

1. Tap Settings at the bottom of the screen.
2. Tap Zero Trust Telemetry.
3. Connectto FortiClient Cloud using an invitation code:
a. Tap Connect to, then select FortiClient Cloud.
b. Tap FortiClient Cloud. In the Invitation Code field, enter the FortiClient Cloud invitation code. Tap Done.

No SIM 7 4:29 PM @m )

¢ Back FortiClient Cloud Done

Invitation Code “22SGZJ6GIQELGV22TUMXG

When FortiClient iOS achieves connection to FortiClient Cloud, it becomes managed by FortiClient Cloud and
receives a license.

1:33 ol ]

Zero Trust Telemetry

Managed by FortiClient Cloud
SN:FCTEMS

Zero Trust Telemetry Connection U

4. Do one of the following:
a. To connect to FortiClient Cloud using an invitation code:
i. Tap Connectto, then select FortiClient Cloud.

ii. Tap FortiClient Cloud. In the Invitation Code field, enter the FortiClient Cloud invitation code. Tap Done.
No SIM = 4:29 PM @@ )

¢ Back FortiClient Cloud Done

Invitation Code "22SGZJ6GIQELGV221UMXG

FortiClient iOS 6.4 Administration Guide
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Initial configuration

When FortiClient iOS achieves connection to FortiClient Cloud, it becomes managed by FortiClient Cloud
and receives a license.

1:33

D]
L]

Zero Trust Telemetry

. Managed by FortiClient Cloud
u SN:FCTEMS

Zero Trust Telemetry Connection (

b. To connectto FortiClient Cloud using a QR code:
i. Tap Connect to.
ii. Inthe Select Connection dialog, tap Scan QR Code.

iii. Scanthe QR code with the device camera. You must allow FortiClient iOS permissions to access the

device camera. FortiClient iOS automatically connects to FortiClient Cloud based on the scanned
QR code.

To specify a Zero Trust Telemetry server:

Tap Specify Preferred Host.
Enter Host and Port.

If the EMS administrator has enabled multitenancy, in the Site field, enter the site name.
Tap Done.

P obhN-=

Al
‘Q' You can use the mobileconfig file to preconfigure a Telemetry preferred host. Once FortiClient
- starts, it uses this preferred host to register. See Creating a Mobileconfig profile on page 9.

User profile

You can direct FortiClient to retrieve information about you from one of the following cloud applications, if you have an
account:

« LinkedlIn
« Google
« Facebook

You can also manually add or edit a name, phone number, and email address in FortiClient. FortiClient iOS sends this
user data to FortiClient EMS, where it displays on the Endpoints content pane.

FortiClient iOS 6.4 Administration Guide 14
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Initial configuration

To retrieve user details from a cloud application:

1. Tap Settings at the bottom of the screen.
2. Tap User Profile.

8:49 wll T @)
Settings
User Profile
Web Security Settings

FortiClient Telemetry

3. Tap the desired cloud application.

8:55 wll T @)

Back User Profile

GET PERSONAL INFO FROM

. User Input
m LinkedIn

G Google

n Facebook

4. Ifyou are not logged into the cloud application already on this device, you must log in. Grant FortiClient iOS
permission to use your information.

To add user details manually:

1. Tap Settings at the bottom of the screen.
2. Tap User Profile.

8:49 wll T @)
Settings
User Profile
Web Security Settings

FortiClient Telemetry
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Initial configuration

3. Tap UserInput.

8:55 ull T (@)

Back User Profile
GET PERSONAL INFO FROM

User Input

LinkedIn

Google

- JAQNS |

Facebook

4. Tap to edit the photo, name, email, and phone number as desired.

8:55 all F (wm)

Back User Input Save

“J
4
Name
Email

Phone

5. Tap Save.

FortiClient iOS 6.4 Administration Guide
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Enterprise mobility management

FortiClient iOS supports integration with enterprise mobility management software. Integration with enterprise mobility
management software allows FortiClient iOS endpoints to connect to EMS.

Configuring AirWatch integration

AirWatch integration allows FortiClient iOS endpoints to connect to EMS. This documentation is based on Workspace
ONE UEM 20.8.0.6.

To configure integration between AirWatch and FortiClient iOS:

1. In AirWatch, go to Assignment Groups. Create a new assignment group.

Add v Q ﬁ w @ jamie@ex... v

GETTING Groups v Groups & Settings ¥ Groups
STARTED

o~ QOrganization Groups > ASS‘\gnm@ﬂt GT’OUPS & *
HuE User Groups >
g Assignment Groups Filters » @ a0 smar crowp |

App Groups > Groups Managed By Assignments
& Admin Groups ’ # | Al Corporate Dedicated Devices Fortinet Inc - Canada
All Settings 2 - Fortinet Inc - Canada

Fortinet Inc - Canada

Fortinet Inc - Canada

Fortinet Inc - Canada (Fortinet Inc - Fortinet Inc - Canada Organization Group.
CONTENT

&=

EMAIL

@

TELECOM

&

GROUPS & .
SETTINGS - Items 1-50f 5 Page Size:| 50 v

© asout <
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Enterprise mobility management

2. Goto Accounts, and add a new user.

Add/Edit User X

General Advanced

secuny Tope” m

User name*

Password ¥ Show
Confirm Password * Show
Full Name * First Name * Middle Name Last Name *

Display Name

SAVE SAVE AND ADD DEVICE CANCEL

3. Add a new device for the user:
a. From the Device Ownership Type dropdown list, select Corporate - Dedicated.
b. From the Platform dropdown list, select Apple iOS.
c. For Message Type, select EMAIL.

Add Device
General
Friendly Name sales device !
Organization Group Fortinet Inc - Canada
Device Ownership Type * Corporate - Dedicated v
Platform * Apple i0S v
Show advanced device information options
Message
Message Type ® NONE EMAIL SMsS
SAVE CANCEL

FortiClient iOS 6.4 Administration Guide
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Enterprise mobility management

d. Save. This sends an AirWatch device activation email to the user.
4. The userinstalls Intelligent Hub on the device and scans the QR code in the activation email to enroll the device.

3:47 .

N

.

Email Address or Server

% OR Code

Next

Profile Downloaded
Review the profile in Settings app if
you want to install it.

Close

FortiClient iOS 6.4 Administration Guide 19
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Enterprise mobility management

5.

3:53 <=

Cancel Install Profile Install

Workspace Services

Signed by *awmdm.com

Description  Device Management profile to manage and activate
access to work applications and services on your
device.

Contains Device Enroliment Challenge

More Details

Remove Downloaded Profile

In AirWatch, go to Apps & Books, and add FortiClient iOS from the public app store.

@ Status: Active Via ed By: Fortinet Inc - Canada Application ID: com fortinet forticlient Ap...

. Edit Apphcann FortiClient

Details Terms of Use SDK

Mame* FortiClient ),
View in App Store

Created On 9/5/2017 at 7:19 PM by jamie@example.com

Modified On 9/5/2017 at 7:19 PM by jamie@example.com

UPLOAD

Categories Utilities (System) x

tart Typing to Select

SAVE & ASSIGN CANCEL

6. When adding an assignment, enter the desired name and select the desired assignment groups. Configure the

deployment as desired.

FortiClient iOS 6.4 Administration Guide
Fortinet, Inc.
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Enterprise mobility management

FortiClient - Assignment

Distribution : F i
e~ Distribution
@ Restrictions &
innel & Other Attributes (4=
@ Tunnel & Other Attributes <& Name * Corporate-i0S-Policy
& Application Configuration ﬁé
Description

4
Assignment Groups  *
(" All Corporate Dedicated Devices(Fortinet .. X ) [ All Corporate Shared Devices(Fortinet In . X )
(" All Devices(Fortinet Inc - Canada) X
Deployment Begins * 09/08/2020 (i) 12:00 AM - (GMT-08:00) Pacific Time (US & Canada)
App Delivery Method  * D) Auto © on Demand @

Auto update devices with a»
previous versions

CANCEL CREATE

In Application Configuration, you can optionally add key-value pairs as shown. This enables FortiClient iOS to read
the MAC address and UDID from the iOS device. FortiClient sends this information to EMS.

FortiClient - Assignment

~ -
[} Managed Access »

Send Configuration O o

upLoao L | @

Configuration Key value Type Configuration value
mac_address String {DeviceWLANMac) = x
udicl String {DeviceUid} = X
ems_server String 10.0.0.22 = X
ems_port String 2013 = pad

© aop

CANCEL CREATE

The following shows the configuration for a FortiClient iOS device that will connect Telemetry to FortiClient Cloud:

FortiClient iOS 6.4 Administration Guide
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Enterprise mobility management

FortiClient - Assignment

Distribution

Application Configuration

Restrictions !a‘\
Tunnel & Other Attributes !E‘\
o . X r~ EMM Managed Access ~
Application Configuration ,d‘\
Only devices enrolled in EMM will be allowed to install the app and receive policies below.
ﬁ Managed Access (@ )
Send Configuration @ o

vpLoap xmL | @

Configuration Key Value Type Configuration Value

cloud_invite_code String v Z59CSYYT4P9B2HSTCA4ONIRCQKVVVGY; = X

CANCEL CREATE

Supported keys include the following:

Key Description

mac_address iOS device MAC address.

udid iOS device UDID.

ems_server EMS server IP address.

ems_port EMS port number.

group_tag This value is used as a group tag for configuration in EMS. See FortiClient

EMS Administration Guide.

cloud_invite_code This value is used for connecting FortiClient iOS to FortiClient Cloud. Enter the
invite code received from FortiClient Cloud.

FortiClient iOS 6.4 Administration Guide
Fortinet, Inc.
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FortiClient - Assignment

Details
Version: 642 Platform: Apple Status:

m

Assignments

d on the configurations below. D
other assignments. Select the assignme:

ssignments will rec
assignment will cr

ADD ASSIGNMEN

Priority Assignment Name

Description

Smart Groups

: 0 Corporate-iC

S-Policy

w

7. You can add more assignments and use different group_tag values.

ce ONE UEM

Applications v Apps & Books » Applications
B e
MGNITOR Web >
nternal Public Purchased
Access Policies
o
DV Logging > Filters » |° ADD AP

Application Settings >

DEL ‘
Books >
Icon Name
Orders >
All Apps & Books Settings (7 ® FortiClient
Fortinet Inc - Canada Apple i0S

FortiClient iOS 6.4 Administration Guide
Fortinet, Inc.

eive policies in priority order.
3 new rule at the bottom of the

App Delivery Method

©On Demand

g the priority for a single assignm

EMM Managed Access

@ Enabled

Install Status

View

CANCEL SAVE

o v] (@] [B) fermim

Status

>
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Enterprise mobility management

8. Goto Devices, and add a profile:

a.

C.

Go to the Content Filter section. In the User name field, enter the EMS URL.

i0S web content filter X
|#1 SULSLIIUTU Caciual > N "
Filter WebKit Traffic Ld
[E] CardDAV Iter WebKit Traffic
2% Web Clips Filter Socket Traffic
EiEdentias Authentication
4> SCEP
| User name example.com:8013 password399
Global HTTP Proxy
Single App Mode Password Show Cha

(© Content Filter

4 Managed Domains

Nane

g Network Usage Rules Custom Data

macOs Server
Accounts

Single Sign-On
[ AirPlay Mirroring © 20D
& AirPrint

£ Cellular

ADD VERSION SAVE & PUBLISH CANCEL

Go to Single App Mode, and configure as shown to enable single app mode. This makes FortiClient iOS run.

iOS web content filter X
Find Payload .
Single App Mode
General
Passcode @ Please check your console privacy settings to confirm they allow for the collection of personal applications data. If the collection of personal application data is not allowed, the Single App Mode profile
. payload may not correctly be applied
estrictions
Wi-Fi
Filter Type ® Lock device into a single app Permitted apps for autonomaus single app mode
VPN
Email

8y installing an app lack payload, the device is lacked to a single application until the payload is removed
The home button is disabled, and the device returns t the specified application automatically upon wake
Notifications or reboot

Exchange ActiveSync

LDAP

CalDav Application Bundle ID * com.fortinet forticlient fabricagent 05 6 + Supervised

Assign the profile to the device.

9. When FortiClient starts on the device, it automatically connects to on-premise EMS or FortiClient Cloud, depending
on the configuration. Once FortiClient connects to EMS, disable single app mode for the device. Keep the EMS URL
in the Content Filter section.

FortiClient iOS 6.4 Administration Guide
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Enterprise mobility management

Connected
FortiClient Telemetry connected successfully

apric 1elemetry

Centrally Managed by EMS
bed SN:FCTEMS| o B e

@v 020 & admin v

@ Dashboard >

0 0 0 0 0
L8 Endpoints v Not Installed Not Registered & Out-Of-Sync Not Compliant Security Risk
All Endpoints @ ¥ Action v |5 2 _ = Filters ~
Manage Domains sales device-IPhone. local Apple 108 10.108.1.100 2 Profile | Defaut ® Managed by EMS No Events
Domains s G All Groups/Otner Endpoints

ETULEVE web Fier Evenis  System Events

Workgroups

~ 51 All Groups Apple i0S Connection Compliance
Other Endpoints

Kim Davidson Managed by EMS @ Feat
kdavidson@example.com eatures
anagement > o " . N
! All Groups/Other Endpoints Configuration Ak Antivirus not installed
& Software Inventory 14 Profile Deraun o # Sandbox Detection not instalied
Device sales device 4Pnon. . @ )
(8 Enapoint Profiles > Installer Not Assigned & Web Filter enabled
os iPhone OS 12.0.1
Profile & " > Gateway List Not Assigned Application Firewall not installed
& Profile Components o TR
FortiClient Version 60.0.0197 O Remote Access configured
8 Gateway Lists > MAC 12-94-5b-c5-0f-ac
FortiClient Serial Number FCTB006ABEBDATE Vulnerability Sean not installed
& Agministration > Last Seen 10/1512018, 3:20:12 PM
2 SSOMA not instalied
& System Seftings > Locatian Onlet

Configuring Jamf integration

To configure integration between Jamf and FortiClient iOS:

1. In Jamf, go to All Settings. Configure the settings in SMTP Server and Push Certificates.

System Settings

Computers

& @

LDAP Servers | SMTP Server

System Settings

Global Management

Wellbe
‘oack

Self Service

q;{’ Server Infrastructure

Network Organization

Computer Management >

2

5 4

Jamf Pro URL PKI VPP A User-Initiated
Certificates Enroliment

I_Ij Device Management

FortiClient iOS 6.4 Administration Guide
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Enterprise mobility management

2. Goto Global Management, and enable User-Initiated Enrollment.

jamf

Computers

1071

Computers: 0

Mobile Devices: 0

Computers: 0

{é} All Settings Global Management

System Settings

Self Service

£ serverinfrastructure

Re-enrollmer

3. Go to Mobile Device Apps and add FortiClient from the App Store or by uploading it.

jamf

®

Computers  Devices Users

Search Inventory

Search VPP Content

uration Profiles
ing Profiles

Personal Device Profiles

Mobile Device Apps

eBooks

Mobile Device Apps

Q Filter Re 1-20f2

NAME VERSION SOURCE

4 No category assigned

FortiClient 6.01.0199 In-House

FortiClient 6.00 App Store

4. Configure how the app is installed.

jamf

®

Computers  Devices

onfiguration Profiles
ing Profiles

Personal Device Profiles

Mobile Device Apps

eBooks

Smart Device Groups

Static Device Groups

Enroliment Profil
Enrollment In

PreStage Enroliments

Management Settings

FortiClient for field engineer
General Scope VPP App Configuration

DISPLAY NAME  Display name for the app

FortiClient for field engineer

Enabled

CATEGORY  Category to add the app to

None ~

VERSION  Version of the app

6.00

BUNDLE IDENTIFIER Bundie identifier for the app

com.fortinet forticlient

W Free
Appis free

DISTRIBUTION METHOD  Methad to use for distributing the app

Install Automatically/Prompt Users to Install «

VPP TYPE TOTAL PURCHASED IN USE REMAINING SCOPE

All mobile
devices, All
users

No scope
defined

5. Add App Configuration for FortiClient iOS. This enables FortiClient iOS to read the MAC address and UDID from the
iOS device. FortiClient sends this information to EMS. Supported keys include the following:

Key
mac_address

udid

Description

iOS device MAC address.

iOS device UDID.

FortiClient iOS 6.4 Administration Guide
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Key

group_tag

cloud_invite_code

jamf

®

Computers  Devices Users

%, Configuration Profiles
Provisioning Profiles

Pel vice Profiles

Mobile Device Apps

eBooks

Smart Device Groups

Description

This value is used as a group tag for configuration in EMS. The example uses
the string "field_engineer" as a group tag, which is used when FortiClient iOS
initially connects to EMS. See Group assignment rules in the FortiClient
EMS Administration Guide.

This value is used for connecting FortiClient iOS to FortiClient Cloud. Enter the
invite code received from FortiClient Cloud.

FortiClient for field engineer

General  Scope VPP | App Configuration

PREFERENCES  Configuration dictionary to be applied to the app on mebile

<dict>
<key>mac_address</key>
<string>$MACADDRESS</string>
<key>udid</key>
<string>$UDID</string>
<key>group_tag</key>
<string>field_engineer</string>
</dict>

6. Configure a configuration profile:

a. Go to Configuration Profiles and add a configuration profile.

jamf

®

Computers  Devices Users

Search Inventory

Search VPP Content

@° Configuration Profiles

Provisioning Profiles

Smart Device Groups

Static Device Groups

New Mobile Device Configuration Profile

Options  Scope
>
(] seneral General
NAME  Display name of the profile (shown on the device)
) Passcode

% Not Configured

DESCRIPTION  Brief explanation of the content or purpose of the profile
Restrictions
Nl Configured

1
@A WHF
Net Configured CATEGORY Category to add the profile to
None +
VPN
EE  NotConfigured
DISTRIBUTION METHOD  Method to use for distributing the profile
Mail Install Automatically -
B o Configured
cg) Exchange ActiveSync
LA Net Configured

Google Account
Nt Configured

Q
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b. Under Options, select Content Filter. Add a content filter to point to the desired EMS.

jamf

&

Computers Devices Users

Search Inventory

Search VPP Content

Configuration Profiles
Provisioning Profiles
Personal Device Profiles
Moaobile Device Apps

eBooks

Smart Device Groups
Static Device Groups

Classes

Enroliment Pro
Enrollment Invitations

PreStage Enroliments

Management Settings

c. Enable Single App Mode for FortiClient. Single app mode launches the FortiClient app and connects it to EMS.

EMS registration
Options Scope

J General

Content Filter
1 Payload Configured

Self Service

Content Filte

If FortiClient does not launch in single app mode, it does not connect to EMS.

jamf

@

Computers  Devices Users

Search Inventory

Search VPP Content

©

-

L]

=

@

Smart Device Groups

Static Device Groups

[e

tv)

Enroliment Pre

Enroliment Invitations

fiF

age Enroliments

EMS registration

Options  Scope  Self Service

Global
Not Canfigure:

HTTP Proxy
Single Sign-On
Not Configured

Font
Not Configured

AirPlay
Net Canfigured

AirPlay Security
Not Configured

Conference Room Display
Not Cenfigured

AirPrint
Not Configured

FortiClient iOS 6.4 Administration Guide

Fortinet, Inc.

Single App Mode

TARGETED OPERATING SYSTEM  The type of operating system Single App Mode wil targat
® os

wOS

LOCK TO APP. fo run in Single App Mode (supervised only
FortiClient

Options  settr henin Single App Mode

Touch
When this option is on, it disables all touch input on the device

Motion

When this option is on, it doesn't allow automatic rotating of the screen when the device is rotated

Volume Buttons
When this option is on, the volume buttons are disabled

Side Switch
When this option is on, the ringer switch is disabled

Sleep/Wake Button
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7. Enroll the device:

a. Go to Devices > Enrollment Invitations, then send an enroliment invitation to the device.

jamf

o

Enrollment Invitations
Computers Devices Users

Search Inventory

SENT TO STATUS LAST ACTION
Search VPP Content
No Mobile Device Enraliment Invitations

Enroliment Profiles

<7 Enroliment Invitations

b. Enroll the device.

4:02 ull ¥ (@)

& fortinetdev.jamfcloud.com c

To continue with enroliment, you
need to install the MDM profile
for your organization.

4:Q3 all = (=)
< Safari
Cancel Install Profile Install

MDM Profile
JAMF Software

Signed by JSS Built-In Signing Certificate
Not Verified

Description MDM Profile for mobile device management

Contains Device Enroliment Challenge

More Details

FortiClient iOS 6.4 Administration Guide
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4:04
« Settings

all 7 (.

The enrollment process is
complete.

8. When the device is enrolled, FortiClient iOS automatically connects to on-premise EMS or FortiClient Cloud,
depending on the configuration. Once FortiClient iOS is connected to EMS, disable single app mode for the device.
Keep the EMS URL in the Content Filter section.

Connected
FortiClient Telemetry connected successfully

apric 1elemetry

Centrally Managed by EMS
SN:FCTEMS! iy & =

Connected to

EMSIP
172.17.81.133
FortiClient Telemetry Connection O
e =
w - ‘ﬁ'
Fabric Telemetry VBN Settings About

The following shows the on-premise EMS GUI after FortiClient iOS connects Telemetry.

£.F FortiClient Enterprise Management Server ov oA

& admin v
@ Dashboard > 0 0 0 0 0
L8 Endpoints v s Not Installed Not Registered Out-Of-Sync Not Compliant Security Risk
ANl Endpoints W % Acion ~ = Fillers ~
Manage Domains sales device-IPhone. local Apple 108 10.108.1.100 2 Profile | Defaut ® Managed by EMS No Events
Somains s G All Groups/Otner Endpoints
Workgroups v
~ (3 All Groups Apple iOS Connection Compliance

(= Other Endpoints Kim Davidson Managed by EMS @

kdavidson@example.com Features
Management 3 = ) . N
(5 All Groups/Other Endpoints Configuration ik Antvirus not Installea
& Software Inventory > Profile Default o # Sandbox Detection not installed
Device sales device 4Pnon... §
(8 Enapoint Profiles > Installer Not Assigned & Web Filter enabled
os Phene s 120 Gateway List Not Assigned & Application Firewall not installed
ateway Lis ot Assignec & Application Firewall not installe
[8 Profile Components > - T
FortiCilent Varsion 6.0.0.0197 © Remote Access configured
[8 Gateway Lists b MAC 12-94-5b-c5-0f-ac
FortiClient Serial Number FCTS006ABEEDATE % Vuinerabiiity Scan not instalied
i@ Administration > Last Seen 10115/2018, 3:20:12 PM
2 SSOMA not instalied
& System Seftings > Locatian Ot

Configuring Microsoft Intune integration

Intune integration allows FortiClient iOS endpoints to connect to EMS. FortiClient iOS 6.2.2 and later versions support
integration with Intune.

FortiClient iOS 6.4 Administration Guide 30
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To configure integration between Microsoft Intune and FortiClient iOS:

1. In Microsoft Intune, go to Users > All users and select New user. Configure the user as desired. Click Create.

Microsoft Endpoint Manager admin center B ® 5 72 © [EOfotinetvanonmic.. @

FORTINET TECHNOLOGIES (CAN... @

Home > Users >

Home
f New user X
Edl Dashboard Fortinet Technologies (Canada) ULC
= Al services Q Got feedback?
% FAVORITES Identity -
Devices
o Username * © [amith o fortnetvanonmicrosotic.. ~ | [
252 Apps The domain name | need isn't shown here
@ Endpoint security Neme * ® [Jennifer -]
521 Reports
" First name [Jennifer 7]
& Users
Last name [ smith 7]
22 Groups

£ Tenant administration
Password
# Troubleshooting + support

(O Auto-generate password

(®) Let me create the password

Initial password * @ [

Groups and roles

2. Select the user that you created, then go to license.

3. Under Select licenses, select Enterprise Mobility + Security E3. Under Enterprise Mobility + Security E3, enable
Microsoft Intune. Enrolling devices requires the license. Click Save.

Microsoft Endpoint Manager admin center G ® 5 72 © km@fortinetvanonmic.. @

FORTINET TECHNOLOGIES (CAN... @

Home > Users > Jennifer Smith >

Home H H
® Update license assignments X
Edll Dashboard
= All services
% FAVORITES @ When 2 user has both direct and inherited licenses, only the direct license assignment is removed when you uncheck a license check box. Inherited licenses are unavailable to assign or remove directly. User can also be migrated between
licenses.

[l Devices
£iE Apps

Select licenses Review license options
@ Endpoint security

Enterprise Mobility + Security £3 [ Select o
G Reports

[ Microsoft Teams Exploratory Enterprise Mobility + Security £3
& Users o

& cloud App Security Discovery

&8 Groups [ Azure Information Protection Premium P1
& Tenant administration B Microsoft Intune
# Troubleshooting + support & Azure Rights Management

Azure Active Directory Premium P1
B Microsoft Azure Multi-Factor Authentication

4

4. Goto Groups. Select New Group, then configure the group as desired. Click Create.

5. Go to the group that you created, then go to Members. Click Add members to add desired members to the group,
including the user that you created in step 1.

FortiClient iOS 6.4 Administration Guide
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6. Enroll the device to the user:
a. Download the Intune Company Portal app from the App Store.
b. Enterthe user credentials that you configured in step 1 to download and install the profile.

4:44 = .

Cancel & tal.manage.microsoft.com aA ¢,

This website is trying to download a
configuration profile. Do you want to allow
this?

Ignore  Allow

7. InIntune, go to Apps > All apps. Click Add, then search for and select FortiClient iOS from the public App Store. On
the Assignments tab, click Add group, then select the group that you created in step 4.

5 . . % =m @fortinetvan.onmic... /@
Microsoft Endpoint Manager admin center e
«
Home > Apps > Search the App Store x
H

Al Add App
Dashboard iOS store app
A [0 fortclien | [ United States default v
= All services
* Frvommes 1 Appinformation 2 Assignments 3) Review + create Name ™. Publisher ™
[ Devices Selectapp * @ Search the App Store FortiClient 6.0 Fortinet
S5 Apps

b
@ Endpoint security

FortiClient VPN Fortinet
Reports
& users FortiClient Fortinet
&2 Groups

& Tenant administration

# Troubleshooting + support

Previous Next

8. Create an app configuration policy:
a. Goto Apps > App configuration policies, then click Create app configuration policy.
b. On the Basics tab, from the Platform dropdown list, select iOS/iPadOS. Click Next.
c. Onthe Settings tab, configure the following:
i. From the Configuration settings format dropdown list, select Use configuration designer.

ii. Under Configuration key, enter keys to allow FortiClient iOS to register to and send information to EMS.
Intune supports the following keys:

Key Description

mac_address iOS device MAC address.

FortiClient iOS 6.4 Administration Guide
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Key Description
udid iOS device UDID.
group_tag This value is used as a group tag for configuration in EMS. See

FortiClient EMS Administration Guide.

cloud_invite_code FortiClient iOS uses this value to connect to FortiClient Cloud. Enter the
invite code that you received from FortiClient Cloud.

user_name FortiClient iOS username.
ems_server EMS IP address or hostname.
ems_port Port number for FortiClient iOS to connect Telemetry to EMS. By

default, this is 8013.

ems_key Telemetry connection key. The EMS administrator may require
FortiClient iOS to provide this key during connection.

m@fortinetvan.onmic... (@

Microsoft Endpoint Manager admin center E ®3 2 © =

Home > Apps

(ot Create app configuration policy X

Ed) Dashboard

= Al services
/' Basics 2 Settings
* FAVORITES
[ Devices Configuration settings format * @ Use configuration designer v

52 Apps

@ encpoint security @ Oncethepolcy is creted,the formt cannot be changed

52 Reports

& users
Enter values for the XML property list. The values in the list will vary depending on the app you are configuring. Contact the

22 Groups supplier of the app to learn the values you can use.

& Tenant administration Learn more about XML property lists

X Troubleshooting + support Configuration key Value type Configuration value
ems_server String 172.17.81.150
ems_port ] [[string v | [eord

Select one M

<

9. When FortiClient iOS starts on the device, it automatically connects to on-premise EMS or FortiClient Cloud,
depending on the configuration.
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Logs

You can email FortiClient iOS logs to Fortinet.

To email logs to Fortinet:

1. Tap About.
2. Tap Diagnostic.

8:53

About

Documentation
Help

Ll Terms and Conditions

Diagnostic

3. Swipe right to enable Logging.

8:53

< About Diagnostic
NETWORK

Interfaces

DNS Servers

Routing Table (IPV4)

Routing Table (IPV6)

Sending stats for improvement

Logging
Report an issue

Clear logs

FortiClient iOS 6.4 Administration Guide
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4. Tap Email Logs.
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Standalone VPN client

You can download a VPN-only FortiClient iOS app. This app is free, supports basic SSL VPN, and does not require
registration with EMS. This version does not include central management, technical support, or some advanced features
such as always up, autoconnect, and so on.

Full-featured FortiClient iOS requires registration to EMS. Each endpoint registered with EMS requires a license seat on
EMS.

When you launch the free VPN-only FortiClient iOS for the first time, it requests permissions to use the camera and
access storage. Grant permissions as required. Only the VPN feature is available. Configuring settings for a new VPN
connection on the free VPN-only FortiClient iOS resembles doing the same on the full-featured FortiClient iOS. See To
add a VPN connection: on page 6 for details.

3:28 =0

 settings

VPN

PGRADE TO THE FULL VERSION
S AND RECEIVE TECHNI

EATL

Connections

VPN [ @)

Save Password

Status )
P

Duration

Sent

Received
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Change log

Date Change Description

2020-08-07 Initial release.
2020-09-16 Updated Configuring AirWatch integration on page 17.
2020-10-02 Updated Configuring AirWatch integration on page 17.
2020-10-05 Updated Supported platforms on page 5.
2020-10-07 Updated To connect Telemetry to an on-premise EMS: on page 12.
2020-11-27 Updated Configuring Microsoft Intune integration on page 30.
2020-12-17 Added Standalone VPN client on page 36.
Updated Zero Trust Telemetry on page 12.
2021-01-05 Updated Configuring Jamf integration on page 25.
2021-01-29 Updated Standalone VPN client on page 36.
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