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The Essentials

The FortiToken 310 is a USB Smart Card Token for X.509 PKI certificates
used in securing Internet transactions for applications including signing/
encrypting email, PDF documents, Microsoft Office files, and software, as
well as for strong authentication for your VPN or web-based applications.
Client certificates provide higher security than OTP tokens for two factor
authentication, although the private key of the PKI certificate must be kept
secret to be effective. Private keys generated and stored on the FortiToken
310 are more secure than private keys stored as files on local hard disks
because the FortiToken 310 cannot be coerced to expose the private key.

User and Admin Guides

For more detailed FortiToken 310 setup and configuration information, refer
to the FortiToken 310 User and Admin Guides on https://docs.fortinet.com.

Customer Service

For contracts, licensing, product registration and account management,
contact FortiCare Support at_https://www.fortinet.com/support/contact
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If any item is found missing or damaged, please contact your local reseller for replacement.

Software installation

Supported operating systems:

e Windows
e Linux
¢ macOS

To install the client software:

1. Login to the Fortinet Customer Service & Support website at:
https://support.fortinet.com/

2. Select Download > Firmware Images, then select FortiToken from the
dropdown menu.

3. Save the FTK310_Setup_V1 file to an accessible folder
4. Run the installer by double-clicking FTK310_Setup_V1.exe.

Using the Token Manager

To use the Token Manager:

1. Plug the FortiToken 310 into a USB port on your computer.

The first time you do this, you are prompted to change the default PIN if
it has not already been changed by your system administrator.

2. Click Yes.
The Manager interface displays.
3. Click Change User Pin to create a new PIN.
The default PIN is set at the factory to 7234. Use this for the old user PIN.

You can find the shortcut for the Manager by selecting Start > All Programs
> Fortinet > FortiToken. Click the shortcut to start the FortiToken Token
Manager. With the token plugged in, you can also double click on the
FortiToken icon in the system tray to start the Manager.

The Admin version incorporates some additional functions and can also be
found at the Fortinet Customer Service & Support website at:
https://support.fortinet.com/. The main interface includes a triangle button
for switching the other buttons displayed on the interface. The Admin version
can be used to initialize a token, unlock a token, and change the admin (SO)
PIN. The default SO PIN is $FOrtIN3t!.

For detailed instructions on how to get the most out of your FortiToken 310
USB Smart Card Token, see the FortiToken 310 User and Admin Guides
available from the Fortinet Documentation website at:
https://docs.fortinet.com under FortiToken.



https://support.fortinet.com/
https://support.fortinet.com/
https://docs.fortinet.com
https://docs.fortinet.com

F:=RTINET

This guide covers: FortiToken 310
March 20, 2024

Copyright® 2024 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered
trademarks of Fortinet, Inc., in the U.S. and other jurisdictions, and other Fortinet names herein may also be registered and/or common law
trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics
contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network
variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding
commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding
written contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform
according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified
in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same
ideal conditions as in Fortinet’s internal lab tests. In no event does Fortinet make any commitment related to future deliverables, features or
development, and circumstances may change such that any forward-looking statements herein are not accurate. Fortinet disclaims in full
any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify,
transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.

Regulatory Compliance: FCC Class A Part 15, / CE Mark

For Product License Agreement / EULA and Warranty Terms, visit https://www.fortinet.com/content/dam/fortinet/assets/legal/EULA.pdf

33-310-1009893-20240320




