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Introduction

This document provides a summary of enhancements, installation instructions, deployment
scenarios and performance guidelines for FortiRecorder v2.6.0 release build 582. Please review
this document before installing or upgrading FortiRecorder.

For more information on installing or upgrading your FortiRecorder device, see the
FortiRecorder Administration Guide. The Administration Guide can be found at
http://docs.fortinet.com/fortirecorder/admin-guides

Supported models

The following models are supported in FortiRecorder v2.6.0:

FortiRecorder-400D Network Video Recorder with 2x3TB (4x4TB max) HD
FortiRecorder-200D-Gen02 Network Video Recorder with 3TB HD
FortiRecorder-200D Network Video Recorder
FortiRecorder-100D Network Video Recorder
FortiRecorder-VM (64bit) Network Video Recorder for

o VMware vSphere Hypervisor ESX/ESXi v5.0 and higher
¢ Microsoft Hyper-V 2008 R2 and 2012

e Citrix XenServer v5.6sp2, 6.0

¢ KVM (gemu 0.12.1)

e AWS (EC2 PAYG)

FortiCam-20A Network Camera

FortiCam-MB40 Network Camera

FortiCam-MB13 Network Camera

FortiCam-MD20 Network Camera

FortiCam-MD40 Network Camera (pending release)
FortiCam-OB20 Network Camera

FortiCam-OB30 Network Camera

FortiCam-FD20 Network Camera

FortiCam-FD40 Network Camera

FortiCam-CB20 Network Camera

FortiCam-SD20 Network PTZ Camera

FortiAPCam-214B Network Camera and Access Point


http://docs.fortinet.com/fortirecorder/admin-guides

Summary of new features

The following is a list of the enhancements in FortiRecorder v2.6.0:

e H.265 codec

¢ Analytics - Face detection

e Smart search

e Tamper detection

e Amazon Alexa

e Audio

e Batch Camera Configuration

e Stability and performance improvements
e Stress performance widget

e CLI

o ONVIF support Improvements

o FCM-MD40 support (pending LPA)
e HTMLS5 player

e Maintenance

e Various

e SMS

e Bug fixes

o Fixed Vulnerabilities

e Kiosk version



Special Notices

Monitor settings for Web Ul

Fortinet recommends setting your monitor to a screen resolution of at least 1280x1024. This
allows for objects in the web Ul to be viewed properly.

Supported Web browsers and plugins

¢ Internet Explorer 11 or Edge 20, 25, 38

Known Issue: When trying to view large-resolution video through the web Ul, the browser
will crash and potentially restart.

This is a Microsoft bug affecting Internet Explorer and Edge on Windows 10.

Video Resolutions: 4K (2688x1512), and possibly resolutions larger than 1920x1080
FortiRecorder versions: 2.4 and later

Available workarounds:

1. Disable hardware decoding in Edge: Control Panel > Network and Internet > Internet
Properties > Advanced > Use software rendering instead of GPU rendering.

2. Use Chrome or Firefox, which will use software decoding by default.
3. Use FortiRecorder Central.
o Firefox 40 or higher
e Safari 9 or higher
e Chrome 45 or higher
e Adobe Flash Player 9 or higher plug-in required to display statistics charts
e QuickTime plugin required for viewing v2.3 and older video in web Ul.
Note: Apple OSX 10.11 and Chrome above 39 stopped support for QT
Note: The latest QuickTime version does not install the web plugin by default

Camera discovery method

As of v2.0.0 FortiRecorder supports UPnP, mDNS and ONVIF discovery of cameras.

FortiRecorder Central Windows client compatibility

It is recommended to use FortiRecorder v2.6.0 in connection with FortiRecorder Central v1.7.
Using FortiRecorder Central v1.6 is supported, but may have some limitations.

FortiRecorder v2.6.0 will not connect with FortiRecorder Central v1.0.



FortiRecorder MIB file

An SNMP MIB file for FortiRecorder is available from the FortiRecorder download directory on
the support site.



New Features

The following section highlights the new features in the FortiRecorder v2.6.0 release.

H.265 codec

High Efficiency Video Coding (HEVC), or H.265, is a video compression standard designed to
substantially improve coding efficiency. This can enhance video quality while maintaining the
same bitrate or reduce storage and bandwidth requirement while keeping the same image
quality. The reduction depends on the scene but can reach ~50% compared to H.264.

FortiRecorder supports streaming, recording and playback of H.265 video.

On the recorder GUI H.265 works with Edge on Windows10 and Safari on macOS.
FortiCentral v1.7 fully supports H.265.
FRC - Mobile support TBD.

Analytics - Face detection

Face recognition has been implemented in the FortiCamera solution to allow detecting and
matching people viewed by cameras. This is done in real-time or as archival investigation.
Architecturally the neural network processing is done in FortiCentral instances while the
database services are located on the FortiRecorder. There is no configuration necessary on
FortiRecorder. It is managed through the Computer Vision interface in FortiCentral. New
persons can be added to the database through that interface (including taking photos using
notebook cameras) or with the latest release of FortiRecorder Mobile — IOS. On FortiCentral two
accompanying apps are included. GPC demo finds previous detections of a person when
someone steps in front of a camera. If this person has been assigned a name it is also
displayed. The other demo is intended for EBC style meeting rooms to recognize and welcome
registered guests. Both demos have real world applications like electronic concierge or
automated welcome board.

Smart search

Allows automatic search through recordings for changes in a defined area of the camera video.
It delivers an activity graph that can be thresholded to generate segences of interest which can
be viewed similar to motion detections. The search takes some time, therefore it is possible to
define search jobs that can be executed and the results stored for later analysis.

Analytics tasks can be defined under ‘Analytics-Motion Detection’

Analytics

Motion Detection

Tamper detection

This new analytics function integrated into FortiRecorder will create a tamper detection event on
the camera timeline whenever a camera view is covered fully or partially. To enable this feature
check ‘Tamper’ in the ‘Camera Profile — Recordings’ settings. Sensitivity can be adjusted per
camera in the ‘Camera — Detection’ settings. Tamper events can trigger notifications sent out by
Email or SMS.



Camera | Camera Group Gmlml’mﬁle Video Profile || Firmware

Camera Profile Settings

Name: | HighQualityContallDetection
Video

Add schedule

Recording stream profile: | high-resolution > | [ New... | | Edit..

Viewing stream profile: | high-resalution ~| | New... | | Edit..
Recording

Add schedule

Recording type: [ Continuous Audio Sensitivity: 30

Motion detection Digital input ] Audio detection [¥] PIR detection [_] Tamper detection
Store on: ForiRecorder  []SD card

PIR Sensitivity: 30
Tamper Sensitivity: | 30

Edge Download

Amazon Alexa

FortiRecorder has been integrated with the Amazon home assistant Alexa. It supports
commands like:

“Alexa, ask fortirecorder who is at the front door?”
“Alexa, enable FortiRecorder mode away.”

The only configuration necessary is enabling and associating a camera with a name under
Service-Assistant.

Schedules can have a type Assistant assigned that allows enabling/disabling the schedule from
assistants instead of time driven.

Audio

e Fortinet and ONVIF cameras are supported with audio formats G.711 and AAC.

e 2-way audio support for FRC-MB40. Push-to-talk button in FortiCentral transmits voice to
camera speaker.

Batch Camera Configuration

e The user can add multiple camera at once to the FortiRecorder.

o After selecting a prefix and camera profile all selected cameras will be configured using
default values. The camera name will follow the naming scheme: <prefix><N> and the
selected camera profile will be used.

o Note that this feature is only available for Fortinet Cameras.

Stability and performance improvements

¢ New partition layouts and several internal improvements increased the total video bandwidth
that the FRC can support without loss of video frames. Requires re-partitioning to take effect.

e CPU temperature checking for FRC-400D

e More robust camera status and lost connection recovery

e Optimized management of storage quota enforcement and Move/Delete policy.
¢ Improve the FRC management of remote disk size.

e Shorter timeline loading time



e Faster extraction of video clips

Stress performance widget

A new dashboard widget displays a graph of skipped (not recorded) frames. It is a fundamental
measure to indicate system stress, which can have multiple causes.

o Total bandwidth of incoming video

o Network overload or traffic shaping

o Alarm event processing

o Analytics or smart search processing
o Outbound traffic to clients

Use of this tool allows gauging system loads on VM or appliance based recorders.

CLI

e Benchmark tool (exec benchmark) is used to test the disk subsystem by writing multiple
concurrent files.

o Disk layout: diage system disk-details provide information on the physical disks and if the
partitions are properly aligned.

ONVIF support Improvements

e Third party cameras with advanced events like intrusion, line crossing or tamper detection are
now detected by the recorder and included on the timeline.

¢ Configuration authentication with camera that has time out of sync with FRC

e Configure camera to use FRC as NTPServer.

FCM-MDA40 support (pending LPA)

Mini dome format 4MP camera with H.265 codec.

HTML5 player

Better handling of discontinuity between video files

Maintenance

e System-Maintenance GUI section offers FRC maintenance operations
e Download and restore configuration.
e Schedule backup of configuration.

e Restore firmware
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Various

e Support time limited 3rd party licenses for integration with FortiCare and ITF eval

e Display recording time period for local and remote storage in System information — Retention

Log disk: Capacity 9 GB, Used 30 MB ( 0.33%), Free 8 GB
Video disk: Capacity 905 GB, Used 815 GB (90.07%) , Free 80 GB
Retention: 5 day(s)

SMS

Improved SMS configuration error messages.

Added a test button to verify the SMS provider configuration.
Bug fixes

e URL escape camera names to be used as ftp paths
e Support volume expansion greater than 16T

o Make copy of global config after successful parse. Use this copy if global config cannot be
parsed.

e Improve error code reporting (preserve errno)

Fixed vulnerabilities

For more information see: http://www.fortiguard.com/advisory

Fixed vulnerabilities include:
CVE-2017-3737, CVE-2017-3737

Kiosk version

VM image suitable for execution in Oracle Virtualbox. It will be packaged with a bundle installer
that offers zero-touch deployment of a complete FortiCamera solution on Windows machines. It
includes FortiRecorder KIOS running in Virtualbox, FortiCentral and a tray tool. Upon startup the
Kiosk version automatically detects and installs FortiCameras. FortiCentral is preconfigured to
show video from the camera and give access to the recorder GUI. FortiRecorder KIOSK comes
licensed with two camera channels that can be used for FortiCamera or third party cameras.
Portl uses DHCP to join the same network as locally connected cameras. Its IP is announced
to FortiCentral using a mDNS responder service.

This platform allows exploring all FortiCamera solution features out of the box including recorder
configuration, camera settings and all of FortiCentral including face analytics.

11
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Firmware Upgrade/Downgrade
Information

Upgrading from earlier versions

Upgrading to v2.6.0 from v2.5.xis fully supported. For earlier versions a consecutive upgrade to
v2.5.0 is recommended.

Fortinet always recommends backing up the NVR configuration before performing an upgrade.

Upgrading FRC-400D to v2.5.5 or v2.6.0 is supported, but requires changing BIOS settings in
order to perform a software reboot (only reset button supported). Ask Fortinet support for help
with the procedure.

Downgrading to earlier versions

Fortinet does generally not recommend downgrading because there may be a loss of
configuration information.

Note: Before downgrading from v2.x.x to any v1.x.x version disable FRC-Central protocol.
Otherwise all protocols for this port will be disabled after the downgrade! This might require
using a serial console connection to regain access to the FRC.

Note: Before downgrading from v2.x.x to any v1.x.x version disable cameras and reset the
password using the CLI command exec camera password-reset. Otherwise cameras may
be rendered inaccessible after the downgrade and a camera hardware factory reset or recorder
upgrade to 2.x is required to access the cameras again.

Fortinet always recommends backing up the NVR configuration before performing a firmware
update, upgrade or downgrade.

12



FortiRecorder-VM

Licensing

Trial License

FortiRecorder-VM is licensed based on the number of active (enabled) cameras and uses a
stackable licensing model. The available license SKUs are:

¢ FRC-VM-Base — includes 10 camera license

¢ FRC-VM-10 — adds 10 cameras to the Base license

e FRC-VM-50 — adds 50 cameras to the Base license

e FRC-VM-100 — adds 100 cameras to the Base license

There are no other restrictions to the license other than the number of active cameras —i.e.
there is no restriction on the number of virtual CPUs, disk space, etc.

The current maximum number of active cameras supported by FortiRecorder-VM is 1010 — i.e.
you cannot currently license more than 1010 active cameras per FortiRecorder-VM installation.

After placing an order for FortiRecorder-VM, a license registration code is sent to the email
address used in the order form. Use the license registration code provided to register your
FortiRecorder- VM with Customer Service & Support at https://support.fortinet.com.

Upon registration, you can download the license file. You will need this file to activate your
FortiRecorder- VM. You can configure basic network settings from the CLI to complete the
deployment. Once the license file is uploaded, the CLI and Web-based Manager are fully
functional.

When FortiRecorder-VM is first installed, it will have a trial license. The trial license supports a
maximum of 5 active cameras for 45 days. All features and functionality are available with a trial
license except 3 party camera support of more than one camera.

Evaluation License

Installation n

The FRC-VM-Base SKU can be ordered as an evaluation license. The FRC-VM-Base SKU
supports 10 active cameras. All features and functionality are available with an evaluation
license except 3 party camera support of more than one camera.

otes

Refer to the FortiRecorder-VM Installation Guide for installation details. The Installation Guide
can be found at http://docs.fortinet.com/d/fortirecorder-vm-install-guide.
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Camera deployment scenarios

Cameras are deployed in two basic scenarios: local to the NVR and remote to the NVR.
FortiCamera deployments can combine both scenarios.

Local camera deployments

Local cameras deployments have two specific scenarios:
1. Cameras are installed on the same network as the NVR.

2. Cameras are installed on a local network, but there are one or more routers between the
NVR and the cameras.

Same network deployments

Installing the cameras on the same subnet as the NVR is the easiest deployment scenario since
the NVR can automatically discover the cameras.

Routed network deployments

If there are routers between the cameras and the NVR, the routers must be configured to allow
mDNS multicast packets between the camera network and the NVR network in order for the
NVR to automatically discover the cameras. Once the cameras are discovered, you can leave
the address mode as DHCP or change it to static.

If the routers are not configured to pass the mDNS packets, the cameras can be configured
manually by selecting the static address mode on the camera configuration page.

Remote camera deployments

Remote camera deployments refer to scenarios where there is a firewall between the NVR and
the cameras — i.e. camera discovery will not work and the cameras will likely have virtual IP
addresses on the firewall. The cameras are configured by selecting the VIP address mode on
the camera configuration page.
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Performance Guidelines

There are two components to consider when looking at FortiRecorder performance — the NVR
(FortiRecorder) and the client computer with FortiRecorder Central or a browser.

Overall FortiRecorder performance is a combination of the video input (video compression,
image quality level, complexity of the scene, video resolution, frame rate per second, number of
cameras) and the video output (to the clients for live views and playback).

The performance bottleneck in a FortiCamera deployment will likely be the network bandwidth
to and from FortiRecorder and the CPU performance of the computer running the FortiRecorder
Central or browser client, which must decode and render the video streams from the NVR.
Displaying multiple video streams on the client is very CPU intensive.

NVR performance

Number of supported cameras

The FortiRecorder-200D and FortiRecorder-400D can support up to 64 cameras depending on
the configuration. The FortiRecorder-100D is suitable for 16 cameras. For FortiRecorder-VM the
number of supported cameras is dependent on the hardware configuration of the VMware
server and the number of licensed cameras.

General performance factors

The following factors affect the input side of performance:
e Total number of video streams from the cameras (i.e. not just the number of cameras)
e The video recording types (motion only or continuous) per camera

e The video stream parameters per camera — i.e. resolution, frame rate, bitrate mode
(constant or variable) and the bitrate mode parameters (bitrate or image quality).

e The number of motion clips being received and the number of associated snapshots
being generated for display in the event monitor.

The following factors affect the output side of performance:
e Number of administrator/operator/viewer sessions
e Peak number of simultaneous administrator/operator/viewer live and playback views

e The video stream parameters per camera view — i.e. resolution, frame rate, bitrate
mode (constant or variable) and the bitrate mode parameters (bitrate or image quality).

Variable versus constant bit rate

Variable Bit Rate mode means the bandwidth used by the camera will vary according to what
the camera is seeing and the video profile settings. The video profile settings for the variable bit
rate mode are resolution, frame rate and image quality. High resolution creates more data than
medium or low resolution (see following sections for more detail). The degree of motion present
in a video stream also affects the amount of data created.
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Constant Bit Rate mode means the bandwidth used by the camera will stay relatively constant
regardless of what the camera is seeing. The constant bit rate mode is therefore more
predictable in deployments where bandwidth and/or storage capacities are important
considerations. The video profile settings for constant bit rate mode are resolution, frame rate
and bit rate. The bandwidth used by the stream is dictated by the bit rate setting.

In general, using the variable bit rate mode results in relatively consistent video quality but
fluctuating bandwidth and using the constant bit rate mode results in varying video quality but
predictable bandwidth. Choosing a high bandwidth constant bit rate mode avoids the video
quality drop e.g. during high motion, but may use some unnecessary bandwidth during times of
no activity.

However, in most cases the difference in video quality between the variable and constant bit
modes is negligible (assuming the same resolution frame rates and scene) and the constant bit
rate mode produces more reliable output from the cameras..

Bandwidth per camera or live view

Depending on resolution, frame rate and video quality a camera using H.264 compression may
generate the following bitrates (examples):

o 352x 240 @ 30 FPS, high quality = 0.4 Mbps

e 720x576 @ 30 FPS, high quality = 1 Mbps

e 1280 x 720 @ 30 FPS, high quality = 2 Mbps

e 1920 x 1080 @ 30 FPS, high quality = 4 Mbps

e 1920 x 1080 @ 30 FPS, medium quality = 2.8 Mbps
e 1920 x 1080 @ 30 FPS, low quality = 2 Mbps

e 1920 x 1080 @ 10 FPS, high quality = 2.4 Mbps

e 1920 x 1080 @ 10 FPS, low quality = 1.2 Mbps

Please note that these are estimates. If the scene is less complex (indoor with little detail and
not much motion), or the camera has little noise (daylight, good digital noise reduction) the
required bandwidth can be lower.

Storage capacity

Video retention depends on the available storage capacity and the total amount of video
bandwidth from the cameras. The following are some examples for FortiRecorder 100D, 200D
and 400D configured with different camera parameters to demonstrate the video retention
period.

FortiRecorder-100D has 1TB HD. For 4 cameras at 2 Mbps each this will yield 12 days of
recording.

FortiRecorder-200D with 3TB HD and 24TB remote storage. For 32 cameras at 2Mbps each
this will provide 42 days of recording.

FortiRecorder-400D has 6TB HD. For 16 cameras at 1.5Mbps this will yield 25 days of
recording.

A basic rule of thumb for doing a quick storage capacity calculation is:

1TB HD can store 1 camera configured to consume 1Mbps for approximately 100 days.

Therefore:
16



1TB HD can store 1 camera configured to consume 2Mbps for approximately 50 days.
6TB HD can store 10 cameras configured to consume 2Mbps each for approximately 30 days.

For more detailed bandwidth and storage consumption calculations, please refer to FortiCamera
Bandwidth Calculator User Guide on docs.fortinet.com.

Client Performance

If you need to display 8 or more camera live views, you may need to configure the second
camera stream so that viewing is done at a lower frame rate or resolution, depending on how
powerful the client PC is. RAM is less important than CPU for rendering video.

Video playback is very CPU intensive. If you are experiencing choppy video playback and
cameras “freezing” during playback, you likely have a client performance problem. Use the
diagnostic tools available on your client OS and look at the CPU usage when you are
experiencing video problems. If possible, keep the CPU usage below 50%.

To optimize client performance, use the video and camera profiles to define and assign a
second video stream for each camera. To increase the number of live views the client computer
can display, or to reduce the CPU requirement for a given number of live views, reduce the
resolution, quality and/or frames per second of the second video streams.

10 FPS is a good general setting for live views, which provides a reasonable frame rate for the
live views, but significantly reduces the load on the client (compared to 30 FPS which is more
ideal for higher traffic area surveillance)..
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Image Checksums

To verify the integrity of the firmware file, use a checksum tool and compute the firmware file’s
MD5 checksum. Compare it with the checksum indicated by Fortinet. If the checksums match,

the file is intact.

MD5 checksums for Fortinet software and firmware releases are available from Fortinet
Customer Service & Support. After logging in to the web site, near the bottom of the page,
click the Firmware Checksums button. (The button appears only if one or more of your devices
have a current support contract.) In the File Name field, enter the firmware image file name
including its extension, then click Get Checksum Code.
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