F:=RTINET

Administration Guide
FortiNDR 7.0.2

%; At ‘f‘#r L . H - ~7'
By T M"lll'm‘.h!m Z >
l w7
| . M7 %,
|| 7
o fesecart |
_ | S—
i
-~ & A
i
= /r’




FORTINET DOCUMENT LIBRARY
https://docs.fortinet.com

FORTINET VIDEO GUIDE
https://video.fortinet.com

FORTINET BLOG
https://blog.fortinet.com

CUSTOMER SERVICE & SUPPORT
https://support.fortinet.com

FORTINET TRAINING & CERTIFICATION PROGRAM
https://www.fortinet.com/training-certification

NSE INSTITUTE
https://training.fortinet.com

FORTIGUARD CENTER
https://www.fortiguard.com

END USER LICENSE AGREEMENT
https://www.fortinet.com/doc/legal/EULA.pdf

FEEDBACK
Email: techdoc@fortinet.com

=:RTINET

July 27, 2022
FortiNDR 7.0.2 Administration Guide
55-702-832248-20220818


https://docs.fortinet.com/
https://video.fortinet.com/
https://blog.fortinet.com/
https://support.fortinet.com/
https://www.fortinet.com/training-certification
https://training.fortinet.com/
https://www.fortiguard.com/
https://www.fortinet.com/doc/legal/EULA.pdf
mailto:techdoc@fortinet.com

TABLE OF CONTENTS

Change Log ... .l 7
Introduction ... . 8
Getting started ... 8
DemMO MOe . . 9
Loading the ANN database to FortiNDR for malware detection ..................................... 10
Updating the ANN database from FDS for malware detection .......................................... 14
Operating mode, protocols, and file type SUPPOIt ... 15
File sCan flOW 17
S G T 17

S G 2 18
Architecture considerations .. 18
Planning deployment—estimating data storage for file analysis throughput ... . 19
Il SEIUD o 20
INternet ACCESS ... ... 20

P OIS 20
Dashboard ... . . 22
NDR OVEIVIEW ... 22
Malware OVerVieW . 22
System Status ... 23
Security Fabric ... 25
FortiGate inline blocking (FOS 7.0.1and higher) ... ... ... 25
Tips for using FortiNDR inline blocking ... .. 26
FortiNDR inline inspection with other AV inspection methods ...................................... 27
Accepted file tYPeS 27
FortiGate integration (integrated mode with FOS 5.6 and higher) ..................................... 28
DeviCe INPUL 30
FortiGatetab ... 30
Other Device tab ... 30
Network Share ... . 30
Creatinga Network Share ... . 31
Testing connectivity ... 34
Scanning a network location ... . 34
Schedulingascan ... 34
Viewing scan resSURS ... 35
Scanning Zip filles 36
Network Share Quarantine ... 36
Quarantined filles ... 36
Creating a quarantine profile ... .. 37
Combining network share and quarantine profiles ... ... 38
Fabric ConNNectors ... 40
ICAP CONNECIOIS ... .. 40
Security Fabric Connector ... . 48
Enforcement . 49

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.



Enforcement Settings ... 49

Creating an Enforcement Profile ... ... . 51
Automation FrameWorK .. 53
FortiGate quarantine webhook setup example ... 55
FortiSwitch quarantine setup example ... 60
FortiNAC quarantine setup example ... 62
Generic Webhook setup example ... 63
AULOMAatioON I0G 64
Automation Status and Postaction ... 65
FortiSandbox integration (FortiSandbox 4.0.1 and higher) ... 65
Network Insights ... 67
DVICE INVEN OIY 68
B O NG 68
FortiGUArd IO C 69
N OO K A K S ... e 69
Weak/Vulnerable Communication ... 70
Weak/Vulnerable Communication tYPES ... ... 70
ENCrypted A aCK ... o 75
ML DS COVEIY ..o e 76
Add feedback @ SESSION ... 78
VIBW SESSION .o oo 79
View Source Device and View Destination Device ... 81
Attack Scenario ... 83
SCNAN O By PO . 83
Attack scenario navigation and timeline ... . 85
Understanding kill chain and scenarioengine ... 86
HoOSt S OrY 87
Virtual Security Analyst ... . . 88
Express Malware Analysis ... 88
Configuringthetable ... 90
Upload files using AP . 91
OUIBIEaK SEAICN ... 91
Search lead type of hash ordetectionname ... 92
Search lead type of outbreak name ... .. 93
RECUISIVE SEaICNES ... 93

R PO S . 94
StatiC FI T 94
ML Configuration ... 95
Malware Big Picture ... . 98
N WOIK 99
IO aCE 99
DNS and Static ROULES ... ... 99
Sy S M 100
Administrator and Admin Profiles ... 100

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.



I A 100

S NS .o 101
FortiGuUard . 101
Certificates ... 104
High Availability (HA) ... 105
HA setup reqUIremMENtS ... 105
Configuring an HA GroUD ... 106
Check HA status ... . 108
HA FailOVer . 109
HA configuration settings synchronization ... 111
HA L OGS o 112
Using Virtual 1P 112
User & DeViCe ... 115
Log & RePOIt . 116
MalIWarE LOg ... 116
Advanced search ... 119
NDR L0 . 120
ANOMIAlY 1A 120
SeSSION Tab 121
DeviCe Tab 122
BV N S 124
Daily Feature Learned .. ... 125
LOg S NG S .o 126
NDR I0gS SaMPIES . 127
Alert Email Setting ... 130
Email Alert ReCipients ..o 131
Troubleshooting ... 132
FortiNDR health ChecCks ... 132
SNIFfEr AIAQNOSIS ... 133
Rebuild RAID disk ... 134
Managing FOrtiNDR disk USage ... 137
Exporting detected malware files ... 138
Formattingthe database ... 140
EXPOt MaIWaAre 140
Working with false positives and false negatives ... 141
Troubleshoot ICAP and OF TP connection iSSUES ... 141
TroubleshOot LOG SettiNgS ... 142
Troubleshoot Network Share ... 144
Test the Network Share Connection ... 144
Diagnosing Network Share Errors ... 146
Debug version iIMage ... 147
CheCK Crash LOQ .. ... 147
Troubleshootingthe VM License ... 148
Troubleshooting Updater ... 148
FDS Authorization Failed ... 148
Clearing updater cache files ... ... 148

FortiNDR 7.0.2 Administration Guide

Fortinet Inc.



Diagnosing Other FDS Errors ... 149

Appendix A - APl guide ... 150
Appendix B - Sample script to submitfiles ... ... 157
Appendix C - FortiNDR ports ... 163
Appendix D - FortiGuard Updates ... 164
Appendix E - Event severity level by category ... 166

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.



Change Log

Date Change Description

2022-08-10 Initial release.
2002-08-18 Updated Appendix C - FortiNDR ports on page 163.

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.



Introduction

FortiNDR (formerly FortiAl) is the first Fortinet Network Detection and Response product from Fortinet. Apart from the
Virtual Security Analyst™ with rapid malware detection technology based on neural networks, FortiNDR is built on
FortiAl's high throughput malware scanning technology with extended features to detect Network Anomalies with auto
and manual mitigation techniques.

FortiNDR is the next generation of Fortinet breach detection technology, using both ML and Artificial Neural Networks
(ANN) which can detect network anomalies and high velocity malware detection and verdict.

ANN is able to mimic human behavior using the Virtual Security Analyst (VSA)™, which is capable of the following:

» Detect encrypted attack (via JA3 hashs), look for presence of malicious web campaigns visited , weaker ciphers,
vulnerable protocols, network intrusions and botnet-based attacks.

» Profile ML traffic and identify anomalies with user feedback mechanism.

» Quickly detect malicious files through neural network analysis including NFS file scan shares.

» Analyze malware scientifically by classifying malware based on its detected features, for example, ransomware,
downloader, coinminer, and so on.

» Trace the origins of the attack, for example, worm infection.

« Outbreak search can use the similarity engine to search for malware outbreaks with hashes and similar variants in
the network.

« Take advantage of Fortinet's Security Fabric with FortiGate(s) and other Fortinet Security Fabric solutions, along
with 3rd party API calls, to quarantine infected hosts.

FortiNDR's neural networks run in a 2U form factor using accelerated hardware with a custom GPU such as FortiNDR-
3500F, as well as using VMs with 16 or 32 vCPU support.

FortiNDR can operate in different modes: sniffer mode where it captures traffic on network from SPAN port (or mirrored if
deployed as VM), integrated mode with FortiGate devices and input from other Fortinet devices (see release notes for
supported devices), with inline blocking with FortiOS AV profiles (7.0.1 and higher). You can also configure FortiNDR

as an ICAP server to serve ICAP clients such as FortiProxy and Squid. All modes can operate simultaneously.

Key advantages of FortiNDR include the following:
Detect network anomalies with different techniques where traditional security solutions might fail

» Provide more context to attacks such as malware campaign name, web campaign devices and users participate in,
intrusions and botnet attacks

» Tracing and correlate source of malware events such as worm based detection

» Manual and automatic mitigation (AKA Response) with Fortinet Security Fabric devices (such as FortiGate,
FortiSwitch, FortiNAC), as well as 3rd Party solutions (via API calls).

Getting started

Use the CLI for initial device configuration. You can enable SSH access on the port1 administration interface or any
other administrative port set through the CLI command including RAID. You can also connect to the CLI using the
console port. Some troubleshooting steps also use the CLI.

FortiNDR 7.0.2 Administration Guide
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Introduction

Use the GUI to configure and manage FortiNDR from a web browser on a management computer. We recommend using
Google Chrome.

To connect to the FortiNDR GUI:

1. Connect to the port1 management interface using the following CLI commands:

config sys interface
edit portl
set ip x.x.x.x/24
end

2. Inaweb browser (Chrome recommended), browseto https://192.168.1.88.
The GUI requires TCP port 443.

3. Use admin as the name and leave the password blank. Click Login.

Demo mode

The purpose of demo mode is to showcase FortiNDR GUI functionality without actual attacks, anomalies malware, nor
with file scanning abilities. Demo mode will generate malware and anomalies log entries (but not the actual malware and
attacks) to populate the GUI with different attack scenarios and allow you to try demo searching, logging and
MITRE/JSON/IOC malware reporting functionalities.

Demo mode requires less computer resources and can run on newer laptops such as those with 2—4 vCPU and 8GB
memory. For production, a minimum of 16 vCPUs and 32GB of memory is required.

If required, please contact the Fortinet sales team for an evaluation license. A licensed FortiNDR instance allows you to
load ANN and have full scanning capabilities. Scanning capabilities including manual upload requires you to satisfy
minimum production CPU and memory requirements (which is 16vCPU and 32GB of memory).

Al
S L4
? Demo Mode is only available on FortiNDR VM.

To turn on demo mode with the CLI:

execute demo on

L}
‘?' Do not use functions which require scanning, such as Sniffer or Manual Upload, while in Demo
Mode.

To exit demo mode with the CLI:

execute demo off

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.



Introduction

To erase the demo log with the CLI:

execute db restore

Loading the ANN database to FortiNDR for malware detection

FortiNDR utilizes both FortiGuard updates to local DB as well as lookup for detecting network anomalies. For full list of
updates please refer to Appendix D - FortiGuard Updates on page 164 for details. The section below discusses one of
the updates: ANN for malware detection.

The ANN (Artificial Neural Network) database enables scanning of malware using accelerated ANN. Unlike AV
signatures, ANN DB does not require updates daily. ANN is only updated once or twice a week to enable detection of the
latest malware.

There are two ways to update ANN. You can update using FDN (FortiGuard Distribution Network) if internet is available,
or on Fortinet support website after the product is registered.

Currently FortiGuard updates are available via US, EMEA and Japan. Depending on your location, manual update might
be faster. The average time of ANN update via Internet is about 1-2 hours. Using the local CLI takes about 10 minutes.

To update the ANN database using CLI:

execute restore kdb {disk <filename> | ftp <file name> <server ipv4> | scp <file name>
<server ipv4> | tftp <file name> <server ipv4d>}

To update the ANN database by downloading from FDN to the FortiNDR device:

1. Formata USB drive in another Linux machine using the command fdisk /dev/sdc.
Ensure the USB drive has enough capacity and create one partition using EXT4 or EXT3 format.

FortiNDR 7.0.2 Administration Guide 10
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\‘é', FortiTester is a great companion for FortiNDR as FortiTester can send a malware strike

pack over different protocols such as HTTP, SMB, SMTP, to simulate malware in the
network. You can use FortiTester to generate malware and test FortiNDR for detection.

3. Copymoat kdb all.tar.gzandpae kdb all.tar.gz tothe rootdirectory of USB drive, in this example,
/AI DB.

4. Copy the files onto the FortiNDR by mounting the USB drive on the FortiNDR device and using the execute
restore kdb disk pae kdb all.tar.gzandthe execute restore kdb disk moat kdb
all.tar.gz commands.

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.
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Q
@ Dashboard > FortiGuard Distribution Network
B Network Insights >
¥ Security Fabric > License Information
i >
© Attack Scenario Entitlement Status
L) Host Story >
FortiCare Support @ Registered
& Virtual Security Analyst >
& Network > Firmware & General Updates @ Licenses - expires on 2023/03/10 © Firmware Upgrade
3 System e NDR Service @ Valid - expires on 2023/01/09

Administrators © Error Occurred During Updating

Admin Profiles

Text Al Feature DB o Version 1.087 Upto Date
Firmware
Text Al Group DB © Version 1.087 Upto Date
Settings
Binary Al Feature DB © Version 1.096 Upto Date
FortiGuard
Binary Al Group DB © Version 1.096 Upto Date
Certificates
& User & Authentication N Scenario Al DB © Version 1.087 Upto Date
M Log&Report > Text Al Learning Feature DB © Version 1.087 Upto Date
Binary Al Learning Feature DB © Version 1.096 Upto Date
Binary Behavior DB © Version 1.096 Upto Date
AVEng Active DB © Version $0.01403 Update Available
AVEng Extended DB © Version 90.01332 Upto Date
AVEng Extreme DB © Version $0.01363 Upto Date
AVEng AIDB © Version 202671 Update Available
Application Control DB © Version 20.00295 Upto Date
Industrial Security DB © Version 20.00295 Upto Date
Network Intrusion Protection DB © Version 20.00299 Upto Date
Traffic Analysis DB © Version 20.00001 Upto Date

Lo [

6. To verify the ANN database in the CLI, use the diagnose kdb command and check that there are four KDB Test
Passed status lines.
You can check the latest version of FortiNDR ANN at https://www.fortiguard.com/services/fortindr.

FortiNDR 7.0.2 Administration Guide
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(Uptime:

Y When you have finished using the USB or SSD drive, remove the drive from FortiNDR. Some
‘?' disk-related CLI commands such as execute factoryreset, execute
- partitiondisk,ordiagnose hardware sysinfo mighttreatthe additional disk as the
- primary data partition.

FortiNDR 7.0.2 Administration Guide
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Updating the ANN database from FDS for malware detection

To update the ANN database from FDS:

1. Goto System > FortiGuard.
2. Check the License Status to ensure there is a valid license.
If the license is not valid:
» The unit cannot update from FDS.

« Ensure the unitis not on internal FDS and the unit has a subscription for FortiGuard Neural Networks engine
updates & baseline.
Status

@ Registered
@ Licenses - expires on 2023/07/30 @ Firmware Upgrade
@ Valid - expires on 2023/01/09

@ Valid - expires on 2022/07/30 [ FortiNDR VM License

3. Click Check Update.
If there are updates, an Update Now button appears and the Status column shows the components with updates.
FortiGuard Updates
Manual Update % Check update | | &> Update FortiGuard Neural Networks Engine

Scheduled Updates

4. Click Update Now.
Due to the size of databases, the update might take several hours depending on your Internet speed. During the
update, check the Status column.

License Status: Valid until 2021/01/03

Entitlement Version Last Update Date Status
& Binary Al Engine Version 1.000 2020/01/01 00:00:00 Upto Date
& Binary Al Learning Engine Version 1.000 2020/01/01 00:00:00 Up to Date
£ Binary Al Feature DB Version 1.017 2020/03/0204:57:45 Upto Date
£ Binary Al Group DB Version 1.017 2020/03/0204:57:45 Upto Date
£ Binary Al Learning Feature DB Version 1.017 2020/03/02 04:57:45 Up to Date
& Text Al Engine Version 1.000 2020/01/0100:00:00 Upto Date
& Text Al Learning Engine Version 1.000 2020/01/0100:00:00 Upto Date
£ Text Al Feature DB Version 1.000 2020/03/0202:37:00 Downloading
£ Text Al Group DB Version 1.000 2020/03/0202:37:00 Downloading
£ Text Al Learning Feature DB Version 1.000 2020/03/02 02:37:00 Downloading

FortiNDR 7.0.2 Administration Guide
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Operating mode, protocols, and file type support

FortiNDR can operate in both detecting network anomalies as well as malware analysis using ANN. If FortiNDR
functionalities are not needed, and you prefer pure file analysis, NDR functionalities can be switched off with the
command "execute ndrd {on|off}"

For more information, see the FortiNDR CLI Reference Guide.

Operating
Mode

Supported
Devices *

Sniffer N/A

Integrated FortiGate
FortiMail
FortiSandbox

ICAP FortiWeb
FortiProxy

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.

Communication
Protocol

N/A

OFTP (v5.6-v6.x),
HTTP2 (v7.0 FOS)

HTTP2

HTTP2

ICAP

ICAP

File/Malware
Analysis Pro-

tocols sup-
ported

HTTP, SMBV2,
IMAP, POP3,
SMTP, FTP

HTTP, HTTPS
(with SSL
decryption),
SMTP, POP3,
IMAP,

SMTP

MAPI, FTP, CIFS

HTTP, HTTPS

HTTP, HTTPS

NDR Network Notes
Anomalies

Protocols

Supported

TCP, UDP,
ICMP, ICMPS,
TLS, HTTP,
SMB,
SMTP,SSH,
FTP, POP3,
DNS, IRC,
IMAP, RTSP,
RPC, SIP,
RDP, SNMP,
MYSQL,
MSSQL,
PGSQL, and
their behaviors

Using SPAN port
or network TAP

N/A FortiGate v7.0.1
supports INLINE
blocking with AV
profile

Configure under
AV profile under
FortiMail.

N/A Supports using
FortiNDR as ICAP
server and multiple

FortiGates,
FortiWeb and
FortiProxy or third-
party ICAP client
such as Squid.

15
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Operating Supported Communication File/Malware NDR Network
Mode Devices * Protocol Analysis Pro- Anomalies

tocols sup- Protocols
ported Supported

Other / API FortiSOAR HTTPS API upload HTTPS N/A Using API
available from
FortiNDR for file

upload
Scripts (referto  HTTPS API upload
Appendix for
sample scripts)
NFS and SMB SMB/NFS N/A N/A Direct map and
file shares scan

Supported file types for all operating modes:

32 bit and 64 bit PE - Web based, text, and PE files such as EXE, PDF, MSOFFICE, DEX, HTML, ELF, ZIP, VBS, VBA,
JS, HWP Hangul_Office, TAR, XZ, GZIP, BZIP, BZIP2, RAR, LZH, LZW,ARJ, CAB, _7Z, PHP, XML, POWERSHELL,
BAT, HTA, UPX, ACTIVEMIME, MIME, HLP, BASE64, BINHEX, UUE, FSG, ASPACK, GENSCRIPT, SHELLSCRIPT,
PERLSCRIPT, MSC, PETITE, ACCESS, SIS, HOSTS, NSIS, SISX, INF, E32IMAGE, FATMACH, CPIO, AUTOIT,
MSOFFICEX, OPENOFFICE, TNEF, SWF, UNICODE, PYARCH, EGG, RTF, DLL, DOC, XLS, PPT, DOCX, XLSX,
PPTX, LNK, KGB, Z, ACE, JAR, APK, MSI, MACH_O, DMG, DOTNET, XAR, CHM, ISO, CRX, INNO, THMX, FLAC,
XXE, WORDML, WORDBASIC, OTF, WOFF, VSDX, EMF, DAA, GPG, PYTHON, CSS, AUTOITSCRIPT, RPM, EML,
REGISTRY, PFILE, CEF, PRC, CLASS, JAD, COD, JPEG, GIF, TIFF, PNG, BMP, MPEG, MOV, MP3, WMA, WAV,
AVI, RM, TOR, HIBUN

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.

16



Introduction

FortiNDR supports quarantine with incoming webhook from FortiOS 6.4 and higher. For details, see the Release Notes.

For FortiNDR to quarantine via FortiGate, you must provide VDOM information to FortiGate. For details, see Automation
Framework on page 53.

FortiNDR Architecture U
FortiGuard
Neural Network & )
FortiWeb I —— NDR Updates - Forti NA(.;
(ICAP client) ‘ Quarantine
, -3 HQ FortiGate N\~  FortiSIEM
FortiProxy f'" - (Inline Blocking) 7 ~®  Dashboards
(ICAP client) ‘.g {
File submissions FortiAnalyzer
FortiGate(s) | l | (/ Logging and
= FortiNDR RGN
‘0 (ICAP Server)
A
* . (- ) FortiSOAR
. - | o X File submission
FortiSandbo 1
' XL /— Sniffer / SPAN
SMB v2, Web and
Email Traffic 3 Party API
—_— SYSLOG
Fortiviail  [R] ————— A A @ Email
SITX/JSON
Worms / Lateral Movement
ann ] ) Response Integration
H-H © Fortinet Inc. All Rights Reserved.

Supported file types for ANN:

For ANN supported file types, ANN will process and provide a feature breakdown between different attack scenarios
(like Ransomware, banking trojan etc) 32 bit and 64 bit PE, PDF, MSOFFICE, HTML, ELF, VBS, VBA, JS, PHP, HWP

Hangul_Office, XML, POWERSHELL, UPX, ASPACK, NSIS, AUTOIT, MSOFFICEX, RTF, DLL, DOC, XLS, PPT,
DOCX, XLSX, PPTX, DOTNET, INNO, IFRAME

\,

‘?' File types supported by ANN will be scanned by the ANN and AV engines. Other supported file
- types will be scanned by AV engine only.

File scan flow

Stage 1

All files to be scanned go through the same flow. First, the files are scanned by the Antivirus static engine. The AV
engine identifies the file types and assigns a verdict at the same time. If the files are archive files such as ZIP or TAR,

they are extracted at this stage (up to 12 layers). The extracted files are then sent back to be scanned by the Antivirus
static engine.

FortiNDR 7.0.2 Administration Guide
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File input: v

Sniffer ICAP, o

AP, GUI upload, P Files to scan

Metwork share.... File extration
Man lewel: 12

R —

Filetyping, extraction
and static scan

Scan Type: 32 bitand 64 b
PE, ELF, UPX, APACK, NSIS,

AUTOIT, DLL, DOTNET, INNO

# Binary Al engine I—

Scan Type: PDF, MSOFFICE,

Stage 2

Clean:
Both Al engine and
AV enigne veridect are clean

it

>

Text Al engine

HTML, VBS, VBA, JS, PHE H
Hangul_Office, XML,

POWERSHELL, M5OFFICEX,

RFT, DOC, XLS, PPT.S0CX,
5LSX, PPTX, IFRAME

¥

Malicious:
Al engine overrides verdict
if AV engine verdict is clean and

enriches detection with I0Cs and
malicious feature composition.

WP

If it is a supported file type by ANN (listed above), file type, files are sent to either the Binary or Text Al engine for the
Stage 2 scan. Files will go through the Stage 2 Scan regardless of the verdict in Stage 1. The Al engine will only override
the verdict if the file is Clean in Stage 1 and Malicious in Stage 2. The Stage 2 Al scan enriches the I0C information and

malicious feature composition in the sample detail view.

Architecture considerations

FortiNDR comes in both appliance and VM form factor. The appliance is FortiNDR-3500F. The VM16 and VM32 is

subscription-based.
FortiNDR can work in the following modes:

o Standalone sniffer mode.

« Integrated mode with FortiGates. This mode supports all files from FortiGates and other Fortinet Security Fabric
devices such as FortiSandbox etc (please refer to release notes or the data sheet for list of products supported)

« ICAP mode. FortiNDR can act as ICAP server and serve ICAP clients such as FortiGate, FortiWeb, and Squid.

« All modes can operate simultaneously.

For proof of concept, consider the following in a deployment:

« FortiNDR is a non-inline, passive device that is capable of very high files-per-second scan rate and speedy
detection and verdict of malware. This is achieved by hardware accelerated Neural Networks on the appliance.
FortiNDR-3500F is rated at 100000 files per hour or 27.78 files per second. FortiNDR VM has approximately 40-

80% of hardware performance without GPU.

¢ You can use FortiNDR with lots of email, HTTP, and SMBv2 traffic in sniffer mode, and other traffic or files from

FortiGates.

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.
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« By observing web, email, HTTP, and SMBv2 traffic, the FortiNDR Virtual Analyst can determine the original IP
address of the malware attack by examining the historical files/traffic/infection on the network. So the more traffic
you send to FortiNDR, the more data FortiNDR can analyze and use.

» For response/mitigation after threats are detected, please refer to Security Fabric > Enforcement Settings and view
the automation profile for details. FortiNDR is capable of calling APIs on different products such as FortiGate,
FortiNAC, 3rd Party, and FortiSwitch (via FortiGate Fortlink) for quarantine.

For file type support, see the datasheet and Administration Guide for the most up-to-date information.

Planning deployment—estimating data storage for file analysis
throughput

o FAI-3500F (gen 1 & 2) uses 2 X 3.8TB SSD in RAID1 and comes with the option to purchase additional SSD HDDs.

o FNR-3500F (gen3 with fiber card) uses 4 x 3.8TB SSD in RAID10 and comes with the option to purchase additional
SSD HDDs.

* FNR-VM comes with 4 different size disk images.

The following table provide guidance for FortiNDR disk storage used for malware scanning only.

Default data stor- Max. Process rate* Storage retention (approx. days /

age (GB) (files/hour) months / year)

FNDR-3500F 3517 100,000 270 days /9 months /.75 years
FNDR-VM 1024 40,000 to 80,000 265 days /8.5 months /.75 years
FNDR-VM 2048 40,000 to 80,000 625 days / 20.5 months /1.7 years
FNDR-VM 4096 40,000 to 80,000 1345 days / 44.5 months /3.7 years
FNDR-VM 8192 40,000 to 80,000 2700 days / 90 months /7.4 years

“é" VM16 and VM32 published file processing rate at 40,000 and 80,000 files per hour

- respectively

* The max. process rate depends on the average size and composition of file types. NDR disk storage depends on a few
factors such as:

« Size of data disk allocated in VM

o Number of disks inserted into hardware model

» Throughput of network e.g. with sniffer

» Whether unitis used for NDR and/or pure file analysis only

Please refer to disk management section under system for more information.

FortiNDR 7.0.2 Administration Guide 19
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Initial setup
For the meaning of LEDs, see the Quick Start Guide (QSG).

Internet Access

For FortiGuard updates please have a stable internet access from the FortiNDR unit. Go to System > FortiGuard for
updates via Internet. For offline deployments please refer to Appendix D - FortiGuard Updates on page 164.

Ports

Port1 and port2 are hard-coded to be management port and sniffer port.

The following is the initial port configuration.

Port Type Function
Port1 10GE copper (10G or 1G Management port, GUI, Fabric devices files receiving,
autodetect) REST API, ICAP.

Default IP addressis 192.168.1 .88 using admin with
no password.

Port2 10GE copper (10G or 1G Sniffer port.
autodetect)

Port3 1G Copper High availability

Port4

Port5 10G SPF+ fiber (gen3 only) Reserve for future use*

Port6

Port7

Port8

Console Serial port Console serial port.

9600 baud, 8 data bits, 1 stop bit, no parity, XON/XOFF.

While the FortiGate port2 sniffer comes in 10GE copper, it also auto detects 1/10G interfaces.
If the switch supports SFP+, you can use the FN-TRAN-SFP+GC transceiver.

SKU: FN-TRAN-SFP+GC
sq, Product Name: 10GE copper SFP+ RJ45 transceiver (30m range)

Description: 10GE copper SFP+ RJ45 Fortinet transceiver (30m range) for systems with SFP+
slots.

10GE copper supports up to 100m cable distance to switch or FortiGate. Ideally the shorter the
cable the better the performance, avoiding retransmission and packet loss over physical
medium.
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S ! /, Use CAT 8 copper cable to achieve the maximum performance of up to 40Gbps for sniffer. For
? differences in CAT cables, see https://www.cablesandkits.com/learning-center/what-are-cat8-
3 ethernet-cables.

‘Q' *For customers who are required to use SFP+ ports (available in gen3 hardware only) for
- management and capture (sniffer), pls contact local CSE for details.
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Dashboard

The Dashboard displays the overall anomalies detected by FortiNDR as well as the system status. The Dashboard
contains three views: NDR Overview, Malware Overview, and System Status.

NDR Overview

The NDR Overview dashboard displays network detection and response statistics as charts and graphs. Each widget
can be filtered with a time range of 1 day, 1 week, or 1 month. When you click the Network Insights widgets, such as ML
Discovery and Botnet, the widget expands to full screen.

@ FortiNDR-3500F ® admin ~
@ Dashboard > [radawidget
NDR Overview
Malware Overview D lweek~| & = Ano lweekv & =+ =- | Anomaly Overview Tweke O
SyEtenStatis Device Type 119.55M 2.78M Anomaly Type
& Network Insights > B Unknovn Session Analysed Files Analysed (Sniffer) 15M W Eeotnet
@ security Fabric > M Virtus! Machine ™M 6.38K Béncrypted
W serve Anomalies in 19680 Sessions 0.230 % Files Detected |ioc
© Attack Scenario (19383 P N ™ B Network attack
(Critical Risk 455KQ] | (Critical Risk 82.42K) WL
Q Hoststory D> F 4 B Weakcipher
© VinusisecurtyAnayst > (HighRisk 979.68K Q] | (HighRisk 21624K) | so0k
’5" Network s (Medium Risk 1153KQ ) || (Medium Risk 31am) l
etwor
& system > LowRisk 5] || (o 83K 0713 0714 07715 07/16 0747 07/18 07/19 07720
& User &Authentication >
verview iweekr| & {1 =+ | WeakCiphers/Vulne iweek~| =< || FortiGuardlOC | tmonth~| =~ || TopNetwork Attacks tday-| I3 =
@ Log&Report > F G
Attack Scenario Weakversion 19.01K 900 FortiGuard I0C 14.14K Network Attacks
e
EY Tree
W eotret Weakcipher LS Maluare CnC | PUP Spywarecne Severity v Attack Name Count v
25M
Web Shel 2 .
v Doihere Weak security mode LAt BlackMoon || Malicious Websites WM Malicious Shellcode Detection 13016
o gos Weak encryption 141K Malvare Cnc || Pykspa || Sality c2 o S e T G 317
icati ality | Floaf
™ :‘G"d““”’f', Weak authentication 517 salaty || FL Remote CMD Shel s
ook eneric Trojan
:Qup&:zmn =M Ms Office EQNEDT32 EXE Equation Parsing Memory Corruption 58
0713 0714 0715 07/16 077 O7/18 O7A9 OV - BT Locky Botnet 5
Latest Notification c = Encrypted Attacks 1day~ = Botn nections| 1month~ | =~ || ML Discovery 1day~ =~
igh] Weak cipher of TLS Protocol detected at 172.19.235.50 993 Botnet Connections ® Baselining (6 Day(s) 20 Hour(s) 22 Minute(s) remaining )
igh Weak cipher of TLS Protocol detected at 172.19.235.190 botnet Other || botnet Spyeye
High Weak cipher of TLS Protocol detected at 172.19.235.190 botnst Androneda
Highl Weak cipher of TLS Protocol detected at 172.19.235.190 No Encrypted Attacks botnet Ganeover-zeus 510.49K
Anomalies Found by Machine Learning
Highl Weak cipher of TLS Protocol detected at 172.19.235.190 botnet Dofoilv2 || botnet Tinba
igh] Weak cipher of TLS Protocol detected at 172.19.235.190 botnet Fareit | botnet Tofsee
gh i 5.1
igh] Weak cipher of TLS Protocol detected at 172.19.235.190 No ML training has finished yet
ByVolume~ 1day~ 1[I = Top Talkers TrafficVolume ~  Internal + | 1day~ {3 = Top URLs lday~ & I =~
Top Applications Top Telkers URE ETi
Ve I DEVICE 92945AC1 <> 172.19.236.179/upload 213.9¢
mmsaL [ DEVICE 64625303 <->
s B WINDOWS C742FBD7 172.19.236.176/upload 82.44K
E FileUplosd HTTP B WINDOWS_ C742FED7 :
WSS TLSL2 B WINDOWS C742FBD7 172.19.236.178/upload 071K
W HTTPEROWSER B WINDOWS C742FBD7 ’
B GoogleServices I WINDOWS 74278 17213236 172 )ploxd 250K
Bl Microsoft Ofice Online B DEVICE 64825303 . 172.19.236 174 uplosd 1147
W Portmap. W WINDOWS_C742FBD7 <->
Bioart [EIDEVICE 2AEE38E9 <-> DEV. 172.19.235.67 7.98K

Malware Overview

The Malware Overview dashboard displays information about malware attacks and performance information as charts
and graphs.
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@é FortiNDR-3500F >~ ©admin -
8] DachCoard ¥ || +AddWidget

NDR Overview

Detection Type 1month~> =~ Attack Scenario | 24hours» =~ Top 10 Learned Feature Type =~ Performance Information S~

System Status

B NetworkInsights N ! l ) _IE_);;:ctmn ‘ éggi‘:atio Feature Type {Ac:epted 309,501 Q]
= = [l Phishing
¥ Security Fabric > \‘\“ u [ Dropper \\“ W GenericT... O Redirector [Prucessed 309,862 Q}
. ~ M Proxy O Ransomw...
>
€ Attack Scenario 3405232 H Trogon 1526 B Worm Ac.. [Detected 4,166 Q}
& Host Story > Detection(s) =\[g‘,r;5 Event(s) =§;‘_fpht_ﬂiaa" Feature(s) [Feature Learned 71,405 QJ
. i o ishing

@ Virtual Security Analyst > \\\ B GenericT.. I Backdoor
< Network > M Phishing W Banking T... 152,239 PE and Text detected
o N [l Redirector [H Botnet 3,921 other file types detected

System O bownloa... B Dats Leak 245 samples processed per hour
& User & Authentication >
M Log&Report > | | Top 10 Virus Families x =-

KeyLoggeNMobfus
PolyRans¢
Sytro
Emotet
Agentb
Zbot
Dinwod

Tiny

~

System Status

The System Status dashboard displays information about the FortiNDR device. Use this dashboard to view license
information, resource usage, and the processing queue.

@ FortiNDR-3500F >~ O admin ~
(9 (=il Y [ +Add widget
NDR Overview
Malware Overview System Informatior ® [1I =~ Licenses =~ CPU Sminutes~ =~ Memory Sminutes~ =~
System Status
5 Hostname FortiNDR-3500F 200% 100%
Network Insights b @ FortiCare Support
@ security Fabri , | SerialNumber FAI35FT319000005 AL 80% 80%
yeCcurity rabric
) Firmware v7.0.0 build0999 (Beta) 60% 60%
© Attack Scenario 4 @ Firmware & General Updates
Q Host Story > | SystemTime  2022/04/1913:07:37 0% a0%
@ Virtual Security Analyst > Uptime 00:01:57:16 © NDR Service 20% 20%
« Network > Data Disk 5728.1GB /13452 GB, 0% 0%
& 42.58% 303 1304 1305 13:06 130 303 1304 1305 1306 130
System >
v @ Current usage 96% Current usage 25%
2 User & Authentication >
M Log & Report > || Accelerator S5minutes ¥ | =~ Sample Processing lweek~ =~
o 5360 ProcessedFile
80% M Processed
36.29M [ Backlog
60%
27.21M
0%
18.14M
20%
9.07M
0% ~——————— |
13:03 13:04 13:05 13:06 130
et reaoe ()% 04712 04/13 04/14 04/15 04/16 04/17 04/18 04/19
Current usage 0%

To add a widget to a dashboard:

1. Inthe dashboard banner, click Add Widget. The Add Dashboard Widget window opens.
2. Click the plus sign (+) next to the widget name.
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3. Click OK.
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FortiGate inline blocking (FOS 7.0.1 and higher)

You can configure FortiGate to integrate with FortiNDR using inline blocking. Changes in FortiOS allow the AV profile to
configure inline blocking by sending files to FortiNDR for rapid inspection and verdict. FortiGate temporarily holds the
user session for FortiNDR to return a clean or malicious verdict, and then it decides if the user can download the file.

This provides more security than integrated moded because you can download the file first while the file is sent to
FortiNDR (and FortiSandbox) for inspection.

To configure FortiGate AV profile inline blocking:

1. Configure FortiGate and FortiNDR Security Fabric pairing using the Security Fabric Connector. For details, see
Fabric Connectors on page 40.
This is needed for authentication between the two devices before file submission begins.

2. When pairing is complete, verify that FortiNDR appears in the FortiGate topology with the FortiNDR icon in the
legend.
(@ FGT-CSF-API - - ©- 08 @ edmin-
@ Dashboard 5 Device Count »
% Network
B Policy & Objects hetrics
& Security Profiles

& User &Authentication

- N
& System AP FAIVMSTM? i

%X Security Fabric ric Rool ——
Physical Topology M portl
Logical Topology

Security Rating

1 port2

Automation
Fabric Connectors
External Connectors

L4 Log & Report

Security Fabric: FGT-CSF-API

=

Topology last updated 9 second(s) ago. Security Rating
results that ran 2 hour(s) and 55 minute(s) ago were
aggregated.

< Update Now
FEATINET

3. Configure the FortiGate AV profile using the following CLI commands.

Config system fortindr
Set status enable
End

Config antivirus profile

edit fai << profile name
Set feature-set proxy
Config http << or another protocol such as FTP, SMTP, IMCP, CIFS, etc.

FortiNDR 7.0.2 Administration Guide
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Set fortindr block << or monitor
End
Next
End

4. Apply this AV profile in the ForitOS NGFW policy.
Both FortiGate Antivirus logs and FortiNDR logs and reports show corresponding log entries.

Tips for using FortiNDR inline blocking

« Similar to the FortiGate AV profile, a browser replacement message if as displayed if a virus is found.
In FortiOS, the message is called FortiNDR block page, and is a customizable HTML page.

el B Ry AT 4

= T @ LR R ITE L T T T e =g 5 noa =

High Security Alert

« For encrypted traffic such as HTTPS, the SSL profile must be configured on FortiGate to extract files in encrypted
protocols.
* The maximum file size is determined by both FortiGate and FortiNDR. FortiNDR supports a default maximum file
size of 200MB. In FortiNDR the maximum file size can be adjusted with the following CLI command:
execute file-size-threshold
« Ifthere are network connectivity issues that causes a timeout between the connections, FortiGate and user
download operations resume after connectivity is restored.
When FortiNDR is connected to the Security Fabric, you can configure a malware widget in the FortiOS Dashboard.

Go to Dashboard > Status > Add Widget > Fabric Device to display the detected attack scenarios.

Add Dashboard Widget - Fabric Device

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.

26



Security Fabric

FortiNDR inline inspection with other AV inspection methods

The following inspection logic applies when FortiNDRinline inspection is enabled simultaneously with other AV
inspection methods. The AV engine inspection and its verdict always takes precedence because of performance. The
actual behavior depends on which inspected protocol is used.

HTTP, FTP, SSH, and CIFS protocols:

1. AV engine scan; AV database and FortiSandbox database (if applicable).
« FortiNDR inline inspection occurs simultaneously.

2. AV engine machine learning detection for WinPE PUPs (potentially unwanted programs).
» FortiNDR inline inspection occurs simultaneously.

3. Outbreak prevention and external hash list resources.
» FortiNDR inline inspection occurs simultaneously.

A\,

S L 4
q If any AV inspection method returns an infected verdict, the FortiNDR inspection is aborted.

POP3, IMAP, SMTP, NNTP, and MAPI protocols:

1. AV engine scan; AV database and FortiSandbox database (if applicable).
2. AV engine machine learning detection for WinPE PUPs (potentially unwanted programs).
» FortiNDR inline inspection occurs simultaneously.

3. Outbreak prevention and external hash list resources.

« FortiNDR inline inspection occurs simultaneously.

\ﬂ Inan AV profile, use set fortindr-error-action {log-only | block | ignore}

to configure the action to take if FortiNDR encounters an error.

Accepted file types

The following file types are sent to FortiNDR for inline inspection:

7Z
ARJ
BZIP
BZIP2
CAB
ELF
GzIP

FortiNDR 7.0.2 Administration Guide
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HTML
JS
LZH
LZW

MS Office documents (XML and non-
XML)

PDF
RAR

RTF

TAR

VBA

VBS

WinPE (EXE)
XZ

ZIP

27



Security Fabric

FortiGate integration

(integrated mode with FOS 5.6 and higher)

You can send files to FortiNDR using FortiGate 5.6 and higher.

FortiGate cannot receive files from both FortiSandbox and FortiNDR simultaneously.If your FortiGate has FortiSandbox
configured, consider using another mode.

FortiNDR uses the same OFTP (Optimized Fabric Transfer Protocol) over SSL (encrypted) from FortiGate to
FortiSandbox. If you are not using FortiSandbox, you can use FortiGate's Sandbox Inspection to send files to FortiNDR.

For information on configuring FortiGate, see the FortiGate documentation in the Fortinet Document Library.

To send files from FortiGate to FortiNDR:

1. Setup the IP address on FortiGate.
="= FortiGate 100D FG10(

interimbuild0805~ >— 1 @~ A3 (@) admin~

@ Dashboard > | Security Fabric Settings

I N Security Fabric ~
@ Physical Topology
@ Logical Topology
Security Rating
@ Automation

& Settings g
@ Fabric Connectors

I FortiView >
& Network >
£ System [ 1
B Paolicy & Objects >
& Security Profiles >
L0 VPN >
& User & Device >
= WIiFi & Switch Controller >
il Log & Report >
€ Monitor >

FortiNDR 7.0.2 Administration Guide
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O FortiGate Telemetry

® FortiAnalyzer Logging

(» Central Management

@ Sandbox Inspection

FortiSandbox type EEERERGLI N IEL N FortiSandbox Cloud

Server T TG - Test connectivity
Connectionstatus & Connected

Notifier email L g@fortinet.com

Applied Threat Intelligence

Dynamic Malware Detection version | not loaded

URL Threat Detection version not loaded

FortiSandbhox Statistics (last 7 days)

L TR (o SRR |

Apply
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2. Configure an AV profile to send files to FortiNDR.

"= FortiGate 100D FG1004 interimbuild0805~ >~ I3 @~ A3 (@ admin-]
& Dachboard > | Edit AntiVirus Profile default v O
¥& Security Fabric »

Name
i FortiView >
Comments ‘ Scan files and block viruses. | 231288
s Network >
o PN Scan Mode Quick gl
System >
Detect Viruses Monitor
B Policy & Objects >
& Security Profiles v

Inspected Protocols

HTTP @
Web Filter SMTP @©
DNS Filter POP3 ©
Application Control IMAP @©
SSL/SSH Inspection MAPI @©
Web Rating Overrides FIP ©
Web Profile Overrides SME @©
Custom Signatures
0O VPN » | APT Protection Options
& User & Device > | Content Disarm and Reconstruction [ @)
= WiFi & Switch Controller » QOriginal File Destination File Quarantine Discard
bl Log & Report » | Treat Windows Executables in Email Attachments as Viruses (B
€ Monitor » | Send Files to FortiSandbox Appliance for Inspection None | Suspicious Files Only
Do not submit files matching types ‘ + |
Do not submit files matching file name patterns (+]
Use FortiSandbox Database @ »
Include Mohile Malware Protection O

Virus Outbreak Prevention @

Use FortiGuard Outbreak Prevention Database (B
Use External Malware Block List € (@ ]

Apply

3. Apply AV profile in the firewall policy.

am :
25 FortiGate 100D FG s

interimbuild0g0s - >~ {3 @~ Q% (@) admin

@ Dashboard + CreateNew & Edit [ Delete | Q Policy Lookup | Search [a] Interface Pair View [JSCELTEITY

N& Security Fabric
D Neme From To Source Destination | Schedule Service Action NAT Protocol Options Security Profiles Log Bytes

W FortiView
4 Network 1 fortiAl 22 lan M wan1 Hal Hal ® always AL « ACCEPT & 58 default A default O utM 224378
_Enabled

>
>
5
>

& System @ > | e cerlificate:
#

2 Policy & Objects
1Pv4 Policy e

Proxy Policy

Authentication Rules

4. Authorize the FortiGate on FortiNDR for sending files.

@ Dashboard 4 Security Fabric

% " . »

gacetityjEahrs ID* Host Name VDOM IP Address Malware Version URL Version Authorized
8 B 751 TR INEERIL 0 0 © Enabled

4 Attack Scenario >
10 50, : root 1R L 0 0 @ Enabled

2 Host Story >

L 11 FGTSOM T 1T TR 0 0 © Enabled

Q Threat Investigation >

& System >

Bi Log&Alert > 3|Updated: 14:50:58 <

5. Check the FortiNDR processed traffic. See FortiGate integration (integrated mode with FOS 5.6 and higher) on
page 28.
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Device input

The Device Input page displays the FortiGate (5.6 and higher) and FortiSandbox (4.0.1 and higher) devices that are
sending files to FortiNDR. To view the Device Input page, go to Security Fabric > Device Input.

FortiGate tab

The FortiGate tab displays the FortiGates sending files via OF TP (FortiSandbox field with TCP port 514) and via HTTPs

(FOS 7.0.1 and higher).

FortiNDR must authorize connections from FortiGate for OF TP and for inline blocking. Connect FortiNDR to the

FortiGate Security Fabric to authorize the device via the Security Fabric protocol. For more information, see Security

Fabric on page 25.

>

@ FortiNDRVM

© admin ~

@ Dashboard > FortiGate Other Device
B Network Insights >

@
@ Security Fabric v

Device Input Device Name &
Network Share FGVM_251 global 172.19.235.251 OFTP @ Enabled © Connected

VDOM % 1P Address & Connection Type & Authorized & Status &

Network Share Quarantine FGVM_251:root root 172.19.235.251 OFTP @ Enabled @ Connected
Fabric Connectors

Enforcement Settings

Automation Framework

Automation Log

Other Device tab

The Other Device tab displays FortiSandbox submissions via the FortiNDR API.

© admin ~

@ FortiNDRVM >
@ Dashboard > FortiGate  Other Device
& Network Insights > -
@) Security Fabric v
Device Input Device Name & VDOM & IP Address & Connection Type $ Product Type & Authorized Status &
global 172.19.235.214 Internal API for FSA| FortiSandbox Via Security Fabric @ Connected

Network Share Quarantine
Fabric Connectors
Enforcement Settings
Automation Framework

Automation Log

Network Share

Network File Share (or Network Share) allows FortiNDR to scan remote file locations via SMB and NFS protocol. Central

quarantine with either Move or Copy of files is supported.

Create a Network Share profile to configure a Network Share location for inspection by FortiNDR. After the profile is
configured, FortiNDR will scan the registered network's share directories.

@ FortiNDR-3500F

© admin ~

@ Dashboard >
B Network Insights >

Name & Scan Scheduled & Type & Share Path & Quarantine & Enabled Status &
@) Security Fabric
Do 172.19.235.244 Yes SMBV3.0 1/1172.19.235.244\¢ No @ Enabled °
[O— shared2 Yes SMBV30 //172.19.235.204/shared2 No @ Enabled o
Network Share Quarantine | Shared3 No SMBV30 //172.19.235.204/shared3 No @ Enabled °
Fabric Connectors
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Creating a Network Share

To create a Network Share profile, go to Security Fabric > Network Share. Register a new Network Share by providing
the mounting information. Configure the profile to quarantine files separately based on their detected risk level. You can
also use the profile to schedule a scan cycle of the network share location.

To create a Network Share profile:

1. Goto Security Fabric > Network Share.
2. Inthetoolbar, click Create New. The New Network Share page opens.
3. Enter the Network Share mounting information.

Status Enable or Disable. Enable is the default.
Mount Type Select a Network Share protocol from the list. The following protocols are
supported:
¢ SMBv1.0
e SMBv2.0
¢ SMBv2.1
e SMBV3.0
¢ NFSv2.0
« NFSv3.0
e NFSv4.0
Network Share Name Enter a name for the Network Share.
Server IP Enter the IP address for the Network Share.
Share Path Enter the path for the Network Share.
Username Enter the username for the Network Share.
Password Enter the password for the Network Share and then confirm the password.

4. Configure the Quarantine Confidence level equal and above.
5. (Optional) Customize the quarantine and sanitize behaviors.

Enable Quarantine Password  Moves password protected files to a designated quarantine location.
Protected Files

A\l
S L4
q FortiNDR does not process password protected files.

Enable Quarantine Critical Moves detected files with critical risk to a designated quarantine location. This
Risk Files includes:
¢ Fileless

 Industroyer
¢ Ransomware
e Wiper

e Worm

FortiNDR 7.0.2 Administration Guide
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Enable Quarantine - High Risk
Files

Enable Quarantine - Medium
Risk Files

Enable Quarantine - Low Risk
Files

Enable Quarantine of Others

Enable Copying or Moving
clean files to sanitized
location

FortiNDR 7.0.2 Administration Guide
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Moves detected files with high risk to a designated quarantine location. This
includes:
» Backdoor

e Banking Trojan
e Exploit
 Infostealer
* Proxy
e PWS
¢ Rootkit
e Trojan
Moves detected files with medium risk to a designated quarantine location.

This includes:
e Clicker

e DDoS
* Downloader
¢ Dropper
¢ Phishing
* Redirector
e Virus
Moves detected files with low risk to a designated quarantine location. This
includes:
* Application
e CoinMiner
¢ Generic Attack
¢ Generic Trojan
e SEP
e WebShell

Moves other unprocessed files to a designated quarantine location. File types
that falls under this category includes:

« Files with unsupported file type

¢ Files with Over size Limit

e Empty/Irregular files

Moves or copies clean files to a location specified in the Network Share
Quarantine profile. See, Network Share Quarantine on page 36.

The Moving operation is only allowed for the quarantine location when Keep
Original File at Source Location disabled.

The Copying operation is only allowed for the quarantine location when Keep
Original File at Source Location enabled.

For information about combing Network Share and Quarantine profiles, see
Network Share Quarantine on page 36 > Combining network share and
quarantine profiles.
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Create a copy of clean files
for every scheduled scan at
the sanitized location

Create placeholder files for
malicious/Suspicious/Other
files at sanitized location

Enable Force Rescan

Status © Disable
Mount Type SMBv1.0

Network Share Name

Server IP 0.00.0

Share Path

Username

Password

Confirm Password

Quarantine Confidence level equal and above 80

Enable Quarantine Password Protected Files

Enable Quarantine of Critical Risk files

]

Enable Quarantine of Suspicious - High Risk files

Enable Quarantine of Suspicious - Medium Risk files

Enable Quarantine of Suspicious - Low Risk files

Enable Quarantine of Others

When enabled, FortiNDR will create a new folder <Network Share Profile
Name>_<Scan Task ID> in the sanitized location for each scheduled scan.

When disabled, FortiNDR will overwrite the sanitized location with the clean
files from the latest scan.

I
‘Q' Enabling this option will increase the size of the Network
|| Share location.

Adds a placeholder file in the sanitized location. The filename pattern of the
placeholder file will be <filename>.<severity>.txt. This helps maintain the file
structure of the original network in the share folder.

When enabled, FortiNDR will not use cache detection even if the files are
previously scanned.

® ®

Enable copying or moving clean files to a sanitized location

@ Enable Force Rescan

@ Enable Scheduled Scan

Schedule Type = Minutely «

Every (minute) 15 Minutes

Description

6. Click OK.
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Testing connectivity

To validate the Network Share configuration:

1. Go to Security Fabric > Network Share and select a profile.
2. Inthetoolbar, click Test Connection to validate the Network Share configuration.

# Edit @ Delete Q ScanNow B ScanDetails | & Test Connection
Name ¢ Scan Scheduled Type Share Path

test true SMBv3.0 //test/share

A green checkmark appears in the Status next to a valid connection.

& Das

NFS is disabled.

x Testing the connection will work when Network File Share is enabled. The test will fail if

Scanning a network location

To trigger a scan:

1. Goto Security Fabric > Network Share and select a profile.
2. Inthetoolbar, click Scan Now.

The Scan Now button will not create a new task when the Network Drive is:
A\,

~ pi e Currently mounting
q e Scanning another task
= ¢ Disabled
¢ Not connected (Status is Down)

Scheduling a scan

You can schedule routine scanning for a Network Share location on an hourly, daily, or monthly basis. The minimum time
interval for each scan is 15 minutes.

Ay
S L4
q A new scan task will not be added if the network location has a scan task in process.
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To schedule a scan:

o wDbd =

Click OK.

Viewing scan results

View the scan history of the Network Share directories.

To view the scan results:

Go to Security Fabric > Network Share and select a profile.

In the toolbar, click Edit. The New Network Share window opens.
Select Enable Scheduled Scan.
Configure the Schedule Type and the correspodning time interval.

1. Go to Security Fabric > Network Share and select a profile.
2. Inthetoolbar, click Scan Details. The scan history is displayed.

For columns with numbers:

« The first number represents the total number of files that belong to that category.

¢ The second number indicates the successful quarantine counts of that category.

€ Back
Total Start Time EndTime < Scan Finished < Critical Risk
2021/09/09 15:38:30 N/A 0|0
57837  2021/09/07 11:51:27 2021/09/07 13:42:51 100.00% 74810

High Risk Medium Risk Low Risk Clean ¢ Others <

olo 00| Detected | Quarantined | O olo

6526 |0 483440 28610 1933 0|0

Scan Status <
Waiting
Done

3. Click the numbers to view the detection information for the samples that belong to the category.

€ Back i View Sample Detail

Detection Time ¢
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45
2021/09/07 11:57:45

FileName <
66d52222a705c3045fecbb5049dc95e060061459909a6¢79c73115e500¢70ch3.exe
be3814a05e9846917ad9b38574e2591316140b73150a7ffd 1d5d2ea786f8bdb9.82
d2¢cc7290e39a3136dde 1306312121 6bffbef4159130724b980e 5ac24192398¢.exe
92495754006 1¢603d7542d49515051c06€ 37020076 7112848000031 9baasesc.exe
b01a74e309¢ff0ee51534329290801882957705¢211¢2513611a158920dba06 £xe
55fda8fe5169419bcbafas8e712b378085000866380f84e50e606143¢f 19334 exe

i View Sample Detail
5 Givro

€e300fe22dd40237e4436953a13¢197 3535910088 3aef 533CUST

efc305faa37eeacd7abbc246b7163013300e8adf2dc 94189

d3309184719ce931f1741263eaf 220 107826f3a0e486b81b393389767916a9fb.exe
af3fc65791861af 1dfeb759654edadfd7a4690d6c27987805933baf 695226977 exe
8413302eecaece2ecbd7e290e21395131a22eb277323e91d4060b1¢1637d950.x2
€3420504¢81316275¢681928¢6424611d9DOSHAIFB62ebbed! 3652101 11520  rar
1b17¢7€9540c110550ef215(6d05006¢587744e32cc TeeBeel Hfca7l2éccI7aexe

4894673038¢4225473¢401e1cfb761898482290303¢7992 0acd8.82
234ef3b5de0fc73918¢01a8159182658ee58fde47386e91de5e483c082207fe2.82
23fbSbf57b70184335261decBcIbd0976ef8c61d843486ffdc5692229618e58e.exe
1427ee2e2027288bfd45b02a985b3fc19e4b81fac28bB8e6112529632040b2ab9.exe
4501426b4ce996fa470014e739db5382c 020 7cddb.exe

4. Click Back to return to the Network Share pane.
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Source
1/172.19.235. fs4/ 100K- i h-prepared
//172.19.235.98/home/neo/nfs4/d: 100K-suspicious/abuse-ch-prepared

//172.19.235.98 home/neo/nfs4/dataset-100K-suspicious/abuse-ch-prepared
//172.19.235.98/Mome/neo/nfsé/dataset-100K-suspicious/abe preps

//172.19.235.98/ fdataset-100K-suspicious/ab h-prepared

//172.19.235.98/home/neo/nfs4/dataset- 100K-suspicious/abuse-ch-prepared
1/172.19.235.98/ /dat: 1008 ick h-prepas

//172.19.235.98/home/t fs4/d. 100K:-suspici /abt h-prepared

//172.19.235.98/home/neo/nfs4/dataset-100K-suspicious/abuse-ch-prepared

//172.19.235.98/home/neo/nfs4/d 100K-suspicious/abe prepa
//172.19.235.98/Mome/neo/nfsd/d 100K-suspicious/abuse-ch-prepared
//172.19.235.98 dataset- 100K-suspicious/abuse-ch-prepared

//172.19.235.98/home/neo/nfs4/dataset- 100K-suspicious/abuse-ch-prepared
//172.19.235.98/home/neo/nfs4/dataset- 100K-suspicious/abuse-ch-prepared
//172.19.235.98/home/! fs4/d. 100K:-suspici faby h-prepared

//172.19.235.98/M

fs4/dataset-100K-suspici faby h-prepared

//172.19.235.98/home/neo/nfs4/d 100K-suspicious/abe prepa

//172.19.235.98/home/neo/nfs4/d: 100K-suspici /aby h-prepared
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Scanning Zip files

FortiNDR can extract and process Zip files up to 10 levels. When any of the files inside the Zip file is detected, the whole
zip file will be marked as malicious.

Ay
S L4
q FortiNDR does not process password-protected zip files.

Network Share Quarantine

You can configure multiple quarantine profiles for different Network Share locations. Use different configurations to
specify detection files with different levels to separate quarantine locations.

Share Path &

SMBV1.0 1/172.19.235.204/shared @ Enabled °

Quarantined files

When a file is quarantined, it creates two files in the quarantine folder:

» A copy of the original file, and
» A metadata file.

The metadata file provides information about FortiNDR's verdict of the malicious file, such as the virus name, path
(URL), MDS5 etc. You can refer to the meta file to understand why the file was moved or copied to the quarantine folder.

The metadata file uses the naming pattern <Network Share File ID>.meta. The file contains the following information:

o Network Share File ID

o Network Share ID

o Network Share Profile Name
e Scan Task ID

o FileID

« Filename

« URL

- MD5

o Detection Name

Example:

Network Share FileID: 351640
SID: 3 (Share 1ID)

JID: 44 (Job ID)

FileID: 1198941 (File ID)

FortiNDR 7.0.2 Administration Guide
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File Name: sample.vsc

Device: testshared

URL: //172.16.2.100/shared2/2/sample.vsc
MD5: 31e06f25de8b5623c3fdaba93ed2edde
Virus Name: W32/Wanna.A!tr.ransom
DelOriginalFile: Success

Creating a quarantine profile

To create a quarantine profile:

1. Go to Security Fabric > Network Share Quarantine.
2. Inthetoolbar, click Create New. The New Quarantine Location window opens.
3. Configure the quarantine profile mounting information.

Status Enable or Disable.
Quarantine Name Enter a name for the quarantine profile
Mount Type Select a Network Share protocol from the list. The following protocols are
supported:
¢ SMBv1.0
« SMBv2.0
¢ SMBv2.1
« SMBv3.0
¢ NFSv2.0
« NFSv3.0
¢ NFSv4.0
Server IP Enter the IP address for the Network Share.
Share Path Enter the path for the Network Share.
Username Enter the username for the Network Share.
Password Enter the password for the Network Share and then confirm the password.

FortiNDR 7.0.2 Administration Guide
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RGN € Disable

Status
Mount Type SMEBv1.0
Quarantine Name Quarantinel 2]
Server P 172.19.235.20 2]
Share Path /quarantinel (7]
Username tester1|
Password seseeeee (Change
Confirm Password eeeesessss Change
® Keep Original File At Source Location
Description
p
4. (Optional) Select Keep Original File At Source Location.
L Enabling Keep Original File At Source Location may affect the behavior of your Network
? Share profile. For information, see Combining network share and quarantine profiles on
= page 38.

5. (Optional) In the Description field, enter a description of the profile.

Combining network share and quarantine profiles

The following table summarizes how enabling Keep Original File At Source Location affects the behavior of the
quarantine and sanitize settings in a Network Share profile:

FortiNDR 7.0.2 Administration Guide
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Keep Ori- Effect Enable Quarantine for

ginal File At (Critical/High/Med/Low/Password

Source Protected/Other risk)

Location

Enabled Keeps the quarantine filein  Enabled » Creates a copy of the
the source location. quarantine file in the

quarantine location
and renames it
<Network Share File
ID>.

¢ Creates a metafile with
the naming pattern
<Network Share File
ID>.meta for each
quarantine file.

Disabled FortiNDR creates a Enabled ¢ Copies the quarantine
placeholder file with file to the quarantine
<Filename>.quarantined in location and renames it
the original folder <Network Share File

ID>.

¢ Creates a metafile with
the naming pattern
<Network Share File
ID>.meta for each
quarantine file.

¢ If FortiNDR has
enough permissions, it
will delete the file in the
source location.

as well the Move/Copy of clean files. However, we recommend creating different folders for

; ﬂ You can use the Network Share Quarantine location for both the quarantine of malicious files
clean and malicious files.

Keep original file at source Move/Copy clean files to

location sanitized location

Enabled Enabled » Cleans files in the source location.

¢ Copy the clean files to the Network
Share Quarantine.

Enabled/Disabled Disabled ¢ FortiNDR scans NFS but does not move
or copy the files.

Disabled Enabled ¢ Move the clean files to the Network

Share Qaurantine.

* FortiNDR attempts to delete the original
files.

FortiNDR 7.0.2 Administration Guide
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Ay
‘Q' The Move operation involves copying and deleting files. FortiNDR can only delete files if it has
- sufficient permissions to do so.

Fabric Connectors

Fabric Connectors allow FortiNDR to connect to the Fortinet Security Fabric. ICAP allows connections to FortiGate and
FortiWeb, and third-party devices such as Squid clients.

3 Dashboard »  Fabric Connectors
B Network Insights >
| b Security Fabric v Local Connection Configuration

Device Input
Network Share
Network Share Quarantine

LEbiicComEciors © Total:0/ Blocked:0 / Passed:0

Enforcement Settings

Automation Framework . ) .
Fabric Connection Configuration

Automation Log

€ Attack Scenario

] Host Story

Security Fabric

@ Virtual Security Analyst
+ Network

£ System

8 User & Device

B Log & Report

L I T VI v

ICAP Connectors

FortiNDR can act as an ICAP server to allow ICAP clients such as FortiGate, Squid, and others to offload web traffic for
scanning.

Use the ICAP connector to:

« Stop patient zero in the web browsing client.

» Stop malware coming from web browsing.

« Scan for malware in web traffic without using FortiGate AV profiles.

» Offload to FortiNDR for existing FortiSandbox customers who cannot use OFTP .

N ! /., ICAP connectors are not suitable for high traffic volumes. If the sample submit rate is higher
q than six sumbmissions per second, we recommend using the Inline Blocking feature in
3 FortiGate to do the sample submitting instead.
FortiNDR 7.0.2 Administration Guide 40
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To integrate FortiNDR with FortiGate ICAP:

1. InFortiGate:
a. Addthe ICAP server.
b. Create an ICAP profile.
c. Add the ICAP profile to a policy.
2. InFortiNDR, configure the ICAP server.

For an example of setting up an ICAP Connector, see FortiNDR and FortiGate ICAP configuration example on page 41.

To enable ICAP in FortiNDR:

1. Goto Security Fabric > Fabric Connectors and click the /ICAP card.
2. Click Enable ICAP Connector.
3. Configure the ICAP settings and click OK.

Status

Enable ICAP Connector @

Connection
Interface ™ port1 (MGMT) -
Port 1344

SSL Support @

SSL Port 11344

Configuration

Realtime FortiNDR Scan [e ]

Realtime FortiNDR Scan Timeout at 10 second(s) (Between 1 to 20 second(s),
Default: 10 seconds)

Confidence Level

Quarantine Confidence level equal and above | 70 %m High

FortiNDR and FortiGate ICAP configuration example

The following is an example of setting up FortiNDR and FortiGate ICAP integration including client experience. This
example requires FortiNDR(formerly FortiAl) 1.4 or higher and FortiOS 6.2 or higher.

Topology

In this example, the ICAP server performs malware scanning on HTTP and HTTPS requests. If the ICAP server is
unable to process a request, then the request is blocked. Streaming media is not considered by the filter so it is allowed
through and is not processed.

FortiNDR and FortiGate ICAP integration works with SSL deep inspection.

FortiNDR 7.0.2 Administration Guide
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Internet

IHQ FortiGate
{(ICAP Client 1)

ICAP offload

i

ICAP offload I I I
Malicious File Web servers
Infected Source

B x g

Protected Endpoints

To add the ICAP server to the FortiGate in the GUI:

1. Goto Security Profiles > ICAP Servers and click Create New. If you do not see ICAP in the navigation menu, enable
the feature with the GUI. See Feature visibility.

FortiNDR 7.0.2 Administration Guide 42
Fortinet Inc.


https://docs.fortinet.com/document/fortigate/9.9.9/administration-guide/744151/feature-visibility

Security Fabric

FGT90E
@ Dashboard >  Edit ICAP Server
NA Security Fabric >
Name icap-server
% Network > P
IP address
£+ System (1
Port 1344
B Policy & Objects >
& Security Profiles v
AntiVirus
Web Filter
DNS Filter

Application Control
File Filter

ICAP

SSL/SSH Inspection
Application Signatures
Web Rating Overrides
Web Profile Overrides

ICAP Servers g

For Name, enter a name for the ICAP server, such as icap-server.
Enter the IP address of the ICAP server.

If required, enter a new Port number. The defaultis 1344.

Click OK.

o oD

The default maximum number of concurrent connections to ICAP server is 512 connections. You can change this default
using the CLI.

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.

43



Security Fabric

To create an ICAP profile in the FortiGate GUI:

1. Go to Security Profiles > ICAP and click Create New.

== FortiGate 90E FGT90

@ Dashboard >  Edit ICAP Profile
Nx Security Fabric >
Name FAI-ICAP
« Network >
Request processing O
£+ System 1 I
Server icap-server v
B Policy & Objects >
Path reqmod
as ity Profil v
I ecurity Fromies On failure Bypass
AL Response processing @
Web Filter -
Server icap-server -
DNS Filter Path respmod
Application Control On failure Bypass
File Filter Streaming media bypass @

ICAP w

SSL/SSH Inspection

2. For Name, enter a name for the ICAP profile, such as FAI-ICAP.
3. Enable Request processing and set the following.

Server Select the ICAP server. In this example, select icap-server.

Path Enter the path to the processing component on the server. For FortiNDR, enter
reqgmod.

On failure Select Error to block the request. If the message cannot be processed, it is
blocked.

4. Enable Response processing and set the following.

Server Select the ICAP server. In this example, select icap-server.

Path Enter the path to the processing component on the server. For FortiNDR, enter
respmod.

On failure Select Error to block the request. If the message cannot be processed, it is
blocked.

5. We recommend you enable Streaming media bypass to not offload streaming media to the ICAP server.

inspected.

x For optimal performance, disable this option only when traffic is low and all files must be

6. Click OK.

FortiNDR 7.0.2 Administration Guide
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To add the ICAP profile to a policy in the FortiGate GUI:

1. Goto Policy & Objects > FireWall Policy and click Create New.

Schedules

Virtual IPs Action v ACCEPT

IP Pools
Inspection Mode = Flow-based BE@ A==

Protocol Options

Traffic Shapers Firewall / Network Options

Traffic Shaping Policy NAT O

Traffic Shaping Profile
® Security Profiles ? Preserve Source Port (B
< VPN ? Protocol Options default
& User & Authentication >

5 WIiFi & Switch Controller > Security Profiles

IP Pool Configuration (WO =Gl A (o= e s [(=1 0 Use Dynamic IP Pool

il Log & Report > AntiVirus »
Web Filter o
DNS Filter @
Application Control (B
File Filter »
ICAP © | FAI-ICAP
SSL Inspection certificate-inspection

Configure the policy to apply to the required traffic.
Set Inspection Mode to Proxy-based.

Click OK.

@k~ oN

To add the ICAP server via the CLI:

config icap server
edit "icap-server"
set ip-address 172.19.235.238
set port 1344
set max-connections 512
next
end

FortiNDR 7.0.2 Administration Guide
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In the Security Profiles section, enable ICAP and select the ICAP server. In this example, select FAI-ICAP.
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To create an ICAP profile via the CLI:

config icap profile
edit "FAI-ICAP"
set request enable
set response enable
set streaming-content-bypass enable
set request-server "icap-server"
set response-server "icap-server"
set request-failure error
set response-failure error
set request-path "regmod"
set response-path "respmod"
set methods delete get head options post put trace other
next
end

To add the ICAP profile to a policy via the CLI:

config firewall policy
edit 5
set name "fai"
set srcintf "virtual-wan-link"
set dstintf "virtual-wan-link"
set srcaddr "FABRIC DEVICE"
set dstaddr "FABRIC DEVICE"
set dstaddr-negate enable
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set inspection-mode proxy
set ssl-ssh-profile "certificate-inspection"
set icap-profile "FAI-ICAP"
set logtraffic disable
set fsso disable
set nat enable
next
end

FortiNDR ICAP configuration

Use the GUI to configure the ICAP server. Configuration via CLI is not currently supported.

To configure the ICAP server:

1. Go to Security Fabric > Fabric Connectors.
2. Inthe ICAP connector tile, click the settings icon at the top right.

[ o] Total:0/ Blocked:0 / Passed:0

FortiNDR 7.0.2 Administration Guide
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3. Turnon Enable ICAP Connector.

Status

Enable ICAP Connector @

Connection

Interface [® port1 (MGMT) -
Port 1344

SSLSupport @

SSL Port 11344

Configuration

Realtime FortiNDR Scan (e ]

Realtime FortiNDR Scan Timeout at 10 second(s) (Between 1to 20 second(s),
Default: 10 seconds)

Confidence Level

Quarantine Confidence level equal and above | 70 %m High

4. Inthe Connection section, configure the following.

Interface Select the interface from the dropdown menu. Default is port1.
Port Enter the port number. Default is 1344.

SSL Support Enable.

SSL Port Enter the SSL Port number. Default is 711344.

5. Inthe Configuration section, configure the following.

Realtime FAI Scan Enable.

This setting allows FortiNDR to complete new file scanning and obtain the
verdict result before sending back the ICAP response.

Realtime FAI Scan Timeout Enter the value for the ICAP server to wait for the verdict result. Default is 30
seconds.

6. Inthe Confidence Level section, select or enter the Quarantine Confidence level. Default is 80%.
Files verdict results with confidence level equal to or higher than this setting are treated as bad and block code is
returned.

7. Click OK.

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.



Security Fabric

Client experience

On client PCs’ web traffic, if the FortiNDR ICAP server returns a malicious verdict, the client PC gets a message in its
browser. See the following example.

FORTINET

REAL TIME NETWORK PROTECTION

MD3:  980d345c8845b679459dee23f17cd323

File Name:  index.php

Category:  Downloader - A downloader is a type of malware that has the capability to download other malicious files or an updated version of itself.
Virusname:  HTML/Agent.Gltr

Powered by FortiAT

Security Fabric Connector

FortiNDR (formerly FortiAl) 1.5.0 and FortiOS 7.0.0, FortiNDR can join FortiGate Security Fabric. After connecting to the
Security Fabric, FortiNDR can share information such as FortiNDR system information and malware types detected.

When FortiNDR has joined the FortiGate Security Fabric, FOS can see FortiNDR as a device in its physical and logical
topology. FOS can add widgets such as malware distribution to identify the types of malware on the network, which is a
function of the FortiNDR Virtual Security Analyst.

To configure the Security Fabric connector:

1. Go to Security Fabric > Fabric Connectors and click the Security Fabric card.
2. Click Enable Security Fabric to enable the connector.
3. Configure the connector settings and click OK.

FortiNDR uses the port1 IP address as the management port. The FortiGate Security Fabric IP address uses the
FortiGate root IP address. Changing default ports is not recommended.

FortiNDR 7.0.2 Administration Guide
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3 Dashboard >
B Network Insights > Status

e . .
| ¥¥ Security Fabric ¥ Enable Security Fabric @
Device Input
Network Share Fabric Device Settings
Network Share Quarantine FortiGate Root IP 10.0.0.173
Fabric Connectors TCP Port 8013
Enforcement Settings FortiNDR IP 10.0.0.94
Aut tion Fi k
utomation Frameworl TCP Port 243

Automation Log
€ Attack Scenario
] Host Story
@ Virtual Security Analyst
+ Network
£ System
8 User & Device

B Log & Report

v v v ¥ v v v

Enforcement

Enforcement provides an extra layer of logic to deal with the detection discovered by FortiNDR and delivers follow-up

actions to Security Fabric devices. FortiNDR periodically evaluates the latest batch of detection based on enforcement

settings. If any detection satisfies the criteria for the next cause of action, the system then looks at which automation
profile the detection falls under and performs the response action accordingly.

The system uses the webhook registered to the automation profiles or predefined APIs to carry out different enforcement

strategies. FortiNDR supports the following action types:

» FortiGate Quarantine (Previously known as Ban IP action)
o FortiNAC Quarantine (FortiNAC version v9.2.0+ support)
« FortiSwitch Quarantine via FortiLink

o Generic Webhook

FortiNDR combines the information from the Automation Framework and the Enforcement Settings to generate
enforcement actions.

Enforcement Settings

Enforcement Settings are policies for FortiNDR to filter out malicious detections and NDR anomaly detections when
executing enforcement. These policies include Event Category, NDR Detection Severity Level, Malware Risk Level,
Malware Confidence Level, and Allow List.

Register the automation stitches webhook you created in FortiGate so that FortiNDR can execute the enforcement.
FortiNDR combines the information from the Automation Framework and the Enforcement Settings to generate
enforcement actions.

FortiNDR 7.0.2 Administration Guide
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To create and enforcement profile:

1. Go to Security Fabric > Enforcement Settings.
2. Inthetoolbar, click Create New. The General Settings page opens.

3. Configure the profile settings.

Profile Name

Event Category

NDR Detection Severity Level
Malware Risk Level
Malware Confidence Level

White List

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.

Enter a name for the profile.

Select one of the following options:

Malware Detection

NDR: Botnet Detection

NDR: Encryption Attack Detection

NDR: Network Attack Detection

NDR: Indication of Compromise Detection

NDR: Weak Cipher and Vulnerable Protocol Detection

Select Critical, High, Medium or Low severity from the dropdown.

Select Critical, High, Medium or Low severity from the dropdown.

Enter a numeric value for the confidence level and click either Medium or High.

Enter the IP address you want to exclude as a trigger.

If the source IP matches the entry, the profile will not be triggered even if the
event and severity level match.
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FortiNDR-3500F

J Dashboard
¥X Security Fabric

General Settings

Profile Name
Device Input

Network Share Enforcement Policy

ekt SN e Event Category Malware Detection

Fabric Connectors NDR: Botnet Detection
Enforcement Settings NDR: Encryption Attack Detection
Automation Framework NDR: Network Attack Detection

. NDR: Indication of Compromise Detection
Automation Log
N ) MNDR: Weak Cipher and Vulnerable Protocol Detection
Attack Scenario
NDR Detection Severity Level Medium A
Host Story
Network Insights Malware Risk Level Critical -
Virtual Security Analyst Malware Confidence Level 90 Medium High
Network
Additional Settings
System

i ig A 93910
User & Device White List 17.1.2.2/32

Log & Report

Cancel

4. Click OK.

Creating an Enforcement Profile

Use Enforcement Profiles to triggers an NDR response based on event category and its risk level.
Response actions are based on API calls, either to Fortinet Fabric Products or third-party products. Please ensure APl is

enabled on the receiving side. FortiNDR supports execution and undo actions. Technically these are two different API
calls, which are called to trigger an action and undo an action. For example, quarantine and release of IP.

Duplicate anomalies

o Aresponse is only triggered once when multiple events in NDR anomalies in the same category (e.g. |OC
campaign) occurs within one minute.

» |Aresponse is recorded as a duplicate when multiple events in NDR anomalies in the same category occur every
minute after that.

To create and enforcement profile:

1. Goto Security Fabric > Enforcement Settings.
2. Inthe toolbar, click Create New. The General Settings page opens.

FortiNDR 7.0.2 Administration Guide
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3. Configure the profile settings.

Profile Name Enter a name for the profile.

Event Category Select one of the following options:
* Malware Detection
e NDR: Botnet Detection
* NDR: Encryption Attack Detection
* NDR: Network Attack Detection
e NDR: Indication of Compromise Detection
¢ NDR: Weak Cipher and Vulnerable Protocol Detection

NDR Detection Severity Level Select Critical, High, Medium or Low severity from the dropdown.

Malware Risk Level Select Critical, High, Medium or Low severity from the dropdown.
Malware Confidence Level Enter a numeric value for the confidence level and click either Medium or High.
White List Enter the IP address you want to exclude as a trigger.

If the source IP matches the entry, the profile will not be triggered even if the
event and severity level match.

FortiNDR-3500F = (=l

J Dashboard
¥X Security Fabric

General Settings

Profile Name
Device Input

Network Share Enforcement Policy

M S AT Event Category Malware Detection

Fabric Connectors NDR: Botnet Detection
Enforcement Settings NDR: Encryption Attack Detection
Automation Framework NDR: Network Attack Detection
NDR: Indication of Compromise Detection
NDR: Weak Cipher and Vulnerable Protocol Detection
NDR Detection Severity Level Medium hd

Automation Log
Attack Scenario

Host Story
Network Insights Diatva=i el -ritic >
Virtual Security Analyst Malware Confidence Level Medium | High
Network
Additional Settings
System

User & Device White List

L L L L

Log & Report

Cancel

4. Click OK.
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severity levels. For example, if High is selected, the enforcement profile will match both HIGH
and CRITICAL events.

\{ For NDR detection Severity Level and Malware risk level, severity is inclusive of higher

Automation Framework

A single enforcement profile can be selected with different automation profiles. This provides you with more flexibility in
the response action. The following diagram illustrates the relationship between Enforcement and Automation profiles.

FortiNDR Response

Understanding Enforcement and Automation Profiles

Enforcement Profile(s) Automation Profile(s)
@ 10C Campaigns @ FG quarantine
. Encrypted attacks FNAC quarantine

Events Trigger @ > ©
@ Malware Events ® Other

Examples include: _>

I0C Campaigns

Encrypted attacks

Malware Events, etc @ Network Attacks @ Third Party Webhook
@ ML anolalies > @ FG Quarantine
(3) Other @ Other

To create an automation profile:

1. Go to Security Fabric > Automation Framework.
2. Inthetoolbar, click Create New.

FortiNDR 7.0.2 Administration Guide
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3. Configure the profile settings:

Profile Name
Enable

Enforcement Profile

Action

Source

API Key

Port
VDOM

WebHook Name for

Execution

WebHook Name for Undo

Webhook Execution Settings

Webhook Undo Settings

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.

Enter a name for the profile.
Enable or disable the framework.

Click to select and profile from the Enforcement Settings. See Creating an
Enforcement Profile on page 51.

Select one of the following actions:
* FortiGate Quarantine
* FortiNAC Quaranitne
e Generic Webhook

Fabric Device: If the source of detection came from OFTP, the enforcement is
only executed to a matching automation profile with a matching IP address
and VDOM.

Sniffer: If the source of detection came from a sniffer, the enforcement is
adapted by all profiles where Trigger Source is Sniffer. Since detection
sourced from sniffer does not contain information about which fabric device
monitors the infected IP address, it is your responsibility to specify the correct
device IP address and VDOM.

Enter the device APl key
Enter the device IP address.
Enter the device port number.

Enter the VDOM info.

Only applicable to FortiGate Quarantine and FortiSwitch Quarantine via
FortiLink.

Select the FortiGate webhook for execution action, suchas ip blocker.

Only applicable to FortiGate Quarantine and FortiSwitch Quarantine via
FortiLink.

Select the FortiGate webhook for undo action, such as ip _unblocker.

Only applicable to FortiGate Quarantine and FortiSwitch Quarantine via
FortiLink.

Enter the URL, Method, Header and HTTP body Template for Execution
webhook settings.

Only applicable to Generic Webhook.

Enter the URL, Method, Header and HTTP body Template for Undo webhook
settings.

Only applicable to Generic Webhook.
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Automation Framework

Profile Name

Enable ©

Enforcement Profile +

Action FortiGate Quarantine -
FortiGate Quarantine Settings

Source Sniffer

API Key sessenee Change
P 0.0.0.0

Port 443

VDOM root

Webhook Name for Execution

Webhook Name for Undo

Test Current Configuration

4. Testthe configureaiton
5. Click OK.

FortiGate quarantine webhook setup example

To create an automation profile for FortiGate Quarantine (Formerly Ban IP action) or FortiSwitch Quarantine via
FortiLink, the incoming webhook needs to be setup on FortiGate to accept requests from FortiNDR. You can register
them in Security Fabric > Automation Framework.

The following example shows you how to set up webhooks for FortiGate Quarantine to quarantine infected hosts through
FortiGate.

To set up a webhook for Ban IP:

1. InFortiGate, go to System > Admin Profiles and create a profile, for example, ipblocker_test and set the following
Access Permissions.

I\ Ensure the selected Administrator profile has sufficient privileges to execute CLI scripts.
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ESt Adimin Profie
B Iy 141
TR o AR P
Comiresnils 355 B
% References
Aoy Permivion: b EdtiniCLY
Aooess Condrel Permbialors  Sot Al - -
Security Fabrk @ Mone W Read PETN L TE B Cwiine Help &
M Video Tutorials

FartiView EEE v oo # vrsiivieie
Lier & Derelen D Bone a8 Read m
Farevenll m & Fead  # ReadWiite € Castom
Lese & Repmat @ Mone W Resd m & Curibesn

Metmark m 4 Bead  # BeadWeite O Cantom

Syrlem D Mone 9 Resd m & Cenibosn
Securicy Profie o Read | o ReadWeite @ Cusbom
Wi o Besd B BeadWeite
wan Opt G Cache | [[EITNRY ® Read | # ReadWeite
WiF1 & Switch m @ Bead  JF BesdfWeite

Prnilt unage of CLI diagrensic commandy I

I Owerride ke Timeout

2. InFortiGate, go to System > Administrators and create a REST APl Admin using the ipblocker_test admin profile.
@ Global v

@ Dashboard >

+ Create New~
Administrator
REST API Admin
S50 Admin
REST APl Admini

NX Security Fabric >

+ Network >

£+ System v
VDOM

Global Resources
Admin Profiles
Firmware

Settings

3. Select the Virtual Domains to be associated with the generated API key.
You can also restrict access to FortiNDR by setting up Trusted Hosts for the API profile.
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New REST APl Admin

Username ipblocker_user

Comments A0/255

Administrator Profile ipblocker_test -

Virtual Domains & root x
-

PKI Group »

CORS Allow Origin (B

Restrict login to trusted hosts

Trusted Hosts
[ +]

4. Save the generated New AP/ key as you need that to register the automation profile in FortiNDR.
New AP key

New APl key for ipblocker_user | YmhyNzcgqpzd87rz6Gt3HOyrmhyfhfh €2

This is the only place this key will be provided. Keep this information
@ secure. The bearer of this API key will be granted all access privileges
assigned to this account.

Close

5. InFortiGate, go to Security Fabric > Automation and create an Automation Stitch for Ban IP actions.
Select Incoming Webhook and enter a Name to be used to register the automation profile.

6. Inthe New Automation StitchCLI Script section, enter the following script. Substitute root with a VDOM.
config vdom

edit root
diagnose user quarantine add srcd4 %$%log.srcip%%$ %$%1log.expiry%% admin
g q g P g piry
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New Automation Stitch

Name ip_blocker

Status NI EEE © Disabled

Trigger

&0

Incoming
Webhook
Action
CLI Script Email FortiExplorer Accesslayer Quarantine

Notification  Quarantine  FortiClient

Minimum interval (seconds) | 0

CLI Seript

1st Action
Name

Script | configvdom %
edit root
diagnose user quarantine
add srcd % %log.srcip?e
% %log.expiry®% admin

£ 93/1023
© Upload

>_ Record in CLI console

]

This example requires two webhooks, one that executes the Ban IP action (this ip_blocker example). Another

webhook executes the unban IP action.

x We recommend maintaining a consistent naming pattern for the Stitch and Trigger names.

For example, ip_blocker and ip_unblocker.

7. Repeat the above step to create a webhook to execute the unban IP action, for example, ip_unblocker.
In the New Automation StitchCLI Script section, enter the following script for the unban IP action. Substitute root

with a VDOM.
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config vdom
edit root
diagnose user quarantine delete src4 %%1log.srcip%%

FortiOS v6.4:
+ CreateNew | & Edit il Delete Search ‘ Q ‘
Automation Profile Name Action Type WebHook for Execution WebHook for Cancellation P VDOM PORT Enable
SnifferHook BanIP SnifferOverride_block SnifferOverride_unblock 0.0.00 root 443 " Enabled
| fgtl Ban IP ipblocker ipunblocker 172.19.235.251 root 443 +" Enabled
FortiOS v7.0.1
Stk
+ ~ @ = -

e Ve, 5 P LCtesl) 5

o ip_Biccier B AN TartiCisten

s lp_ricuin B AN Pl it

B Cod 5 Lt Triggerd =

T ueconat ago

a TP mirber a0

disabled VDOM mode.

For the CLI script example, config vdom edit root is not needed when FortiGate

8. Register the Webhook name in the Automation Profile.

Automation Framework

Profile Mame

Enabde o

Enforcesment Profhe el ol e
-

Action FortiGate CQuarantine =

banage FortiGate Settings

Source Fatwic Device |Enml

AP Ry srmssann Change

=] 17219235251

Pt 443

WA roaot

Wabhook Name for Excution  |p_blacker

Webhook Mame for Undo Ip_nblocker

Tzt Currerd Configurstion
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FortiSwitch quarantine setup example

FortiNDR supports quarantining devices that are connected to a FortiSwitch which is managed by FortiGate. FortiSwitch
is connected to a FortiGate and is configured in FortiLink mode. FortiNDR will utilize FortiGate’s incoming webhook to
provide the device's MAC address for quarantine/undo quarantine.

For information about configuring FortiLink, see Configuring FortiLink.

8 Dashbaard » — |
4 Metwork : B Ol B FortiSaiter 10480
B Policy & Objects ]
@ Secwity Profles ¥
& User Bhuthertication »
WIFI & Switch .
Controlier
FortiLink Interface ¥ Create New=| | # Edit & i 0 Register Al & Q  @Elst-
St Mane = Switeh Group = Shatus 5 Model = Firfware Version = Upgrasde SEatis & Gi

Fortibwiteh WLAMS B Festilink: 8= fortilink &

FortiSwikch Ports = © Online  FortiSwitch 10480 FS1048 7 00-build0l2.2 10415 (GA) 1
FortiSedtch Port
Policles
MAC Policies
¥ System »
% Security Fabric ¥
B Log & Report ¥

To setup FortiSwitch quarantine on FortiNDR:

1. Following the steps for creating a webhook on FortiGate in FortiGate quarantine webhook setup example on page
55. Note that the CLI script for quarantine and undo quarantine should be updated.

@ Dashboard »  Edit Automation Action
4 Network > st
B Policy & Objects > CLISeript  Execute s CUseript.
& Security Profs N 2022/03/300240:35
& User & Authentication »  Name Fw-quacantine s
<« WIFI & Switch N Minimum interval © 0 S secondls) v

Controfer Decription /255
& System > ® AP Preview
35 Security Fabric v Clsaipt % Reterences

Physical Topology Seript config user quarantine

t > EditinCU
. config targets
Logical Topclogy edit few-quarantine
Security Rati config macs
urity Rating edit WWlog.machy
end
end

Fabric Connectors end

External Conmectors L 11001023

Assetdertity Center ’:’ e Cloud Function G

Upload > Record inCLI console €2 AliCioud Function (2

= R 1 » K e

Log & Repor profic & - > CUSeript &
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@ Dashbosd
P Network

>
> "
B Policy & Objects. » CLISerlpt Execute a CLIscript. ©
@ Security Prodles. » Mear
»

& User & Authentication Naene: faw-undo-quarantine G
> WIFIGSwiteh Minimum interval @ 0 S secondly v
i bl Adds
Controfier Description T -
O Sptem > ® AP Preview
% - L Sery
3K Security Fabric Ll Seript % References
Phapsical Topology Seript config user quarantine .
config targets - Bdtincl
Logical Topology edit fsw-quarantine
Securlty Rath config macs
d delete \Wlog.machs
end
end
Fabric Connectors pale
External Conectors o 121023
Asset identity Center *
© Upiasd 3 Record inCLI comsole
12 Log & Report »
Lo Repr Admiristrator profile @ fndr-resp-admin -
FORTIET 00 Cancel

S L4
9 The CLI script for quarantine and undo quarantine should be updated.

2. Register webhooks on FortiNDR .

by
‘9' The device settings such as /P and Port are the IP and port of the managing FortiGate
- device.

At ot o Framewori
Profile Mame
Enabie [ =]
Enforgement Prodile def ot =
drtion FortiSwitch Quarantine vis Fortilling =

FortiSwiteh Cruarantinos Setting

Source Fateic Device [l

P ey NP Change
W TREIREFE00

Port 43

WD [

el M Tor Poution Fow-guadi
‘Wesbhaod Hame Tor Uindo e LndO-quarantine

Tirit Corrranal Configuration
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3. Click the Test button to test the current configuration.

R N [ ———

A Lo e Mgt L Pye— - - B Unkravad
8
O i fastic W el berieng | cefear el g e S niien. e arivel] | _LERNEEE B8 froaled
8 poriis S P TR AT (R ——— & Uniranted
& P Saaric e P o e ki | Oetedt G b S L a g T r—
4. Click OK.

FortiNAC quarantine setup example

FortiNDR supports FortiNAC quarantine by calling FortiNAC rest API to enable and disable the Host record that matches
the supplied IP address.

For information about configure FortiNAC, see the FortiNAC Administration Guide in the Document Library.

To setup FortiNAC quarantine on FortiNDR:

1. InFortiNAC:
a. Goto Users & Hosts > Administrators > Modify User.
b. Enable REST API access to FortiNAC and generate HTTP API access token.
c. Click OK.
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B Dashboard ¥
& Users & Hosts ¥
Tl
2kt Pt [ St v | e |
Gueits & Contractors A Modly Delete Loy el Eapif atien
Account Requests
A Uy - Doy 1 Bkl 1
Regiiration Regueits ienl dpeee L sede Batee [ED v
Uhid Acgoimnts T e, T TR T R B — ¥
Haosts
Adapters
Applications

Endpoind Fingerprints

Profiled Devices.

Dievice Profiling Bules
Fortihate Session

Locate Hosts

Marage Hoats and Ports

Zend Message

il Network ¥
B Policy & Objects k]

lekobile Prosvicks:

B Abow BEST AP Acoess bor B A e

REST AR Accens Token Hegereale Token
e Sy el
LT LR L2204

2. Create new automation profile with action type: FortiNAC Quarantine.

Hall
By
(=]

Arborma ton Frameworic
Profile Mame
Eraabie L =]

defsult x
*

Enforcemant Profile

Arkhon Fortitda: Cuarantine -

Fortifiac Quarantine Settings
AM Ky ssesssss Changs
P 17219235244

Post k]

0K Cangel

3. When response action has been triggered, the detected IP that needs to be quarantined will be sent to FortiNAC via

FortiNAC’s REST API call.

Generic Webhook setup example

Generic Webhook action makes HTTP requests to a specific server with custom headers, bodies, methods and URL.

Please ensure APl or webhook is enabled on the server side.

A\,

parameters are: $$srcip%% and %%

macs$$

The HTTP body can use parameters from FortiNDR detection results. Wrapping the
parameter with $% will replace the expression with the value for the parameter. The supported
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Aurtomagion Framevork

Profibe Mams

Enanbds [+

Enforcement Profile  default X
+

Artion Crenasric Wiebhook -

Wbk Execution Settings

UL Pt pec et 8o 8 1 el AL e

tasthos B~ oo sarch ot

bz acdhmr Conkert-Type appilcation/]son

Asths i Tathon Bedined Gyt T bpla e Mt 1 1 L4

+

HTTP Bocty Template [Farcip®: Mo, “mac - NN

Webhook Undo Settings
=L hitpeithoest Loomedd 3 spd undo-guarantin
raechos EESR or et earcn pewere
e Ashr | artion Bearer Eytew Tekalho(deGi0g Nt pd I K
Conbert-Typs: appiicationjson ®
+

HTTP Body Templste [ srdp™:"%%erdphE”, “mac "X Mmacki "

Automation log

Automation Log records each enforcement action generated by FortiNDR.

The Violations column shows the total number of malware detections and NDR anomalies found on that target device.
Double-click a log entry to see more details about the violation, such as malicious files that caused the violation. The
number of violations is calculated within the digest cycle of 1 minute.

The Enforcement Profile column indicates which profile the enforcement settings set at the time the event is triggered.

* |4 AddtoAllowlisc | Manual Bxecution | UndoAction | @ View Detalls | @ G scare

s
Inftid Actiontime 3 Target 1P TergetMAC ¢ Violatiens = Action Type = 2Name Tyoe = Post Action = status =
2 : 1812120 DO:SCSeAchEd 38 detautt 02V4/16 211248 None Executed .
2002041421103 1826255 m0ses6RchI 46 default 2022104716 21:12:48  None: Exceuterd
NefworkShare Cuinantine. | 2022004162140 1814112 DS0sedebiD 20 GenerteWebhook defauit 2022016 211030 None: Executed
Fabric Connoetors 2002/0411625:0030 184785 e S e e 2022704716 22100 Nome Excculed
Enforcement S 105 18212106 1 GenericWebhook cetautt 20220416 211090 None Executed
Automation Framework 0720418211050 1823108 1 btk st generic webhisic e 207210416 211090 Nome: Fxerute
2020416200050 18112122 15 GenericWebfook  test generic webhook defauit 2022/04/16 214030 Hone Executed
* 2093046211030 181316 n T ———— e POP2/04/16 711090 Nooe [——
’ :1 10 tost generic webhealc cetauit None Exccuted
© Vi
£ VitustSecurly MBSt 000416211000 a2 [re— e Hone Exeruten
@ Netwrk > .
20220416 254029 a7 defauit Hone Erocuicd
& Systam >
203200162 10059 ; detautt None Executed
& ek Authentiatsn 3
2022041621029 10 tost generic webhaal cefautt None Exccuted
B 1o Repert s
s GienerieWennook  test-genaric-webicek detaut Hane Eeecuted

Violation details
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Automation Status and Post action

For SO ML Discownry

The following table is a summary of the Status and its relationship with Post Action. You can execute a post action by

selecting an entry and clicking an action button above the table.

Status Description

Active When enforcement action fails, the system retries for five times.
If the action succeeds, the Status changes to Executed.
If the action fails, the Status changes back to Active.

Executed Enforcement action succeeded.
Failed Exceed the retry limit of five times.
Duplicated Another executed entry has been detected with same automation

profile, target IP and target mac address.

Undo Success Undo an enforcement action that succeeded.
Omitted Action was prohibited from execution by restriction, for example,
allow-listed.

Possible Post
Action

None

Undo Action
Manual Execution

None

None

Manual Execution

FortiSandbox integration (FortiSandbox 4.0.1 and higher)

The FortiSandbox deployment with an integrated FortiNDR can increase detection coverage and overall throughput.

Submitted files goes through the following logic:

1. FortiSandbox performs its pre-filtering and Static Scan analysis. If any known malware is found, the result is

returned.

2. When FortiAl Entrust is enabled under FortiSandbox Scan Profile, FortiSandbox sends the files to FortiNDR via API
for FortiNDR's verdict of malware or absolute clean, and the result is returned. If a file is not absolute clean, then the

next step is performed.
3. FortiSandbox performs its Dynamic Scan analysis to capture any I0C.
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With this integration, FortiNDR reduces the load on FortiSandbox's Dynamic Scan and assists FortiSandbox with
determining malware type, such as banking trojan, coinminer, and so on, based on the features observed.

High level configuration steps are as follows:
1. Generate a FortiNDR API token associated with a user. You can use the GUI in System > Administrator or use the

CLIcommand execute api-key <user-name>
For details, see Appendix A - API guide on page 150.

2. In FortiSandbox, configure FortiSandbox FortiAl settings using the FortiNDR IP address, token generated, and
other parameters.

3. Click Test Connection and check that you get a message that FortiNDR is accessible.
4. Configure FortiSandbox scan profile to enable FortiNDR Entrust.

5. When file submission begins, FortiSandbox appears in FortiNDR in Security Fabric > Device Input in the Other
Devices tab.

You can review FortiNDR logs for submission details.

This is an example of the FortiSandbox FortiNDR setting.

FortiNDR Settings

Enable

Server IP: 10.59.26.252
Token:

Rating Timeout (Seconds): 5

Uploading Timeout (Seconds): 2

Maximum File Size (KB): 2048

Test Connection
This is an example of FortiSandbox Scan profile configuration with FortiNDR Entrust. When FortiSandbox is configured,
it appears in FortiNDR under Device Input.
Scan Profile

Pre-Filter VM Association Advanced

Process the following selected file types.
8 Executables @ PDF documents (@ @ Officedocuments @ @ Flashfiles C@ [A Webpages (@

B Compressed archives (@ # Androidfiles @ # Macfiles (@ A Linuxfiles (@ % URLdetection (@

& Userdefined extensions (@

Notes: The file type prefiltering applies to submission via sniffer, adapters and Fabric devices (except FortiMail). Files from OnDemand, FortiMail and Network Share are always
processed.

Check for Active Content on the selected file types during VM Scan pre-filter.
office dil htm js pdf swf url archive

Notes: Active Content are embedded codes that can be executed (e.g. macros scripts). When enabled, the overall system throughput is improved by only processing files with active
content. Otherwise, forward all files. All executable files are forwarded.

Use the results of the following during VM Scan pre-filter.

FortiNDR entrust & Trusted Vendor Trusted Domain

Apply
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Network Insights

Network Insights monitors display information about NDR detections. Detections are organized by category Botnet,
FortiGuard IOC, Network Attacks, Weak/Vulnerable Communication, Encrypted Attack and ML Discovery. The charts in
Network Insights can display a maximum of 30,000 insights.

Double-click an entry in the monitor to view Additional Information in the Session Information pane. The Additional
Information section contains useful information related to the attack. There could be multiple reasons for each session ID
to be considered anomalies.

» For Botnet type anomalies, the Additional Information section shows DNS Hostname, DNS OPCODE, DNS
RETCODE.

» For Network Attack, Weak/Vulnerable Communication, and Encrypted Attack types, the Additional Information
section shows the reason why the session was flagged by Intrusion detection.

L}
‘9' The reasons may vary depending on the severity levels. The Anomaly severity level is
|| chosen by the highest.

The image below shows the Additional Information in the Encrypted Attack anomaly. The reason for this anomaly is the
JA3 hash. FortiNDR utilizes both JA3 client and server SSL fingerprints in detection, reducing the number of false
positives.

Session Information ®

General

Session ID 2111333

Start Time ‘Wed Jul 13 2022 23:18:35 GMT-0700 Pacific Daylight Time)
End Time:

Traffic Volume 1556

Anomaly

Anomaly Type  Encrypted Aftacks

S - |

Reason JAZ hash [1d095e68489d3c5352970d8dffo06ChP] detected

Additional Information

D L

TLS JAZ information Available | crtic |
TLS Version a
TLS Cipher TLS RSA WITH_AES 126 CBEC SHA
TLS Certificates 2

TLS Verified Server Name Indication (SNI)  False

TLS Valid Certificate Time True

TLS Host ruolfhost | critical ]

Source Device

Source IP 17.16.2.2

Source Port 49347

Source Packet Size 541

Source Country United States

Sourcs Devics Model NiA

Source Device Type N/A b
Source Device Sub Type  N/A

Destination Device

Destination 1P 17.16.1.100
Destination Port. 443
Destination Packet Size o
Destination Country United States

e
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Device Inventory

The Device Inventory page displays the discovered devices. The Device and Role columns are dependent on 10T
lookup service.

The device name in the Device column is determined by OS_hash of the mac address Status (online/offline). If FortiNDR
does not see a session from a device within 60 seconds, the status will be offline.

@ FortiNDR-3500F = Q >_ @ admin -

n > _
@ Dashboard Device Type ‘[ Role Model
i JRctworinsgnts Ml Virtusl Machine ‘ W server B Unknown
Device Inventory @ unknown @ unknown @ Workstation pro
[ Computer 267 W Network [l Workstation Pro
BOMIEY [ Firewall el B Home &Office [ IDRACY
FortiGuard I0C WA M FortiGate-2201E
M Server M FortiGate-3600E
Network Attacks
WeaksVulnerable ——
Communication -
Encrypted Attack Last Seen % Latest Connection Time % Device Address Role ¢ Status Confidence 4
(ML Blestzny 2022/04/14 17:18:38 2022/04/13 17:02:40 @ UNKNOWN_B205AC00 172.19.23579 Server @ Online IBwlc65%
) Security Fabric > 00:50:56:8¢:20:39
© AttackScenario > | 2022/04/14 17:18:38 2022/04/13 17:02:28 B DSM_8F5B6487 172.19.235.65 Network @ Online LB(s7eP%
O Host Story > 1c:34:da:62:ce:80
@ VirtualSecurity Analyst > | 2022/04/1417:18:38 2022/04/13 17:02:22 @0 UNKNOWN_08CA75EQ 172.19.235.39 Unknown @ online
00:50:56:8¢:93:44
& Network
o syt 2022/04/14 17:18:38 2022/04/1317:02:21 @ UNKNOWN_BC1874AC 172.19.235.76 Server @ Online IBwlc65%
vsiem 00:50:56:8¢:7atcd
& User & Authentication ) )
2022/04/14 17:18:38 2022/04/13 17:02:20 @ UNKNOWN_196CAEF5 172.19.235.46 Server @ Online BE25P
M Log&Report > 00:50:56:8¢:88:3e
2022/04/14 17:18:38 2022/04/13 17:02:19 @0 UNKNOWN_C4AC4289 172.19.23547 Server @ online Lowite7 1%
00:50:56:8¢:0€:53
2022/04/14 17:18:38 2022/04/1317:02:19 @ UNKNOWN_9B951DSE 192.168.101.67 Unknown @ Online
00:50:56:64:0:9
2022/04/14 17:18:38 2022/04/13 17:02:19 @ UNKNOWN_OE321BDF 192.168.101.70 Unknown @ Online
00:50:56:62:ad:0c
2022/04/14 17:18:38 2022/04/13 17:02:19 @0 UNKNOWN_48654F8B 192.168.101.62 Unknown @ Online
00:50:56:62:3e:a1
2022/04/14 17:18:38 2022/04/1317:02:18 @ UNKNOWN_9B972492 192.168.101.64 Server @ Online Low(z825%

Botnet

Botnet displays the botnet traffic detections. If there is a known Botnet name, it will be displayed.

@ Dashboard >

Botnet Name Severity
5 Network Insights v
& 8 Ml botnet Other M Critical
Device Inventory D botret Spyeye

Botnet
FortiGuard 10C

Network Attacks

Weak/Vulnerable
Communication

Timestamp 2022-03-14 20:25:26 > 20220414 20:45... X @ Q. Fearch

Encrypted Attack Timestamp & Y Severity + Botnet Name % Source Address % Destination Address %
(LREEEy 2022/04/05 14:59:22 Critical botnet Other 88.88 172.19.234.141
) Security Fabric > | 2022/04/05 14:33:37 Gritical botnet Other 8888 17219.234.151
@ Atackseenario > | 2022/04/05 13:28:16 Citical botnet Other 17219234156 8888
2 Host Story > N
2022/04/05 13:28:16 Critical botnet Other 172.19.234.156 8888
@ Virtual Security Analyst >
2022/04/05 13:28:16 [ crtcal | botnet Other 172.19.234.156 8888
& Network >
a syt , | 2022/04/05 13:26:16 [ critcal | botnet Other 172.19.234.156 8888
ystem
2022/04/05 13:28:16 botnet Spyeye 172.19.234.156 8888
& User & Authentication > o == prey:
B Logs Report 5 | 2022/04/0513:28:16 botnet Other 172.19.234.156 8888
2022/04/05 13:28:16 botnet Other 172.19.234.156 8888
2022/04/05 13:28:16 Gritical botnet Other 172.19.234.156 8888
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FortiGuard 10C

FortiGuard IOC detections are suspicious URLs and IPs that are flagged by FortiGuard. This anomaly discovery
depends on FortiNDR look up to FortiGuard I0C service. Apart from URL category (e.g. malicious websites), you will

also see in extra info column any campaign name involved (e.g. Solarwind, Locky Ransomware).

@ Dashboard >
B NetworkInsights v
Device Inventory
Botnet
Network Attacks
Weak/Vulnerable =
Communication -
Encrypted Attack Timestamp® ¥ Severity &
(LBLERYay 2022/04/12 14:07:17 [ citcal |
@) Security Fabric >
© Attack Scenario >
& Host Story >
2022/04/12 14:07:16 Critical
© VirtualSecurity Analyst >
% Network >
Q& System >
& User &Authentication > 2022/04/121407:16
M Log&Report >
2022/04/12 14:07:16
2022/04/12 14:07:16 [ crtcal ]
2022/04/12 1407:16 [ crtcal |
2022/04/12 14.07:16
2022/04/12 14:07:16 Criticl

Network Attacks

ExtraInfo

M Scanner

H Log4j

I CVE-2021-44228

[ Log4shell

B Compromised Website
W Malicious Websites

httpi//198.71.247.91/pma2018/index.php?lang=en

http://198.71.247.91/phpmyadmin-4.9.7-english/index phpZlang=en

http://198.71.247.91/phpmyadmin2013/index.php?ang=en

http://198.71.247.91/

http://198.71.247.91 /doc/page/login.asp

httpi//198.71.247.91/phpmyadmin/index.php?lang=en

http://www.doggydaycare.dog/data/admin/allowurl.txt

other://198.71.247.91/sql/sqlweb/index.php?lang=en

U URL Category
M Malicious Wabsites
Ounrated
10,000

Teeal

10,000
el

Severity
M Critical

Timestamp 2022-03-10 11:02:04 -> 2022-04-1420:46:... X | @ Q earch

ocs ExtraInfo & URL Category &
Scanner Malicious Websites
Logashell
Logdj

CVE-2021-44228

Scanner

Malicious Websites

Logdshell

Log4j

CVE-2021-44228

Scanner

Malicious Websites

Logdshell

Logdj

CVE-2021-44228

Scanner

Malicious Websites

Logashell

Logdj

CVE-2021-44228

Scanner

Malicious Websites

Logdshell

Log4j

CVE-2021-44228

Scanner

Malicious Websites

Logdshell

Log4j

CVE-2021-44228

Log4j

Scanner

Malicious Websites

CVE-2021-44228

Scanner

Malicious Websites

Logdshell

Logdj

CVE-2021-44228

Network Attacks are known attacks detected by Network Intrusion Protection Database.

@ Dashboard >
B NetworkInsights v
Device Inventory
Botnet
FortiGuard 10C

Network Attacks

Weak/Vulnerable
Communication

Encrypted Attack Timestamp &
({LDEETE 2022/04/1420:53:02

& Security Fabric > 2022/04/1420:52:54

& Attack Scenario > | 2022/04/1420:52:54

& Host Story >

2022/04/1420:52:43
@ Virtual Security Analyst >
2022/04/14 20:52:13

% Network >
2022/04/1420:51:44

2 System s

e . 2022/04/1420:51:44

& User &Authentication >

M Log&Report 5 2022/04/1420:51:35

2022/04/14 20:51:20
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Attack Name

M BlackNurse.ICMPType...

[ DNSPTR Records Sean
M Mealicious.Shellcode.D...

[ MS.Office. EQNEDT32....

M Remote CMD.Shell
M MS.Office RTFFile OL.

Severity

Low
W Hish

Severity

W Medium

@ Critical

Source Address &

17122

17122

17122

17122

17.1.22

17122

17122

Destination Address &

17.1.1.100

17.1.1.100

17.1.1.100

17.1.1.100

17.1.1.100

17.1.1.100

17.1.1.100

© adm

on [@ Qbearch

Attack Name %

Q BlackNurse|CMPType.3.Code.3 Flood.DoS
Q DNSPTRRecords.Scan

Q, DNSPTRRecords.Scan

Q Malicious.Shellcode. Detection

Q, BlackNurse.|ICMPType.3.Code.3.Flood.DoS
Q BlackNurse.|CMPType.2.Code.3 Flood.DoS
Q BlackNurse|CMPType.3.Code.3 Flood.DoS
Q BlackNurse|CMPType.3.Code.3 Flood.DoS
Q BlackNurse.|CMPType.2.Code.3 Flood.Dos

Source Address
50.204.213.212
172.19.235.35
172.19.235.35
10.244.15.64
50.204.213.212
50.204.213.212
50.204.213.212
50.204.213.212
50.204.213.212

Destination Address %

172.19.235.109

172.19.235.71

172.19.235.71

10.244.11.9

172.19.235.109

172.19.235.109

172.19.235.109

172.19.235.109

172.19.235.109




Network Insights

Weak/Vulnerable Communication

The Weak/Vulnerable Communication page displays the list of weak or vulnerable communication detected on port2.
For example, a weak cipher used by an older version of SSL. For more information, see Weak/Vulnerable
Communication types.

@ FortiNDR-3500F = Q >~ © admin~
Dashboard >
ashboar Protocol Type Severity
| ) (U I v Hiis B Wesk cipher W High
Device Inventory B HTTP @ Weak version [ Medium
W sve B Wesk security mode
Eouel B Weak encryption
FortiGuard I0C
Network Attacks
Weak/Vulnerable ew Related Device = | | View Related Session | | View Device = || View Session
— — — — ‘OQE&&W
Encrypted Attack Timestamp & Severity & Protocol & Type & Source Address & Destination Address &
DAL ISy 2022/04/14 17:19:44 LS Weak cipher 172.19.235.50 172.19.235.51
@ Security Fabric > | 2002/04/1417:18:17 [ e ] s Weak cipher 172.19.235.50 172.19.235.56
@ AttackScenario > | 2002/08/1417:18:14 [ nien ] s Weak cipher 172.19.235.50 172.19.235.57
Host Stor >

“ Y 2022/04/14 17:18:14 = LS Weak cipher 172.19.235.50 172.19.235.60

@ Virtusl Security Analyst >

& 2022/04/14 17:18:10 LS Weak cipher 172.19.235.50 172.19.235.56

Network >

& st , | 2022/04/1417:17:11 [ i ] LS Weak cipher 172.19.235.50 172.19.235.58

ystem
2022/04/14 17:16:50 TLs Weak cipher 172.19.235.50 172.19.235.63

& User & Authentication > o ST ”

B LogReport , 2022/04/1417:15:15 = LS Weak cipher 172.19.235.50 172.19.235.61
2022/04/14 17:15:15 =l LS Weak cipher 172.19.235.50 172.19.235.69
2022/04/1417:14:41 [ i ] LS Weak cipher 172.19.235.50 172.19.235.58
2022/04/14 17:14:40 [ i ] LS Weak cipher 172.19.235.50 172.19.235.65

Weak/Vulnerable Communication types

The following table provides a definition for each of the weak/vulnerable communication types:

Communication type Description

Weak record version Weak TLS record layer version.
Weak version Weak TLS handshake version.

Weak support version Weak TLS handshake extension supported version.

Weak cipher Weak TLS handshake cipher suite.

Weak security mode SMB protocol uses level security mode.

Weak extended SMB protocol uses outdated extended security negotiation option.

security

Weak dialect SMB uses outdated dialect version.

Weak encryption SMB or SSH uses risky encryption algorithm. For example, SMB protocol with encryption
disabled.

Weak authentication Email protocols are using risky authentication methods. For example, POP3 uses

authentication cram-md5, Postgres uses MD5 password as authentication type.
Weak server HTTP or RTSP server version is outdated.

Weak method HTTP, SIP or RTSP protocol uses weak request method. For example, HTTP protocol
uses DELETE as request method.

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.


../../../../../Content/Document/0400_Network Insights/0200_communication_types.htm
../../../../../Content/Document/0400_Network Insights/0200_communication_types.htm
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Communication type Description

Weak banner

Weak encrypt algo
server client

Weak capability
Weak security

Weak encrypt method

Weak encrypt level
Weak msg flags
Weak server version

Weak auth algo

Weak protocol version
Weak encrypt
Weak fedauth

Examples

Wireshark pcap

f 1IFAaNSM1SS100 LONTrol FrROTOCOL, 3FC MOPTD &%3,

¥ Transport Layer Security

Weak or outdated email server version. For example, Outdated Cyrus IMAP server

Weak encryption option is used in SSH, such as rc4, rc3, rc2.

IMAP or POP3 capability command uses option AUTH=PLAIN.
SMB protocol uses low level security mode.

RDP protocol uses low level encryption methods such as ENCRYPTION_METHOD _
40BIT.

RDP protocol uses low encryption level such as ENCRYPTION_LEVEL_NONE
SNMP protocol uses risky flags such as 0x00-02, 0x04-06 and 0x08-ff.
MYSQL, TDS, Posgres or SIP server version is outdated.

POP3, SMTP or IMAP authentication method option is too risky. For example, POP3 uses
PLAIN authentication option.

MYSQL protocol version outdated.
TDS encryption option is disabled.

TDS protocol disables FedAuthRequired option.

UST FOFT:I 3L7%%, 801 L1, ACKID 310, Len: 1s3w

¥ TLSv1.3 Record Layer: Handshake Protocol: Server Hello

Tumen: 2)
Version: TLS 1.2 (@x8383)
ENgLh: 122

¥ Handshake Protocol:

Server Hello

Handshake Type: Server Hello (2)

Length: 118

lVe—sinn: TLS JI
Random: @b82b3a7T9948406C318e8377e2779020ad024a7e108170974117cladfbELTEY

Session ID Length: 32

Cipher Suite: TLS

N L
ey

3
Ty

ST oSt i R e et e R 5 3d TA5 TAlalaeaidc@e 3Thel Th

Compr

T

Extensions Length: 45
Extension: key share (len=36)
v Extension: supported_versions (len=2)
Type: supported versions (43)

Length: 2
Supported Version: TLS I
[J“}} TULLISL ""H' TTL 005, J1-% J

[IAa35: ebld94daa7e@344597e756alfb6eT054]
~ TLSv1.3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28@)
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Weak security mode

5 @8.900476 18.18.8.3 18.18.8.2 64 2284 -+ 445 [ACK] Seq=1 Ack=1 Win=64248 Len=8
- 6 B.653863 18.109.8.3 18.18.8.2 SMB 145 Negotlate Protocol Reguest
| 7 9.654248 19.18.8.2 12.19.8.3 SMB
8 8.855430 109.18.8.3 18.10.8.2 TP 64 2294 = 245 [ACK] Seqe=89 Ack=218 Win=53831 Len=@
9 1.320851 18.18.8.3 18.18.8.2 SMB 241 Session Sctup AndX Request, NTLMSSP_NEGOTIATE
18 1.321835 18.18.8.2 18.18.8.3 SMB 412 Session Setup AndX Response, NTLMSSP_CHALLEMGE, Error: STATUS_MORE_PROCESSIM..

Frame 7: 267 bytes on wire {2136 bits), 267 bytes coptured (2136 bits)
Ethernet II, Src: VMware a8:45:c® (0@:50:56:aB:45:c@8), Dst: er:_.!:lf:?: (o@:58:56:aB:1f:7c)
£02.1Q Virtusl LAN, PRI: ®, DEI: &, ID: 1113
Internet Protocol Version 4, Src: 10.10.8.2, Dst: 19.18.8.3
Transmission Control Protocol, Src Port: 445, Dst Port: 2284, Seq: 1, Ack: 89, Len: 209
NetBIOS Session Service
SH8 (Server Message Block Protecol)
» SME Header
~ Negotiate Protocel Response (@8x72)
Word Count (WCT): 17

Index: 3: NT LM 8,12
» Security Mode: I

Fax Fpx Count: 59

Max VCs: 1

Max Buffer Size: 16644

Max Raw Buffer: 65536

Session Key: exeeooesse

Capabilities: @w88@1f3fc, Unicode, Large Files, NT SMBs, RPC Remote APIs, NT Status Codes, Lewvel 2 Oplocks, Lock and Read, NT Find, Dfs, Infolevel Passth..
System Time: Apr 23, 2015 @3:11:08.611869400 Pacific Daylight Time

Server Time Zone: @ min from UTC

Challenge Length: @

Byte Count (BOC): 136

Server GUID: 96afd22e-c9de-4bes-a7ef-481fdf5653e5

» Security Blob: G@7606862bOGA1R50502a86C306aa@3c303a060a2bO6A12401623702021.06092a064882..

v ww v

o
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Weak extended security

M smb-smb1-asciipcap

— a X
Eile Edit ¥iew Go Capture Analyze Statistics Telephony Wireless Tools Help
AW 4 ® RE seces=Tas5Eaaan
[l |Appl'r'ad|spla'r‘ filter ... <Ctrl-/> a '] +
Source

Mo, Time

5 B.808476
6 ©8.653863
7 ©8.654248
8 8.855430
9 1.32@851

1@ 1.321835

11 1.517768

12 1.969134

13 1.971e84

10.108.8.3
16.10.8.3
10.10.8.2
16.10.8.3
16.10.8.3
18.108.8.2
16.10.8.3
16.16.8.3
16.10.8.2

Destination

10.10.8.2

Protocol  Length Info r

64 2204 + 445 [ACK] Seq=1 Ack=1 Win=64248 Len=@

e L =R ‘

TCP
16.10.9.2 SMB
10.16.6.3 SMB 267 Negotiate Protocol Response
1e8.108.8.2 TCP = = Win=64831 Len=8
l1e.10.8.2 SMB 241 Session Setup AndX Request, NTLMSSP_NEGOTIATE
le.le.8.3 SMB 412 session Setup AndX Response, NTLMSSP_CHALLENGE, Error: STATUS_MORE_PROCESSIN.
16.10.8.2 TCP 64 22084 - 445 [ACK] Seq=272 Ack=564 Win=63677 Len=@
16.16.6.2 SMB 525 Session Setup AndX Request, NTLMSSP_AUTH, User: LAB\Administrator
18.10.8.3 SMB

202 Session Setup AndX Response
Caciel L

v vwwvwvw

2

No Error

Frame 7: 267 bytes on wire (2136 bits), 267 bytes captured (2136 bits)
Ethernet II, Src: VMware_aB:45:c@ (@@:58:56:a8:45:c@), Dst: VMware_a8:1f:7c (@@:58:56:a8:1f:7c)
8682.1Q virtual LAN, PRI: @, DEI: @, ID: 1113
Internet Protocol Version 4, Src: 10.18.6.2, Dst: 10.108.8.3
Transmission Contrel Protocol, Src Port: 445, Dst Port: 2284, Seq: 1, Ack: 89, Len: 289
NetBIOS Session Service
SMB (Server Message Block Protocol)
¥ SMB Header
Server Component: SMB
Response to: &
[Time from request: @.88838500@ seconds]
SMB Command: Megotiate Protocol (@x72)
Error Class: Success (@x@e)
Reserved: 88
Error Code:
> Flags: @x98, Request/Response, Canenicalized Pathnames, Case Sensitivity
~ Flags2: @x28@1, Execute-only Reads, Extended Security Negotiation, Long Names Allowed
@...
8.
.1,

Unicode Strings: Strings are ASCII
Error Code Type: Error codes are DOS error codes

Execute-only Reads: Permit reads if ewxecute-only
Dfs- Don't rocnli with Of

oo dlaes

Extended Security Negotiation: Extended security negotiation is supported I

..

T ToL U5 a o repar pFacm
Long Names Used: Path names in request are not long file names
Security Signatures Required: Security signatures are not required
Compressed: Compression is not requested

Security Signatures: Security signatures are not supported
Extended Attributes: Extended attributes are not supported

58
=]
a2
d7

61

56
45
Ba
58
72
e
32
fc
e
e5
3c
&9
7
a3
28
st
73

ab
ea
LE]
18
ea

aa
3
96
6@

2a
12
es

69
65

aft
76
3a
86
a1
@a
26
Ge
st

7c 88 58 56 a8 45 c@ Bl 88 84 59
fo 6a 5T 48 00 36 86 74 f7 0a @a
83 81 bd @8 9c 7a 75 3c 34 a@ ae
f@ 1b 94 @@ 60 @0 00 @8
ee oo o8 [JUFE @0 06 0o
80 80 B8 /2 Jc 99
@@ 84 41 9@ 00 99 80 8l
80 26 a3 2f dl ad

d2 2e c9 de 4b 45 87 ef 48 1 df
86 86 2b 86
86 @a 2b @6
48 82 f7 12
82 82 86 @a
2b 86 @1 84 @1 82 37 82 82 @a a3

cd ff 53 CePrres e 5

82 @B ed

7c 2@ a5 44 11 e3
ae
el

ae ea
7d de 28 28
@l 85 @5 82 a@ 6c 3@
@1 84 @1 82 37 02 @2
@1 82 82 @6 B9 23 86
2a 86 48 86 f7 12 @1

I B

1b 24 6e &f 74 5f 64 65 66 B9 Ge *B( & %n ot_defin

5f 52 46 43

34 31 37 38 40 70 6c  ed_in_RF (4178@pl

69 67 6e 6F 72 65 ease_ign ore

I O ?  Isextended security negotiation supported? (smb.flags2.esn), 2 bytes

|| Packets: 22 - Displayed: 22 (100.0%)

|| Profile: Default
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Weak dialect

M smb2.pcap — a X
Eile Edit ¥iew Go Capture Analyze Statistics Telephony Wireless Tools Help

AW 7 IR RERe=R ESEaQaHE

[I |Apply a display filter ... <Ctrl-f» = '] +
Mo. Time Source Destination Protocol  Length Info |
3 0.000323 19.08.06.11 10.6.0.12 TCP 6@ 49208 » 445 [ACK] Seg=1 Ack=1 Win=65536 Len=0
4 8.800578 19.8.8.11 16.6.0.12 SMB e b} =
5 B.888858 16.8.8.12 18.8.8.11 SMB2 I294 Negotiate Protocol Response I
6 B.881531 18.8.0.11 18.8.08.12 SMB2 228 Session Setup Request, NTLMSSP_NEGOTIATE
7 8.801815 19.0.8.12 19.6.0.11 SMB2 385 Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHAL..
8 9.002216 16.9.0.11 10.0.06.12 SMB2 637 Session Setup Request, NTLMSSP_AUTH, User: CONTOSO\Administrator
9 B.885858 16.8.6.12 18.6.6.11 SMB2 159 Session Setup Response
18 @.006437 16.8.0.11 16.8.8.12 SMB2 162 Tree Connect Request Tree: \\10.0.8.12\smb2
» Frame 5: 294 bytes on wire (2352 bits), 294 bytes captured (2352 bits)
» Ethernet II, Src: VMware_4e:b@:d@ (8@:8c:29:4e:bB:d@), Dst: VMware_6b:99:8f (@@:@c:29:6b:99:0f)
» Internet Protocol Version 4, Src: 10.0.8.12, Dst: 10.8.8.11
» Transmission Control Protocol, Src Port: 445, Dst Port: 49208, Seq: 1, Ack: 149, Len: 248
> NetBIOS Session Service
~

SMB2 (Server Message Block Protocol version 2)
» SMB2 Header
¥ Negotiate Protocol Response (@x@@)

» StructureSize: @x@@dl

s =l L boed enabled

Dialect -
egotiatelontexcioun
Server Guid: e6fa9al9-c5ef-49cl-b7eb-es5fbdlcefilz
Capabilities: @x@0808081, DFS
Max Transaction Size: 65536
Max Read Size: 65536
Max Write Size: 65536
Current Time: Dec &, 2811 12:18:15.386156800 Pacific Standard Time
Boot Time: Dec 6, 2811 12:14:24.781258088 Pacific Standard Time
Blob Offset: exoebepese
Blob Length: 18
Security Blob: ba6@185685023068. a 220689, f71201020206092a864886T7..
NegotiateContextOffset: 8x2@4dac2e

v

v

Goee 8@ ec 29 6b 99
Gele el 18 el 5d
@e2e 8@ eb el bd
@ase 81
Ba4 08
Base 8o
@ace 8o

2]

aa

f1

29 4e be de 83 ee 45
ed Bc Ba Bc Ba
79 f3 9b 13 98 58
ec fe 4d 42 48
@8 el

ggsgsagw
nE88ES
H]
]
e
]
T338L88

@8 41

49 b7
el eo ee
cc @1 94
4d 2@ 6@
a@ 38 38
B6 @9 2a 86
f7 12 81
B2 Ba a3

o1 oo (R

e5 fh d1
a1 ee @9
29 ag 53
86 @86 2b
a6 89 2a
86 7 12
B2 83 86 Ba - FHe oo
38 28 a@ 26 TR &
@168 1b 24 6e 6f 74 5T 66 69 Ge 64 5T 69 Ge $not_de fined_in
@11e 5f 52 46 43 34 31 14 61 73 65 5T _RFC4178 (@please_
@128 69 67 6e 6F 72 65 ignore

eese

aase

8gad @l
eebe cc
@ace 81
eade 48
eged @2
@afe 2b

YEA3RITEISLIS

TEES

a5 82 =@
7 12 81

BRREES

HE83N328883888S
]

f_BEEREILEss88s
@
3
o,

@
&
@
=
@
[
w
b}
@
r

®

o

&
SnrSENTLEREESR

w
Y
w
&
§
3

dlect), 2bytes || Packets: 1178 - Displayed: 1178 (100.0%) || Profile: Default
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Weak authentication

M linuxpostgrespostgres_payload_yliu_20121219.pcap — a X
Eile Edit ¥iew Go Capture Analyze Statistics Telephony Wireless Tools Help
4w TRERE Qe2=F I I |EQAQQE
_[I |Appl'r' a display filter ... <Ctrl-f= = '] +
T—
Mo. Time Source Destination Protocol  Length Info
3 ©.800543 18.218.8.1 10.213.0.100 TCP 66 63238 3 5432 [ACK] Seq=1 Ack=1 Win=14656 Len=0 TSval=1313430849 TSecr=971127
4 8.883833 18.218.8.1 16.213.8.168 PGSQL 188 >
5 8.883235 18.218.8.188 18.218.8.1 TCP 66 5432 + 63238 [ACK] Seq=1 Ack=43 Win=14488 Len=8 TSval=971128 TSecr=1318438849
6 8.806309 16.218.0.168 16.218.06.1 PGSQL 79 <R
7 8.886545 18.218.8.1 19.215.6.168 TCP 66 63238 =+ 5432 [ACK] Seq=43 Ack=14 Win=14656 Len=@ TSwal=131843885@ TSecr=971l..
8 ©.003736 18.218.8.1 10.213.0.100 PGSQL 187 >p
9 @.828234 18.218.8.168 18.218.8.1 PGSQL 398 <R/S/S/S/S/SISIS/SISISISIKIT
1@ 8.825559 16.218.8.1 19.218.06.100 PGSQL 88 »Q —

PostgresQL

Length: 12

Type: Authentication request

I Authentication type: MDS password (5) |

Salt value:

B65e739T

» Frame 6: 79 bytes on wire (632 bits), 79 bytes captured {632 bits)
» Ethernet II, Src: VMware_55:9c:c@ (@@:8c:29:55:9c:c@), Dst: Fortinet cc:a2:89 (8@:89:8f:cc:a2:@9)
> Internet Protocol Version 4, Src: 10.218.8.188, Dst: 18.218.8.1
>
~

Transmission Control Protocol, Src Port: 5432, Dst Port: 63238, Seq: 1, Ack: 43, Len: 13

Goee e@ @9 ef cc a2 @9 @0 ec
Gele 8@ 41 5T 5 40 60 48 86
@E2e 8@ @1 15 38 f7 86 aa Sa
Goie 83 B9 ff e4 60 @0 @1 el
@248 ad 81 52 @@ @@ 89 Bc

29 55 9c c@ 85 @@ 45 ee
c4 89 Ba da 88 64 @a da
8e 8c c2 17 2c cb 89 18
@8 Ba @@ @e dl 79 4e 95

Se 73 of

Encrypted

Attack

|| Packets: 33 - Displayed: 33 (100.0%) || Profile: Default

Encrypted attacks are detected by analyzing JA3 hashes in TLS transactions. FortiNDR will utilize both JA3 client and
server SSL fingerprints in detection, resulting in fewer false positive detections.
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FortiNDR-3500F
@ Dashboard >
B Network Insights v
Device Inventory

Botnet

FortiGuard 10C

Network Attacks

Weak/Vulnerable
Communication

Encrypted Attack

ML Discovery

Timestamp &

2022/04/1406:13:29

0 Security Fabric >
€ Attack Scenario >
2 Host Story >
© Virtual Security Analyst >
& Network >
2 system >
& User & Authentication >
M Log&Report >

ML Discovery

Category

Ml rclone client activity

Severity &

Critical

Severity

M Critical

1 [@ Qearch

Category %

rclone client activity

IOCHash &

DBEE3237A14BBD8ICA4D2B53 56AB26BA

Source Address %

172.19.236.136

Destination Address %

52841625

The ML Discovery page displays a list of anomalies detected by Machine Learning configuration. Each row is based on a
session. The configuration and baselining of ML Discovery is located under Virtual Security Analyst > ML configuration.
ML discovery is switched ON by default.

o The Anomaly Features column displays the feature or feature combinations that caused the anomaly.
o The Additional Information column provides a glance of the abnormal feature value(s).
« The Use Feedback column is where you can enter positive or negative feedback to the detection.

@ FortiNDRVM-99

@ Dashboard >
B Network Insights v
Device Inventory
Botnet B
FortiGuard I0C
Network Attacks

Wealk/Vulnerable
Communication

Encrypted Attack Timestamp® Y
) Security Fabric >
© AttackScenario > | 2022/04/1321:19:42

& Host Story >

© Virtual Security Analyst >
2022/04/13 21:19:50

& Network >
B System > 2022/04/1321:30:56
& User & Authentication >

2022/04/13 21:30:53
B Log &Report >

2022/04/13 21:30:34

2022/04/13 21:20:52
2022/04/13 21:20:52
2022/04/13 21:20:52
2022/04/13 21:20:52
2022/04/13 21:20:52
2022/04/1321:19:53
2022/04/1321:19:43
2022/04/13 21:

219
2022/04/1321:19:18
2022/04/13 21:41:05

4
5

g
*

2022/04/13 21:30:55

Anomaly
Feature(s)

M Source Port

@ Protocol/Application B...
=]

on | ViewDevice -
Anomaly Feature(s)

TL Protocol
Source Port
TLProtocol
AL Protocol

Severity

W Low

Timestamp 2022-04-13 15:41:47 -> 2022-04-14 16:03:.. X ' @ Q Search

L Protocol: UDP.
Source Port: 111

TL Protocol: UDP.

AL Protocol: RPC

Additional Information %

Source Port

Source Port: 137

Source Port

Source Port

Source Port

Source Port

Source Port

Source Port

Source Port

Source Port

Source Port

Source Port

Source Port

Source Port

Source Port: 22

Source Port: 22

Source Port: 22

Source Port: 22

Source Port: 22

Source Port: 22

Source Port: 22

Source Port: 22

Source Port: 138

Source Port: 161

Source Port: 631

Source Port: 22

ion: NetBIOS.Name Service

tion

tion: SMTP

on: 16060

User Feedback &

No Feedback

No Feedback

No Feedback

No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback
No Feedback

Double-click an entry to view the Session Information pane. Right-click an entry to:

o View Related Device: The related source and destination devices.
« View Related Session: All the sessions for the source device.
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Source Address %

172.16.1.100

172.16.1.100

172.16.1.100

172.17.1.101
172.17.1.101
172.16.1.101
172.16.1.100
172.16.1.100
172.16.1.100
172.16.1.100
172.16.1.100
172.16.2.2

172.16.1.100
172.16.1.100
172.16.1.100
1721627

1721723

Source Model #

Workstation pro

Workstation pro

Workstation pro

Workstation pro
Workstation pro
Workstation pro
Workstation pro
Workstation pro
Workstation pro
Workstation pro

Workstation pro

Workstation pro
Workstation pro

Workstation pro

Destination Address &

172.16.2.2

172.16.2.2

172.16.2.2

1721723
172.17.24
172.16.2.10
172.162.2
172.16.2.2
172.162.2
172.16.2.2
172.162.2
172.16.1.100
172.16.2.2
172.16.2.2
1721622
172.16.1.91

1721714101



Network Insights

» View Device: The source and the destination device.
» View Session: The reason why the session is considered to be an anomaly by ML.

Example:

The image below shows a ML anomaly detection triggered by 3 features:

o Application layer protocol: FTP
« Destination Port: 21
« Protocol/Application Behaviors/Action: FTP

The Application layer protocol and Destination Port and Behaviors pie chart shows the distribution of the three features.
The anomaly in the example is triggered because FTP-21-FTP has deviated from the baseline. In other words, the FTP
connection from 792.168.104.3to 192.168.104.4 has never been seen in the baseline before.

The Application layer protocol, Destination Port and Protocol/Application Behaviors/Action charts show the distribution
for each feature. The distribution information is a snapshot based on the source device at the moment of the detection. It
is normal for a feature highlighted in red not to have the lowest count in the chart. This is because the highlighted feature
may occur multiple times suddenly within a very short period when being detected.
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Network Insights

Session 109114

Device Information

Activity

ML Discovery

A!\‘J:(:mk Service Session Information
» “F“r‘:)“‘"""' Timestamp  2022/07/15 15:34:44
A\ /4 Vendor Protocol FTP
Other Volume 361 (361 bytes)
Interface Client-Server
Low Anomaly @°| Cloudservice None

U

Internal

Device Type N/A
Devie Model N/A
MAC Address 00:90:0b:31:24:09

Vendor N/A

0s N/A

Role N/A

P 192.168.104.3
Port 10684

Packet Size 114

Application layer protocol and Destination Port and Behaviors

Application layer protocol

Detection Information

Q@ Q search

2022/07/15 15:39:43

No Activity Found

Application layer protocol and
Destination Port and
Protocol/Application Behaviors/Action

[ HTTP and 80 and YouTube
I Other and 80 and Other
W FTPand 21and FTP

[ SMTPand 20 and FTP

W FTPand 20 and FTP

M Other and > 1024 and Ping.

M SMTPand 20 and Other
Destination Port
Application layer protocol
TP mso
W Other 10,123 [Pl
HFTP @D 20
W SMTP ad k3
Severity Anomaly Type

Low

FortiNDR ML Discovery

Destination Port

-

Internal

Device Type N/A
Device Model N/A
MAC Address 00:30:0b:47:26:cd

Vendor N/A

oS N/A

Role N/A

P 192.168.104.4
Port 21

Packet Size 247

Protocol/Application Behaviors/Action

0660

Description &

—-Action—-~ | Go

FTPand 21 and FTP

B

Protocol/Application
Behaviors/Action
W YouTube

M Other

| lagd

M Ping

ﬁ%

B
A e
]

&

Anomaly Found in Combination of Application Layer Protocol and Destination
Port Number and Protocol or Application Behaviors or Action

baseline.

The Application layer protocol and Destination Port and Behaviors chart is not displayed when
the ML anomaly detects a new Source IP or Destination IP that has never been seen in the

Add feedback a session

The User Feedback column allows you to provide feedback for Machine Learning discoveries to correct false positives.
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Network Insights

To add feedback to session anomaly:

1. Go to Network Insights > ML Discovery and select a session in the table.
2. Hover over the User Feedback column until the Editicon appears and click it.
3. From the Feedback dropdown, select one of the following options.

Option Description

Select this option to force the next baseline training with new traffic to
EXCLUDE the same detection in future. This typically takes 5-10 minutes
depending on the network traffic.

Mark as Not Anomaly

Mark as Anomaly Select this option to add positive feedback to the detection.
This does not affect the baseline training other than acting a place for you to

comment on the detection.

When multiple sessions share the same value in the Anomaly Feature(s) column, you will
only need to add feedback once to apply the feedback to all of the sessions.

Anomaly Severity
Feati
eature(s) B Low
I Source Device/IP
@ Source Port 658
[l AL Protocol Tatal
[H Protocol/Application B...
[ Device Model
E Geo
View Related Device ~ Vie on @ Q, Search
Timestamp % Severity Anomaly Feature(s) Additional Information % User Feedback % Source Address % Sou
2022/05/06 08:12:39 Source Device/IP Source Device/IP: 159.203.8.72 [ Markas Not Ancmaly | 159.2038.72
Apply Cancel

4. Click Apply.

The following image is an example of multiple ML discoveries with the same value in the Anomaly Feature(s) column. In
this scenario, you will only need to add feedback once to mark all the sessions as Anomaly.

Timestamp® Y | Severity * Anomaly Feature(s) % Additional Infermation % User Feedback Source Address % Source Model & Destination Address 5 Destination Model %

I 2022/04/15 14:46:54 AL Protocol AL Protocol: SSH Anomaly 1721628 172.16.1.101 Workstation pro
Protocol/Application Behaviors/Action  Protocol/Application Behaviors/Action: SSH

2022/04/15 14:46:54 AL Protocol AL Protocol: SSH Anomaly 1721628 172.16.1.101 Workstation pro
Protocol/Application Behaviors/Action  Protocol/Application Behaviors/Action: SSH

2022/04/15 14:46:54 Al Protocol AL Protocol: S5H Anomaly 172.16.2.8 172.16.1.101 Workstation pro
Protocol/Application Behaviors/Action  Protocol/Application Behaviors/Action: SSH

2022/04/15 14:47:39 AL Protocol AL Protacol: SSH Anomaly 172.16.2.8 172.16.1.101 Workstation pro

View Session

Protocol/Application Behaviors/Action

Protocol/Application Behaviors/Action: SSH

To drill-down to the session details, right-click an entry to open View Session.

In ML Discovery the session shows the distribution of the feature that caused the anomaly. In the image below, the
session was flagged because it was trying to use port 22, which is the SSH connection.
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Network Insights

ML Discovery
Source Port E
'_.~--""'_-_—llw__-_""*-n\ Source Port

',/ [ . \ zo CEYE)

A i [ 80 8,163

/ \, 39 5715

| ' 25.92K | | W21 2,635
\ \ Total | | w22 [12)
=/ W 445 0
\ / - P = o
4 mo &
" W 161 )

If the anomaly is caused by:

« Anew IP joining the network, the distribution graph is not displayed. The new IP address is displayed instead.

» A combination of features the session displays the distribution of the combination as well as the individual
distributions. For example, the following anomaly is caused by the combination of Transport Layer Protocol,
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Network Insights

Application Protocol and Protocol/Application Behaviors/Action.

Session 663532 —Action—~ | Go
Activity X Session Information
Network Service
’})Zﬂ';‘a;“]"" Timestamp  2022/04/13 21:14:20
Vendor Protocol RPC
Other Volume 252(252 bytes)
Interface Network-Protocol
Information @ |  Cloudservice None

Device Information

Device Type Virtual Machine
Devie Model Workstation pro
MAC Address 00:50:56:8c:e0:e4

Device Type N/A
Device Model N/A
MAC Address 00:50:56:8¢:17:f%

Vendor VMware Vendor N/A
vmware [e] N/A L d g 0s N/A

Role Server Internal  |Role N/A

P 172.16.1.100 P 1721622
ntEn Port 32788 port 111

Packet Size 252 PacketSize 0

Activity
No Activity Found
TL Protocol and AL Protocol and Protocel/Application Behaviors/Action TL Protocol AL Protocol =
Anomaly Feature(s) cTmeR ~ AL Protocol
[ TL Protocol: TCP and AL Prot... \ OuTTe
‘ [ TL Protocol: TCP and AL Prot... 271.92K \ Oere 5
[ 7L Protocol: TCP and AL Prot... \
X 203.94K / \ Osme [54]
14 [ TL Protocol: UDP and AL Pro... { 33.68K \ Ol o
Sl M TL Protocol: TCP and AL Prot... EEETT | ( o J | Tl @
I Bl TL Protocol: TCP and AL Prot... o\ )
/ B TL Protocol: UDP and AL Pro... 67.98K \ \ / B DNS [27]
I TL Protocol: UDP and AL Pro... — B smTP a
C/\ I TL Protocol: UDP and AL Pro... \ W ivAP [7]
- IcMP Tcp upP L Hror @

Protocol/Application Behaviors/Action

7
i

Protocol/Application
Behaviors/Action

CINNTP

D MSsQL
MM

EDONS

W Portmap

M ProxyHTTP

B MSRPC

M HPDataProtector

000660606

Detection Information

© Q Search

Date =

Severity = Anomaly Type & Description %

2022/04/1321:19:42 FortiNDR ML Discovery

Anomaly Found in Combination of Transport Layer Protocol and Application
layer protocol and Protocol or Application Behaviors or Action

View Source Device and View Destination Device

You can view Source and Destination Device by right-clicking an entry and clicking in View Device > View Source Device
or View Destination Device.
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Network Insights

Source Port Source Port: 111

TL Protocol TL Protocol: UDP

AL Protocol Y Filter by Anomaly Feature(s) * I: RPC

Protocol/&pplig pplication Behaviors/Action: Portmap
View Related Device ¥

Source Port Vi Related Sessi E 137

Protocol/App W Related session e - o ame.S¢
View Device v | View Source Device

Source Port ) . . o .
View Session Wiew Destination Device

Source Port " Source Port: 22

To view this device’s ML anomalies, click the ML Discovery tab. The following image shows a series of ML anomalies
found on the same device.
Anomaly Activity Traffic Top Neighbors External Service Geolocation ML Discovery

@ Time: 2022/04/13 21:19:09 Session ID: 664252 Anomaly Found: Protocol/Application Behaviors/Action (QQ)

Protocol/Application Behaviors/Action =
‘D Protocol/Application
’\\ Behaviors/Action
( N\ OLPD (5]
v [l iard o
19 1 J‘ HIRC [2]
[ @ B JvaRMI [2]
\ HQQ (2]
\/ EWINS 2]
‘ [ Stream.Media (2]
M Mount (1)

© Time: 2022/04/13 21:19:16 Session ID: 663533 Anomaly Found: TL Protocol (UDP), Source Port (111)

© Time: 2022/04/13 21:19:18 Session ID: 663582 Anomaly Found: Source Port (22)

@ Time: 2022/04/13 21:19:19 Session ID: 664535 Anomaly Found: Source Port (631)

© Time: 2022/04/13 21:19:42 Session ID: 663532 Anomaly Found: TL Pratocol (UDP), AL Protocol (RPC), Protocel Application Behaviors/Action (Portmap)
© Time: 2022/04/13 21:19:43 Session ID: 664379 Anomaly Found: Source Port (161)

© Time: 2022/04/13 21:19:50 Session ID: 664387 Anomaly Found: Source Port (137), Protocol/Application Behaviors/Action (NetBIOS.Name Service)
© Time: 2022/04/13 21:19:51 Session ID: 664380 Anomaly Found: Protocol fApplication Behaviors/Action (SNMP)

© Time: 2022/04/13 21:19:54 Session ID: 665047 Anomaly Found: Protocol/Application Behaviors/Action (TFTP)

© Time: 2022/04/13 21:19:18 Session |D: 666257 Anomaly Found: Source Port (22

© Time: 2022/04/13 21:19:18 Session ID: 667026 Anomaly Found: Source Port (22)

© Time: 2022/04/13 21:19:18 Session |D: 667172 Anomaly Found: Source Port (22

© Time: 2022/04/13 21:19:18 Session ID: 667205 Anomaly Found: Source Port (22)

© Time: 2022/04/13 21:19:18 Session |D: 669304 Anomaly Found: Source Port (22

© Time: 2022/04/13 21:30:15 Session ID: 676826 Anomaly Found: Packet Size (Small)

© Time: 2022/04/13 21:30:15 Session ID: 674192 Anomaly Found: Packet Size (Large)

@ Time: 2022/04/13 21:30:31 Session ID: 673169 Anomaly Found: Packet Size (Large)

© Time: 2022/04/13 21:30:34 Session ID: 673151 Anomaly Found: Source Port (22)

© Time: 2022/04/13 21:30:52 Session ID: 673210 Anomaly Found: AL Protocol {SSH) , Source Port (22) , Protocol/Application Behaviors/Action {16060)
© Time: 2022/04/13 21:30:53 Session ID: 673282 Anomaly Found: Source Port (22)

@ Time: 2022/04/13 21:30:56 Session ID: 675035 Anomaly Found: Source Port (22)
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Attack Scenario

FortiNDR uses attack scenarios to identify malware attacks. FortiNDR scientifically classifies the malware attack times
into attack scenarios, making FortiNDR your personal malware analyst on the network.

Most security technologies can only tell you that your network is infected with virus names without much context.
FortiNDR moves beyond that to tell you exactly what the malware is trying to achieve providing SOC analysts more
insightful information for their investigation.

The Attack Scenario Summary counts the number of incidents of all the attack scenario types. They are organized into
Critical, High, Medium, or Low severity.

@ FortiNDR-3500F

@ Dashboard

& Network Insights

¥ Security Fabric

€ Attack Scenario
Attack Scenario Summary
Industroyer
Wiper
Fileless
Worm Activity
Ransomware
Rootkit
Botnet
Backdoor
Banking Trojan
Exploit
Data Leak
Generic Trojan
Dos
Scenario Heuristic
Sophisticated
Phishing
SEP
‘Web Shell
Application
Cryptojacking

2 Host Story

€ Virtual Security Analyst

& Network

o System

& User & Authentication

B Log&Report

= Q >~ @ admin~
>

>
Attack Scenario & Incident Counts &

>
.
& Phishing 196,200
El sep 0
8 Web shell 343
& Application 43300
R Cryptojacking 42191

[=] Miedium | Scenario Types: @ | Total Event Counts:5603469

% Generic Trojan 5,351,113

& DoS 252,354

= Scenario Heuristic 0

& Sophisticated 2
[5] High = Scenario Types: @ | Total Event Counts:999594

La Rootkit 173
@ Botnet 769,194
B Backdoor 41,693
% Banking Trojan 149,070

B Exploit

& Dataleak
[=] Critical || Scenario Types: @ | Total Event Counts:356476

& industroyer 1
& Wiper 1
> ¥ Fileless 14
> g Worm Activity 218,623

> B Ransomware 137,837

>

>
>

Scenario types

FortiNDR can detect the following attack scenarios:

Severity

Low

Low

FortiNDR 7.0.2 Administration Guide
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Scenario Description

Cryptojacking Cryptojacking is a type of cybercrime where a malicious actor
uses a victim’s computing power to generate cryptocurrency.

Application A broad category of software that might download and install

additional, unwanted software that could perform activities not
approved or expected by the user.
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Attack Scenario

Severity Scenario Description

Low Web Shell A script that can be uploaded to a web server to allow remote
administration of the machine. Infected web servers can be
Internet-facing or internal to the network where the web shell is
used to pivot further to internal hosts.

Low SEP Attackers use Search Engine Poisoning to take advantage of your
rankings on search engine result pages.

Low Phishing A fraudulent attempt to obtain sensitive information such as
usernames, passwords, and credit card details by disguising itself
as a trustworthy entity in an electronic communication.

Medium Sophisticated Malware that contains more than one attack scenario.

Medium Scenario Heuristic Scenario heuristic identifies applications or software that
demonstrates an array of suspicious traits.

Medium DoS This can access connection handling remotely, perform denial of
service, or distributed DoS.

Medium Generic Trojan Any malicious computer program which misleads users of its true
intent.
High Banking Trojan Malicious software that can access confidential information stored

or processed through online banking systems.

High Backdoor This can give a hacker unauthorized access and control of your
computer.
High Data Leak A data leak is when sensitive data is exposed physically on the

Internet where malicious actors can access it.

High Rootkit Software tools that enable an unauthorized user to get control of a
computer system without being detected.

High Exploit A piece of software, a chunk of data, or a sequence of commands
that uses a bug or vulnerability to cause unintended or
unanticipated behavior on computer software, hardware, or
something electronic, usually computerized.

High Botnet A botnet is a network of hijacked computers and devices infected
with bot malware and remotely controlled by a hacker.

Critical Ransomware Malicious software that can block access to a computer system
until money is paid.

Critical Fileless A variant of computer-related malicious software that is
exclusively a computer memory-based artifact.

Critical Wiper Malware that erases contents in the hard disk of an infected
computer. It's usually designed to destroy as many computers as
possible inside the victim's networks.

Critical Industroyer A malware framework originally designed to deliver specific

FortiNDR 7.0.2 Administration Guide
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Attack Scenario

Severity Scenario Description

cyberattacks on power grids. The recent generation of this
malware has also started to target industrial control systems.

Critical Worm Activity A worm is capable of spreading itself to other systems on a
network.

Attack scenario navigation and timeline

When there is an attack, infections often spread quickly and tracing the source (patient zero) can be very difficult for SOC
analysts. FortiNDR Virtual Analyst is a scenario-based Al engine that can quickly locate the origin of the attack. This
saves time during breach investigation, typically shortening it from days to seconds. FortiNDR helps analysts deal with
the source of the problem in a timely manner.

Attack Scenario displays the victim IP addresses with the time of detection. Click the IP address to display the timeline of
events as well as a graphical interpretation of an attack.

The following is an example of a worm infection. The virtual analyst shows the remote IP address where the attack
originated, the timeline, and other malicious files discovered on the infected host, and the worm activity shows it is trying
to spread.

In the Attack Timeline frame, hover over a detection name to view more information about the infection. Use the Search
FortiGuard shortcut to look up the detection at FortiGuard's threat encyclopedia. Use the View Sample Info shortcut to
view details of the detected file.

@ FortiNDR-VM = Q >~ @admin~
@ Dashboard > Discovery Date & Victim (Infected Host) IP & Malware family Device Type & Event Count %
B Network Insghts 5 2uzrver s 190010 iUz e— o T
O Security Fabric s | 2022/04/1313:36:10 10.10.10.23 Dreambot Sniffer 1
& Attack Scenario © | 2022/04/1313:35:27 10.10.10.23 Dreambot Sniffer 1
Attack Scenario Summary 2022/04/1313:35:25 1010.10.23 Dreambot Sniffer 1
Industroyer 2022/04/1313:35:08 10.10.10.23 NSIS Sniffer 1
Wiper 2022/04/1313:35:06 10.10.10.23 Generic Sniffer 1
Fileless 2022/04/1313:34:52 10.10.10.23 StartServ Sniffer 1
2022/04/13 13:34:49 10.10.10.23 Nsls Sniffer 1
Ransomware s Py - - A
Rootkit Ay
Botret
Backdoor
Banking Trojan Downloader Infostealer Worm
W32/Bundpil AAltr | Search FortiGuard | | View Sample Info
Exploit e % s
Data Leak o = S 5 2022/04/13 12:46:10
Generic Trojan 6a7edccadal15adde36d267909224a08
DoS 10.1010.4
Scenario Heuristic Protocol sMB
S JS/AgentNOI W22/DloaderADCltr W32/BundpilAA| _
Phishing 0days 0 hours Ominutes 0 seconds. 0days 0 hours O minutes 3 seconds. 0days 0 hours 0 minutes  seconds.
sep (oL Dovntoacer [virut] (P infostester vt (7] Worn aten]
Web Shell Adtacker IP: 10.10.10.4 Attacker IP: 10.10.10.4 Attacker IP : 10.10.104
Application VictimIP: 10.10.10.56 Victim IP: 10.1010.56 VidtimIP:  10.10.10.56
Cryptojacking
& Host Story >
© Virtual Security Analyst >
4 Network >
& System >
& User & Authentication >
@ Log&Report >
? You might see the same IP address multiple times. This indicates that that IP address has
- been detected for the attack type multiple times, for example, ransomware.
-
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Attack Scenario

The following example shows a Sample Information page of the W32/Bundpil AAltr captures in the attack timeline.

>-  ©admin -

@ FortiNDRYM = Q
@ Dashboard > — - - -
Sample 19499 IO |nvestigator View | 4 AddtoAllowList | [ Generate Report ~
B Network Insights >
§ ) Feature Composition
z Securty Febric > | @ vsAVerdict : Critical Risk SEOEITTEE U W vom [:c)
Attack Scenari v .
ackscenario Submitted Date 2022/04/13 12:46:10 La d 2022/04/13 12:46:10 B Trojan o
Attack Scenario Summary
File PE 3584(3.5 KB) 19
Industroyer A
) URL 47r135/03dD4g/658 Bl
wi N
iper
Fileless ." “ s Worm MD5 6A7EDCCA4A1154DDE36D2E79D9224A08 @ VT
A3
. =N g
Worm Activity £w g 6A7EDCCA4A1154DDE36D2E79D9224A08
Ransomware 5 5
— SHA1 1154DDE36D2E79D9224A08 B8 Feature Type = Appearance In Sample 2
ootkit
Worm 18
Botnet Detection Name W32/Bundpil AALLT Virus Family Alien
Trojan 1
Backdoor Source Device
Aworm has the capability to spread itself to other
Banking Trojan systems over a network. Device Type Sniffer
Caile Confidence lovel MEEEEEEEE 10000 Attacke 10.10.10:4:445 (Microsoft-DS) Victim 10.10.1056
onfidence level :
GenericTrojan
DoS History MITRE ATT&CK
Scenario Heuristic
© Qbearch
Sophisticated
Phishing Technigue ID Tactic Technique Name & Indicator & Severity
SEP T1036 Defense Evasion Masquerading Dropfiles in system folder -
Web Shell T1036 Defense Evasion Masquerading Dropfiles in system folder -
Application T1099 Defense Evasion Timestomp Modify ChangeTime timestamp Ll
Cryptojacking T1112 Defense Evasion Modify Registry Change Internet Settings
S Host Story > T1059 Execution Command-Line Interface Run the dropped file T
@ Virtual Security Analyst > 134, Defense Evasion Modify Registry Change Internet Settings
>
.i. Network T1099 Defense Evasion Timestom, Modify LastWriteTime timestam, n
M P Y p
System > , - -
& User & Authentication > 0% 18
M Log&Report >

Understanding kill chain and scenario engine

One of the strengths of FortiNDR is the ability to trace the source of a malware attack. In all attack scenarios, especially
with worm, ransomware, and sophisticated attacks, there are often timeline and multi-stage kill chain type graphics.
When there is a detection, the scenario engine tries to form a multi-stage scenario based on time and similarity of
attacks. The maximum trace-back period is five days.

When ransomware is detected, the scenario engine goes back to see if there are other events such as dropper or
downloader that happened before to the same victim. If the scenario engine cannot form a multi-stage attack, then it

displays a single scenario.

Most attack scenario names are self explanatory as the sophisticated scenario engine searches for multiple payloads of
the same attack. For attacks that do not fall under obvious scenarios, they are grouped under the attack scenario called

Scenario Heuristics.
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Host Story

Host Story organizes malware attacks by host IP address while Attack Scenario organizes malware attacks by attack
type. The Host Story view helps you examine the host to see when the infections first took place. For example, a host
might be obviously infected with ransomware because a ransomware note is displayed on the end user machine.
However, many people might not know that the ransomware came from a dropper/downloader which can download
malicious files to the same host. Providing a timetable based on host information allows SOC analysts to understand the
attack by timeline, for example, a dropper might be sleeping in the PC for days until C&C kicks in to download other
malicious code. Double-click each detection row to understand what was happening during this attack.

The Host Story summary page shows incident counts grouping by severities for each infected host.

@ FortiNDRVM =80 >~ @ admin~

@ Dashboard >

B Network Insights >

ress & ritical Risk Incidents & igh Risk Incidents & ledium Risk Incidents & ow Risk Incidents % otal Incidents

© securityFab , IP Address & Critical Risk Incidents & High Risk Incidents % Medium Risk Incidents & Low Risk Incidents & Total Incidents &
ecurity Fabric

& AttackScenario s | 172192353 569 0 0 0 569

Q0 Hoststory o 1721912283 498 0 0 0 498
e Sy Sy 10.10.10.23 212 1617 1076 a4 2,949
17219.2353 172.19.235.2 85 0 [ o 85
172.19.12283 10.10.10.53 32 40 155 26 253
10.10.10.23 10.10.10.51 20 32 194 27 273
172.19.235.2 10.10.10.54 12 19 119 13 163
folBiss 172.1692.175 11 12 117 27 167
Inman s 10101056 9 36 155 70 270
1010.10.54 172.19.235.237 8 0 0 0 8
1721672075 172.19.235.52 7 0 [ 4 7
10.10.10.56

10.10.10.52 7 111 267 26 471
172.19.235.237
10.10.10.55 6 37 114 7 164

10.10.10.52
172192355 10.10.10.57 s 20 94 57 217
——— 172.17.45.105 5 1 25 5 36
R 172.19.235.51 3 0 [ 4 3
RIS 172.19.235.53 1 0 0 0 1
1721923551 10.10.103 0 3 2 0 5
172.19.235.53 10.10.10.58 0 0 2 13 8
1010.10.3
1010.10.58

© Virtual Security Analyst >

& Network >

& system >

& User & Authentication >

[ IR P N

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.




Virtual Security Analyst

This section includes the following topics.

o Express Malware Analysis on page 88
o Outbreak Search on page 91

» Static Filter on page 94

o Threat Investigation

Express Malware Analysis

Express Malware Analysis offers a fast solution to provide the verdict of the file. You can submit the files up to 200MB in
default via GUI or via API (Use CLI: execute file-size-threshold to change file size limit). Submitted files enter a
queue in the system for analysis. Use Virtual Security Analyst > Express Malware Analysis to check the status of your
submitted files and the verdict.

@ FortiNDR-VM =0) >~ Oneo~
@ Dashboard > [ & submitFile | i ViewSampleDetail | @ Q Search B Generate Report
B Network Insights >
@ sccurityFab , | SubmissionTime $ Submitted Filename & Submission User & MD5 % Verdict Confidence & Risk & Status &
ecurity Fabric
& Attack Scenario 5 | 2022/04/1315:48:20 532B7A4Bysc neo 1a33b2be4c6215a1c39b456391a3e85 Wiper [ it | Done
© Host Story 5 2022/04/1315:48:02 53C5E72Dvsc neo 3b94fdc5e660366ea3fe045413e27d3 Dropper Done
@ Virtual security o 2022/04/131547:30 4E80818AvsC neo be9d553685701673194029¢569ad0bf0 Clean NoRisk Done
Amalysl 2022/04/13 15:47:10 4B6B4A6BVsC neo 6161b447846ed2f955816a70b46699b4 Clean NoRisk Done
Express Malware Analysi:
DA TSR B 2022/04/13 15:46:48 5319FA87vsc neo €58b7928560628518a124ed8c4b023e6 Clean NoRisk Done
Outbreak Search
2022/04/13 13:40:53 3 1408405535.rar neo_api 1/0/0 pending Done
Static Filter
L Confurat 2022/04/13 13:40:53 3 140484399 9.rar neo_api 0/0/1 Fail: Contains Unsupported File Type:
onfiguration
Malware Big Pict 2022/04/13 13:40:53 03 1405769515.rar neo_api 1/0/0 pending Done
lalware Big Picture
/04/ :40: rar neo_api 10/ Pending one
4 Network 5 2022/04/1313:40:53 3 1402755243, i 1/0/0 D
/04/ :40: rar neo_api 10/ Pending one
& Systen 5 2022/04/1313:40:53 [ 1399962124, i 1/0/0 D
& User & Authentication » | 2022/04/13 13:40:52 [ 1398827132.rar neo_api 1/0/0 Pending Done
M Log&Report > | 2022/04/1313:40:52 3 1404843980.rar neo_api 0/0/1 Fail: Contains Unsupported File Type;
2022/04/13 13:40:52 3 140891388 Lrar neo_api 1/0/0 pending Done

Click View Sample Detail to view its sample information. This page explains the verdict by showing the feature
composition of the file. You can also find a list of related files with a similar score at the bottom of the page. To generate a
report summary in PDF and JSON format, click Generate Report at the top right.
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Virtual Security Analyst

@ FortiNDR-VM = Q >~ Oneo-
@ Dashboard >
sefibosr Sample 4108129 [ Investigator View | + AddtoAllowList || [ Generate Report ~
B Network Insights >
. Feature Composition
O Security Fabric > R i W WGenericToln @
& Attack Scenari N €A Verdict : Critical Risk Samplciifomiation WGenericTrojn @
tack Scenario Submitted Date  2022/04/13 13:40:53 LestAnalyzed  2022/04/1313:40:54 [ Worm @
& Host Story > M Ransomware @
- ) PE 379904(371.0K8) 196 B Troin D
€ Virtual Security Analyst > Detection(s) =1 -
< File Name var/fai/FAI_trainer/samples/1408405535 S oesy
4 Network > N Ml BackDoor (1)
& systen R s ‘; € worm 424112A91B8ESEB311A4ESEOI3B7828 0 VT
- s K
& User & Authentication > £ =_ 4 1216848507FA3F. 94232€37C11 3E1324 .
M Log&Report v 5 5
- SHAL 9779C591F3A4D7DF BSAEA2EBODCBE25689527775 Feature Type Appearance In Sample &
HTERE GenericTrojan 67
NDR Log ctectionName  MSIL/FilecoderAGP!trransom VirusFemily  Ainslot
Dropper 3
Aworm has the capability to spread itself toother Ransomware 31
Daily Feature Learned systems over anetwork. Device Type Manual Upload
Worm 67
RackDoar 1
Email Alert Setting PP TN This file was manually submitted to Virtual Security Analyst for analysis. 0% 6
onfidence level !
Email Alert Recipients
History Similar Files MITRE ATT&CK
@ Qpearch
Technique D & Tactic # Technique Name & Indicator Severity &
T1099 Defense Evasion Timestomp Modify LastWriteTime timestamp u
T1059 Execution Command-Line Interface Run the dropped file
T1175 Defense Evasion Hooking Escalate the privilege u
T1106 Execution Execution through API Create other process u
T1036 Defense Evasion Masquerading Dropfiles u
T1060 Persistence Registry Run Keys / Startup Folder Drop suspicious filefs) to the startup folder [ 1]
T1099 Defense Evasion Timestomp Madify ChangeTime timestamp u
0% 9

The VSA report has tabs at the bottom.

Tab Description

History Display the history of the same malware (by hash) on the network.

FortiNDR does not go back and rescan files based on the previous verdict. If you want to
rescan a file based on the latest ANN, use manual or API upload instead.

Similar files FortiNDR has a similar engine based analysis based on features detected. This is good for
detecting similar variants of the original malware.

MITRE information  For PE (portable executable) files, FortiNDR can optionally display a drill down the MITRE

(and Investigator ATT&CK matrix displaying the TTPs used for a particular malware.

view)

10C (Indicators of For text-based malware, FortiNDR can optionally display more contextual information of

Compromise) malware, such as file contain abnormal javascipt, and so on. This helps users understand why
FortiNDR determines it is malware.

When a zip file is uploaded, you can view the contents and verdict of the files in the zip file by double-clicking on the zip
file entry.
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€ Back to 525904.tar.gz (2020/05/31 17:13:28)

20items [ NN C . ‘ Search ‘ Q ‘ [ Generate Report -
Submission Time Filename MD5 File Type Verdict = Confidence Level Risk Level Status

2020/05/31 17:13:30 40530136wsc a86a57e18402¢958b4365263Fab2a12a PE Ransomware 100% Done

2020/05/31 17:13:30 3C559658vsc b6523dccdd40e9c768a06TFA6516Fded PE Ransomware 100% Critical Risk Done

2020/05/31 17:13:30 38E9F1A6sC F£578c64c31e7c9dacBIPascB3136508 PE Ransomware 100% Done

2020/05/31 17:13:30 34869B3Avsc 402bfd289434fd9e2850ea13dbdb6F87 PE Ransomware 100% Critical Risk Done
2020/05/3117:13:30 42BOE08OVsC 63b3eac79eaBc3a@33f5cb2cealblccc PE Ransomware 100% Critical Risk Done

2020/05/31 17:13:30 40BO3FEFvsc af72049fb21401b38ea7c3a9bag67deb PE Ransomware 100% Critical Risk Done
2020/05/3117:13:30 3BCECAEQysC 1beb2e23edc2952£214276224784300a PE Ransomware 100% Done

2020/05/31 17:13:30 3185FB8Cysc €143b75b35ded9fc369fec32015e98dd PE Ransomware 100% Critical Risk Done

2020/05/31 17:13:30 337A1E91vdf 716cbBc867206122532ed753826b6abe PDF Clean N/A No Risk Done

2020/05/31 17:13:30 355CBBFCysC 1b129271e371d64bbe128014ccfc021b PE Clean N/A No Risk Done

2020/05/31 17:13:30 317C51EOsc 7116dd303a1e70e0d3bb310e 383036 PE Clean N/A No Risk Done

2020/05/31 17:13:30 3420A9B4vxe 4e8ffc5edfae62ebbb123F810736602F PE Clean N/A No Risk Done

2020/05/31 17:13:30 3BB44181vsc add352baledfob25dc1cf3b152d9feds PE Clean N/A No Risk Done

2020/05/31 17:13:30 38C07AA2vsC 210ff38099494280189cebc28eacda68 PE Clean N/A No Risk Done

2020/05/31 17:13:30 31340098vsc 9cf8b1e41b61a586002d c5FAf6daedb PE Application 100% Done

2020/05/31 17:13:28 3AA1848Dwsc Generic Attack Pending Fail: Unsupported File Type
2020/05/3117:13:28 409FC737usc Generic Attack Pending Fail: Unsupported File Type
2020/05/31 17:13:28 3AAOCF20vsc Generic Attack Pending Fail: Unsupported File Type
2020/05/31 17:13:28 3AAOCDDEVsC Generic Attack Pending Fail: Unsupported File Type
2020/05/3117:13:28 3A109FD3vsc Generic Attack Pending Fail: Unsupported File Type

Configuring the table

You can show or hide columns by clicking the gear icon in the header.

e FortiNDR-VM

&
|
7
©
(]
®

Dashboard > v Sample Detail | @ Q [gearc

Configure Table

Network Insights >

submission Time = MDr

Security Fabric >
Attack Scenario Ml [=] Supported File Type @

Host Story y | 2022/04/13 13:40:53 0424112a91b8e%e83

Virtual Security
Analyst

Express Malware Analysis

QOutbreak Search

Click Configure Table to select the columns you want to show or hide.
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= Best Fit Columns
[ ) Reset Table

Select Columns 11b3e%e

w + Submission Time
v MD5
m V' Verdict

v Confidence

v Risk
v Filename
v File Type
y | ¢ Indicator
> v Status
[ > Cancel
>

Upload files using API

You can submit files for analysis using APl with an API key. See Submit files on page 151.

Outbreak Search

Virtual Security Analyst > Outbreak Search contains tools to determine if there is an outbreak in the network. FortiNDR
lets you deal with an outbreak from two directions.

1. Using a known hash in the FortiNDR database or a physical copy of a file that belongs to the outbreak, you can
search for other captured files that share similarities. See Search lead type of hash or detection name on page 92.

2. Using a known outbreak name or known virus family identifier, you can search for captured files that were grouped
under the same categories by FortiNDR. See Search lead type of outbreak name on page 93.
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You can also use quick search in the button bar at the top to search for and access sample profile pages. You can search
by hash (MD5 or SHA512) or by exact detection name. If the search returns more than 10 results, there is a View More

button and you are redirected to Advance Threat report with the search criteria inserted.

@ FortiNDR-VM = Q >~ Oneo~
[ @ Faeas9srer70023FB6699595BF4565F4 x|
Y Filters Results (1) © Recent Searches L
BasicFilters 13e4895e770023fb6699595b4565fa 2022/04/1317:10:44  HTML MOATAirTeg F3E4895FE770023FB66995958.
© MD5 = Frequent Searches | |
D sHAS12
O VName F3E4895FE770023FB66995958,
O IPAddress Q Recent Active Host
Category 172.19.234.15 @
D File ID 172.19.236.100 @
@ DeviceID 10.244.13234 @
D sessionID 172.19.234.92 @

172.19.235.5 @@

Search lead type of hash or detection name

This search lead type accepts MD5 or SHA512 as a search value. You can submit the sample to FortiNDR in Express
Malware Analysis. When the search lead type is detection name, the search value can be an exact detection name, such
as W32/Phishing.DDS!tr, or a detection name with wildcards, such as W32/Phishing.%.

For these searches, you must choose one of these search methods: Similarity-Based, Hash-Based, or Detection-Based.

Similarity-Based search uses FortiNDR's similarity engine to search for files that have similar features to the input file.
Outbreak search only returns samples with a similarity rate of over 77%.

Hash-Based search returns results based on hash matches. If search lead type is detection name and you select hash-
detection, the search returns files that match the hashes of all the files with the input detection name. The result might
include files from different detection names because the detection name can change over time.

Detection-Based search matches the input sample by detection name with or without wildcards. If search lead type is
hash and you select Detection-Based search, the result returns files that share the same hash as the input detection
name. Because detection names can change over time, this search lets you explore other detection names that are used
to detect the same outbreak.

Search Lead Type: Hash ~ | a8990d67ff31dd5a509d07e3c0f68a82

Related Files

BINTEAS SEESl Hash-Based  Detection-Based

3 Generate Report~ | | Search Q Found 583 related file(s) ame nilar file(s) by Dete

Date & MD5 File Type Detection Type Virus Family Detection Name Risk Level Confidence Level
2020/06/0119:29:59  1a8d4bf46addlee3824eellb7e86Tdd6  HTML Phishing Generic Q MOAT/Crypted Gen High (98.445%)
2020/06/0119:27:19  3albb104889bfofb8924e17669520a26  HTML Phishing Generic Q MOAT/Crypted.Gen
2020/06/0119:11:09  dbe@15f6411f5e83cb276cc752551078  HTML Phishing Generic Q MOAT/Crypted.Gen
2020/06/0118:36:13  b6f212bc9fBb74712a134eff10538fb5  HTML Phishing Generic Q MOAT/Crypted.Gen
2020/06/0118:31:16  8Bec3d97c32dbab714bb9da3f199284c  HTML Phishing Generic Q MOAT/Crypted.Gen
2020/06/0118:14:21  3a1bb104089bfOTb8I24e17669520a26  HTML Phishing Generic Q MOAT/Crypted Gen
2020/06/0118:10:14  1a8d4bfA6addlee3824ee14b7e86fda6  HTML Phishing Generic Q MOAT/Crypted.Gen
2020/06/0118:00:05  b6f212bcofeb74712a134eff10538Fb5  HTML Phishing Generic Q MOAT/Crypted.Gen
2020/06/0117:59:31  dbeB15f6411f5e83cb276cc752551678  HTML Phishing Generic Q MOAT/Crypted Gen
2020/06/0117:52:09  b2dbf3fedsb3ed676c80567461284a42  HTML Phishing Generic Q MOAT/Crypted.Gen
2020/06/0117:30:52  8@ec3d97c32dbab714bboda3f199284c  HTML Phishing Generic Q MOAT/Crypted.Gen
2020/06/0117:04:49  a8990d67Ff31dd5a509d67e3c0f68a82  HTML Phishing Generic Q MOAT/Crypted Gen
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Search lead type of outbreak name

When you use outbreak name as a search lead time, FortiNDR returns the following:

1. Any sample that matches FortiNDR's virus family classification (detection subtype).
2. Any sample that matches part of the detection name.
3. Any sample that shares any similarity with any of the files above.

These files are listed in the Related Files tab. Other tabs that have a summary of the detection name, remote
connections, and attack scenarios events.

@ Dashboard Search Lead Type: OutBreak Name - | WannaCry x[a]e

¥& Security Fabric

>
>
LGEICUIIEEN Related Events | Related Detection Names | Related Remote Connection
€ Attack Scenario >
>

2 Host Story [2 Generate Report~ | | Search Q Found 74 SearchbyHa Search similar file(s) by Hash | | Search by DetectionName | = Search similar file(s) by Detection Na

I@ Virtual Security Analyst Date & MD5 File Type

Detection Name Risk Level Confidence Level

Express Malware Analysis [ ,566/14 11:16:20 b6523dccdddPesc768a06TF46516Fded PE Q W32AVirutCE Low Risk High (100.00%)
Outbreak Search )
2020/06/14 11:16:20

By Detection Name

i Samplenf
Associated By
{Low Risk ECETETTH (syoecciontions]
402bd289434Fd9e2850eal3dbdb6F87 PE Q. W32/WannaCryptor.Ditrransom Critical Risk
Threat Investigation
" & 2020/06/14 11:16:20 FF578c64c31e7c3dach90a9c03136500 PE Q W32/WannaCryptor.D!trransom Critical Risk
Network >
& Syst , | 2020/06/1411:16:20 af7a849fb21401b38ea7c3a%bag674eb PE Q wa32/VirtuF
ystem
& User & Device , | 2020/06/1411:16:20 a86a5fe18402c958b4365263Fab2al12a PE Q W32/VirtuF
B Log & Report , | 2020/06/14 11:16:20 1beb2e23edc295ae214e762a478d300a PE Q W32/WannaCryptor.Ditrransom Critical Risk
2020/06/14 11:16:20 €143b75b35ded9f c369fec32015298dd PE Q W32/Wanna. APNO!tr
2020/06/13 18:46:17 d2782bcbce77d8c488331a162145eb51 PE Q W32/MinerViitr
2020/06/13 18:46:17 808¢71732f0089228fba82b07235620b PE Q W32/MinerViitr
2020/06/09 10:52:44 9894214543 e6da3efeedI862d59e7e PE Q W32/MinerViitr
2020/06/09 10:52:44 4d7769db7327210493014c3eebec2bdc PE Q W32/MinerViitr
2020/06/09 10:52:44 e11bf6f7ed835fd4e60c 74784269F937 PE Q W32/MinerVittr
2020/06/09 10:52:43 bc3d22207660268b143d8fabbdaedafb PE Q W32/MinerVi'tr
2020/06/09 10:52:43 cd2d592622f2018b4718be73d5df6c87 PE Q W32/MinerViitr
 Low Risk ECETETTH (sroeeciontions]

2020/06/09 10:52:43 4b1c@89335318263117845448920cb35 PE Q W32/MinerVI!tr Low Risk High (100.00%)

By Detection Name

Recursive searches

You can right-click any file in the result and perform other types of searches. This feature lets you find more information
that goes beyond the first degree of relationship in an outbreak.

12b7tb78d1d55153a93ba3770a1145cd HTML Downloader

14517949922 cT6e9bdecaceb7793671c HTML Downloader

87d4cfA49d48952de2184d833894a193¢

HTML

174abl67179f7fbb897d
30128bed2b5a99b36T62

9b35ac3ccddTBi7adde

Search by Hash
Search similar file(s) by Hash
Search by OutBreak

1 View Sample Detail

c8d492a6403204=5T0d115e6e2234842
82b9do425ad17bfel3c7f65770e8af133
4eT008e313a49ab941520464d@aal349
573bbaaabBf8a997868879a80T635617

20f75fd78fa9ffo2fe5ae2894d3d6923
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Reports

You can generate a PDF report of the verdict that includes the file's comprehensive information and analysis together
with a list of similar files found on the system. Reports can be in PDF, CSV, JSON, or STIXv2 format.

Static Filter

Use the Static Filter to manage an allow hash list and a block hash list. This is useful when dealing with outbreaks, for
example, inserting an outbreak malware hash for FortiNDR to identify as malicious. An example of the opposite use case
is if there are certain files administrators determine are clean, hashes in the allowlist are not processed by ANN and AV,
and FortiNDR marks them as clean.

The Static Filter contains two lists of file hashes, allowing input of MD5, SHA1, and SHA256 hashes that can alter the
verdict of incoming samples.

o Files with hashes in the Allow List are marked as Clean.

« Files with hashes in the Deny List are marked as Malicious and tagged with a Detection Name of
StaticFilter.AI.D.

@% FortiNDR-3500F = Q >~ ©admin ~
@ Dashboard > Allowlist  DenyList
B Network Insights > T — — ‘O b ‘ m
Create Create Multiple | ¢ Edit @ T Delete Multiple ~ earch Ambiguous Type
¥ Security Fabric >
© Attack Scenario > Date & Hash Value Hash Method Allow / Deny list Comment
@ Host Story > | 2022/04/1415:11:06 d01c97e2944166ed23e47e4262ff4712b8Fa031F SHA1 Allow
2, Virtual Security +  2022/04/1415:11:06 340c8464c2007ce3f80682e15dfafa4180b641d53c142010929906b7b0284d87 SHA256 Allow
Analyst
2022/04/14 15:11:06 1b7c22a214949975556626d7217e9a39 MD5 Allow

Express Malware Analysis

Outbreak Search

ML Configuration

Malware Big Picture
s Network >
& Sustem >

The effect of the static filter is prospective. It will only apply to samples received after the filter is added. Adding a
duplicate hash entry updates the filter’s timestamp to the current date.

For clashes, such as the same entry in both the Allow List and Deny List, FortiNDR flags the entry with Ambigious type
filter so that you remove the conflicting entry.

Log & Report > Threat Report has a button for you to easily add or remove an entry to the Allow List or Deny List.

2 2% FortiAl 3500F

@ Dashboard > € Back ves v + AddToAllowList | [ Generate Report =
% security Fabric 4 Sample Information Feature Composition

 Attack Scenario > | _©vsAverdict: o1 20506816 —

2 Host Story. >

mitted Date  2021/07/06 19:32:45 ed  2021/07/0619:32:45

@ Virtual Security Analyst >

HTML 1973(1.9K8)

b Network
http://172.19.235.2/data/0/AAICOX

& System > URL /APACEIFa 05 @) ded5166ee172181c534101372449501c
& User &Device > .
Redirector SHA256 (@) 1140c6p12
B Log &Report -
redi

ALl@ 81b26925619ba1e7c00864386c4fba751205318b

Erents of JavaScript code o HTML Iframe Feature Type Appearance In Sample &
It can direct D ' MOATAtrTag VirusFamily  N/A =
Daily Feature Learned edirector 1
Log Settings
e Device Type  Sniffer
Network
Confidence level: ENNEENNESN 100.00% Attacker 172.19.235.2:80 (HTTP) Vietim  172.19.235.76 %

Fortinet Inc.
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ML Configuration

Use the ML Configuration page to view and edit the machine learning baseline features for the traffic anomaly detection,
as well as the status of the baseline training.

Key concepts

« Baseline Status: Baselining means the current training is still in progress.
« Baseline ready: Means the baseline training is done and is ready for anomaly detection.

The following features are enabled by default: Source Device IP, Destination Device IP,

) 1/ . Destination Device Geolocation, Transport Layer Protocol, Application Layer Protocol,
9 Protocol/Application Behaviors/Action, Destination Port.
- We do not recommend editing these features, unless you have strong understanding of what
they do.

ML Configuration contains the following settings:

Device Info

Source Device IP The Source Device IP. Apply a netmask if you do not want to treat certain range
changes in the IP as an anomaly.

Destination Device IP The Destination Device IP. Apply netmask if you don’t want to treat certain range
change in the IP as anomaly

Destination MAC Address Destination device MAC address.

Destination Device Model Device model such as: FortiGate, Workstation, IDRAC, etc.
Destination Device Device geographical country such as United States.
Geolocation

Destination Device Category Device category such as: NAS, Virtual Machine, Firewall, etc.
Destination Device Vendor Device vendor such as VMware, Dell, Synology, etc.

Destination Device OS Device Operating system such as Windows, Linux, etc.

Protocol and Application behavior

Transport Layer Protocol UPD, ICMP, TCP, etc

Application Layer Protocol TLS, HTTP, SMB, etc

Protocol/Application Specific application actions such as. Adobe Reader form creation, WebDAV
Behaviors/Action reload, Wasabi file upload, etc

Session Packet Size FortiNDR categorizes the packet size into 3 groups:
e Small: Less than 100 bytes

FortiNDR 7.0.2 Administration Guide
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e Medium: 101- 99999 bytes
e Larger: Equal to and greater than 100000 bytes

Destination Port Port number such as, 22, 445, none reserved port, etc.
TLS Version The TLS version if TLS is being used.
Typically, it will take 7 days for baseline of traffic. Choosing different features to train new baseline will cause the ML

system start another 7 day training period. The old baseline is discarded during the re-training. You will not be able to get
ML detection during that time.
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ML Configuration

Baseline Status @ Baseline Ready

ML Discovery Detection AJEEY © Disable
Latest Training Completion 2022/07/18 00:59:56

The following features are used in Machine Learning profiling of network traffic, with the goal of
© identify anomalies on network. Typically it will take a week for baseline of traffic, if changes are made

below, new baseline will replace existing baseline for detection.

Feature Enabled for Learning (7 features selected)

Default feature configuration

Device Info

@ Source device IP

[LLEL I EEE Apply Class Cnetmask | Apply Class B netmask

© Destination IP

D s

P Destination device mode

ddress

© Destination device Geolocation

@ Destination devic

@ Destination device vendor

@ Destination de MAC address

P Destination device 0S

Protocol and Application Behavior

@ Transport layer protocol

© Application layer protocol

© Protocol/Application behaviors/Action

O Application type

Others

@ Source session packet size
@© Destination port

@ TLS i

FortiNDR 7.0.2 Administration Guide
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Malware Big Picture

Malware Big Picture proves useful for forensic analysis to assess damage to the network. This big picture view includes
information such as detection time, =detection type and sub type. You can click a type to filter it.

The image below is an example a Ransomware filter. Infected IP addresses with Ransomware are highlighted. SOC
analysts can view the infected hosts.

@ Dashboard 164 samples 7 Detection Type: Ransomware
B Network Insights > -
0 security Fabric > Eile T};Epe SamplesLists | Viens Name
i HIML W32/Agent.BFJ!tr W32/Agent BFI!tr
> £
© hutackScenario L " / W64/Encoder Altr
@hitp:/1172.19.236.181/upload i
2 Host Story >~ K Detection Type C 42022104114 12,5931 W64/Encoder AHE!tr
Dropper . W64/Encoder. 185tr
) Virtual Security - Trojan W PE, Ransomware, Generic “W32/Resurrect B
Analyst Dos W32/Crypt.AAAIltr W32/Crypt AAATIr
Express Malware Analysis Virus @http://172.19.236.181/upload W32 Delf NRFlir
’ v Redirector a 2002104114 125927  W32LPECIyptAlr
Outbreak Search Generic Trojan S W32/Generic. AC.2CSEltr
; hing PE, Ransomware W32/Encoder. 185t
Static Filter Downloadsr W32/Crypt.AAAIr Wz\vg; Ebncoge‘r TF3E!r
ML Configuration Proxy @hitp://172.19.236.181/upload 2/Phobos Eltr ransom
= CoinMiner a £92022/04114 125919  W)/QuirtAllr
Banking Trojan OPE, Ransomware W32/GenKryptik BIQVtr
& Network > Ransomware - EE— W32/Generic.AC.2G8E!tr W32/Virlock B
& System > Infostealer @http://172.19.236.180/upload W;’?},{rﬂmk FFP!lf
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Network

Use the Network options to configure system settings such as configuring interfaces, DNS, and static routes.

Interface

FortiNDR has the following preset ports which cannot be changed.

Port (interface) Type Default open ports
Port1 10GE copper 10G Management port.
TCP 443 (HTTPS and GUI), TCP 22 SSH (CLI).
Port2 10GE copper 10G Sniffer port (default).
Serial / Com1 Serial port 9600 baud, 8 data bits, 1 stop bit, no parity, XON/XOFF.
Port3 and Port4 1GE IPMI (Intelligent Platform Disabled (default).

Management Interface)

DNS and Static Routes

Use the DNS and Static Routes pages to configure DNS and routing entries.

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.

99



System

Use the System options to configure system settings.

Administrator and Admin Profiles

FortiNDR supports local and remote LDAP authentication for administrators via. You can create Administrator accounts
with an Admin Profile that allows access to selected areas.

An Admin Profile has the following Access Control options.

Access Profile
Profile name: | SuperAdminProfile

Access Control None ReadOnly Read-Write
System status *
System access

System configuration

System maintenance

Close

Firmware

Use the Firmware page to update or restore the system firmware. Downgrading to previous firmware versions is not

supported.
NV Due to some database changes, after upgrade from 7.0.0 to 7.0.2, users will need to execute a
\9' CLlI to clean up historical NDR log entries. Note this will clear all NDR logs, but malware logs
|| will remain.
- execute cleanup ndr
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To update or restore the system firmware:

Locate and download the firmware file in the Fortinet support website.

Go to System > Firmware.

Click Upload and navigate to the firmware file on your computer and click Open.
Click OK.

o bd-=

Settings

Use System > Settings to set the Time zone or manually set the time.

FortiGuard

FortiNDR relies on many local DB updates and some cloud lookups for detections to work. By default, the factory
configuration of FortiNDR has local DB such as IPS and botnets loaded. Upon initial install it's important to get the most
recent updates for accurate detection. The best way to get and install these updates is with an Internet connection. For
offline deployments Please refer to Appendix D - FortiGuard Updates on page 164. To view a list of updates, go to
System > FortiGuard.

The latest version of NDR packages can be offline updated using the following CLI commnad:

execute restore ipsdb / avdb/ kdb [disk/tftp/ftp] filename

Please refer to Appendix D - FortiGuard Updates on page 164 and CLI guide for more detail.
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System

(@ FortiNDR-3500F

@ Dashboard >
B Network Insights >
@ Security Fabric >
€ Attack Scenario >
&) Host Story >
@ Virtual Security Analyst >
4 Network »
0 System v

Administrators

Admin Profiles
Firmware

Settings

FortiGuard

Certificates
8 User & Authentication

M Log&Report

Use System > FortiGuard to view or update the version of Entitlements of your machine. You can update the version of
entitlement using the GUI or CLI. For Malware detection using ANN (artificial neural network) is several GB in size, using

Q

FortiGuard Distribution Network

License Information

Entitlement

FortiCare Support
Firmware & General Updates

NDR Service

Text Al Feature DB

Text Al Group DB

Binary Al Feature DB
Binary Al Group DB
Scenario Al DB

Text Al Learning Feature DB
Binary Al Learning Feature DB
Binary Behavior DB

AVEng Active DB

AVEng Extended DB
AVEng Extreme DB
AVEng AIDB

Application Control DB
Industrial Security DB

Network Intrusion Protection DB

Traffic Analysis DB

Status

@ Registered
@ Licenses - expires on 2023/03/10 © Firmware Upgrade

@ Valid - expires on 2023/01/09

© Error Occurred During Updating

© Version 1.087

© Version 1.087

© Version 1.096

© Version 1.096

© Version 1.087

© Version 1.087

© Version 1.096

© Version 1.096

© Version 90.01403
© Version 90.01332
© Version 90.01363
© Version 2.02671
© Version 20.00295
© Version 20.00295
© Version 20.00299
© Version 20.00001

o |

the CLI to update the ANN database locally might be faster.

The latest version and updates of ANN are at FortiGuard service update at https://www.fortiguard.com/services/fortindr.

Cancel

Up to Date
Upto Date
Up to Date
Upto Date
Up to Date
Upto Date
Upto Date
Up to Date
Update Available
Up to Date
Upto Date
Update Available
Upto Date
Up to Date
Upto Date

Up to Date

A\,

Currently, FortiNDR retrieves ANN updates from US and EMEA FortiGuard servers.

FortiNDR selects the update server based on proximity and location.

Besides ANN updates, FortiNDR also uses an AV engine for additional file scanning and
accuracy, NDR and IPS engines for detecting network anomalies. Thus, regular updates to the
AV/IPS/NDR databases are recommended. Note that AV signatures are used only when the
ANN cannot determine if a file is malicious. If a file is determined to be malicious by ANN, then

AV engine is not triggered.

To update the ANN database for malware detection using the GUI:

1. Go to System > FortiGuard and click Check update.

FortiGuard Updates

Manual Update

Scheduled Updates (B

£ Check update

=2 Update FortiGuard Neural Networks Engine

2. Click Update FortiGuard Neural Networks Engine.
This triggers an install of the new ANN.
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Because the ANN update is several GB in size, this procedure might take several hours. You can log out of the GUI
after the update has started.

To update the ANN database using the CLI:

1.

Go to the Fortinet support website and download the ANN network database files.
There are two ANN network databases: pae _kdb and moat kdb. pae kdb has about six to eight individual files
that you have to download.

Thereis onlyonemoat kdb.tar.gz because itis small and doesn't have to be split. After downloading them for
the pae kdb, unzip theminto pae_kdb.tar.gz.

Unzip the downloaded files to pae _kdb.tar.gz andmoat kdb.tar.gz.

In Windows:

a. copy /B pae kdb.zip.* pae kdb.zip

b. Right-click the pae kdb.zip package and click Extract All.

In Linux:

a. cat pae kdb.zip.* > pae kdb.zip

b. unzip pae kdb.zip

Putpae kdb.tar.gzandmoat kdb.tar.gz ona disk that FortiNDR can access, suchasa TFTP or FTP
server, or a USB drive. Bl

If you use a USB drive, ensure its format is ext3 compatible, has only one partition, and the file is in the root
directory.

Use the CLI command execute restore kdb to update the kdbs. Run this command once for pae
kdb.tar.gz andonce for pae kdb.tar.gz. a
Forexample, if pae kdb.tar.gzandmoat kdb.tar.gz areinthe FTP (IP:2.2.2.2) home folder of
/home/user/pae_kdb.tar.gzand /home/user/moat kdb.tar.gz, then use these commands:

execute restore kdb ftp pae kdb.tar.gz 2.2.2.2 user password
execute restore kdb ftp moat kdb.tar.gz 2.2.2.2 user password

This is an example of the output:

# execute restore kdb ftp pae kdb.tar.gz 2.2.2.2 user password
This operation will first replace the current scanner db files and then restart the
scanner!

Do you want to continue? (y/n)y

Connect to ftp server 2.2.2.2

Please wait...

Get file from ftp server OK.

Get file OK.

MD5 verification succeed!

KDB files restoration completed

Scanner restart completed

FortiNDR 7.0.2 Administration Guide
Fortinet Inc.

103


https://support.fortinet.com/

System

5. Goto System > FortiGuard to verify the updated versions.

Entitlement Version
&% Binary Al Engine Version 1.009
& Binary Al Learning Engine Version 1.000
= Binary Al Feature DB Version 1.030
£ Binary Al Group DB Version 1.030
£ Binary Al Learning Feature DB Version 1.030

=] Scenario Al €

& Scenario Al Engine Version 1.000
£ Scenario Al DB Version 1.001
&% Text Al Engine Version 1.000
& Text Al Learning Engine Version 1.000
£ Text Al Feature DB Version 1.001
£ Text Al Group DB Wersion 1.001
£ Text Al Learning Feature DB Version 1.001

To schedule FortiGuard updates:

1. Goto System > FortiGuard.
2. Inthe FortiGuard Updates area, enable Scheduled Updates.
FortiGuard Updates

Manual Update £ Check update & Update FortiGuard Neural Networks Engine

Scheduled Updates @ Every - % Hours

g

From the frequency dropdown, select Daily or Weekly.
In the Hours field a numeric fall for the frequency.
Click OK.

o &

Certificates

Use System > Certificates to import, view, and delete certificates. Certificates are used for secure connection to an
LDAP server, system HTTPS, or SSH services. FortiNDR installs one default certificate.
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High Availability (HA)

FortiNDR HA supports active-passive mode, in both hardware and virtual machines, which consists of two FortiNDR
units in the HA group: the primary unit and the secondary unit. The primary unit will act as the active unit performing
malware detection and verdict, as well as synchronize configurations and data to the secondary unit. The secondary unit
will perform these functions if the primary unit fails.

HA setup requirements

Before configuring the HA group, the two FortiNDR units must meet the following requirements:

» Both units must have the same firmware version.

» Both FortiNDR units should have the default management interface port1 be accessible. Port1 will be used for HA
configuration and checking HA status. Port1 management IPs for both units will be different, please see the
example in Configuring an HA group on page 106.

* We recommend using Port3 and Port4 for HA heartbeat and synchronization. The heartbeat interfaces between the
two units should be connected directly or through a dedicated switch and have IP addresses in the same subnet.
While two heartbeat interfaces are recommended for fail-safe, one heartbeat link can also be used.

The following image is an example of active-passive HA topology:

Primary FortiNDR (P1)

Port1: 192,168 1.80(Virtual IP) Port2 [Sniffer port)
Portl: 192168 1.50

Port4:152.168.4.110
Management Network Monitored Network
Q — x Primary HA link] Secondary HA link x —— Q
Switch Switch
ort3:192.168.3.101 Portd:192.168.4111
Portl Port2 (Sniffer port)
Portl: 192.168.1.91
Secondary FortiNDR (S1)
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Configuring an HA group

Before configuring an HA group, we recommend performing a factory reset or restoring the database on both FortiNDR
primary and secondary units.

Ay
‘Q' If your FortiNDR unit is running, you can join a secondary unit to form the HA. However, you
- should allow more time to synchronize larger databases.

To configure an HA group:

1. Make all the necessary connections and network settings configuration. Individual interface settings for both units
can be configured from the Network page or with the CLI.
The following image shows an example network settings configuration:

Primary FortiNDR (P1)

Port1: 192.168 L.80(Virtual IP} Port2 [Sniffer port)

Portl: 152.168.1.50
Port4:1592.163.4.110
Management Network Menitored Network
Q - :X: Primary HA link Secondary HA link :X: —_— Q
Switch Switch
Port3:192.168.3.101 Port4:192.163.4111
Portl Port2 [Sniffer port)

Portl: 192168151

Secondary FortiNDR (S1)

2. Load the latest ANN database on both FortiNDR units. The ANN database can be updated from FDS (see, Updating
the ANN database from FDS for malware detection on page 14) or with the CLI (see, Loading the ANN database to
FortiNDR for malware detection on page 10).

M, » The ANN database is not synchronized.
q ¢ The ANN scheduled update settings are not synchronized. You will need to configure
- both units to enusre the latest ANN is used after failover.

3. Onthe primary unit, use the CLI to configure the HA for the network topology (see the example above):

config system ha
set mode primary
set password xxx
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config interface
edit portl

set virtual-ip 192.168.1.80/24
set action-on-primary use-vip
set port-monitor enable

end
edit port3

set heartbeat-status primary
set peer-ip 192.168.3.101 << IP of secondary unit’s port3

interface
end
edit port4

set heartbeat-status secondary
set peer-ip 192.168.4.111 << IP of secondary unit’s port4 interface

end
end

CLI option Description

mode

password

heartbeat-status

peer-ip

virtual-ip

action-on-primary

FortiNDR 7.0.2 Administration Guide
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Enables or disables HA, selects the initial configured role:
e Off:disable HA.
e Primary: configured as primary Unit.
e Secondary: configured as secondary Unit.

Enter an HA password for the HA group.

You must configure the same password value on both the primary and
secondary units.

Specify if this interface will be used for HA heartbeat and synchronization:
¢ Disable: The interface is not used for HA heartbeat and
synchronization.

e Primary: We recommend to using port3 as the primary HA interface.

¢ Secondary: We recommend having a secondary HA interface to
improve availability. Use port4 as the secondary HA interface.

When configuring primary HA interfaces:
¢ When configuring the primary unit, enter the IP address of the
secondary unit's primary HA interface.
¢ When configuring the secondary uni t, enter the IP address of the
primary unit's primary HA interface.

The same rule should be applied when configuring the secondary HA
interface.

Enter the virtual IP address and netmask for this interface.
If configured, this virtual IP can serve as the external IP of the HA group.

When failover occurs, this setting will take effect on the new Primary unit. For
details, see Using Virtual IP on page 112.

ignore-vip [Default]:Ignore the Virtual IP interface configuration on
the new Primary unit after failover.
use-vip: Add the specified Virtual IP address and netmask to the interface on
the new Primary unit after failover.
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CLI option Description

port-monitor Enable to monitor a network interface for failure on the Primary unit. If the
interface failure is detected, the Primary unit will trigger a failover.

This does not apply to heartbeat interfaces.

4. Onthe Secondary unit, configure the HA using the same CLI configuration except for the ha mode and peer-ip
settings for the HA interface.

config system ha
set mode secondary

set password xxx << password should be same as primary unit
config interface
edit portl << HA configuration for portl should be same

as primary unit
set virtual-ip 192.168.1.80/24
set action-on-primary use-vip
set port-monitor enable

end
edit port3
set heartbeat-status primary
set peer-ip 192.168.3.100 << IP of primary unit’s port3 interface
end
edit port4
set heartbeat-status secondary
set peer-ip 192.168.4.110 << IP of primary unit’s port4 interface

end
end
5. Check the HA status of both units.
» Ensure the HA effective mode on both units has been updated successfully.
» Check the HA status details. See, Check HA status on page 108.
» Ensure no errors appear on the HA event log. See, HA Logs on page 112.

After the HA group is configured:

« The heartbeat check between the primary and secondary units will be done through the HA port.
The default heartbeat check is 30 seconds. This is configurable via the CLI.

» Configuration changes will be synced from the primary unit to the secondary unit. See HA configuration settings
synchronization on page 111.

» Data (Database and sample files) will be synced from the primary unit to the secondary unit.

Ay

S L4
? The database on the primary unit is large. Database synchronization may take a while.

Check HA status

After HA is enabled, the HA status needs to be checked on both the Primary and Secondary units. Once HA has been
configured, the effective operating mode is typically the same as the configured mode. However, the effective operating
mode may diverge from the configured mode after HA failover is triggered.
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HA Configured Mode Displays the HA mode that you configured
» Primary: Configured to be the primary unit.
e Secondary: Configured to be the secondary unit.

HA Effective Mode Displays the current operating mode
* Primary: Acting as primary unit
e Secondary: Acting as secondary unit

 Failed: Occurs when network interface monitoring has detected a failure,
failover is triggered afterward.

To check HA status with the CLI:

get system status

ree 492 GB

Primary

To check the HA status with the GUI:

1. Goto Dashboard > System Status > Network.
2. Inthe System Information widget, go to HA Status.

& Dashb d v
e 0
Captured From today

¥ Security Fabric >

4» Attack Scenario >

2 Host Story > e -
@ Virtual Security Analyst » | | Host

o Network > Serial Number

£ System > irmware v1.5.2 build0125 (Beta)

& User & Device || systemTime  2021/11/04 11:41:49

B Log &Report >

time 1:12:22:8
g Disk 724MB /49734 MB,0.15%

298.4GB/927GB,32.21%

ICAP Status Total:9745/Blocked:0/Passed: 9745

HA Status Fonﬁgured: Primary.Effec[ive:PrimaryI

HA Failover

When an HA Failover occurs, the primary and secondary units switch roles.
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Network topology before failover:

Primary FortiAl (P1)

Port1: 192.168.1.80 (Virtual IP)

Port2 (Sniffer port)
Port1: 192.168.1.90

192.168.3.10 Port4:192.168.4.110

Management Network Monitored Network

Q - DC Primary HA link Secondary HA link >< —_— Q

Switch Switch

68.3.101 Port4:192.168.4.111

Portl Port2 (Sniffer port)
Port1: 192.168.1.91

Secondary FortiAl (S1)

Network topology after failover:

Secondary FortiAl (S2)

Port1: 192.168.1.90 Port2 (Sniffer port)

Port4:192.168.4.110

Management Network Monitored Network

Q — x Primary HA link Secondary HA link x Q

Switch Switch
Port4:192.168.4.111

Y 192.168.3.101
Portl % Port2 (Sniffer port)
Port1: 192.168.1.80 (Virtual IP)

Port1: 192.168.1.91

Primary FortiAl (P2)

Failover scenario 1: Temporary failure of the primary unit

Temporary failure of the Primary unit when the primary unit's:

» System is down due to a sudden loss of power.
» Monitored port link has failed.

When any of the two scenarios above occurs on the primary unit:

o The FortiNDR HA group is operating normally. P17 is the primary unit and S2 is the secondary unit.

e P1runs into failure which could be a sudden loss of power, or the monitored port link has been detected as failed.
« The effective HA operating mode of S2 changes to primary.

» When the monitored port link fails, the effective HA operating mode of P7 changes to fail.

« The effective HA operating mode of P71 changes to secondary when the system is back or the monitored port link is
up again.
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A\,

b [ 4
? The failover time in this scenario will depend on the heartbeat settings.

Failover scenario 2: System reboot or reload of the primary unit

System reboot or reload of the primary unit occurs when you trigger a system reboot or reload on the primary FortiNDR:

1. P71 will send a HOLDOFF command to S2 so that S2 will not take over the primary role during P1’s reboot/reload.
2. S2will hold off checking the heartbeat with P1.

Al
S L4
q S2 will only hold off for about 15 minutes. This is not configurable.

3. If P1reboot/reloads successfully within 15 minutes, P71 will stay in primary mode and S2 will go back to secondary
from hold off.

4. Otherwise, S2 will take over the primary role, and P71 will change to secondary role when it is back.

Failover scenario 3: Heartbeat links fail

This occurs when the primary heartbeat link fails, and no secondary heartbeat link is configured or secondary heartbeat
failed as well:

» The FortiNDR HA group is operating normally. Then the heartbeat link fails between the Primary unit and
Secondary unit.
« The effective HA mode of S2 changes to primary. At this time both units are acting as Primary units.

» When the heartbeat link is reconnected, one of the units will be picked to switch back to Secondary unit, while the
other will stay as Primary unit.

Trigger HA failover using CLI

You can also trigger and HA failover by running the CLI on the primary unit:
o The FortiNDR HA group is operating normally. Then on the primary unit, run the failover testing CLI:
execute ha test-failover.

» The effective HA mode of the secondary unit changes to primary. The effective HA mode of the primary unit
changes to secondary. The secondary unit will act as primary and take over operation.

« If you want to restore the effective mode to be same as the configured mode, run the failover testing CLI again on
the new primary unit.

HA configuration settings synchronization

All configuration settings on the primary unit are synchronized to the secondary unit once the HA group has been
configured successfully, with the excepting the following settings:
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Configuration Settings Description
HA Settings HA related configurations
Network Settings System network settings including:

« System interface settings
e System DNS settings
« System Route settings

Host name The host name distinguishes members of the HA group.
Default certificates The default certificates.
FortiGuard update settings The FortiGuard update settings are not synchronized.

To keep up-to-date with the latest ANN database on the Secondary unit, you will
need to manually trigger the update or enable scheduled updates on Secondary
unit.

System Appearance The appearance settings such as web GUI theme.

HA Logs

To view the HA event logs go to Log & Report > Events.

Ay
‘Q' Once the HA group has been configured, the log data will be synchronized from the Primary
|| unit to the Secondary unit.

»

Date/Time <

& User &Device

I B Log &Report
Threat Report

Events

Dadly Feature Learned

Using Virtual IP

Virtual IP serves as the external IP of the HA group used by other services in order to improve the handling of a single
FortiNDR unit failure. When failover occurs, the new primary unit will replace that IP.

To use Virtual IP, you will need to configure and enable both the primary and secondary units with the same Virtual IP
and netmask. To see an example of configuring a Virtual IP on interface port1, see Configuring an HA group on page
106.
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Example: Configure FortiGate ICAP server with FortiNDR virtual IP

Instead of using the actual IP, you will need to provide the Virtual IP of the HA group when creating an ICAP server
profile on FortiGate. For detailed ICAP configuration information, seeFortiNDR and FortiGate ICAP configuration
example on page 41.

@ Dashboard New ICAP Server

&+ Network

) ; Name FortiAl-ICAP
B Policy & Objects

>
IP address ]
& Security Profiles v

Port 1344

AntiVirus

Web Filter

Example: Configure FortiGate Security fabric settings for inline blocking

FortiGate inline blocking requires FortiGate and FortiNDR Security Fabric pairing using the Security Fabric Connector. In
order to allow a new primary unit pairing with FortiGate, both the certificate of the two FortiNDR units need to be added to
the Device authorization list beforehand.

To configure FortiGate for inline blocking:

1. Onthe FortiNDR go to System > Certificate.
2. Under Local Certificate, select Factory .
3. Inthe toolbar click Download , to download the certificate.

@& Dashboard

K Security Fabric

% Attack Scenario

% Factory fornia/L=Sunnyvale/O=Fortinet/OU=FortiAl mallAddress=support@fortinet.com

¥ Factory_Sub [C=US/ST=Californiay

nnyvale/O=Fortinet/OU=FortiAl; lemallAddress=support@fortinet.com

~ ¥ Self [CN=Fortinet/O=Fortinet Ltd.

To add the certificate to FortiGate

1. Onthe FortiGate, go to Security Fabric > Fabric Connectors, and double-click Security Fabric Setup.
2. Double-click Editin Device authorization and click Create new.

d » Device Create Device £
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To enable FortiGate inline blocking:

1. Onthe Primary FortiNDR, go to Security Fabric > Fabric Connectors.
2. Inthe FortiNDR IP field, enter the Virtual IP.

& Dashboard >  Edit Connector Setting
IS’,\' Security Fabric s Siatue
u
Device Input

Enable Security Fabric €O
Enforcement Settings

Automation Framework Fabric Device Settings

Netw h
etwork share FortiGateRoot P [ 172.19.236.50 TCP Port: | 8013 (Default: 8013)

Network Share Quarantine .
4 FortiAllP 192.168.1.80 virtual IP | TCP Port: | 443 (Default: 443)

Automation Log

Fabric Connectors

Authorization Status  Authorized v

NP You are not required to configure inline blocking on the secondary unit since the
‘Q' configuration will be synchronized.
- For detailed information about inline blocking configuration, see FortiGate inline blocking
= (FOS 7.0.1 and higher) on page 25.
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FortiNDR supports remote authentication for administrators using RADIUS or LDAP servers. To use remote
authentication, configure the server entries in FortiNDR for each authentication server in your network.

If you have configured RADIUS or LDAP support, FortiNDR contacts the RADIUS or LDAP server for authentication.
When you enter a username and password in FortiNDR, FortiNDR sends this username and password to the
authentication server. If the server can authenticate the user, FortiNDR authenticates the user. If the server cannot

authenticate the user, FortiNDR refuses the connection.
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cleanup (ndr),the pages in this section may still show older history browser cache. Please
refresh the pages (F5) to trigger the reload.

\ﬂ On rare occasions, after upgrading to a new version or running the CLI command, execute

Malware Log

Malware Log reports provide administrators with a detailed view of malicious malware detected.

Details include Date, MD5 checksum, File Type such as portable executable, HTML, and so on. Detection Name is the
unique name of the malware. Device Type is the source device from which the sample file is, eg. Sniffer, ICAP, etc.

The Malware Log also shows the Confidence Level as a percentage and as well as a Risk verdict of High, Medium, Low

or No Risk.
The Indicator displays icons if the detection has IOC detail. Feature Detection shows the detection feature type of the
malware.
@ FortiNDR-3500F = Q >~ @ admin -
@ Dashboard > Accepted Processed Detected
B Network Insights > R
1 View Sample Detail |G QEfa ch ‘ @ Showing Zip Container
@ Security Fabric >
€ Attack Scenario > Date MD5 = File Type = Detection Name % Device Type = VDOM Attacker = Victim =
©J Host Story > | 2022/04/1411:55:06  1B7C22A214940075556626D7217E9A30  HTML Clean Sniffer 172192352 1721923576
© Virtual Security Analyst > | 2022/04/14 11:55:06  SEBBDE1CIB112734A7B949938508B60F  HTML Clean Sniffer 10.10.1.251 172.19.235.2
4 Network > 2022/04/1411:55:06  1B7C22A214949975556626D7217E9A38  HTML Clean Sniffer 172192352 1721923578
& System ¥ 2022/04/1411:55:06  1BTC22A214949975556626D7217E9A36  HTML Clean Sniffer 172192352 1721923576
. .
= User & Authentication * | 2022/04/1411:55:06  1B7C22A214949075556626D7217E9A39  HTML Clean Sniffer 172192352 1721923578
[ Log &Report ¥ 2022/04/1411:55:06  SEBSDE1C3B112734A7B949938508B6DF  HTML Clean Sniffer 10.10.1.251 172.19.235.2
Malware L
S raiey 2022/04/14 11:55:06 | 1B7C22A214949975556626D7217E9A39  HTML Clean Sniffer 172192352 1721923576
NDR Log
2022/04/14 11:55:06  1B7C22A214949076556626D7217E9A39  HTML Clean Sniffer 172192352 1721923576
Events

Threat Report has the following pages.

Accepted Files accepted by FortiNDR parsers.
Processed Both clean and malicious files processed by FortiNDR engines.
Detected Malicious files processed by FortiNDR engines.
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Double-click an entry to view a summary of the log entry
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Details b 4

Q, View Detail Report

General
0 @@ FilelD 181465
. Time 2022/04/13 21:16:16
L
- File5Size 269KB
-_ File Type MSOFFICE
-_ MDS 2@58C2A53E2660BC6FE72559548D5FCe W <+
o
- Detection
-5 Virus Name RTHCVE_2014_1761.D'exploit
- Confidence Level 100.00 %
-. Threat Risk Level High Risk
etection Type xploi
@ Detection T Exploit
o
- Metwork
o
- Attacker IP 172.16.1.100; 8080
-. Victim [P 172.16.2.2: 53169
& R http://192.168.1.168/msfrtf
o
. Device
o
. Device Sniffer
o
L |
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Double-click a zip folder to view what is inside the folder.

>~ © admin -
Details x
B»Generate Report =
l © Qfearch
Date 5 | MD5 % File Type = Detection Name %
2022/04/13 21:16:10 ED935FE3BCD53CEFADAC5883F56... PE ® \W32/CVE_2013_0074.ATW!tr

2022/04/1321:16:10  3A41195C4A59E02905D95F978FC...  OTHER Clean

Enable Showing Zip Container to view the extracted files in the page.

>~ O admin -

Accepted Processed Detected

i View Sample Detail | €@ Q, Search @ Showing Zip Container

Date & | MD5 % File Type = Detection Name % Device Type = ‘ VDOM | Attacker = Victim <

Advanced search

When you type a key words into the search field it will display partial results. Click the plus sign (+) to include filterable
columns in your search. The Search function only supports exact matches. Wildcards are not supported.

@ Dashboard » | Accepted  Processed  Detected
B Network Insights >

i View Sample Detail

¥ Security Fabric Filterable Columns
€} Attack Scenario >
2 Host Story > 2022/04/14115506 7 yns BAF6BDBEBDC1S
@ Virtual Security Analyst > 2022/04/1411:55:06 4| File Type 6FBFOA1D2B96B
4 Network > 2022/04/1411:55:05 B DetectionName [E94C522AD02522
1 System > 2022/04/1411:55:05 9| Device Type 4CB108E5396755
. cati VDOM
&= User & Authentication > 2022/04/1411:55:05 3 59DBESDIAIZETF
Attacker
| [ Log & Report ¥ 2022/04/1411:55:03  H FESABGE788028
Victim
2022/04/1411:5503 2 Confidence A2D80925A88E94
NDR Log

2022/04/14 11:55:03 3 Risk ISEBB5376C238D4
Events
2022/04/14 11:55:03

Feature Detection [6932DABD64BADC

Daily Feature Learned
Log Settings

a
2022/04/1411:55:01 (| File Name BDC1226298C3BC
C

2022/04/14 11:55:01 SHAZ56 BeA7206D5438C2
Email Alert Setting URL
2022/04/1411:5501 1 DF7DE1987EE46
Email Alert Recipients 2/04/ Virus Family
2022/04/14 11:55:01 9B579AFBEAAFCD
Close
2022/04/14 11:55:01 6B10ASC1EBC366
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You can also filter the logs by clicking the filter icon in the column heading.

Filter/Configure Column

FileTypes T Detection Name %

NDR Log

The NDR Log view displays information anomalies detected on the network, traffic sources and destinations, as well as
devices discovered and detected by FortiNDR. Users are welcomed to use NDR Anomaly Type column to narrow and
investigate the anomalies, by session or by device view.

@% FortiNDR-3500F >~ @ admin -
@ Dashboard > Anomaly  Session Device
% Network Insights >
View Related Device » | View Related Session | View Device ~  View Session |
@ Security Fabric >
© Attack Scenario > Timestamp = Session ID % Anomaly Type Source Address ¥ Destination Address = Severity ¥ Protocol ¥ Infi
&) Host Story > 2022/04/18 16:20:58 16982726 Network Attack/Intrusion 172.17.254.151 172.19.236.17 Low uDp 'DNS PTR Records Scan
& Virtual Security Analyst > 2022/04/18 16:20:44 16982496 Network Attack/Intrusion 8888 172.19.234.151 Low UDP 'DNS PTR Records Scan
% Network > 2022/04/1816:12:14 16977037 Network Attack/Intrusion 172.19.235.36 172.19.235.71 Low UDP 'DNS PTR Records Scan
& System 4 2022/04/18 16:12:14 16977037 Network Attack/Intrusion 172.19.235.36 172.19.235.71 Low UDP 'DNS PTR Records Scan
. -
& User & Authentication ? 2022/04/18 16:10:54 16976033 Network Attack/Intrusion 172.19.235.35 1721923571 Low uDP 'DNS PTR Records Scan
| M@ Log & Report ¥ 2022/04/1816:10:54 16976033 Network Attack/Intrusian 172.19.235.35 172.19.235.71 Low uopP 'DNS PTR Records Scan
Malware Loy
g_ 2022/04/18 16:10:44 16975877 Network Attack/Intrusion 172.19.236.11 172.17.254.151 Low uUDp 'DNS PTR Records Scan
NDR Log
2022/04/18 16:10:43 16975862 Network Attack/Intrusion 172.19.236.19 172.17.254.151 Low UDpP 'DNS PTR Records Scan
Events
2022/04/18 16:09:57 16975299 Network Attack/Intrusion 8.8.8.8 172.19.234.34 Low UDpP 'DNS PTR Records Scan
Daily Feature Learned
—— 2022/04/18 16:09:57 16975298 Network Attack/Intrusion 8.8.8.8 172.19.234.39 Low UDpP 'DNS PTR Records Scan
og Settings
2022/04/18 16:07:33 16973930 Network Attack/Intrusion 172.19.235.251 172.19.235.230 Critical TCP 'Rshd Windows Server ¢
Email Alert Setting
; - 2022/04/18 16:05:30 16972693 Weak Cipher/Vulnerable Protocol  172.19.235.50 172.19.235.53 High TCP Weak cipher of TLS Proi
Email Alert Recipients
202210412 140459 14972407 Netwark Attack/Intrision 1721923525 1721923571 1 ow 1np 'NNS PTR Rerards Sran

Anomaly tab

This Anomaly tab displays anomalies detected on the network. In a normal network, only a small percentage of network
traffic are anomalies. The FortiNDR engine records both normal and anomaly traffic.

You can filter the logs by Anomaly Type but clicking the Filter icon in the column heading.

don't want to see.

x When filtering the Anomaly Type column, you can use ! =<type> to filter out the types you
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FortiNDR 3500F

) Dashboard
%A Security Fabric
€} Attack Scenario
) Host Story

) virtual Security Analyst

& MNetwork

& System

2 User & Device
| B Log & Report

Malware Log

2022/01/08 18:40:55
MNDR Log

2022/01/08 18:45:01

Events

Daily Feature Learned

Log Settings

Email Alert Setting

Email Alert Recipients

Session Tab

2022/01/08 18:3%:27

2022/01/08 18:3%:42

2022/01/08 18:45:35
2022/01/08 18:45:35
2022/01/08 18:45:35
2022/01/08 18:45:54
2022/01/08 18:44:49
2022/01/08 18:46:44

Anomaly

Q

View Related Device

Timestamp %

2022/01/08 18:37:29
2022/01/08 18:37:31
2022/01/08 18:3%:15

Session

Device

fiew Related Session

Session ID =
1872
1818
B&50
10226
11119
16442
21655
219468
21958
21962
22308
23502
23454

@ Q, 5earch

Anomaly Type &
Abnormal Metwork Behavior
Abnormal Metwork Behavior
Abnormal Metwork Behavior
Abnormal Network Behavior
Abnormal Network Behavior
Abnormal Network Behavior
Abnormal Network Behavior
Abnormal Network Behavior
Abnormal Network Behavior
Abnormal Network Behavior
Abnormal Metwork Behavior
Abnormal Metwork Behavior

Abnormal Metwork Behavior

c P -

T, Resize to Contents

Exact Match

| jraluel, valueZ, etc.

Abnormal Netwerk Behavior
IP5 Attack Intrusion

Mone

Botnet Interactions
Encrypted Attacks

10C Campaign

Abnormal Metwork Activity
FortiAl ML Discovery

‘Wear Cipher/Vulnerable Protocol

99999@9@@ o

I I - I I = - =]

Use the Sessions tab to understand the relationship between sessions and anomalies. There could be multiple

behaviors within a session and some connections within a session could be an anomaly. For example, a user accessing

the Internet browses both Facebook normally and hits an IOC campaign Emotet within same session. You can also view
the traffic Source and Destination, to determine whether the connection is internal or external.

To filter the sessions in the view, hover a column heading and click the filter icon.

Anomaly

View Session Detail

E OpenTime %

2022/03/10 13:57:28
2022/03/10 13:57:28
2022/03/10 13:57:28
2022/03/10 13:57:28

Session

Device
© Q, search
T

98211
98210
98209
98208

Session D =

Source Address %
10.0.0.17
10.0.0.17
10.0.0.17

100.0.17

Destination Address %
10.0.0.18
10.0.0.18
10.0.0.18

10.0.0.18

Severity
Not Anomaly
Not Anomaly
Not Anomaly

Not Anomaly

To drill down on the session information, click View Session Detail. Click the Action menu to view related information.
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Session 98210 View Related Anomaly by the Same Destination Device = | Go
View Related Session by the Same Source Device
Activit . .
Welzlcﬁient Session Information View Related Session by the Same Destination Device
D Application Timestamp ~ 2022/03/10 13:57:28 View Related Anomaly by the Same Source Device
=] HTTPBROWSER
Vend Protocol HTTP View Related Anomaly by the Same Destination Device
C?‘?h &y Volume 10.85K (10851 bytes)
e Interface Browser-Based
Not Anomaly Cloud Service None
Device Information
Device Type Phone Device Type Phone
Devie Model N/A Device Model N/A
MAC Address 02:dc:71:be:62:a1 MAC Address 02:b8:94:27:ab:09
Vendor Apple g Vendor Apple
0s i0s L d 0s i0s
Internal|Role Mobile Internal|Role Mobile
P 10.0.0.17 P 10.0.0.18
Port 27888 Port 80
Packet Size 394 Packet Size 10457
Activity
1 hour ago Connected to 10.0.0.18/index_10000bytes.html via HTTP
Detection Information
© Q, search
Date = Severity Anomaly Type Description

Device Tab

The Device tab the devices detected by FortiNDR. The FortiGuard 10T service is used to identify device information
based on the MAC address. You can drill down to the devices page by clicking View Device Detail details.

Anomaly ession Device

View Device Detail € Q, Search

Last Seen = Discovery Time % Device MAC Address & Latest Address Role = Status Confidence %
2022/04/1816:30:48  2022/04/1317:02:19 @0 UNKNOWN OE321BDF  00:50:56:62:ad:0c  Af === @ Online | NAOK
View Device Detail
2022/04/18 16:30:48  2022/04/13 17:02:19 @0 UNKNOWN_48654F8B 00:50:56:62:3e:al 192.168.101.62 @ Online N/A ()%

The Device page shows information about the device activity (both anomaly and normal events), as well as a heatmap
for anomalies over the selected time period. A line graph shows the device traffic (inbound and outbound bandwidth
combined). The Confidence Level indicates our confidence in identifying the device category.

In this following image, the device is identified as Network Firewall. The window at the bottom of the page shows the top
anomalies, activities, traffic, neighbors, external services, a geolocation map of the device traffic and machine learning
discovery.
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@ FortiNDR-3500F
Dashboard

B Network Insights

€ Security Fabric

€ Attack Scenario

O HostStory

@ Virtual Security Analyst
& Network

0 system

User & Authentication

Log & Report
Malware Log

NDR Log

Events

Daily Feature Learned
Log Settings

Email Alert Setting

Email Alert Recipients

>

Information Ma

Q

Device 7

re Host Story

—Action—-~  Go

Last 24 hours ~

FORTIOS_27753EAC

Confidence Level

Update host name:

255/255

2022/04/14 11:12:21
2022/04/14 11:04:00
2022/04/14 11:03:46
2022/04/14 10:58:57
2022/04/14 10:53:16
2022/04/14 10:52:54
2022/04/14 10:52:23
2022/04/14 10:49:55
2022/04/14 10:49:52
2022/04/14 10:45:04
2022/04/14 10:40:41
2022/04/14 10:38:30

Weak cipher
Weak cipher
Weak cipher
Weak cipher
Weak cipher
Weak cipher
Weak cipher
Network attack
Network attack
Network attack
Weak cipher

Weak cipher

‘Weak cipher of TLS Protocol detected
‘Weak cipher of TLS Protocol detected
Weak cipher of TLS Protocol detected
Weak cipher of TLS Protocol detected
‘Weak cipher of TLS Protocol detected
Weak cipher of TLS Protocol detected
Weak cipher of TLS Protocol detected
'DNS PTR Records Scan' detected
‘Malicious Shellcode Detection’ detected
'DNS PTR Records Scan' detected
Weak cipher of TLS Protocol detected
Weak cipher of TLS Protocol detected

HostIP MacAddress  DiscoveryDate  Operating System Critical Rk ronaly Ziiedun RE Bonaly 154K
] 17219192411 « | 045907E00:d3 4/13/2 17:02:17 Fortios
ebwcricirewal High Risk Anomaly 383 LowRisk Anomaly 27
7.44G
651G
558G
465G
3726
279G z
186G
930.58M
Anomaly Event Intensity Graph
12:00 1500 18:00 21:00 00:00 03:00 06:00 09:00
LI Other Carur- hi/A QLateral Connection ‘Q Multiple IP(s)
TopApplication  TopService  Top Protocal Top Geolocation
Anomaly Activity Traffic Top Neighbors External Service Geolocation ML Discovery
[© Qearcn
Date Severity Anomaly Type Description

0% 1,955 | Updated: 11:34:12 &

The Malware Host Story shows information about the malware Risk Level and Scenario Type.

@ Dashboard

B NetworkInsights
) Security Fabric
© Attack Scenario
2 Host Story
@ Virtual Security Analyst
% Network
o system
& User & Authentication
M@ Log&Report
Malware Log
NDR Log
Events
Daily Feature Learned
Log Settings
Email Alert Setting
Email Alert Recipients

>

Q
Device 50
Information  Malware Host Story
Risk Level

W Medium

D Hish

M Critical

M Low

Discovery Date & Scenario Type & Malware Family

2022/04/13 17:01:47 Generic Trojan General
2022/04/1317:02:12 Generic Trojan General
2022/04/13 17:02:12 Generic Trojan General
2022/04/1317:02:12 Generic Trojan General
2022/04/1317:02:12 Generic Trojan General
2022/04/13 17:02:12 Generic Trojan General
2022/04/1317:02:12 Generic Trojan General
2022/04/1317:02:14 Generic Trojan General
2022/04/1317:02:14 Generic Trojan General
2022/04/13 17:02:14 Generic Trojan General
2022/04/1317:02:14 Generic Trojan General
2022/04/1317:02:14 Generic Trojan General
2022/04/1317:02:14 Generic Trojan General
2022/04/1317:02:14 Generic Trojan General
2022/04/1317:02:14 Generic Trojan General
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Scenario Type

M GenericTrojan
@ Dos

W Backdoor

[ Worm Activity
B Phishing

W Banking Trojan

Device Type %

Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer

—-Action--~

Risk Level &
PENVirus/General
PE/Dropper/General
PE/Dropper/General
PE/Trojan/General
PE/Dropper/General
PE/Dropper/General
PE/Dropper/General
PE/Trojan/General
PE/Trojan/General
PE/Virus/General
PE/Dropper/General
PE/Dropper/General
PE/Dropper/General
PENVirus/General

PE/Dropper/General

Attack Chain 5
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Events

FortiNDR logs and displays system events such as CPU and memory usage, and attack kill chain.

@ FortiNDR-3500F

@ Dashboard > Date Level User Message
B Network Insights > | sminutesago n Information @ system cpu (usage 85%) is very high; memory (usage 29%); log disk (usage 0%); data disk (usage 7%); system ...
@ Security Fabric ? S minutesago n Information 8, admin User admin login successfully from ssh(172.19.122.245)
@ AttackScenario * {3minutesago u Information I3 dbdaemon dbdaemon: sending Request Falled. try fix it with diag system db'in cli
g :::::‘t:;ymm rot : 15 minutes ago n Information 1 dbdaemon dbdaemon: sending Request Failed. try fix t with ‘diag system db'in cli
& Network , 15minutesago n Information & admin User admin login successfully from GUI(172.19.122.220)
& system , l18minutesago L] Information 3 system cpu (usage 95%) s very high; memory (usage 30%); log disk (usage 0%); data disk (usage 75%); system L.
& UserdAuthentication > | 2Minutesazo n Information & admin User admin login successfully from GUI(172.19.122.207)
B Log&Report o« 27minutesago = Information 3 system Session check failure for user (172.19.122.220)
Malware Log 27 minutes ago n Information & admin User admin login successfully from GUI(172.19.122.220)
NDR Log 27 minutes ago n Information & admin User admin login failed from GUI(172.19.122.220)
33minutesago n Information 3 system cpu (usage 88%) is very high; memory (Usage 29%); log disk (usage 0%); data disk (usage 7%); system ...
Daily Feature Learned 33minutes ago n Information @ dbdaemon dbdaemon: sending Request Failed. try fix t with ‘diag system db'in cli
Log Settings 33 minutes ago = Information & dbdaemon dbdaemon: sending Request Failed. try fix it with ‘diag system db'in cli
Email Alert Setting 33 minutes ago n Information & admin User admin login successfully from GUI(172.19.122.209)
Emall Alert Recipients 33minutes ago n Information @ system Session check failure for user (172.19.122.209)
33minutes ago Ll Information & admin User admin login failed from GUI(172.19.122.209)
1hour ago n Information @ system cpu (usage 83%) s very high; memory (usage 30%); log disk (usage 0%); data disk (usage 75%); system L.
Lhour ago n Information 1 system fle upload request from 172.19.122.233
1hour ago n Information & admin User adminlogout from 172.19.122.217.
1hour ago n Information & admin User adminlogin successfully from GUI(172.19.122.233)
1hour ago n Information B system Session check failure for user (172.19.122.233)
1hour ago n Information & admin User admin login failed from GUI(172.19.122.233)
Lhour ago n Information & admin User admin login successfully from ssh(172.19.122.233)
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Daily Feature Learned

This page in FortiNDR shows a graphical count of the features learned and used. The display includes the text and

binary engines.

@ FortiNDRVM Q
@ Dashboard

. Binary Malicious Feature Learned History
B Network Insights

Events

Text Malicious Feature Learned History

>
0 Security Fabric > 51 519
€ Attack Scenario > a1 454

& Host Story >
38 389

& Virtual Security Analyst >
@ Network > 2 w24
& System > 25 260
& User & Authentication > ) 5

M Log&Report v
g & 13 130

Malware Log

NDR Log 9 @

12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00

Daily Feature Learned

Log Settings Binary Clean Feature Learned History

Email Alert Setting 4107K

Email Alert Recipients BT
308K

2567K

2054K

154K

10.27K

513K

|
:

12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00

Text Clean Feature Learned History

369.44K
316.67K
26389K
211.11K
158.33K
105.56K

52.78K

12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00
Binary Malicious Feature Usage
26.47K
23.16K
19.86K
16.56K
13.26K
9.95K
6.65K

3.35K

\
\

48

12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00
Text Malicious Feature Usage
329.79K
288.56K
247.34K
206.12K
164.89K
123.67K
8245K

41.22K

12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00

Binary Clean Feature Usage

377M

188M
141M
941.44K

470.72K

3
\

12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00
Text Clean Feature Usage
37.73M
3302M
28.3M
23.58M
1887M
14.15M
9.43M

472M

12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00
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Log Settings

Use the Log Settings page to configure Syslog settings for FortiAnalyzer (7.0.1 and higher) and FortiSIEM (6.3.0 and
higher). You can use the secondary Syslog field to send the same logs to different Syslog servers. You can configure
both fields to send to both FortiAnalyzer and FortiSIEM.

Log Settings send Syslog messages about the Attack Scenario to other devices such as FortiAnalyzer or FortiSIEM.

» Upload file and Network share file detection will not send Syslog upon detection because they do not trigger Attack
Scenario since they do not have flows of virus, meaning the sample flows from attacker to victim.

« Inline, ICAP, Sniffer and OF TP detections will trigger Syslog being sent to FortiAnalyzer or FortiSIEM, since they
have this information.

& FortiNDR-3500F = Q

@ Dashboard >  LogSettings

B Network Insights >

@) Security Fabric b Remote Log Server

€ Attack Scenario

2 Host Story

& Virtual Security Analyst
& Network

Send logs to FortiAnalyzer/FortiSIEM  JCUREIEEY © Disable
Type Syslog Protocal

Log Server Address

Port 514 (Default UDP: 514)

FortiNDR 7.0.2 Administration Guide

2 System
& User & Authentication Remate Log Server
M@ Log&Report “2 Send logs to Syslog Server 1~ @ Enable
Malware Log Type Syslog Protocol
NDR Log Log Server Address 0.0.0.0
Events Port 514 (Default UDP: 514)

Daily Feature Learned

Log Settings

Email Alert Setting
Email Alert Recipients
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NDR logs samples

Botnet

date="2022-02-09" time="16:43:13" tz="PST" logid="0602000001" devid="FAIVMSTM21000033"
type="ndr" subtype="Botnet" severity="high" sessionid=63313 alproto="DNS" tlproto="UDP"
srcip="18.1.2.2" srcport=10000 dstip="18.1.1.100" dstport=53 behavior="CONN" botname="botnet
Andromeda" hostname="orrisbirth.com"

date="2022-02-09" time="16:43:13" tz="PST" 1logid="0602000001" devid="FAIVMSTM21000033"
type="ndr" subtype="Botnet" severity="high" sessionid=63313 alproto="DNS" tlproto="UDP"
srcip="18.1.2.2" srcport=10000 dstip="18.1.1.100" dstport=53 behavior="RESP" botname="botnet
Other" hostname="cdnl2-web-security.com"

Fields
behavior User activity. For example, CONN, RESP, VISIT, GET etc.
botname The name for this botnet
hostname Hostname

Encrypted

date="2022-02-11" time="10:19:03" tz="PST" logid="0603000001" devid="FAI35FT321000001"
type="ndr" subtype="Encrypted" severity="critical" sessionid=11554817 alproto="TLS"
tlproto="TCP" srcip="172.19.236.140" srcport=5326 dstip="173.245.59.98" dstport=443
behavior="CONN" vers="7" cipher="TLS AES 256 GCM SHA384"
md5="£436b9416£37d134cadd04886327d3e8"

Fields
behavior User activity, e.g. CONN, RESP, VISIT, GET etc.
vers The version of alproto, str
cipher The encryption algorithm.
md5 md5/hash of ja3 fingerprint
I0C

date="2022-02-14" time="07:36:13" tz="PST" logid="0605000001" devid="FAI35FT321000001"
type="ndr" subtype="IOC" severity="critical" sessionid=19906026 alproto="HTTP" tlproto="TCP"
srcip="172.19.235.198" srcport=49304 dstip="178.63.120.205" dstport=443 behavior="CONN"
vers="7" cipher="TLS AES 128 GCM SHA256" md5="52bea59cfl17d9fd5dedd2835fd8elafe"
campaign="CoinMiner" hostname="s3.amazonaws.com" url="/"
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Fields
behavior User activity. For example, CONN, RESP, VISIT, GET etc
vers The version of alproto
cipher The encryption algorithm.
md5 md5/hash of ja3 fingerprint
campaign I0C campaign
hostname The hostname
url The URL visited
IPS attack

date="2022-02-10" time="19:16:56" tz="PST" logid="0604000001" devid="FAI35FT321000001"
type="ndr" subtype="IPS attack" severity="low" sessionid=9237954 alproto="OTHER"
tlproto="UDP" srcip="172.19.236.145" srcport=57325 dstip="194.69.172.33" dstport=53
behavior="CONN" vname="DNS.Amplification.Detection" vulntype="Anomaly"

date="2022-02-10" time="18:32:54" tz="PST" 1logid="0604000001" devid="FAI35FT321000001"
type="ndr" subtype="IPS attack" severity="medium" sessionid=9092973 alproto="OTHER"
tlproto="ICMP" srcip="172.19.235.62" srcport=0 dstip="172.19.236.50" dstport=771
behavior="CONN" vname="BlackNurse.ICMP.Type.3.Code.3.Flood.DoS" vulntype="DoS"

Fields
behavior User activity. For example, CONN, RESP, VISIT, GET etc.
vname The virus name
vulntype Vulnerability type

Weak cipher

date="2022-02-07" time="14:18:57" tz="PST" logid="0606000001" devid="FAIVMSTM21000033"
type="ndr" subtype="Weak cipher" severity="medium" sessionid=569705 alproto="IMAP"
tlproto="TCP" srcip="17.1.6.20" srcport=63310 dstip="18.2.1.114" dstport=443 behavior="CONN"
vers="2" cipher="TLS NULL WITH NULL NULL" ciphername="weak cipher"

date="2022-02-07" time="14:18:57" tz="PST" logid="0606000001" devid="FAIVMSTM21000033"
type="ndr" subtype="Weak cipher" severity="medium" sessionid=570387 alproto="SMB"
tlproto="TCP" srcip="17.2.12.171" srcport=10001 dstip="17.1.1.119" dstport=443
behavior="CONN" vers="1" cipher="TLS RSA WITH AES 256 GCM SHA384"
md5="9a157673907688965992b40304£f50ale" ciphername="weak version"

Fields
behavior User activity. For example, CONN, RESP, VISIT, GET etc. str
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vers The version of alproto

cipher The encryption algorithm.

md5 md5/hash of ja3 fingerprint

ciphername The type name of weak cipher or vulnerable protocols
ML

date="2022-02-18" time="15:54:39" tz="PST" logid="0608000001" devid="FAIVMSTM21000033"
type="ndr" subtype="ML" severity="low" sessionid=1135774 alproto="DNS" tlproto="TCP"
srcip="17.1.10.185" srcport=35546 dstip="17.1.1.119" dstport=389 reasons="Device IP,Device
MAC address, Session packet size,Transport layer protocol,Application layer protocol, Source
port number,TLS version,Id of nta dev ip,Protocol or application behaviors or action"

Fields

reasons A list of reasons leading to a ML anomaly detection, separated by a comma.

Common Fields

date The date the log was sent in the format xxxx-xx-xx
time The time the log was sent in the format hh:mm: ss
tz System timezone

logid The ID generated by log type and log subtype
devid Device serial number

type ndr, str (fixed)

subtype The anomaly type by category

severity The severity of the traffic, defined by NDR
sessionid The session ID referring to NDR LOG in FortiNDR
alproto Application layer protocols

tlproto Transport layer protocols

srcip Source IP

srcport Source port

dstip Destination IP

dstport Destination port
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Alert Email Setting

Receive email alerts with malware and system event threats are detected.

To configure email alerts:

1. Goto Log & Report > Email Alert Setting.
2. Configure the server settings.

SMTP Server Address Enter the STMP server address.

Port Enter the port number.

Sender's Email Account Enter the sender's email account

Service Login Account Enter the service login account.

Service Login Password Enter the service login password.

Using Openssl Enable or disable open SSL

Trigger Setting Select an option(s) from the list and enter the email message text.

Select the Trigger Sensitivty where required.

Alert Email Setting

Server Setting

SMTP Server Address smtp.fortinet.com
Port 587

Sender's Email Account

Service Login Account

Service Login Password eessesses Change

Using Openssl @ Enable
@ Generic system information including high cpu / low memory etc
@ (VM Only) license expired
@ HA related events
D Scenario Detection Events
® NDR: Botnet Anomaly
(B NDR: Encrypted Attack
@ NDR: 10C Events
D NDR: IPS attack
(B NDR: Weak cipher
B NDR: Suspecisous Activity

@ NDR: Events based on Machine Learning

3. Click OK.
4. Add email addresses to the email recipient list. See, Email Alert Recipients on page 131.
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Email Alert Recipients

Create a distribution list for email alerts.

To add email recipients to recipient list:

Go to Log & Report > Email Alert Recipients.

Click Add Recipient. The Add Recipient pane opens.

In the Email field, enter the recipient's email address and click OK.

(Optional) Click Send Verification Email to send a test notification to the distribution list.

(Optional) Select an email(s) and click Remove Selected Recipient to delete an address ffromm the list.

o ODd-=
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FortiNDR health checks

When FortiNDR is set up, use the CLI command diag sys top to check that the following key FortiNDR processes

are running.

sniffer Sniffer daemon.

ndrd NDR daemon.

isniffé4ndr Second Sniffer daemon.

fdigestd Upload file daejmon

oftpd OFTP daemon that receives files from FortiGate.

pae2 Portable executable Al engine.

pae learn Portable executable Al learner. If no features have been learned, this process
does not appear.

moat engine Script Al engine.

moat learn Script Al learner.

To turn network traffic detection on and off:

Run the following command:

exec ndrd <on/off>

Ay
S L4
q 802.1Q encapsulation for VLAN is not supported in network traffic detection.

To turn sniffer malware detection on and off for troubleshooting:

Run the following command:

exec snifferd <on/off>

\ L}
S L4
? The current version of the Malware sniffer only sniffs traffic on Port2.

When FortiNDR sniffer malware detection feature is operating normally, Log & Report > Malware Log > Accepted shows
the following accepted traffic:
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@ FortiNDR-3500F

@ Dashboard >

Accepted Processed Detected
B Network Insights =
i \0 Q_fearch O Showing Zip Container
0 Security Fabric >
O Attack Scenario N Date 3 MD5 % File Type % Detection Name & Device Type & VDOM Attacker & Victim 4 Confidence 4 Risk & Indicator
Q Host Story > 2022/04/1411:55:06  1B7C22A214949975556626D7217E9A39  HTML Clean Sniffer 172192352 172.49.23576 No sk
© Virtual SecurityAnalyst > | 2022/04/1411:55:06  5EB8DETC38112734A7B949938568B60F  HTML Clean Sniffer 10.10.1.251 172.19.235.2 No sk
& Network > 2022/04/1411:5506  1B7C22A214949975556626D7217E9A39  HTML Clean Sniffer 172192352 17219.235.78 No Risk
& system > 2022/04/1411:55:06  1B7C22A214949975556626D7217E9A39  HTML Clean Sniffer 172192352 172.19.23576 No Risk
. -
& User & Authentication > 2022/04/1411:555:06  1B7C22A21494997555662607217E9A39  HTML Clean Sniffer 172192352 17219.23578 Mo Risk
[ Log&Report 2022/04/1411:55:06  SESBDE1C3B112734A7BO49938588B6DF  HTML Clean Sniffer 10.10.1.251 172192352 No Risk
Malware Loy
s 2022/04/14 11:55:06  1B7C22A21494997585662607217E9A39  HTML Clean Sniffer 172192352 172.19.23576 No sk
Log & Report > NDR Log > Session shows the incoming sessions.
= © admin *
@ Dashboard > Anomaly  Session Device
B Network Insights > —
o Detail [ Q search |
0 Security Fabric >
& AttackScenario s Open Time & Session|D & Source Address + Destination Address & Severity
Q HostStory > 2022/04/1413:51:01 5597328 172.19.235.76 172192352 Not Anomaly
© virtual Security Analyst > 2022/04/1413:51:01 5597320 1024457.73 10.24443.192 Not Anomaly
b Network > 2022/04/1413:51:01 5597312 172.19.235.76 172192352 Not Anomaly
& system > 2022/04/141351:01 5597304 172.19.235.76 172192352 Not Anomaly
. -
& User & Authentication > | 2022/04/1413:51:01 5597296 172.19.235.76 172192352 Not Anomaly
[B Log &Report 2022/04/14 13:51:01 5597288 172.19.235.76 172.49.235.2 Not Anomaly
Malware Log
2022/04/1413:51:01 5597280 19216810163 19216810161 Not Anomaly
NDR Log
2022/04/1413:51:01 5597272 172.19.235.78 17219.235.2 Not Anomaly
r—

Sniffer diagnosis

Use the CLIcommand diag sniffer file ? toshow sniffer outputfor port2. The TFTP server is required to store

sniffer output.
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Rebuild RAID disk

If you need to rebuild the data disk and configure FortiNDR-3500F from scratch, follow this procedure.

To rebuild the RAID disk:

1. Plug the monitor and keyboard directly into FortiNDR.

2. Boot FortiNDR and keep pressing Ctrl R when FortiNDR is booting.

PowerEdge Expandable RAID Controller BIO
Copyright(c) 2016 Avago Technologies
Press <Ctrl><R> to Rumn Conf iguration Uti

HA -6 (Bus 24 Dev 6) PERC H330 Adapter
FW package: 25.5.5.0005

© Non-RAID Disk(s) found on the host aday
© Non-RAID Disk(s) handled by BIOS

1 Virtual Drive(s) found on the host adap
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3. Delete virtual disk 0.

[-1 PERC H330 Adapter (Bus Ox18, Dev 0x00)
L[-1 Disk Group: O, RAID 1

4. Create a virtual disk at RAID Level 1.

Physical Disks
Disk ID Size

[X]00:01:01 893.750 GB

Basic Settings
UD Size IEENEE GB|

P
UD Name (NN

5. Fastinit the new virtual disk.

750 GB

893.750 GB
893.750 GB

750 GB

ap.: 0.000 KB
‘cas: O
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6. When the initialization is finished, reboot FortiNDR.
7. During reboot, press any key to enter bootloader.

Ensure the keyboard is not plugged directly into FortiNDR as that might prevent you from entering into the
bootloader menu.

EF COM2 - PuTTY

8. Plug the monitor and keyboard back into the machine with the COM1 connection.
9. Enter F to format the boot drive.

10. Enter G to get the firmware image from the TFTP server.
Getting firmware from TFTP server requires connecting to the TFTP server using port4 (1G port).
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11. When booting is complete, use the command execute factoryreset orexecute partitiondisktomake
partitions.
12. Copy the ANN database to FortiNDR since rebuilding RAID deletes the ANN database.

Managing FortiNDR disk usage

FortiNDR analyzes files and packets ‘on the fly’ and requires plenty of disk space to store attacks. FortiNDR-3500F
comes with two SSD drives by default and can add up to 16 SSD in total.

By default FortiNDR stores all detected events (network anomalies, sessions and malware detection). When the disk

reaches:
Disc Usage Description
50% FortiNDR will start deleting older clean files and detections. Malicious and
anomalies detection will remain. This process will stop if the free storage space
goes below 50%.
90% FortiNDR will stop the services (including logging, detection, sniffer, network

share scanning, file uploading, oftp, icap and NDR) if it is operating at bandwidth
capacity and inserting events faster than the deletion rate at the same time. The
GUI and CLI console will still operate in this scenario.

To view the disk usage:

Go to Dashboard > System Status.
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(:1% FortiNDR-3500F >~ ©admin -
@b ik | 4Add widget
NDR Overview
Malware Overview System Informatior & [I =~ Licenses =~ CPU Sminutes > =~ Memory Sminutes~ =~
System Status
5 Hostname FortiNDR-3500F 200% 00%
Network Insights > @ FortiCare Support
) i Serial Number FAI35FT319000005 HEIE L 0% 80%
@ Security Fabric >
’ Firmware V7.0.0 build0999 (Beta) 60% 60%
© Attack Scenario > @ Firmware & General Updates
2 Host Story > System Time  2022/04/19 13:07:37 40% 40%
@ Virtual Security Analyst > Uptime 00:01:57:16 © NDRService 20% 20%
< Network > Data Disk 5728.1GB/13452GB, 0% 0%
42 58% 3:03 13:04 1305 13:06 130 303 1304 1305 1306 130
£ System > -
v o Current usage 96% Current usage 25%
B User & Authentication >
M Log&Report > || Accelerator Sminutes~ =+ Sample Processing 1week~ =~
100% 45.36M Processed File
80% Il Processed
36.29M @ Backlog
60%
27.21M
40%
18.14M
20%
2.07M

0% ———
1303 1304 13:05 13:06 130

04712 04/13 04/14 04/15 04/16 04/17 04/18 04/19

Current

To expand FortiNDR VM storage with the CLI:

execute expandspooldisk.

For more information, see the FortiNDR CLI Reference Guide.

Exporting detected malware files

You can export detected malware files with the CLI or with the GUI under Attack Scenario or Log & Report as a PDF,
JSON and STIX2 file.

To export detected malware files with the CLI:

execute export file-report

For more information, see the FortiNDR CLI Reference Guide.
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To export detected malware files with the GUI:

1. To export detected files under Attack Scenario:
a. Goto Attack Scenario and click an attack type such as Ransomware.
b. Select an infected host and then in the timeline, hover over the detection name until the dialog appears.

Attack Timeline at Host 10.244.59.154

Ransomware
W32/VbCryptAAltr Search FortiGuard | View Sample Info
a Discover Date 2022/04/3000:50:53
MD5 87e5e9ca5c651ec7a093aadealdc2dBe
- | Remote IP
Protocol 49247
W32/ VbCrypt.Al

0 days 0 hours O minutes 0 seconds

‘EH Ransomware || Generic‘

Attacker IP:
Victim IP:

c. Click View Sample Info. The sample information is displayed.
d. Click Generate Report and select PDF, JSON, or STIX2 format.

Sample 129954937 + AddtoAllowList | B GenerateReport

&) vsA Verdict : Critical Risk Sample Information fstion
. lomwa... B
g”ﬁ:‘“e‘j 2022/04/3000:50:53  Last Analyzed  2022/04/3000:56:16
File Type EXE File Size 6585(6.4 KB) D
URL N/A
Ransomware
MD5 5F@82212E8DDAEBABAFI419268D60824 B w1
SHA256 BA1BBC20973E0691A9D35A9ABA610BFBECA5263COA0ESABECEB ™
A9ACSEESEGI96 Feature Type = Appearance In Sample %

SHA1 99AAEB3D57268604D8758A904B82CB406735CCAC N Ransomware 1

A type of malicious software designed to Detection . .
block access to a computer system until Name Wé4/Encoder. Altr Virus Family N/A
a sum of money is paid.

Device Type Sniffer
Confidence level : 1
o
Attacker (Registered port) Victim
History Similar Files
© Q Search View all History
Date = MD5 % File Type = Detection Name = Device Type = VDOM = Attacker = Victim & Cont
2022/04/30 00:50:53 5FB82212E8DDAESABAF941926BD68824 EXE B Wé4/EncoderAltr  Sniffer | [
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2. Toexport detected files under Log & Report :
a. GotoLog & Report > Malware Log.
b. Double-click alog in the list. The Details pane opens.

@ Dashboard

B Network Insights

¥ Security Fabric

€ Attack Scenario

& Host Story

& Virtual Security Analyst
+$+ Network

€ System

& User & Authentication

M Log&Report

Malware Log
NDR Log

Events

Daily Feature Learned
Log Settings

Email Alert Setting

Email Alert Recipients

v v v v v v

>

Accepted

i ViewSample Detail

Date
2022/04/30 00:52:33
2022/04/30 00:52:33
2022/04/3000:52:33
2022/04/30 00:52:33
2022/04/30 00:52:33
2022/04/3000:52:33
2022/04/30 00:52:33
2022/04/30 00:52:33
2022/04/3000:52:33
2022/04/30 00:52:33
2022/04/3000:52:33
2022/04/3000:52:33
2022/04/3000:52:33
2022/04/30 00:52:33
2022/04/3000:52:33
2022/04/3000:52:33
2022/04/30 00:52:33
2022/04/30 00:52:1%
2022/04/3000:52:19
2022/04/30 00:52:19
2022/04/30 00:52:1%
2022/04/3000:52:19

Processed

Detected
© Q Search
MD5 5

BESEC6@5F7D218F46ADDBB4768C0B1FE
61D98B3423A16FF7A2381CB3869CD881
6993F1CFA28A788229C37D87600859C6
CC4551CFDA35E14DB36ABFF37738B96D
ETE777A3579087F35B43866TAGEFB5AT3
E1E777A357987F35B438661A6EFB5AT3
2E915432AD8142D70ADCI362808B718D
C3FA3BDD42B7C276ADDED1CCD50BBS6E
373C65D985C174D736BABD496AT77818
B141EA5788C154D62CC54A14E5FBB387
E08367D9D5B38B34DB3C52BO576BAFAT
1D21C3EADEGEF970665602E6973E6F1C
51927D8C4151DDE90BDBE6S2B1BE57FS
36533114DFE6F69BDBE1FCAGER7CT0BC
36533114DFE6F69BDB61FCAGBB7C168C
EB8367D9D5B38B34DB3C52BA5768AFAT
94D7F65B37588BD109F5B33946E86D46
2598DFB1E1C67B5B467259879B18A71F
8857821F44FAD32631847B9D6C2488A5
1D21C3EADE6EF970665602E0973E6F1C
7DD7D15D6BEAD443EAEDFSD1E9BDBEES

File Type =
HTML
HTML
HTML
HTML
HTML
PDF
PDF
EXE
EXE
MSOFFICE
PDF
PDF
HTML
PDF
PDF
PDF
PDF
HTML
HTML
HTML
HTML
HTML

Detection Name %
® HTML/Refresh.250C!tr
A MOATAttrTag
[=hJ5/Redirector.QA!tr
A+ MOATAttrTag
2 JS/ExploitKit.29C6!tr
A+ MOATAttrTag
A+ MOATA(ttrTag
W W32/GraftorFLitr

® W32/Al.Suspicious.2

1, VBA/Emotet 2826!trdldr

1PDF/Phish.6CAB!tr
11PDF/Phishing.0931!tr
[ J5/Redirector.QAtr
4 MOATAttrTag
11PDF/Phish.6CAB!tr
1PDF/Phish.6CAB!tr
[IPDF/Phishing.0931!tr
A+ MOATAttrTag

4 MOATA(ttrTag

4 MOATAttrTag

@ J5/Redirector.QAtr
® 15/Scrinject Bltr

c. Click View Detail Report. The sample information is displayed.
d. Click Generate Report and select PDF, JSON, or STIX2 format.

Formatting the database

To format the database with the CLI:

execute db restore

Details

Q View Detail Report

General

FileID
Time
File Size
File Type
MD5

Detection

Virus Name
Confidence Level
Threat Risk Level
Detection Type

Network

129962814
2022/04/30 00:52:33
1.9KB

HTML

A3F3EB5639E56868303C4716560AE5A7

HTML/Refresh.250C!tr
100.00%

Medium Risk

Dropper

Aftacker IP 172.19.236.100: 64164

Victim IP
URL

Device

172.19.236.171: 443
http:/172.19.236.171/upload

Device Sniffer

Cancel

(LIS

Using execute db restore will format and delete the entire database.

Use caution when executing this command and backup detection beforehand if required.

Export malware

In v1.3 and higher, you can export detected malware and history logs.
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To export the FortiNDR detection history as a .csv file:

execute export {disk|scpl|ftpltftp} <filenmame-to-be-saved> <server>[:ftp port] <user-name>
<password>

To export the detected files by FortiNDR as a zip file with password:

execute export detected-files {disk|scpl|ftpltftp} <filenmame-to-be-saved> <server>[:ftp
port] <user-name> <password>

The zip file default password is infected.

Working with false positives and false negatives

Every technology encounters false positives and false negatives, and expectations need to be realistic.

For example, when there is a lot of HTTP traffic from sniffer, you might have some false positive files among thousands
of files. If there are five false positive samples out of 2000 files, the false positive rate is: 0.25%.

False negative is when FortiNDR does not detect a malware.

Ensure you are using the latest ANN. Check the latest version of FortiNDR ANN at
https://www.fortiguard.com/services/fortindr.

Troubleshoot ICAP and OFTP connection issues

To check ICAP traffic in port1:

Use the CLI command:

diagnose sniffer packet portl 'port 1344 or port 11344' 6 O

To check OFTP traffic in port1:

Use the CLI command:

diagnose sniffer packet portl 'port 514' 6 O

To verify a device is authorized:

Go to Security Fabric > Device Input and check the Authorized column.

@6 FortiNDR-3500F = >~ ©admin -

@ Dashboard > | FortiGate  Other Device

B Network Insights >

@ Security Fabric v

B Device Name & 1P Address & Connection Type % Authorized # Status *
Network Share FGT.VM_G3.235 78 global 172.19.235.78 © Disabled © Disconnected
Network Share Quarantine FGTS0E4Q17001555 global 172.19.122.201 ® Enzbled ® Connected
Fabric Connectors FGT90E4Q17001555:r00t root 172.19.122.201 @ Enabled @ Connected
Enforcement Settings

Automation Framework
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To verify All Supported Files are enabled in FortiGate:

Go to Security Profiles > AntiVirus and verify Send files to FortiSandbox for inspection is set to All Supported Files.

secure | heps//192.168.1.99/ng.

irus/profile /edit/fai antivirus

Edit AntiVirus Profile

Name fai_antivirus
Comments Scan files and block viruses.
AntiVirusscan @D m Monitor

Feature set Flow-based (=L

Inspected Protocols

@ Security Profiles #29/255
AntiVirus

ilter

HTTP  ©
SMTP @
POP3 @
IMAP ©
FTP ©
CFs ©
MAPI @ ©
SSH@

APT Protection Options
Content Disarm and Reconstruction @ (o)

Allow transmission when an error occurs [ o]

Original File Destination File Quarantine Discard
Treat Windows executables in email attachments as viruses [ o}

Send files to FartiSandbox for inspection None  Suspicious Files Only
Do not submit files matching types +
Do not submit files matching file name patterns [+]

Use FortiSandbox database @

Include mobile malware protection

"N o)

Quarantine

% Security Fabric

(i} St
P Virus Outbreak Prevention @

Use FortiGuard outbreak prevention database (I
Use external malware block list [® ]

Use EMS threat feed e ]

To verify the firewall policy is not blocking the connection:

Check if firewall policy is blocking ICAP port 1344, 11344 and OF TP port 514.

Troubleshoot Log Settings

To troubleshoot the Client:

» Enable Send logs to your syslog server
« Verify you are using a valid remote server address
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o Check if the GUI settings match CMDB settings:
» Send logs to FortiAnalyzer/FortiSIEM

Remote Log Server

Send logs to Fortifnalyzer/FortiSIEM  JRAASEIEE @ Disable

Type Syslog Protocol
Log Server Address 172.19.235.98
Port 514 (Default UDP: 514)

» Send logs to Syslog Server 1

Remote Log Server

Send logs to Syslog Server 1 [RAAZENY © Disable

Type Syslog Protocol
Log Server Address 172.19.122.232
Port 514 (Default UDP: 514)
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» An extra remote server setting which only set via CLI command

To view the traffic with the CLI:

diag sniffer packet any "udp and port 514" 3 0 a

To troubleshoot the server:

« Verify the sever has rsyslog installed.
* Make sure udp port 514 is open

sudo ss -tulnp | grep "rsyslog"

Troubleshoot Network Share

Test the Network Share Connection

To test the Network Share Connection:

« Verify the Remote Sever is connectable

« Verify the folder to mount is shareable

» Verify the current user has read and write permissions to the shared folder.

« Verify you have chose the correct mount type, e.g. Windows 10 will not support SMB1.0 if SMB 1.0/CIFS File
Sharing Support isn't turned on

« Verify the Share Path is using a backslash (\) for Windows Folders while forward (/) slash for Linux Folders

The following images shows the Network Share configuration for Windows.
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@ FortiNDR-3500F Q

Dashboard >
B Network Insights >
| ¥ Security Fabric v

Device Input

Network Share Quarantine
Fabric Connectors
Enforcement Settings
Automation Framework

Automation Log

€} Attack Scenario >
3 Host Story >
& Virtual Security Analyst H
 Network »
& System H
2 User & Authentication >
M Log &Report »

Edit Network Share

Status [ RLENEN € Disable

Mount Type SMBv2.0 -
Network Share Name 17 (]

Server IP 172.1%.235.244 (2]

Share Path \c [~}

Username administrator

Password LXTTETTYY

Confirm Password LTI TS

Quarantine Confidence level equal and above = 80 % High

Enable Quarantine Password Protected Files

Enable Quarantine of Critical Risk files

Enable Quarantine of Suspicious - High Risk files

Enable Quarantine of Suspicious - Medium Risk files

Enable Quarantine of Suspicious - Low Risk files

Enable Quarantine of Others

Enable copying or moving clean files to a sanitized location
B Enable Force Rescan

@ Enable Scheduled Scan
Schedule Type = Daily -
At hour 04:00 AM @

Description £

The following images shows the Network Share configuration for Linux.
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@ FortiNDR VM = Q
@ Dashboard > Edit Network Share
B Network Insights »
@ Security Fabric ~ Status © Disable
Device Input Mount Type SMBv3.0 v

Network Share Network Share Name  shared? [~}

Network Share Quarantine

Server IP 172.19.235.204 (]
Fabric Connectors
Share Path /fshared3 (2]
Enforcement Settings
Username neo
Automation Framework
. Password sssssses Change
Automation Log
. Confirm Password sssssses Change
€ Attack Scenario >
>
£ Host story Quarantine Confidence level equal and above | 80 % High
€ Virtual Security Analyst >
& Network > Enable Quarantine Password Protected Files
& System » Enable Quarantine of Critical Risk files
8 User & Authentication 3y Enable Quarantine of Suspicious - High Risk files
@ Loz&Report N Enable Quarantine of Suspicious - Medium Risk files
og & Repol

Enable Quarantine of Suspicious - Low Risk files

Enable Quarantine of Others

Enable copying or moving clean files to a sanitized location
D Enable Force Rescan

@ Enable Scheduled Scan

Description &

Diagnosing Network Share Errors

To diagnose Network Share scanning errors:

Run the following CLI commands:

diagnose debug application sdigestd DEBUG LEVEL <1,2,4,7>
diagnose debug enable

A DEBUG_LEVEL is a bit mask consisting of four bits.

DEBUG_LEVEL Will show:

1 Only the error. For example, memory allocation error.

2 The warning messages. For example, connection warning, job

scheduling warningetc. ADEBUG LEVEL of 2 is a good start to find an issue.

4 The information. For example, job creation, file scanned etc.

7 All events and errors.
To troubleshoot mounting problems:

If you still have mounting problems which are not indicated by the CLI above, try running the following CLI command:
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diagnose debug kernel display

Keep an eye for any message about CIFS. For example:

[280041.880696] CIFS VFS: Free previous auth key.response = f£f£f£f881c78591200

You will see the error code if the mounting failed.

To troubleshoot a Network Share scan that it is stuck:

A scanning job may get stuck for the following issues:

Issue Recommendation

Mounting issue See To troubleshoot mounting problems above.
Daemon crashed Run the following CLI command to see if there are any sdigestd related
crashes:

diagnose debug crashlog XXXX-XX-XX

Data disk usage over 90% Clean up the data disk. See, Managing FortiNDR disk usage on page 137.

Debug version image

If you are using debug version image, check the /tmp/NETWORK SHARE NAME for mounting message

« Ifthe message is empty, there is no mounting issue detected

« Otherwise, refer to mount.cifs, mount.nfs documents

man mount.cifs)

« Double-check, the direct mounting path /tmp/mnt/SHAREID and see if the files exist.

Check Crash Log

Goto'/var/spool/crashlog/DATE and check for any crash logs about sdigest.
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Troubleshooting the VM License

To view the status of the VM license:

diagnose system vm

L When using a VM with a new UUID with an existing license (for example, if you have to
q respawn a new VM due to disk failure and reuse the existing VM license), it will take 90 mins
- before the FDS server will accept/validate the new license.

Troubleshooting Updater

FDS Authorization Failed

Go to the System > FortiGuard.

If the following databases show FDS Authorization Failed, that means the FortiNDR unit is using a Fortiguard License
that does not include FortiNDR entitlements (for example, a machine that was upgraded from FortiAl v1.5.3 GA to

FortiNDR v7.0 GA).

Although some functions will still work, important new features in v7.0 such as web filtering cannot be used and any
NDR-related databases cannot be downloaded. Please contact sales for information about updating the existing

FortiGuard support license.

Application Control DB © Version 18.00072
Industrial Security DB © Version 18.00187
MNetwork Intrusion Protection DB © Version 18.00072
Traffic Analysis DB © Version 20.00001
Botnet IP DB © Version 4.728
GeolP DB © Version 2.001
Botnet Domain DB © Version 2.007
JA3DB © Version 1.000
JA3SDB © Version 1.000

FDS Authorization Failed
FDS Authorization Failed
FDS Authorization Failed
Up to Date

FDS Authorization Failed
Update Available

Update Available

FDS Authorization Failed

FDS Authorization Failed

For other FDS Authorization Failed errors, this is most likely due to an expired FortiGuard support license or a network
configuration problem such as a DNS setting that is directing the updater to the wrong FDS servers.

Clearing updater cache files

Normally, after triggering an update through the CLI with exec update now or through the GUI with the Update

FortiGuard Neural Network Engine button, the status will change to Downloading or Installing:
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<" Downloading..
Text Al Feature DB ©Q Version 1.087 Up to Date

Text Al Group DB © Version 1.087 Up to Date

Sometimes an update will not go through due to failed FDS connection during a download and the cache will need to be
cleared.

Running the command and then try updating again:

exec update clean-up

Thius should solve that problem. Rebooting the machine will also trigger a FDS download cache-cleanup operation upon
startup.

Diagnosing Other FDS Errors

To further diagnose updating errors, please run the CLI commands:

diagnose debug application updated DEBUG LEVEL
diagnose debug enable

A DEBUG_LEVEL is a bit mask consisting of 3 bits.

« ADEBUG_LEVEL of 1 will show only the error. Usually a DEBUG_LEVEL of 1 is enough to pinpoint the problem.
« ADEBUG_LEVEL of 3 will show all major events and errors.
« ADEBUG_LEVEL of 7 will show all events and errors.
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This section shows how to use the FortiNDR API.

Get an administrator APl key

You can submit files for analysis using API with an API key. You can generate an API key using the GUI or CLI. The API

key has all access privileges of the admin user.

The token is only displayed once. If you lose the token, you must generate a new one.

Upload files using API

You can use API to upload files for Express Malware Analysis. The maximum upload file size is 200MB.

To use API to upload files, generate a token. The token is only displayed once. If you lose the token, generate a new one.

To generate a token using CLI:
execute api-key <user-name>
To generate a token using GUI:

1. Goto System > Administrator and edit an administrator.
2. Inthe API Key section, click Generate.

@ Dashboard »  Edit Administrator
NX Secu rity Fabric >
Username: admin i
€ Attack Scenario > it Change Password
Admin profile: + New
2 Host Story >
Authentication:
&} Virtual Security Analyst > Local v
« Network >
Preference
£ System -
Theme: | Green -

Administrator

Admin Profiles (O Restrict login to trusted hosts

Firmware

Settings APl Key

FortiGuard APTkey  u4VvEDPUATPIbFUfpbCzISduTddCOIs (2]
Certificates

Use an API key

When making API calls, the API key is required in the request. You can include the API key in the APl request header or

URL parameter.
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To pass the API token by request header, explicitly add the following field to the request header.

Authorization: Bearer <YOUR-API-TOKEN>

To pass the API token by URL parameter, explicitly include the following field in the request URL parameter.

access_ token=<YOUR-API-TOKEN>

Submit files

lapilv1/files

You can submit files for analysis through the /api/v1/files endpoint with an administrator API key.
For a list of supported file types and formats, see Operating mode, protocols, and file type support on page 15.

Submit a file using one of the following methods.

Method Description

JSON data The JSON data must be encoded in base64 format.
Encode the file directly into the HTTP body as JSON data using the file content field.

Multi-part file The multi-part file does not need to be encoded in base64 format.
Include the file in the HTTP body as a multi-part file.

In both methods, you can use the API key as a URI parameter or the Authorization field in the header. Passwords for zip
files are optional. You can view the verdict of submitted files in Virtual Security Analyst > Express Malware Analysis.

Example 1 of submitting a file or zip file via JSON data using the Python Requests module:

self.session.post (url="'/api/vl/files?access_token=***API-KEY HERE***',

data={" file name": " b6dencode (FILENAME)",
"file content": b64encode (open (PATH TO FILE, "rb").read())},
"password":" ***ZIP FILE PASSWORD HERE (OPTIONAL) ***'")

Example 2 of submitting a file or zip file via JSON data using the Python Requests module:

self.session.post (url="'/api/vl/files"',
headers={'Authorization': 'Bearer ***API-KEY HERE***'}
data={" file name": " b6dencode (FILENAME)",
"file content": b64encode (open (PATH TO FILE, "rb").read())},
"password":" ***ZIP FILE PASSWORD HERE (OPTIONAL) ***'™)

Example 1 of submitting a file or zip file as a multi-part file using the Python Requests module:
self.session.post (url="'/api/vl/files? access_ token=***API-KEY HERE***'',

data={"password":”***7ZIP FILE PASSWORD HERE (OPTIONAL)***"},
files={"file": ( os.path.basename (PATH TO FILE),open(PATH TO FILE,"rb"))})

Example 2 of submitting a file or zip file as a multi-part file using the Python Requests module:

self.session.post (url="'/api/vl/files',
headers={'Authorization': 'Bearer ***API-KEY HERE***'},
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data={"password":”***ZIP FILE PASSWORD HERE (OPTIONAL) ***”},
files={"file": ( os.path.basename (PATH TO FILE),open (PATH TO FILE,"rb"))})

Upload file by JSON data

Encode the file name into the HTTP body as JSON data using the file name field.

Encode the file contents into the HTTP body as JSON data using the file content field. The maximum file size is
200MB.

You have the option to include the password in the HTTP body as JSON data using the password field where a
password is needed to extract an archived file.

The following is an example of Python request module by JSON data.

requests.post (url='/api/vl/files',

params={'access token': 'ud4VvEDpUATpJbFUfpbCzlSduTddCOIs"'},
data={ 'file name': Db64encode ('samples.zip'),

' file content': b64encode (open('samples.zip', 'rb').read()),
' password': '"xxxxxxxx'})

Upload file by multi-part file
The following is an example of Python request module by multi-part file.
requests.post (url="'/api/vl/files"',

params={'access token': 'u4VvEDpUATpJbFUfpbCzlSduTddCOIs'},
files={'samples.zip':open('samples.zip', 'rb')})

Retrieve file verdict results
lapilv1lverdict

Supported search  Description
query parameters

sid Get file IDs from a submission ID we got after uploading a file.
fileid Get verdict result from file ID.
md5 Get the latest verdict result from MD5 checksum of the file.

The query string can only have one search query parameter.

Examples

GET /api/vl/verdict?sid= ***submission id***

{
"results": {
"fileids": [
8068321

1y
"total fileids": 1
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}

Field Description

fileids File IDs in one file submission. If the file is an archived or compressed file, only files supported
by FortiNDR after extraction are accepted and only file IDs of supported files appear.

total fileids Total number of file IDs.

GET /api/vl/verdict?fileid= ***file id***

{
"results": {

"file id": 5742600,

"virus_name": "W32/Miner.vVI!tr",

"md5": "bbd72472£8d729f4c262d6fe2d9f2c8c", "shabl2":
"cce8eb67772f19%cfe5861edclbB8eec87016bb7¢cf298735db633490243bc0391a017¢c7d6b805£225775405598614
bed8c5479¢cb7£1c54d957e6129%9effbf9ccal7",

"file size": 1141544,

"source": "http://172.16.77.46/api/sample download/1106042791/",

"severity": "High",

"category": "Trojan",
"feature composition": [

{

"feature type":"Trojan",
"appearance in sample":986

"feature type":"Application",
"appearance in sample":95

"create date": "2020-07-31",
"confidence": "High",

"file type": "PE",

"victim ip": "172.19.235.225",
"attacker ip": "172.16.77.46",

"victim port": 35400,
"attacker port": 80,

"engine version": 1.013,
"kdb version": 1.037,
"tmfc": 0O,
"pbit": 3
}
}
Field Description
file id ID of the file.
virus name FortiNDR virus name.
source For file uploaded by API or GUI, source is manual upload, otherwise it is an URL.
severity No Risk, Low, Medium, High, or Critical.
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Field Description

category For clean file: Clean.
For malicious file, one of the following: Generic Attack, Downloader, Redirector, Dropper,
Ransomware, Worm, PWS, Rootkit, Banking Trojan, Infostealer, Exploit, Virus, Application,
Multi, CoinMiner, DoS, BackDoor, WebShell, SEP, Proxy, Trojan, Phishing, Fileless, Wiper,

or Industroyer.
Feature JSON objects containing feature composition data for malicious file.
composition feature type is the category which the detected feature belongs to. appearance in

sample is the number of appearances that the feature FortiNDR has detected.

confidence For clean file: N/A
For other file: Low, Medium, or High.

file type PE, PDF, MSOFFICE, HTML, ELF, VBS, VBA, JS.
tmfc Reserved.
pbit Debug only.

Example of problems retrieving results

{
"http code": 400,

"message": "INVALID PARAM"
}
Field Description
http code See HTTP status table on page 156.
message Messages include:

DATA NOT EXIST when result data cannot be found given the search query parameter.

DATA IN PROCESS when result data is still under process, such as after one submission, the
accepted files have not been assigned file IDs. This might happen when uploading a big
archive or compressed file.

INVALID_PARAM_NUMBER when zero or more than one search query parameters exist.
INVALID PARAM when search query value is not valid.

Submitted file errors explanation:

When using /apl/v1/verdict?sid=xxx to retrieve the file verdict in the following two cases:

¢ Oversized file
« Oversized archive contents

You will getreply: {"http code™: 400, "message":"OVERSIZED FILE"}
In the other following cases:

o Unsupported file type
« Unextractable archive
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o Fileis stillin queue
» Fileis still scanned

You will get successful reply with only supported file ids in the fileids list:
{
"results": {
"fileids": [xx],
"total fileids": x
}

}
Once you getthe £ileid from submitid, using /apl/vl/verdict?fileid=xxx
In the following two cases:

o Fileis stillin queue
o Fileis still scanned

You will getreply: {"http code": 200, "message":"DATA IN PROCESS"}

Get file stix2 report
lapilv1/report
Supported search  Description
query parameters

fileid Get report from file ID.

md5 Get report of the latest file with the MD5 checksum of the file.

The query string can only have one search query parameter.

Examples

GET /api/vl/report?fileid= ***file id***

{
"results": {
*** STIX2 report content ***

}

Example of problems retrieving report

{

"http code": 400,

"message": "INVALID PARAM NUMBER"
}
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Field Description

http code See HTTP status table on page 156.

message Messages include:
DATA NOT EXIST when result data cannot be found given the search query parameter.
INVALID_PARAM_NUMBER when zero or more than one search query parameters exist.
INVALID PARAM when search query value is not valid.

HTTP status table

200 OK: API request successful.
400 Bad Request.
403 Forbidden: Request is missing authentication token, invalid authentication token, or

administrator is missing access profile permissions.

404 Resource Not Found: Unable to find the specified resource.
405 Method Not Allowed: Specified HTTP method is not allowed for this resource.
413 Request Entity Too Large.
424 Failed Dependency.
500 Internal Server Error.
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This is a sample script in python to submit files and retrieve results from FortiNDR.

#!/usr/bin/python3

# Version 1.0
# par Fortinet
# Jan 2021

import os

import requests

import getopt

import argparse

import simplejson as json

from base64 import bé64encode, bb64decode
import urllib3

import sys

import gzip

import subprocess

import urllib.request

import validators

from fake useragent import UserAgent
import locale

from bs4 import BeautifulSoup

import requests

host = "IP"

AI api_key = "API KEY"

# Please be careful when regenerate api token.
invalid.

class FAIApiClient file():

def init (self, url):

self.url = 'https://' + url + '/api/vl/files?access token=' + AI api key

self.body = {"file name": "",

"file content": "",

"password": ""}

def handle post(self, data):

POST JSON request..

@type data: dict

@param data: JSON request data.
@rtype: HttpResponse

@return: JSON response data.

Once new token has been generated, old one will be

response = requests.post(self.url, data=json.dumps(data), verify=False)

return response
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def 1load file for upload(self, path to file, test input, filename='"):

Load file contents into input mapping.

@type path to file: basestring
@param path to file: files absolute path.
@type test input: dict
@param test input: JSON request data.
@type filename: basestring
@param filename: filename override optional param.
@rtype: dict
@return: updated JSON request dict.
with open(path to file, 'rb') as f:
data = f.read()
filename = os.path.basename (path to file) if not filename else filename

test input['file name'] = b6dencode (filename.encode ('utf-8"))
test_input['file content'] = b64encode (data)
test input['password'] = "1"

return test input

def send file(self, OVERRIDE FILE = '../Resources/samples.zip'):
# NOTE: 'OVERRIDE FILE' should be the absolute path to the file.
# When submitting a file via API the noted file ('OVERRIDE FILE')
# will be used as an OVERRIDE.

test _input = self.body

test input = self. load file for upload(OVERRIDE FILE, test input)
response = self. handle post(test input)

return response

def load memory for upload(self, text data, test input, filename='"):

Load file contents into input mapping.

@type path to file: basestring

@param path to file: files absolute path.

@type test input: dict

@param test input: JSON request data.

@type filename: basestring

@param filename: filename override optional param.
@rtype: dict

@return: updated JSON request dict.

tmp_str = ""

data = b64encode (text data)

test input['file name'] = b6dencode (filename.encode ('utf-8"))
test _input['file content'] = data
test input['password'] = "1"

return test input

def send url(self, url page,filename) :
# NOTE: 'OVERRIDE FILE' should be the absolute path to the file.

# When submitting a file via API the noted file ('OVERRIDE FILE')
# will be used as an OVERRIDE.

test _input = self.body

test input = self. load memory for upload(url page, test input, filename)

response = self. handle post(test input)
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return response
def crawl (url,depth):

count = 3 # amount of urls in each level
url list depth = [[] for i in range(0, depth + 1)]
url list depth[0].append(url)
for depth i in range (0, depth):
for links in url list depth[depth i]:
valid = True
try:
response = requests.get (links,verify=False)

except
(requests.exceptions.InvalidSchema, requests.exceptions.MissingSchema, requests.exceptions.SSLError) as
e:
valid = False

if (valid):

soup = BeautifulSoup (response.text, 'html.parser')
tags = soup.find all('a"')
for link in tags:

url new = link.get ('href')

flag = False

for item in url list depth:

for 1 in item:
if url new ==
flag = True

if url new is not None and "http" in url new and flag is False:
url list depth[depth i + 1].append(url new)
#print (links, "->", url new)
else:
parse _url (links)
return (url list depth)

def load file for upload(path to file):

with open(path to file, 'rb') as f:
data = f.read()

return gzip.compress (data)
def check file id(host, file id):

data = ""
results_output = ""

tmp url = "https://" + str(host) + "/api/vl/verdict?access token=" + str(AI api key) + "&fileid=" +
str(file id)

command= "curl -k -X GET \""+ tmp url + "\" -H \"Content-Type: application/json\" "

try:

results output = subprocess.check output (command, shell=True)
data = Json.loads(results_output)

except subprocess.CalledProcessError as e:
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print (e)
sys.exit (0)
return (data)
def check submission results (submit id, filename) :

data = ""

results output = ""

tmp url = "https://" + str(host) + "/api/vl/verdict?access_token=" + str(AI api key) + "&sid=" + str
(submit id)
command= "curl -k -X GET \""+ tmp url + "\" -H \"Content-Type: application/json\" "
try:
results output = subprocess.check output (command, shell=True)
data = Json.loads(results_ output)

if (len(data) > 0):
for key in data:

if (key == "results"):
tmp data = datalkey]
for key, value in tmp data.items():

if (key == "fileids"):
if (len(value) > 0):
for i in range (0, len(value)):
file id = value[i]

new data = "DATA IN PROCESS"
stop = True
i=1

while stop:
new data = check file id(host, file id)
tmp check = str(new_data)
i=1i+1

if (not ("DATA IN PROCESS" in tmp check)):
stop = False

elif (i == 50 ):
stop = False
break
results metadata = "filename:" + str(filename)

if (len(new data) > 0):
for key in data:
if (key == "results"):

try:
tmp data = new datalkey]
for key, value in tmp data.items():

results metadata = results metadata + ","
+ str(key) + ":" + str(value)

except KeyError as e:

next

print (results metadata)

else:
print ("filename:" + str(filename) + ",NO RESULTS")
except subprocess.CalledProcessError as e:
sys.exit (0)
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def parse url (tmp url):
client = FAIApiClient file (host)
if (validators.url(tmp url)):
ua = UserAgent ()

the page = ""

try:

request = urllib.request.Request (tmp url, data=None, headers={'User-Agent':

response = urllib.request.urlopen (request)

with urllib.request.urlopen (request) as response:
try:
the page = response.read()

except Exception as e:
pass

str(ua) })

except (urllib.error.URLError,urllib.error.ContentTooShortError,urllib.error.HTTPError) as e:

print ("CANNOT GET URL:" + str(tmp_url))
sys.exit (0)

if (len(the page) > 1):
filename = tmp url.replace(","," ")
tmp data = json.loads(client.send url (the page,"url").text)
if ("submit id" in tmp data):
submit id = tmp_datal['submit id']
if (submit_id > 0)
filename = tmp url.replace(","," ")
check submission results (submit id, filename)

else:
print ("url:" + str(tmp url) , "NO RESULTS")
else:
print ("url:" + str(tmp url) , "NO RESULTS")
else:
the page = str.encode (tmp url)
if (len(the page) > 1):
filename = tmp url.replace(","," ")
tmp_data = json.loads(client.send url (the page,"url").text)
if ("submit id" in tmp data):
submit id = tmp datal'submit id']
if (submit_id > 0)
filename = tmp url.replace(","," ")
check submission results (submit id,"url")
else:
print ("url:" + str(tmp url) , "NO RESULTS")
else:
print ("url:" + str(tmp url) , "NO RESULTS")
def getpreferredencoding(do_setlocale = True):

return "utf-8"

def main(argv) :
locale.getpreferredencoding = getpreferredencoding

urllib3.disable warnings ()
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parser =
parser.add argument ("-f","--file", type=str,
parser.add_argument ("-u","--url", type=str,

parser.add_argument ("-d","--depth",
if depth not defined, maxdepth 3")

type=int,
page),

args = parser.parse_args ()

+ str(args.file) ,

help="Filename to submit")
help="Filename to submit")
help="Depth for url analysis,

(args.file) .text)

(submit id,args.file)

"NO RESULTS")

if ( not (args.file or args.url)):
parser.print help()
sys.exit (0)
if (args.depth):
depth = args.depth
else:
depth = 0
if (depth > 3):
depth = 3
if (args.file):
client = FAIApiClient file (host)
tmp data = json.loads(client.send file
if ("submit id" in tmp data):
submit id = tmp datal'submit id']
if (submit id > 0)
check submission results
else:
print ("filename:"
if (args.url):
if (depth == 0):
parse _url (args.url)
else:

list of url to parse = ""
list url = crawl
for i in list url:
tmp list = i
for j in tmp_ list:
parse_url (3)

# Example command: python FAI Client.py <fai ip> <api
if name '

' main
main (sys.argv)
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Appendix C - FortiNDR ports

FortiNDR requires the following ports.

API submission, such as

FortiSandbox TCP 443 Inbound

Checksum synchronization TCP 20004 Int?ou'nd and outbound between FortiNDR
units in an HA group.

CLI TCP 22 Inbound SSH

Data synchronization TCP 20003 Int.Jou'nd and outbound between FortiNDR
units in an HA group.

DB synchronization TCP 5432 Intfou.nd and outbound between FortiNDR
units in an HA group.

File synchronization TCP 20002 Int.Jou'nd and outbound between FortiNDR
units in an HA group.

FortiGate quarantine TCP 443 Outbound to FortiGate

FortiGuard update TCP 443 Outbound

I0C lookup TCP 443 Outbound to productapi.fortinet.com
10T lookup TCP 443 Outbound to globalguardservice.fortinet.net

GUI TCP 443 Inbound web browser

HA heartbeat signal UDP 20000 Int?ou.nd and outbound between FortiNDR
units in an HA group.

ICAP TCP 1344, 11344 Inbound

Network File Share TCP 139, 445, 2049 (NFS) Outbound to file server

OFTP server TCP 514 Inbound

Security Fabric with FortiGate Outbound to root FortiGate for Security

TCP 443 . -

Fabric communication

Security Fabric with FortiGate TCP 8013 Outbound to root FortiGate in Security Fabric

Synchronization control UDP 20001 Int?ou-nd and outbound between FortiNDR
units in an HA group.

Web Filter query UDP 53 Outbound to service.fortiguard.net
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Appendix D - FortiGuard Updates

Appendix D - FortiGuard Updates

For deployments that have Internet connections, FortiNDR by default relies on the Internet to get updates via the
FortiGuard Distribution Network. In the occasions where FortiNDR cannot reach the Internet, you have the following
options:

Malware artificial neural network (ANN) updates: You can update the ANN manually. These updates (in several GB)
can be obtained via support website (https://support.fortinet.com) with a registered support contract. The latest ANN
version can be viewed at: https://www.fortiguard.com/services/fortindr

Forv7.0.1 and later, the offline package files have more data compared to the v1.0 and v7.0

packages. The number of packages has increased as well.

The v7.0.1 packages have additional data and they will fail to load in previous firmware

N - /, versions. However, the v1.0/v7.0 ANN packages can be loaded in v7.0.1 and later firmware
q versions. Please download the corresponding packages according to the firmware version on
- the support website.

For more information about loading offline packages , see the exec restore kdb, exec
restore avdb,and exec restore ipsdbcommands inthe CLIReference Guide.
IPSDB offline packages includes 3 DB (network attacks, botnet and JA3 encrypted attacks).

Other detection techniques:
The following table summarises whether detection will work on/off line (no internet access). All of the detection
techniques below can be updated via FortiGuard Distribution Network (Internet).

Detection Techniques Supports offline Comments
manual update

Malware via ANN Yes Can be updated manually via GUI or with an offline
package via CLI.

AV engine Yes Shipped by default. Can be updated with internet via GUI
or with an offline package via CLI.

Botnet detection Yes Has DB by default. Can be updated with internet via GUI
or with an offline package via CLI.

Network Attacks / Application Yes Has DB by default. Can be updated with internet via GUI

control or with an offline package via CLI.

Encrypted attacks (via JA3) Yes Has DB by default. Can be updated with internet via GUI

or with an offline package via CLI.

Weak cipher/vulnerable NA Comes with firmware, no updates required.
protocol detection

Device inventory No Lookup IOT services to determine device role/type/OS
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Appendix D - FortiGuard Updates

Detection Techniques Supports offline Comments
manual update

FortiGuard I0C No Requires Internet to lookup URLs and IP for web
campaigns associated.

ML Discovery NA Local ML algorithm updates via firmware.

Geo DB No Comes with firmware, does not update often, supports

FortiGuard Update via internet.
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Appendix E - Event severity level by category

Appendix E - Event severity level by category

Botnet Detection Critical
Encryption Attack Detection Critical
Network Attack Detection Low|Medium|High|Critical
Indication of Compromise Detection Critical
Weak Cipher and Vulnerable Protocol Detection Low|Medium|High|Critical
Malware Detection Low
FortiNDR 7.0.2 Administration Guide 166

Fortinet Inc.



FE:EHT"‘IEE www.fortinet.com

Copyright© 2022 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein
may also be registered and/or common law trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were
attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other conditions may affect performance
results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract,
signed by Fortinet's General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only
the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal
conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change,
modify, transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.


https://www.fortinet.com/

	Change Log
	Introduction
	Getting started
	Demo mode
	Loading the ANN database to FortiNDR for malware detection
	Updating the ANN database from FDS for malware detection
	Operating mode, protocols, and file type support
	File scan flow
	Stage 1
	Stage 2

	Architecture considerations
	Planning deployment—estimating data storage for file analysis throughput
	Initial setup
	Internet Access
	Ports


	Dashboard
	NDR Overview
	Malware Overview
	System Status

	Security Fabric
	FortiGate inline blocking (FOS 7.0.1 and higher)
	Tips for using FortiNDR inline blocking
	FortiNDR inline inspection with other AV inspection methods
	Accepted file types

	FortiGate integration (integrated mode with FOS 5.6 and higher)
	Device input
	FortiGate tab
	Other Device tab

	Network Share
	Creating a Network Share
	Testing connectivity
	Scanning a network location
	Scheduling a scan
	Viewing scan results
	Scanning Zip files

	Network Share Quarantine
	Quarantined files
	Creating a quarantine profile
	Combining network share and quarantine profiles

	Fabric Connectors
	ICAP Connectors
	Security Fabric Connector

	Enforcement
	Enforcement Settings
	Creating an Enforcement Profile

	Automation Framework
	FortiGate quarantine webhook setup example

	FortiSwitch quarantine setup example
	FortiNAC quarantine setup example
	Generic Webhook setup example
	Automation log
	Automation Status and Post action

	FortiSandbox integration (FortiSandbox 4.0.1 and higher)

	Network Insights
	Device Inventory
	Botnet
	FortiGuard IOC
	Network Attacks
	Weak/Vulnerable Communication
	Weak/Vulnerable Communication types

	Encrypted Attack
	ML Discovery
	Add feedback a session
	View Session
	View Source Device and View Destination Device


	Attack Scenario
	Scenario types
	Attack scenario navigation and timeline
	Understanding kill chain and scenario engine

	Host Story
	Virtual Security Analyst
	Express Malware Analysis
	Configuring the table
	Upload files using API

	Outbreak Search
	Search lead type of hash or detection name
	Search lead type of outbreak name
	Recursive searches
	Reports

	Static Filter
	ML Configuration
	Malware Big Picture

	Network
	Interface
	DNS and Static Routes

	System
	Administrator and Admin Profiles
	Firmware
	Settings
	FortiGuard
	Certificates
	High Availability (HA)
	HA setup requirements
	Configuring an HA group
	Check HA status
	HA Failover
	HA configuration settings synchronization
	HA Logs
	Using Virtual IP


	User & Device
	Log & Report
	Malware Log
	Advanced search

	NDR Log
	Anomaly tab
	Session Tab
	Device Tab

	Events
	Daily Feature Learned
	Log Settings
	NDR logs samples

	Alert Email Setting
	Email Alert Recipients

	Troubleshooting
	FortiNDR health checks
	Sniffer diagnosis

	Rebuild RAID disk
	Managing FortiNDR disk usage
	Exporting detected malware files
	Formatting the database

	Export malware
	Working with false positives and false negatives
	Troubleshoot ICAP and OFTP connection issues
	Troubleshoot Log Settings
	Troubleshoot Network Share
	Test the Network Share Connection
	Diagnosing Network Share Errors
	Debug version image
	Check Crash Log

	Troubleshooting the VM License
	Troubleshooting Updater
	FDS Authorization Failed
	Clearing updater cache files
	Diagnosing Other FDS Errors


	Appendix A - API guide
	Appendix B - Sample script to submit files
	Appendix C - FortiNDR ports
	Appendix D - FortiGuard Updates
	Appendix E - Event severity level by category

