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Capturing packets from a sniffer VLAN in a FortiLink setup

Capturing packets from a sniffer VLAN in a FortiLink
setup

This cookbook article documents how to capture packets on a VLAN that is being used as the network sniffer
(also known as the packet analyzer) and then send the packets to a remote destination.

To capture packets (mirror traffic) on the FortiSwitch fabric, you need to decide what traffic you want to examine.
The traffic can be specific switch ports, MAC addresses , or IP addresses. Then you can decide where to send
the packet capture (mirrored traffic) to. The destination can be the FortiGate unit, where you can use the local
FortiGate packet capture facility, or the destination can be somewhere else in the network (such as across the
network through the FortiGate unit or a device directly connected to the FortiSwitch fabric).

Remote sampling of a MAC address
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The following is a basic FortiOS configuration for remote sampling:

config switch-controller traffic-sniffer

set erspan-ip 192.168.41.100 // the target IP address for the traffic, which is
routed through the FortiGate unit
config target-mac

edit 28:d2:44:ea:e7:8e // a specific MAC address you want to examine
next
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Capturing packets from a sniffer VLAN in a FortiLink setup

end
end

In this example, the IP address is a remote end station (such as a desktop PC connected to a network, which is
accessed through the FortiGate unit). The traffic is delivered to the FortiGate unit and then routed to the PC
where you can use a packet analyzer to examine it. Specific targeted MAC addresses or IP addresses are only
sampled when the traffic enters the FortiSwitch fabric (the network perimeter), so you only see one copy of the
frame in the sampling.

Remote sampling of a FortiSwitch port
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One common use case is to enable sniffing on a FortiSwitch port for quick debugging.

FortiGate-100E # config switch-controller traffic-sniffer
set erspan-ip 10.254.253.254 // the traffic is sent only to the FortiGate unit
config target-port
edit "S424DP3X17000354"
set in-ports "portl" // mirror all traffic to/from the switch port to
FortiGate
set out-ports "portl"
next
end
end
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Setting up port-based 802.1x authentication in a FortiLink setup

Setting up port-based 802.1x authentication in a
FortiLink setup

Forti Switch FortiGate
2 FortiLink
““\“‘:ﬁgf%nm Internal?
Port? Wan1: 172.17.17.96.6
H\\
Test PC :
RADIUS server
172.17.97.226

This cookbook article documents how to set up port-based 802.1x authentication. The following tasks are
covered:

» Configuring the FortiGate and FortiSwitch units on page 6
o Configuring the RADIUS server on page 13
» Configuring Windows 10 on page 25

802.1x is an |IEEE Standard for port-based Network Access Control (PNAC).
The following are the main parts of 802.1x authentication:

« A supplicant—the user or client that wants to be authenticated

« An authentication server—the actual server doing the authentication, typically a RADIUS server. It decides

whether to accept the end user’s request for full network access.

« An authenticator—a network device that provides a data link between the client and the network and can

allow or block network traffic between the two, such as an Ethernet switch or wireless access point

802.1x uses the Extensible Authentication Protocol (EAP) to facilitate communication from the supplicant to the

authenticator and from the authenticator to the authentication server.

Configuring the FortiGate and FortiSwitch units

This section shows how to configure port-based 802.1x authentication with managed FortiSwitch ports when

using FortiLink and how to troubleshoot the configuration.
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Setting up port-based 802.1x authentication in a FortiLink setup

1. Logon to your FortiGate unit.
2. Goto User & Device > RADIUS Servers and select Create New.
3. Make the following changes:

« Inthe Name field, enter a name for your RADIUS server. The name can match the Windows server

name to make it easier to identify.
« Select Specify for the authentication method and select MS-CHAP-v2.
« Inthe NAS IP field, enter the IP address of your RADIUS server.
« Inthe Primary Server area, enter the IP address of your RADIUS server again.

» Inthe Secret field, enter the secret password that you configured in the RADIUS client settings.

& root = | Edit RADIUS Server
&8 Dashboard
% s Eab Name Radius-Server
Nx Security Fabric
- i Authentication method Default
I8 FortiView
MS-CHAP-v2 -
b Network NAS 1P 172.17.57.226
£ System

Include in every user group (¢
B Policy & Objects

& Security Profiles Primary Server

VoV ov v v v v v

S VPN IP/Name 172.17.97.226
& User & Device v Secret ssssssss
User Definition Connection status @ Successful
User Groups Test Connectivity
Guest Management Test User Credentials
Device Inventory
Secondary Server
Custom Devices & Groups
IP/Name

LDAP Servers

Secret
RADIUS Servers b4

Authentication Settings

FortiTokens

= WIFi & Switch Controller >
Il Log & Report b
€& Monitor >

4. Select Test Connectivity.
You should get a green response saying that the connectivity is successful.

NOTE: The Test User Credentials button does not work with MS-CHAP-v2. The button is designed to
function only with the insecure Password Authentication Protocol (PAP). With MS-CHAP-v2 configured,

you will always receive a failure message if you select this button.
5. To complete a successful user test, run a command from the FortiOS command line:

FortiGate# diagnose test authserver radius RADIUSSERVERNAME mschap2 username

password

The following is the successful output of this command:

6. Create a user group:
a. Goto User & Device > User Groups and select Create New.
b. Inthe Group field, enter a name for the user group.
c. Select Firewall as the type.
d. Select OKto create the user group.
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Setting up port-based 802.1x authentication in a FortiLink setup

& oot ~ | EditUser Group
@ Dashboard >
Name Radius-Group
X Security Fabric >
Tyoe Firewall
I8« Fortivi >
oriiien Members -
b Network >
& System > RemoteGroups
& Policy & Objects > R
+ Add || & Edit || T Delete
& Security Profiles >
Remote Server
awveN >
B> Radius-Server Any
| & User &Device ~
User Definition
Guest Management

Device Inventory
Custom Devices & Groups
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens

= WIFi &Switch Controller >

1 Log & Report >

@ Monitor >

7. Create the FortiSwitch/FortiLink VLAN interface.

a. Goto WiFi & Switch Controller>FortiSwitch VLANs and select Create New.
The following figure shows the configured FortiSwitch/FortiLink VLAN interface.

& root
@ Dashboard

3 Security Fabric
& FortiView

b Network

£ System

B, Policy & Oblects

& Security Profiles

FortiAP Profiles
WIDS Profiles
Security Profile Groups
Managed FortiSwitch
FortiSwitch VLANs:
FortiSwitch Ports
FortiSwitch Security Policies

i Log & Report

€ Monitor

|4 crestenew| 2 € Search a

VLAND 1P/Netmaskc
a1 172.1631.254255.255.2550

a8 1721633254 255.255.2550

34 1721634254 2552552550

32 172.1632.254 2552552550

1 00000000

>

>

b. Check the configuration in the FortiOS CLI:

Ping
ping
ping

Ping HTTPS SSHPort HTTP Wireless Controller

FWF60D4615010908 # show system interface LAGuest
config system interface
edit "LAGuest"
set vdom "root"
set ip 172.16.34.254 255.255.255.0
set allowaccess ping
set device-identification enable
set device-identification-active-scan enable
set role lan
set snmp-index 12
set switch-controller-dhcp-snooping enable
set interface "internal7"
set vlanid 34
next
end

FWF60D4615010908 # show system interface LALanSecure
config system interface
edit "LALanSecure"
set vdom "root"
set ip 172.16.32.254 255.255.255.0
set allowaccess ping https ssh http capwap
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Setting up port-based 802.1x authentication in a FortiLink setup

set alias "--HQ Secure LAN"

set device-identification enable

set device-identification-active-scan enable
set fortiheartbeat enable

set role lan

set snmp-index 14

set switch-controller-dhcp-snooping enable
set interface "internal7"

set vlanid 32

next

end

8. Configure the 802.1x settings in the FortiOS CLI:

config switch-controller 802-1X-settings
set link-down-auth set-unauth
set reauth-period 60
set max-reauth-attempt 2

end

9. Configure the 802.1x security policy in the FortiOS CLI:

config switch-controller security-policy 802-1X
edit "LASecure 802-1X-policy"

set
set
set
set
set
set
set

set
set
set
next
end

user-group "Radius-Group"

mac-auth-bypass disable

open-auth disable

eap-passthru enable

guest-vlan enable

guest-vlan-id "LAGuest" // same as auth-fail-vlan

guest-auth-delay 60

auth-fail-vlan enable // use a specific VLAN upon authentication failure
auth-fail-vlan-id "LAGuest"

radius-timeout-overwrite enable

If you want to reduce the time delay in recovering from auth-fail-vlan whenan 802.1X failure
happens, reduce the max-reauth-attempt and guest-auth-delay settings.

10. Apply the port security policy to the FortiSwitch port in the FortiOS CLI:

config switch-controller managed-switch
edit "FS108D3W15000509"

set
set
set
set

fsw-wanl-peer "internal7"
fsw-wanl-admin enable
version 1
dynamic-capability 71836

config ports
edit "port2"

set poe-capable 1
set vlan "LALanSecure"
set allowed-vlans "LAGuest"

set port-security-policy "LASecure 802-1X-policy" // use “port-based”
authentication
set export-to "root"

next

FortiSwitch Cookbook
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Setting up port-based 802.1x authentication in a FortiLink setup

end
next
end

11. Configure the firewall policy for the FortiSwitch connection to the RADIUS server, as shown in the following

figure:
& root = | Edit Policy
@ Dashboard >
N& Security Fabric > Name @ 8021x
I FortiView > Incoming Interface | O any x
“ Network > *
Qutgoing Interface | ™ wanl x
£ System > &oing .
& Policy & Objects Y Source 3 169.254.1.0/24 x
IPv4 Policy *
Proxy Policy Destination Dal x
*
Authentication Rules
Schedule @ always -
Addresses
Service W ALL x
Wildcard FQDN Addresses +
Internet Service Database Action Cgleesyl @ DENY | = LEARN
Services
Schedules Firewall / Network Options
Virtual IPs NAT ©

IP Pools IP Pool Configuration Use Outgoing Interface Address [UI % ET i I3 3/et]

5 Preserve Source Port (B
Praoxy Options
Proxy Options default v &
Traffic Shapers oy

Traffic Shaping Policy Security Profiles

& Security Profiles > AntiVirus >
awven " WebFiter @
& User & Device > DNSFilter (e ]
= WiFi & Switch Controller > Application Control B
i Log & Report > Anti-Spam @
€& Monitor > S5L Inspection e J

Logging Options

Log Allowed Traffic @0 JEEaTgvgalel All Sessions

Comments | Write acomment...

Enable this policy @

a
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12. Configure the firewall policy for the VLAN interface to the Internet, as shown in the following figure:

& root ~ | Edit Policy
@ Dashboard >
%% Security Fabric > Name © Lansecure internet
I FortiView b3 Incoming Interface | @ —-HQ Secure LAN (LALanSecure) %
+
“ Network > —
Outgoing Interface ™ wani x
£ System » +
B Policy & Objects v Source = an x
1Pv4 Policy Y +
Praxy Policy Destination Dal x
+
Authentication Rules
Schedule o always -
Addresses
Service m ALl x
Wildcard FQDN Addresses *
Internet Service Database Action DgeeSN @ DENY | = LEARN
Services
Schedules Firewsall / Network Options
Virtual IPs NAT ©
IP Pools IP Pool Configuration Use Outgoing Interface Address QUGN T cyeletl]
Praxy Options Preserve Source Port (B
Proxy Options default v &
Traffic Shapers oy

Traffic Shaping Policy Security Profiles

& Security Profiles >
AntiVirus
i >
VPN Web Filter

DNS Filter

>
e ]
& User & Device > >
= WiFi & Switch Controller > Application Control (B
>
e ]

I Log &Report > Anti-Spam

€& Monitor > S5L Inspection

Logging Options
Log Allowed Traffic @ EERIGIVASENEN All Sessions

Comments | Write acomment... 4| oz

Enable this policy @

a Cencel

To troubleshoot your configuration:
1. Inthe FortiOS CLI, verify that the connection from the FortiGate unit to the FortiSwitch unit is up:

exec switch-controller get-conn-status

2. Inthe FortiSwitchOS CLI, you can check if the authentication. The following output shows a successful
authentication:

FS108D3W15000509 # diagnose switch 802-1x status port2
port2 : Mode: port-based (mac-by-pass disable)
Link: Link up
Port State: authorized ( )
Dynamic Authorized Vlan : O
EAP pass—-through mode : Enable
Native Vlan : 32
Allowed Vlan list: 32
Untagged Vlan list:
Guest Vlan : 34 Guest Auth Delay :120
Auth-Fail Vlan : 34
Sessions info:
54:el:ad:4a:2d:6b Type=802.1x, PEAP,state=AUTHENTICATED, etime=0,eap cnt=10
params:reAuth=600 B

FortiSwitch Cookbook 1
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The following output shows a failed authentication:

FS108D3W15000509 # diagnose switch 802-1x status port2
port2 : Mode: port-based (mac-by-pass disable)
Link: Link up
Port State: unauthorized ( )
Dynamic Authorized Vlan : 0
EAP pass—-through mode : Enable
Native Vlan : 32
Allowed Vlan list: 32
Untagged Vlan list:
Guest Vlan : 34 Guest Auth Delay :120
Auth-Fail Vlan : 34
Sessions info:
54:el:ad:4a:2d:6b Type=802.1x, IDENTITY,state=HELD,etime=0,eap cnt=5
params:reAuth=600 B

FS108D3W15000509 # diagnose switch vlan list 32

VlanId Ports

32 port2 portl0

After a wrong password being entered, port2 is removed from VLAN 32 (LALanSecure) and is replaced by
VLAN 34(LAGuest).

FS108D3W15000509 # diagnose switch vlan list 32
VlanId Ports

32 portl0

FS108D3W15000509 # diagnose switch vlan list 34
VlanId Ports

34 portl port2 portlO

After a successful authentication, port2 is moved to VLAN 32 (LALanSecure) and removed from VLAN 34
(LAGuest).

FS108D3W15000509 # diagnose switch vlan list 32
VlanId Ports

32 port2 portl0

FS108D3W15000509 # diagnose switch vlan list 34
VlanId Ports

34 portl portlO

NOTE: When you replace an existing RADIUS server with a new one, the configuration is not updated in the
FortiSwitch unit. Use the following procedure to update the RADIUS server configuration in the FortiSwitch unit:

1. Use the FortiGate unit to access the FortiSwitch using SSH.

2. Remove the configuration associated with the existing RADIUS server. Use the following commands to find
the existing RADIUS server configuration:

FortiSwitch Cookbook
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show user group
show user radius

3. To synchronize the configuration with the FortiSwitch unit:

exe switch-controller trigger-config-sync

4. Verify that the FortiGate unit and the FortiSwitch unit are synchronized:

exe switch-controller get-sync-status all

Configuring the RADIUS server

This section shows how to configure the RADIUS server to accept port-based 802.1x authentication. This

example shows how to install and configure RADIUS in Windows Server 2016.

Ao b=

Ingtallation Typ

FortiSwitch Cookbook
Fortinet, Inc.

[ Add Roles and Features Wizard

Select server roles

Before You Begin

Select one or more roles to install on the selected server,

Roles

a

| Active Directory Domain Services (Installed)
[C] Active Directory Federation Services

[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[] DHCP Server

| DNS Server (Installed)

[ ] Fax Server

W] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

1 Hyper-v

[] MultiPaint Services

| Network Policy and Access Services |

L Print and Document Services
[ ] Remote Access
] Remote Desktop Services
[] Violume Activation Services
¢ W] Web Server (II5) (8 of 43 installad)
[C] Windows Deployment Services

Log in to the Windows Server 2016 that you plan to use as your RADIUS server.
Launch the Server Manager and select Manage from the top right.
Select Add Roles and Features to launch the wizard.

From the wizard page, select Network Policy and Access Services, as shown in the following figure:

O X

DESTINATION SERVER
WINZD 16 weipind86.com

Description

Active Directory Certificate Services
{AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a

variety of applications.

[ < Previous | | Next » | Install

Cancel

13



Setting up port-based 802.1x authentication in a FortiLink setup
5. Select Next and then select Finish to start the installation. No reboot is required.

[ Add Roles and Features Wizarel - ] X

DESTINATIOM SERVER
WINZ01 fweipingB6.com

Installation progress

View installation progress

o Feature installation

Installation started on WIN2016.weipin886.com

Metwork Policy and Access Services
Remote Server Administration Tools
Role Administration Tools

Network Policy and Access Services Tools
Results

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Previous Mext > Close J Cance

6. After the installation is complete, select Tools from the Server Manager and then select Network Policy
Server.

7. Right-click on RADIUS Clients and select New to display the new RADIUS client dialog box. Use the
following procedure to configure the RADIUS clients:

a. Selectthe Enable the RADIUS client checkbox.
b. Enter a name for your RADIUS server, such as FGTAuth.

c. Enterthe IP address of the FortiGate unit that is used to access the RADIUS server. Typically, this is
the interface in the FortiGate unit with the same network as the RADIUS server. Otherwise, this will be
the IP address you have configured as the source-ip in the user RADIUS settings in FortiOS.

d. Inthe Shared Secret area, keep Manual selected and enter a password in the Shared secret field.
NOTE: This password must match the FortiGate RADIUS server settings.

e. Select OK.

FortiSwitch Cookbook 14
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i @ Network Policy Server
| File Action View Help
lew 2@ B
€@ NPS (Lacal)

3 RADIUS Clients

FGTauth Properties

Seftings  Advanced

IEEnaHelmRADIUScﬁeﬂI

Select an exdsting template:

RADIUS Clients

? RADIUS clierts allow you to spaciy the
e

Name and Address

w L’ Paolicies o
] Connection Request Po|| Friendly Name IP Addresz ~ Dewice Many FGTauth I
] Metwork Policies H FGTauh 17217.966 RADIUS Star

B, Accounting

I 172.17.96.6 |

» My Templates Management Vertfy....
Shared Secret
Select an exdsting Shared Secrets template:
MNone b
To manually type a shared secret, chek Manual. To generate a shared

secret, chick Generate. You must corfigure the RADIUS chent with the same shared
sacret entered here, Shared secrets are case-gensitive

O et
[roveeerees [

T I 0K I

Cancel

Foply

CuhiartNamainham

8. Under the Policies section of the NPS Snap-in, right-click Connection Request Policies and select New.
« Inthe Overview tab, enter a name for the policy, such as FGTAUth.
« Select the Policy enabled check box.
« Leave the type of network access server as Unspecified.

| @
File Action View Help FGTAuth Propesties
|
“alll il 3
; | 2w © o
S
w 5] RADIUS Clients snd Servers PR I@
= { Connection reguest policies allow you
_HE :f:'ﬁ(&:!n'::s Server Groups. . = 1z Policy State
- o ¥ enatied. NP'S svaliales this pokcy whils processing cormsction negussts. F disabled. NP5 doss not ewalue this policy
ecti Pisbcy Mame
| Metwaork Policies W rcTah EPobey
B Accounting 2 se Windows authantication for all usan
o Wl Templates Management

Conditions - I the following condiions ane met.

Candibion Wakoe
Chart IPvd Addwas 17217366

Sattirgs - Than tha falewing setlings am appkad

Setirg Vs
Authentication Prowider  Local Computer
Ovemde Authentication  [tsabled
\endor Soecd

FortiSwitch Cookbook
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Setting up port-based 802.1x authentication in a FortiLink setup

9. Selectthe Conditions tab.
a. Select Add and then select the Client IPv4 Address condition.

b. Select Add again and enter the IP address of the RADIUS client, which is the IP address of the
FortiSwitch unit.

c. Enable the NAT to the firewall policy from the FortiLink interface to the interface in which the RADIUS
server is routed. In this example, it is the wan1 interface with an IP address of 172.17.96.6.

e

File  Actien View  Help

I
TP F— o o
& MPS (Local) - B ic

- RATNLS Clerts snd Senvers Corfigure the condiors for the ngtwork pobcy

F RADIUS Cloents mﬂ” ¥ condtions match the cornection mquest, NPS uses this poloy 10 suthanze the connection request. i condtions do not match the
5 Remabe RADILS Server Geoups .'“ ’ -t AremY comacton smouest, NPS skips this polcy and evaluabes other polies, f addtionl police e corfigured

Connection Request Policies.

i Connection Request Policies Paicy Namer - e
] s WrGaThmn p N
B Accounting L1 Use Wircows avthertication for ol users B Ciert 1P Ao TZITHEE
iy Templates Minagement ; §
Client Pl Liddeess: k4

Spechy the IPv4 sddress of the FADILS chent, You Can a4 patlem matchng
iz

Corcitons - I the folowng condtions s msl

- (o] o

Ol [Pwd Addreas 17217566

Condison descrpton:
The: Cleni. [ Addeess condiion speecifies the IF addeas of the RADILIS cient thai fonwarded the conrection requesi ta NP5,
Baings - Then the dnloswang settngs e appbed

o Add Ede Femove
Authenbcation Frovider  Local Compuier
(rvermide: Autheniication  Disabled
Viendar-Speciic
oK Canesl -2
€
b

10. Select the Settings tab.
a. Select Vendor Specific and then select Add.

b. Scroll to the very bottom of the list and select Vendor-Specific.
c. Select Add.

File Action  View Help

[4= o | 2 [ @ 1

@ 5iocn [ Commection Roquest r-JSSNN “"" |z

~ (1 RADIUS Clients s Servess | Confguethe setinga fortfe etk poley Mebwork Policy and Ac..
A RADIUS Clients ¢ Conmectenguq 1 condtions and con ot et pooms. sefengs o mpked rr——
— Lo
B Remote RADILIS Server Groups / | [P & “pen i
I Pal I 1 ¥ Creste Cuiom Vi,
T ‘C:mlr.limlkq et Prdic Pra— Requeed Aushention Tt wared ackitonal ttrtages b FADIUS chorts. seiect & Ve Soache ssrbatn, ind i
i A Py L. then chok Bl 1 you demot oonfigure on afiibute, § s not sent 10 AADILS cherts. Ses I Iport Cuslom Wi
. T Heawork Policres FGThth F—— o FURTHUIS el dhscmmartitian: o s atiadin. r ¥ Fiker Current Cuns..
Accounting Lise: Windcows suthents( . - : T
F i
B Templetes Momagement i-m:ng nnnecion Astribute indomation E
= Authentication e v ge e
B fccomning Mame Nendor o
T BEeae VendwrSpechc  BADIIS Standad gt
Aatinbute
- Aetringe o
Cowadiiare - I tha fpdosing | HADIS Atfitndes Oicte Siring
- vy | | W Sunded Hrtase vams
srirn 2 - - o
I'wo:d. 1235 I
Add Ede Reeove
Settngy - Than the fclowng
Sntirg
Autharticgton Providar
H Help
« o Cancel Focly
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11. Configure a network policy.
a. From the Network Policy Server Snap-in, right-click on Network Policies and select New.

o ao0vUT

@

File Actisn  View Help

== | 2|

w Puln;u:s

'g ACCOUNTING
» Wy Templates Management

& MPS Local)

w [ RADIUS Clierts and Senvers,
3 RADIUS Clients
5 Remote RADIUS Server

5t Pol

* Netwerk pelicies sllaw youts designiste
eireumstances under which they can of

Policy Name
Hretasm
Ll Connections to Microssft outing and Remod
jWMMMMWamwm

Condion Value

User Groups LABFGTDOMAIN'testug
Chert IPvd Address 17217966

Setiings - Then the following sedfings are appliel

Enter a name for the policy, such as FGTAuth.

On the Overview tab, make sure that Policy enabled checkbox is selected.
Verify that Grant access is selected.
Verify that the type of network access server is set to Unspecified.

FGTAuth Properties

Owerview  Condisons  Constrainls  Settings

Policy name:

Policy State
F enabled. NP5

Sreee]

HAccess Pamission
H eonditions and consiraints of the netwerk policy match the conneetion request, the policy ean sither grant sccess or dany
access. \hal is acoess permisgion?

pokicy whis ¥ dsabled, NPS does not evaluate this policy.

I@mm.mmfwmmmmm.l
{_) Dierry access. Deny access f the connection request matches this policy.
[Jigrions usar accourt diskin propadies.

Ihwnedwwdndd#nhecmdwwmmsﬂhmmwmvﬂwwhw perfom
sutharzation with netweds policy only; do not evaluate the dialin propesties of user sccount:

Metwark connection method

Sdeahtwednmkmwwm:hemmmms Ywmsdeaeﬂuhmutwwlwe
or\hmsp-ed‘.c but nether is required. ¥ your network acoess server is an B02.1X authenticating switch or wirsless acosss poirt.
salact |

Satting
Mutherticatson Methad
Access Permasian

€

SubjectDomainName

Type of network accass sarver:
i ;E vI

() Vendar spaciic:

FullyQualifiedSubject o] Croel |
12. Select the Conditions tab.
a. Select Add.
b. Select Windows Groups and then select Add.
c. Select Add Groups.
d. Enter the name of the group in AD that you want to allow for 802.1x connections.
e. Select OK.
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Corfigues the conditions fior this netwosk policy.

@ NP5 (Local) I carafilons inelcl e cowwnciion pisymiad | NP e Il ey I Emibiatis s i oy soupoent I Yo cho rcd el Mot
w [ RADIUS Clients and Servers rmauest, NPS skipa th arc svakates other poicies, § pddeonal pobcies o corfigued
B RADIUS Clients [ Mtk polcis alow you L desigrale |
& Remote senvr || A2 crcumstances under which they can o r
w [i] Poscies Conditieny User Groups * |
7 Connection Request Pel | Poboy Name B e Goups | |
| Networic Policies FGTAuth W Gt IPvd Addess Speciy the group membership required to match this polcy: |
B, Accounting Connections to icrosoft Routing and Femot
» W Ternglotes Management || giCornections to other acoess sanvers |
Condiion Vst |
User Groups LABFGTDOMAR astus !
Clent IPvd Address 17217566 |
Add Groups... [Ramove [
|
Settings - Then the following selings &7 Sookel  Condtion : oK Cancal |
= 1 The Usar Groups condtion
futherticaton Method |
Access Permission
< K | Add.. Eat Remave |
SubjectDomainName T |
FullyQualifiedSubject ) 2 |
3 Active Directory Users and Computers - [ ed updates
W _ i Update
I File Action View Help ed for upds
= Y e . =
¢ om0 XDz HE|TaETER
i ] Active Directory Users and Com || Name Type [ testusergroup Properties X
» [ Saved Queries . .
v [ labfgtdomain.net %Domajﬂ co- Sum!w Group-.. A | General | Menbers | Member OF Managed By f
I Builti %Uomaln Con... Security Group... 4
; :I C:'n'::uhets 82 Domain Gue.. Security Group.. 4  Members:
» [&] Domain Contrallers %Uomain Users Security Group... 4 Name Active Directory Domain Services Foider
» ] FereignSecurityPrincipalt QEMHPITS‘:A'" 5ecur?ty Group... [ testiuser] labfgtdomain r sers
> | ] Managed Service Accour B Enterprise K... Security Group... 2, testuser? labfgtdomain net/Users
[ Users 82 Enterprise R... Security Group... |
%Gmup Polic... Security Group... N
E.:Guest User f
%Kty Admins  Security Group... [
%Pmtected Us... Security Group... N
H2 RAS and 145 ... Security Group... |
%Readlonly D... Security Group... N
8, 5chema Ad.. Security Group... [
%sslvpngroup Security Group...
&, testsshvpn User
%tuﬂslvpnz User
%tatusel‘l User
Usar Add... Remave
Security Group...
<
| ok | Cancel Aoply

to complete the policy.
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1 @ Hetwork Policy server FGTAuth Properties X
+ File Action View Help sre—
t
= | 2@ Hm P B ——
Lom I all comstraints are not matched by the connection request, netwark access i denied.
& MPS (Local) Metwork Policies
~ ] RADIUS Clients and Servers| Srts:
= 5 ¢ Network policies allow you to designate =
5 RADIUS Clients
carcumstances under which th & th find
5 Remote RADIUS Server ||+ they can of Row woes orly s frat i hods.
~ [ Palicies .
=1 Connection Request P|| Policy Name o dle Timeou EAP types are negotisbed between NP'S and the clent in the order in which they are
(5 Netwark Policies Brotaun 5 Session Timeout ed
&, Accounting Connections to Microsaft Routing and Remot (i7] Caled Staicn 1D -
5 Wl Templates Management EiConnactions b other sccess servers = Microsoft: Protected EAP (PEAP) Mave Up
S50 Drap and tive restictions
- Mowe Dawr
epe
< >
Condtion Valus
User Groups LABFGTDOMAIN testud oo Elt i
Chent IPv4 Address  172.17.96.6 i d
A Mcrosot Encrypted Authentication version 2 (MSCHAP2)
[ User can change password after it has expired
EA Mcrusoft Encrypted Authentication (MS-CHAP)
Settings - Then the following settings ane appliey [ User hang d after it b ired
QL
Setting [ Unencrypted authertication (PAP, SPAF)
Audhertication Methad [C] Mlorw elients ta eonmect without negetisting an suthertication methed
Access Pemmission
< >|| €
SubjectDomainName
ok [ comes [ [ sk
FullyQualifiedSubject ]

14. To verify the server certificate used by Microsoft Protocol EAP (PEAP), select Edit, and then select the
certificate for the server to prove its identity to the client.

|

|

I Wum;mmmm._ ) )

| ¥ afconsraits re ot matched by the comnecion eues, nedwrk access s deied |

Edit Protected EAP Properties X

Mlya accaes only to those clients that authenticate with the spaciied mathods.
only Select the certificate the server should use to prove its identity to the dient.

A certificate that is configured for Protected EAP in Connection Request

4 |de Timeout EAF types ane negotiated between MPS and the cient in the onder in which they ame cert
i, Session Timeoul :::Tm' Certificate issued 93 | japfgtciomain WIN-UHKOPPREPRH-CA -]
(= Called Station 1D T - . ) . )
= o Microsoft: Protected EAP (PEAF) e Friendy name: Iabfgtdomain WIN-UHKOPPRSPRIH-CA
3 Dy and tme restrichons : bty . s
T MAS Port Type ove Dow
' < > Expration date: 9/13/2029 11:46:06 AM
Add... _ Remove [ Enable Fast Reconnect
Less secure authentication methods: ETMkMMW
[ Microsoft Encrypted Authertication version 2 (MSCHAP2) =
4] User ean change password after it has expired - Mave Up
] Micrasaft Encrypted Authertication (MS-CHAP) Mawve Down
4] User can change password after it has expired
[ Encrypted authentication [CHAF) J
[ Unencrypted authertication (PAP, SPAF) | add | edt || memove | [ ok || com
] Mbow clients to connect without negotiating an authertication method
v Bl Users
| >
|
| .
oK Carcel | |
Apply 2

™

15. Download the certificate that you selected and save it in the Trusted Root Certificate Authorities directory of
the local PC.
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E Consolel - [Censole Root\ Cenificates (Local Computer)\Trusted Rost Centification Authorities\ Cenificates] - [m} x
& File Action View Favorites Window Help - 8 X
s N &5 XE=|HE
| Console Root lssued To - Issued By Expiration [ | Actions
v Certificates (Local Computer) || [0 inmore CyberTrust Root Baltimore CyberTrust Root 571212025 || Certificates “
- — ::s::;:’tno{ Certification [ZClass 3 Public Primary Certification Autharity Class 3 Public Pamary Certificatio...  8/1/2028 More Actions N
" Cestificates kil Sl i Copyright (c) 1997 Microsoft Corp.  12/30/1399 :
L = E;wpri“ Trust main-WiN-L RSPRH-CA labfgtdomain-WIN-UHKOPPRIPR... labfgtdomain-WIN-UHKOPPR... =
= Intermediate Certification | —# 2bfgtdamain-WIN-UHKOPPRSPRH-CA labfgtdomain-WIN-UHKDPPRSPR... 9/13/2029 More Actions »
4 7 Trusted Publishers EglMicrosoft Authenticode(tm) Root Authority Microsoft Authenticodeitm) Root...  12/31/1989
» [ Untrusted Certificates EglMicrosoft Root Authority Microsoft Root Authority 12/31/2020
+ [ Third-Party Root Certificat EgMicroseft Root Certificate Authority Micrezoft Roet Centificate Autheri...  5/9/2021
= Trusted People EalMicrasoft Root Cerificate Authority 2010 Microsoft Root Centificate Autheri.. 6/23/2033
5[] Client Asthentication Issue|| SglMicrosoft Root Centificate Authority 2011 Micresaft Roat Centificate Authodi...  3/22/2036
» [ Preview Build Reots [SINO LIABILITY ACCEPTED, ()97 VeriSign, Inc. WO LIABILITY ACCEPTED, ()87 Ve... 1/7/2004
» 7 Remote Desktop S5 Symantec Enterprise Mobile Root for Microsoft Symantec Enterprise Mobile Root ... 3/14/2032
» [ Certificate Enrollment Reqr{| 5] Thawte Timestamping CA Thawte Timestamping C4& 12/31/2020
» ] Smart Card Trusted Roots
» ] Trusted Devices
» 7] Web Hosting
» ] Windaws Live 1D Token Iss:
< > < >

16. Under Certification Authority (Local), make certain that the settings match those in the following figure.
Otherwise, you will receive an authentication failure with the following reason: “The client could not be
authenticated because the Extensible Authentication Protocol (EAP) Type cannot be processed by the
server.”
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& certsrv - [Certification Authority (Locall\labfgtdomain-WIN-UHKOPPRSPRH-CANCertificate Templates)
File Action View Help
o 2| XEE

ﬁ] Certification Authority (Local) Mame Intended Purpo<e

v @i labfgtdomain-WIN-UHKOPPRY a8 . of RAS and IAS Server e L e e
| Revoked Certificates

- g n
] lssued Certificates g Copy of RAS and IAS Server Properties 7 XL e
7| Pending Requests 7 "
| Failed Requests ‘T-, General entic...
== - = 3
| Certificate Templates d cedi Template
¢ B ooy of RAS and IAS Server entic...
d
_5 Cedificate Puposes: .
g entic...
§ | Serverfuthentication ail, Cl...
q Cliertt Authentication
I pting...
Other Information:

Include e-mail address No

Public Key Usage List Digital Signature
Key Encipherment

Public Key Usage Critical Yes

ok | [Cancel ] el

Troubleshooting

The best way to troubleshoot 802.1x connections is by looking at the Event Viewer of the Windows Server.
Under Server Roles, check the output of the Network Policy and Access Services.

The following figure shows the successful output of an 802.1x connection from the PC:
{4 Event Viewer

File Action View Help

|2 HM

I8 Event Viewer (Local) l Network Policy and Access Services  Mumber of event
w [ Custom Views
v 7] Sesver Roles T Mumber of events: 31
T Axtive Divectory Cartificate Senices | Level Date and Time Source Event|D Task Category (=
r m: Directary Damain Services @information OF16/2019 122517 PM Microsoft Windows sec... 6272 Metwork Policy Server
= (i) Infermation 9116/2019 1222418 PM NPS 4400 Mene
HNetwork P A Services
@Infnnnation 916/2019 11:45:18 AM Microsoft Windows sec... 6272 Metwork Pelicy Server
Web Server (I5) () Information S16/2019 11:3%:17 AM Microsoft Windows sec... 6273 Metwork Policy Server
P Administrative € (i) Information 91672019 11:3%17 AM MRS 4400 None
» U Windaws Logs (i) Infermation 9/16/2019 11:38:05 AM Micraseft Windows sec.. 6273 Metwork Policy Senver
» [ Applications and Services Logs (i} information S/13/2019 5:46:37 PM Microsoft Windows sec.. 6273 Metwork Policy Server
=4 Subscriptions (D information 971372019 5:46:37 PM NPS 2400 None
Infermation 971372019 S:28:36 PM Micrazeft Windaws ec.. 6273 Network Palicy Sencer
¥
I i 1’ o
Event 6272, Micresoft Windews security auditing. x
General Details
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{2 Event Viewer
File Action View Help
e AR lens |l ?

2] Event Viewer (Local)
~ [ Custom Views
~ [ ServerRoles
T Active Directory Certificate Services
T Active Directory Domain Services
P DNS Server
“FF Metwork Policy and Access Services
“F Remote Desktop Services
T Web Server (1I5)
‘¥ Administrative Events
> [m Windows Logs
y B Applications and Services Logs
|74 Subscriptions

Network Policy and Access Services

“F  Number of events: 62

Event 6272, Microsoft Windows security auditing. X

General Details

® Friendly View () XML View
- EventData
SubjectUserSid  5-1-5-21-1474113014-63293065-2036355220-1103 ~
Subjec gtdomain'testuser]

SubjectDomainNamelABFGTDOMAIN
FullyQualifiedSubjectUserNamelabfgtdomain.net/Us ers/testus erl
SubjectMachineSIDS-1-0-0

SubjectMachineName-

FullyQualifiedSubjectMachineName-

CalledStationlD 1721797226

CallingStationID 54-E1-AD-4A-2D-68

NASIPvaAddress 1721787226

NASIPvBAddress -

NASldentifier  FS108D3W13000509
NASPortType  Ethernet

NASPort -

ClientName FGTauth

ClientlPAddress 17217366

ProxyPolicyNameFGTAuth

NetworkP olicyMame FGTAuth

AuthenticationProviderWindows

AuthenticationServer WIN-UHKOPPR5PR Hlabfgtdomain.net

AuthenticationTypePEAP

EAPType Microsoft Secured password (EAP-MSCHAP v2)

AccountSessionldentifier- v
LoggingResult Accountinginformation was written tothe local logfile.

Issue 1: The certificate chain was issued by an authority that is not trusted.

Bl Evera Wiwweer [Lecal)
- '-F Cubesm Yiews
w [ Serve Bcles
T Active Directory Ceificate Sersice
T Acteve Direciory Domain Senvioes
W DS Server
" Metwork Policy and focess Services
T Bamoie Desttop Serace
T Weh Server (15}
W Adwanisiratece bvents
» U Windows Logs
B LE Apphoatids and Serales ldgﬁ
.} Sriltapiang
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¥ Mumber of eeenils: BT

Level Dgte snd Time Sowrce

Event it Taak Cotegory

[} infommation QERTIAD 114706 Al Hebwark Policy Server
q}lnlmrndlan WREZON9 114542 AM Mligreriaft Windowd de_ BT Netwerk Policy Server
fae AARCRAA i AR e FREPTa BNt e B e

Evert 8273 Microncf Windows wecurity maditing.

General  Detads

(! Frimncly View (21 XML View

+ Syviem
= Fwen'tiData

' il 5<1-5-21-1ATAT1 3046320306520 355552 20-1103
[ " PR 1

i ame LASFGTOOMAN
Fully Cualifird Sabjec tlreilame Lt
Subrjectblachines0%-1-0-0
Subrjectblachinetlame -

Fully Chualified S tMa hineMame -
CalledSaiondD 1721757220
CallingStation D 54-F1-AD4A.JD-68
HASFvdlddres 1731757228
HASPviAddress -

HASHemtifior  FLIDEDIWIS000508
HASPartType  [Ethernet

HASFa .
Clientlame FGTauth
RentPAddres 1721T50E
Proxy Palicy Mame FGTAut
Hetweorkf olicy Name Fi Tauth

it e ol ol rod doer W ind s
HAUTHEOPRR

ainnet /U erSestuer]

Arcountheumion ldenti fer-

83 meued by an sticriby that is ot trusted.
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To fix this issue, import the CA certificate into the local machine and add it to the Trusted Root Certification
Authorities.

Protected EAP P

When connecting:
Verify the server's identity by validating the certificate

—_—rT e

|| Connect to these servers (examples:srv 1;srv2;. ®\.srv3\.com):

Trusted Root Certification Authorities:

[[] Hotspot 2.0 Trust Root CA - 03 ~
[ labdomain-WIN-DKTVGTKRVUM-CA

[ 1 |ahdnmain WTH -DKTYGTKE VLIM-CA
|| Microsoft ECC Product Root Certificate Authority 2018
[] Microsoft Root Autherity
[] Microsoft Root Certificate Autharity v
< >

Motifications before connecting:

Tell user if the server name or root certificate isn't spedfied ~

Select Authentication Method:

Secured password (EAP-MSCHAP v2) ~ | Configure,.,
[[] Enable Fast Reconnect

[[] bisconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

FortiSwitch Cookbook
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Issue 2: The specified user does not exist.

E Bl Viewar [Local) Metwork Policy and Access Services  Mumbe
w [ Custom Views

A —— F Number of events: 87

T Active Directory Certificate Services || gt Dite and Tne Soure Event 1D Taik Category
_d: ;;:s";:::""m"“" Serace (1) i orenatece A/ 1R/20719 11:48:37 AM Micrenstt Windews $8¢... EITE Metwork Poky Server
- ok n (1) i ienatazen S/18/2019 11:47:28 AM Micresaft Windows sec... EITE Metvenik Pabey Server
- led pivnateze 9182019 11:4%:42 AM Mignedeit Window s6c... B2 Metwoik Polcy Servid
‘;thﬂuu;:“:::‘ : M P . P p— ..-..‘:r.
W Wk Server (I5) - .
¥ Administrative Everts Evert 6273, Microscht Windows. pecurity auditing.
» Ls Windowi Logi Genesal  Detaiks
» L5 Applications and Sences Logs
o | rEnplenh Wiew WView
Sl @ Friendly [aFi" |
= Sysiem
= EwentData

SubjectlsesSid  5-1-0-0

Subrjes tlierMame Rapl Goyal

Subjedt Dadnui aM ame LASF GTDOMAMN

Fallly Chusalifi el Susks et oMl me LABF G TDOMAINF ajat Goyal
SubjectMachineSI0E - -0-0

SubjectMachineName -

CalladSuionll 1721797226
CallingStationlDd 34-E1-AD4A-2D-E8
NASPvdAddress 17207587226
NASFvEAddress -

NASdentifier  FSIDEDIW 5000509
NASPortType  Etfwrmet

MASPam .

ClientName FGTauth
ClientiPAddress 17297565
ProwyPolicyNameFGTauth
Hetworkf slicy Hamse -
AuthanicaicnProvid o'W indoed
AumhanBealisnSenvel WIN-LHKOPPR PR HLbL @ demasunet

AuthenticaionTypeEAF
EAFType
Acooum Senion ldenti fer -
Rrason Tha i uiii iccaunt dosl net exil.
ngin Wil wriEen tothe ool log file

To fix this issue, under Advanced settings, you can specify whether you want user authentication, computer
authentication, or both.
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T -E-‘ » Control Panel » Network and Internet » MNetwork Connections

Qrnanize = Nicahla thic nebwnrk dsuics Miannnce thic ronmection

Rename this connection View status of this connection
=
w2 l: Ethernet 3
Hapyemsirim=  Sathantication | Chme- b cable ynplugged M= Disabled
: <. Nl Ethernet Ad... S Fortinet SSL VPN Virtual Et...
| 802, 1% settings rork Adapter — Wi-Fi
| L-..LE Mot connected
[ [ spedify authentication mode x dﬂn Qualcomm Atheros QCAS3.
User authentication ~ | | Replace credentials
Windows Security x

Replace credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

[abfgtdomain\testuser1| X

OK Cancel

OK Cancel

7 items

Configuring Windows 10

This section shows how to configure Windows 10 for 802.1x user authentication.

1. Select Start, right-click Computer, select Manage, and then select Services and Applications.
2. Inthe details pane, double-click Services and then do one of the following:

» To configure the startup type, right-click Wired AutoConfig, and then select Properties. In Startup type,
select Automatic and then select Start.

« To start the service for the current session only, right-click Wired AutoConfig and then select Start.
3. Install the RADIUS server’s certificate to the PC, as shown in the following figure:

FortiSwitch Cookbook
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certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] - [m]
File Action View Help
e a@E 4 BIXER BE
[l Certificates - Current User lssued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te...
| Personal IFGTH1E4Q17001110 FGT61E4Q17001110 10/7/2027 <All> <MNone>
v [7] Trusted Root Certification Aul| (= ¢ er1e40017001110 FGTS1E4Q17001110 107772027 <Al <None>
. E;t:r::'::_;:::t 5/ FGT6IEAQ17002182 FGTG1E4Q17002192 6/9/2027 <All> <Mone>
o . [IFGTE1E4Q17002192 FGTE1E4Q17002152 77472029 <All> <Mone>
| Intermediate Certification Au
| Active Directory User Object | 3 8ts02 fgt-iaslz 2/4/2016 <All> <None> cA
=] Trusted Publishers Lo Fortinet Test Fortinet Test 11/16/2006 <All> <None> [
= Untrusted Certificates AEJfDthEkaL(a fortinet_pki_ca 9/26/2019 <All> <Mone>
| Third-Party Root Certificatior|| & fortinet-us-FGT-NPS-CA fortinet-us-FGT-NPS-CA 9/16/2020 <All> <None> CA
| Trusted People Slfortinet-us-FGT-VAN-ADFS20-CA fortinet-us-FGT-VAN-ADFS20-CA  2/8/2023 <All= <Mene» CA
| Client Authentication lssuers || g fent-WINSERVER1-CA fent-WINSERVER1-CA 5/30/2029 <All> <MNone>
| Other People (5] FWFB0EAQ16001141 FWFG0E4Q16001141 8/20/2028 <All> <Mone>
1 ISG Trust [5] FWFS0D3Z 14001504 FWFO0D3Z14001504 9/20/2028 =All= <Mone>
| Local NonRemovable Certific|| ;] GeoTrust Global CA GeoTrust Global CA 5/20/2022 Server Authenticati.. ~ GeoTrust Global CA
7| Mchfee Trust (5] GeoTrust Primary Certification .. GeoTrust Primary Certification Au...  7/16/2026 Server Authenticati..  GeoTrust
~| MSlEHistoryloumnal 5] GeoTrust Primary Certification ... GeoTrust Primary Certification Au.. 12/1/2037 Server Authenticati..  GeoTrust Primary C...
| Certificate Enrollment Reque!| [ GlobalSign GlobalSign 3/18/2029 Server Authenticati..  GlobalSign Root CA...
~| Smart Card Trusted Roots || (1] GlobalSign GlabalSign 12/15/2021 Server Authenticati.. Google Trust Servic...
(5 GlobalSign Root CA GlobalSign Root CA 1/28/2028 Server Authenticati...  GlobalSign Root CA...
5 Ge Daddy Class 2 Certification .. Go Daddy Class 2 Certification Au... 6/29/2034 Server Authenticati.. Go Daddy Class 2 C...
[ Go Daddy Root Certificate Auth... Go Daddy Root Certificate Author..,  12/31/2037 Server Authenticati..  Go Daddy Root Cer...
S/ Hotspot 2.0 Trust Root CA - 03 Hotspot 2.0 Trust Root CA - 03 12/8/2043 Server Authenticati.. Hotspet 2.0 Trust R...
5l 1abdomain-WIN-DKTVGTKRVU... labdomain-WIN-DKTVGTKRVUM-... 8/30/2029 <All> <Mone>

Sl labdomain-WIN-DKTVGTKRVU...
labfgtdomain-WIN-UHKOPPR!
_alecrosoft Authenticode(tm) Ro.
=3I Microseft ECC Product Root Ce...
5 Microsoft Root Authority

S Microsoft Root Certificate Auth...
] Microsoft Root Certificate Auth...

labdomain-WIN-DKTVGTKRVUM-...

labfgtdomain-WIN-UHKOPPRSP

Microsoft Authenticode(tm) Root...
Microsoft ECC Product Root Certi...

Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

Mirrnenft Bant Cartifirata Authar

8/30/2029
29
1273171999
2/2772043
12/31/2020
5/9/2021
6/23/2035
/293 5902R

<All>

Secure Email, Code ..

<All>
<All>
<All>
<All>
oAl

<None>

Microsoft Authen
Microsoft ECC Prod...
Microsoft Root Aut..
Microsoft Root Cert...
Microsoft Root Cert...
Mirroentt Rant Cart

4. Inthe properties of the network connection, navigate to the Authentication tab, and make sure the Enable

ZIhireneaft Rant Carificate Aith

IEEE 802.1X authentication check box is selected.

5. Select Settings.
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U Ethernet Properties X

Networking] _Authentication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802 1X authentication | |

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v Settings

[+/] Remember my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

Additional Settings...

Cocs

6. To select the Certificate Authority (CA) that the RADIUS server’s certificate uses, import the CA certificate
into the local machine and save it in the Trusted Root Certification Authorities directory. If you purchased
an SSL certificate from a major CA (such Verisign or GoDaddy), Windows should have the CA loaded and

listed already.
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When connecting:

I Verify the server's identity by validating the cerh'ﬁcatel

|| Connect to these servers (examples:srv1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities:

[[] labdomain-WIN-DKTVGTKRVUM-CA

labfgtdomain-WIN-UHKOPPRSPRH-CA
Microsoft ECC Product Root Certificate Authority 2018
D Microsoft Root Authority

< >

[] Hotspot 2.0 Trust Root CA - 03 A

[] Microsoft Root Certificate Authority v

Notifications before connecting:

Tell user if the server name or root certificate isn't spedfied v
Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...
[[JEnable Fast Reconnect
[]Disconnect if server does not present cryptobinding TLV
[(]Enable 1dentity Privacy
oK Cancel

7. Under Advanced settings, you can specify whether you want user authentication.
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» j' » Control Panel » Network and Internet > Network Connections

Qraanize - Dicahla thic natwinrl davica Riannnca thic connection Rename this connection View status of this connection
12 [ Ethernet 3
Nety—--==  Litharticatinn  Ch_cen L -=kle ynplugged . ", Disabled
| Advanced set <}l Ethernet Ad... W Fortinet SSL VPN Virtual Et...
| 802.1X settings (ork Adapter L‘ " Wi-Fi
| o> o Not connected
E Specify authentication mode X d:m Qualcomm Atheros QCA93...
User authentication ~ | Replace credentials
Windows Security x

Replace credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

I Iabfgtdnmain\testuser‘ll X I
ssssssssans ‘
OK Cancel
.
OK Cancel

7items

8. Make sure the Wired AutoConfig service is set up for automatic startup, as shown in the following figure.
The Wired AutoConfig service allows Windows to interact with 802.1x.

Lk Windows bearch Frovides co..  Running  Automatic (.. Local byste...
'fggwmduws Time Maintains d... Running  Manual (Trig... Local Service
fn{;WindDws Update Enables the.. Running Manual (Trig.. Local Syste..
fg;Windn:nws Update Medic Ser... Enables rem... Manual Local Syste...
el

WinHTTP Web Prowy Auto-... WinHTTP i...  Runnin Manual Local 5ervice

Wired AuteCenfig The Wired ... Running  Automatic Local Syste...
L WLAN AutoConfig The WLANS... Manual Local Syste...
k’fg;WMl Performance Adapter Provides pe... Manual Local Syste...
'{i{;WDrk Folders This service ... Manual Local Service
L‘?‘J}kastaticun Creates and... Running  Automatic Metwork 5.,
'{:\'."F TARATARL Akl mmfim Thir rema-n L e I I mral Crmeimn

9. To verify that the PC successfully connects, check the network connections. Look for the Ethernet port and
make sure that there is no “Authentication failed” message.

10. When the authentication succeeds, you should get an IP address from the right VLAN, as shown in the
following figure:
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GbE Family Controller
2D-6B

54-E1-AD-4A-2D-6B

NetBIOS over Tcpip.

11. When the authentication fails, you should get the IP address from the auth-fail-vlan VLAN, as shown in the
following figure:

GbE Family Controller
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Enterprise FortiSwitch secure access

FG1-Master FG2-Slave

Disti-1 Disti-2

IDF-1 IDF-2 IDF-3

This cookbook article documents a highly resilient 2-tier FortiSwitch architecture (faster convergence) that take
advantage of the full performance (bandwidth utilization) offered by MCLAG (multichassis LAG).

The FortiGates, for the exercise, are under FortiOS 6.0.1 and FortiSwitch at 6.0 or 3.6.6 (depending on platform
compatibility). FortiSwitch must be at least at 3.6.4 in order to deploy MCLAG with access ring.

Also ensure that the FortiSwitch models used for MCLAG supports the feature: FortiSwitch Datasheet
In the end, the topology above will be deployed.

Logging

Increase the level of logging to follow the deployments steps.
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CLI Console W & B x

Connected

SAA-Master #
SAA-Master #
SAA-Master #
SAA-Master # con switch-controller switch-log

SAA-Master (switch-log) # get
status : enable
severity : critical

SAA-Master (switch-log) # set severity
emergency Emergency level.

alert Alert level.

critical Critical level.

error Error level.

warning Warning level.
notificntionba- Notification level.
information Information level.
debug Debug level.

SAA-Master (switch-log) # set severity information

SAA-Master (switch-log) # end

SAA-Master #

FortiLink configuration

1. From Network > Interfaces, create a 802.3ad port

2. Add the two member ports that will form the LAG and will be interconnected from the FortiGate-Master to
the distribution 1 and 2.

3. Select the addressing mode “Dedicated to FortiSwitch.”

4. By default, the FortiLink segment is configured in an APIPA address range. In the present context, we will
make sure that this segment is routable in order to validate certain metrics on the FortiSwitch GUI. Ensure

in an enterprise context that this environment is accessible only through legitimate and restricted privileges.

5. Forthe purpose of the exercise, we will ensure that FortiSwitch are not automatically authorized to validate
certain steps. But it is quite possible to speed up the process and allow automatic authorization.

6. Make sure at first that split interface is enabled (until MCLAG configuration).
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Favorites > New
@ Dashboard ¥
i : Interface Name FLink m
%% Security Fabric H
Alias
s FortiView >
Type B802.3ad Aggregate -
+ Network

Interface Members | [ port? X ™ port10 X
Interfaces

+
DNS
Packet Capture Tags
SD-WAN © Add Tag Category
Performance SLA
SD-WAN Rules Address
Static Routes Addressing mode Manual DHCP
Policy Routes IP/Network Mask 192.168.169.1/24
RIP Connected Devices None
OSPF Automatically authorize devices @ (B
BGP FortiLink split interface © O
Multicast
© System > [
B Policy & Objects »  Comments
8 Security Profiles >

7. Connectthe FG1-Master to Disti-1 (port9 to port48).

FG1-Master

Farvarines T & & OAmFIw B Doews
klenaged Forttmbch ¢ Donfime | el User Memnage Log Descrip
1 342110 w Switch-Controlier 334800 1 18000544 Discovered Sweitch-Consroler disoovn

9. Authorize the Disti-1 thereafter.
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+ Create New | # Edit

Managed FortiSwitch

System Events Log # B FGT&HD315800115

DHCF Monitor 4 3 Flink

FortiSwitch VLANs *

FortiSwitch Ports * :

Interfaces | :

IPvd Policy I L]
# Dashboard »
%% Security Fabric ¥
i Fortiview »

10. At this point, the switch will reboot and will be converted from standalone to managed mode.

* Frearie “lE & O axiF - Do
Iemaged FociRiaich “ # DatefTime | Leel Wner Menage Log Deseri
1 §43%W m DHCP sorver erey s DHCPACK JOHCP Ak lag
IDHCP Positer T M0 DHCF server vends 3 DHCPACK IDHCF A lag
FortiSwich VLAMS 4 3 H42358 mem Lirsk raaritone: irberd ace viw FLisk wirk furred up e fice Watus dhanged
e 4 MITN - Uink maritor: Imertace Flisk was furedup Inkerface status changsd
LI LER Lk, oBiL ITVRETTB0E 1T widd LufTebdl uh Wi Tl B P
nterfaes T T Link marstnr Imtertsce v § Link wa furred down It ee Lt s anged
1P Policy T I3 e Link manitor: Imiertace FLink was turmed down inierface siatus dhanged
@ Danhiboard B BADES] . Lirsk meaitor: inerisce pert¥ mis Lrmed down InterTige it anged
A Security Falwic s PO - Link micritor Imfertacs wew FLisk wa fermed up Intectae watchangsd
N , 10 142324 Lirak. et IMmErtace FLISK wird el Wile T Sl hanged
11 143334 =em Link manitor: imterisce port§ was tumed up Intorface 1 atun changed
& Metwery P2 ga2ras mew T T p——— Wierface At canged
@ Syiem EREE IR T2 Link moritor intertace FLink i turreddewn ki itstus changed
B Pobcy & Objexts + 14 B30 e Link maritor Imeriaor port s haemaed dewn Intertace wabus smanged
i Saryrty Profiey » |15 2P W b & Ed® pailehi-Eodiiolii minaged-Gwiih STAEOF 301 50005448 HECL W ITiule Cinifgure
R s 2R oW & sdimin 24800 1 1 6000448 Authorized -Consrolier suthort;

11. The switch receives an IP address in the previously configured segment.

=75 FortiGate 600D SAA

£ Refresh @ Revoke
Interface < Device = MAC = (= Host Information <

¥ Flink PbcacihIc1d 192.168.169.2 WICl: FortiSwitch-248D-FPOE
Hostname: S2480F 3016000566

DHCP Monitor

12. The CAPWARP tunnel will appear as UP in the logs.

="= FortiGate 00D SAA-Master

* Favorites Y @ A | ©AddFitter
Managed FortiSwitch

# Date/Time  Lewvel User Message
System Events Log 1 14:2656 m & Fortilink:5248DF3X 180005466 Add switchwlan 1
DHCP Monitor 2 142656 = & Fortilink:5248DF3X 16000566 Edit log.syslogd3.setting
FortiSwitch VLANS & 3 142655 = & Switch-Controller 5248DF 33X 16000566 Config download successful
FortiSwitch Ports i [4 14:25:553 = & Switch-Controller 5248DF 3% 16000566 CAPWAP Tunnel Up [192.168.169.2) ]
5 142550 == & Switch-Controller 5248DF3IX 160005646 Connected via session join

13. Disti-1 will now be managed.

="= FortiGate 500D SAA-Master

+ CreateMew # Edit

Managed FortiSwitch

System Events Log B FGT6HD3?15800115
DHCP Maonitor e 3+ Flink
FortiSwitch VLANs *
FortiSwitch Ports o £13 524BDF3X16000566 PoE+ sFP
Interfaces i __-_____-____-.____-____;__
IPv4 Palicy * Hhins HEEE A D -
@& Dashboard » Connected 48
S& Serurity Fahbric »

14. Link the Distribution 1 to Distribution 2 as follows:
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FG1-Master

Disti-1-248D-FPOE [

15. Allow the addition of the Disti2.

B s SRR Mt
&= FortiGate 600D  SAA-Master

Favarites

Managed FortlSaitch

System Events Log

DHCP Manitor 8 Flink

FortiSwitch VLANs

FortiSwitch Ports [ 2 Dt

Intertaces Pry——

Hhovk Pty Q portd?
i Dashboard »

* 4 CreateMew 7

i Refresh

R FGTEHDIP15800115

“ % CreateNew # Edit

Managed FortiSwitch

System Events Log
DHCP Manitor 3 Flink
FortiSwitch VLANS
FortiSwitch Ports [ & Disti1
Interfaces © portds
1Pvd Palicy © pora?
@& Dashboard »
%k Security Fabric »
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ER FGTAHD3715800115

~ Disti-2-248D-FPOE

]

£} S248DFIN15002278

__/_—Dhm‘
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MCLAG configuration

1. Connectin CLI to Disti2.

+ CreateMew  # Edit B Remowve O Refresh | ». ConnecttoCll | © Deauthorize & Upgrade D Factory Resst

System Events Log & FGTGHDIP15800115
DHCP Monitor B= Flink

FortiSwitch VILAMNS

FortiSwitch Ports R Distid i S2MADFIN16002278
Interfaces © cortds | r.;
1Pv4 Policy © portd?

& Dashboard

%% Securitv Fabric

2. Enable MCLAG-ICL on the trunk toward Disti-1.

HOFIXLE000566=0
pistil (trunk) # it BDFIX1G0
[ BDFIX]E B566-0) # set mcla

[(BDFIX1E000566-0) & and
i One or mope trunk membacs has AC onfiguced.

Managed FortiSwitch o Level User Message
m 1 144315 w Fortilink:52480F3X 16002278 MCLAG: ICL ACL change inggress-port-bitmag=0w 1IFIFTfe, egress-block-port-bitmap=0m DFFFTTRe
DHCP Monitor 2 144315 W Fortilink:52480F3X 16002278  Edit switch.trunk BOF 3160005660

B Remove O Deauthorize B Factory Reset

2 Refresh & Upgrade

+ Create New 4 Edit

System Events Log & FGTEHDIP15800115
DHCP Monitor B+ Flink

FortiSwitch VILAMNS

i SMBDFIN16002278 p

FortiSwitch Ports M Distii
e a
interfaces O portdd -
1Pvi Polic

¥ © porta?

@ Dashboard

o

5. Enable MCLAG-ICL on the trunk toward Disti-2.

Biatll # g

£ . .

Distil [trw

FoRtEiLd

Diatil (& # adit ADF]

Oistll [BOF3IX1 ZTE=0}) # set melag=icl smable

B=0) * end
ore trunk members has ACL 1r.f1|]|_|r|:-.'_|.
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I Favorites E s ]

& & O AsdFilter

Managed FortiSwitch

#  Date/Time Level

1 144435 =
DHCP Monitor 2 144635 w
FortiSwitch VLANS 3 14463 0w

4 1444633 =

FwrtiQuasitrb Brrte

User Message

L Fortilink:5248DF3X 16002278 MCLAG: ICL ACL change inggress-port-bitmap=C 1FfffFifite, egress-block-port-bitmap=0m0
Fortilink:5248DF 3X 16000566 MCLAG: ICL ACL change inggress-port-bitmag=0w 1 FiffFfiffffe, egress-block-port-bitmap=0x0

.\ Fortilink:S248DF3X 16000566 MCLAG: ICL ACL change inggress-part-bitmag=0x 1fffiffFffife, egress-block-port-bitmap=Cu 1t fie
Fortilink:S248DF 3% 16000566 Edit switch trunk BDF3X16002278-0

6. Disable the split interface from FortiLink and enable automatic authorization.

="= FortiGate 600D SAA-Master

-aw

# Favorites v

Managed FortiSwitch

System Events Log

DHCP Manitor

FortiSwitch VILANs

FortiSwitch Ports

IPvd Policy
& Dashboard »
%% Security Fabric ¥
I FortiView b
+ Network »
£ System >
B Policy & Objects >
8 Security Profiles ¥
0 VPN »
& User & Device >
= WIFi & Switch Controller »
L Log & Report >
& Monitor ¥

7. Close the loop from the Disti-2 to

FortiSwitch Cookbook
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Edit Interface

Interface Mame FLink

Alias

Link Status Up ©

Type 802.3ad Aggregate

Interface Members | port9 % ™) port10 %
+

Tags

© Add Tag Category

Address

Addressing mode

IP/Network Mask

Connected Devices

Automatically authorize devices @ O
FortiLink split interface @ »

[SFLTEI s (ool Dedicated to FortiSwitch

192.168.169.1/255.255.255.0
2 FortiSwitch(s)

Status

Comments

Interface State J+WAFHIEE © Disabled

the second port of the FortiLink LAG of the FortiGate Master.
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FG1-Master

Disti-1-248D-FPOE

8. Resulting FortiSwitch presentation:

FortiGate 600D SAA-Master

47

Disti-2-248D-FPOE

Favorites + Create New 2 Refresh
Managed FortiSwitch *
System Events Log B FGT6HD3915800115
DHCP Monitor 3+ FLink
FortiSwitch VLANS
FortiSwitch Ports £ 524BDF3X16000566 ==
Interfaces r-c.?‘
|Pwd Policy e O
#& Dashboard » Connected 8
%% Security Fabric 5 :
i FortiView » % S24BDFIX16002278 SFP
47
o Network » L (==
& System » Disti2 O
Connected ié
B Policy & Objects »
B Camiictic. Paniilas

9. You can validate the consistency at the MCLAG level using the following command:

SAA-Hastar # disg switch

may taks Bo

mils-Link|
lis
pear comsistancy.

Managed Switch o BI4ARFINLE

Runnimg disgrostlo, 1t may Lakes Sonet s

Bl a -t Fuak— s 1§ lacp-atate  ebp-atats

FortiSwitch Cookbook
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10. Several other commands allow you to diagnose the feature:
o OnFortiGate: diagnose netlinkaggregate name fortilink
o On FortiSwitch Disti: diagnose switch trunk list  FoRtI1LiNkO
o On FortiSwitch Disti: diagnose switch mclag list  FoRtI1LiNk0
o On FortiSwitch Disti: diagnose switch mclag icl

IDF configuration

1. Interconnect the Disti-1, cascading the switches that make up the stack of the IDF, as follows:

FG1-Master

Disti-1-248D-FPOE @ Disti-2-248D-FPOE
45

IDF-1-224D-FPOE IDF-2-224D-FPOE IDF-3-224D-FPOE
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FG1-Master .

B FGTAHDGT1SE0115

B Funk

\‘ = Dati
@ pores
» O porids
B i3
i @ poriks

D poretd

..............

O poeild
S27408 1IN 1 70000 -
B
. I T I e
Commecing -
Q pondd —

............
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HA configuration

1. Configure HA in active-passive mode.

Fyaarites

@ Cashcard

2 Security Fabei

- R

o Metwsrk

| = srusem

AdErin Al
Acdmiin Frofiber

Sefaarons
Fasture Vahiky

High feanlizidiy

Sedouii: At Pt =
Dwwicw prioeity @ [ma

Chsler Selliags

R ]

. E T — Ehange

Sewmion phoass o

Monitor imerfaces B W ot L =
-

Heanbeal istertaces B HAT [por1 131 =

¥ Marugrrrert: ierface Hewervalion

2. Make sure the configuration is well synchronized

Faverites ¥ 2 =
@ Dushicerd ? Synchronized Priarity Hostname Seerial Mo,
N Seemity Fulnle " | 1 PortiGate s00D ey v
- Fertivien ] - - -
o Histwerk » I I I : 1"
| o sreem 200 A Manter FGTSHDIYISAO011S
) £} FoniGate 8000 v
Adtmin Profies
Firmware I I I : :‘
:':'"“_ ] 100 SAASlave FOTEHDA15800031
SHMP
HA Status
Mode Active-Passive ﬂﬂ @
Group SecureAccess
Master @ SAA-Master
Slave © SAASlave
Uptime 00:00:15:45

State Changed 00:00:09:30

H Security Fabric: SecureAccess

ust | Faceptate [

deibbeSteladTT HedoefIP45 171446

dcBbéede Jad TT licdeef IF445 121445

3. Connect the balance of the links in order to coherently replicate the wiring of the FortiGate Master and
FortiGate Slave, as follows:
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FG1-Master .- FG2-Slave

Disti-2-248D-FPOE

IDF-1-224D-FPOE IDF-2-224D-FPOE IDF-3-224D-FPOE

4. This configuration results in the managed FortiSwitch units.

Q pord 1 STIapF Xx 17000700

. s 0 emm s -
=R ¥ Cormaries M

WG Swiich Coniroller

5. Finalize by doubling the ICL links between the two distribution switches.
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FG1-Master - FG2-Slave

Disti-2-248D-FPOE

IDF-1-224D-FPOE IDF-2-224D-FPOE IDF-3-224D-FPOE

6. Validate the automatic integration into the trunk (LAG).

8% FortiGnte 000 S48 Mater

Fawaris * Crnsieblew= &

Wanaged Forilisltch e Daescription ————
Syitien Fmsvobi Lig
& partaL -
BHEP e S
S o san il i v Plink
. & mrie
el Haandd o v Lirk
Pl Py F parts W v Flnk
& Dbl : F sands & vwallink
e Sorurity Fibs
i a &F pand? ol v Lk
i Fortiwire
Faoni & vwaFlink
& Hetwark
— & part i v Pk
I Policy & Objects F ponl) ol vl Lirk
& Security Profies " & paridl o v Flink
E v " o sanag i vwa P Link
& Ve & Dhren 4 % SIDF IO
- By ' . .
WAF| & Switcs Comtrobie o soria prp—
il Log & Boport
Ui g %, SIADFICIA0I Y
8 Monitor

Ty FOTHHDO SE0000L
e S2AB0N DA
% FOTAHDINISE00118
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Distil #
Distil # config switch trunk

Distil (trunk) # edit BDFIX16002278-0

Distil (BDFIX16002278-0) # sho
config switch trunk
edit "BDF3X16002278-0°
set mode lacp-active

set auto-isl 1
set mclag-icl enable
set members “portd7” “port4l”
next
and

Distil (BDF3X16002278-0) # J}

Validation

1. Toensure the robustness of the topology, create a test VLAN that will be assigned, for example, to one of
the IDF switches.
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B FortiGate 8000  SAM Master

Faeurines + Crastabiow & } a Sabect Entries "
Managed FortlSwitch 05
Syutem [vents Log o SAAVLAN

Description Hative WLAN Fulcewert] WLANS Security Policy Dhevice infarmution

DHCF Monibor o vewFLink
FartiSeinch VLANS
Intertaces @ portt 8 vewFLink » .
1Pl Policy & poriz & v Flink » - .
o Dmhiegerd F portd B e FLink + .
i Security Fabric 5 e ~—— = =
- Foriview » Py e . =
b & pons B vinFlink * *
& System
B Policy & Objects & pon? & veFLink - s
B Security Profies & pond @ vimFLink * Y
B 3 & pot? & vonFLink - -
& User & Devioe ¥ & port20 & vonFlink - -

2. Allow access to the Internet.

= . 3
B2 Portiate 8000 400 Himie

Favorite v WewPolicy
W Omebcass
S Seruriy Fabriz ¥ e (8 LT LACTTEr]
L R ¥ Incoming Interfaoe o SARSYLAM
4 e Tndgeay i sheriae W 118
0 Siem v Soum Ea =
B Foicy & Objects =
Dettinabon T =
Pl It ol Scheduls [ FU
Seiiemn Service [ e =
‘Wiiirard PO ASreom =
it Sarvics Databein Aot »F MCCEPT e D g i ]
v
Firesall | e tworh Opmiess
Aledaie
Wirteal 1P AT L
- P rcicontputon [t e L] U Crvramic P P

Traffar Rwwra

3. You should be able to reboot the FortiGate-Master, remove some links (Disti1 port to IDF-1 in this case),
generate HA balancing using the loss of the monitored link (WAN), and see at most only the loss of some
packets:

Security Fabric visibility
With the Security Fabric, in addition to extend your control and protection, you get unparalleled end-to-end

visibility:
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Favorites onQ

i Db

Logieal Topology

Security Rating

Astpmation . D‘-

Lrttings Sk
Interret =
Fabric Corrmctan, I[
i, FeriiView » e
= Netwark
& System

B, Pakicy & Objects
@ Security Profiles
2 veN

& User & Devics

W WiFi & Switch Cor

ol Log & Repori

& Monitor

& Create New = Dominig.e
Pebaraged Fortifwiich Matiee VLAN
System Evenis Log

DHCP Moniter i SAAVLAN

FertiSaiteh WLAMS
Fertifwitch Porta
Intartscw
184 Policy

i Canhboand

K Security Falbeic

M et

b et v

Bonus—FortiSwitch access

1. To access the FortiSwitch unit, configure a policy in the CLI.

SAA-Master # config firewall policy

SAA-Master (policy) # edit 0
new entry '0' added

SAA-Master (0) # set srcintf SAA-VLAN
SAA-Master (0)

SAA-Master (0) = dstintf
SAA-Master (0) dstaddr
SAR-Master (0)
SAA-Master (0) = service ALL
SAA-Master (0)

schedule always

SAA-Master (0)

SAA-Master # .

2. The configured policy appears in the GUI.
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Blswed VLANG

I roaccenDewce  Device Trathe - a0 o @

SortBy:  Dytes Sent/Recelved)] =

‘0

&  10as1s2

W Dominigues-MacBook-Brg
O0he1

& SAAVLAN (B S124083X1 portT]
Polae D5 X

B sma-taster

192 M8 E———
pred —
B4 kB —

xa m

Secuity Policy Dt Irsformation PoE DHOP
i Dernispgoes Mo ook, Pre ¥ Powersd & Enabled
o
L]

B LR LR L

# Domingues-taciook-Pra
Doe 1000 3T

i SAANVLAN
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* < CreateNew # Edit @ Delete @ Policylookup = Search Q
| @ Dashboard > S - f

5 D Mame Source Destination Schedule Service Action MAT 5
%% Security Fabric > ) ®

= mgmt1 — B WAN (port14
I, Fortiview > '
o Network ¥ C] & SAAVLAN — e FLink €
& System > 3 SAA-FLink all Bal @ always @ ALL ~ ACCEPT O Disabled +

B Policy & Objects
1Py Policy

6 SAAVLAN — B WAN (port16) @

[ implicit @

3. This policy allows you to get access to the FortiSwitch unit.
| ——

£ O A Mol Secars Sl TLIBR IR rytem et b

!'I FartiSwitch 3240-FROE

»
M Conlfy 3
W A 3 Wostngms 101 [Changs Operstin Mot Remote Management (/onge
SerislNumber  SISALEIN L S0TARY ‘SyscamConhgoration  Last Backoam Miver | lackop|| =eeore] [Ridnans
F 3 [ System Thoe  Thea fus 546t 2018 0358 54 PMCh
i Authertcaton b Firrsare Verskon 000 [Upg:sde] Upthng  ODays, O bonars, 53 Misates | Rkt
Corvest Adeinistrabor [ hunge Passeond 71 in Total | Decais) Cusreni License  |Thange
¥ Cotifone b
34 Switch ¥
= > Operatian L~
© Lo 3
e
ot s (] =
i
i e 1
il [vesesmeneww
PR R TRV T o e m
%
Bastwigith  — Inksund e
Lind By Avorags Per intertsce (Top 137}

Las Wk

4. The hardware configuration is as follows:
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Interconnecting three sites with MCLAG

Site 1 Site 2

FG-500E-1 FG-500E-2
(Primary) (Secondary)

Site2 FSW1

Site3 FSW3

This cookbook article describes how to add a third site that interconnects a third MCLAG peer group with the
existing redundancy between two sites. The links between sites 1 and 3 and sites 2 and 3 are independent;
therefore, loops are avoided by using the Spanning Tree Protocol (STP).

The following tasks are covered:

1. Adding the third site on page 49
2. Checking the topology on page 52
3. Relevant configuration on page 53

This cookbook article assumes that sites 1 and 2 are already deployed. See the “HA-mode FortiGate units in
remote sites” section in the FortiSwitch Managed by FortiOS 6.4 guide.

You can refer to the following topics for more information:

« HA-mode FortiGate units in remote sites
o FortiSwitch Managed by FortiOS 6.4
o MCLAG topologies
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Adding the third site

Perform the following steps on the primary FortiGate device:

1. Connect to the Site1_FSW1 and Site2_FSW1 CLI| and use the config switch auto-isl-port-
group command to group the ports going to site 3. See the “MCLAG topologies” section in the FortiSwitch

Managed by FortiOS 6.4 guide.

2. Connect the MCLAG peer switches Site3_FSW1 and Site3_FSW?2 to site 1 only and authorize the two

switches on the FortiGate device.

3. Connectto the Site3_FSW2 CLI and use the config switch auto-isl-port-group command to
group the ports going to site 2. See the “MCLAG topologies” section in the FortiSwitch Managed by FortiOS

6.4 guide.

4. Connectto the Site3_FSW1 CLI and use the config switch auto-isl-port-group command to
group the ports going to site 1. The group name must be different than the one in the previous step. See the
“MCLAG topologies” section in the FortiSwitch Managed by FortiOS 6.4 guide.

5. Inthe primary FortiGate CLI, set the LLDP profile to default-auto-mclag-icl on the ports used for the
MCLAG ICL in the Site3_FSW1 and Site3_FSW2 switches. Wait until the MCLAG peer group is formed
between the two switches. See the following figure.

== FortiGate 500E FGT500E-1

# Dashboard >

HAPrimary Q- 2

# Edi £ Refresh ConnecttoCLI || & Upgrade Search Q = Topology ~
%4 Security Fabric >
b Network > FortiLink Stack: fortilink
£ System > MC-LAG Peer Group
B Policy & Objects s £ FS1E48T419000052
& Security Profiles > | © portsi2
2N ? © port4?
& User & Authentication > © port50
I = WiFi&Switch Controller ~ ~ © port514
Managed FortiAPs
WIFi Clients £ FS1E48T419000051
WiFi Maps — © ports12
SSIDs © portd?
FortiAP Profiles L) il
WIDS Profiles © port4s MC-LAG Peer Group
FortiLink Interface [E FGTS00€-1 © ports13 £ S426EFTF19000243 MELAG Peer
. . £ S426EFTF19000296
Managed FortiSwitch T fortilink . . @ port2
ke MCTAG Hoer Group & porzs
FortiSwitch VLANs 8 fortilink-mgig © port25 © porié
. £2 5448DNTF1B001121 © port26
FortiSwitch Ports
FortiSwitch NAC Policies T} © ports0
FortiSwitch Security © ports1
Policies © portds
Ll Log & Report > © port4é
& P © port4?

52 S44BDNTF18002391
* O port50
© port52
© portd5

© portdé
© portd?

Connected
------------ Disconnected

STP Status: Discarding
MC-LAGICL

6. Connect Site3_FSW2 to Site2_FSW1 to form the connection between sites 2 and 3. Wait until the topology
converges. See the following figure. The link between sites 1 and 3 is blocked by the Spanning Tree
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Protocol to avoid forming a loop.

FortiGate 500E  FGT500E.

& Dashboard >
N Security Fabric »
b Network >
¥ System B
M Policy & Objects »
& Security Profiles >
L vPN ¥
& User & Authentication »

I F WiFi & Switch Controller 7
Managed FortiAPs.
WiFi Clients
WiFi Maps
55IDs
FortiAP Profiles
WIDS Profiles
Fe ink Interface

Managed For! i

FortiSwitch VLANs

FortiSwitch Ports
FortiSwitch NAC Policies

FortiSwitch Security
Policies

Ll Log & Report >

FortiSwitch Cookbook
Fortinet, Inc.

+ CreateNew | # Edi

W Delete

% FGTS00E-1
= fortilink
He fortilink-mgig

< Refresh | >

toCL | & Upgrade | | [ Search

lal

MC-LAG Peer Group
£ FS1E48T419000052
L~ © port512

© portag
© port50
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© port4s
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© portds
© portd?

=] 5448DN%F130023?1
%~ O port50
© port52
© port4s

© portds
© portd?

FortiLink Stack: fortilink

MC-LAG Peer Group
52 S426EFTF19000243
T ¥ port2
© port25
@ port26
2 S426EFI:F19000296

© port25
O port26

i & port2
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7. Connectto Site3_FSW3 and authorize it on the FortiGate device.

FortiGate S00E FGT500]

& Dashboard * || # createnew | #

%4 Security Fabric [ %}
4 Network >
& System >
™ policy & Objects »
8 Security Profiles >
2 veN >
& User & Authentication »

F WiFi & Switch Controller 4
Managed FortiAPs
WiFi Clients
WiFi Maps
551Ds
FortiAP Profiles

WIDS Profiles

FortiLink Interface B FGTS006-1

Managed FortiSwitch

FortiSwitch VLANs i )
He fortilink-mgig

FortiSwitch Ports

FortiSwitch NAC Policies

FortiSwitch Security
Policies

LM Log & Report ¥

Connected
------------Disconnected

STP Status: Discarding

MC-LAG ICL
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Checking the topology

The final topology is shown in the following figure.

FortiGate S00E  FGTS00E-1 HA: A Primary
@ Dashboard > # Edit [ Delete | £¥ Refresh | >_ ConnecttoCLI | (& Upgrade Search Q I= Topology =
S Security Fabric [1 B
b Network » FortiLink Stack: fortilink
4 System > MC-LAG Peer Group
3 Policy & Objects > £ FS1E48T419000052
& Security Profiles » 1 @ ports12
HVEN ’ © port4s
& User & Authentication > © port50
F WiFi & Switch Controller © port514
Managed FortiAPs | MC-LAG Peer Group
WiFi Clients £ FS1E48T419000051 O EFTSEITE
WiFi Maps — © port512 & port2
S5IDs © portas
[+
FortiAP Profiles @ port50 / LI
WIDS Profiles © port4s g ';325?,
FortiLink Interface [ FGTS00E-1 ) (LS
" £ 5448DNTF18002336
3¢ fortilink MC-LAG !-lucr Group
FortiSwitch VLANS X . @ porta?
# fortilink-mgig £ 544BDNTF18001121
FortiSwitch Ports © portad
FortiSwitch NAC Policies ™| © ports0 =
FortiSwitch Security O port51 = S426EFTF190002396
Policies © port4s © port25
L Log & Report » Blrors @ port2é
© portdé @ port3
O portd?7 & port2
£ S44BDNTF18002391
™ O port50
O port52
Q) port45
O portds
O portd7
Connected
------------ Disconnected
STP Status: Discarding
MC-LAG ICL
You can use the FortiOS CLI to display the final topology as well.
FGTS00E-1 # exec switch-controller get-conn-status
Managed-devices in current vdom root:
Fortilink interface fortilink
SWITCH-ID VERSICN STATUS FLAG ADDRESS JOIN-TIME NAME
FS1E48T41%000051 v6.4.5 (461) Authorized/Up - 172.16.16.1 Wed Jan 13 23:00:12 2021 -
FS1E48T415000052 w6.4.5 (461) Authorized/Up - 172.16.16.2 Wed Jan 13 23:00:10 2021 -
S426EFTF15000243 w6.4.5 (46l) Authorized/Up - 172.16.16.5 Wed Jan 13 23:00:50 2021 -
S4Z6EFTF190002%¢ wv6.4.5 (4¢l) Authorized/Up - 172.16.16.¢6 Wed Jan 13 23:00:56 2021 -
S448DNTF18001121 v6.4.5 (461) Authorized/Up - 172.16.16.3 Wed Jan 13 23:00:53 2021 -
S448DNTF1800233¢ wv6.4.5 (46l) Authorized/Up - 172.16.16.15%9 Thu Jan 14 22:38:28 2021 -
S448DNTF130023%1 w6.4.5 (4el) Authorized/Up - 172.16.16. 4 Wed Jan 13 23:00:52 2021 -

Flags: C=config sync, U=upgrading, S=staged, D=delayed reboot pending, E=config sync error, 3=L3

Managed-Switches: 7 (UP: 7 DOWN: 0}
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FGTS00E-1 $# execute switch-contreller get-physical-conn standard fortilink
This will display connectivity graph information for Fortilink from FortiGate's perspective

NOTE : If FortiSwitch is not authorized, no connectivity information will be shown

NOTE : If FortiSwitch is in idle state, no connectivity informastion will be shown

NOTE : If FortiSwitch ISL peer has inccnszistent info, no connectivity infermation will ke shown
FortiLink interface : fortilink

FortiGate (=)

FGSHOESB188006393 (x1)
FGSHOESB185006593 (x2)
FGSHOESB13500160 (x1)
FGSHOESB1E8800160 (x2)

FS1E48T413000051 (ports5l.2)
F51E48T419000052 (portsl.2)
5448DNTF18001121 (ports0)
S448DNTF18002391 (porti0)

Tier 1

FS1E48T4158000051 {(pert3l.2) <<x-——-—-—————————————— >» FGSHOESBL8S8006%93(x1)

FS1E48T415%000052 (port3l.2) <<————————————————— »>» FGSHOESB819%00693 (x2)

S5448DNTF168001121 (port50) <<————————————————— »> FGSHOE381%9001e0 (x1)

S44BDNTF1B00239]1 (ports0) «<-———-——— »>> FGSHOE3815900160 (x2)

Tier 2+

FS1E48T4153000052 (port49/_F1InKl ICLO_ ) <<——————————————-———— >> FS1E48T413000051 (port49/ FlInKl ICLO )
FS1E48T415000052 (port50/ F1InKl ICLO ) <<———-————-————--—--— >> FS1E48T413000051 (port50/ FlInKl ICLO )
S426EFTF15000243 (port2/TO_SITE 1) <<-———————————-————- >> F31E48T415000051 (port48/TO_SITE 3)

S426EFTF18000296 (port25/_F1InkKl ICLJ )
S426EFTF15000296 (port26/ F1Inkl IcLd )
S44BDNTF18001121 (port48/T0_SITE_3) S426EFTF19000296 (port2/TO_SITE_2)
S44BDNTF18001121 (port51/To—5ITE-1) FS1E4BT419000051 (port51.3/To-SITE-2)
S448DNTF18002336 (port47/_FlInKl MLAGD ) <g-————————————————- >> S426EFTF18000243 (port3/BONTF18002336-0)
S448DNTF18002336 (port48/ F1InKl MLAGD ) <<-————————————————- >> S426EFTF120002%6 (port3/BONTF18002336-0)
S44BDNTF18002391 (port45/8DNTF1B001121-0) S44BDNTF18001121 (port45/8DNTF18002391-0)
S44B8DNTF18002391 (port46/8DNTF1B001121-0) S44BDNTF18001121 (port46/E8DNTF18002381-0)
S44BDNTF18002391 (port47/8DNTF1E001121-0) S448DNTF128001121 (port47/8DNTF18002391-0)
S448DNTF18002391 (port52/To-SITE-1) <<-————————————————- >> FSLE48T419000052 (port51.4/To-SITE-2)

S426EFTF19000243 (port25/ FlInKl ICLJ )
S426EFTF19000243 (port26,/ FlInkKl 1CLJ )

Relevant configuration

Check the relevant FortiGate configuration:

FGT500E-1 # config switch-controller managed-switch
FGT500E-1 (managed-switch) # edit S426EFTF19000243
FGT500E-1 (S426EFTF19000243) # config ports
FGT500E-1 (ports) # edit port25

FGT500E-1 (port25) # show
config ports
edit "port25"
set lldp-profile "default-auto-mclag-icl"
next
end

FGT500E-1 (port25) # n
FGT500E-1 (ports) # edit port26

FGT500E-1 (port26) # show
config ports
edit "port2e"
set lldp-profile "default-auto-mclag-icl"
next
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end

FGT500E-1 (port26) # end

FGT500E-1 (S426EFTF19000243) # n

FGT500E-1 (managed-switch) # edit S426EFTF19000296
FGT500E-1 (S426EFTF19000296) # config ports
FGT500E-1 (ports) # edit port25

FGT500E-1 (port25) # show
config ports
edit "port25"
set lldp-profile "default-auto-mclag-icl"
next
end

FGT500E-1 (port25) # n
FGT500E-1 (ports) # edit port26

FGT500E-1 (port26) # show
config ports
edit "port26"
set lldp-profile "default-auto-mclag-icl"
next
end

FGT500E-1 (port26) # end

FGT500E-1 (S426EFTF19000296) # end

Check the relevant FortiSwitch configuration:

Sitel FSW1 # show switch auto-isl-port-group
config switch auto-isl-port-group
edit "TO SITE 3"
set members "port48"
next
end

Site2 FSW1 # show switch auto-isl-port-group
config switch auto-isl-port-group
edit "TO SITE 3"
set members "port48"
next
end

Site3 FSW1l # show switch auto-isl-port-group
config switch auto-isl-port-group
edit "TO SITE 1"
set members "port2"
next
end
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Site3 FSW2 # show switch auto-isl-port-group
config switch auto-isl-port-group
edit "TO SITE 2"
set members "port2"
next
end
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Carrying customer VLANS over a provider network

Customer Red Customer Red
cswi CsSw2

VLANS 1015, 30 ipom poa

untagged VLAN 60

Service Provider
VLANs 100 and 200

porilg” %, port2
R
\‘Q

PSW2
port1 port1
VLANSs 20, 40, ai i
Customer Green Customer Green
cswi1 csw2
Ay
S r'd
q This cookbook article is for FortiSwitch units in standalone mode.

This cookbook article describes how to use VLAN stacking (QinQ) to carry customer VLANs over a service
provider network. The following tasks are covered:

Configure the provider switches on page 57

Accept specific VLANSs at the provider ingress on page 58
Assign different service tags at the provider ingress on page 59
Retag service VLANs on page 59

VLAN retagging/translation of regular 802.1Q traffic on page 61

ok~ oN=

There are two customers, Customer Red and Customer Green, each with two FortiSwitch units. They are
connected to the three FortiSwitch units belonging to the service provider.

o Customer Red is using VLANs 10-15, VLAN 30, and untagged VLAN 60 to connect to port1 of the provider
switches PSW1 and PSW3. The provider is using port3 to connect to Customer Red through VLANs 10-15,
VLAN 30, and untagged VLAN 60.

o Customer Green is using VLANs 20, 40, and 50 to connect to port2 of the provider. The provider is using
port3 to connect to Customer Green through VLANs 20, 40, and 50.

Provider switches

The service provider is using VLANs 100 and 200 to connect the three provider switches.
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For the customer port, the provider switches PSW1 and PSW3 have QinQ enabled with all tags accepted at
ingress. The switches has the “native-vlan” as the service VLAN for the customer port, and allowed-vlans are
not used. The inner tag needs to be set or removed for untagged traffic on the customer port.

For the provider port, the provider switches PSW1 and PSW3 have QinQ disabled with regular allowed-vlans for
each service VLAN. If the default VLAN TPID profile of 0x8100 is not being used, you need to specify the VLAN
TPID profile with the set vlan-tpid command.

The provider switch PSW2 has QinQ disabled with regular allowed-vlans for each service VLAN. If the default
VLAN TPID profile of 0x8100 is not being used, you need to specify the VLAN TPID profile with the set vlan-
tpid command. For QinQ, use a VLAN TPID profile of 0x88a8.

Customer switches

The customer switches use simple 802.1Q VLANs. They are unaware of QinQ.

Configure the provider switches

You need to configure the provider switches PSW1, PSW2, and PSW3.

To configure the customer ports port1 and port2 of PSW1 and PSW3:

config switch interface
edit "portl"
set native-vlan 100
config gng
set status enable
set add-inner 60
set remove-inner enable
end
next
end

config switch interface
edit "port2"
set native-vlan 200
config gng
set status enable
end
next
end

You can use VLAN mapping to accept only specific customer VLANs. See Accept specific VLANs at the
provider ingress on page 58.

To configure the service provider port port3 of PSW1 and PSW3:

config switch interface
edit "port3"
set allowed-vlans 100,200
set vlan-tpid “gng”
next
end
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config switch vlan-tpid

edit "gng"
set ether-type 0x88a8
next
end

To configure the service provider ports port1 and port2 of PSW2:

config switch interface
edit "portl"
set allowed-vlans 100,200
set vlan-tpid "gng"
next
end

config switch interface
edit "port2"
set allowed-vlans 100,200
set vlan-tpid "gng"
next
end

config switch vlan-tpid

edit "gng"
set ether-type 0x88a8
next
end

Non-edge provider switches can use VLAN mapping to retag services VLANs. See Retag service VLANs on
page 59.

Accept specific VLANs at the provider ingress

Optionally, you can accept specific VLANs at the provider ingress on PSW1 and PSW3. To do this, use VLAN
mapping inside QinQ. You need to enable vlan-mapping-miss—-drop and specify each customer and the
corresponding service tags. For example:

config vlan-mapping
edit 1
set match-c-vlan 10
set new-s-vlan 100
next
end

Service tags must be listed as allowed-vlans.

The following example accepts only VLAN 10.

config switch interface
edit "portl"
set native-vlan 100
config gng
set status enable
set vlan-mapping-miss-drop enable

FortiSwitch Cookbook
Fortinet, Inc.



Carrying customer VLANSs over a provider network

config vlan-mapping
edit 1
set match-c-vlan 10
set new-s-vlan 100

next

end
next
end

Assign different service tags at the provider ingress

Optionally, you can assign different service tags at the provider ingress on PSW1 and PSW3. To do this, use
VLAN mapping inside QinQ. You need to specify each customer and the corresponding service tags. Service
tags must be listed as allowed-vlans. Different service tags might be needed for QoS purposes.

config switch interface
edit "portl"
set native-vlan 100
config gng
set status enable
config vlan-mapping
edit 1
set match-c-vlan 10
set new-s-vlan 100
next
edit 2
set match-c-vlan 20
set new-s-vlan 120
next
end
end
next
end

Retag service VLANs

The following figure shows the topology for the non-edge provider PSW2 receiving QinQ traffic from the
provider edge switch PSW1 on port1 with customer VLAN 350 and service-tag 1000. The traffic is then sent out
on port2 with service-tag 3000, preserving the customer VLAN. The reverse is done for traffic coming on port2
and leaving port1. In this example, the service VLAN retagging operation is done on the ingress port.
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Customer Red

Customer Red

CsSwWi1 CcSwz2
porti part1
VLAN 350 VLAN 350,
/" . . I
Service Provider \
WLAN 1000 | 350 VLAN 3000 | 350
port nh/\-zﬂ- [FEAE
N
PSW2 _./.-

The following is the configuration of the provider port port1 of PSW2:

config switch interface
edit "portl"
set allowed-vlans 1-4094
config vlan-mapping
edit 1
set direction ingress
set match-c-vlan 350
set action replace
set new-s-vlan 3000

next
end
set vlan-tpid "gng"
next
end

config switch vlan-tpid

edit "gng"
set ether-type 0x88a8
next
end

The following is the configuration of the provider port port2 of PSW2:

config switch interface
edit "port2"
set allowed-vlans 1-4094
config vlan-mapping
edit 1
set direction ingress
set match-c-vlan 350
set action replace
set new-s-vlan 1000

next
end
set vlan-tpid "gng"
next
end
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You can also apply service VLAN retagging on egress. In this case, the match is done on the service tag. If you
choose action replace, the new service VLAN must be specified. If you choose action delete, the
service tag is removed, and the frame is forwarded with only the customer VLAN.

VLAN retagging/translation of regular 802.1Q traffic

You can use ACLs (to match the VLAN and set the action of the outer-vlan-tag) to retag or translate VLANs with
regular 802.1Q traffic.

config switch acl ingress
edit 1
config action
set outer-vlan-tag 2333

end
config classifier
set vlan-id 350

end
set ingress-interface "mclag-761 419"

next
end
On some FortiSwitch models, you can also apply an ACL on the prelookup and egress stages. The
configuration is similar to the configuration in this section and is done under the config switch acl
prelookuporconfig switch acl egresscommands, respectively.
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MCLAG peer group managed with FortiLink over layer
3

FortiGate
172.17.1.254

— -‘H““'-..__ . .
ef=h e fol3 wan

WAN router
10.40.88/24

Fo_[tiLink over layer 3

site1_mclag1. ~3~
. MCLAG peer group portd N

Dual-homed and
connected FortiSwitch
i units

site1_access1 site1_access2

This cookbook article describes how to configure a multichassis link aggregation group (MCLAG) peer group
that is managed with FortiLink over layer 3. The following tasks are covered:

—

Set up the FortiGate device on page 63

Configure the WAN router on page 65

Configure the site1_mclag1 switch on page 67

Authorize the site1_mclag1 switch on page 68

Configure the site1_mclag2 switch on page 70

Configure the FortiGate device on page 72

Configure the access switches on page 77

Finish the FortiSwitch configuration from the FortiGate device on page 78
Check the configuration on page 82

© ® No o k~ON

Assumptions

The following tasks must be done before starting this procedure:

« The FortiGate device is already configured with an interface towards the WAN router.

« The FortiGate device is already managing FortiSwitch units connected locally, and different VLANs are
needed in the remote FortiSwitch units.
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o The WAN router has an 802.3ad link aggregation group (LAG) connected to the FortiSwitch MCLAG peer

group, and the WAN router is VLAN-capable. (An untagged VLAN is needed for FortiSwitch control, and
tagged VLANSs are needed for user data traffic.)

Configuration summary

Here is a summary of the procedure:

1.

On the FortiGate device:
a. Configure the routing so the FortiGate unit can reach the FortiSwitch units.

b. Configure a dedicated FortiLink interface to control the FortiSwitch units connected to the FortiGate
device from remote locations.

c. Configure a firewall policy to allow the connections from the FortiSwitch units.

On the WAN router, configure an untagged interface or VLAN on the LAG connected to the FortiSwitch
units. Assign an IP address and DHCP service, including the Network Time Protocol (NTP) server and
option 138 (the switch controller IP address).

On the site1_mclag1 FortiSwitch unit in the MCLAG peer group:
a. Enable FortiLink mode.
b. Set the switch-controller discovery type to DHCP.

c. Enable FortiLink over layer 3 on the switch interface connected to the WAN router and enable the Link
Aggregation Control Protocol (LACP) on the newly formed trunk.

On the FortiGate device, authorize and name the site1_mclag1 FortiSwitch unit.
On the site1_mclag2 FortiSwitch unit in the MCLAG peer group:

a. Enable FortiLink mode.

b. Set the switch-controller discovery type to DHCP.

On the FortiGate device:

a. Authorize and name the site1_mclag2 FortiSwitch unit.

b. Enable the MCLAG peer group.

c. Connect to the CLI of the site1_mclag2 FortiSwitch unit and enable FortiLink over layer 3 on the switch
interface connected to the WAN router. Enable LACP on the newly formed trunk.

d. Connectto the CLI of the site1_mclag1 FortiSwitch unit and enable MCLAG on the trunk connected to
the WAN router.

On the access FortiSwitch units:

a. Enable FortiLink mode.

b. Set the switch-controller discovery type to DHCP.

On the FortiGate device:

a. Authorize and name the access FortiSwitch units.

b. Create FortiSwitch VLANs and assign them to FortiSwitch ports.

Set up the FortiGate device

1.

Configure the routing so that the FortiGate device can reach the FortiSwitch units. For example, the
following figure shows a static route to the network destination 10.33.33/24 used by the FortiSwitch units.
The gateway IP address is 10.40.88.253, which is the address of the interface of the WAN router
connected to the FortiGate unit.
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FortiGate VM64-KVM

FGT_Switch_Controller

@ Dashboard

» | Edit Static Route

¥X Security Fabric >
-~
Destination € S8 Internet Service
I'-I-' Network v -
10.33.33.0/255.255.255.0
Interfaces
Gateway Address 10.40.88.253
DNS
Interface ¢ wan -
Packet Capt
RIS Administrative Distance @ | 10
R Comments Write a comment... 40/255
SD-WAN Rules Status RS ELIECE O Disabled
Performance SLA

Static Routes

Advanced Options

Configure a dedicated FortiLink interface to control the FortiSwitch units connected to the FortiGate device
from remote locations. Use the CLI to configure the dedicated FortiLink interface, and then the interface will

be listed in the FortiLink interface list in the GUI. Set the interface type to aggregate, specify the IP
address, enable FortiLink, and set the source IP address of the switch controller to use a fixed IP address

from the FortiLink interface itself.

FGT Switch Controller

FGT Switch Controller (interface)

FGT Switch Controller (fol3 wan) # set
FGT Switch Controller (fol3 wan) # set
FGT Switch Controller (fol3 wan) # set
FGT Switch Controller (fol3 wan) # set
FGT Switch Controller (fol3 wan) # set
FGT Switch Controller (fol3 wan) # end

# config system interface
# edit fol3 wan

vdom root

type aggregate

ip 172.17.1.254/24

fortilink enable
switch-controller-source-ip fixed

3. Configure a firewall policy to allow the connections from the FortiSwitch units. The service is CAPWAP
(UDP port 5246). Configure the policy in the GUI first, specifying that the destination interface is the same

as the source interface.

222 FortiGate VM64-KVM FGT Switch Controller

& Dashboard > | EditPolicy
% Security Fabric >
“f Network > | Name © fsw_to_fol3_wan
£ System 3| Incoming Interface | 3 wan x
B Policy & Objects v hd
—r— P Outeonglnterface | 3 wan . x
Addresses Source 2 fow x
Internet Service Database +
Services Destination 2 folz wan_IP x
+
Schedules
Schedule @ always A
Virtual IPs
Service @ ALLICMP x
ThEzs @ cAPWAP x

Pratocol Optians
& Security Profiles.
aveN

& User & Authentication
® WiFi & Switch Contraller

+
Action v ACCEPT [=Rvalig

InspectionMode  [[IENE Tl Proxy-based

Firewall / Network Options

I Log & Report NAT 1o}
Protocol Options d default 4
Security Profiles
Antivirus [s ]
Web Filter [s ]
DNSFilter [s ]
Application Control
1PS [s ]
File Filter @
SSL Inspection 3 no-inspection v &
Logging Options
Log Allowed Traffic « AllSessions
Generate Logs when Session Starts (B
Capture Packets e ]

D
5

Last used
N/A
Firstused
N/A

Hit count
o

Active sessions
0

Total bytes
0B

Current bandwidth
0Bfs

@ Documentation

& Online Help (2
W Video Tutorials (2
0 Consolidated Policy Configuration ('

[oc JEE

Then edit the policy in the CLI and change the destination interface to the FortiLink interface.
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FGT Switch Controller # config firewall policy
FGT Switch Controller (policy) # edit 5
FGT Switch Controller (5) # show
config firewall policy
edit 5
set name "fsw to fol3 wan"
set uuid 98afl1592-354d-51eb-e09e-8d8000c0663a
set srcintf "wan"
set dstintf "wan"
set srcaddr "fsw"
set dstaddr "fol3 wan IP"
set action accept
set schedule "always"
set service "CAPWAP" "ALL ICMP"
next
end
FGT Switch Controller (5) # set dstintf fol3 wan
FGT Switch Controller (5) # end

The firewall policy is listed in the GUI.

2.5 FortiGate VMé&4-KVM  FGT Switch Controller

Q Policy Lookup | | Search Q nterfa Vi By Sequence

@ Dashboard *|[# cCresteNew | # Edit| @ Delete
¥ Security Fabric >
Name From T Source | Destination | Schedule Service Action NAT Security Profiles Log Bytes
“+ Network >
& system ,| Fabrictointernet [ Security Fabricmgmt (port3) % Mgmt & Internet (port1) 2 all Bal aways @ ALL v ACCEPT @ Enabled  [EEM no-inspection @ All 155GB
B, Policy & Objects .| DMZtointernet [ DMZ(port2) = Mgmt &nternet (port1) & all 2all ®always WAL v ACCEPT @ Enabled [ novinspection @ All 0B
Firewall Policy  REE] @ fol3 @ fol3 Bal Ban [® always DAL + ACCEPT  © Disabled EEM no-inspection 0 UTM 3368
Addresses # fortilink & fortilink
Internet Service Database to_internet S viafgt [ Mgmt & Internet (port1) & all 2an ®always  @ALL + ACCEPT @ Enabled XM no-inspection 1B UTM 0B
Services fsw_to_fol3_wan, 2 wan 2 fol3_wan B fsw Bfol3wanlP [§ always @ CAPWAP v ACCEPT © Disabled [ECM no-inspection 10 UTM 0B
ALL_ICMP
Schedules @ AL
Virtual IPs Implicit Deny O any O any Ball 2al B always WAL @ DENY © Enabled 21.93kB
IP Pools

Protocol Options
& Security Profiles.
aveN

& User & Authentication
 WiFi & Switch Controller
il Log & Report

6| Updated: 10:59:06 &

Configure the WAN router

Configure an untagged interface or VLAN on the LAG connected to the FortiSwitch units. Assign the IP address
and DHCP service, including NTP and option 138 (the switch controller IP address).
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For the purpose of this procedure, the WAN router is a FortiSwitch unit in standalone mode. The DHCP server is
using vendor class identifier (VCI) matching to restrict the IP assignment to FortiSwitch units only.

config router static
edit 2
set device "to fgt"
set dst 172.17.1.0 255.255.255.0
set gateway 10.40.88.254
next
end

config system interface
edit "to fgt"
set ip 10.40.88.253 255.255.255.0
set allowaccess ping https ssh
set snmp-index 16
set vlanid 4088
set interface "internal"
next
end

config switch interface
edit "to_ fgt"
set native-vlan 4088
set snmp-index 14
next
end

config switch trunk
edit "to_ fgt"
set mode lacp-active
set members "port7" "port8"
next
end

config system interface
edit "fol3"
set ip 10.33.33.254 255.255.255.0
set allowaccess ping https ssh
set snmp-index 17
set vlanid 4094
set interface "internal"
next
end

config switch interface
edit "fol3"
set native-vlan 4094
set allowed-vlans 1001
set edge-port disabled
set snmp-index 15
next
end

config switch trunk
edit "fol3"
set mode lacp-active
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set members "port5" "porto"
next
end

config system dhcp server
edit 1
set default-gateway 10.33.33.254
set dns-service local
set interface "fol3"
config ip-range
edit 1
set end-ip 10.33.33.99
set start-ip 10.33.33.1
next
end
set lease-time 300
set netmask 255.255.255.0
set ntp-service local
set vci-match enable
set vci-string "FortiSwitch"
set wifi-acl 172.17.1.254
next
end

Configure the site1_mclag1 switch

Follow these steps on the site1_mclag1 FortiSwitch unit in the MCLAG peer group:
1. Enable FortiLink mode.

config system global
set switch-mgmt-mode fortilink
end

2. Set the switch-controller discovery type to DHCP.

config switch-controller global
set ac-discovery-type dhcp
end

3. Enable FortiLink over layer 3 on the switch interface connected to the WAN router and enable LACP on the
newly formed  FoRtILnkOL3  trunk, which is automatically created by the system.

config switch interface
edit port8
set fortilink-13-mode enable
end

config switch trunk
edit " FoRtILnkOL3 "
set mode lacp-active
set members "port8"
next
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end

config switch interface
edit " FoRtILnkOL3 "
set native-vlan 4094
set allowed-vlans 1
set dhcp-snooping trusted
set igmp-snooping-flood-reports enable
set igmp-snooping-flood-traffice enable
set snmp-index 12
next
end

name: mgmt mode: static ip: 0.0.0.0 0.0.0.0 status: up type: physical
mtu-override: disable
internal 1
internal mode: dhcp ip: 0.0.0.0 0.0.0.0 status: up type: physic
mtu-override: disable

S108DVHFUKEFGG54 # get system interface

= [ mgmt 1

name : mgmt mode: static ip: 0.0.0.0 0.0.0.0 status: type: physical
mtu-override: disable

== [ internal 1

name: internal mode: dhcp ip: 10.33.33.1 255.255.255.60 status: up typ

e: physical mtu-override: disable

S108DUHFUKEFGGS4 # execute ping 172.17.1.254
PING 172.17.1.254 (172.17.1.254): 56 data bytes
from 172.17.1.¢ { icmp_seq=0 ttl=2
from 172.17.1.7 i icmp_seq=1 ttl
icmp_seq=2 ttl=2

- 1?2.17.1.254 ping statistics ——
3 packets transmitted, : received, 0« packet loss
round-trip minsavg/max 9-11.9 ms

S108DVHFUKEFGGS4 #

Authorize the site1_mclag1 switch

On the FortiGate device, authorize and name the site1_mclag1 FortiSwitch unit.
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FortiGate VM&4-KVI

@ Dashboard 4 Status. Model
% Security Fabric » B Unauthorized - Ds1080v
f Network 4 \
& System >
B Policy & Objects > I\
@ Security Profiles >
QPN >
& User & Authentication > —
|9 WiFi & SwitchController  ~ || % CreateNew~ || # Edit| B Delete || @ Authorize| & U ConnecttoCLI | | Search Q D List~ | Fortilink e fol3 wan -
Managed FortiAPs Name & Switch Group & Status & Model & Firmware Version & Connecting From = Join Time &
WiFi Clients
£ S108DVHFUKEFGGS4 © Unauthorized 5108DV
WiFi Maps
SsIDs
FortiAP Profiles
WIDS Profiles

FortiLink Interface
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch NAC Policies
FortiSwitch Security
Policies

ol Log & Report »

Contraller
@ Dashboard 4 Status Model
%& Security Fabric » [ online - Ds1080v
+f+ Network > \
& System »
B Policy & Objects > I\
@ Security Profiles >
DVPN >
& User & Authentication > ——

I.W\F\&Sw\((hcm(rullgr v | [ createnew=] # 8 Delete | & Upgrade | >_ ConnecttoCLI | [ Search a D List~  FortiLink 3+ fold wan -
imaseCFotiAEy Name & Switch Group & Status + Model & Firmware Version Connecting From & Join Time &
WIFI Cients £ site]_mclag? (S108DVHFUKEFGGS4) © Online 51080V S10BDV-v6.6.0-build5756,201009 (Interim) 1033331 2020/12/0311:11:37
WiFi Maps
SSIDs
FortiAP Profiles
WIDS Profiles
FortiLink Interface
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch NAC Policies
FortiSwitch Security
Policies

\ Log & Report >
1
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FortiGate VM&4-KVM

@ Dashboard 4 # Edit Delete | & Refresh > ConnecttoCLI s Upgrade | [ Search a 3 Topology ~
& Security Fabric >
 Network 3 FortiLink Stack: fol3_wan
- e st GrOROUERGG. |
B Policy & Objects > B+ fortilink |
@ Security Profiles 5| 3 folzwan T ©port8 Fortiswitch 2 site] mclagl (S108DVHFUKEFGGS4)
Dven N 108DVHFUKEF
Mame site1_melagl
& User & Authentication » Status © Online
| = wiFisswitchcontrotier FortiLink Interface 3 fol3 wan
Managed FortiAPs Firmware Version  S10BDV-v6.6.0-bulld5756,201009 (Interim)
WiF] Cients # Edit | Diagnostics and Tools
WiFi Maps
S5IDs
FortiAP Profiles
WIDS Profiles
———Connected
- - Disconnected
STP Status: Discarding
MC-LAGICL
S22 FortiGate VM&4-KVM - - A~ (Q admin-
@ Dashboard > x
& Security Fabric > lagt S General A Fair
b Network > Name site1_melagl CPUUsage
& System > ) EEC Memory Usage
B Policy & Objects > ertalbibe SIS Connection Uptime
Version S10BDV-v&6 0-bulld5756,201009 (Interim) Temperature
@ Security Profiles 5
Model 108DV Faceplate
QveN >
& User & Authentication N FortiLink Interface e fol3 wan
| = wiFisswitch controlier (s TSz
Managed FortiAPs Join Time 2minutesago
WiF Clients Status © Connected
WiFi Maps Registration Not Registered
SSIDs # Edit
FortiAP Profiles
- 8 covieest Logs Cliaccess A
G e | [search la Y Truck  FortiLink 3 fol3 wan~
Fortiswitch
Trunk  AccessMode Native VLAN Allowed VLANS ‘ Device Information
FortiSwitch VLANS
J— Normal @ default fol3, 2) & 22)
N Normal 8 default fol3,
FortiSwitch Security Normal @ default fol3.
Policies Normal @ default fol3, 22)
it Log Report ’ Normal © defaultfol3 wan (default.22)
Normal O default fol3_wan (default22) &
Normal 8 default fol3, 22)
Normal % 6534

Close

Configure the site1_mclag2 switch

Follow these steps on the site1_mclag2 FortiSwitch unit in the MCLAG peer group:

1. Enable FortiLink mode.
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config system global
set switch-mgmt-mode fortilink
end

2. Set the switch-controller discovery type to DHCP.

config switch-controller global
set ac-discovery-type dhcp
end

3. FortiLink over layer 3 is not enabled on the switch interface connected to the WAN router. NOTE: The
FortiGate device can already be reached using the inter-switch link (ISL) formed with the site1_mclag1
FortiSwitch unit.

config switch interface
edit "8DVHFUKEFGG54-0"
set native-vlan 4094
set allowed-vlans 1
set dhcp-snooping trusted
set edge-port disabled
set snmp-index 12
next
end

. dhcp-snooping trusted
. edge—port disabled
. snmp—index 12

end

S108DUSPUKEFGG54 # get system interface

== [ mgmt 1
name: mgmt mode: static ip: 0.0.0.0 0.0.0.0 status: up type: physical
mtu-override: disable
internal 1
name: internal mode: dhcp ip: 10.33.33.2 255.255.255.0 status: up tuyp
physical mtu-override: disable

S108DUSPUKEFGG54 # execute ping 172.17.1.254

PING 172.17.1.254 (172.17.1.254): 56 data bytes

64 bytes from 172.17.1.254: icmp_seq=0 tt1=254 time=18.9
64 butes from 172.17.1.254: icmp_seq=1 tt1=254 time=14.
64 bytes from 172.17.1.254: icmp_seq=2 tt1=254 time=11.7

Ao

C
-—= 172.17.1.254 ping statistics ——
3 packets transmitted, 3 packets received, 0+ packet loss

round-trip minsavgrsmax = 11.2,-14.8-18.9 ms

S108DUSPUKEFGGS4 #
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Configure the FortiGate device

1. Authorize and name the site1_mclag2 FortiSwitch unit.

FortiGate VM64-KVM  FG'

@ Dashboard ’ Status Model

%% Security Fabric > W Online Ds1080v

o Netwark N @ Unauthorized / /__\

© System > { / \

B Policy & Objects > | |

& Security Profiles > \

aven > \\

& User & Authentication > —

| ® wiFisswitch controlier  ~ | [ & CreateNew~] # Edit @ Delete & Upgrade | > connectroctl | [ search Q DList~  FortiLink 3 fol3.wan~

PEEIRETS Name = Switch Group & Status Model Firmware Version © Connecting From = Join Time &
WIFi Cents £ site1.melag1 (S108DVHFUKEFGG54) © Online 51080V S108DV-vé 6.0-build5756,201009 (Interim) 1033331 2020/12/03 11:11:37
o S108DVSPUKEFGGS4 © Unauthorized s108DV
SSIDs.
FortiAP Profiles
WIDS Profies

FortiLink Interface
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch NAC Policies

FortiSwitch Security
Policies.

144 Log & Report >

@ Dashboard > Status Model

3 Security Fabric > W Oniine - Dstoaov
 Network > / A\
© System » y / \

B Policy & Objects > |

\

& Security Profiles > |

aven N \\

& User &Authentication > —

| = wiFi &switch Controlier || # CreateNew~ || # Edit|| @ Delete || © Deauthorize & Upgrade | > ComnecttoCll | | search Q EList~  FortiLink & fol3.wan~
Managed FortAPs Name & Switch Group & Status Model + Firmware Version & Connecting From & Join Time &
WiFi Clients
e £ sitel mclag1 (S108DVHFUKEFGGS4) © Online s108DV S10BDV-v6.6.0-build5756,201008 (interim) 1033331 2020112/0811:11:37
WIFi Maps
o 9 site1 melag? (S108DVSPUKEFGG54) © Online s1080V S108DV-V6.6.0-buildS756,201009 (nterim) 1033332 2020/12/0311:32:06
s

FortiAP Profiles
WIDS Profiles

FortiLink Interface
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch NAC Policies
FortiSwitch Security

L Log & Report »
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T3 FortiGate VM64-KVM FG

shboard
%% Security Fabric
b Network
 System
B, Policy &Objects
& security Profiles
Qe
& User & Authentication
| = wiFi &switch Controlier
Managed FortiAPs
'WiFi Clients.
WiFi Maps
SSIDs.

FortiAP Profiles
'WIDS Profiles.

=.= FortiGate VM&4-KVM FG

& Dashboard
& Security Fabric
b Network
© System
B Policy & Objects
& Security Profiles
aveN
& User & Authentication
| = wiFi &switch Controlier
Managed FortiAPs
WiFi Clients
WiFi Maps
551Ds
FortiAP Profiles

C v v v vy v ov o~

[+ Createten | # it

© Delete | & Refresh | > ConnecttoCLI | b Upgrade | [ Search a) 3 Topalogy =
FortiLink Stack: fol3_wan
(% FGT_Switch Controller 2 site1 mclagl (S108DVHFUKEFGG...
e | t =
S fortiink I site1_mclag2 (S108DVSPUKEFGG.
@ port?
3 foldwan O 0wy
= Connected
-------- Disconnected
STP Status: Discarding
MCLAGICL
- @ sdmin
Diagnostics and Tools - sitel_ mclag2 x
¢ site]_melag2 2 General A\ Fair
Name sited_melag2 CPU Usage
) IEEEI Memory Usage
Serlal Number S108DVSPUKEFGGS4 Connection Uptime
Version S108DV-v6.6.0-build5756,201009 (Interim) IR Temperature
Model 51080V Faceplate
FortiLink Interface B fold wan
IP Address. 1033.33.2
Join Time: 53seconds ago
Status @ Connected
Registration Not Registered
# Edit
[l CableTest Logs CLIAccess ~
| ['search a [0 Trunk | FortiLink 3 folZwan~
Port  Trunk  AccessMode Native VLAN Allowed VLANS | Device Information uo
© portl Normal @ defaultfol3 wan (default22) & ine22) @ o I
© port2 Normal @ defaultfol3_wan (default22) & ) @ ma¢
@ port3 Normal @ defaultfol3, 22 & 22) @ M
© portd Normal © defaultfol3 ) © ) @ | wos P
© ports Normal @ defaultfol3 wan (defaultz2) & ) @
© ports Normal @ default fol3 22) & ) @
© ports Normal © default.fol3 2 6 ) @ | uwos P
@ fe09:0fd3:1e02
Close

2. Toenable the MCLAG peer group from the FortiGate device, use the switch-recommendations
command, specifying the FortiLink interface and the serial numbers of the MCLAG peers. (Alternatively, on
the FortiGate device, set the LLDP profile to default-auto-mclag-icl in the ports used for the
MCLAG ICL on both peers.)

FGT_Switch Controller # execute switch-controller switch-recommendations set-
tierl-mclag-icl fol3 wan S108DVHFUKEFGG54 S108DVSPUKEFGG54
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CLI Console (1)

FGT_Switch_Controller # exec ssh admin@18.33.33.1
admin®10.33.33.1"'s password:
sitel_mclagl # show switch trunk
config switch trunk
edit “__FoRtILnkBL3__"
set mode lacp-active
set members "port8”
next
edit "_FlInK1_ICLB_"
et mode lacp-active
auto-1isl 1
t mclag-icl enable
set members "port7?”
next
end

sitel_mclagl # diagnose switch mclag icl
_F1InK1_ICLB_

icl-ports 7
egress-block-ports none

interface-mac
local-serial-number
peer-mac
peer-serial-number
Local uptime

Peer uptime
MCLAG-STP-mac
keepalive interval

chb:eB :d9:7f:88:81

S108DVHFUKEFGGS4
86:37:6d:72:2F:77
S188DVSPUKEFGGS4

8 days 3h:36m:48s
8 days ©h: Bm:41s
82:89:8f:d3:88:8b
1

keepalive timeout 68

Counters
received keepalive packets
transmited keepalive packets
received keepalive drop packets
receive keepalive miss

sitel_mclagl #
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CLI Console (4}

FGT_Switch_Controller # exec ssh admin®18.3
admin®18.33.33.2"s password:
sitel_mclag? # show switch trunk
config switch trunk
edit "_FlInK1_ICLB_"
mode lacp-active
t auto-isl 1
mclag-icl enable
set members “port?”
next
end

sitel_mclag? # diagnose switch mclag icl
_FlInK1_ICLB_

icl-ports
egress-block-ports
interface=mac
local-serial-number
peer-mac

7

nona
85:37:6d:72:2F:77

S188DVSPUKEFGGS4
ch:ed d9:7f:88:81

peer-serial-number S18BDVHFUKEFGGS4
Local uptime 8 days @h:18m: 8s
Peer uptime 8 days 3h:37m:56s
MCLAG-STP-mac 82:09:8f:d3:80:8b
keepalive interval 1

keepalive timeout 1)

Counters
received keepalive packets
transmited keepalive packets
received keepalive drop packets

gitel_mclag? #

3. Connect to the CLI of the site1_mclag2 FortiSwitch unit and enable FortiLink over layer 3 on the switch
interface connected to the WAN router. Enable LACP on the newly formed trunk. NOTE: The automatically
created trunk has the same name as in the site1_mclag1 FortiSwitch unit, so it will form the MCLAG trunk
(the trunk name must be the same in both FortiSwitch units to form the MCLAG trunk).
config switch interface

edit ports8
set fortilink-13-mode enable
end

config switch trunk
edit " F1InKl ICLO "
set mode lacp-active
set auto-isl 1
set mclag-icl enable
set members "port7"
next
edit " FoRtILnkOL3 "
set mclag enable
set members "port8"
next
end

config switch trunk
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edit " FoRtILnkOL3 "
set mode lacp-active

end

The switch interface is configured automatically.

sitel mclag2 # show switch interface  FoRtILnkOL3
config switch interface
edit " FoRtILnkOL3 "

set
set
set
set
set
set
next
end

native-vlan 4094

allowed-vlans 1,4089-4093

dhcp-snooping trusted

igmp-snooping-flood-reports enable
igmp-snooping-flood-traffic enable

snmp-index 13

4. Connectto the CLI of the site1_mclag1 FortiSwitch unit and enable MCLAG on the trunk connected to the
WAN router.

sitel mclagl
sitel mclagl
sitel mclagl
sitel mclagl

FORtILnkOL3 )

#
(trunk)
(__
(__FORtILnkOL3 )

config switch trunk
# edit "

FORtILNnkOL3 "
# set mclag enable
# end

5. Check that both FortiSwitch units are managed.

222 FortiGate VM64-KVM  FGT Switch Controller

& Dashboard
¥ Security Fabric
4 Network
& System
B Policy & Objects
& Security Profiles.
aveN
& User & Authentication
| ® WiFi & Switch Controller
Managed FortiAPs
WiFi Clients
WiFi Maps
ssiDs
FortiAP Profiles
WIDS Profiles

FortiLink Interface

& Upgrade | ['search a 3 Topology =

£ site1_ melag1 (S108DVHFUKEFGG...

2 site]_melag2 (S108DVSPUKEFGG...

Stack: fol3_wan

Managed FortiSwitch o

FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch NAC Policies

FortiSwitch Security
olicies

i Log &Report
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»
4 FortiLink
>
s
s — © ports
% FGT_Switch Controller © port?
>
3 fortilink
>
e fol3.wan
— © port8
© port?
>
Connected
77777777 Disconnected
STP Status: Discarding
MCLAGICL
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Configure the access switches

1.

Enable FortiLink mode.

config system global
set switch-mgmt-mode fortilink
end

Set the switch-controller discovery type to DHCP. The ISL is automatically formed with the MCLAG peer

group (you do not need to enable FortiLink over layer 3).

config switch-controller global
set ac-discovery-type dhcp
end

y108DUVUBYKEFGG54
S108DVUBYKEFGG54 =t syst interface
[ mgmt 1
name: mgmt mode: stati ip: 0.0.0.0 0.0.0.0 status: up
mtu-override: disable
internal 1
name: intermnal mode: dhcp ip: 10.33.33.3 2
e: physical mtu-override: disable

S108DUUBYKEFGG54 # execute ping 172.17.1.254
PING 172.17.1.254 (172.17.1.254): 56 data bytes

64 bytes from 172.17.1.254: icmp_seq=0 ttl1=254 time=35.6 ms
64 bytes from 172.17.

Ay

C
-—— 172.17.1.254 ping statistics ——
Z2 packets transmitted, 2 pack received, 0z packet loss

round-trip minsavg/max 11.6,23.6,35.6 ms

.254: icmp_seq=1 tt1=254 time=11.6 ms

S108DUUBYKEFGGS4 # _

FortiSwitch Cookbook
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type:

status:

physical

up

typ
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S108DUDSFTEFGG54
S108DUDSFTEFC
S108DUDSFTEFC
S108DUDSFTEFC
S108DUDSFTEFC
S108DUDSFTEFC
S108DUDSFTEF(
S108DUDSFTEFC
S108DUDSFTEFGGS4
S108DUDSFTEFGG54 # show switch trunk
config switch trunk

-

. mode lacp-active
. auto-isl 1
. mclag enable
set members “"port8" “port?”

DUDSFTEFGGS4 # get system interface

mgmt 1

mgmt mode: static ip: 0.0.0.0 0.0.0.0 status: up type: physical
tu-override: disable

internal 1

internal mode: dhcp ip: 10.33.33.4 255.255.255.0 status: up typ

@ Dashboard > | [ # create New Z Refresh arch Qa (= Topalogy =
% Security Fabric >
4 Network
& System »
site1_melag] (S108DVHFUKEFGG.
B Policy & Objects >
- 8
& Security Profiles. > por
Q vPN > =
& User & Authentication e Authorize
I py FGT_Switch_Controller 7
fortilink
3o fol3wan i B sitel mclag2 (S108DVSPUKEFGG...
Authorize
— port8 t
SSIDs. ports
port?
porté
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch NAC Policies
FortiSwitch Security
Policies
144 Log & Report >
Connected

=== Disconnected
STP Status: Discarding
MC-LAG ICL
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@ Dashboard ’ # Edit| © Delete | & Refresh | > ConnecttoCLI | b Upgrade | [ Search a) = Topology ~
& Security Fabric >
& Network 4 FortiLink Stack: fol3_wan
© System ’ £2 site] mclag] (S108DVHFUKEFGG...
B Policy & Objects > =
& Security Profiles. N = O porie
aven N © ports. —\— a site]_access2 (S108DVDSFTEFGG...
& User& > @ ports © port?
| = wiri . switch controtier ([ SlECT smeh Conolier ° m7 Ops |
Managed FortiAPs B+ fortilink
WIFi Clients | B foldwan n site1_mclag2 (S108DVSPUKEFGG... | 2 site1 access1 (S108DVUBYKEFG.. | | £ sitel access1(S108DVUBYKEFG.. |
WiFi Maps — O port8 @ port?
ssIDs @ port5 " © portd
FortiAP Profiles © port?
'WIDS Profiles. [+] m
Connected
- Disconnected
STP Status: Discarding
MCLAGICL
FortiGate VM&4-KVM - - - (g admin-
& Dashboard Diagnostics and Tools - site1_access1 x
3 Security Fabric > sited access1 Fair
& Network Name sitet_access1
Ofptan Serial Number S108DVUBYKEFGGS4
B Pollo & ects Version S108DV-v6.6.0-build5756,201009 (Interim) IR Temperature
& Security Profiles
. Model 51080V Faceplate
PR FortiLink Interface 3 foldwan
I. WIFi & Switch Controller IP Address. 1033.33.3
Managed FortiAPs Join Time
WiFi Clients Status © Connected
WiFi Maps. Registration ‘Not Registered
SSIDs. [Actions - ]| # Edit
FortiAP Profiles
TS CableTest Logs CLI Access A
ERLK e Eace) | ['search a B Trunk  FortiLink 3 fol3.wan~
el Port  Trunk  AccessMode Native VLAN | Allowed VLANS | Device Information Lo
FortiSwitch VLANS
FortiSwitch Ports 9 port Normal fol3_wan (default22) & 2) 301 ME¢
T T © portz Normal @ defaultfol3_wan (default 22) & ) @ o ]
FortESwitch Security © porta Normal @ defaultfol3 2 o 22) o
ol © portd Normal © defaultfol3 2 6 ) | uos
W LogRepart © ports Normal @ defauitfol3 2 6 ) o I
© ports Normal @ default fol3, 22) @& ) | o )
© port7 Normal % S10BDVHFUKEFGGS4
© ports Normal % S10BDVSPUKEFGGS4
Close
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@ Dashboard Diagnostics and Tools - site1_access2 x

3 Security Fabric site1_access2 © General Fair
 Network
© System

»
>
B CPU Usage
>

B Policy & Objects >
>
B
N

Memory Usage
Connection Uptime

site1_access2

S108DVDSFTEFGGS4

S108DV-v6.6.0-build5756,201009 {Interim) Temperature
& Security Profiles
51080V © Faceplate
O VPN
fol3_ wan
& User & Authentication Bt
|+ wiria swiehcontroter 1033334
Managed FortiAPs 2minutes agn
Wii Clients Connected
WiFi Maps Not Registered
5SIDs. Actions ~ ]| & Edit
FortiAP Profiles
—— EEDY covleTest Lops CLiAccess ~
FortiLink Interface y a 23 ok Fortilink 8 fol3wan~
Managed FortiSwitch 7
Port  Trunk  AccessMode Native VLAN Allowed VLANS Deviee Information it}
FortiSwitch VLANs
FortiSwitch Ports portl Normal @ default.fol3_wan (default22) @ guarantine.fol3_wan (quarantine.22) @ 02:09:0fd3:2c:02 [l d
@ fe:09:0£:d3:0d:01
FortiSwitch NAC Policies
o - port2 Normal & default.fol3. 2 o ) @ 02090kd31101 B¢
FortiSwitch Security @ fe:09:0f:d3:11:02
Policies
port3 Normal @ default fol3_wan (default 22) @ quarantine fol3_wan (quarantine.22) @ fe:09:0d3:00:1a [Tl d
144 Log & Report >
portd Normal @ default fol3 22) @gq ine.fol3 ) @ fe0s0fd300:1b  [EDd
ports Normal & default fol3 22) & ) @ fe090Ed3001c D¢
porté Normal @ default fol3 22) & ) @ fe09:0Rd300:1d [ d
port? Normal % S10BDVHFUKEFGGS4
port8 Normal % S10BDVSPUKEFGGS4

Close

CLI Console (1)

FGT_Switch_Controller # execute switch-controller get-conn-status
Managed-devices in current vdom root:

FortiLink interface : fol3_wan
SWITCH-ID VERSION

S188DVDSFTEFGG54 v6.6.8 (5756)
S188DVHFUKEFGG54 v6.6.8 (5756)
S188DVSPUKEFGG54 v6.6.8 (5756)
S188DVUBYKEFGG54 v6.6.8 (5756)

ADDRESS
18.33.33.4
18.33.33.1
18.33.33.2
18.33.33.3

JOIN-TIME
3 18:36:35 2828
3 14:40:13 20828
3 14:42:05 2828
3 18:36:44 208286

NAME
sitel_access2
sitel_mclagl
sitel_mclag?2
sitel_accessl

STATUS FLAG
Authorized/Up 3
Authorized/Up 3
Authorized/Up 3
Authorized/Up 3

Thu Dec
Thu Dec
Thu Dec
Thu Dec

Flags: C=config sync, U=upgrading, S=staged, D=delayed reboot pending, E=config sync error, 3=L3
Managed-Switches: 4 (UP: 4 DOWN: @)

FGT_Switch_Controller # execute switch-controller get-physical-conn standard fol3_wan

This will display connectivity graph information for Fortilink from FortiGate's perspective
NOTE : If FortiSwitch is not authorized, no connectivity information will be shown

NOTE : If FortiSwitch is in idle state, no connectivity information will be shown

NOTE : If FortiSwitch ISL peer has inconsistent info, no connectivity information will be shown

FortiLink interface : fol3_wan

FortiGate(s)
FGYMB4ATM28006534( fol3_wan)
FGVMB4TM208086534 (fol3_wan) <<--

<g== =35>

S108DVHFUKEFGGS54 (port8)
--»> S188DVSPUKEFGG54(port8)
Tier 1

S188DVHFUKEFGG54 (port8)
S188DVSPUKEFGGS54 (port8)

FGYMBATM2808686534( fol3_wan)
FGYMB4TM200086534( fol3_wan)

Tier 2+

S108DVHFUKEFGG54 (port5/8DVYDSFTEFGG54-08)
S188DVSPUKEFGG54 (port5/8DVDSFTEFGG54-8)
S188DVSPUKEFGG54 (port7/_F1InK1_ICLB_) ->>
S188DVUBYKEFGGS54 (port7/_F1InK1_MLAGH_)
S188DVUBYKEFGGS54 (port8/_F1InK1_MLAGB_)

$188DVDSFTEFGGS4 (port7/_F1InK1_MLAGB_)

5188DVD5SFTEFGGS54 (port8/_F1InK1_MLAGB_)
S$188DVHFUKEFGGS54 (port7/_F1InK1_ICLB_)
S188DVHFUKEFGGS54 (port6/BDVUBYKEFGG54-8)
S5188DVSPUKEFGG54 (port6/8DVUBYKEFGG54-0)

<g-- ——2>

<g-- ——2>

FGT_Switch_Controller #

2. Create FortiSwitch VLANs and assign them to FortiSwitch ports. You do not need to specify the IP address
because the FortiGate device will not receive any of the data traffic (it will be switched locally or routed by
the WAN router). Therefore, the DHCP service must be provided by the WAN router or other system
located at the site.

FortiSwitch Cookbook
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FortiGate VM64-KVM

FGT_Switch_Controller

@ Dashboard

%% Security Fabric

b Network

o System

B Policy & Objects

& Security Profiles

Q VPN

& User & Authentication

| = wiFi &switch Controlier

Managed FortiAPs
WiFi Clients
WiFi Maps
SSIDs.
ForliAP Profiles
WIDS Profiles
FortiLink Interface
Managed FortiSwitch

FortiSwitch VLAN:

FortiSwitch Ports
FortiSwitch NAC Policies

FortiSwitch Security
icies.

144 Log &Report

FortiGate VMé&4-KVM

> | Edit Interface

MName A office
Alias

Type B VLAN
Interface B fol3_wan

VLANID 444

VRFID @ [0

Color Change

Role © LAN -

Address

Addressing mode

IP/Netmask

Create address object matching subnet @
Destination 00.00/0000

Secondary IP address @

Administrative Access

IPva OHTTPS HTTP &
(0 FMG-Access OssH

O DHCP Server

Network
Devicedetection ® @O
IGMP snooping. [s ]
DHCP snooping [s ]
Block intra-VLAN traffic (B
Security mode [s ]

Miscellaneous

Comments Jorss
Lo oo I

Name 2 office address

OFm () RADIUS Accounting

FortiGate

& FGT_Switeh Controller

Status

® Documentation

B Online Help (2
W Video Tutorials (2

IEE OHCP | Auto-managed by FortilPAM
0000/0000

ariNG

IsNMP

[ Security Fabric
Connection @

cone

@ Dashboard

& Security Fabric

4+ Network

& System

B Policy & Objects

& Security Profiles.

aven

& User & Authentication

| ® WiFi & Switch Controller

Managed FortiAPs
WiFi Clients
WiFi Maps
S5iDs
FortiAP Profiles
WIDS Profiles
FortiLink Interface
Managed FortiSwitch

FortiSwitch Ports

FortiSwitch NAC Policies
FortiSwitch Security
Policies.

i Log &Report

FortiSwitch Cookbook
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+ CreateNew | # Edit @ Delete Search
Name &

@ defaultfol3_wan (default.22)

@ quarantine.fol3_wan (quarantine.22)

@ voice.fol3 wan (voice.22)

@ videoifol3_wan (video.22)

5 | @ rspan.fol3_wan (rspan.22)
~ | @ onboardingfol3 wan fonboarding 221
office
© access point

& warehouse

Q FortiLink 3+ fol3.wan~
VLANID = s Administrative Access * Ref. =
00000000 28
169.254.16.1 255.255.255.0 85
169.254.17.1255.255.255.0 3
169.254.18.1255.255.255.0 1
169.254.19.1255.255.255.0 1
169.254.20.1 255.255.255.0 2
00000000 5
00000000 3
00000000 3
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@ Dashboard
%% Security Fabric
“f Network

>
>
>
@ System ,
B Policy & Objects >
& Security Profiles >
= >
& User & Authentication >
| = wiFi &switch controlier ~ ~
Managed FortiAPs
WiFi Clients
WiFi Maps
SSIDs.
FortiAP Profiles
WIDS Profiles
FortiLink Interface
Managed FortiSwitch
FortiSwitch VLANs

FortiSwitch Ports

FortiSwitch NAC Policies

FortiSwitch Security
Policies.

144 Log & Report >

+ CreateNew | # Edit @ Delete | | Search la Trunk Faceplates  FortiLink # fol3.wan~
Port Trunk. Access Mode Native VLAN Allowed VLANs Device Information LLDP Profile Security Policy
[ site1 access1- S108DVUBYKEFGG54 @
© port1 Normal office. e X ) @ 301 [icr] i
@ fe:09:01:d3:29:01
@ tfe:ttA£:00:00:29
© port2 Normal @ access_point office @ =
a X 2) @
@& warehouse
© port3 Normal @ default fol3 \ 22) a .\ 22) @ fe:09:0f:d3:00:07 =3 default-auto-is!
© portd Normal @ default fol3 \ 22) a \ 22) @ fe:09:0f:d3:00:08 =3 default-auto-is!
@ ports Normal @ default fol3 22) a .\ 2) @ fe:09:01:d3:00:09 default-auto-is!
© ports Normal @ default fol3 22) a X 2) @ fe:09:01:43:00:0a I default-auto-is!
© port? Normal % S108DVHFUKEFGGS4
© ports Normal % S108DVSPUKEFGGS4

[ site1 access2- S108DVDSFTEFGG54 @
© portl Normal office. a X ) @ | uce |

@ fe:07:01:d3:0:01
@ fectf:£:00:00:2b
© port2 Normal @ access_point office @ 1:01 =
@ quarantine fol3 wan (quarantine 22) @ fe:09:06:d3:11:02
@& warehouse @ feff:00:00:27
© port3 Normal @ default fol3 \ 22) a  \ 22) D fe:09:0:d3:00:1a default-auto-is|
portd Normal @ default fol3 \ 22) a .\ 22) D fe:09:0:d3:00:1b default-auto-is|
@ ports Normal @ default fol3 22) a .\ 2) @ fe:09:01:d3:00:1c default-auto-is!
© ports Normal @ default fol3 22) a X 2) @ fe:09:01:43:00:1d I default-auto-is!
© port? Normal % S108DVHFUKEFGGS4
3 port8 Normal %, S108DVSPUKEFGG54

site1_mclag1 - SI0BDVHFUKEFGG54 @
site1_melag2 - S10BDVSPUKEFGG54 @

Check the configuration

The following is the relevant FortiGate configuration:

FGT Switch Controller # show system interface wan

config system
edit "wan"

interface

"root"
0.40.88.254 255.255.255.0

set allowaccess ping https ssh http

aggregate

set member "port9" "portlO"

set vdom

set ip 1

set type

set 1lldp

set role

set snmp
next

end

-reception enable
wan
—index 21

FGT Switch Controller # show router static 2

config router

static

10.33.33.0 255.255.255.0

set gateway 10.40.88.253

edit 2
set dst
set devi
next
end

ce "wan"

FGT Switch Controller # show system interface fol3 wan

config system

interface

edit "fol3 wan"

set vdom
set fort

FortiSwitch Cookbook
Fortinet, Inc.

"root"
ilink enable
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set switch-controller-source-ip fixed
set ip 172.17.1.254 255.255.255.0
set allowaccess ping fabric
set type aggregate
set device-identification enable
set lldp-reception enable
set lldp-transmission enable
set snmp-index 22
set switch-controller-nac "fol3 wan"
set swc-first-create 127
set lacp-mode static
next
end

FGT Switch Controller # show firewall policy 5
config firewall policy
edit 5
set name "fsw _to fol3 wan"
set uuid 98afl1592-354d-51eb-e09e-8d8000c0663a
set srcintf "wan"
set dstintf "fol3 wan"
set srcaddr "fsw"
set dstaddr "fol3 wan IP"
set action accept
set schedule "always"
set service "CAPWAP" "ALL ICMP"
next
end

FGT Switch Controller # show firewall service custom CAPWAP
config firewall service custom
edit "CAPWAP"
set udp-portrange 5246
next
end

FGT_Switch Controller # show firewall address fsw
config firewall address
edit "fsw"
set uuid 77e968bc-354d-51leb-f618-e3eld45d6al2
set subnet 10.33.33.0 255.255.255.0
next
end

FGT_Switch Controller # show firewall address fol3_wan_IP
config firewall address
edit "fol3 wan IP"
set uuid 84cfl57c-354d-51leb-ab4£f-6518749b4bd9
set subnet 172.17.1.254 255.255.255.255
next
end

FGT_Switch Controller # show switch-controller managed-switch
config switch-controller managed-switch
edit "S108DVHFUKEFGG54"
set name "sitel mclagl”
set fsw-wanl-peer "fol3 wan"

FortiSwitch Cookbook
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set fsw-wanl-admin enable
set poe-detection-type 3
set version 1

set max-allowed-trunk-members 8
set pre-provisioned 1

set dynamic-capability 0x0000000000000000000000751c51£9£7

config ports
edit "portl"

set
set
set
set
set
next

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:0c

edit "port2"

set
set
set
set
set
next

vlan "default.z22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:0d

edit "port3"

set
set
set
set
set
next

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:0e

edit "port4"

set
set
set
set
set
next

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:0£

edit "port5"

set
set
set
set
set
next

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0f:d3:0a:01

edit "porte"

set
set
set
set
set
next

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:22:01

edit "port7"

set
set
set
set
set
set
next

FortiSwitch Cookbook
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vlan "default.z2"

allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
lldp-profile "default-auto-mclag-icl"
export-to "root"

mac-addr 02:09:0£:d3:1£:01
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edit "port8"
set vlan "default.z2"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:1d:02
next

end

next

edit '
set
set
set
set
set
set
set
set
con

FortiSwitch Cook
Fortinet, Inc.

'S108DVSPUKEFGG54"
name "sitel mclag2"
fsw-wanl-peer "fol3 wan"
fsw-wanl-admin enable
poe-detection-type 3
version 1
max-allowed-trunk-members 8
pre-provisioned 1
dynamic-capability 0x0000000000000000000000751c51£9£7
fig ports
edit "portl"
set vlan "default.22"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:00:11
next
edit "port2"
set vlan "default.22"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:00:12
next
edit "port3"
set vlan "default.22"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:00:13
next
edit "portd"
set vlan "default.z2"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:00:14
next
edit "port5"
set vlan "default.z2"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:0b:02
next
edit "porte"
set vlan "default.z22"
set allowed-vlans "quarantine.22"

book
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set
set
set

next
edit "port7"

set
set
set
set
set
set

next
edit "port8"

set
set
set
set
set

next

end

next

edit

set
set
set
set
set
set
set
set

untagged-vlans "quarantine.22"
export-to "root"
mac-addr 02:09:0£:d3:23:01

vlan "default.22"

allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
lldp-profile "default-auto-mclag-icl"
export-to "root"

mac-addr 02:09:0£:d3:1£:02

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0f:d3:1e:02

"S108DVUBYKEFGG54"

name "sitel accessl"

fsw-wanl-peer "fol3 wan"

fsw-wanl-admin enable
poe-detection-type 3
version 1

max—-allowed-trunk-members 8

pre-provisioned 1

dynamic-capability 0x0000000000000000000000751c51£9£f7

config ports
edit "portl"

set
set
set
set
set

next
edit "port2"

set
set
set
set
set

next
edit "port3"

set
set
set
set
set

next
edit "port4"

set
set
set
set

FortiSwitch Cookbook
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vlan "office"

allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:29:01

vlan "access point"

allowed-vlans "office" "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:2d:01

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:07

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

"warehouse"
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set mac-addr 02:09:0£:d3:00:08

next
edit "porth5"

set vlan "default.22"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:00:09
next
edit "porte"
set vlan "default.22"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:00:0a
next
edit "port7"
set vlan "default.z2"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:20:02
next
edit "port8"
set vlan "default.22"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:20:02
next

end

next

edit '
set
set
set
set
set
set
set
set
con

'S108DVDSFTEFGG54"
name "sitel access2"
fsw-wanl-peer "fol3 wan"
fsw-wanl-admin enable
poe-detection-type 3
version 1
max-allowed-trunk-members 8
pre-provisioned 1
dynamic-capability 0x0000000000000000000000751c51£9£f7
fig ports
edit "portl"
set vlan "office"
set allowed-vlans "quarantine.22"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:0d:01
next
edit "port2"
set vlan "access point"
set allowed-vlans "office" "quarantine.22" "warehouse"
set untagged-vlans "quarantine.22"
set export-to "root"
set mac-addr 02:09:0£:d3:11:02
next
edit "port3"
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set
set
set
set
set

next
edit "port4"

set
set
set
set
set

next
edit "portb5"

set
set
set
set
set

next
edit "porte"

set
set
set
set
set

next
edit "port7"

set
set
set
set
set

next
edit "port8"

set
set

set
set
set
next
end
next
end

The following is the relevant configuration of the WAN router:

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:1a

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:1b

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:1c

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:00:1d

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0f£:d3:0b:01

vlan "default.22"
allowed-vlans "quarantine.22"
untagged-vlans "quarantine.22"
export-to "root"

mac-addr 02:09:0£:d3:0b:01

WAN_ROUTER # show system interface to_fgt
config system interface

edit "to fgt"
ip 10.40.88.253 255.255.255.0
allowaccess ping https ssh

set
set
set
set
set
next
end

snmp-index 16
vlanid 4088
interface "internal"
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WAN ROUTER # show switch interface to fgt
config switch interface
edit "to fgt"
set native-vlan 4088
set snmp-index 14
next
end

WAN ROUTER # show switch trunk to fgt
config switch trunk
edit "to fgt"
set mode lacp-active
set members "port7" "port8"
next
end

WAN ROUTER # show system interface fol3
config system interface
edit "fol3"
set ip 10.33.33.254 255.255.255.0
set allowaccess ping https ssh
set snmp-index 17
set vlanid 4094
set interface "internal"
next
end

WAN ROUTER # show system dhcp server
config system dhcp server
edit 1
set default-gateway 10.33.33.254
set dns-service local
set interface "fol3"
config ip-range
edit 1
set end-ip 10.33.33.99
set start-ip 10.33.33.1
next
end
set lease-time 300
set netmask 255.255.255.0
set ntp-service local
set vci-match enable
set vci-string "FortiSwitch"
set wifi-acl 172.17.1.254
next
end

WAN ROUTER # show switch interface fol3
config switch interface
edit "fol3"
set native-vlan 4094
set allowed-vlans 1001
set edge-port disabled
set snmp-index 15
next
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end

WAN_ ROUTER # show switch trunk fol3
config switch trunk
edit "fol3"
set mode lacp-active
set members "port5" "porto"
next
end

WAN_ROUTER # show router static 2
config router static
edit 2
set device "to fgt"

set dst 172.17.1.0 255.255.255.0

set gateway 10.40.88.254
next
end

The following is the relevant configuration of the FortiSwitch MCLAG 1:

sitel mclagl # show switch-controller global

config switch-controller global
set ac-discovery-type dhcp
end

sitel mclagl # show switch trunk
config switch trunk
edit " FoRtILnkOL3 "
set mode lacp-active
set mclag enable
set members "port8"
next
edit " F1InKl ICLO "
set mode lacp-active
set auto-isl 1
set mclag-icl enable
set members "port7"
next
edit "8DVUBYKEFGG54-0"
set mode lacp-active
set auto-isl 1
set mclag enable
set members "port6"
next
edit "8DVDSFTEFGG54-0"
set mode lacp-active
set auto-isl 1
set mclag enable
set members "port5"
next
end

sitel mclagl # show switch interface
config switch interface
edit " FoRtILnkOL3 "
set native-vlan 4094
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set allowed-vlans 1,444,555,777,4089-4093
set dhcp-snooping trusted
set snmp-index 12
next
end

sitel mclagl # show switch interface F1InKl ICLO
config switch interface
edit " F1InKl ICLO "
set native-vlan 4094
set allowed-vlans 1,444,555,777,4089-4093
set dhcp-snooping trusted
set edge-port disabled
set snmp-index 13
next
end

sitel mclagl # show switch physical-port port8
config switch physical-port
edit "port8"
set lldp-profile "default-auto-isl"
set speed auto
set storm-control-mode disabled
next
end

sitel mclagl # show switch physical-port port7
config switch physical-port
edit "port7"
set l2-learning disabled
set lldp-profile "default-auto-mclag-icl"
set speed auto
set storm-control-mode disabled
set l2-sa-unknown forward
next
end

sitel mclagl # show switch physical-port porté6
config switch physical-port
edit "porte"
set lldp-profile "default-auto-isl"
set speed auto
next
end

sitel mclagl # show switch physical-port port5
config switch physical-port
edit "port5"
set lldp-profile "default-auto-isl"
set speed auto
next
end

The following is the relevant configuration of the FortiSwitch MCLAG 2:

sitel mclag2 # show switch-controller global
config switch-controller global
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set ac-discovery-type dhcp
end

sitel _mclag2 # show switch trunk
config switch trunk
edit " F1InKl ICLO "
set mode lacp-active
set auto-isl 1
set mclag-icl enable
set members "port7"
next
edit " FoRtILnkOL3 "
set mode lacp-active
set mclag enable
set members "port8"
next
edit "8DVUBYKEFGG54-0"
set mode lacp-active
set auto-isl 1
set mclag enable
set members "porto"
next
edit "8DVDSFTEFGG54-0"
set mode lacp-active
set auto-isl 1
set mclag enable
set members "portbH"
next
end

sitel mclag2 # show switch interface  FoRtILnkOL3
config switch interface
edit " FoRtILnkOL3 "
set native-vlan 4094
set allowed-vlans 1,444,555,777,4089-4093
set dhcp-snooping trusted
set snmp-index 13
next
end

sitel mclag2 # show switch interface F1InKl ICLO
config switch interface
edit " F1lInKl ICLO "
set native-vlan 4094
set allowed-vlans 1,444,555,777,4089-4093
set dhcp-snooping trusted
set edge-port disabled
set snmp-index 12
next
end

sitel mclag2 # show switch physical-port port8
config switch physical-port
edit "port8"
set lldp-profile "default-auto-isl"
set speed auto
set storm-control-mode disabled
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next
end

sitel mclag2 # show switch physical-port port7
config switch physical-port
edit "port7"
set 12-learning disabled
set lldp-profile "default-auto-mclag-icl"
set speed auto
set storm-control-mode disabled
set 1l2-sa-unknown forward
next
end

sitel mclag2 # show switch physical-port porté6
config switch physical-port
edit "porte"
set lldp-profile "default-auto-isl"
set speed auto
next
end

sitel mclag2 # show switch physical-port port5
config switch physical-port
edit "port5"
set lldp-profile "default-auto-isl"
set speed auto
next
end

The following is the relevant configuration of the FortiSwitch access switch 1:

sitel_accessl # show switch-controller global
config switch-controller global

set ac-discovery-type dhcp
end

sitel accessl # show switch trunk
config switch trunk
edit " F1InKl MLAGO "
set mode lacp-active
set auto-isl 1
set mclag enable
set members "port7" "port8"
next
end

sitel_accessl # show switch interface F1InK1l MLAGO
config switch interface
edit " F1InKl MLAGO "
set native-vlan 4094
set allowed-vlans 1,444,555,777,4089-4093
set dhcp-snooping trusted
set edge-port disabled
set snmp-index 13
next
end
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sitel accessl # show switch physical-port port7
config switch physical-port
edit "port7"
set lldp-profile "default-auto-isl"
set speed auto
set storm-control-mode disabled
next
end

sitel accessl # show switch physical-port port8
config switch physical-port
edit "port8"
set lldp-profile "default-auto-isl"
set speed auto
set storm-control-mode disabled
next
end

sitel_accessl # show switch interface portl
config switch interface
edit "portl"
set native-vlan 444
set allowed-vlans 4093
set untagged-vlans 4093
set snmp-index 1
next
end

sitel accessl # show switch interface port2
config switch interface
edit "port2"
set native-vlan 555
set allowed-vlans 444,777,4093
set untagged-vlans 4093
set snmp-index 2
next
end

The following is the relevant configuration of the FortiSwitch access switch 2:

sitel access2 # show switch-controller global
config switch-controller global

set ac-discovery-type dhcp
end

sitel access2 # show switch trunk
config switch trunk
edit " F1InKl MLAGO "
set mode lacp-active
set auto-isl 1
set mclag enable
set members "port8" "port7"
next
end

sitel_access2 # show switch interface _F1InKl MLAGO_
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config switch interface
edit " F1InKl MLAGO "
set native-vlan 4094
set allowed-vlans 1,444,555,777,4089-4093
set dhcp-snooping trusted
set edge-port disabled
set snmp-index 13
next
end

sitel access2 # show switch physical-port port7
config switch physical-port
edit "port7"
set lldp-profile "default-auto-isl"
set speed auto
set storm-control-mode disabled
next
end

sitel access2 # show switch physical-port port8
config switch physical-port
edit "port8"
set lldp-profile "default-auto-isl"
set speed auto
set storm-control-mode disabled
next
end

sitel_access2 # show switch interface portl
config switch interface
edit "portl"
set native-vlan 444
set allowed-vlans 4093
set untagged-vlans 4093
set snmp-index 1
next
end

sitel access2 # show switch interface port2
config switch interface
edit "port2"
set native-vlan 555
set allowed-vlans 444,777,4093
set untagged-vlans 4093
set snmp-index 2
next
end
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