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About FortiGate for Rackspace

By combining stateful inspection with a comprehensive suite of powerful security features, FortiGate Next Generation
Firewall (NGFW) technology delivers complete content and network protection. This solution is available for deployment
on Rackspace.

In addition to advanced features such as an extreme threat database, vulnerability management, and flow-based
inspection, features including application control, firewall, antivirus, IPS, web filter, and VPN work in concert to identify
and mitigate the latest complex security threats.

Highlights of FortiGate for Rackspace include the following:

« Delivers complete content and network protection by combining stateful inspection with a comprehensive suite of
powerful security features.

« |IPS technology protects against current and emerging network-level threats. In addition to signature-based threat
detection, IPS performs anomaly-based detection, which alerts users to any traffic that matches attack behavior
profiles.

« New Docker application control signatures protect your container environments from newly emerged security
threats. See Use Case: FortiGate-VM on a Docker Environment.

Instance type support

Rackspace supports only pay-as-you-go for FortiGate-VM deployments.

Licensing

The FortiGate-VM image provided on mycloud.rackspace.com is a PAYG image that does not require licensing.
However, you should still create a Fortinet support account and register your FortiGate-VM.

Order types

On Rackspace, there is one order type: pay-as-you-go (PAYG).
With a PAYG subscription, the FortiGate-VM becomes available for use immediately after you create the instance.

To purchase PAYG, all you need to do is launch the product on the Rackspace marketplace. However, you must contact
Fortinet Support with your customer information to obtain support entitlement. See Creating a support account on page
5.

Ay
b ] L4
? PAYG FortiGate instances do not support the use of VDOMs.
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About FortiGate for Rackspace

Ay
‘Q' PAYG FortiGate instances do not support additional FortiGate features that require separate
licenses.

When using a FortiGate-VM PAYG instance, the GUI may display expiry dates for FortiGuard services. However, these
expiries are automatically extended for as long as the PAYG instance's lifespan. You do not need to be concerned about
the expiry of FortiGuard services.
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Creating a support account

FortiGate for Rackspace supports the pay-as-you-go (PAYG) licensing model. See Order types on page 4.

To make use of Fortinet technical support and ensure products function properly, you must complete certain steps to
activate your entitlement. Our support team can identify your registration in the system thereafter.

First, if you do not have a Fortinet account, you can create one.

To register the PAYG license:

1. Deploy and boot up the FortiGate PAYG instance on the Rackspace cloud and log into the FortiGate
GUI management console.

On the Dashboard, copy the VM serial number.
Go to Fortinet Service & Support and create a new account or log in with an existing account.
Go to Asset > Register/Activate to start the registration process.

In the Specify Registration Code field, enter the serial number, and select Next to continue registering the
product. Enter your details in the other fields.

o~ ooDd
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About FortiGate for Rackspace

6. After completing registration, contact Fortinet Customer Support and provide your FortiGate instance's serial
number and the email address associated with your Fortinet account.
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Launching FortiGate on Rackspace

Launching FortiGate on Rackspace

You can deploy the FortiGate NGFW for Rackspace as a virtual appliance in the Rackspace cloud. This section shows
you how to install and configure a single instance FortiGate-VM PAYG virtual appliance.

To subscribe to the FortiGate-VM:

1. On the Rackspace mycloud portal, go to SERVERS > CREATE RESOURCES > Cloud Server.

2. Onthe Create Serverpage, name your FortiGate-VM and choose the region. Under Image, choose the
Linux/Appliances Image Type. Next, from Operating System, choose FortiGate VM.

3. Under Flavor, choose a flavor that fits your resource needs. Pay careful attention to the Nefwork valuen. The
Network value controls throughput in Rackspace cloud. Larger flavors have more throughput.

4. (Optional) Under Advanced Options, select an SSH key.

5. Under Recommended Installs, select Configure as gateway. This automatically configures a cloud network and
NAT on your FortiGate-VM.

6. Verify your options, then click Create Server. The root admin password displays. Copy the password, then dismiss
the dialog.

7. After you create the server, the server details page displays. Wait for the server to show an active status. This
usually takes a few minutes.

Connecting to the FortiGate

To connect to the FortiGate:

1. Inabrowser, go to https://<IP address>, where "IP address" is your FortiGate-VM public IP address.
2. Do one of the following:

a. Login using "admin" as the username and the root admin password from Launching FortiGate on Rackspace
on page 7 as the password.

b. Loginvia SSH. Use the username "admin" and the root admin password or an SSH key.

Building a server behind the FortiGate

To build a server behind the FortiGate:

From the mycloud portal server creation page, scroll down to Advanced Options.

Click Select Networks...

Ensure that PublicNet is not selected.

Select the cloud network that has the name of your server.

(Optional) Enable ServiceNet if you use Rackspace products such as Cloud Backups or Cloud Files.
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Launching FortiGate on Rackspace

The server now builds without a public IP address. However, since NAT is configured on the FortiGate-VM, the server
can connect outbound to the Internet.

Accessing a server behind the FortiGate

You can access servers behind the FortiGate-VM in a variety of ways:

o Using the FortiGate-VM to forward remote access ports to the server behind the VM

« Configuring VPN on the FortiGate-VM, then connecting to VPN. Once connected to VPN, you can access servers
across the VPN via their Cloud Networks (private) IP addresses.

« Using the emergency console available in the mycloud.rackspace.com portal

For details about configuring the FortiGate, see the FortiOS Handbook.
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Change log

Date Change Description

2019-11-29 Initial release.
2020-05-15 Updated Order types on page 4.
2020-08-21 Updated About FortiGate for Rackspace on page 4 subtopics.
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