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Change Log

Date Change Description

2022-06-16 Initial release.
2023-04-25 Updated Getting started on page 5.
2023-06-06 Updated Configure virtual hardware settings on page 16.
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Getting started

Getting started

FortiProxy is a secure web proxy that protects employees against internet-borne attacks by incorporating multiple
detection techniques such as web filtering, DNS filtering, data loss prevention, antivirus, intrusion prevention, and
advanced threat protection. It helps enterprises enforce internet compliance using granular application control. High-
performance physical and virtual appliances deploy on-site to serve small, medium, and large enterprises

FortiProxy provides multiple detection methods such as reputation lookup, signature-based detection, and sandboxing
to protect against known malware, emerging threats, and zero-day malware. It also intercepts outgoing client
connections to the internet and has some firewall capabilities. However, the primary focus of FortiProxy is to be a secure
web gateway solution that provides visibility, compliance, web security, and threat protection for any organization.

This document describes how to deploy a FortiProxy-VM in a VMware vSphere environment. More information about
configuring and using FortiProxy is available in the Fortinet Document Library.

In the initial setup, the following ports are used:

* DNS lookup — UDP 53
¢ FortiGuard licensing — TCP 443

Evaluation license

FortiProxy-VM can be evaluated with a free 15-day trial license that includes most features, except:

« HA
o FortiGuard updates
o Technical support

You do not need to manually upload the trial license; it is built-in. The trial period begins the first time you start
FortiProxy-VM. When the trial expires, most functionality is disabled. You must purchase a license to continue using
FortiProxy-VM.

License sizes

VM licenses are available in the following sizes:

Evaluation VMO02 VMo04 VM08 VM16 VMUL

Maximum number of CPUs 2 4 8 16 32 Unlimited
Memory (GB) 2 Unlimited

Number of disks (boot + 1+1 1+2 1+2 1+4 1+8 16 total
storage)
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The maximum number of IP sessions varies by license and by available vVRAM, just as it does for hardware models. For
more information, see the FortiProxy Datasheet.

License validation

FortiProxy-VM must periodically revalidate its license with the Fortinet Distribution Network (FDN). If it cannot contact
the FDN for 24 hours, access to the FortiProxy-VM web Ul and CLI are locked.

By default, FortiProxy-VM attempts to contact FDN over the internet. If the management port cannot access the internet
(for example, in closed network environments), it is possible for FortiProxy-VM to validate its license with a FortiManager
that has been deployed on the local network to act as a local FDS (FortiGuard Distribution Server).

On the FortiProxy-VM, specify the FortiManager IP address for the “override server” in the FortiGuard configuration:

config system central-management
set type fortimanager
config server-list
edit 1
set server-type update
set server-address <FortiManager IP address for updates>
next
edit 2
set server-type rating
set server-address <FortiManager IP address for web filter ratings>
next
end
set include-default-servers disable
end

TCP port 8890 is the port where the built-in FDS feature listens for requests. For more information on the FortiManager
local FDS feature, see the FortiManager Administration Guide. Although FortiManager can provide FortiGuard security
service updates to some Fortinet devices, for FortiProxy, its FDN features can provide license validation only.
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Preparing for deployment

This documentation assumes that before deploying the FortiProxy-VM on the VMware vSphere virtual platform, you
have addressed the following requirements:

Virtual environment

For best performance, install FortiProxy-VM on a “bare metal” hypervisor. Hypervisors that are

) ! /. installed as applications on top of a general-purpose operating system (Windows, Mac OS X,
9 or Linux) host and have fewer computing resources available due to the host OS’s own
- overhead.

Hardware-assisted virtualization (VT) must be enabled in the BIOS.

You have installed the VMware vSphere software on a physical server with sufficient resources to support the
FortiProxy-VM and all other VMs deployed on the platform.

If you configure the FortiProxy-VM to operate in transparent mode, or include it in an high availability (HA) cluster,
configure any virtual switches to support the FortiProxy-VM's operation before you create the FortiProxy-VM.

VM Environment Tested Versions

VMware ESXi versions 6.0, 6.5, 6.7,and 7.0

Management software

You can access the VMware vSphere in one of the following ways:

 Directly with the ESXi web GUI
« With the vSphere Web Client if a vCenter is managing the ESXi server

Connectivity

The FortiProxy-VM requires an internet connection to contact FortiGuard to validate its license.
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Registering the FortiProxy-VM

When you purchase a FortiProxy-VM, you receive an email that contains a registration number. This registration number
is used to download the software, your purchased license, and also to register your purchase with Fortinet Customer
Service & Support so that your FortiProxy-VM will be able to validate its license with Fortinet.

Many Fortinet customer services such as firmware updates, technical support, and FortiGuard services require product
registration.

For registration instructions, see Registering products in the FortiCloud Account ServicesAsset Management guide.

For information about downloaded the license file, see Viewing licenses and keys in the Product details topic of the
FortiCloud Account ServicesAsset Management guide.

Downloading the FortiProxy-VM deployment package

FortiProxy-VM deployment packages can be downloaded from the Customer Service & Support.

To download the VM deployment package:

Log in to your FortiCloud account.

Go to Support > Firmware Download.

In the Select Product list, select FortiProxy.
Select the Download tab.

@ Dd =

Browse to the appropriate directory for the version that you need to download.
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Preparing for deployment

Forﬁcm Goier @ e (o QY W —

Download / Firmware Images Account Name/iD: | Fortinet

Firmware
Images

Fortinet Firmware Images And Software ReleaSes fﬂt

Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions.

Select Product

FortiProxy v

Release Notes Download

Image File Path

/ EortiProxy/ v7.00/ 2.0/ 7.0.4/

Image Folders/Files

Size (KB) Date Created Date Modified

PP PP EPDDDD DD DD DD DD

PX_VMWARE-700-build0078-FORTINET.out.ovi.zip

6. Download the firmware . zip file by clicking the HTTPS link to its right.
The . out image files are for upgrades of existing installations only and cannot be used for a new installation.
7. Extract the .zip file contents to a folder.

Deployment package contents

The FPX_VMWARE-vxxx-buildxxxx-FORTINET.out.ovf.zip file contains:

Component Description

fortiproxy.vmdk FortiProxy-VM system hard disk in VMDK format.
datadrive.vmdk FortiProxy-VM log disk in VMDK format.
datadriv2.vmdk FortiProxy-VM log disk 2 in VMDK format.
readme.txt Explains compatibility information for each template.

Open Virtualization Format (OVF) template files

FortiProxy-VM64.ovf OVF template file for VMware ESXi 7.0 and later versions, vmxnet3-based.
FortiProxy-VM64.hw13.ovf OVF template file for VMware ESXi 6.5 and later versions, vmxnet3-based.
FortiProxy-VM64.hw15.ovf OVF template file for VMware ESXi 6.7 and later versions, vmxnet3-based.
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Component Description

FortiProxy-VM64.vapp.ovf OVF template file for VMware ESXi 7.0 and later versions. SR-IOV is available on
the adapters list after deployment with this template.

FortiProxy-VM64.nsxt.ovf OVF template file for VMware ESXi 5.0 and later versions, vmxnet3-based.
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Deploying FortiProxy-VM

After you have downloaded the FPX_VMWARE-vxxx-buildxxxx-FORTINET.out.ovf.zip file and extracted the package
contents to a folder on your server, you can deploy the FortiProxy-VM on on VMware vSphere.

This chapter covers the following topics:

 Installation overview on page 11

» Deploy the OVF file on page 12

« Configure virtual hardware settings on page 16
« Power on the virtual appliance on page 24

Installation overview

The following diagram gives an overview of the process for installing FortiProxy-VM on VMware vSphere.
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Install VMware vSphere Deploy the FortiProxy
client on the VM file using the
management computer VMware vSphere client

Set up the
VMware
vSphere server

Configure the virtual
hardware and power on
the VM

Configure portl for web
Ul access

Log into the web Ul
using a web browser Do you have a
and upload the license purchased license?,
file

Continue with the setup
in the Administration
Guide

FortiProxy VM unlocked

and fully functional 15-day trial license

Continue with the setup
in the Administration Do you have a
Guide urchased license?,

Lockout

Deploy the OVF file

You must first use VMware vSphere Client to deploy the FortiProxy-VM OVF package.
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To deploy the virtual appliance:

1. Use the VMware vSphere client to connect to VMware vSphere server:
a. On your management computer, start the VMware vSphere Client.

(&) VMware vSphere Client b e
vmware'

VMware vSphere™

Client

@ All vSphere features introduced in vSphere 5.5 and beyond are
available only through the wSphere Web Client. The traditional
wSphere Client wil continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.
To manage multile hosts, enter the IP address or name of 2
wCenter Server.

1P address /Name: | S
User name:
Password:

™ Use Windows session credentials

b. InIP address/Name field type the IP address or FQDN of the VMware vSphere server.
c. Enterthe user name and password then click Login.
After you successfully log in, the vSphere Client window appears.

@ - vSphere Client
File Edit View Inventory Administration Plug-ins Help
aa [am

Inventory

i ]

Inventory

Administration

@

Roles System Logs

Recent Tasks Name, Target or Status contains: + Clear %

| Requested Start Ti...— | Start Time | Completed Time |

Name Target Status | Details | Initiated by

|9 Tasks | root

2. Goto File > Deploy OVF Template.
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(%) Deploy OVF Template - m} x

Source
Select the source location.

Source

Deploy from a file or URL

fi | Browse...

Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

< Back | Next > I Cancel

4

A deployment wizard window appears.
3. Inthe Deploy OVF Template window, click Browse and navigate to the FortiProxy-VM OVF file.
4. Click Next twice.

Click Accept to agree to the End User License Agreement, then click Next.

5. Onthe Name and Location page, type a unique descriptive name for this instance of FortiProxy-VM, then click Next.

The name appears in the vSphere Client inventory, such as FortiProxy-VM-Doc. If you plan to deploy multiple
instances of this file, consider a naming scheme that makes each VM's purpose or IP address easy to remember.

This name is not used as the host name, and it does not appear in the FortiProxy-VM GUI.
(%) Deploy OVF Template - m} X

Name and Location
Specify a name and location for the deployed template

Source Name:
OVF Template Details ET—
End User License Agreement
Name and Location

The name can contain up to 80 characters and it must be unique within the inventory folder.

Disk Format

< Back | Next > I Cancel |

4

6. On the Disk Format page, select one of the following options and then click Next:

» Thick Provision Lazy Zeroed: Allocates the disk space statically (no other volumes can take the space), but
does not write zeros to the blocks until the first write takes place to that block during runtime (which includes a
full disk format).
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 Thick Provision Eager Zeroed: Allocates the disk space statically (no other volumes can take the space), and
writes zeros to all the blocks.

» Thin Provision: Allocates the disk space only when a write occurs to a block, but the Virtual Machine File
System (VMFS) reports the total volume size to the OS. Other volumes can take the remaining space. This
allows you to float space between your servers, and expand your storage when your size monitoring indicates
there is a problem. Once a Thin Provisioned block is allocated, it remains in the volume regardless of whether

Deploying FortiProxy-VM

you have deleted data.

\y

Regardless of your choice here, you should later either allocate or make available at least
40 GB of disk space. 30 GB is only the default minimum value, and is not recommended.

(%) Deploy OVF Template

Disk Format

In which format do you want to store the virtual disks?

Source
QVE Template Details

End User License Agreement
Mame and Location

Disk Format

Network Mapping

Ready to Complete

Datastore: datastore 1

Available space (GB): 1872.3

(3 Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

@

Network Mapping

What networks should the deployed template use?

Source
QVE Template Details

End User License Agreement
Mame and Location

Disk Format

Network Mapping

Ready to Complete

Map the networks used in this OVF template to networks in your inventory

< Back |

Next > | Cancel I

4

Source Networks
Network 1
Network 2
Network 3
Network 4
Network 5
Network &
Network 7

<

Description:

Destination Networks ~

WM Network
WM Network
WM Network
WM Network
VM Network
VM Network
VM Netwiork

The VM Network network

Warning: Multiple source networks are mapped to the host network: ¥M Network

7. On the Network Mapping page, if the hypervisor has more than one possible network mapping, select the row for
the network mapping that FortiProxy-VM should use, then click Next.

< Back | Next > I Cancel

FortiProxy 7.0 VMware vSphere Deployment Guide
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Deploying FortiProxy-VM

8. Onthe OVF Template Ready to Complete page, review the template configuration. Ensure that Power on after
deployment is not enabled. You need to configure the FortiProxy hardware settings before powering on the VM.

9. Click Finish to deploy the OVF template. A Deployment Completed Successfully dialog displays once the FortiProxy
OVF template wizard has finished.

Do not power on the virtual appliance until you have completed the following in the VM
Ny environment:
N N4 * Resize the virtual disk (VMDK).
q ¢ Set the number of vCPUs.
= ¢ Setthe VRAM on the virtual appliance.
¢ Map the virtual network adapter(s).

Configure virtual hardware settings

After deploying the FortiProxy-VM image and before powering on the virtual appliance, log into VMware vSphere and
configure the virtual appliance hardware settings to suit the size of your deployment.

The following table summarizes the defaults that are set in the default image and provides rough guidelines to help you
understand whether you need to upgrade the hardware before you power on the virtual appliance. For more precise
guidance on sizing, contact your sales representative or Fortinet Technical Support.

Component Default Guidelines

Hard disk 32GB 32 GB is insufficient for most deployments. The hard disk size
should be increased before you power on the appliance. After
you power on the appliance, reformat the FortiProxy log disk
with the following command:

execute formatlogdisk

CPU 1CPU You need a minimum of 2 CPU for a VMO02 license. Upgrade to
4,8, or 16 CPU for VM04, VM08, and VM16 licenses,
respectively.

RAM 2GB For optimal performance, Fortinet recommends a minimum of 4
GB of memory for all FortiProxy VM deployments. See the
section on VRAM for guidelines based on expected concurrent

connections.
Network 10 bridging vNICs are mappedto  Change the mapping as required for your VM environment and
interfaces a port group on one virtual switch  network.

(vSwitch).

For more information on virtual hardware, see
http://kb.vmware.com/selfservice/documentLinkint.do?microsite|D=&popup=true&languageld=&externallD=1010675.

FortiProxy 7.0 VMware vSphere Deployment Guide
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Resizing the virtual disk (vDisk)

If you configure the virtual appliance storage repository to be internal (that is, local on its own vDisk), resize the vDisk
before powering on the VM appliance. If you configured the virtual appliance to use external network file system
datastores (such as NFS) then you can skip this step.

The FortiProxy-VM package includes pre-sized VMDK (Virtual Machine Disk Format) files. However, they are only
32 GB, which is not large enough for most deployments. You must resize the vDisk before powering on the virtual
machine. Before doing so, make sure that you understand the effects of the vDisk settings. These options affect the
possible size of each vDisk:

» 1MB block size = 256GB maximum file size
o 2MB block size = 512GB maximum file size
« 4MB block size = 1024GB maximum file size
» 8MB block size = 2048GB maximum file size

For example, if you have an 800GB datastore which has been formatted with 1MB block size, you cannot size a single
vDisk greater than 256 GB.

Consider also that, depending on the size of your network, you might require more or less storage for logs, reports, and
other data.

For more information on vDisk sizing, see https://communities.vmware.com/docs/DOC-11920.

To resize the vDisk:

1. Use the VMware vSphere Client to connect to VMware vSphere server.

@ - vSphere Client - m} x

File Edit View Inventory Administration Plug-ins Help
El & rome b g Inventory > [l Inventory
B0 PSR ERE RS R

Recent Tasks

EREl & FortiProxy-VM-Doc
BlauvM
5 [FortiProxy VitDoc] [F I, Summary | Resource Allocation | Performance | Events | Console | Permissions
& fpx bs0 close tab
& Fexo1 . - . A
What is a Virtual Machine?
& Fexoz
pxd virtual machine is a software computer that, like a o,
3 foxbs0 A virtual machi iy ter that, like Virtual Machines o
() Leo_fch_13 physical computer, runs an operating system and ,,,A-‘J{. %\
(@ Leo fgt applications. An operating system installed on a virtual rs
3 Leo FPX10 machine is called a guest operating system.
[T Leo_fpxil <« 7
Leo_FPX12 ecause every virtual machine is an isolated computin
B y virtual mach lated t - (
&0 environment, you can use virfual machines as desktop or .
Leo_FPX14 it rtual mach deskt - g
eo_| workstation environments, as testing environments, or to
(3 Leo FPX9 kstat] it test] it h(
{3 Leo_Ubuntu-109 consolidate server applications.
{1 Leo_win7_108
[ Leo-win7-103 Virtual machines run on hosts. The same host can run
many virtual machines |
Basic Tasks
[» Power on the virtual machine
5 Edit virtual machine settings
v

Mame, Target or Status contains: ~ Clear X

Name

& Tasks

Status Details Initiated by Requested Start Ti... — | Start Time Completed Time

In the left pane, right-click the name of the virtual appliance, such as FortiProxy-VM-Doc, and select Edit Settings.
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(%) FortiProxy-YM-Doc - Virtual Machine Properties - m} X
Hardware ]opnuns} Resources | Virtual Machine Version: 7
Disk File

I show All Devices Add... = [ datastore1] FortProxy VM Doc/FortProxy ¥M Doc_Lymdk
Hardvare Summary

W emery 1034 MB Disk Provisioring

O crus . Type: Thick Pravision Lazy Zeroed
I video cord Video card Provisioned Size: s [ =
& VMCI device Deprecated R T
e SCST controller 0 LSI Logic Parallel

= Hard disk 1 Virtusl Disk S —

O Hard disk2 Virtusl Disk

BB Network adapter 1 VM Netwark ! [scst (0:1) Hard dsk 2 =l
BB Netvork adspter? M Network

BB Network adapter3 VM Netwark Mode

BB Network adapter4 VM Netwark I Independent

B Network adapters M Network Independent disks are not affected by snapshats.

BB Network adapters VM Netwark e} - )

B Network acapter? I Changes e mmedtely and pemanenty vrten o
BB Netvork adspters M Network -

BB Network adapter VM Network Changes to this disk are discarded when yau power
BB Netvork adspter 10 M Network off or revert to the sapshot.

oK Cancel

4

3. Inthe list of virtual hardware on the left side of the dialog box, select Hard disk 2, click Remove, and then click OK.
4. In the left pane, right-click the name of the virtual appliance and select Edit Settings.
5. Click Add.

() Add Hardware x

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type
Select a Disk
Create a Disk
Advanced Options

Choose the type of device you wish to add.

@D serial Port Information

D Paralel Port This device can be added to this Virtual Machine.
2 Floppy Drive

Ready to Complete

J B °C1 Device (unavailable)
Ethernet Adapter (unavalabl
(= Hard Disk

(&, 5CSI Device

< Back | Next > I Cancel |

i
6. From the device types list, select Hard Disk, then click Next.
7. Select Create a new virtual disk then click Next.

FortiProxy 7.0 VMware vSphere Deployment Guide
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() Add Hardware x
Select a Disk
Device Type A virtual disk is composed of one or mere files an the host fle system. Together these
Select a Disk files appear as a single hard disk to the guest operating system.
Create a Disk
Advanced Options Select the type of disk to use.
Disk
&+ Create a new virtual disk
" Use an existing virtual disk
Reuse a previously configured virtual disk.
" Raw Device Mappings
Give your virtual machine direct access to SAM. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datastore.
< Back | Next > I Cancel |
4
8. Set Disk Size to the new size of the vDisk, in GB, then click Next.
() Add Hardware >
Create a Disk
Specify the virtual disk size and provisioning policy
Device Type Capacity
Select & Disk -
Create a Disk Disk Size: 60;'. GB
Advanced Options
Ready to Complete Disk Provisioning
& Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision
Location
% Store with the virtual machine
" Specify a datsstore or datastore duster:
< Back | Mext > I Cancel
3

9. In Virtual Device Node box, select SCSI (0:2), then click Next.

(%) Add Hardware

*
Advanced Options
These advanced options do not usually need to be changed.
Specify the advanced options for this virtual disk. These options do not normally need
Select a Disk to be changed.
Create a Disk
Advanced Options virtual Device Node
Ready to Complete CIsCs1 (0:2) -
¢~ |mE@:0)
Mode
I™ Independent
Independent disks are not affected by snapshots.
(‘
Changes are immediately and permanzntiy written to the disk.
(‘
Changes to this disk are discarded when you power off or revert to the
snapshot.
< Back | Next > I Cancel |
A

10. Review the configuration then click Finish.
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@

Ready to Complete
Review the selected options and ciick Finish to add the hardware.

Device Twoe Options:
Select a Disk
Create a Disk Hardware typs: | Hard Disk
‘Advanced Options Create disk: New virtusl disk
Disk capacity: 60 GB
Ready to Complete Disk provisioning:  Thick Provision Lazy Zeroed
Datastore: datastorel
Virtual Device Node: SCST (0:2)
Disk mode: Persistent

<Back |[ Fosh | cancel |

4

11. Click OK to close the Virtual Machine Properties dialog box.

Configuring the number of virtual CPUs (vCPUs)

By default, the VM is configured to use one vCPU. Depending on the FortiProxy-VM license that you purchased, you can
allocate 2, 4, 8, or 16 vCPUs. For more information on vCPUs, see the VMware vSphere documentation:
https://www.vmware.com/support/vsphere-hypervisor.html.

To change the number of vCPUs:

1. Use the VMware vSphere Client to connect to VMware vSphere server.
In the left pane, right-click the name of the virtual appliance, such as FortiProxy-VM-Doc, and select Edit Settings.
3. Inthe list of virtual hardware on the left side of the dialog box, select CPUs.

(%) FortiProxy-VM-Dec - Virtual Machine Properties - [m] >

Hardware | Options | Resources | Virtual Machine Version: 7

[~ Show All Devices Add... Number of virtual sockets: 1 -

Hardware Summary Mumber of cores per socket: T -

W Memory 1024 MB

O crus 1 ‘ Total number of cores: 1

= videocard Video card A " ber of ‘ fer b
Changing the number of virtual CPUS after the guest

= YMCldevice Deprecated 08 s nstalled might make your virtuzl machine

© scslcontroller 0 LSI LogicParallel unstable.

& Hard disk1 Virtual Disk

& Hard disk2 Virtual Disk The virtual CPU configuration specified on this page

B Nebwork adapter VM Network might violate the license of the quest OS.

EP Network adapter2 VM Network

EP Network adapter3 VM Network

BB Network adapter4 VM Network

B Network adapters VM Network

BB Network adapters VM Network

BB Network adapter? VM Network

EP Network adapters VM Network

B Network adapters VM Network

BB Network adapter 10 VM Network

OK Cancel

4
4. Set Number of Virtual Sockets to the maximum number of vCPUs to allocate, which can be 2, 4, 8, or 16, depending
on the FortiProxy-VM license that you purchased.
5. Click OK.
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Configuring the virtual RAM (VRAM) limit

The FortiProxy-VM image is pre-configured to use 2 GB of vRAM. For optimal performance, Fortinet recommends a
minimum of 4 GB of memory for all FortiProxy VM deployments.

Appropriate values depend on the number (n) of layer-7 transactions that will be handled simultaneously by
FortiProxy-VM. Sizing should also be adjusted if the FortiProxy-VM will be handling layer-4 connections, or a mixture of
layer-4 and layer-7 connections.

Number of simultaneous layer-7 transactions VRAM

1<n<140,000 4GB
140,001 < n < 300,000 8GB
300,001 <n<600,000 16 GB

To change the amount of vRAM:

1. Use the VMware vSphere Client to connect to VMware vSphere server.
2. Inthe left pane, right-click the name of the virtual appliance and select Edit Settings.
3. Inthelist of virtual hardware on the left side of the dialog, select Memory.

— O

Hardware | Options | Resources | Virtual Machine Version: 7

™ Show Al Devices Add... o
Hardware Summary
Wl Memory 4096 MB |
M crus H
& videocard Video card
& VMCldevice Deprecated
@ SCST controller 0 LSI Logic Parallel
& Hard disk1 Virtual Disk
& Hard disk2 Virtual Disk
B Network adapter 1 20
B Network adapter2 VM Network
B Network adapter3 VM Network
B Network adapter4 VM Network
B Network adapter5 VM Network
B Network adapters VM Network
B Network adapter7 VM Network
B Network adapters VM Network
B Network adapters VM Network
B Network adapter 10 VM Network
OK Cancel

A

4. Set Memory Size to the maximum vRAM to allocate, in GB. For optimal performance, Fortinet recommends a
minimum of 4 GB of memory for all FortiProxy VM deployments.

5. Click OK.

Mapping the virtual NICs (vNICs) to physical NICs

When you deploy the FortiProxy-VM package, 10 bridging vNICs are created and automatically mapped to a port group
on one virtual switch (vSwitch) in the hypervisor. Eac vNIC can be used by one of the 10 network interfaces in
FortiProxy-VM. Conversely, some or all of the network interfaces can be configured to use the same vNIC. vSwitches
are themselves mapped to physical ports on the server.
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You can change the mapping, or map other vNICs, if your VM environment requires it.

The appropriate mappings of the FortiProxy-VM network adapter ports to the host computer physical ports depends on
your existing virtual environment.

Often, the default bridging vNICs work, and do not need to be changed.

NP If you are unsure of your network mappings, try bridging first before trying non-default vNIC
‘9' modes, such as NAT or host-only networks. The default bridging vNIC mappings are
- appropriate where each of the host’s guest virtual machines have their own IP addresses on

your network.
The most common exceptions to this rule are for VLANSs.

The following shows how vNICs could be mapped to the physical network ports on a server:

ethl

External
port2

VM Network 1 Mgmt.

portl  FortiProxy VM

"

eth0 i M Network 0

Adapter (vSwitch Port Group) for FortiProxy-VM in Web UI/CLI
eth0 VM Network 0 Management port1
VM Network 1 External port2
port3
port4
port5
eth1 port6
VM Network 2 Internal
port7
port8
port9
port10

To map network adapters:

1. Use the VMware vSphere Client to connect to VMware vSphere server.
2. Inthe left pane, right-click the name of the virtual appliance and select Edit Settings.
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3. Inthe list of virtual hardware on the left side of the dialog box, select the name of a virtual network adapter to see its

current settings.

(%) FortiProxy-YM-Doc - Virtual Machine Properties

Hardware | Optians | Resources |

- [m] X

Virtual Machine Version: 7

Device Status
I show All Devices Add... Remove m
Hardware T ¥ connect at power on
g r;:"m :M VB Adapter Type
H
Current adapter: E1000

& videocard Video card TR
£ VMCI device Deprecated T
@ scsicontrollero LSI LogicParallel
& Hard disk1 Virtual Disk
= Hard disk2 Virtual Disk & Automatic " Manual
EB Network adapter 1 V920 |
BB Netviork adapter2 VM Netwark DirectPath 1/0
EB Network adapter3 VM Network Status: Not supported @

Network adapter 4 VM Network
B Nefwork adzpter srver Network Connection
BB Netviork adapter 5 VM Network P

etwork label:

BB Netviork adapter § VM Network
BB Network adapter7 VM Netwark 320 =l
BB Netviork adapter 3 VM Network
BB Netviork adapter 9 VM Network
BB Network adapter 10 VM Network

oK Cancel

#~
4. Set Network Connection to the virtual network mapping for the virtual network adapter.

The correct mapping varies depending on the virtual environment network configuration. In this example, the
Network adapter 1 is mapped to v920.

5. Click OK.

HA configuration

When configuring HA on FortiProxy appliances using VMware VMs, ensure that the vSwitch can accept MAC address
changes and forced transmits on the HA heartbeat VLAN. For more information, see the FortiProxy Administration
Guide.

The following image shows what the vSwitch Properties page looks like with these settings enabled:

(2) vSwitch Properties o |[(@][=
Ports ] Network Adapters
oo T — | vSphere Standard Switch Properties
[1 vSwitch 4088 Ports. Number of Ports: 4083

© VMVLAN 65RG Virtual Machine ...

VMVLAN 80RG Virtual Machine ... Advanced Properties

% VMVLAN 60RG  Virtual Machine ... MU 1500

@ RGVLAN165 Virtual Machine ...

@ w Virtual Machine ... =| - Default Policies

@ reHA Virtual Machine ... Security

g VM LyncExternal  Virtual Machine ... r—— peiect

@ M iynclntemal  Virtual Machine .. : s

@ zhangweiss_dlient  Virtual Machine ... MAC Address Changes: Accept =
@ VMVLANTORG  Virtual Machine ... Forged Transmits: Accept

@ vian Virtual Machine ... Traffic Shaping

@ vlanio Virtual Machine ... Average Sandwidth: ~

@ vserver virtual Machine ...

@ vdient Virtual Machine ... sl -

@ vianzs virtual Machine ... Burst Size: =

@ vianzs Virtual Machine ... Failover and Load Balancing

@ viann Virtual Machine ... Load Balandng: Port I

9 wanzs Vituel Machine .. Network Failure Detection: Link status ont

@ wmemT Virtual Machine ... : v

@ vz Virtual Machine .. _ | Netify Switches: Yes

oo T Failback: Yes

Add... | Edit... Active Adapters: vmnicd il
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Deploying FortiProxy-VM
Power on the virtual appliance

After the virtual appliance software has been deployed and its virtual hardware configured, you can power on the virtual
appliance.

Before you begin:

» You must have resized the disk (VMDK).
» You must have resized the CPUs and RAM, if necessary.
« You must have mapped the virtual network adapters if the defaults are not appropriate.

These settings must be configured in virtual machine environment. You do not configure them in the FortiProxy OS.

To power on the FortiProxy-VM:

1. Use the VMware vSphere Client to connect to VMware vSphere server.

2. Inthe left pane, select the name of the virtual appliance.
3. Click the Getting Started tab.

FortiProxy-VM-Doc

th Summary ResourceAllocation ' Performance ' Events ' Console Permissions

close tab [X]
What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines.

N

Basic Tasks

Sphere Client

| [» Power on the virtual machine

G Edit virtual machine settings

4. Click Power on the virtual machine.
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Initial settings

The first time that you start the FortiProxy-VM, you will only have access through the console window of your VMware
vSphere environment. After you configure one FortiProxy network interface with an IP address and administrative
access, you can access the FortiProxy-VM GUI.

Every FortiProxy-VM includes a 15-day trial license. During this time the VM operates in evaluation mode. Before using
the VM, you must upload the license file that you downloaded from Customer Service & Support upon registration.

More information about configuring and operating FortiProxy-VM after a successful deployment is available in the
Fortinet Document Library.

To configure GUI access on the port1 interface:

1. Inyour hypervisor manager, start the FortiProxy-VM and access the console window. You might need to press
Enter to see the login prompt.

2. Atthe login prompt, enter the username admin then press Enter.
3. Enter an administrator password, and then confirm the password.

If you upgrade the vDisk size, the vDisk size and FortiProxy-VM log partition size likely do
M, not match, and you will see failed to determine size errors when you attempt to
? log into the console.

Press Enter repeatedly until you see the log in prompt, log in to the console, then enter:
execute formatlogdisk

4. Configure the port1 IP address and netmask:

config system interface
edit portl
set mode static
set ip <IP address> <netmask>
append allowaccess https
next
end

5. Configure the default gateway:

config router static
edit 1
set device portl
set gateway <ip address>
next
end

6. Optionally, configure the DNS servers:

config system dns

set primary <Primary DNS server>

set secondary <Secondary DNS server>
end

The default DNS servers are 208.91.112.53 and 208.91.112.52.
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To connect to the FortiProxy-VM GUI:

1. Launch a web browser, and enter the IP address you configured for the port1 management interface. For example:
https://192.168.0.1.

2. Atthe login page, enter the username admin and the password that you configured.

To upload the license file:

1. Goto System > FortiGuard and click FortiProxy-VM License.
FortiProxy VM License

Evaluation license. Upload a new license before the evaluation period
expires.

Allocated vCPUs 100% 2/2
Allocated RAM 97% 2GiB/2GiB
Expires on 2022/06/03

Upload License File

Selectfile | @ Upload

Cancel
2. Click Upload and find the license file (.lic) on your computer.
3. Click OKto upload the license.
4. Loginto the FortiProxy-VM.
5. Confirm that the license has been successfully uploaded and validated by FortiGuard Distribution Network (FDN):
a. Goto Dashboard > Status. The VM registration status appears as valid in the Virtual Machine and Licenses
widgets
b. Go to System > FortiGuard and click FortiProxy-VM License. A message reports that the license was
successfully authenticated.
FortiProxy VM License
@ License has been successfully authenticated with registration servers
Allocated vCPUs 100% 2/2
Allocated RAM 97% 2GIiB/2GiB
Expireson 2023/06/03
Selectfile €@ Upload
Cancel
c. Ifloggingis enabled, the log message "License status changed to VALID"isrecorded inthe event
log.
d. Ifthe update failed:
i. Check the following settings on the FortiProxy-VM:
¢ Time and time zone
* DNS settings
» Network interface statuses and IP addresses
» Static routes
ii. Onthe management computer, verify that FortiGuard domain names are resolving:
C:\>nslookup update.fortiguard.net
Server: google-public-dns-a.google.com
Address: 8.8.8.8
Name : fdsl.fortinet.com
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Addresses:

Aliases:

192.168.100.205
192.168.100.220
update.fortiguard.net

2620:101:9005:1100::205

On the FortiProxy, verify that communication with the internet and FortiGuard is possible:

# execute ping update.fortiguard.net
PING fdsl.fortinet.com (173.243.138.67):

64
64
64
64
64

--- fdsl.
5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

fortinet.com ping statistics ---

173.
173.
173.
173.
173.

243.
243.
243.
243.
243.

round-trip min/avg/max =

138.
138.
138.
138.
138.

67:
67:
67:
67:
67:

icmp seqg=0
icmp seqg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4

56 data bytes

ttl=58 time=8.
ttl=58 time=3.
ttl=58 time=3.
ttl=58 time=3.
tt1=58 time=2.

5 packets received, 0% packet 1
2.6/4.1/8.1 ms

# execute traceroute update.fortiguard.net

traceroute to update.fortiguard.net

packets per hop,
192.168.0.7
10.29.206.1
154.11.11.113
154.11.2.86

1

O W o Jo U b WDN

[

* 66.163.69.46 <rd3bb-tge0-11-0-0.vc.shawcable.net>

84 byte packets
2.927 ms 5.073 ms
.006 ms 4.199 ms

10.584 ms

5.98

2 ms

8

3.584 ms

2.42

8 ms

2

7.947 ms 8.

(173.

243.138.67),

679 ms

.337 ms 2.645 ms

* 64.141.25.113 <h64-141-25-113.bigpipeinc.com> 3
64.141.25.114 <h64-141-25-114.bigpipeinc.com> 1.5

96.45.47.39
173.243.138.252

2.47

5 ms

2

.106 ms 2.105 ms
2.452 ms 2.305 ms
173.243.138.67 <update.fortiguard.net> 2.220 ms

1.877 ms

oW o N
3
0

OoSss

32 hops max, 3 probe

.491 ms

63 ms 2.

1.620 ms

1.586 ms 1.915 ms

2.571 ms
385 ms 1.966 ms

1.990 ms

iv. Wait for the next automatic license query (about 30 minutes), or reboot the FortiProxy-VM: execute
reboot.

If FortiProxy is unable to validate the license after four hours a warning message it displayed in the local
console.
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