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Change Log

Date Change Description

2022-04-05 Initial release of FortiManager 7.2.0.

2022-04-19 Added:
¢ FortiManager-HA automatic failover enhancement on page 228.

2022-04-22 Added :
¢ Additional filters available for IPS sensors on page 201
¢ |IPS template combines configuration for global "IPS Global" and per-vdom "System
IPS " /"IPS Settings" on page 67
e |IPS administrators have visibility on each IPS profile on page 125
¢ Monitoring page for the IPS on-hold signatures on page 203

2022-05-10 Added:
¢ FortiManager updated integration with NSX-T on page 220.

2022-05-11 Added :
e |PS admin install preview for multiple FortiGate devices at once shows the CLI
configuration to be installed on each target device on page 126.
e Improved design for onboarding FortiGate HA clusters to prevent auto-link failure on
page 14

2022-05-12 Added:
« CLI templates have increased visibility for troubleshooting on page 72
* Improved CLI templates with validation and preview functions on page 76

2022-06-28 Added New firewall admin role with no RW permission on IPS objects on page 232.
2022-08-09 Initial release of FortiManager 7.2.1.
2022-08-12 Added Branch configuration using FortiManager Jinja2 CLI templates on page 269.
2022-08-17 Added:
¢ FortiManager setup wizard improvement with optional firmware upgrade step 7.2.1
on page 241

¢ Unused Policies filter in a predefined time frame to help security teams for audit
purposes on page 178

2022-08-22 Added:
¢ FortiManager supports push updates via JSON API for dynamic address groups
objects 7.2.1 on page 133
¢ Automatic configuration synchronization for the members of the auto-scaling group
in Public Cloud in case of scale-out/scale-in events 7.2.1 on page 254
» Enhanced object "where used" function 7.2.1 on page 205

2022-09-14 Added:
¢ SD-WAN Monitor includes new filter to display unhealthy devices or interfaces only
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Change Log

Date Change Description

2022-09-19
2022-09-20
2022-09-23

2022-09-26

2022-10-24

2022-12-22

2023-02-02
2023-02-21
2023-04-14

2023-06-08
2023-08-10
2023-10-13

2023-11-27

2024-03-14

7.2.1 on page 53
¢ Universal Connector MEA added support for Cisco ACI 7.2.1 on page 249
« Visibility improvement for auto-scaling clusters 7.2.1 on page 256
* Model device initialization enhancements 7.2.1 on page 24
¢ LAN-Edge: Keep VLAN info when cloning FortiSwitch template 7.2.1 on page 106
¢ The Insert Empty Policy operation will insert a new disabled policy above or below,
with no interface pair inheritance from the adjacent policies 7.2.1 on page 180

Added FortiManager-VM has been added to the Flex-VM offering 7.2.1 on page 256.
Added VM flexible shapes support for Oracle Cloud Infrastructure 7.2.1 on page 257.

Added FortiManager supports BYOL installation on managed FortiGate VM 7.2.1 on
page 137

Added:

¢ |PS diagnostics page for IPS dedicated admin displays CPU, memory, and
performance statistics for FortiGates related to IPS processes on page 128

¢ Fabric Authorization Template automatically provisions and authorizes LAN Edge
devices on the managed FortiGates 7.2.1 on page 82

¢ FortiGates with firmware FOS version 7.0 and version 7.2 can be managed under
the same FortiManager 7.0 ADOM 7.2.1 on page 139

e ADOM version 7.2 supports policy package installation to the lower version of
FortiGate on FortiOS 7.0. 7.2.1 on page 141

¢ NAC policy added to policy package 7.2.1 on page 95

¢ Improved FortiSwitch Manager and AP Manager dashboards 7.2.1 on page 143

¢ AP Manager exposes wireless advanced features 7.2.1 on page 85

Added:
¢ Flex-VM Fabric Connector to support flex licensing management from FortiManager
7.2.1 on page 225

Added:
* Internet service database version checked for model devices 7.2.1 on page 27

Initial release of FortiManager 7.2.2.
Updated FortiManager-HA automatic failover enhancement on page 228.

Added FortiManager displays PSIRT information when a vulnerability is detected for
managed devices 7.2.2 on page 163.

Initial release of FortiManager 7.2.3.
Added FortiManager French GUI support 7.2.3 on page 235.

Added Create a new policy based on the logged traffic and traffic hit count 7.2.4 on page
193.

Added FortiManager added support for IOTV objects and vulnerability download from
FDS 7.2.2 on page 170.

Initial release of FortiManager 7.2.5.
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Change Log

Date Change Description

2024-04-12 Added:
¢ Enforce Device Configuration option allows autolink to push changes on FortiGate
management interface during ZTP 7.2.5 on page 176
¢ FortiManager-HA support automatic VRRP failover in Azure 7.2.5 on page 231

FortiManager 7.2.0 New Features Guide
Fortinet Inc.

10



Overview

This guide provides details of new features introduced in FortiManager 7.2. For each feature, the guide provides detailed
information on configuration, requirements, and limitations, as applicable.

The FortiManager new features are organized into the following categories:

o Device Manager on page 12

o Central Management on page 85

» Policy and Objects on page 177

o System on page 228

« Management Extensions on page 249

o Cloud Services on page 254

» Appendix A - Example scenarios on page 269

For a list of all features organized by the version number that they were introduced, see Index on page 264.
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Device Manager

Device Manager

This section lists the new features added to FortiManager for the device manager:

» Device and Groups on page 12
« SD-WAN on page 47
o Templates on page 61

Device and Groups

This section lists the new features added to FortiManager for devices and groups:

« Device Inventory adds new chart and columns on page 12

» Improved design for onboarding FortiGate HA clusters to prevent auto-link failure on page 14

» Global device dashboard 7.2.1 on page 16

« Enhancement to aggregate interface allows creation without specifying the interface members 7.2.1 on page 21
» FortiManager to add IoT devices based on FortiOS Asset Identity Center 7.2.1 on page 22

» Model device initialization enhancements 7.2.1 on page 24

« Internet service database version checked for model devices 7.2.1 on page 27

o Perform packet capture on managed FortiGate interfaces and on managed FortiSwitches 7.2.2 on page 28

« Interface-based traffic shaping can display real time dropped packets 7.2.2 on page 35

» FortiManager detects and displays the out-of-sync status of the FortiGate HA Cluster nodes 7.2.2 on page 38
» Improved FortiGate RMA process using zero touch provisioning 7.2.2 on page 41

» Device configuration status and Policy Package status messages display specific information about the out of sync
cause and how to remediate 7.2.3 on page 45

Device Inventory adds new chart and columns
Device Inventory adds new charts and columns to display information on FortiAP, FortiSwitch and WiFi SSID.

To view the enhancements to the Device Inventory monitor:

1. Go to Device Manager > Monitors > Device Inventory.
New charts are added for FortiAP, FortiSwitch, and WiFi SSID, and the charts dropdown list has been updated.

FortiManager 7.2.0 New Features Guide 12
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Device Manager

install Wizard

@ Device & Groups >

Hardware Vendor Software OS
Scripts
e Templates 5 @ Other @ Other
rovisioning femplaces . @ Fortinet “ ® Fortiswitch ...
i Firmware Templates 1 @ Hon Hai Pre.. 1 © Fortios 1
@ Wistron Info... @ FortiAP 05

3 Monitors v Devicey

SD-WAN Mornitor

Devices,

VPN Monitor

Device Inventory
& Refresh 3§ Tools v % Column Settings v

: O Device Address
O o so6cacebsess 90:6ciac:6b:5¢:55
0 o so6caccazies 90:6ciacica:24:e6.
O m5124DN3W16006982  90:6cacica2de?
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O o fodef1:77:7620 f0:de:f1:77:7f:2b

© Windows Devices

Software OS

Other identified device
Other identified device
FortiSwitch OS

Other identified device
Other identified device
Other identified device
Fortios.

FortiAP OS

Other identified device

Windows

Other identified device

FortiAP WiFi SSID

. @ FAP24D3XL..

@ wifil01

Status Interface FortiSwitch
@ Online @ rspan.33 @ 5248DF3XL.
@ Offline il @ Other ‘ @ 5424DN3X1.
® ' @ 5124DN3W.
1 © win101 8 @ 5124DP3X1.
Devices, ‘ Deviees I @ 5424DN3XA
G’ =s2onea
FortiSwitch WIFiSSID  FortiAP Device Family
8 5424DN3X16000142
8 5124DN3W16006982
FortiSwitch
# 5124DP3X16008011
8 5424DN3X17000093
8 5424DN3X17000110
FortiGate
8 5248DF3X17000116 FortiAP
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WIfil01 ) FAP24D3X17005555
8 5248DF3X17000116

New columns have been added for FortiAP, FortiSwitch, and WiFi SSID.

Show Charts v [EEEH Q

HardwareVer: g Hardware Vendor 9bY
Software0s 13
Status o
124D Interface B
FortiSwitch o
FortiAP o
Wii SSID o
600E
G Reset to Default
321C Sate-1406-POE

4 FortiGate-140E-POE

4 FortiGate-140E-POE

4 FortiGate-140E-POE

& Device & Groups >

Hardware Vendor Software OS
cripts
@ Other @ Other
B Provisioning Templates > o @ Fortnet o ® Foruitch .
& Firmware Templates 1 @ Hon Hai Pre.. ‘ © Fortios 1
@ Wistron Info.. @ FortiAP 05
& Monitors Devices. @ Windows Devices.

SD-WAN Monitor

VPN Monitor

Device Inventory

& Refresh
Device
@ 90:6c:ac:6b:5c:5!
@ 90:6c:acica:24:e¢
@ 5124DN3W1600
@ 90:6c:acidb:5bice
@ 90:6caciee:79:be
@ 90:6caciee:7b:9¢
@ gate33

@ PS321C3U15000
@ 90:6ciacef:67:91

Ooooooooooao

ESKTOP-9785Y

o

@ f0de:f1:77:7f:2b

When a WiFi client is connected to a FortiAP, the inventory item displays the connected WiFi SSID and FortiAP.

install Wizard

@ Device & Groups >

3¢ Tools v #& Column Settings v

Device
User
Address

Software OS

FortiSwitch

Wii SSID

FortiAP

'@ Device Family

Hardware Version

Detected by
O Hardware Vendor

M Software Version

0:de:f1:77:7F:2b

- Software OS
155 Other identified device
:e6  Otheridentified device
w7  FortiSwitch OS
cd  Other identified device
:bd  Other identified device
99 Other identified device
19 Fortios
e FortiAPOS
91 Otheridentified device
qg  Windows

Other identified device

Status Interface FortiSwitch FortiAP WiFi SSID
@ Online @ rspan.33 @ 5248DF3X1. @ FAP24D3X1. @ win101
@ Offline .l @ Other @ 5424DN3X1.
® default @ 5124DN3W.
1 @ wifi101 © 5124DP3X1.
Devices @ S424DN3X1.
@ 5424DN3X1..
@) Show Charts v | Search. Q
FortiSwitch WIFiSSID  FortiAP Device Family Hardware Version Detected by
R 5424DN3X16000142 4 gate33
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FortiSwitch 124D # gate33
8 5124DP3X16008011 # gate33
8 5424DN3X17000093 # gate33
8 5424DN3X17000110 # gate33
FortiGate 600E # gate33
8 5248DF3X17000116 FortiAP 321C 4 FortiGate-140E-POE
8 5248DF3X17000116 4 FortiGate-140E-POE
WIfil01 ¢4 FAP24D3X17005555 4 FortiGate-140E-POE
8 5248DF3X17000116 4 FortiGate-140E-POE

FortiAP

@ FAP24D3XL..

@ 5424DN3XL...
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© 5124DP3XL.
© 5424DN3XL...
@ 5424DN3XL...

& G

WiFi SSID

@ wifil0

@) Show Charts v Search

Hardware Vendor Software OS Status Interface FortiSwitch
Scripts
& Provisioning Templates > @ Other @ Other @ Online @ rspan.33 @ S248DF3X1..
. LAY o il S n Y
: Firmware Templates 1 O Wi e b © FortiAp 05 11 11 @ win101 ' 8
© Monitors v Devices Devices M @ Windows Devices Devices ‘ Devices
SD-WAN Monitor ~'
'VPN Monitor
& Refresh 3§ Tools v ¥§ Column Settings v
: O Device Address Software OS. FortiSwitch WIFiSSID  FortiAP i
o @ 90:6ciaci6b:5c:55 90:6c:ac:6b:5¢:55  Other identified device £ 5424DN3X16000142
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o @ 90:6c:acee:79:bd 90:6c:accee:79:bd  Other identified device £ S424DN3X17000093
o @ 90:6c:acee:7b:99 90:6c:accee:7b:99  Other identified device #® 5424DN3X17000110
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124D
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321C
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4 FortiGate-140E-POE

When a WiFi client is connected to a FortiSwitch, the inventory item displays the connected to FortiSwitch.
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Device Manager

& Install Wizard

@ Device & Groups >
Hardware Vendor

Software OS
Scripts
@ Other @ Other

@ Fortinet @ FortiSwitch ...

@ Hon Hai Pre... @ Fortios

@ Wistron Info... @ FortiAP 05
© Windows

B Provisioning Templates >

i Firmware Templates.

2 Monitors v

SD-WAN Mornitor

Status

@ Online

@ 0Offline @ Other &
® default '
1 © win101

@ 5124DN3W...
© 5124DP3XL.
Devices, Devices B @ $424DN3XL..
@ 5424DN3XL...

Interface FortiSwitch FortiAP

@ rspan.33 @ 5248DF3X1...

@ 5424DN3XL

@ FAP24D3X1...

VPN Monitor
— & Refresh 3§ Tools v 5 Column Settings v
- O  Device Address Software OS. FortiSwitch WIFiSSID  FortiAP
O o so6cacebsess 90:6c:ac:6b:5¢:55  Other identified device 8 5424DN3X16000142
0 o so6caccazies Other identified device 8 5124DN3W16006982
O m5124DN3W16006982 FortiSwitch OS FortiSwitch 124D
O o so6cacdbsbad Other identified device # 5124DP3X16008011
[u] Other identified device 8 5424DN3X17000093
O o oscacee7nsy Other identified device 8 5424DN3X17000110
O  mgatess : FortioS. FortiGate 600E
O [[@Ps321C3015000396 _ 90:6ciaciadiee  ForiAP 05 ' 5248DF3X17000116 | FortiAP 321C
O o o6cacers7:91 90:6cacef67:91  Other identified device 8 5248DF3X17000116
o 1921681012 . §
HEDESKTOP9785VI2 2SS Windows WIfil01 ) FAP24D3X17005555
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Improved design for onboarding FortiGate HA clusters to prevent auto-link failure

Improved design for onboarding FortiGate HA Clusters to prevent auto-link failure.

To add a FortiGate HA cluster using model devices in FortiManager:

If using ADOMSs, ensure that you are in the correct ADOM.
Go to Device Manager > Device & Groups.
Click Add Device.

PN

Add Device

@© Add Model HA Cluster

Name FGTVM1

Select Add Model HA Cluster. The Add Device wizard opens.

HAMode | Active - Passive

Cluster ID 100

Cluster Name I FGTVMHAL

Password

Link Device By @ @Serial Number
Serial Number FGVM02Q
Priority 200
Secondary 1 Serial Number W FGVYM02Q
Secondary 1 Priority 100

Device Model | FortiGate-vMes

OAdd to Device Group

OpPre-shared Key

B Enforce Firmware Version

| 72061157

PV B 14 Tototn

< Previous

Enter the FortiGate device's Serial Number.

© No o

Configure the remaining settings as needed, and click Next.

FortiManager 7.2.0 New Features Guide
Fortinet Inc.

Optionally, click Add HA Secondary to add and configure a secondary cluster device.

WiFi SSID

@ wifil01

@) Show Charts v | Search.

Detected by
 gate3s
 gate3s
 gate3s
 gate3s
 gate3s
 gate3s
 gate3s
4 FortiGate-140E-POE

4 FortiGate-140E-POE

4 FortiGate-140E-POE

4 FortiGate-140E-POE

Populate the mandatory fields including the Name, HA Mode, Cluster ID, Cluster Name, and Password.
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9. After the wizard is finished, FortiManager adds the FortiGate HA cluster in Device Manager > Device Groups.

@ Add Device &8 Device Groupv & Install Wizard

® Device & Groups v 1 Devices

om
:  Search Q =

@ Managed FortiGate (1) [#cdit T Delete  2limport Configuration & Install v B Table View v # More v #& Column Settings v
APolicy Package Statu: Host Name

#FGTVM1 [0  Device Name Config Status

Scripts

O  &FGTVML @ Unknown Adefault

B Provisioning Templates >
i Firmware Templates

& Monitors >

10.

0 Devices

Connection Down

FGVMO2

the FortiManager IP for each FortiGate device.

Edit Fabric Connector

Other Fortinet Products

FortiManager Settings

[ AZEUEE] © Disabled

Type On-Premises
Mode Backup
1P/Domainname [ 10.3.106.63

Fabric Connectors °

Status

FortiGate Cloud

Automation

Fi:RATINET

0 Devices

} - B L o }

Search. Q

IP Address Platform HA Status Firmware Version

@FGTVM1 (Primary)

ForfiGate-VM6d DFGTVMHAL-1 (Sect

Upgrade 7.2 --> 7.2.0-b1157

On FortiGate, go to Security Fabric > Fabric Connectors > FortiManager, and configure the fabric connector using

> @~ Q2- Oadmin-

@ FortiGate time is out of sync.

@

Additional Information
@ APl Preview

>_ EditinCLI

@ D at]
& OnlineHelp &

& Video Tutorials (2

@ How to Setup FortiClient EMS (2

ation

Cancel

After the FortiManager IP is added to all FortiGate devices, model device auto-linking to real devices begins.

following tasks are performed while auto-linking model devices to real devices:

@ Dashboard + Group Error Devices B Delete  [8 View Details @ Show Status v #& Column Settings v Search. Q
& All ADOMs o o Source Description User Status Time Used ADOM Start Time End Time
< Network o s Install Configuration Push config to device. A admin ©Success: 1 355 root Fri May 06 2022 10:35:02 AM Fri May 06 2022 10:35:37 AM
& HA
2 Admin > o s Install Package Install Package ‘default’ A admin © Success: 1 35 root Fri May 06 2022 10:34:52 AM Fri May 06 2022 10:34:55 AM
B Certificates > o 4 Device Manager Autolinking Device A Autolink @ Success: 1 1m 20s. root Fri May 06 2022 10:34:18 AM Fri May 06 2022 10:35:38 AM
¥ Event Log
o 3 Device Manager Setup HA Cluster A Autolink © Success: 1 m 55 root Fri May 06 2022 10:33:43 AM Fri May 06 2022 10:34:48 AM
[ Task Monitor
K Advanced > o 2 Script Execution Run Script A admin © Success: 2 10s root Fri May 06 2022 10:27:03 AM Fri May 06 2022 10:27:13 AM
o 1 Device Manager Add Device A admin © Success: 1 8 root Fri May 06 2022 10:22:14 AM Fri May 06 2022 10:22:22 AM

After auto-link is complete, the HA cluster in Device Manager > Device & Groups displays additional information

FortiManager 7.2.0 New Features Guide
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about the HA cluster, including the HA Status and Config Status.

22 Device Manager v = @AddDevice v @B DeviceGroupv & Install Wizard

 Devie  Groups - - Lo . Oomse ] m Ot ] Ooee
P J B & o oot

(©Managed FortiGate (1) [cdit T Delete  #limport Configuration & Install v [ Table View v  More v #& Column Settings v Search. Q
= FGTVM1 [  Device Name Config Status Policy Package Status ~ Host Name IP Address Platform HA Status Firmware Version

2 FGYMO02Q (Primary)
& lefault M 4 -VM64 F 57
O &FGTVMIL + Synchronized + defaul FGVM02Q 10.3.106.9- FortiGate-VMé: 2FCVMO2Q {Secondary) ortiGate 7.2.0,build1157 (GA)

Global device dashboard -7.2.1

A global device dashboard can be used on all managed FortiGates for consistent device monitoring across the
organization. This feature is integrated with the add new device and device authorization functions as well.

You can copy device/VDOM dashboards to and from other devices/VDOM s in FortiManager. This allows you to
efficiently apply the same custom dashboard configurations on multiple devices/VDOMs instead of configuring each
device/VDOM dashboard individually.

If needed, you can customize dashboards individually after they are copied to other devices/VDOMs.

M, When copying dashboards to and from other devices/VDOMs, the target device's/VDOM's
q current dashboard configurations will be overwritten.
- You cannot copy a dashboard to or from devices on different ADOMs.

This topic includes:

o Tocreate a device dashboard: on page 16

o To copy dashboards from another device: on page 17

» To copy dashboards to other devices: on page 18

» To assign a custom dashboard when adding a new device: on page 18
» To assign a custom dashboard when authorizing a device: on page 19
To create a VDOM dashboard: on page 19

o To copy dashboards from another VDOM: on page 20

o To copy dashboards to other VDOMs: on page 21

To create a device dashboard:

1. Go to Device Manager > Device & Groups.
2. Inthe tree of Managed FortiGate, select a device or group to create a new dashboard for.

FortiManager 7.2.0 New Features Guide
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3. From the more options icon for the Dashboard menu, select Create New.

S5 DevieMansgerv = @AddDevice v 8B Device Group & nstall Wizard

+ Add Widget G Reset To Default

License Information

FortiGate-VMé4 #  FortiCare Support
FortiCare Account

FGVMULTM21001613

410214260 (port1)

Tue Jun 2120:10:55

Enhanced Support

11 days 23 hours 57 minutes

The Create New Dashboard pane is displayed.
4. Inthe Dashboard Name field, type a name for the dashboard, and click OK.

 Device & Groups v Create New Dashboard *
@ Dashboard

12| search. Q
@Managed FortiGate (4)

@ FGVM6é-cc (4)

Dashboard Name = J

15 System

B DiseyOptior [ o T

The Add Dashboard Widget pane is displayed for the created dashboard.
5. Select the widgets to include in the dashboard, and click Close.

£3 DeviceManager v = @AddDevice v 3 DeviceGroupy & Install Wizard

+ Add Widget # Add Dashboard Widget x
Tue un 2120:15:23 2022 04 ) Q
12 dys 1 minte 35 seconds

FortGate 7.201ui¢1157 (GA) (Feature) |

2.CPU, 3963 MB RAM

gcooe

> | Operation Mode NAT
VDOM Multi VDOM |
Operation PO}

ce

cted Vulnerabilties

1Psec VPN
Traffic Shaping (nterface-base)
Last 30-min T ERTeathc Shaper SD-WAN

W cu0 @ Routing Monitors
Routing - BGP Neighbors

o €3 Routing - IPv6 BGP Neighbors
3 Routing - 1Pv6 BGP Path Routing - OSPF Neighbors

= FortiAP Monitors

P status WiFi Clients
Historical Clents Interfering SSIDs
ogue APs €3 Channel Utiization

& User and Authentications.
£ Firewall Users FortiToken
Device Iventory. FortiClient

Close

6. To change the dashboard layout to one, two, or three columns, or to fit the content, click Grid Layout.

To copy dashboards from another device:

1. Go to Device Manager > Device & Groups.
2. Inthe tree of Managed FortiGate, select a device or group to copy dashboards to.
3. From the more options icon for the Dashboard, select Copy From Another Device.

S°% DeviceManagerv = @AddDevice v 58 Device Groupy & Install Wizard

 Device & Groups v + Add Widget G Reset To Default 8 Grid Layout -

12| search. Q License Information

@Managed FortiGate (7) Security Monitors FortiGate-vMés 4 FortiCare Support
T s,
° 1
£ System 10214261 (port1) Hardware N/A
[ Display Options Firmware © Licensed

Tue Jun 21 17:32:40 2022 PDT 2

The Copy From Device pane is displayed.
4. From the From Device dropdown, select a device to copy the dashboards from, and click OK.

£13 DeviceManagerv = @ AddDevice v Device G InstallWizard

4 FGVMéa-cc (global) ~

[

+ # FGUM64-cc (global)

s

FortiManager 7.2.0 New Features Guide
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To

5.

6.

To

N =

il

A message asks you to confirm the action.

Click OK.

The dashboards are added to the device with the same name and widgets as configured on the device they were
copied from.

copy dashboards to other devices:

Go to Device Manager > Device & Groups.
In the tree of Managed FortiGate, select a device or group to copy dashboards from.
From the more options icon for the Dashboard, select Copy To Other Device(s).

13 DevieManagerv = @AddDevice v 8 Device Groupw & Install Wizard

® Device & Groups v + Add Widget. G Reset To Default 1 Gt Layout
18 [ search. a License Information
©Managed FortiGate (9) FortiGate-VM64 4  FortiCare Support
FGVM64-2 (3) ortCare Accoun oranbaye@fortinet.com
e FGVMULTM21001613 FortiCare Account Kboranbayev@forti l
@ oo Hardware N/A

10214260 (port1)

Firmware O Licens

at

Tue Jun 21 20:36:28 2022 04 a

The Copy To Device pane is displayed.
From the To Device dropdown, select the devices to copy the dashboards to, and click OK.

£33 DevieManagerv = @AddDevice v 38 Device Groupv & nstall Wizard ADOM:FGT2 &

 Device & Groups v

Copy To Device - x
@ Dashboard
1 search Q
To Device -

©@Managed FortiGate (9) Security Monil Selected 2 (Total: 2)
O FOVME4-2(3)

4 FGVM64-2 (global)

(a1
4+ FGVM64-3 (global) 4 FGVM64-2 (global)

4 FGVM54-3 global)

BaromMes3E) % e
8 OisloyOptor &o B o

o

A message asks you to confirm the action.
Click OK.
A message displays to confirm the dashboards were successfully copied.

 Device & Groups v Successfully tomized dashboard to device. x 4 Grid Layout -
@ Dashboard .
1t | search Q System Information t License nformation R
©Managed ForriGate (9) ecuri rs FortiGate-VMé4 #  FortiCare Support
4 FOVMSA2(3) FortCare Account Kboranbayevefortinetcom ®

FGVMULTM21001613

410214260 (port1) Hardware NA
Tue Jun 2120:37:25 2022 -04 7 | Fmere © Licensed
grromer 12 days 23 minutes 37 seconds Enhanced Support © Licensed

In the tree of Managed FortiGate, select a device that the dashboards were copied to.
The dashboards are added with the same name and widgets as configured on the device they were copied from.

assign a custom dashboard when adding a new device:

Go to Device Manager > Device & Groups.

Click Add Device.

The Add Device dialog is displayed.

Select the radio button for Discover Device, and click Next.

Complete the device discovery process. See the FortiManager Administration Guide in the Fortinet Docs Library.

FortiManager 7.2.0 New Features Guide
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5. From the Copy Device Dashboard dropdown, select a device to copy the dashboards from.

10214261

FGVM64-2

FGVMULTM22000972

FortiGate-VM64

7.20,build1157 (GA)

4 FGVM6d-cc (global)

Once the device is added, the dashboards are available with the same name and widgets as configured on the
device they were copied from.

the Import Model Devices from CSV process. See the FortiManager Administration Guide

; ﬂ The Copy Device Dashboard option is also available when using the Add Model Device or
in the Fortinet Docs Library.

To assign a custom dashboard when authorizing a device:

—

. Go to Device Manager > Device & Groups.
2. Inthe sidebar tree, select Unauthorized Devices.
3. Selectadevice, and click Authorize.
The Authorize Device dialog is displayed.
4. Inthe Assign Dashboard Config column, select a device to copy dashboards from.

Authorize Device
Add the following device(s) to ADOM: FGT72 (FortiGate 7.2) x

FortiGate-VMé4 FortiGate-VMé4 Click to select

@ FGT (global) ~

(X

+ @ FGT (global)

5. Once you have configured the other options, click OK.

The dashboards are added to the authorized device with the same name and widgets as configured on the device
they were copied from.

To create a VDOM dashboard:

1. Go to Device Manager > Device & Groups.
2. Inthe tree of Managed FortiGate, select a VDOM to create a new dashboard for.

FortiManager 7.2.0 New Features Guide
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3. From the more optlons icon for the Dashboard, select Create New.

+ Add Widget C Reset To Default B Grid Layout +
>

+ Create New

5] Copy From Another VDOM |v Q

& Copy To Other VDOM(s) [ Interface Status. MAC Reserved Hostnformation  Expires IAD
"No record found.

The Create New Dashboard pane is displayed.
4. In the Dashboard Name field, type a name for the dashboard, and click OK.

v BDevice Groupy & Install Wizard

HAdGWic  Create New Dashboard x

4
(®Managed FortiGate (15) # ol ] hboard Name ‘root-main|
s FG-2200E (6) 4
o o
ore]

[ T

The Add Dashboard Widget pane is displayed for the created dashboard.
5. Select the W|dgets to mclude in the dashboard, and click Close

F Add Widget i Add Dashboard Widget x
Host Scan Summa

Network Monitors " QJ
B Security Monitors

S FortiClient Detected Vulnerabilties
£ Display Options €3 Psecven
3 Traffic Shaping (nterface-based)
€3 Tathc Shaper E350wan
- == Routing Monitors
©4 FGVM4-2 (3)
oot Routing - Static & Dynamic Routing - BGP Neighbors
€3 Rouing - BGP Path Routing - IPY6 BGP Neighbors
3 g e

€3 Routing - IPv6 BGP Path €3 Routing - OSPF Neighbors

@ FGVME4-3(2)
aroot

= FortiAP Monitors
1 24P status

©4 FGVM64-cc (4)

€3 Channel Utiization
Device Inventory 3 FortiToken
€3 FortiCient
= Create MACAddress -+ Create IPAddress =+ Create IPvé Address % Column Settings v
O  Device User Address Close

6. To change the dashboard layout to one, two, or three columns, or to fit the content, click Grid Layout.

To copy dashboards from another VDOM:

1. Go to Device Manager > Device & Groups.
2. Inthe tree of Managed FortiGate, select a VDOM to copy dashboards to.

3. From the more optlons icon for the Dashboard, select Copy From Another VDOM.

~ B Device Groupv & Install Wizard

+ Add Widget G Reset To Dafault i Grid Layout ~
@ Dashboard >
Qg sysem 4 Create New
B CUI Configurations £ Copy From Another VDOM |~ Q
68 Display Options & Copy To Other VDOM() » Interface Status MAC Reserved HostInformation  Expires D
o record found.

The Copy From VDOM pane displays.
4. From the From VDOM dropdown select a VDOM to copy the dashboards from, and click OK.

@ Add Device v 3B Device Group- & Install Wizard

A WSt Copy FromVDOM
€ Dashboard v

oHeP
Q Network Monitors i

O Device (ol |
No record fot. + 4 FG-2200 (ro0t)

From VDOM 4 FG-2200E (root) -

4 FG-2200E (c1.2)
4 FG-2200E (c2.3)

o
acs 4 FG-2200E (c3.2)
4 FGVMEA-2(3) 4 FG-2200E (c4_3)

4 FG-2200E (c5.3)

a tp-vdom # FGVM64-2 (nat-vdom)

@ FGVM64-3 (2 4 FGVM64-2 (tp-vdom)

I
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A message asks you to confirm the action.
5. Click OK.

The dashboards are added to the VDOM with the same name and widgets as configured on the VDOM they were
copied from.

To copy dashboards to other VDOMs:

1. Go to Device Manager > Device & Groups.
2. Inthe tree of Managed FortiGate, select a VDOM to copy dashboards from.
3. From the more optlons icon for the Dashboard, select Copy To Other VDOM(s).

The Copy To VDOM pane is displayed.

4. From the To VDOM dropdown select the VDOMs to copy the dashboards to, and click OK.

4 FGVM64-2 (ro0t)

4 FGVM64-3 (root)
4 FGVMéd-cc (root)

B4 FGVM64-3 (ro0t)
O FGVM64-3 (vd_1a)

B4 FGVM6d-cc root)

2 @ m Cancel

A message asks you to confirm the action.
5. Click OK.
A message displays to confirm the dashboards were successfully copied.
6. Inthe tree of Managed FortiGate, select a VDOM that the dashboards were copied to.
The dashboards are added with the same name and widgets as configured on the VDOM they were copied from.

Enhancement to aggregate interface allows creation without specifying the
interface members -7.2.1

In FortiManager 7.2.1, an enhancement to aggregate interfaces allows creation without specifying the interface
members.
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To create an aggregate interface without specifying the interface members:

1. Go to Device Manager > FortiGate > System > Interface, and click Create New > Interface.
2. Select Aggregate as the Type, and keep the Physical Interface Member field empty.

j5o= Device Manager v = @AddDevice v 8 DeviceGroupv & Install Wizard

 Device & Groups v + Create New v | [ Edit | [l Delete  Edit Interface x
V"""
#

@ Dashboard

1& Search.. Q £ System o = Name
(©Managed FortiGate (1) u |8 ports 1 Interface Name customer_al
O 9 |pots
SD-WAN O 10 pons [
Scripts SNMP O 1 o | Type Aggregate
& Provisioning Templates > Replacement Message O 12 port8 1 VRFID @ 0
& Fi Temalate = Router > 0 18 o 1 Physical Interface Member
irmware Templates
B CLI Configurations 0 14 | portld | ek o st
O 15  portil ick to select
&2 Monitors > @ Display Options T o -
o pe 4 Role Undefined v
O 17 port1s
18 | portie
B - Address
O 19 | port17
O 20 portid Addressing Mode DRI Decicated to Fortiswitch [N
B L 1P/Netmask 00.0.0/0.000
etmas} .0/0.
21 | _default _default fortiink)
22| quarantine (quarantinefortil,  IPvé Address/Prefix
23 | voice (voice fortilink) B Auto Configure IPv6 Address @
24| video (videofortilink) DHCPV6 Prefix Delegation o
rspan (rspanfortilink)

B Connected Devices
26 | onboarding (onboarding fort

ooooooooo

Automatically authorize devices -]
27 | nac_segment (nac_segment.
% vz 1 FortiLink split interface ©
29| vian300 1
£ Aggregate (3) Shaping Profile -3
O 30 | fortiink
O 31 aget Restrict Access
~ 32 customeral
= Tunnel (3) 3 Override Default MTU Value -]
O 33 | nafroot | Administrative Access O HTTeS PING O ssh
a s34 12t.root 0O SNMP O HTTP O TELNET
g 35 ssl.root (SSL VPN interface) O FMG-Access O RADIUS Accounting O Probe Response
) WiFi SSID (2) oFM Security Fabric Connection @ [J Speed Test

O |36 | sid20

05w ] e

3. Click OKto save the interface.
4. After the interface is saved, you can deploy it successfully to FortiGate.

Install Preview of gate35

1: config system interface
2 edit "customer_a1"

3 setvdom root”

4 setallowaccess ping fabric
5: et type aggregate

6 setfortilink enable

7 setsnmp-index 141

8 next

9: end

FortiManager to add loT devices based on FortiOS Asset Identity Center -7.2.1

loT (Internet of Things) devices are now displayed in the FortiManager device inventory monitor.

Go to Device Manger > Monitors > Device Inventory. The loT devices in the table are indicated by a cloud icon (€ ) in
the Device column.
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& Install Wizard

® Device & Groups >
Hardware Vendor Software OS Status Interface
Scripts
@ Provisioning Templates > “ @ VMware (43) @ Other (48) @ Offline (43) @ port (54)
e Firmware Templates @ Fortinet (4) @ Windows (5) @ Online (1)
= ODell(3) O Fortios (1)
I () RECED v @ Super Micro (2)
SD-WAN Monitor @ Other (2)
VPN Monitor
[ Device User | Address Software OS Device Family Detected by u
1059.8174 . . .
O  © 00:0c:29:64:79:43 000029 ba7eay | Otheridentiied device 4 165-FortiGate-VM64
[ =8 WIN-ROVEH4SSMRS & 1059644 Windows Virtual Machine # 165-FortiGate-VM64
00:06:29:09:1b:9F b !
1059.8172 ; . .
O @ 00:0c29:bdckd3 000u9bacrdg | Otheridentified device # 165-FortiGate-VM64
9.
o= 1o st o 65 g | Otheridentified device A 165-FortiGate-VM64
170.151.24.203 ; . .
O @ 00:0c:29:f:3223 000casrarng | Otheridentified device + 165-FortiGate- VM64
1059.8233 . . .
O @ 00:50:56:88:01:77 c0sassggoryy | Otheridentiied device 4 165-FortiGate-VM64
=2 DESKTOP-POGPN15 00:50:56:88:3b:a7 | Windows 4 165-FortiGate-VM64
30200234 ’ .
O = 00:50:56:88:6d1e & C0s0sassdte | Windows Virtual Machine # 165-FortiGate-VM64
FEZATINET
M m nenccaom 10598232 Othar identifad devica A AR EnrtiCataA ML

This information is gathered from the FortiOS Security Fabric > Asset Identity Center. For example:

@ security Fabric

Ex

hy

© Q search

0 00:50:56:00:08:c2

@ 00:50:56:00:11:4b

o 00:50:56:50:4d:36

evice B 00:50:56:00:4d:36

Device

10598218

O imerimbuia12is Qv > @< Q-

tet ety

Asset Identity Center

[T

@ Online FortiClient User User Status Vulnerabilities Endpoint Togs
00:50:56:00:4d:36 @ Online
10598218
[ port1
s [ port1
'VMware / Virtual Machine / Workstation pro @ Online
Windows
@ FortiGuard oT detection service
+ Firewall Device Address |+ Firewall IP Address || /A Quarantine Host
'Windows "VMware / Virtual Machine @ Online
VMware @ Online
Other VMware © oniine

Collecting this information in FortiOS requires an loT Detection Service license. For more information, see loT detection
service in the FortiOS Administration Guide.

Similar to the FortiOS GUI, you can mouse over the loT devices in Device Manger > Monitors > Device Inventory to view
detailed information (see below). This includes:

Device
Last Seen

MAC Address

IP Address
Interface
Hardware
oS

Detected By
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= & Install Wizard

& Device & Groups >

Seript: Hardware Vendor Software OS Status Interface

@ Scripts

@ Provisioning Templates > “ @ VMware (43) @ Other (48) @ Offiine (43) @ port1 (54)

4 Firmware Templates @ Fortinet (4} @ Windows (5) @ Online (11)

" O Dell (3) O FortiOs (1)
| 2 Monitors v 54 . 54
o Devices @ Super Micro (2) Devices
SD-WAN Monitor @ Other (2)

VPN Monitor

Device Inventory
e VM e © Show Cars <] [ Search.
ot leter

(W  Device User Address Software OS Device Family Detected by < I
10508218
O =8 00:50:56:b0:4d:36 @& Virtual Machine 4+ 165-FortiGate-VM64
2 10.59.8.218
O @ 00:50:56:00:4d:ad | payice 8 00:50:56:604d:36 4+ 165-FortiGate-VM64
Last Seen 2022-08-09 15:13:38
O | @ 00:50:56:b0:57:ec MAC Address 00:50:56:60:4d:36 4 165-FortiGate-VM64
IP Address 10.59.8.218
Interface 7 portl
0O | @ 00:50:56:b0:68:92 4 165-FortiGate-VM64
Hardware VMware
0s Windows
O | @ 00:50:56:b0:69:51 Detected By & Detected by FortiGuard IoT detection service + 165-FortiGate-VMé4
10.59.8.52
@ 00:50:56:b0:77: i1 . ’ ;
[m] 00:50:56:b0:77:9¢ 00:50:56:60:77:9¢ Other identified device 4 165-FortiGate-VM64

Model device initialization enhancements -7.2.1

Model device initialization enhancement can provision the desired number of ports for a VM model and split switch ports
for low-end FortiGate appliances.

To add a VM model device and set provisioning ports:

1. Go to Device Manager, and click Add Device > Add Model Device.

2. Enterthe device's Name and Serial Number.
When the serial number is entered for a VM device, the Port Provisioning field is displayed.
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3. Setthe number of ports to be provisioned. In the example below, Port Provisioning is set to four.

Add Device

(= Add Model Device

Name
Link Device By © (@ Serial Number QPre-shared Key
Serial Number
Use Device Blueprint (@ ]
Device Model FortiGate-VM64 v
Port Provisioning 4 -
OEnforce Firmware Version Q
O Add to Device Group 1
2
OAdd to Folder 5
Opre-Run CLI Template v
5
DO Assign Policy Package
[
Provisioning Templates 7
Metadata Variables 8 v

&

Once this model device is added to FortiManager, four ports are created for the device automatically.

= mAddDevice ~ gJDeviceGroup v & Install Wizard Y 2dmin ~

- [ Edit | [{ Delete | [Q Where Used | [ Collapse All ][22 Expand All ] [§ More v]
@ Dashboard >

£ System v O #  Name Type Normalized Interface Addressing Mode  IP/Netmask Access Virtf3
2 Physical (4)

SD-WAN O 1 portt @ Physical 2 port1 DHCP 0.0.0.0/0.0.00 HTTPS, PING, SSH, HTTP, FMG-Access | root
DHCP Server O 2 |port2 @ Physical 2 port2 Manual 0.0.0.0/00.00 root
SNMP O 3 |ports @ Physical 2 port3 Manual 0.0.0.0/00.00 root
DNS o 4 port4 [@ Physical & port4 Manual 0.0.0.0/0.0.0.0 root
DNS Database [y —
DNS Service on Interf... O 5  fortiink 5 Aggregate Manual 10.255.1.1/255.255.255.0 | PING, Security Fabric Connection root
Explicit Proxy B
Management

O 6 | nafroot @ Tunnel Manual 0.0.0.0/0.0.00 root
Admin Settings

O 7 | i2troot @ Tunnel Manual 0.0.0.0/00.00 root
Administrators

O '8 | sslroot(SSLVPN interface) = Tunnel Manual 0.0.0.0/00.00 root
Admin Profile

[E] SD-WAN Zone (1)
Local Host ID

O 9  virtualwan-link @ SD-WAN Zone

Certificates

To add model device (40F, 60E/60F, 80E, 90E, 100E/100F) and set provisioning ports:

1. Go to Device Manager, and click Add Device > Add Model Device.

2. Enterthe device's Name and Serial Number.
When the serial number is entered for an eligible device (40F, 60E/60F, 80E, 90E, 100E/100F), the Split Switch
Ports field is displayed.

3. Setthe Split Switch Ports field to the On position.
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Add Device

@ Add Model Device

Name

Link Device By @ (®Serial Number O Pre-shared Key

Serial Number

Use Device Blueprint (@ )

Device Model FortiGate-40F v
Split Switch Ports [ ]

OEnforce Firmware Version 7.0 (by default)

D Add to Device Group

OAdd to Folder / [ ]
OPre-Run CLI Template v
O Assign Policy Package 5
Provisioning Templates Click here to assign

Metadata Variables Edit Variable Mapping

Once the model device is added into Device Manager, go to the System > Interface page. The default virtual
hardware switch lan is deleted.

= mAddDevice ~ B DeviceGroup v & Install Wizard

- i Edit | [f Delete | [Q Where Used |[@ Collapse All | [ Expand All |[§ More v |
@ Dashboard >

% system . O #  Name Type Normalized Interface Addressing Mode  IP/Netmask Access Virtual DE-!
2 Physical (4)

SD-WAN O 1 | wn @ Physical & wan DHCP 0.000/0000 PING, FMG-Access root
DHCP Server o 2 |1 @ Physical & lant Manual 0.000/0000 root
Modem O 3 a2 @ Physical 2 lan2 Manual 0.000/0000 root
SNMP o 4 lan3 [@ Physical & lan3 Manual 0.0.0.0/0.0.0.0 root

DNs [E] Aggregate (1)
DNS Database O 5  fortiink 3 Aggregate Manual 10.255.1.1/255.255.255.0 | PING, Security Fabric Connection | root
DNS Service on Interf...

[ Tunnel (3)
Explicit Proxy

O 6  nafroot @ Tunnel Manual 0.000/0000 root
Management
O 7 i2troot @ Tunnel Manual 0.000/0000 root
Admin Settings
O 8  sslroot(SSLVPN interface) = Tunnel Manual 0.000/0000 root
Administrators
. [E SD-WAN Zone (1)
Admin Profile
Cortificates O 9  virtual-wan-link @ SD-WAN Zone

Replacement Message
FortiGuard
Security Fabric

Automation Stitch

To view pre-defined CLI templates:

1. Go to Device Manager > Provisioning Templates > CLI Templates.

2. Under Pre-Run CLI Templates, the following default templates are available:
» provision_interfaces_on_vm
« split_hardware_switch_ports_40_80_100
o split_hardware_switch_ports_60_90
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2% Device Managerv = & Install Wizard

@ Device & Groups > il Delete | [@ Assign to Device/Group
@ Scripts
P E Name Type Assigned to Device/Group Variables Description Members
| @ Provisioning Templates i v
{2 Pre-Run CLI Template (3)
Template Groups
i o ~ provision_interfaces_on_vm Jinja 0 Devices in Total vm_interface_number predefined script for FGT-VM
Fabric Authorization Temp...
System Templates a split_hardware_switch_ports_40_80_100 | CLI 0 Devices in Total predefined script for FGT 40F/80L/100L/100F
Psec Tunnel Termplates O | split_hardware_switch_ports_60_90 cu 0 Devices in Total predefined script for FGT 60F/90E
SD-WAN Templates [E CUI Template (0)
SD-WAN Overlay Templat... [E CUI Template Group (0)
Static Route Templates
BGP Templates
1PS Template
Certificate Templates
Threat Weight
CLi Templates
NSX-T Service Templates

@ Firmware Templates

© Monitors >

Internet service database version checked for model devices -7.2.1

For model devices, FortiManager checks the ISDB (internet service database) version on FortiGates before installing the
configuration to the FortiGate. When the ISDB version on the FortiGate is older than the ISDB version on FortiManager,
FortiManager triggers an ISDB upgrade on FortiGate before installing the configuration.

If the ISDB version is not updated after three minutes, FortiManager still installs the configuration to FortiGate.

You can observe the behavior in Task Monitor.

To observe ISDB upgrade behavior:

1. Go to System Settings > Task Monitor.
2. Selectthe Install Configuration task, and click View Details. The details are displayed.
3. Selectadetail, and click View Progress Report.

The following example shows the internet service database version being updated:

View Progress Report x

Name = ‘ ‘ Status = n

fg11 start to install dev (fg11)

fgll start to update internet service from version 0.0 to 7.2803
fgll FDS objects on device are updated, current version: 7.2803
fgll init state: start to get pre-checksum

fgll get pre-checksum state: start get diff (chkout=0)

fgll script done state: start to FGFM install

fgl1 fgfm install state: prepare to post-checksum

fgl1 post-checksum state: start verification

fgl1 install and save finished status=0K

If the update to the internet service database fails, the configuration installation still proceeds, for example:
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View Progress Report

Status

start to install dev (49)

start to update internet service from version 0.0 to 7.2429
FDS update on device FGVMO8TM21004801 is time-out
init state: start to get pre-checksum

get pre-checksum state: start get diff (chkout=0)

4. Click Close.

Perform packet capture on managed FortiGate interfaces and on managed
FortiSwitches -7.2.2

FortiManager can perform packet capture on managed FortiGate interfaces and trigger packet capture on the managed
FortiSwitches when traffic-sniffer has been configured. The captured file can be saved and downloaded as .pcap file for
further analysis.

Packet Capture in the Device manager

To perform a packet capture on managed FortiGate interfaces:

1. In Device Manager, select a FortiGate and go to System > Interface.
2. Select an interface, click More > Packet Capture.

333 Device Manager ~ = mAddDevice ~ 3B DeviceGroup v & Install Wizard > @~ eadmin o

@ Device & Groups [ Edit | |@ Delete | [Q Where Used |[@ Collapse All | [ Expand All | [3 More v
. X | e \ [ [ [ o <]

% System . = | # Name Type Normalized Interface = £ Interface Map ask Access Virtuale
te ] Physica @& Assign VDOM l
FortiGate-200E
SD-WAN v 1 mgmt Physical & mgmt 4 Enable Interface 172.36/255.2550.0  HTTPS, PING, SSH, HTTP, FMG-Access  root
DHCP Server O 2 |ha @ Physical ha ¥ Disable Interface  10/0.0.00 root
Modem O 3 | wani @ Physical & wanl O Interface Monitor 10/0.0.00 PING, FMG-Access root
SNMP o 4 wan2 @ Physical a8 wan2 Q Packet Capture .0/0.0.00 PING, FMG-Access root
DNs o s port1 @ Physical A port1 WManual 0:00.0/0.0.0.0 root
DNS Database O 6 | pot2 @ Physical 2 port2 Manual 0.000/0000 root
DNS Service on Interf... o |7 port3 @ Physical 2 port3 Manual 0.0.0.0/0000 root
Explicit Proxy
O |8 | portd @ Physical & portd Manual 00.0.0/0.000 root
Management
o 9 | ports @ Physical & ports Manual 00.0.0/0.000 root
Admin Settings
O 10 | ports @ Physical £ porté Manual 00.0.0/0.000 root
Administrators
X O (11 | port7 @ Physical & port? Manual 00.0.0/0.000 root
Admin Profile
Cortificates O 12 | ports @ Physical 2 ports Manual 00.0.0/0.000 root
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3.

You can configure the Max Number of Packets and/or Filters, and click OK to start the packet capture.

Device Manager v
® Device & Groups
12 | Search...
©Managed FortiGate (1)

FortiGate-200E
& Scripts

sioniny

#: Firmware Templates

© Monitors

@ AddDevice ~ 3B Device Group v

% Dashboard >

| # System

SD-WAN
DHCP Server
Modem
SNMP.
DNS
DNS Database
DNS Service on Interf...
Explicit Proxy
Management
Admin Settings
Administrators
Admin Profile
Certificates
Replacement Message
FortiGuard
Security Fabric
Automation Stitch
Automation Trigger
Automation Action
Log Setting
Alert Email
Threat Weight
FortiSandbox

= Router >

5 WAN Opt. & Cache >
-

it Drnflac N

=

ol 0 00 0000000000O0O00o0o0oOag)-s

#
1

2
3
4

& Install Wizard

Name

mgmt
ha
want
wan2
port1
port2
port3
port4
port5
port6
port7
port8
port9
port10
port11
port12
port14
port15
port16
port17
port18

_default (_default fortilink
quarantine (quarantine.fol

Packet Capture
Max Number of Packets o
Filters o

Select Graph, Headers, or Packet Data to view details of the packet.

Device Manager ~
@ Device & Groups
12 [ Search...

©Managed FortiGate (1)
FortiGate-200E

@ Scripts

[ Provisioning Templates
#: Firmware Templates

© Monitors

@ AddDevice ~ 3B Device Group v

Packet Capture
% Dashboard

& Install Wizard

£ System
Time Source IP
SDWAN  0.049008 103.172.36
0049242 103.172.82
DHCP Seny
0049400 103.172.82
Modenn 0088316 10317236
SNMP 1.050172 103.172.36
DNS 1.050491 103.172.82
1.050502 103.172.36
DN Datat
2051378 103.172.36
DNS Servic ™3 051682 10317282
Explicit Prc 2.051692 103.172.36
Manageme  Gra Headers  Packet D:
Admin Sett
Administra » “
Admin Prol
Cortificatd] Source IP 10317282
Replaceme Source Port 541 Ack
FortiGuard Destination IP  10.3.172.36 Flags
Security i Destination Port 5199 Window
Automatio
len
Automatio
Automatio checksum
Log Setting
Alert Email
Threat Wel
FortiSandb
= Router
3 WAN Opt.

_ e

Destination IP Source Port
10.3.172.82 5199
103.172.36 541
103.172.36 541
10.3.172.82 5199
10.3.172.82 5199
103.172.36 541
10.3.172.82 5199
10.3.172.82 5199
103.172.36 541
10.3.172.82 5199

Sequence Number 4075412041

1459331424
psh, ack
65291

42

28344

Packet Capture in the FortiSwitch Manager

To perform a packet capture on managed FortiSwitch devices:

1.

In the FortiGate CLI, configure the switch-controller traffic-sniffer setting.

For example:

config switch-controller traffic-sniffer

set mode rspan
config target-mac
edit 00:0c:29:1a:2b:3c

set description "ABC123"

next
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Search.

Destination Port
541
5199
5199
541
541
5199
541
541
5199
541

2y admin ~

2y admin ~
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end
config target-ip
edit 192.168.11.11
set description "ABC123IpP"
next
end
config target-port
edit "SOOODN4K15000050"
set description "ABC123switch"
set out-ports "portl"
next
end

2. After the FortiGate has been added in FortiManager, go to FortiSwitch Manager, select a FortiSwitch device, right-
click and select Diagnostics and Tools.

FortiSwitch Manager v = & Install Wizard >> @+  EYadmin ~

@ Device & Groups M [+ createnew ~ [i Delete | [B Authorize | [® Deauthorize |[& Upgrade | [#s Assign Template |[§ More

[ | FortiSwitch Name Serial Number Platform Status Fortilink | FortiGate Connecting From | OS Version Join Time Comments Templa(n

Search,

v | 2 $524DN4K1500003 S524DN4K15000037 FortiSwitch-524D  Online fortilink 4 FortiGate-200E[root] | 10.255.1.2 $524DN-v7.0.4-build071,220304 (G Mon Aug 29 11:07:03 2022

O | & s4240Nax1700015 sa24Dng B Edit D | Online fortilink | 4 FortiGate-200E[root] | 10.255.1.3 $424DN-v7.0.4-build071,220304 (G Mon Aug 29 16:45:01 2022
[ FortiSwitch Templates B Delete

B Authorize
® Deauthorize

E8 Replace

& Upgrade

3% Restart

2 Refresh

C Factory Reset
& Register

LED Blink >

5 Assign Template

i View Ports

3. When the FortiSwitch is not configured in switch-controller traffic-sniffer, the Packet Capture tab will
not be displayed.

[y Y — = & Install Wizard >. @~ eadminv

@ Device & Groups M [+ createnew ~ [ Delete | [B Authorize | [ Deauthorize |[& Upgrade | [# Ass Diagnostics and Tools x

la] [Search a] [ | FortiSwitch Name Serial Number Platform Status FortiLink Cable Test
(©Managed FortiGate (2)
FortiGate-200E (2)

O | 2= S524DN4K1500003 S524DN4K15000037 FortiSwitch-524D | Online fortilink S424DN3X17000150 © General Health © Good

5 Fortswitch Tmpit v | 2 5424DN3X1700015 S424DN3X1700015C FortiSwitch-424D  Online fortiink | \yme $424DN3XI7000150 1% CPUUsage
ortiSwitch Templates

19%  Memory Usage

Serial Number S424DN3X17000150
2dayls)  Connection Uptime
Version S424DN-v7.0.4-build071,220304 (GA)
36°C  Temperature
Model S424DN
1P Address 10255.1.3
Join Time Mon Aug 29 16:45:01 2022
Status Online
Registration Not Registered
Actions v

[
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4. When the FortiSwitch is configured in switch-controller traffic-sniffer,the Packet Capturetab is
shown.

FortiSwitch Manager ~ = & Install Wizard > @~ eadmin-

@ Device & Groups M [+ CreateNew ~ [ Delete | [B Authorize | [ Deauthorize |[& Upgrade | [# Ass Diagnostics and Tools x

[ 42 [searcn Q] [ | FortiSwitch Name Serial Number Platform Status FortiLink Summary | Cable Test A
dFo 2 | 2 S524DN4K1500003 S524DN4K15000037 FortiSwitch-524D  Online fortiink
FortiGate-200E (2) Max Number of Packets ey
O | & S424DN3X1700015 S424DN3X1700015( FortiSwitch-424D | Online fortlink

Filters @
Q Start Capture

[ FortiSwitch Templates

Close

5. You can configure the Max Number of Packets and/or Filters, and click Start Capture to begin capturing packets.

[ Y—— = & Install Wizard >. @~ eadminv

@ Device & Groups M [+ createnew ~ t ][ Delete |[B Authorize |[® Deauthorize |[& Upgrade | [# Ass Diagnostics and Tools x

@  FortiswitchName | Serial Number Platform Status FortiLink Summary | Cable Test [ R
| & S524DN4K1500003 S524DN4K15000037 FortiSwitch-524D | Online fortilink
1 MaxNumber of Packets © |10
O | = 5424DN3X1700015 S424DN3X1700015( FortiSwitch-424D | Online fortilink )
[ FortiSwitch Templates { e ©

Filtering syntax =g Aovanced
Host 192.168.11.11 x|+
Protocol +
Port +

Q Start Capture

[
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6. Select Graph, Headers or Packet Data to view details of the packet.

FortiSwitch Manager & Install Wizard > @~ EYadmin ~
@ Device & Groups + Create New ~  Packet Capture
[E | FortiSwitch Search. Q
= ol 25524D1  Time Source IP Destination IP Source Port Destination Port a
FortiGate-200E (2) i
O | @ sa4pr 244294339875 192.168.11.11 192.168.11.12
[ FortiSwitch Template " 244294340134 192.168.1112 192.168.11.1%
254294363923 192.168.11.11 192.168.11.12
254294364153 192.168.1112 192.168.11.1%
264294388037 192.168.11.11 192.168.11.12
264294388357 192.168.1112 192.168.11.1%
27.4294412088 192.168.11.11 192.168.11.12
27.4294412364 192.168.1112 192.168.11.1%
284294436079 192.168.11.11 192.168.11.12 100% 24
284294436313 192.168.1112 192.168.11.1%
Graph  Head et D:
- 1 2 4 5 6 7 8 9 10 18 9 20 21 22 23 24 25 26 27
FortiSwitch Manager ~ = & Install Wizard >~ @~ (@g)admin -
& Device & Groups + Create New v Packet Capture
0|t @ | FortiSwitct Search Q
o1 B S524D1  Time Source IP Destination IP Source Port Destination Port
FortiGate-200E (2) ! u a
O | = 544Dt 464294709361 192.168.11.12 192.168.11.11
[ FortiSwitch Templa 47.4294732950 192.168.11.11 192.168.11.12
47.4294733260 192.168.11.12 1921681111
484294734074 B 1921681111 192.168.11.12
484294734410 192.168.11.12 192.168.11.11
49.4294749115 192.168.11.11 192.168.11.12
49.4294749415 192.168.11.12 192.168.11.11
50.4294773164 192.168.11.11 192.16811.12
50.4294773500 192.168.11.12 192.16811.11
514294774454 192.168.11.11 192.16811.12
G He Packet Data
Search Q
© 0 ac 29 1f le 3c 80 6c 29 9 09 a8 08 00 45 00
10 @0 54 45 da @0 0@ 48 @1 9d 67 c@ a8 @b 8c @ a8
20 @b eb 00 00 8f 4f @8 @5 66 76 95 15 11 63 00 €0
30 00 00 a4 ¢9 00 00 00 00 00 00 10 1112 13 14 15 .
40 16171819 1a 1b 1c 1d le 1f 20212223 24 25 |.. 1mas%
S0 26272820 2a 2 2c 2d 2e 2F 303132 33 34 35 (& ()4, -./012345
60 36 37 |67
=
7. When user stops packet capturing, the captured packets can be saved into a .pcap file.
FortiSwitch Manager ~ = & Install Wizard > O~ oadmin -
@ Device & Groups Bl [+ CresteNew~  Packet Capture
(12 [search.. LY &  Fortswieer Search Q
©Managed FortiGate (2) — —
Lol v 2554D1  Time Source IP Destination IP Source Port Destination Port u
FortiGate-200E (2) i
O | @ s44Dr 464294709361 192.168.11.12 192.168.11.11
B Fortis T 47.4294732950 192.168.11.11 192.168.1112
47.4294733260 192.168.1112 192.168.1141
484294734074 192.168.11.11 192.168.11.12
484294734410 192.168.1112 192.168.11.11
49.4294749115 192.168.11.11 192.168.1112
49.4294749415 192.168.1112 192.168.11.11
504294773164 192.168.11.11 192.168.1112
50.4294773500 192.168.1112 192.168.11.11
514294774454 192.168.11.11 192.168.1112
c Packet Data
Search Q
© @0 ec 290 1f 1e 3c @8 Oc 29 fO 89 a8 @8 60 45 00
10 @0 54 45 da @0 6@ 48 @1 9d 67 c@ a8 @b 8c c@ a8
20 @b eb @@ @0 3f 4f @8 @5 66 76 95 15 11 63 08 00
30 0000 24 €9 00 00 00 00 0 08 10 1112 13 14 15
40 1617 18 19 1a 1b 1c 1d le 1f 20 21 22 23 24 25 |
50 26 27 28 29 2a 2b 2c 2d 2e 2 3@ 31 32 33 34 35 [&'()*+,-./012345]

|67 |
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FortiManager supports FortiGate Cloud-Native Firewall as device type -7.2.2

Fortimanager can be used to install and monitor security features on FortiGate Cloud-Native Firewall (CNF) instances
that are deployed on AWS.

FortiGate CNF is software-as-a-service that simplifies cloud network security while providing availability and scalability.
FortiGate CNF reduces the network security operations workload by eliminating the need to configure, provision, and
maintain any firewall software infrastructure while allowing security teams to focus on security policy management.
FortiGate CNF offers you the flexibility to procure on demand or use annual contracts.

To manage FortiGate CNF from FortiManager:

1. InFortiGate CNF, in the Display Primary FortiGate Information field in the Edit CNF form, find the FortiGate

connection details.

2. InFortiManager, go to Device & Groups > Add Device.

3. Click Discover Device.

4. Enter the IP Address of the FortiGate CNF instance.

5. Enable Use Legacy Device Login and enter the User Name and Password, then click Next.

6. Update or enter any required details and click Next.

7. Click Finish. The FortiGate CNF instance is added to FortiManager. There may be a short delay before the device is

available.
FortiGate CNF clusters are treated differently than the normal FortiGate auto-scale cluster on
AWS. Hover over the information icon next to the cluster name to see more information about
the cluster.
Ny Oemecientid Qs @

][t More v © Show Charts ~ | |5

O | Device Name Config Status & Policy Package Status| HAStatus ¢ | Host Name & 1P Address & Platform Description & FGSP & ;E

4 FortiGate 7.

O © &FGTAWSSPAOACSZ v Synchronized 1355 (Inte v FGTAWSSPAOSC 4FGTAWSSP FGTAWSSPAQGCSZBD | 3239.60:51 FortiGate-VM64-AW, @ Disabled

FortiGate 7.2.4 build1355 (inte * FGT-CNF AFGT-CNF (P TESTNAME 35.172.195.65 FortiGate-VM64-AW. @ Disabled

Management restrictions

Fortigate CNF is Fortinet-managed service and there are limited configurations that are permitted from FortiManager.

The following management operations are restricted:

FortiManager 7.2.0 New Features Guide

Fortinet Inc.

33



Device Manager

« VDOM creation is not permitted and the option is greyed out.

& Device & Groups -
Connectivity Device Config Status Policy Package Status
13 Search.. Q
— - @ Connection Up (2) @ synchronized (2) @ Installed (1)
5 Managed FortiGate
0= FGT-CNF @ imported (1)
04 FGTAWS5PAQIC5ZED
2 2 2
Scripts.
& Provisioning Templates >
i Firmware Templates
2 Monitors
[ Edit | | @i Delete | | 4 import Configuration | | & install + || @ Table View | | § More « © it Searct
O | Device Name = Config Status + Firmware Version & Policy Package Status HA Status = | Host Name = 1P Address = Platform = Description FGSP & ;n
[m] @ AFGT-ONF ~ Synchronized FortiGate 7.2.4,build1355 (Inte + FGT-CNF 4 FGT-CNF (P TESTNAME 35.172195.65 FortiGate-VM&4-AW @ Disabled
PR arsy FortiGate 7.2.4,build1373 (Inte + FGTAWSSPAOSC #FGTAWSSP FGTAWSSPAO3CSZBD  3239.8051 FortiGate-VMé4-AW @ Disabled
5 Quick Install (Device DB)
& Install Wizard
3] Import Configuration
& Re-install Pe
§d Policy Package Diff
5 Configuration
EiEvit
W Delete
B Grouping
@ Run Script
2 Edit Variable Mapping
& Refresh Device
BH Install VM License
FEIATINET ar @ Upgra

» Changes in CLI configuration are not permitted and if tried there is an error.

o AddDevice v 3B Device Group v & Install Wizard ADOM:roct > @~ eadmin -
@ Device & Groups v @ Dashboard > system/dns/alt-primary : setting cannot be modified on FortiGate-CNF device x
1 Search.. qQ % Network D @dnsfiter
©Managed FortiGate (2) & Security Profiles & @emailfilter alt-primary @ 88.88
0 FGT-CNF 8 VPN > dnsbl alt-secondary €@ 0.0.00
FGTAWS5PAO3C5ZBD
& System > Ofirewall cache-notfound-responses @ [e ]
Scripts Security Fabric > dnstranslation dns-cache-limit @ 5000 (0- 4294967295, default: 5000)
8 Provisioning Templates > 14 Log & Report 4 @system dns-cache-tt] @ 1800 (60 - 86400, default: 1800)
Firmware Templates LI Configurations ddns domain @ X+
@ Monitors > Feature Visibility
fqdn-cache-ttl @ (0-86400)
dns-database
fadn-min-refresh @ 60 (10 - 3600, default: 60)
dns-server
interface @ Click to select ~
dnsé4
. interface-select-method @ auto x v
ips-urlfilter-dng
ips-urlfiter-dns6 ip6-primary @
vdom S ip6-secondary @
log @ disable x v
primary @ 0000
protocol @ cleartext [J doh O dot
retry @ 2 (0- 5, default: 2)
secondary @ 0000
server-hostname @ x +
server-select-method @ least-rtt x v
source-ip @ 0000
ssl-certificate @ Fortinet_Factory x v
timeout @ 5 (1- 10, default: 5)
— ey ]

» Changes to networking components of the FortiGate are restricted and if tried there is an error.
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@ Device & Groups v
1t Search.. Q

(@Managed FortiGate (2)
0 FGT-CNF

FGTAWSSPAQ3C5ZBD
Scripts
@ Provisioning Templates >
i Firmware Templates
2 Monitors >

FEERTINET

Group ~

& Install Wizard

on FortiGate-CNF device x

AADOM: root

>~ O~ Qadmiu v

Address
Addressing Mode Manual
PPPOE

Distance 5

Retrieve default gateway from server ©

1PV6 Addressing Mode Manual

DHCPV6 Prefix Delegation e )

Shaping Profile e )

Restrict Access

Override Default MTU Value ©

Default MTU Value (1500) 9001

Administrative Access WTTPS
SNMP
FMG-Access
FTM

1PV6 Administrative Access WTTPS
SNMP
FMG-Ac

DHCP Server

SLAACO® @

Bl oA snifrer

PPPoA | Auto-managed by IPAM

Dedicated to FortiSwitch

- Delegated

PING

HTTP

RADIUS Accounting
Security Fabric

SSH
TELNET
Probe Response

B Speed Test
Connection @ @
PING SSH
HTTP TELNET
cess Security Fabric

Connection @

B scer | Ry

« CLI access to the FortiGate CNF instance is not allowed from FortiManager.

Device Manager v

@ Device & Groups v

@ Dashboard
Q
©Managed FortiGate (1)

1t Search..

FGTAWSSPAO3C5ZBD
Scripts
@ Provisioning Templates >
# Firmware Templates
2 Monitors >

Security Monitors
Network Monitors
& Network
Security Profiles
VPN

System

Log & Report

a
=}
£
Security Fabric
[
B CLI Configurations

Feature Visibility

=+ Add Widget  Reset To Default

System Information

Host Name
Serial Number

1P Address
System Time
Uptime
Firmware Version
Hardware Status
Operation Mode
VDOM

License Information
FortiCare Support
FortiCare Account
Hardware
Firmware
Enhanced Support
Comprehensive Support

FortiGuard Services

Antivirus

1PS

Web Filtering

Email Filtering
Outbreak Protection
Inclustrial DB
VDOM

FGTAWS5PAO3C5ZBD
FGTAWSSPAO3C5ZBD
£3.239.80.51 (port1)

Sat Dec 03 12:36:08 2022 PST
45 minutes 3 seconds

FortiGate 7.2.4,build 1373 (Interim)
8CPU, 32168 MB RAM

NAT

VDOM Disabled

Not Registered
N/A

Not Registered
Not Registered
Not Registered

Status
N/A
N/A
N/A
N/A
N/A
N/A

HA Status H
HAMode Auto Scale v
v
Cluster Members
72 © View
O HostName Serial Number Role EP
e O #FGTAWSSPAO3CS FGTAWSSPAOICSZE Primary
e
Configuration and Installation H
Configuration
H Config Status + Synchronized
Provisioning Templates +
®  Revision
Total Revisions 1
Last Installation None
Device Configuration DB % |Gl
EXpireson | sessions 3
12
10

Interface-based traffic shaping can display real time dropped packets -7.2.2

Interface-based traffic shaping can display real time dropped packets.
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To view real-time dropped packets in the Traffic Shaping widget:

1. Go to Device Manager > Device Groups, and select a managed device.

Device Manager v = mAddDevice + EBDeviceGroup v g Install Wizard ADOM:root  >_ @~ eadmin -

@ Device & Groups v
Connectivity Device Config Status Policy Package Status
1 Search... Q

©Managed FortiGate (1)

4 FGT-20

@ Connection Up (1) @ Synchronized (1) (O Never Installed (1)

Scripts 1 1 1
[ Provisioning Templates >

Firmware Templates

©J Monitors >
[ Edit | [ if Delete | [ & Import Configuration | [ & nstall v | [ & Table View v | [ § More v | © Show Charts v | [ Search...
[m} Device Name + Config Status + Host Name = IP Address = Platform < ‘ Description + ‘ Firmware Version = ‘ FGSP =
v 4 FGT-20  Synchronized FGT-20 10.2.170.20 FortiGate-VM64. FortiGate 7.2.4,build1366 (Inte @) Disabled

2. Inthe toolbar, click Create New.

@ Add Device v 3B Device Group v

Device Manager v & Install Wizard ADOM: root > O~

@ Device & Groups v Add Widget eset to Default || Toggle Widget v
M Q Summary + Create New.
Security Monitors 3] Copy From Another Device &=y
+ FGT-20 Network Monitors 1 Copy To Other Device(s)
Scripts 4 Network [ HostName FGT-20 *
B Provisioning Templates > @ Security Profiles > Serial Number s
Firmware Templates 8 VPN > IP Address 4 10.2.170.20 (port1)
I Monitors 5 @& System > System Time Thu Dec 01 11:37:18 2022 PST a
Security Fabric > Uptime 2 days 1 hour 2 minutes 2 seconds
ki Log & Report > Firmware Version FortiGate 7.2.4,build1366 (Interim) e
Bl CUI Configurations Hardware Status 1CPU, 1994 MB RAM
Feature Visibility Operation Mode NAT
VDOM VDOM Disabled s
Operation |38 @
License Information 8 1=y ‘
RTINET
3. Enter a name for the dashboard.
Device Manager v @AddDevice v 9B Device Group v 3 Install Wizard ADOM:root  >_ @~ e admin -
Create New Dashboard - x

Dashboard Name traffic-shaping
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4. On the dashboard, click Add Widget.

Device Manager v = @AddDevice ~ 3BDeviceGroup v g Install Wizard ADOM:root  >_ @~ eadmin o
@ Device & Groups v | @ Dashboard I
1t Search... Q Summary
Security Monitors
+ FGT-20 Network Monitors
Scripts affic-shap
B Provisioning Templates > ¥ Network >
Firmware Templates & Security Profiles >
@ Monitors > @ VveN >
B System >
Security Fabric >
14t Log & Report N
B] CLI Configurations
Feature Visibility

No widgets found

RTINET

5. Search and add Traffic Shaping (Interface-Based).

Device Manager v @ Add Device v @B Device Group v % Install Wizard ADOM: root > O~ 0 admin v
@ Device & Groups v Add Dashboard Widget x
1& Search. Q
a
4 FGT-20
Scripts # Network Monitors
& Provisioning Templates > + Traffic Shaping (Interface-based) + Traffic Shaper

Firmware Templates

2 Monitors >

Close
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The page will display an error message if traffic shaping history is not enabled.

@ AddDevice v 9B Device Group v 3, Install Wizard ADOM:root  >_ @~ eadmin =

@ Device & Groups v | @ Dashboard Please enable traffic shaping history config to view traffic shaping history X

1& Search.. Q Summary
©Managed FortiGate (1) Security Monitors Traffic Shaping (Interface-based) port6 cenn=-
+FGT-20 Network Monitors Bandwidth

& Network

Security Profiles

[ Provisioning Templates > ©

4 Firmware Templates >

= VeN > No Data
>
>
>

Monitors >
System

Log & Report

CLI Configurations

a
a
-]
@ Security Fabric
i
B Dropped Bytes

Feature Visibility

No Data

6. To enable traffic shaping history, open the CLI console and enter the following commands:
config system admin setting
set traffic-shaping-history enable
end

7. After FortiManager receives data from FortiGate, the widget will display the real-time information of bandwidth and
dropped bytes for each class.

Device Manager ~ = mAddDevice ~ B DeviceGroup v g, Install Wizard ADOM:root  >_ @~ eadmin 5

@ Device & Groups v | @ Dashboard i v | [ 4 Add Widget H Toggle Widget v

& Search.. Q E L e ———
I S———— Security Monitors Traffic Shaping (Interface-based) Dec1 11:42 - Dec1 11:47 | Last 1 Hour v | porté vleno=y
FGT-20 Network Monitors Porté (192.168.10.1/255.255.255.0), egress shaping profile: Download
Scripts traffic-shaping " | Bandwidth
3 | (Setect Al |
B Provisioning Templates > ¥ Network > || 500Kbps e |
@ Firmware Templates () Sty Reils > 400Kbps
© Monitors > B VPN > zZZE:ps
% System > 1
100Kbps |
Security Fabric >
a v 0Kbps
o 11:43 11:43 11:44 11:44 1:45 1:45 1146 1146 11:47 1147
L Log & Report >
B CLI Configurations
Feature Visibility Dropped Bytes
976.6KB
W Class2
781.3KB 4
585.9KB 4
390.6KB o
195.3KB
0B
11:43 11:43 11:44 11:44 1:45 1:45 1:46 11:46 11:47 11:47
Class 2: web access

FZ:RTINET

FortiManager detects and displays the out-of-sync status of the FortiGate HA
Cluster nodes -7.2.2

FortiManager detects and displays the out-of-sync status of the FortiGate HA Cluster nodes.
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To view the out-of-sync status of FortiGate HA cluster nodes on FortiManager:

1. Go to the Device Manager, and click Managed FortiGate.
FortiManager displays the following information about the status of FortiGate HA clusters:
» FortiGate HA is out-of-sync.

Device Manager v = MAddDevice v 3B DeviceGroup v & Install Wizard

@ Device & Groups 5
Connectivity Device Config Status Policy Package Status
i Search. Q
‘©Managed FortiGate (1) O Connection Up (1) @ Synchronized (1) O Never Installed (1)
& FGTVM64-HAL
Scripts 1 1 .

B Provisioning Templates >
i Firmware Templates

2 Monitors >

HE B D Bl Co & Install v | [ @ Teble View v | [ § More v | © Show Charts v | | Search

O | Device Name = Config Status = Host Name IP Address = Platform = HA Status = u

) . 4 FGTVM64-HAL (Primary, Synchronized)
ZFGTVMG4-HAL vSynchronized | FGTVM64-HAL FortiGate-VM64
o ynehronize orticate 4 FGTVM64-HA2 (Secondary, Out of Sync)

« FortiGate HA is in sync.

M AddDevice v 3B Device Group v & Install Wizard

ADOM:root  >- @~ oadmmv

® Device & Groups v

Connectivity Device Config Status Policy Package Status
1t Search. Q

NeesiForctsl (@ Connection Up (1) @ Synchronized (1) (O Never Installed (1)
©Manag: ate

= FGTVM64-HAL

Scripts

(@ Provisioning Templates >
0 Firmware Templates

2 Monitors >

HE B D Bl C & Install v | [ @ Teble View v | [ § More v ] © Show Charts v | | Search

O | Device Name = Config Status = Host Name IP Address = ‘ Platform = HA Status = u

" y 4 FGTVMé64-HA1 (Primary, Synchronized)
HFGTVM64-HAL v hi d FGTVM64-HAL Forti -VMé64
o cTvme Synchronizes GTvMe ortiGate-VM6 4 FGTVM64-HA2 (Secondary, Synchronized)

¢ A FortiGate cluster members is offline.

":  Device Manager v = @AddDevice ~+ B DeviceGroup~ & Install Wizard ADOM:root >~ @~ eadmm S
@ Device & Groups v
Connectivity Device Config Status Policy Package Status
1t Search Q
Connection Up (1] Synchronized (1) Never Installed (1)
©Managed FortiGate (1) Ocer P @ synchronized (1) O NeverIn )
& FGTVM64-HA1
Scripts 1 1 1
B Provisioning Templates >

# Firmware Templates

2 Monitors >
HE B B \ & Install v ‘ ‘ @ Table View v ‘ ‘ $ More v‘ © Show Charts v | | Search.
O | Device Name * Config Status Host Name * 1P Address * Platform + HAStatus + u
O | &FGTVM64-HAL + Synchronized FGTVM64-HA1 FortiGate-VMé4 4 FGTVM64-HA (Primary, Synchronized)

¥ FGTVM64-HA2 (Secondary, Synchronization Unknown)

2. Select an HA member device in the Device Manager to view the device database.
FortiManager displays the following information about the status of FortiGate HA clusters:
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o FortiGate HA is out-of-sync.

@ Device & Groups
1k Search. Q
©Managed FortiGate (1)

FGTVM64-HA1

Scripts

@ Provisioning Templates >
Firmware Templates

2 Monitors >
FE:ATINET

= mAddDevice v

Summary
Security Monitors
Network Monitors
Network

System

- 23

Feature Visibility

» FortiGate HA is in sync.

® Device & Groups

1 Search.. Q
(©®Managed FortiGate (1)

FGTVM64-HA1

Scripts

@ Provisioning Templates >

# Firmware Templates

D Monitors >

Summary
Security Monitors
Network Monitors
@ Network

& System

Feature Visibility

B Device Group v & Install Wizard

[+ Add Widget | [ © Reset to Default | [ Togsle Widget v

System Information

X Host Name

& Serial Number
1P Address
System Time
Uptime

Firmware Version
Hardware Status
Operation Mode
VDOM

Operation

FGTVM64-HAL

4,192.168.48.97 (port2)

FortiGate 7.2.4,build1356 (Interim)
2CPU, 1995 MB RAM

NAT

VDOM Disabled

ADOM: root

. @~ eadmmv

License Information

FortiCare Support

FortiCare Account

Hardware

SR

8B Device Group v & Install Wizard

Not Registered
N/A

it Danicbarad

+ Add Widget | [ G Reset to Default | [ Toggle Widget ¥

Provisioning Template

=y HA Status e sy
< HA Mode Active-Passive s
e Cluster Name FGTVMHA (97)
Uptime 13 minutes 35 seconds
rd State Changed 1 minute 26 seconds
, Cluster Members
oV Search.
S O | serial Number Synchronization Status | Role + ‘ Priority ( Acﬁoa
: o + Synchronized Primary 150
o @ Out of Sync Secondary 1| 130 -
@ 1 =+ || Configuration and Installation en=-
Configuration
-] Config Status v Auto-update

System Information & 1 =v ||HAStatus en=y
© Host Name FGTVM64-HAL HA Mode Active-Passive ra
o Serial Number s Cluster Name FGTVMHA (97)

1P Address 1.192.168.48.97 (port2) Uptime 8 minutes 31 seconds
System Time Thu Dec 01 10:51:17 2022 PST 2 State Changed 8 minutes 26 seconds
Uptime 9 minutes 21 seconds
Firmware Version FortiGate 7.2.4,build1356 (Interim) s CIESREE
Hardware Status 2CPU, 1995 MB RAM
© Vie Search...

Operation Mode NAT N - 5 5

O | serial Number = Synchronization Status | Role = ‘ Priority { Acti u
VDOM VDOM Disabled ’

. [m} v Synchronized Primary 150

Operation P

o  Synchronized Secondary 1| 130 -

License Information e Configuration and Installation en

FortiCare Support Configuration
FortiCare Account Not Registered -] Config Status + Synchronized
Hardware N/A Provisioning Template +
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o A FortiGate cluster members is offline.

222 Device Manager v = mAddDevice ~ 3B DeviceGroup~ & Install Wizard ADOM:roct >~ ©~ eadmm S

@ Device & Groups v

1k Search. Q

[+ Add widget | [ G Reset to Default | [ Toggle Widget

Summary

©Managed FortiGate (1) Security Monitors System Information @ 11 =v || HAStatus an=.
FGTVMé4-HAL Network Monitors

Scripts & Network > Host Name FGTVM64-HAL . HA Mode Active-Passive s
@ Provisioning Templates > & System > Serial Number 72 Cluster Name FGTVMHA (97)
@ Firmware Templates B Feature Visibility IP Address .192.168.48.97 (port2) Uptime 10 minutes 15 seconds
© Monitors > System Time Thu Dec 01 10:52:58 2022 PST s State Changed 1 minute 40 seconds

Uptime 11 minutes 3 seconds

Firmware Version FortiGate 7.2.4,build1356 (Interim) s EhiAIEED

Hardware Status 2CPU, 1995 MB RAM

e Search.
Operation Mode NAT
O | Serial Number Synchronization Status | Role + ‘ Priority { Am’on
VDOM VDOM Disabled s
 Synchronized Prima 150
Operation > [0) o ry

o @ Unknown Secondary 1 130 -

License Information e =y Configuration and Installation e =y
FortiCare Support Configuration
FortiCare Account Not Registered -] Config Status + Synchronized
Hardware N/A Provisioning Template +

Improved FortiGate RMA process using zero touch provisioning -7.2.2

To replace a standalone device:

1. Go to the FortiManager Device Manager and select Managed FortiGate.
2. Select a FortiGate device from the table and then select More > Swap Device from the dropdown menu.

@ Device Group v & Install Wizard

® Device & Groups
Connectivity Device Config Status Policy Package Status
18 Search.. Q

‘©Managed FortiGate (1)

AFGTVM64-94

@ Connection Down (1) @ Unknown (1) O Never Installed (1)

Scripts 1 1
@ Provisioning Templates >
@ Firmware Templates

2 Monitors >

i Delete | [ 5] Import Configuration | [ & Install v | [ @ Table View v ] [ § More © Show Charts v | | Search.

O | Device Name + ‘ Config Status + Host Name * IpA| & Refresh Device Serial Number + u
v ¥ FGTVM64-94 @ Unknown FGTVM64-94 10/ #& Configuration Me4 e 10047
@ Add VDOM

& Firmware Upgrade
3] Import Device List
B Export Device List
 Export to CSV

B Export to Excel

@ Add Multiple Devices
B Grouping

® Run Script

= Swsg Device

The Swap Device window appears.
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3. Inthe New Serial Number field, enter the device's new serial number, and click OK.

Swap Device x
Managed Forti Current Device New Serial Number Admin Name Admin Password Action
AFGTVM64-94 FGTVM64-94 0045 ][ admin [ ©
(mowane £0047)

Scripts
@ Provisioning Templates
@ Firmware Templates

© Monitors

FiERATINET

4. Onthe new FortiGate, go to Security Fabric > Fabric Connectors and enter the FortiManager IP, and click OK.

Central Management Settings

Settings Info

Status [ © Disabled
Type FortiGate Cloud | FortiManager Cloud

Connection status @ Not Managed
& Refresh

Mode Backup

|P/Domain name 10.3.106.65

OK Cancel

FortiManager will update the device serial number and push the configuration to the new device.

& Dashboard [ 4 Group Error Devices | [l Delete | [ B View Details | [ @ Show Status ~ |

@ AlIADOMs -

o |s Source ¢ Description & User & Status & Time Used 4 ADOM Start Time + End Time &
& Network
& HA o 3 Install Configuration Push config to device A admin | @Success: 1 1m 3s root Mon Dec 12 2022 3:30:38 PM_Mon Dec 12 2022 3:31:41 PM
& Admin o 2 Device Manager Updating Device Serial Number A Autolink @Success: 1 1m1ds  root Mon Dec 12 2022 3:30:27 PM Mon Dec 12 2022 3:31:41 PM
8 Certificates >
¥ Eventlog o 1 Device Manager Add Device A admin | @Success: 1 34s root Mon Dec 12 2022 2:15:31 PM Mon Dec 12 2022 2:16:05 PM

[@ Task Monitor
B Advanced >
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The new device details are shown in the Device Manager.

22 Device Manager v = MAddDevice ~ 3B DeviceGroup v & Install Wizard

@ Device & Groups v

Connectivity Device Config Status
1& Search... Q

VBressi FErGaE )] (@ Connection Up (1) @ synchronized (1) O Never Installed (1)
©Manag ate

+ FGTVM64-94

Policy Package Status

Scripts
@ Provisioning Templates >

# Firmware Templates

Q) Moritors >
[ Edit | [ @ D 1 c [[& nstall v | [ @ Table View + ] [ § More v] © Show Charts v | [ Search..
O | Device Name Config Status + Host Name & 1P Address Platform Serial Number & u
O 4FGTVM4-94 vSynchronized | FGTVM64-94 10.3.106.94 FortiGate-VM64 0045

To replace a cluster member in an HA:

1. Go to the FortiManager Device Manager and select Managed FortiGate.
2. Select a FortiGate HA cluster from the table and then select More > Swap Device from the dropdown menu.

2 Device Manager v = @AddDevice ~

@ Device Group v % Install Wizard

@ Device & Groups o
Connectivity Device Config Status Policy Package Status
1i Search.. Q
‘©Managed FortiGate (1) @ Connection Up (1) @ synchronized (1) (O Never Installed (1)
& FGTVM64-HAL
Scripts 1 1 1
B Provisioning Templates >

# Firmware Templates

© Monitors >

[ Edit | [ i Delete | [ 5] Import Configuration | [ & Install v | [ @ Table View v | [ § More v © Show Charts | | Search..
\ ] ] ] |

o ‘ Device Name = Config Status + Host Name IpA & Refresh Device HA Status = Serial Number u
15 Configuration 4FGTVM64-HA1 (Primary, Synchronized) 0048 (Primary)
HFGTVM64-HAL v Synchronized  FGTVM64-HAL 19 Mé4 5
< YIS o AddVDOM ¥ FGTVM64-HA2 (Secondary, Synchronization Unknown) 0049 (Secondary)

& Firmware Upgrade
3] Import Device List
B Export Device List

® Export to CSV

B Export to Excel

@ Add Multiple Devices
B Grouping

© Run Script

2 s¥ap Device

The Swap Device window appears.

3. Inthe New Serial Number field, enter the device's new serial number for the device that is being replaced, and click
OK.
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Device Manager +

ADOM:roct  >- @~ emm.

 Device & Groups v S o
18 Search... Q
Current Device New Serial Number Admin Name Admin Password Action
& FGTVM64-HA1 FGTVM64-HAL admin T | =
Scripts (— N0048)
B Provisioning Templates > :m“"ﬂ 40049) < e0047 admin I o] [

@ Firmware Templates

& Monitors. >

Device Manager ~

Policy Package Status

Connectivity Device Config Status

Q
© Connection Up (1) @ Synchronized (1) O Never Installed (1)
©Managed For
2 FGTVM64-HAL
Scripts 1
B Provisioning Templates >
# Firmware Templates
Q) Moritors >
i Delete | [ 5] Import Configuration | [ & Install v | [ @ Table View + ] [ § More v] [© Show Charts +] | Search... |
O | Device Name * ‘Conﬁgstaws# Host Name & ‘IPMdres# ‘PIatform# HA Status & ‘SerialNumber# n
y . y —— 4 FGTVM64-HAT (Primary, Synchronized) 40048 (Primary)
v &FGTVM64-HAL v Synchronized  FGTVM64-HAL 1921684897 FortiGateVMod LI ooy Synchroniaation Unknown) e 110047 (Secondary)

4. Onthe new FortiGate, go to Security Fabric > Fabric Connectors and enter the FortiManager IP, and click OK.

Central Management Settings

Settings  Info

Status SCUEN © Disabled
Type FortiGate Cloud | FortiManzzer Cloud

Connectionstatus @ Not Managed
& Refresh

Mode | Normal [EXY

IP/Domainname [ 192.168.48.65

OK Cancel
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5. FortiManager will update the device serial number and push the configuration to the new device.

€ Dashboard e EfforD D S View D Search.
@ AllADOMs . N
O |ib= Source Description & User & Status + Time Used 4 ADOM Start Time + End Time &
€ Network
& HA o 7 Install Configuration Push config to device A admin  @Success: 1 3m40s  root Mon Dec 12 2022 4:45:25 PM_Mon Dec 12 2022 4:49:05 PM
& Admin >o s Device Manager Updating Device Serial Number A Autolink @Success: 1 4m0s root Mon Dec 12 2022 4:45:07 PM_Mon Dec 12 2022 4:49:07 PM
8 Certificates >
B Eventlog o s Device Manager Add Device A admin  @Success: 1 39s root Mon Dec 12 2022 3:55:10 PM_Mon Dec 12 2022 3:55:49 PM
Task Monit .
o 4 Device Manager Delete Device A admin  @Success: 1 1s root Mon Dec 12 2022 3:44:33 PM Mon Dec 12 2022 3:44:34 PM
B Advanced >
o 3 Install Configuration Push config to device A admin  @Success: 1 1m3s root Mon Dec 12 2022 3:30:38 PM_Mon Dec 12 2022 3:31:41 PM
o 2 Device Manager Updating Device Serial Number A Autolink @Success: 1 1m1ds  root Mon Dec 12 2022 3:30:27 PM Mon Dec 12 2022 3:31:41 PM
o 1 Device Manager Add Device A admin  @Success: 1 34s root Mon Dec 12 2022 2:15:31 PM Mon Dec 12 2022 2:16:05 PM

The new device details are shown in the Device Manager.

DAddDevice v B8 Device Group v & Install Wizard ADOM:root  >- ©~ eadmin'

@ Device & Groups v

Connectivity Device Config Status Policy Package Status
1& Search... Q

‘& Managed FortiGate (1) O Connection Up (1) @ Synchronized (1) O Never Installed (1)
= FGTVM64-HAL

Scripts 1

& Provisioning Templates >

# Firmware Templates

© Monitors >

HE i Dele Bl c [[& nstall v | [ @ Table View + ] [ § More v] Search...

O | Device Name = ConfigStatus = | HostName 1P Address Platform HA Status = Serial Number = u
; 4 FGTVM64-HAL (Primary, Synchronized) 0048 (Primary)
£FGTVME4-HAL Synchronized | FGTVM64-HAL 1921684897 FortiGate-VMé4
= ynehronize orticate 4 FGTVM64-HA2 (Secondary, Synchronized) 0047 (Secondary)

Device configuration status and Policy Package status messages display specific
information about the out of sync cause and how to remediate -7.2.3

Device configuration status and Policy Package status messages display specific information about the out of sync
cause and how to remediate.
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To view tooltip information in config and policy package status columns:

1. Go to Device Manager.

2. Hover over the Config Status or Policy Package Status fields to view the tooltip information.
a. Forexample, in the Config Status tooltip you can see the following:

« Modified

Device Manager v

@ Add Device v Group v & Install

@ Device & Groups v
Connectivity | Device Config Status N Policy Package Status
¥ [z @ Config Status AModified (recent auto-updated) BSynchonized @ \ ONeverinstalled @
©Manag: N @ Modified o B Unknown
TR Remote Device Config v Unmodified 2 \
& root Device Global DB AModified E. VDOMs / y
avdl Device VDOM DBs v Synchronized P //
Scripts Device configuration and/or provisioning >
Provisioning Templates > - @ templates have been changed, please install to
@ Edit | [ @ Delete | [ 2 import ¢ : © Show Charts
Fiemware Templates apply changes to remote device.
Monitors , O  Device Nam Col Address = Platform Description & Firmware Version + FGSP & Policy Package Statu PrI
Install Preview
O #FortiGate-VMé4 At 13143219 FortiGate-VM64 FortiGate 7.2.5,build1513 (Inte @ Disabled
o & root [NAT] (Managen v Synchronized @FortiGate-VM64_rc
o & vd1 [NAT] + Synchronized ANever Installed

Device Manager ~ DAddDevice v BDeviceGroup » & Install

@ Device & Groups v
Connectivity “ Device Config Status Policy Package Status
T Search.. T T ——
L Q Config Status AModified Bynchronized @ DNeverinstaled @
©Managed FortiGate (3) B Modified )
@¢ FortiGate VM64 (3) Remote Device Config  Unmodified
o Device Global DB AModified
o external Device VDOM DBs v Synchronized
o vdl
X Device configuration and/or provisioning
Scripts = = ——— @ templates have been changed, please install to © o
@ Edit clete | [ £ import Configur : -
& Provisioning Templates > & i[Celete]] | import k| apply changes to remote device. [ ow Charts
& Firmware Templates Device Name ¢ Col Address Platform & Description + Firmware Version + FGSP Policy Packagel
Install Preview
4 FortiGate-VM64 ry 13143219 FortiGate-VM64 FortiGate 7.2.5,build1513 (Inte @ Disabled

© Monitors >

+ Synchronized
& external [NAT]
& vd1 [NAT]

+ Synchronized

[m]
(m]
o & root [NAT] (Management)
[m]
[m]

+ Synchronized

o Synchronized

Device Manager v B Device Group v &, Install Wizard

ANever Installec
ANever Installec
ANever Installec

> @~ ommmv

@ Device & Groups v

Connectivity Device Config Status Policy Package Status
Search...
< W ConnectionUp @ B Synchronized (5} ONeverinstalled @)
©Managed FortiGate (2) B Unknown
©+ FortiGate-VMé4 (2)
@ root
avdl
Scripts Config Status  Synchronized
@ Provisioning Templates > | T ———
. ool [ Edit | | fif Delete || 4] Import ¢ Remote Device Config v Unmodified Ew v More v @ Show Charts v
irmware Templates |
Device Name * Co| DeviceGlobal DB v/Unmodified  [me & 1P Address + Platform + Description + Firmware Version & FGSP + Policy Package Statu P
& Monitors. > )
O 4 FortiGate-VM64 ¢ Device VDOMDEBs v Synchronized & y\1gq 103143219 FortiGate-VM64 FortiGate 7.2.5,build1513 (Inte @ Disabled
o & root [NAT] (Manager v Synchronized @ FortiGate-VM64_rc
o S vd1 [NAT] + Synchronized ANever Installed

* Auto-Update

Device Manager v = mAddDevice v @BDeviceGroup v & Install Wizard

@ Device & Groups v

IF Search...
= W ComectionUp @

©Managed FortiGate (2) 3

@+ FortiGate-VM64 (2)

Connectivity

Devices
aroot and VDOMs
avdl

Scripts Config Status + Auto-update

@ Provisioning Templates > - T ——

o - [ Edit | | i Delete | | ] Import Configurd Remote Device Config v Unmodified More v

i Firmware Templates X

O vontors , O | DeviceNames Coi Device Global DB v Unmodified oo

” Device VDOM DBs v Auto-update
O  #FortiGate-VM64 vi te-VMé4
root lanagement) v Auto-update
L [NAT] (M: ) Al d:
o 6 vd1 [NAT] + Auto-update

o Unknown

@ Add e v

Device Manager v

& Install Wizard

Connectivity

M Connection Up
I Model Device

= "
® Device & Groups v
1 Search... Q
A 2
@ml
@ Logging FortiGate (2)
Scripts

Provisioning Templates >
@ e Teme B Delete | [ 2] Import Ganémnsin | [aminnicn 1 Fmmtie View v | [§ More v
# Firmware Templates 1 Config Status @Unknown ———— ———
[  Device Name = T ——— 1P Address &
© Monitors 4 Remote Device Config @Unknown
o + Al 350 10.59.8.181

@1 DeviceDBStatus  AModified

g @m
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o
o
2
Devices
andVDOMs.

Device Config Status Policy Package Status

B Auto-Updated (3] O NeverInstalled @
8 Unknown

© Show Charts v

Firmware Version & FGSP &
FortiGate 7.2.5,build1513 (Inte @ Disabled

Platform &
FortiGate-VMé4

IP Address Description &

103143219

Policy Packa!e:

@FortiGate-VM6-
ANever Installed

ADOM: ad72

> O~ o dmin

Device Config Status.

Policy Package Status

@ Modified o B imported o
B Unknown o 2 ONeverinstalled @)
VDOMs
© Show Charts ~ | | Search
Provisioning Templates & Platform + Description + Firmware Version FGSP & I
© @ sys-template FortiGate-VM6é4  abc /test FortiGate 7.2.4,build1396 (GA) Q) Disabled
FortiGate-60F FortiGate 7.2,build1391 @ Disabled
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b. Forexample, in the Policy Package Status tooltip you can see the following:
o Imported

£33 Device Manager v +  SWDeviceGroup v &, Install Wizard ADOM:ad72 >~ @~ oumnm
@ Device & Groups
e

Connectivity Device Config Status - Policy Package Status
15 Search..
Q BComnectionUp @ 8 Modified o | imported o

(©Managed FortiGate (2) B Model Device () W Unknown o @ Never Installed ()

* 2 2 [ 2

@ml andVDOMs
@ Logging FortiGate (2)
Scripts

@ Provisioning Templates >
[ Edit | [ g Delete ‘ l 3] Import Configuration | [ & Install v ‘ ‘ B Table View v ‘ ‘ ¥ More v © Show Charts v | | Search.

@ Firmware Templates

O Monitors , O DeviceNames Config Status = Host Name + Policy Package Status Policy Package Status +Imported 1g Templates & Platform + Description Firmware
e | AModified (recent a v root template FortiGate'VM64  abc /test FortiGate 7.2
O @mt @ Unknown FortiGate-60F ANever Installed © Gz FortiGate-60F FortiGate 7.2

o Modified

23 Device Manager v MAddDevice v @BDevice Group v & Install Wizard ADOM:ad72  >_ @~
@ Device & Groups v - i
Connectivity Device Config Status Policy Package Status
= Search..
j' g WConmnectionlp @ B Modified (5] B Modified o
©Managed FortiGate (2) BModelDevice @ B Unknown o DNeverinstalled @
3 2 2 | 2
Devices Devices { VDOMs
@ml and VDOMs
@ Logging FortiGate (2)
Scripts o
@ Provisioning Templates r— y
[ Edit | [ g Delete | [ 3] import Configuration | [ & Install vH@ Table View v | [ § More v © Show Charts ~ | | Search.
i Firmware Templates :
. Device Name & Config Status & Host Name & Policy Package Status + Policy Package Status AModified  2mplates Platform + Description Firmware
© Monitors >
[m} +* ) AModified (recent au A 1_root’ plate FortiGate-VM64 abc /test FortiGate 7.2
O @mt @ Unknown FortiGate-60F ANever Installed () e S s FortiGate-60F FortiGate 7.2

o Never Installed

:  Device Manager v ,V, ™)

@B Device Group ~ &, Install Wizard ADOM:ad72  >_ @~

@ Device & Groups v . . .
Connectivity Device Config Status Policy Package Status
T Search.. S ——— e o
" a W Connection Up (1] B Modified [1] B Modified
(©Managed FortiGate (2) W Model Device (1] W Unknown (1] @ Never Installed [1]
- [ 2
\ 3
@ml \ oo
Logging FortiGate (2)
Scripts }
6 Provisioning Templates >

# Firmware Templates

[ Edit | Del 3 Import C t & Install v | [@ Table View v | [ § More v © Show Charts | [ Search

. Device Name & Config Status & Host Name = [ — - * ning Templates = Platform & Description + Firmware V&
&3 Monitors > O = Policy Package Status ANever Installed J L
o + 1 AModified (recent au A ys-template FortiGate-VM64  abc /test FortiGate 7.2
O @m ©Unknown FortiGate-60F At No policy imported and/or no policy package FortiGate-60F FortiGate 7.2,
installed

SD-WAN

This section lists the new features added to FortiManager for SD-WAN:

» SD-WAN overlay templates on page 47

» SD-WAN Monitor includes new filter to display unhealthy devices or interfaces only 7.2.1 on page 53

o Pre-built route-maps used for SD-WAN self-healing with BGP routing 7.2.2 on page 55

« SD-WAN Template added the health-check embedded SLA information 7.2.2 on page 57

» FortiManager supports multiple interface members in the SD-WAN neighbor configurations 7.2.2 on page 60

SD-WAN overlay templates

Most SD-WAN deployments require complex overlay configurations for datacenter or cloud connectivity. FortiManager
7.2.0 includes an SD-WAN overlay template with a wizard to automate and simplify the process using Fortinet's
recommended IPsec and BGP templates.

Note that the overlay template does not provide any SD-WAN intelligence. Please configure a SD-WAN template to
complete the SD-WAN configuration. The overlay template also assumes connectivity between the HUB and branch in
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order to build the overlay tunnels. This can be accomplished in a variety of ways, such as static routes, dynamic routing
protocol (BGP) or through a DHCP provided static route.

This topic includes the following.

» Prerequisites and network planning on page 48
o Using the SD-WAN overlay template on page 48
o Configuring an SD-WAN overlay template on page 48

For more information, including editing a template and onboarding new SD-WAN branch devices, see the FortiManager
Administration Guide.

Prerequisites and network planning

Prerequisites

« Import the FortiGate devices that will make up the hub and branch devices into FortiManager.
« Configure the ISP links and other interfaces on your imported devices.
» Create a device group for your branch devices.

Network planning

« Allocate the overlay network address space. By default, the template uses 10.10.0.0/16.
« Allocate the loopback IP address space. By default, the template uses 172.16.0.0/16.
o Select an AS number for BGP for the new SD-WAN overlay region. By default, the template uses 65000.

Using the SD-WAN overlay template

To use the SD-WAN overlay template:

1. Pre-configure your network and SD-WAN devices.
2. Create an SD-WAN overlay template.

3. Assign metadata variables to devices. The branch_id variable is automatically created by the template and each
branch device must be assigned a unique value. Additional custom metadata variables can be used if required.

Configure the SD-WAN rules to include the newly created overlays by creating or editing an SD-WAN template.
Create the Policy Package for your branch and hub devices.

Install the changes to SD-WAN devices using the Install Wizard.

(Optional) Edit the SD-WAN overlay template.

(Optional) Add new branch devices.

©® N a s

Configuring an SD-WAN overlay template

To create an SD-WAN overlay template:

1. Go to Device Manager > Provisioning Templates > SD-WAN Overlay Templates.

2. Click Create New.
The Create New SD-WAN Overlay Template wizard opens.

3. Enter a name and description for the new SD-WAN overlay template, and click OK.
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4. Forthe Region Settings, select a topology type, and click Next.

Edit SD-WAN Overlay Template - Region Settings (1/5)

Name

Description

Select New Topology

Advanced~~
Loopback IP Address
Overlay Network
BGP-AS Number

Auto-Discovery VPN

Select New Topology

Advanced

Loopback
IP Address

Overlay
Network

BGP-

AS Number

Auto-

Discovery

VPN

Fortinet Inc.

SD-WAN-TEMPLATE

e wex ek

Dual HUB Dual HUB

Single HUB (Primary & Sacondary) (Primary & Primary)

172.16.0.0/255.255.0.0

10.10.0.0/255.255.0.0
45000

Select a topology type based on your environment. Topologies include the
following:

 Single Hub

¢ Dual Hub (Primary/Secondary)

¢ Dual Hub (Primary/Primary)
The options presented in the wizard change based on the topology selected.

Primary/Secondary and Primary/Primary are the same
S : /, configuration, with the difference being thatin a
q Primary/Secondary deployment, the Secondary hub is given a
= higher cost than the Primary. This cost is controlled by the
SDWAN rule.

Expand to view additional configurable settings.

These fields are preconfigured with settings that will work in many situations, but
you may need to adjust these to match your own networking environment. They
should match the addresses you identified when considering the SD-WAN overlay
template prerequisites.

Optionally, you can configure the loopback IP address.
By default, this settingis setto 172.16.0.0/255.255.0.0.

Optionally, you can configure the overlay network.
By default, this settingissetto 10.10.0.0/255.255.0.0.

Optionally, you can configure the BGP AS number.
By default, this setting is setto 65000.

Optionally, you can toggle this setting ON to enable Auto Discovery VPN (ADVPN).
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5. Forthe Role Assignment, configure the following settings and click Next.

[Edit SD-WAN Overlay Template - Role Assignment (2/5)

Name

Topology

HUB
@ Primary HUB

@ Secondary HUB

Branch

.'g Device Group Assignment

Topology

Hub

Branch

SD-WAN-TEMPLATE

Single HUB Dual HUB (Primary & Secondary) Dual HUB (Primary & Primary)

4 Enterprise HUB1 x v

4 Enterprise_HUB2 x

4t sd-wan-branches x v

Optionally, you can change the topology type that you selected on the previous
screen.

Select the SD-WAN hubs. The number of hubs required depend on the topology
selected:

» Single Hub: One standalone hub.

e Dual Hub (Primary & Secondary): One primary and one secondary hub.

e Dual Hub (Primary & Primary): Two primary hubs.
Hub devices must be added to FortiManager before creating the SD-WAN overlay
template.

Select the device group containing your SD-WAN branch devices.

Devices included in this device group are configured as SD-WAN branch devices as
a part of this template.

Additional devices can be added to the selected device group later to receive the
SD-WAN branch configuration when performing an installation on that device. This
simplifies the onboarding of new branch devices.
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6. Forthe Network Configuration, configure the following settings and click Next.

Edit SD-WAN Overlay Template - Network Configuration (3/5)

MNarmne

SD-WAN-TEMPLATE

HUB
@ Primary HUB

WAN Underlay 1

Network Advertisement

Interface

Advanced >

@ Secondary HUB

WAN Underlay 1

Metwork Advertisement

Interface

Advanced >

Branch Route Maps
Route map in
Route map out

Branch

4t Branch Device Group

WAN Underlay 1

Metwork Advertisement
Network Prefix

Advanced >

Hub

WAN Underlay

FortiManager 7.2.0 New Features Guide
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4 Enterprise_HUB1
O Private Link @] @, port1 x

O Override IP @

+
+
4 Enterprise_HUB2
O Private Link @ @, port1 %
O Override IP ©@
+
+
@
_»
4t sd-wan-branches
O Private Link @ @, port1 x
+
Connected
+

Configure the network settings for each hub in your configuration. The
number and types of hubs present depend on the topology you selected.

Type the interfaces for each WAN underlay. You can add additional
WAN underlays by clicking the add icon.

For each WAN underlay, you can optionally enable the following settings:
* Private Link: No overlays will be created on private links.
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e Override IP: Override the IP address for the WAN underlay with the
provided IP address. This option is not available when Private Link is

enabled.
Network 1. Configure network advertisement for the hub. Network advertisement can be
Advertisement set to one of the following:

e Connected: Type the network interface to advertise. Additional interfaces
can be added by clicking the add icon.

 Static: Type the network prefix to advertise. Additional network prefixes
can be added by clicking the add icon.

Advanced Expand to view advanced settings, including configuration of SD-
WAN neighbors.

Click Neighbors > Create New to add a new SD-WAN neighbor for the hub.

Branch Route Maps Optionally, move the toggle to the ON position to enable branch maps, and
then select the corresponding route map. You can create a new route map by
clicking the add icon.

Branch Configure the network settings for the branch devices in your configuration.

WAN Underlay Type the interfaces for the SD-WAN branch WAN underlay. You can add
additional WAN underlays by clicking the add icon.
For each WAN underlay, you can optionally enable the following settings:
* Private Link: No overlays will be created on private links.

Network Configure network advertisement for the branch. Network advertisement can
Advertisement be set to one of the following:
e Connected: Type the network interface to advertise. Additional
interfaces can be added by clicking the add icon.

o Static: Type the network prefix to advertise. Additional network
prefixes can be added by clicking the add icon.

Advanced Expand to view advanced settings, including configuration of route maps for
hub overlays. You can apply the route map settings to all hub overlays or
specify them individually.

7. Forthe Template Options, configure the following settings and click Next.

Edit SD-WAN Overlay Template - SD-WAN Template Options (4/5)

Add Overlay Objects to SD-WAN Template
Add Overlay Interfaces and Zones
Add Healthcheck Servers for Each HUB as Performance SLA
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Add Overlay Objects to  Optionally, you can toggle this setting ON to automatically add the overlay objects
SD-WAN Template configured by this template to a new or existing SD-WAN template.

Select an existing SD-WAN template or click the add icon to create a new SD-WAN
template.

Add Overlay Interfaces Optionally, you can toggle this setting ON to add overlay interfaces and zones.

and Zones
Add Healthcheck Optionally, you can toggle this setting ON to add health check servers for each hub
Servers for Each HUB as performance SLAs.

as Performance SLA

8. The summary window displays a summary of the SD-WAN overlay configurations that will be created by this
template.

9. When you click Finish, multiple provisioning templates are created based on the information you provided. The
templates are automatically assigned to the devices specified by the wizard.

Edit SD-WAN Overlay Template - Summary (5/5)

Please review the summary of SD-WAN Overlay configurations

NOTE: By clicking "Finish", multiple related provisioning templates will be automatically created based on the configurations.
You could also re-run the SD-WAN Overlay wizard to re-generate the provisioning templates later.

Template Name SD-WAN-TEMPLATE
Topology Dual HUB (Primary & Secondary)
Region Network Settings Loopback Allocated: 172.16.0.0/255.255.0.0

Overlay Network: 10.10.0.0/255.255.0.0
BGP AS Number: 65000
Auto-Discovery VPN:

Device Assignment

Primary HUB 4 Enterprise_HUB1 (10.100.88.101, Platform: FortiGate-VM&4-KVM)
Secondary HUB 4 Enterprise_HUB2 (10.100.88.102, Platform: FortiGate-VM&4-KVM)
Assign to 4 sd-wan-branches
Underlay Assignment
Primary HUB Underlays portl
Secondary HUB Underlays portl
Branch Underlays portl
Network Advertisement
Primary HUB Connected: None
Secondary HUB Connected: None
Branch Static: None

SD-WAN Template Options
Add Overlay Objects to SD-WAN Template
Add Overlay Interfaces and Zones
Add Healthcheck Servers for Each HUB as Performance SLA

10. When complete, you can deploy the SD-WAN provisioning templates in your environment.

SD-WAN Monitor includes new filter to display unhealthy devices or interfaces only
-7.2.1

SD-WAN Monitor includes new filters to display unhealthy devices or interfaces only.
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To filter by unhealthy devices or interfaces only:

1. Goto Device Manager > Monitors > SD-WAN Monitor.
2. Select the Filters dropdown. Two options are displayed:
o Show Unhealthy Devices Only: Shows unhealthy devices not in the SLA and hides all others.

Device Manager v = ADOM: fgt70-overlay >_ @~ [ 1 ~ e dmin +

(o] ) s

Device & Groups >

Table View || AllDevices  ~ [ [ Filters - |

Scripts Show Unhealthy Devices Only

Provisioning Te lat
rovisioning Templates > O Show Unhealthy Interfaces Only

N 4 Branchl
Firmware Templates

O & @ &

© HUB1-VPN1
Monitors © HUB1-VPN2
SD-WAN Monitor @ HuB2-VPN1

© HUB2-VPN2
VPN Monitor © port1
Device Inventory @ port2

4 Branch2

e © HUBL-VPN1

@ HUB1-VPN2

@ HuB2-VPN1

© HUB2-VPN2

@ port1

@ port2

FZ:ATINET

Tota: 2 (@0 @0 @2 @O0 ) Search. Q

« Show Unhealthy Interfaces Only: Shows unhealthy interfaces not in the SLA and hides all others.

Device Manager v &, Install Wizard

Device & Groups > m Table View | All Devices ~ ‘ﬁ_ Filters v‘

ADOM: fgt70-overay >. @~ [ 1 + 0‘ min -

o s

Scripts Show Unhealthy Devices Only

Provisioning Templates >

Show Unhealthy Interfaces Only 4 Branchl

Firmware Templates

0 & @ @

© HUB1-VPN1
Monitors © HUB1-VPN2
SD-WAN Monitor ® HuB2-VPN1

© HUB2-VPN2
VPN Monitor & Branch2
Device Inventory © HuB2-vPN1
Al Analysis © HUB2-VPN2

F::ATINET

Total 2 (@0 @0 @2 @0 ) Search. Q
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Pre-built route-maps used for SD-WAN self-healing with BGP routing -7.2.2

FortiManager 7.2.2 includes pre-built route-maps used for SD-WAN self-healing with BGP routing.

= Mk PolicyPackage v 3, Install Wizard ~ @5 ADOM Revisions  #§ Tools « 3 N2 - Oadmin -

Policy Packages > IF route-map Q router route-map
I  Object Configurations v Srouter
i + Create New | |[# Edit | | Delete Search..
e e
B Firewall Objects > O | name comments u
@ Security Profiles > O InsSLA
N i
%% Fabric Connectors > O out-SLA
User & Authentication >
2 O  Priority_1
% WAN Optimize >
O  Priority 2
& Dynamic Object >
O  Priority 3
k¢ Advanced >
O  Priority_4
{£¥ CLI Configurations v
O  Priority_ 9999
O  RM-VPN-Priority
O  port3_only

An option is available in the SD-WAN Overlay Template to automatically configure BGP neighbors based on HUB
overlays and SLAs created by the overlay template.

The branch includes five (5) preconfigured route maps that the user may select, including: Priority 1, Priority 2, Priority
3, Priority_4, Priority 9999 (used as a catch-all) and RM-VPN-Priority. Each route map will advertise a given community
based on the SD-WAN Overlay Template AS.
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% Install Wizard

@ Device & Groups

>

@ Edit SD-WAN Overlay late -

on (3/5)

Scripts

[ Provisioning Templates % +
Template Groups
Fabric Authorization Temp...
System Templates
IPsec Tunnel Templates
SD-WAN Templates
Static Route Templates
BGP Templates
IPS Template
Certificate Templates
Threat Weight
CLI Templates
NSX-T Service Templates

Firmware Templates

2 Monitors >

= ‘ # Template Name

O 1 Test

v 2 sd-wan-overlay I

Clone_sd-wan-over

O 3

Policy Package «

& Install Wizard  ~

Network Advertisement

Interface 1

Advanced

Branch Route Maps

Route map in

Route map out

Branch
A Branch Device Group
‘WAN Underlay 1

‘WAN Underlay 2

Network Advertisement

Interface 1

Advanced

Apply to All / Specify
HUB 1 Overlay 1

Route map in

Route map out

Route map out preferable
HUB 1 Overlay 2

Route map in

Route map out

Route map out preferable

ADOM Revisions

[ Override IP @

Connected el

@, port3 x

© RM-VPN-Priority ~
(e}

o erp-2
O Private Link @ @ port1 x

0O Private Link @[ @, port2 x

Connected [S{Elald

@, port3 x

:\Q\ +

wulaLA

port3_only

Lo

Priority_1
Priority_2
Priority_3
Priority_4

 Priority_9999

©
[ e
[e
[e | RM-VPN-Priority
a
©

Priority_9999 ~

< Back Cancel

£ Tools ~

Policy Packages >
= Object Configurations v
Normalized Interface >
B Firewall Objects >
@ Security Profiles >
%% Fabric Connectors >
J& User & Authentication >
% WAN Optimize >
# Dynamic Object >
E: Advanced >
{3 CLI Configurations v

ZEATINET

=
]

route-map Q

B router

Edit router route-map

name 8

comments 0

rule

(maximum 35 characters)

(maximum 127 characters)

‘+ Create New HQ] Edit HE{ Delete ‘

Search...

id | action

Wi

match-as-path ‘ match-community | match-community-exact | match-flags u

@ disable 0

Each HUB maps the route map to a priority. Established by the advertised community from the branch (based on the

SLA information), the priority value will decide the preferred routing.
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Device Manager v & Install Wizard ADOM: fgt72-overlay

@ Device & Groups > [l Edit SD-WAN Overlay Template - Network Configuration (3/5)

[B@ Scripts

B P IOE: ‘ Template Name

B Provisioning Templates ¢ ~ Name sd-wan-overla
Template Groups o1 Test

Fabric Authorization Temp... L
v 2 sd-wan-overlay
System Templates @ Standalone HUB HUB3
IPsec Tunnel Templates O 38 Clone_sd-wan-ove WAN Underlay 1 O Private Link @ @, portl *

SD-WAN Templates O Override IP @

SD-WAN Overlay Templat... WAN Underlay 2 O Private Link @ @, port2 x

Static Route Templates O Override IP @
BGP Templates +
IPS Template Network Advertisement Static
Certificate Templates Interface 1 @, port3 *
Threat Weight
+
CLI Templates
NSX-T Service Templates Advanced ’
Firmware Templates
D Monitors N Branch Route Maps
Route map in j RM-VPN-Priority ~
Route map out
EX +
Branch UuLsLA
.'f;, Branch Device Group - | port3_only
Priority_1
WAN Underlay 1 ] rorttr-
Priority_2
WAN Underlay 2 O
Priority_3
Priority_4
Network Advertisement Priority_9999
Interface 1 +  RM-VPN-Priority

o cre

LEATINET
= B Policy Package » &, Install Wizard = ADOM Revisions  #§ Tools ~

Policy Packages > | |F route-map Q  Edit router route-map x
¥ Object Configurations v —

@ Normalized Interface >

® name @ Oriorit: (maximum 35 characters)

B Firewall Objects >

comments @ (maximum 127 characters)

@ Security Profiles >

% Fabric Connectors > rule

2 User & Authentication >

%2 WAN Optimize > ‘+ Create New ‘ ‘Q, Edit HE Delete ‘ Search...

& Dynamic Object & [® | id| action mabch-as-path‘ match-c i ‘ match- ity-exact ‘ match-flags n

[ fstaes L 1  permit Priority_1 @ disable 0 '

]
% 0O 2 permit Priority_2 @ disable 0
v 3 permit Prioritv 3 ) disable 0
FEATINET
SD-WAN Template added the health-check embedded SLA information -7.2.2

SD-WAN Template added the health-check embedded SLA information used to avoid asymmetric routing on the return
traffic.
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To view the new settings in FortiManager:

1. Enter a FortiManager 7.2 ADOM.
2. Goto Device Manager > Managed Devices, and select a managed device.

3. Inthe device database, go to Network > SD-WAN, and configure a Performance SLA.
The following settings have been added:

o Detection Mode: Remote

« Embedded Health Measure
o Redistribute SLA ID

e Priority IN-SLA/OUT-SLA

Device Manager v = @AddDevice ~

@ Device Group v 3, Install Wizard

ADOM: fgt72-overlay

> @Y L1~ ddminv

@ Device & Groups v Edit Performance SLA x
1 Search.. Q
©Managed FortiGate (3) Name HUB1_HC
+ Branch3 1P Version Yl P
4+ HUB3 Probe Mode Active .
grp-1(0) Enable Probe Packets [ e}
®8rp-2(2) Protocol Ping -
Scripts Server 172.16.255.253 x|+
[ Provisioning Templates > Participants All SD-WAN Members
# Firmware Templates
Q
) Monitors >
@ HUB1-VPN1
00.0.0/0000 x
@ HUB1-VPN2
00.0.0/0000 x
2 entries selected
Embedded Measure Health e )
Redistribute SLAID o ©0-32)
SLATarget
Latency Threshold  Jitter Threshold Packet Loss Threshold Priority IN-SLA Priority OUT-SLA Action
© | 255 ms | @] s5 ms | @1 % 0 <+
(0-65535)
Link Status
Check Interval 500 Milliseconds (500 - 3600000)
Failure Before Inactive 5 (1-3600)
Restore Link After 5 Checks) (1 - 3600)
Action When Inactive
Update Static Route e )
Cascade Interfaces e )

Advanced Options >

FiZRTINET

4. Go to Device Manager > Provisioning Templates > SD-WAN Templates.
5. Editor create an SD-WAN template.
6. Edita Performance SLA.
The following settings have been added:
« Detection Mode: Remote
« Embedded Health Measure
o Redistribute SLA ID
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* Priority IN-SLA/OUT-SLA

Device Manager v

® Device & Groups

Scripts

@ Provisioning Templates £
Template Groups
Fabric Authorization Temp...
System Templates

IPsec Tunnel Templates

S /AN Te lat

SD-WAN Overlay Templat...

Static Route Templates
BGP Templates

1PS Template

Certificate Templates
Threat Weight

CLI Templates

NSX-T Service Templates
Firmware Templates

) Monitors

& Install Wizard ADOM: fgt72-overlay > @~ [ 1~ eadmin o
Edit Performance SLA
Name HUB1_HC
IP Version
Probe Mode

Enable Probe Packets

Protocol Ping

@ 172.16.255.253

Participants All SD-WAN Members
Q

@ HUBL-VPN1 x

[@ HUB1-VPN2 x

2 entries selected

Embedded Measure Health

Redistribute SLA ID (0-32)

SLA Target

Jitter Threshold Packet Loss

Threshold
ms © 1

Action

Latency Threshold Priority IN-SLA Priority OUT-SLA

© | 255 ms @ |55

(0-65535)

Link Status

Check Interval Milliseconds (500 - 3600000)
(1 - 3600)

Check(s) (1 - 3600)

Failure Before Inactive

Restore Link After

Action When Inactive

Update Static Route

Cascade Interfaces

Advanced Options >

7. Goto Device Manager > Provisioning Templates > BGP Templates.
Under Best Path Selection, Recursive inherit priority has been added.

Device Manager v

® Device & Groups >

Scripts

@ Provisioning Templates i v
Template Groups
Fabric Authorization Temp...
System Templates
IPsec Tunnel Templates
SD-WAN Templates
SD-WAN Overlay Templat...
Static Route Templates
1PS Template
Certificate Templates
Threat Weight
CLI Templates
NSX-T Service Templates

@ Firmware Templates

CJ Monitors >

& Install Wizard ADOM: fgt72-overlay >_ @~ [ 1 ~ eadmin o
Edit BGP Template x
Dampening fo )
Graceful Restart ©
Restart timer 120
Stale path timer 360
Update delay 120

Advanced Options >

Best Path Selection

Always compare med

%]

AS path ignore

Compare confederation AS

%]

path

Compare router ID

Med confederation

Med missing AS worst
Synchronization
Deterministic med
Client to client reflection
EBGP multi path

IBGP multi path
Additional path

&
&

Additional path select
Additional path 6
inh

[Recursi

Enforce first AS
Fast external failover
Log neighbor changes

Network import check

06000000 000000000

Ignore optional capability
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FortiManager supports multiple interface members in the SD-WAN neighbor

configurations -7.2.2

FortiManager supports multiple interface members in the SD-WAN neighbor configurations.

This setting can be configured per-device configuration or using an SD-WAN Templates.

To configure per-device:

1.
2.

In a FortiManager 7.2 ADOM, go to Device Manager > Managed Devices, and select a managed device.

In the device database, go to Network > SD-WAN, and create or edit a Neighbor.Multiple Interface Members can be

configured.

Open Advanced Options. You can configure the minimum number of members that needs to be in SLA to utilize
route-map-out-preferable by customizing the minimum-sla-meet-members setting.

22 Device Manager v = MAddDevice ~ 3B DeviceGroup v 3 Install Wizard

@ Device & Groups
1t Search..
©Managed FortiGate (3)
Branch3
4 Branch4
+ HUB3
grp-1(0)
grp-2(2)
Scripts
[@ Provisioning Templates >
# Firmware Templates

2 Monitors >

FiZRTINET

Edit SD-WAN Neighbor

P

Interface Member

Performance SLA
SLA

Role

Advanced Options v/

minimum-sla-meet-members @

mode @

10.10.63.253
Q

@ HUB1-VPN1
0000/0000

@ HUB1-VPN2
0000/0000

10.198.11.2/255.255.255.248

10.198.12.2/255.255.255.248

HUB1_HC
1

Standalone

sla

ADOM: fgt72-overlay

4 entries selected

To configure using an SD-WAN Template:

1.

In a FortiManager 7.2 ADOM, go to SD-WAN Templates, and edit or create a template.

2. Editan SD-WAN Neighbor. Multiple Interface Members can be configured.
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3. Open Advanced Options. You can configure the minimum number of members that needs to be in SLA to utilize
route-map-out-preferable by customizing the minimum-sla-meet-members setting.

52 Device Manager v = 3 Install Wizard ADOM: fgt72-overay >_ @~ [ 1 ~ eadmin o
® Device & Groups > Edit SD-WAN Neighbor x
Scripts
& Provisioning Templates ¢ v IS @ 101063253

Template Groups Interface Member 2
Fabric Authorization Temp...
ortl x
System Templates L
12
IPsec Tunnel Templates @ por £
SD-WAN Templates (2] VR x
SD-WAN Overlay Templat... (o] LRV x
Static Route Templates 4entries selected
BGP Templates Performance SLA HUB1_HC -
1P Template sia B =
Certificate Templates
Role Standalone -
Threat Weight
CliTemplates Advanced Options
NSX-T Service Templates
§ Firmware Templates minimum-sla-meet-members @ P]
2 Monitors > mode € sla

x v

FiZRTINET

Templates

This section lists the new features added to FortiManager for templates:

o SD-WAN template enhancement on page 61

» |PS template combines configuration for global "IPS Global" and per-vdom "System IPS "/ "IPS Settings" on page
67

» Device blueprints on page 69
o CLItemplates have increased visibility for troubleshooting on page 72
» Improved CLI templates with validation and preview functions on page 76

« Fabric Authorization Template automatically provisions and authorizes LAN Edge devices on the managed
FortiGates 7.2.1 on page 82

SD-WAN template enhancement

In FortiManager 7.2.0, SD-WAN templates have been enhanced to include the default FortiGuard applications and
application groups categories.

The application category uses the default internet service database (ISDB) categories received from FortiGuard. This
feature is available in a FortiManager 7.2 ADOM with 7.2 or later FortiGate devices.

To configure application groups for SD-WAN rules in a template:

1. InFortiManager, make sure you're ina 7.2 ADOM.
2. Goto Device Manager > Provisioning Templates > SD-WAN Templates, and create or edit a template.
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3. Under SD-WAN Rules, create a new rule.

4. Setthe Destination as Internet Service.
The new destination type Application Group has been added.

£%% Device Manager v = & install Wizard ADOM: taj-adom /& [ 1 Q admin v
& Device & Groups > Edit SD-WAN Rule
Scripts N
Name [ BusinessCritical ]
& Provisioning Templates ~
IP Version [ IPvé Vl
Template Groups.
Source
System Templates o o Source Address
IPsec Tunnel Templates O o
o o Click to select
SD-WAN
O b Users N
SD-WAN Overlay Templates o o
Click to select
Static Route Templates O b ek to seled
i User G
BGP Templates o » serbroups 2
|PS Template o - Click to select

Certificate Templates

Destination LEEUSEE  Internet Service

Internet Service

Threat Weight

CLI Templates

Click to select

NSX-T Service Templates

Internet Service Group

& Firmware Templates

Click to select

CJ Monitors » ‘Custom Internet Service

Click to select

Internet Service Custom Group

Application

Click to select

Application Group

Click to select

Application Categor

|
|
|
|
|
|
|

Click to select

Type of Service [ox00 | Bit Mask | 0x00

‘Outgoing Interfaces
Strategy Best Quality ~ Lowest Cost (SLA)  Maximize Bandwidth (SLA
Interface Preference l +

*re-order the members by dragging and dropping the item

Advanced Options >

[ o I
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5. Select categories from the default ISDB list. New categories can be created by clicking the add button in the

selection window.

Device Manager v

% Device & Groups
Scripts
B Provisioning Templates ~
Template Groups
System Templates

IPsec Tunnel Templates

SD-WAN § Click to select
SD-WAN Template

SD-WAN Overlay Templates
Static Route Templates

BGP Templates

1PS Template

Certificate Templates
Threat Weight

CLI Templates

NSX-T Service Templates

& Install Wizard ADOM: tafjadom & [ 1 Qadminv

Create New SD-WAN Rule

Name. Name [ BusinessCritical ]

Descriptior 1P Version [ 1Pva

Source

Source Address

Click to select

User Groups -

Click to select

oesenen

Internet Service

Click to select

Internet Service Group =

& Firmware Templates

&2 Monitors »

Click to select

‘Custom Internet Service a

Click to select

Internet Service Custom Group 3

Click to select

Application ’ -

Application Group

Click to select

Selected 2 (Total: 19)

Application Category Q [ ]
Q Q
Click to select B Business A

‘Outgoing Interfaces l
Strate; i
& Rl Dest Quality 0O B Collaboration
Interface Preference 28
O & Email
*re-order the members by dragy i 21
Advanced Options > 0O & Game
s

O B General.interest

12 e
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6. Click OKto save the SD-WAN rule.

% Device & Groups >
Scripts
& Provisioning Templates v
Template Groups
System Templates
IPsec Tunnel Templates
SD-WAN Overlay Templates
Static Route Templates
BGP Templates
1PS Template
Certificate Templates
Threat Weight
CLI Templates
NSX-T Service Templates

& Firmware Templates

&2 Monitors »

& CreateNew [ Edit [l Delet  Edit SD-WAN Template

Performance SLA

+Create New [#iEdit Bl Delete O Where Used

#5 Column Settings v~

[# CLI Configurations

Search Q

O  Name Health-Check Server Detect Protocol Failure Threshold Recovery Threshold
a Default AWS aws.amazon.com HTTP 5 10
[m} Default DNS (System DNS) DNS 5 10
[m} Default_FortiGuard fortiguard.com HTTP 5 10
[m} Default_Gmail gmail.com Ping 5 10
O  Default Google Search www.google.com HTTP 5 10
a Default_Office_365 www.office.com HTTP 5 10
[} ping. 8888 Ping 5 5
[m} ping6 2004:10:100:1::1 Ping 5 5
SD-WAN Rules
reate New it elete ove love Down umn Settings ¥ earch
+ Create N [iEdit B Del 4 MoveUp ¥ Move D 5 Column Settings Search
a ID Name Source Destination Criteria Members
& Microsoft-Skype_Teams
@& Microsoft-Office365 @ port3
a 1 rule01 ALL @ Facebook-Whatsapp SLA [ping#1) @ portl
& Business @ port2
& Cloud.IT
. . & Cloud.IT portl
4 B Critical ALL
< Hsnesserne & Business port2
a sd-wan ALL ALL Volume ALL
Neighbor
+Create New [Ecdit FDelete  ¥5 Column Settings v Search Q
a Neighbor Role Interface Member Performance SLA SLA
O 1025402 Standalone @ port2-1 ping 1
O 10254301 Standalone @ port2 ping 1
Duplication
+Create New [EiEdit B Delete %8 Column Settings v Search Q

O

No record found.

Advanced Options >

Packet Discard Duplication

Cancel

To configure application groups for SD-WAN rules in the device database:

1. In FortiManager, make sure you're ina 7.2 ADOM.
2. Goto Device Manager > Device & Groups.

3. Select a FortiGate device (7.2 or later) to manage the device database.
4. Goto System > SD-WAN > SD-WAN Rules, and create a new rule.

FortiManager 7.2.0 New Features Guide

Fortinet Inc.



Device Manager

5. Setthe Destination as Internet Service.
The new destination type Application Group has been added.

& Device & Groups v

J& Search.

@ Managed FortiGate (2)
FGT-VM64-154

Scripts
B Provisioning Templates >

Firmware Templates

3 Monitors >

@ Add Device ~ 33 Device Group~

€% Dashboard + -
Summary
Security Monitors

Netwark Moniters

# System -
Interface
SNMP

Replacement Message
= Router »

Display Options.

FortiManager 7.2.0 New Features Guide
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& Install Wizard

Performance SLA

|

O  Default AWS
O  Default DNS
O  Default_FortiGuard
O  Default_Gmail
O  Default_Google Seart
O  Default_Office_365
O ping
O  pingé
SD-WAN Rules
a D Name
o 1 rule01 :
(] sd-wan
Neighbor
a r
O 1025402
(m] 10.254.30.1
Duplication
o o
No record found.
Advanced Options >

Create New SD-WAN Rule

Name
IPVersion

Source

Source Address

Users

User Groups

Destination

Internet Service

Internet Service Group

Custom Internet Service

Internet Service Custom Group

Application

Application Group

Type of Service

Outgoing Interfaces
Strategy

Interface Preference

Advanced Options >

BusinessCritical

1Pv4.

Click to select
Click to select

Click to select.

Address Internet Service

Click to select
Click to select
Click to select
Click to select
Click to select.
Click to select.

Click to select

0x00 Bit Mask | 0x00

Best Quality  Lowest Cost (SLA) | Maximize Bandwidth (SLA

[ +

“re-order the members by dragging and dropping the item
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6. Select categories from the default ISDB list. New categories can be created by clicking the add button in the

selection window.

& Device & Groups

1& Search..

@Managed FortiGate (2)
FGT-VM64-154

Scripts

B Provisioning Templates »

Firmware Templates

3 Monitors >

FortiManager 7.2.0 New Features Guide

Fortinet Inc.

@ Add Device

€% Dashboard + -~
Summary
Security Menitors

Network Monitors

1% System ~
Interface
SNMP

Replacement Message
> Router »

Display Options

B Device Groupw

& Install Wizard

5
s
Ig

Performance SLA|

1

O  Default AWS

O  Default DNS

O  Default_FortiGuard

0O  Default Gmail

O  Default_Google Seart

O  Default_Office_365

O ping

O ping6
'SD-WAN Rules

(m} D Name

o 1 rule01

(] sd-wan
Neighbor

o w

O 1025402

[m] 10.254.30.1
Duplication

o o

No record found.
Advanced Options >

Create New SD-WAN Rule

Name
IP Version

Source
Source Address

Users

User Groups

Destination

Internet Service

Internet Service Group

Custom Internet Service

Internet Service Custom Group

Application

Application Group

Application Category

Type of Service

Outgoing Interfaces
Strategy

Interface Preference

Advanced Options >

BusinessCritical

1Pvd

Click to select

Click to select

Click to select

Address Internet Service

Click to select

Click to select

Click to select

Click to select

Click to select

Click to select

Click to select

0x00

*re-order the memb)|

“

Selected 2 (Total: 19)

Q

B Business
id: 29

B Cloud.IT
id: 30

O B Collaboration
ia:28

O & Email

id:21

0O B Game

i:8

O B General.Interest

@ B

Lo o
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7. Click OKto save the SD-WAN rule.

Device Manager v = @AddDevice v 3B DeviceGroupy & Install Wizard

@ Device & Groups v SD-WAN
€% Dashboard + - renomance sua B
J& | search..
Summary +CreateNew [#Edit B Delete O Where Used & Column Settings Search Q

@ Managed FortiGate (2)

FGT-VM64-154 Security Monitors O Name Health-Check Server DetectProtocol | Failwe Threshold | Recovery Threshold

Network Monitors Default_AWS aws.amazon.com HTTP

o [m] 5
Scripts 15 System -~ O  Default_DNS 96.45.45.45, 0.0.0.0 (System DNS) DNS 5 10
o Intertace O  Default_FortiGuard fortiguard.com HTTP 5 10
B Provisioning Templates > O  Default_Gmail gmail.com Ping 5 10
SD-WAN
& Firmware Templates O  Default_Google Search www.google.com HTTP 5 10
SNMP [0  Default Office_365 www.office.com HTTP 5 10
& Monitors > Replacement Message O  ping 8888 Ping 5 5
= Router \ O pingé 2004:10:100:1::1 Ping 5 5
Display Options
SD-WAN Rules
+CreateNew [#Edit W Delete 4 MoveUp ¥ MoveDown ¥& Column Settings v Search, Q
(m] o] Name Source Destination Criteria Members
@ Microsoft-Skype_Teams
@ Microsoft-Office365 & port3
o 1 ruled1 ALL @ Facebook-Whatsapp SLA (ping#1) [&@ port {wan1)
I Business [& port2 (wan2)
I Cloud.IT
& Cloud.IT port1 (wan1)
2 BusinessCritical ALL
< usinessCrtica EE port2 (wan2)
(] sd-wan ALL ALL Volume ALL
Neighbor
+Create New [#Edit @ Delete £ Column Settings v Search, Q
(m} P Role Interface Member Performance SLA SLA
O 1025402 Standalone @ port2-1 ping 1
O 10254301 Standalone @ port2 (wan2) ping 1
Duplication
~+Create New [#iEdit  E Delete ¥ Column Settings Search... Q
(m] D Packet Discard Duplication

No record found.

Advanced Options >

IPS template combines configuration for global "IPS Global” and per-vdom "System
IPS " / "IPS Settings"

In FortiManager 7.2.0, a new IPS template is available.

The IPS template combines configuration for global "IPS Global" and per-vdom "System IPS "/ "IPS Settings"

To create an IPS template:

1. As arestricted IPS administrator, go to IPS Templates in the tree menu.
2. Create the IPS template.
a. Click Create New to create a new IPS template.
b. Configure the details for your IPS template, including the IPS Global, System IPS, and IPS Settings.
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c. Click OKto save the template.

= &nstall Wizard

] Web Filter ~

Profiles [Riane
Rating Overrides o 1 1PS template 1
URL Filter

Content Filter

Local Category
= Intrusion Prevention >
=l Application Control >

[2 Task Monitor

3. Assign the IPS template.

a. Inthe IPS Template pane, click Assign to Device/Groups.
b. Select the devices to which the IPS template will be assigned.

FortiManager 7.2.0 New Features Guide
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Edit IPS Template

Name

Description

IPS Global

Database
Engine Count
Exclude Signatures
Fail Open
Packet Log Queue Depth
Socket Size
Traffic Submit

System IPS.

Override Signature Hold By Id
Signature Hold Time

IPS Settings.
1PS Packet Quota
Packet Log History
Packet Log Memory

Packet Log Post Attack

Assign to Devices/Groups

IPS Template: IPS template 1
Available Entries (0)
Q
No entry

ADOM:root & 0ipsv

IPS template 1

this is a demo

Extended
0 (0~ 255, default: 0

Industrial NSNS

(128 - 4096, default: 128)

o
o
oh (day range: 0 - 7, hour range: 0 - 23, max hold time: 7dOh, default hold time:
0doh)
o (0- 4294967295, default: 0)
1 (1-255)
256 (64 - 8192 kB)
o (0-255)

Selected Entries (1)

O 4 FGT-VM44 [root] (IP: 10.2.134.44, Platform: FortiGate-VM
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4. Check the IPS template in the Device Manager.
a. As anon-restricted administrator, go to the FortiManager Device Manager > IPS Template.
b. The ISP template created as a restricted administrator is displayed.

= &nstall Wizard

& Device & Groups > < CreateNew [# Edit W Delete @ Assign to Device/Group  § More v ¥ Column Settings v Se
Seripts O #  Name Assign to Device/Group Description

1DeviceinTotal ~ View Details >
B Provisioning Templates o 1PS template 1

4 FGT-VM44 (root)
Template Groups

System Templates
IPsec Tunnel Templates
SD-WAN Templates
SD-WAN Overlay Templates
Static Route Templates

BGP Templates

1PS Template

Certificate Templates
Threat Weight
CLiTemplates
NSX-T Service Templates

i Firmware Templates

& Monitors >

Device blueprints

In FortiManager 7.2.0, you can create device blueprints to simplify configuration of certain device settings, including
device groups, configuring pre-run templates, policy packages, provisioning templates, and more. Once a device
blueprint has been created, it can be selected when adding a model device or when importing multiple model devices
from a CSV file.

The following information is available:

» Creating a device blueprint on page 69
« Adding model devices using a blueprint on page 70

Creating a device blueprint

To create a new device blueprint:

1. Go to Device Manager, and select Device Blueprint from the Add Device dropdown menu.

.= Device Manager v

= @AddDevice ~ 3B Device Groupw

Previously configured blueprints are displayed in the table below and can be edited or deleted.

ADOM:root & e

& Device & Groups v & Add FortiAnalyzer 0 bevices 0 bevices 0 Devices
1t search.. Device Blueprint Connection Down T Device Config Modified T E‘ Policy Package Modified -
©Managed FortiGate (6) FiEdit @ Delete Hlimport Configuration & Install v 8 Table View v § More v & Column Settings ~ Q
4 Branch_Office_ 01 O  Device Name Config Status Host Name IP Address Platform Description Firmware Version Pc
4 Branch_Office_02 O v ;@ Unknown
+ Enterprise_HUB1 (2) o 4 Branch_Office 02 v Auto-update Branch_Office_02 FortiGate-VM64-KVM FortiGate 7.0.2,build0234 (GA) &
+ Enterprise_ HUB2 o 4 fduncan-tech72 + Auto-update fduncan-tech72 FortiGate-VM64-KVM FortiGate 7.0.2.build0234 (GA) &
# fduncan-tech72 o 4 Branch_Office 01 v/ Auto-update Branch_Office_01 FortiGate-VM64-KVIM FortiGate 7.0.2,build0234 (GA) &1
123123 (0) o 4 Enterprise_HUB2  Auto-update Enterprise_Second_Floor FortiGate-VM64-KvM FortiGate 7.0.2,build0234 (GA) 41
©234234 (0) (] 4 Enterprise HUB1 + Auto-update Enterprise_First_Floor FortiGate-VMé4-KVM FortiGate 7.0.2,build0234 (GA)
O sd-wan-branches (2) ] @ root [NAT] (Manag  Synchronized vdom 4
4 Branch_Office 01 v & vdom-1 [NAT]  Synchronized vdom ]
+ Branch Office 02 [n] 4 Branch_Office 02 v Auto-update Branch_Office_02 FortiGate-VM64-KVM FortiGate 7.0.2,build0234 (GA) &
Scripts O v @ Unknown
5 Provisioning Templates » o 4Branch Office 01/ Auto-update Branch_Office_01 FortiGate-VM64-KVM FortiGate 7.0.2,build0234 (GA) 4
] 4 fduncan-tech72 + Auto-update fduncan-tech72 FortiGate-VM64-KVM FortiGate 7.0.2build0234 (GA) 4
& Firmware Templates [u] A Enterprise HUBZ v Auto-update Enterprise_Second_Floor FortiGate-VM64-KVM FortiGate 7.0.2build0234 (GA) 4
O Monitors > [u] 4Branch Office 02 v Auto-update Branch_Office_02 FortiGate-VM64-KVM FortiGate 7.0.2,build0234 (GA) 4
=] AEnterprise HUBL v Auto-update Enterprise_First_Floor FortiGate-VM64-KVM FortiGate 7.0.2,build0234 (GA)
] & root [NAT] (Manag v Synchronized vdom A
v Svdom-1[NAT] v Synchronized vdom A

2. Click Create New to add a new blueprint.

3. Select the model devices to which the blueprint can be applied.
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4. Configure the device setting details for the blueprint. For example, you can specify a device group and provisioning
template for the devices using this blueprint.
Device Blug Create New Device Blueprint

Name
0 Device Model FortiGate-40F e

No recond foul Enforce Firmware Version [m] 7.0 (by default)
Add to Device Group [m}
Click to select
Add to Folder [m} =
Pre-Run CLI Template [m] Click 1o select
Assign Policy Package [m} Click to select
Provisioning Templates Click here to assign

e

5. Click OK.

Adding model devices using a blueprint

To use a blueprint when adding a model device:

1. Go to Device Manager > Device & Groups.
2. Click Add Device. The Add Device wizard displays.

3. Click Add Model Device.
The Add Device window is displayed.

4. Enter the name and serial number or pre-shared key for the device.
Enable the Use Device Blueprint toggle, and select a previously configured device blueprint.

Add Device

Name Name

Link Device By & @ Serial Number QPre-shared Key
Serial Number Serial Number
Use Device Blueprint «©

Device Blueprint Blueprint1 (FortiGate-100F)

Metadata Variables Edit Variable Mapping

You can alternatively click the add icon to create a new device blueprint.

FortiManager 7.2.0 New Features Guide
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6. Optionally, configure the metadata variables for this device.
7. Click Nextto continue importing the device.

To import model devices from a CSV File:

—

If ADOMs are enabled, select the ADOM to which you want to add the device.
Go to Device Manager > Device & Groups.

Click Add Device.
The Add Device window is displayed.

Click Import Model Devices from CSV File.

Lol

>

Add Device

O Discover Device
To add a device that is currently online.

O Add Model Device
To add a device that is not yet online. Configure a model device to complete authorization when the
device is online.

O Add Model HA Cluster
Adding an operating FortiGate HA cluster to Device Manager pane is similar to adding a standalone
device. Specify the IP address of the primary device.

O Import Model Devices from CSV File
Import multiple device definitions for devices that are not yet online.

Import Model Devices from CSV

Please select a CSV file and click Next below.

NOTE: Based on the current setup, the CSV file must contain the following columns:
«sn
« device blueprint
« name

Upload
Add files by drag & drop here or Add Files

5. Configure your local CSV file for the devices that you want to import. CSV files must contain the following columns:
sn,device blueprint,and name, with the respective data listed in the cells below.
Additional columns can be added for each metadata variable that you want to specify. In the following image, the

FortiManager 7.2.0 New Features Guide
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branch id metadata variable has been added to specify this variable for each imported device.

_device blueprint branch_id
WA FGVM02TM2101234 branch_blueprint
=8| FGVM02TM2101235 branch_blueprint
W8 FGVM02TM2101236 branch_blueprint
0 FGVM02TM2101237 branch_blueprint
N3N FGVM02TM2101238 branch_blueprint
WA FGVM02TM2101239 branch_blueprint
N FGVM02TM2101240 branch_blueprint
N FGVM02TM2101241 branch_blueprint
branch_blueprint
branch_blueprint
branch_blueprint

branch_blueprint

6. Drag and drop the CSV file into the Upload area, or select the CSV file location on your computer.

The model devices' serial numbers, names, blueprints, and optional metadata variables are displayed in the table.

7. Review the device list, and click Next to begin importing the devices.
8. Click Finish when the import process is complete.

CLI templates have increased visibility for troubleshooting

CLI templates have increased visibility for troubleshooting including: line numbering, detailed error report with line
number, template name, and reason for the installation failure.

To view CLI template improvements for troubleshooting:

1. Inthis example, performing a policy package install for two devices encounters a Copy Failed error for FortiGate
"BranchA1."
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r h

Install Wizard - Policy Package (Branch_package)

-~
Installation Preparation Total: 4/4, @ Success:2, A Warning:1, @Erer1 @
# Name Time Used Status
1 BranchAl[copy] <15 Aborted due to previous error
2 BranchA2[copy] <15 Copy to device done
3 VPN manager dg Init vpn context done
4 Write summary[preview] ds Write preview done
~ Interface Validation
+ Policy and Object Validation
~" Ready to Install.
T al
[0 Device Name Status Action
0  BranchAtfroof] @ Copy Failed
w

S "J
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2. Click CLI Template Log , and the Preview dialog is displayed with the CLI template content.
Preview CLI Template [BranchA1 - root]

Device Name BranchA1 (root) ~
Search... Q * ¥
1 config system interface

© 2 edit "Branch{{branch id|int}}-Lo"

3 set wvdom "root”

4 set ip {{'172.16.@.8" |ipmath(branch_id|int)}} 255.255.255.255
5 set allowaccess ping
6 set type loopback

next
g end
9 config router bgp
18 set router-id {{'172.16.8.8"'|ipmath(branch_id|int)}}
11 end

FortiManager 7.2.0 New Features Guide
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3. Hovering your mouse over the red x where an error is indicated displays information about the error.

Preview CLI Template [BranchA1 - root]

Device Mame BranchA1 {root) ~
Search... Q + ¥

eparse cli template fail: ‘branch_id' is undefined
€ o mnni e mien e e
3 set vdom "root”
4 set ip {{'172.16.8.8" |ipmath(branch_id|int)}} 255.255.255.255
5 set allowaccess ping
5 set type loopback
next

8 end

9 config router bgp
18 set router-id {{'172.16.8.8"'|ipmath(branch_id|int)}}
11 end

F

4. After the installation is finished, information is displayed in the task monitor. Double click on a task ID and select
View Progress Report.
In this example, the progress report for FortiGate BranchA1 includes the following information:

e The CLI template name: Hostname
e The line number: 2
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« The reason the copy failed: branch_id not exist, syntax error

View Progress Report

Q
Name Progress % Time Used Status
BranchAl[copy] 1% <1s Start copying policy to devdb, device(BranchA1), vdomid(reot)
BranchAl[copy] 1% <1s skip firewall policy 1, by dynamic interface check
BranchAl[copy] 1% <l1s skip firewall policy 2, by dynamic interface check
BranchAl[copy] 85% <1s copy cli template failed: -299 - invalid value - [hostname, line 2] parse cli template fail: variable ‘branch_id" not exist., syntax error
BranchAl[copy] 90% <1s post_vdom copy error:{errcode)-399 - invalid value - [hostname, line 2] parse cli template fail: variable 'branch_id' not exist.
BranchAl[copy] 100% <1s Copy rollbacked, due to error
BranchAl[copy] 100% <l1s Aborted due to previous error

Close
]

Improved CLI templates with validation and preview functions

Improved CLI templates with Validation and Preview functions, to perform verification of the template before installation.

Metadata variables used in CLI templates (including Jinja variables) can be imported/exported from/to a JSON file.
This topic includes the following sections:

o CLI template validation on page 77
« Import/export metadata variables on page 80

BGP for branch offices using the CLI template, see the following: Branch configuration using

\‘é', For an example of how these features can be used while configuring SD-WAN, IPsec and
3 FortiManager Jinja2 CLI templates on page 269
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CLI template validation

To validate CLI templates:

1. Go to Device Manager > Provisioning Templates > CLI Templates.
2. Right-click on a CLI template, and select Validate from the menu.

<23 Device Manager v = &install Wizard

@ Device & Groups > + CreateNew v [4 Edit [l Delete @ Assignto Device/Growp  § More v Q

Scripts @ Name Type  Assigned to Device/Group Variables Description Members Last Modified E
©Pre-Run CLI Template (1) ©
& Provisioning Templates - O dioott cu 0 Devices in Total 20220509 14:41:01
Template Groups O Post-Run CLI Template (3)
bby BRANCH CLIJinja 0 Devices inTotal branch.id 2022:04-19 11:37:39
Fabric Authorization Template
System Templates O bby.HuBLCU o 0 Devices in Total 2022-04-08 16:19:30
1 DeviceinTotal  View Details > branch id
IPsec Tinnel Templates ~ hostname =1 2022.05-09 14:41:14
SD-WAN Templates )
” © Edit
SD-WAN Overlay Templates B9 . cone
o0 0 Devices in Total bby_BRANCH_CLI 2022:04-2009:36:58
Static Route Templates & Delete 5 - -
o 0 Devices in Total bby_HUB1 CLI 2022:04-08 16:19:30
BGPTemplates @ Assign to Device/Group
1PS Template
B Export
Certificate Templates B varcate
Threat Weight
CLi Templates
NSX-T Service Templates

#: Firmware Templates

& Monitors >

The Validate CLI Template dialog appears.

3. Once the template validation finishes, detected errors are displayed, and you can check the error for details. For
example, variables missed.

Validate CLI Template - hostname
. w=__

Total: 171, @ Success: 0, A Warning: 0, @ Error:1 @

B View Installation Log & View Progress Report Q
* Name Time Used Status &
1 BranchA1(root) 25 variables missed

View Validation Result

F
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4. Click View Validation Result. In the Validation Results dialog, you can input the value for the missing variable.

F

Validation Result - hostname

O Show Missing Variable Devices Only Preview Script Re-validate Q

O Device Name ${branch_id)
O @ BranchA1 (root)

*Click variable value to edit is supported in the table. Close

4

5. When the CLI template passes validation, you can preview the script by clicking the View Validation Result.
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Validate CLI Template - hostname
<G D

Total: 1/1, @ Success: 1, Warning: 0, @ Error:0 @

View Installation Log & View Progress Report Q
# Name Time Used Status @
1 BranchAl({root) 25 all variables exist

View Validation Result

P

In the Validation Result dialog, click Preview Script. You can review the script details in the Preview CLI Template
dialog.
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=

Preview CLI Template hostname [BranchA1 - root]

Device Name BranchAl (root) ~

1 config system global
2 set hostname Brancha-1
S end

Coc

Import/export metadata variables

To export metadata variables into JSON files:

1. Goto Policy & Objects > Object Configurations > Metadata Variables.
2. Selectthe More menu from the toolbar, and click Export Metadata Variables. All metadata variables in this ADOM
will be exported into a JSON file.

In this example, there are three metadata variables in the ADOM sdwanOverlay: branch_id, internet_int1, and
internet_int2.

25 Policy & Objects v = e PolicyPackagev & Install,  @ADOM Revisions @ Toolsv
B Policy Packages > + CreateNew [4 Edit fif Delete § Morev % Column Settings v N Q
I Object Configurations O Name Default Value Description Created Time Last Modified Revision History
0O & branchid 2022:04-0621:52:50  admin/2022-05-09 14:42:44 10
@ Normalized Interface
O intemet intt port2 202204-062210:58  admin/2022-04-06 221641 2
B Firewall Objects
O intemet int2 port3 202204-062211:30  admin/2022-04-06 221650 2

@ Security Profiles

@3 Fabric Connectors

42 User & Authentication

£ Dynamic Object

O Advanced

Metadata Variables

@£ CLI Configurations

After exporting these metadata variables, the metadata_variable.json file includes the following content:
{
"adom": "sdwanOverlay",
"variables": [
{
"name": "branch id",
"mapping": [
{
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"device": "Branchl",
"vdom": "",

"value": "1"

}I

{

"device": "Branch3",
"vdom": "",

"value": "3"

}I

{

"device": "Branch4",
"vdom": "",

"value": "4"

}V

{

"device": "Branchb5",
"vdom": "",

"value": "5"

}I

{

"device": "BranchAl",
"vdom": "",

"value": "1"

}

]

}I

{

"name": "internet intl",
"value": "port2"

}V

{

"name": "internet int2",
"value": "port3"

}
]
}

To import metadata variables:

1. Goto Policy & Objects > Object Configurations > Metadata Variables.
2. Select the More menu from the toolbar, and click Import Metadata Variables.
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3. Browse and select the file to be imported. Wait for the file upload to complete, and click Import.

22 Policy & Objects v = ADOM:root &% Q1 o:dmin

@ Policy Packages > Import Metadata Variables
I Object Configurations O Name
@ Normalized Interface:
@2 Firewall Objects
©9 Security Profiles

Drag & Drop your files or Browse

@3k Fabric Connectors
@4 User & Authentication
s Advanced

[

T o
Fabric Authorization Template automatically provisions and authorizes LAN Edge
devices on the managed FortiGates -7.2.1

Fabric Authorization Template automatically provisions and authorizes LAN Edge devices on the managed FortiGates.
Within the template we can enable the wireless and switch controllers and configure FortiLink interfaces.

To configure the Fabric Authorization Template:

1. Go to Device Manager > Provisioning Templates > Fabric Authorization Template.

2. Create a new template, and specify the FortiAP, FortiSwitch, and/or FortiExtender settings, then save the template.

= & Install Wizard

@ Device & Groups > [+ CreateNew || E:

5 Create New Fabric Authorization Template

@ Scripts
B scrip O # | Name
@ Provisioning Templates  § v  FortiAP v
emplete G No record found.
e
e Enable Wireless Controller
Fabric Authorization Temp...
System Templates Platform 1 &
1Psec Tunnel Templates Prefix FP221E (FortiAP-221E) v
NS Number of Devices @ 2
SD-WAN Overlay Templat.
Static Route Templates
BGP Templates
. B8 FortiSwitch v
Certificate Templates Enable Switch Controller
Threat Weight
CliTemplates Platform 1 L
NSX-T Service Templates Prefix S424EN (FortiSwitch-424E) v
# Firmware Templates Number of Devices @ 2
@ Monitors . FortiLink Interface @ fortilink
B FortiExtender v
Enable Extender Controller
Platform 1 o
Prefix FX201E (FortiExtender-201E) v
Number of Devices @ 1
Extension Type VTR Lan Extension
(o
FE:RTINET
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3. Right-click the template, and select Generate from the context menu, and then select the FortiGate to generate the
wildcard entries.

& Device & Groups > [+ Create New [ Delete | [ Generate <
B Scripts
B scrip #  Name Description
| @ Provisioning Tempiates ¢ v
v 1 Fabric_template
Template Groups @ ear
i

Fabric Authorization Temy B Delete

System Templates

IPsec Tunnel Templates

SD-WAN Templates
SD-WAN Overlay Templat.
Static Route Templates
BGP Templates

1PS Template

Certificate Templates
Threat Weight

CLI Templates

NSX-T Service Templates

# Firmware Templates

3 Monitors >

@ Device & Groups
Scripts

E Generate Authorization

#  Name
@ Provisioning Templates i v
v 1 Fabric_template Name Fabric_template
Template Groups
Devices

Fabric Authorization Tem
Search.. Q

System Templates

1Psec Tunnel Templates hate) P Platform o]
/. 4 FortiGate-140E-POE 103.172.40 FortiGate-140E-POE
SD-WAN Templates I

SD-WAN Overlay Templat.
Static Route Templates
BGP Templates
1PS Template
Certificate Templates
Threat Weight
CLI Templates
NSX-T Service Templates

# Firmware Templates

Q Monitors >

RTINET

4. Goto AP Manager, FortiSwitch Manager, and Extender Manager, and verify that the wildcard entries are generated.

= & Install Wizard

@ Device & Groups v ® Ed B Delete 5 Assign Profile QB Show Charts v
fla)(Gearetis QO AccessPoints Status SSIDs Channel Clients Temperature 05 Version AP Profile Connected Via Model Channel Utilization I
©Managed FortiGate (6) R1:N/A R1:N/A R1:0 R1:0%
P oo Ele] O  @Ps321C3U15000396 @ Discovered SN SN oo s321C 2 0%
- - RLN/A RLN/A R1:0
© MapView > | O | =Fp2216" 000002 = Offiine SN SN oo 221E
[ WiFi Templates > _ _ RLN/A RLN/A R1:0
O | = FP221E"°000001 = Offiine SN SN oo 221E
O | = FAP24D3X17005555 = Online RLN/A RLN/A R1:0 FAP24D-v6.0-build0037 192.168.100.111 24D R1:0%
O | = FAP24D3X16000305 = Online RLN/A RLN/A R1:0 FAP24D-v6.0-build0037 192.168.100.113 24D R1:0%
O | = FAP24D3X16000296 = Online RLN/A RLN/A R1:0 FAP24D-v6.0-build0037 192.168.100.112 24D R1:0%
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FortiSwitch Manager = & Install Wizard
@ Device & Groups v
Status Platform
Q
|9 Managed FortiGate (4) @ Offline (3) @ FortiSwitch-248D-FPOE (2)
+ FortiGate-140E-POE (4) @ Online (1) @ FortiSwitch-424E (2)
[ FortiSwitch Templates > 4 4

Total Total

[# Create New + ¥l Delete | [B Authorize | [ Deauthorize | [& Upgrade | [f5 AssignTemplate |[§ More v Search...

O  FortiSwitchName  Serial Number Platform Status FortiLink | FortiGate Connecting From | OS Version Join Time Comments Templatl
[ | = 5248DF3X1700011( S248DF3X17000116 FortiSwitch-248D-1 Online fortilnk | 4 FortiGate-140E-POElroo 10.255.1.2 5248DF-v3.6.11-build432,191108 (( Mon Sep 12 22:38:01 2022

O =swito $248DF3X17000110 FortiSwitch-248D-1 Offline fortilnk | 4 FortiGate-140E-POEIroo|

O | = sa2aEN-1 S424EN"""000001 | FortiSwitch-424E | Offline fortilnk | 4 FortiGate-140E-POEIroo|

O | = saaEn2 S424EN""""000002 | FortiSwitch-424E | Offline fortilnk | 4 FortiGate-140E-POEIroo|

Extender Manager = & Install Wizard > @~ o:admiu -
@ Managed Extenders v [+ CreateNew i Delete | [@ Assign Profiles | [ Authorize | [@ Deauthorize |[FS View Details | [§ More v Search..
(B S Q @ Name Serial Number Model Management Status | RSSI Network Data Usage Temperature | Version P Iy

©Managed FortiGate (3)

- O 7 FX0015920007745 | FX201ES5920007745 | FX201E | © Authorized Good |(-70) | Rogers WCDMA :::::i::; 8 g 58.90 FXT201E-v7.02-build045 | 192.168.100.110
rofiles > -sim2:
O | & FX0185918008556 | FX04DA5918008556 | FXT40D | @ Authorized N/A - :::::i::;gg FXT40DA-v4.1-build199 192.168.100.20
v B FX0LE FX201E" ™+ sz’i{ © Authorized N/A

Deploy the changes using the Install Wizard.

Install Preview of FortiGate-140E-POE

set uuid 4cf1f9aa-384b-51ed-063f-2db799769¢f8

next
edit "FAP24D3X16000305"
set uuid 4cf5495¢-384b-51ed-1c81-69f150a50206

next
edit "FAP24D3X17005555"
set uuid 4cf895d0-384b-51ed-f59e-22cf88f7158¢
t
edit "FP221E"**"000001"
set admin enable
set wtp-profile "FAP221E-default”
set uuid 78ba9272-3864-51ed-c218-641e08875855
next
edit "FP221E"**"000002"
set admin enable
set wtp-profile "FAP221E-default”
set uuid 78bdf9c6-3864-51ed-c3d0-c4691fd4558f

config switch-controller managed-switch
edit "S424EN"**"000001"
set name "S424EN-1"
set fsw-wan1-peer “fortilink"
set fsw-wan1-admin enable
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Central Management

This section lists the new features added to FortiManager for central management:

« AP Manager on page 85
o FortiSwitch Manager on page 92
e Others on page 108

AP Manager

This section lists the new features added to FortiManager for AP manager:

« AP Manager exposes wireless advanced features 7.2.1 on page 85
* AP groups can be now formed with different AP models 7.2.2 on page 90
» AP Manager improvements in naming and tooltips 7.2.5 on page 90

AP Manager exposes wireless advanced features -7.2.1

AP Manager exposes the wireless advanced features under the new AP Settings, ARRP Profile, and Access Control
List.

This topic includes information about the following:

¢ AP Settings
* ARRP Profile
* Access Control List

To use an AP Settings template:

1. Goto AP Manager > WiFi Templates > AP Settings.
2. Click Create New, or edit an existing AP settings template.
3. Enable AP Setting to configure related options.
You can expand Advanced Options to configure them as needed.
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& Install
@ Device & Groups > [+ Create New || B D @ A

Map Vi >
© MapView O Names Assigned to Device/Group
[ WiFi Templates v

O aps 0 Devices in Total

AP Settings

AP Profile

SSID

WIDS Profile by

Bluetooth Profile
QoS Profile
Bonjour Profile
ARRP Profile

Access Control List

FERTINET

Edit AP Settings

Name.

Description

© AP Setting

Duplicate SSID.
Phishing SSID Detect
DARRP Optimize

DARRP Optimize Schedule

Advanced Options

account-id @
country @
device-holdoff @
device-idle @
device-weight @
fake-ssid-action @
fapc-compatibility @
firmware-provision-on-
authorization @

wa-compatibility @

4. Enable SNMP Profile to configure related options.

® Device & Groups > [+ Create New |[RiEe

© MapView > O | Names Assigned to Device/Group
| L] m_v O Aps 0 Devices in Total

AP Profile

ssip

'WIDS Profile

Bluetooth Profile

Qos Profile

Bonjour Profile

ARRP Profile

Access Control List

FEIRTINET

5. Click OK.

The AP settings template can be assigned to a FortiGate device and then deployed using the Install Wizard. For

example, see the install preview below.
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Name.

Description

Q AP Setting

© SNMP Profile

Engine ID

Contact Info

86400

Click to select

us

1440

log

O suppress

Trap High CPU threshold 80

Trap High MEM threshold 80

Community
+ Create New | [ edit | [ O 0 ¥ Move D Search
o o Name Status. u
No record found.

User
+ Create New | (4 Eait | [ 0 v Search.
O Name Security Level Authentication Protocol Privacy Protocol u
No record found.

No Advanced Options Available

—_— ),
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Install Preview of FortiGate-140E-POE

1: config wireless-controller setting
2: set darrp-optimize-schedules ‘always™
3: end
4: config wireless-controller snmp
5. config community
& editl
7 set name "1
& set query-v1-status disable
set query-v2c-status disable

set trap-v-status disable

set trap-v2c-status disable

config hosts

edit 10

setip 1010.10.10 255.255.00
next
end

To use an ARRP Profile:

1. Goto AP Manager > WiFi Templates > ARRP Profile.
2. Click Create New, or edit an existing ARRP Profile.
3. Configure the ARRP Profile and click OK.

® Device & Groups > | [ CreotoNew | [ eat | [& betete | 1 Create New ARRP Profile
Map View >

© vep O Names
WiFi Templat

W T A Name ot
AP Settings Comments
AP Profile
ssiD
WIDS Profile 4
Bluctooth Profle Selection Period 3601
Qs Profle Monitor Period 301
Bonjour Profile Weight Managed AP 51

ARRP Profile Weight Rogue AP 10

Access Control List

Weight Noise Floor 0
Weight Channel Load 20
Weight Spectral RS “
Weight Weather Channel 1000
Weight DFS Channel 500
Threshold AP 250
Threshold Noise Floor &5
Threshold Channel Load )
Threshold Spectral RSSI 65

b Threshold TX Retries 300
Threshold RX Errors 50

Include Weather Channel B
Include DFS Channel @
Advanced Options v

darrp-optimize @ 86400

4. Goto AP Manager > WiFi Templates > AP Profile.
5. Click Create New, or edit an existing AP Profile.
6. Under the Radio 1 settings, enable Radio Resource Provision.
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7. Fromthe ARRP Profile dropdown, select the ARRP profile.

= & Install Wizard

© MapView

® Device & Groups > [+ CreateNew |[E Edit Edit AP Profile
>
® s

Name Platform Radio Mode
[ Wi Templates v .
v 24d FAP24D Access Point ome
AP Setings
Comments
AP Profile O | FAP24D-default FAP24D Access Point
SSID Access Point
O FAPS321Cdefault FAPS321C
WIDS Profile Access Point
Buetooth Profile Platform FAP24D -
Qs Profile Indoor / Outdoor @ LISl 'ndoor | Outdoor
Bonjour Profile Country / Region @ J Loading.
ARRP Profile. AP Login Password @ B8 Leave Unchanged [OS0N]
Access Control List Administrative Access O HTTPS 0 sNMP. O ssH
Client Load Balancing O Frequency Handoff [0 AP Handoff
Radio 1
Mode Disabled Dedicated Monitor | SAM
WIDS Profile ey
Radio Resource Provision ©
ARRP Profile No entry. -
Band
Q |+
Channel Width
O ARRP Profile
Channel Plan ©
1
Channels il Z
7 s 9 10 1
Short Guard Interval @
Transmit Power Mode © Percent

Transmit power is determined by multiplying set percentage with maximum
evice.

available power determined by region and FortiAP d

8. Configure the other options for the AP Profile, and click OK.
The settings can be deployed to FortiGate when the AP profile is assigned to a FortiAP. For example, see the install
preview below.

Install Preview of FortiGate-140E-POE
b

1: config wireless-controller arrp-profile
2 edit"anp-1*
3 setselection-period 3601
4 setmonitor-period 301
5 setweight-managed-ap 51
6 next
7: end
8: config wireless-controller wtp-profile
9:  edit24d"
0. unset comment
11 config radio-1
setband 802.11n
set darmp enable
set channel "1 “2" "3" 4" "5 *6" 17" "8" 9" "10" *11°
set arrp-profile "arrp-1*

To use an Access Control List:

1. Goto AP Manager > WiFi Templates > Access Control List.
2. Click Create New, or edit an existing Access Control List.
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3. Create Layer 3 IPv4 Rules for the Access Control List.

= & Install Wizard

@ Device & Groups D T More v CreateNe  Edit IPvd Rule
Map Vi
© MapView s
[E WiFi Templates
No record found. Name Rule ID ] :]
AP settings
Comm Comments
AP Profile
SSID
WIDS Profile
Bluetooth Profile Layer & Source Address any
Qs Profile +C Source Port 21
Bonjour Profile Destination Address 10.10.0.0/16
ARRP Profic Destination Port o

.
Access Contrl List Protoco 255
o
Action =3 o

FE:RATINET B o |
4. Create Layer 3 IPv6 Rules for the Access Control List.

& >~ @ (@Q)amin~
<

@ Device & Groups >[4 Create New \ @ E B Delete | [ More v CreateNe  Create New IPv6 Rule
© Vapview > ESiTnees
Sl z
Commt Comments
AP Profile
SSID
WIDS Profile
Bluetooth Profile Layer & Source Address 2001:db8:85a3:0:1111:8a2€:370:7334
QoS Profile ? Source Port 2
Bonjour Profile Destination Address 2001:0b8:8523:0:1111832¢:370:7336
AARRP Profile Destination Port 3

<

Access Control List Protocol [
Action Deny

£ alFld

Configure the other options for the Access Control List, and click OK.
Go to AP Manager > WiFi Templates > SSID.

Click Create New, or edit an existing SSID.

Go to the WiFi Settings section.

From the Access Control List dropdown, select the Access Control List.

= & Install Wizard

© o No o

® Device & Groups > EditssID - ssid11
© MapView 5 | —— s e oy
|m w,:mmhm . Qsnwp owrre Orewner
A st OFMG-Access ORADIUS Accounting OProbe Response
P Ocapwap Oone OFm
Osecurity Fabric Connection® Ospeed Test
oS Prafe 1Pv6 Administrative Access Ones OpiING OssH
et Pofie Osnwp Qwrre Orewner
SeSEaT Oany OFMG-Access. Ocapwap
R, DHCP Server B scver Relay
ARRP Profile Networked Devices
Access Control List Device Detection @
WiFi Settings
ssiD fortinet11
Security Mode WPAZ Personal
PMF Enabled  Optional
Cifent Limit o
Pre-shared Key Mode Multiple
Passphvase  eesswess
Broadcast SSID ©
Schedule Ciick here to select
“Access Control it None n -
Block Intra-SSID Traffic
Broadcast Suppression o *
Bt
OHCP unicast x
DHP upiink x

3 Entries Selected
Filter Clients by MAC Address

rraTiner [ o e
10. Configure the other options for the SSID, and click OK.

The settings can be deployed to FortiGate when the SSID is assigned to a FortiAP. For example, see the install
preview below.
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Install Preview of FortiGate-140E-POE

config wireless-controller access-control-fist
edit acl-1*
config layer3-ipvd-rules

setsrcport 21
set dstaddr 10.10.0.0/255.255.0.0
set action allow
next
end
config layer3-ipvé-rules
edit2
set srcaddr 2001:db8:8533:0:1111:8a2€:370:7334
set srcport 2
set dstaddr 2001:db8:8523:0:1111:8a2¢:370:7336
set dstport 3
set protocol 6
set action allow

config wireless-controller vap
edit "ssid11"
set ssid "fortinet11"
set quarantine disable
set passphrase ENC Z8Zpc/bwU2j1HXCFArmMOnzCFKkfsvyVUpfozmu1SW0GZOYyp7aXIRXMCVioaXasMRaZgm7CdQs)
set access-control-fst "acl-1"

AP groups can be now formed with different AP models -7.2.2

AP groups can be now formed with different AP models.

1. To view AP groups from the AP Manager pane, go to AP Manager and select List > Group from the toolbar.
[ Edit | [ @ Delete & Register | [ #& Assign Profile o

@ show Charts | | [@ List v
u] ‘ Access Point + ‘ Status 55IDs + Rodio1 | | Channel < Clients Temperature + 05 Version + AP Profile = Connected Via + ‘ Model + v Ust el Utilization
- . fortinet-ga3 (vap_qad) @0 R1:0 Radio
(=S © Offline fortinet-qad (v2p.qad) @0 R20 320B-cus1 3208 .
(@ All Tunnel Mode SSIDs @0 RL:0 roup
o = @ Offine None @0 R2:0 FAP231E-profile1 (Overridden) 231E @0
@ fortinet_qat (vap_ga1) @0 R3:0 (=1
- . N/A @NA RL:0 0
[m S © Offline @na @ R20 221E @0
["BEY © Offline @ fortinet-qa2 (vap_qa2) @0 R1:0 112B-cus1 1128
[=lEY © Offine @NA @NA R1:0 11C_cust, 11c

2. When creating or editing an AP group, the requirement to specify an AP model is removed. FortiManager use the
Any type by default, and any model can be specified.

Edit FortiAP Group %
Name ‘ newgroup ‘
FortiGate ‘ 4 Branch18 (root) - ‘
FortiAPs ‘ a ‘

FAP1' o x
FP1188 - x
FP23 = m— x
FP32 x
FP22 = wemm—— x

5 entries selected

AP Manager improvements in naming and tooltips -7.2.5

AP Manager improvements in naming and tooltips for a better user experience.
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» ARRRP Profiles have been moved from Protection Profiles to Operation Profiles.

= & Install Wizard ADOM: adom.74 >
@ Dashboard FortiAP Profiles | QoS Profiles | FortiAP Configuration Profiles [RAGGIIoe NS
& Device Manager
=
+ Create New | | [ Edit | | i Delete | | § Morev

B oy 8 Onecs \ | EEDIFEEE)
L VPN Manager > O | Names Comments =
@ AP Manager v O arpdefault

Managed FortiAPs

WiFi Maps

ssiDs

Operation Profiles

Connectivity Profiles

Protection Profiles

WIFi Settings
FortiSwitch Manager >
B Extender Manager >
@ Fabric View >
® FortiGuard >
£ System Settings >

« When editing SSID advanced features:

» Additional AKMs is displayed when the Security Mode under WiFi Settings is set to WPA3 Enterpise Transition
or WPA3 SAE Transition and hidden for the other security modes.

12 FMGVM67

@ Dashboard

2 Device Manager

B Policy & Objects

5 VPN Manager

@ APManager
Managed FortiAPs
WiFi Maps
SSIDs
Operation Profiles
Connectivity Profiles
Protection Profiles
Wi Settings

8 FortiSwitch Manager

B Extender Manager

@ FabricView

© FortiGuard

4 System Settings

FERTINET

Create New SSID
WiFi Settings

ssID
Security Mode
Client Limit

Authentication

Broadcast SSID
Schedule

Block Intra-SSID Traffic
Optional VLAN ID

Broadcast Suppression

Filter Clients by MAC Addres;
RADIUS Server

VLAN Pooling

Quarantine Host

Qos Profile

L3 Firewall Profile

ADOM:adom 74  >_

o-

[ fortinet

| WPA3 Enterprise Transition

e ]
DIUS Server

cnﬁ select

7

Click to select

o \
©
B \
'ARPs for known clients x
'DHCP unicast x
DHCP uplink x
3 entries selected
[ )
©

| Click to select

| Click to select

«

Additional AKMs @

0 AKM6 |

Advanced Onfinns \

* The tooltip message has been updated to "Use AKM suite employing SHA256 keys".

DHCP uplink

3 entries slected

Filter Clients by MAC Address
RADIUS Server @

[Slzd Managed AP Group | Round Robin

VLAN Pooling
Quarantine Host ©
Qos Profile | clickto select

| clickto select

Use AKM suite employing SHA256 keys
ditional AKMs @

0 AKM6
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o When creating a new AP profile:
. Hndoff STA Thresh has been renamed to Handoff Station Threshold.

ADOM:adom 74 >_ @~ 1 Y admi
Create New AP Profile x
short Guard Interval o
Transmit Power Mode @© Percent
Transmit power y multiplying set percentage with maxi lable power
determined by region and FortiAP device.
O dBm
Power is setting using a dBm value.
O Auto
Set a range of dBm values and the power is set automatically.
Transmit Power 0100 %
Monitor Channel Utilization ©

Advanced Options >
System Log.
Syslog Profile o

LAN Configuration

Port ESL Mode B AT to LAN | Bridee to LAN | Bridee to SSID
Handoff Station Threshold @ 55 | 5-60)

ESL SES Dongle Configuration

APC FQDN [ |

« Atooltip has been added for Handoff Station Threshold: "The access point handoff threshold. If the access
point has more clients than this threshold it is considered busy and clients are referred to another access point".

ADOM:adom74 >. @~ 0 1~ efdmm 5
Create New AP Profile x
Short Guard Interval o
Transmit Power Mode @© Percent
2 jth maximum available power

determined by region and FortiAP device.

O d8m
Power is setting using a dBm value.
O Auto
Set a range of dBm values and the power is set automatically.
Transmit Power © 100 %
Monitor Channel Utilization [ <]

Advanced Options >
System Log.

log Profile fo
‘The access point handoff threshold. If the

LAl access point has more clients than this
threshold itis considered busy and clients are

por referred to another access point

Handoff Station Threshold @

| 5-60)

ESL SES Dongle Configuration

APC FQDN |

Location Based Services.

o The Handoff Station Threshold value matches the FortiOS range of 5-60 with a default value of 55.

Create New AP Profile x
short Guard Interval o
Transmit Power Mode @© Percent

i y multiplyi jith maximum available power
determined by region and FortiAP device.

O dBm

Power is setting using a dBm value,
O Auto
Set a range of dBm values and the power is set automatically.
Transmit Power 0100 %
5SIDs @ Tunnel
Monitor Channel Ulization ©

Advanced Options >

System Log.

Syslog Profile o
LAN Configuration

Port ESL Mode NAT to LAN | Bridge to LAN | Bridge to SSID
Handoff Station Threshold @ 55 | 5-60) |

ESL SES Dongle Configuration

APC FQDN [ |

Location Based Services.

FortiSwitch Manager
This section lists the new features added to FortiManager for FortiSwitch manager:
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Configuration enhancement improves multiple port selection in FortiSwitch Templates on page 93

« NAC policy added to policy package 7.2.1 on page 95

» NAC policy enhanced with FortiLink settings, LAN segments, and NAC policy tags 7.2.1 on page 103
o LAN-Edge: Keep VLAN info when cloning FortiSwitch template 7.2.1 on page 106

Configuration enhancement improves multiple port selection in FortiSwitch
Templates

In FortiManager 7.2.0, a configuration enhnacement improves multiple port selection in FortiSwitch Templates to
optimize the admin workflow.

To view FortiSwitch multi-port selection enhancements:

1. InFortiManager, go to FortiSwitch Manager > FortiSwitch Templates.
2. Edita FortiSwitch Template, select the ports, and right-click to see the context menu.

£5% FortiSwitchManager v = & Install Wizard

[ Edit

 Device & Groups > Edit FortiSwitch Template i Delete
[ FortiSwitch Templates v
Template Name 142 Native VLAN
FortiSwitch Template
VLAN
i Mod
Security Policy 37/63 ode >
LLDP Profile Platforms FortiSwitch-424D POE >

DHCP Snooping >

QoS Policy IGMP Snooping >
QoS Egress Queue Policy stP N
QoS IP precedence/DSCP Switch VLAN Assignments LoopGuard >
QoS 802.1p + Create [# Edit I Delete i Column Settings v Edge Port > Q
Custom Command O Port Description Mode Enabled Features Native VLAl STPBPDU Guard > yed VLAN POE DHCP Snooj
o "t Static Edge Port default STPRoot Guard > antine Quntrusted
Spanning Tree Protocol Security Policy
port2 Static Edge Port default QoS Policy antine Q@Untrusted
Spanning Tree Protocol LLDP Profle
port3 Static Edge Port default antine Q@Untrusted
Spanning Tree Protocol
port4. Static Edge Port. default quarantine Q@Untrusted
Spanning Tree Protocol
o port5 Static Edge Port default quarantine QUntrusted
Spanning Tree Protocol
o port6 Static Edge Port default quarantine Q@Untrusted
Spanning Tree Protocol
o port7 Static Edge Port default quarantine Q@Untrusted
Spanning Tree Protocol
o port8 Static Edge Port default quarantine Q@Untrusted
Spanning Tree Protocol
o port9 Static Edge Port default quarantine Q@Untrusted
Spanning Tree Protocol >
»
Custom Command Entry
+ CreateNew [ Edit i Delete & Column Settings v Q
O Name Script Name

Ganca
The following options are now available in the dropdown menu.
« Native VLAN
Allowed VLAN
Security Policy
« QoS Policy
» LLDP Profile
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As an example, if you choose Native VLAN, you can select the native VLAN from the object selector.

Install Wizard

@ Device & Groups > Edit FortiSwitch Template

[ FortiSwitch Templates

Imported from switch 5424DN3X16000142

Obiject Selector
h

s s

FSPVLAN (8) ~

default

Template Name 142
FortiSwitch Template
Description
VLAN
Security Policy.
LLDP Profile Platforms FortiSwitch-424D
Qos Policy
QoS Egress Queue Policy
Switch VLAN Assignments

QoS IP precedence/DSCP

QoS 802.1p + Create [# Edit @ Delete #& Column Settings v

Custom Command O Port Description
portl
[m]

port2
port3,

portd

ports

port6

port7

ports

port9

o
o
o
o
o

Custom Command Entry

+ CreateNew [# Edit [ Delete #& Column Settings v

O Name

Static

Static

Static

Static

Static

Static

Static

Static

Static

Install Wizard

nac_segment

onboarding
quarantine

Q rspan

Enabled Features Native VLAN video

Edge Port default -

Spanning Tree Protocol vian111

Edge Port default VLANID: 111

‘Spanning Tree Protocol voice

Edge Port default

‘Spanning Tree Protocol

Edge Port default

‘Spanning Tree Protocol

Edge Port default

Spanning Tree Protocol

Edge Port default

Spanning Tree Protocol

Edge Port default

Spanning Tree Protocol

Edge Port default

Spanning Tree Protocol

Edge Port default

Spanning Tree Protocol -

Cancel (@[3 Jrotat:s

@ Device & Groups > Edit FortiSwitch Template

[ FortiSwitch Templates

Template Name 142
FortiSwitch Template
Description Imported from switch S424DN3X16000142
VLAN
Security Policy.
LLDP Profile Platforms FortiSwitch-424D
Qos Policy
QoS Egress Queue Policy
Switch VLAN Assignments

QoS IP precedence/DSCP

QoS 802.1p + Create [# Edit @ Delete #& Column Settings v

Custom Command O Port Description
portl
[m]

port2
port3,

portd

ports

port6

port7

ports

port9

o
o
o
o
o

Custom Command Entry

+ CreateNew [# Edit [ Delete #& Column Settings v
O Name

FortiManager 7.2.0 New Features Guide
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Static

Static

Static

Static

Static

Static

Static

Static

Static

4
37/63
Q
Enabled Features Native VLAN Allowed VLAN POE DHCP Snooj
Edge Port default quarantine QUntrusted ~
Spanning Tree Protocol
Edge Port vian111 quarantine Q@Untrusted
Spanning Tree Protocol
Edge Port vian111 quarantine Q@Untrusted
Spanning Tree Protocol
Edge Port vian111 quarantine Q@Untrusted
Spanning Tree Protocol
Edge Port default quarantine QUntrusted
Spanning Tree Protocol
Edge Port default quarantine QUntrusted
Spanning Tree Protocol
Edge Port default quarantine QUntrusted
Spanning Tree Protocol
Edge Port default quarantine QUntrusted
Spanning Tree Protocol
Edge Port default quarantine QUntrusted
Spanning Tree Protocol >
»
Q
Script Name
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As another example, when choosing Allowed VLAN, you can use the object selector to set the allowed VLAN.

£33 FortSwich Manager v =

& Install Wizard

@ Device & Groups > Edit FortiSwitch Template

EE] FortiSwitch Templates v

FortiSwitch Template

VLAN

Template Name 142

Description

Imported from switch 5424DN3X16000142

Security Policy

LLDP Profile Platforms FortiSwitch-424D
Qos Policy
QoS Egress Queue Policy

Switch VLAN Assignments

QoS IP precedence/DSCP

Qos 802.1p

Custom Command O Port Description
g Pt
port2
portd
portd
g Pt
o Pt
o P
g Pt
g P

Custom Command Entry

+ Create [# Edit @ Delete #& Column Settings v

Static

Static

Static

Static

Static

Static

Static

Static

Static

+ CreateNew [# Edit T Delete # Column Settings v

O Name

& Install Wizard

Enabled Features

Edge Port

Spanning Tree Protocol
Edge Port

‘Spanning Tree Protocol
Edge Port

‘Spanning Tree Protocol
Edge Port

‘Spanning Tree Protocol
Edge Port

Spanning Tree Protocol
Edge Port

Spanning Tree Protocol
Edge Port

Spanning Tree Protocol
Edge Port

Spanning Tree Protocol
Edge Port

Spanning Tree Protocol

Cancel

Q
Native VLAN

default

vian111

vian111

vian111

default

default

default

default

default

Object Selector +- £ x

all

default
nac_segment
onboarding
rspan

vian111
VLANID: 111

voice

@ Device & Groups >

Edit FortiSwitch Template

EE] FortiSwitch Templates v

FortiSwitch Template

VLAN

Template Name 142

Description

Imported from switch 5424DN3X16000142

Security Policy

LLDP Profile Platforms FortiSwitch-424D
Qos Policy
QoS Egress Queue Policy

Switch VLAN Assignments

QoS IP precedence/DSCP

Qos 802.1p
Custom Command O Port Description
portl
[m]
port2
portd
portd
ports
[m]
porté.
[m]
port7
[m]
rt8
n oPe

Custom Command Entry

+ Create [# Edit @ Delete #& Column Settings v

Static

Static

Static

Static

Static

Static

Static

Static

+ CreateNew [# Edit T Delete # Column Settings v

O Name

Enabled Features

Edge Port

Spanning Tree Protocol
Edge Port

‘Spanning Tree Protocol

Edge Port
‘Spanning Tree Protocol

Edge Port
‘Spanning Tree Protocol

Edge Port
Spanning Tree Protocol
Edge Port
Spanning Tree Protocol
Edge Port
Spanning Tree Protocol
Edge Port

Native VLAN

default

vian111

vian111

vian111

default

default

default

default

Cancel

3. After the settings are applied, you can install the changes to a FortiGate.

NAC policy added to policy package -7.2.1

Q
Allowed VLAN POE DHCP Snooj
quarantine QUntrusted
video Q@Untrusted
onboarding
quarantine
video Q@Untrusted
onboarding
quarantine
video Q@Untrusted
onboarding
quarantine
quarantine QUntrusted
quarantine QUntrusted
quarantine QUntrusted
quarantine QUntrusted
»
Q

Script Name

The network access control (NAC) policy is added to manage policies for FortiSwitches in per-device or central

management mode.

You can create a NAC policy that matches devices with the specified criteria, devices belonging to a specified user
group, or devices with a specified FortiClient EMS tag. Devices that match the policy are assigned to a specific VLAN or
have port-specific settings applied to them.

FortiSwitch Manager also supports dynamic port policy and FortiLink configuration.

This topic includes steps to create:
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« aNAC Policy

e adynamic firewall address

» adynamic port policy

o aFortiLink Settings template

To create a NAC Policy:

NV To make the NAC Policy option available, you must enable it in the Display Options for Policy

‘9' & Objects.
- Go to Policy & Objects > Tools > Display Options. In the Policy section, select the checkbox for
= NAC Policy and click OK. The NAC Policy option will now display in the tree menu.

Policy & Objects ~ = B PolicyPackage » % Install Wizard v @ ADOM Revisions €k Tools +

B Policy Packages

v 4 CreateNew v [Edtv @ Delete [ESectionv @ Policyls Display Options

1& Search. Q 0O # Name From To
T FortiGate-140E-POE 1 lan war
Firewall Policy O Traffic Shaping Footer Policy. 0 Security Policy
fext-ipsec-FOA4I xt-ipsect xt-ipsec-t -
TS o2 extipsecFOD [ fextipsec-FOIL [ fext-ipsec-FO O 1Pvé Access Control List [ IPv6 Access Control List [ Proxy Policy
. O Central SNAT O Central DNAT O 1Pv6 Central DNAT
@2 default o 3 fext-ipsec-JaBI O fext-ipsec-JqBl K fext-ipsec-JaE O 1Pv4 DoS Policy O 1Pv6 DoS Policy O 1Pv4 Interface Policy
& Object Configurations > O v implicit(4-4 / Totak: 1) O IPv6 Interface Policy 0 IPv4 Multicast Policy 0 IPv6 Multicast Policy
O IPv4 Local In Policy O 1Pv6 Local In Policy O Traffic Shaping Policy
o 4 Implicit Deny 8 any O any O Firewall Virtual Wire Pair Policy

C Policy Block O Policy Block

C Normalized Interface

C Firewall Objects O Intemet Service O Multicast Addresses
[ Virtual Servers [ Health Check
O Web Proxy Forwarding Server [ Authentication Scheme [ ZTNA Server
O ZINATeg
© security Profiles 0 DNS Fiter 0 Web Application Firewall
ter

o volP

O icap 0 Pro

0 Profile Group [ Web Rating Overrides [0 Web URL Filter

O Web Content Filter O Web Filter Local Category  [] File Filter

0 File Fiter Profile [ Video YouTube Channel Filter [ ICAP Servers
O Application Group

0 Email List

C Fabric Connectors.

© User & Authentication

Check All Reset to Default | o] Cancel
FEATINET

If using ADOMSs, ensure that you are in the correct ADOM.

Go to Policy & Objects > Policy Packages.

In the tree menu for the FortiGate policy package, select NAC Policy.
Click Create New.

Enter the following information:

Option Description

Name Enter a unique name for the policy.

o obd-=

Status Set the policy to Enabled or Disabled.

FortiLink Interface Use the search field to find and select the FortiLink interface.
FortiSwitch Groups Select All or Specify the FortiSwitch groups.

Description Optionally, add a description for the policy.

Device Patterns

Category Select Device, User, or EMS Tag.

For Device pattern fields, you can use the wildcard * character when entering
the value to be matched.
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Option Description

MAC Address Enable or disable matching a MAC address, then enter a MAC address.
Only available if Category is Device.

Hardware Vendor Enable or disable matching a hardware vendor, then enter a hardware vendor
name.

Only available if Category is Device.

Device Family Enable or disable matching a device family, then enter a device family name.
Only available if Category is Device.

Type Enable or disable matching a device type, then enter a device type.
Only available if Category is Device.

Operating System Enable or disable matching an operating system, then enter an operating
system.

Only available if Category is Device.

User group Select a user group.
Only available if Category is User.

FortiClient EMS Tag Select a FortiClient EMS tag.
Only available if Category is EMS Tag.

Switch Controller Action

Assign VLAN Enable to select a VLAN interface for the switch controller action.

Bounce Port Enable or disable the bounce port.

Assign device to dynamic Enable to use a dynamic firewall address for matching a device, then select

address the address. See To create a dynamic firewall address for the NAC Policy: on
page 98 below.

Wireless Controller Action

Assign VLAN Enable to select a VLAN interface for the wireless controller action.

Revision

Change Note Add a description of the changes being made to the policy. This field is
required.

FortiManager 7.2.0 New Features Guide
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= B PolicyPackage + & Install Wizard & ADOM Revisions ¥ Tools +

@ Policy Packages v Edit NAC Policy.
1 Search.. Q
93 FortiGate-140E-POE Name? nac_policy_1
Firewall Policy Status (YIS © Disabled
FortiLink Interface @ fortilink @
Installation Targets FortiSwitch Groups Al
©D default @ FSW_GRP. @ |+ x
 Object Configurations > Description
y
0/63

Device Patterns
Category User  EMSTag
MAC Address )
Hardware Vendor o
Device Family © Fortiswitch
Type o )
Operating System [e ]
User o )
Switch Controller Action
Assign VLAN )
Bounce Port ©

Assign device to dynamic address @
Wireless Controller Action
Assign VLAN [}

Revision

Change Note *

FE:RTINET Cancel

6. Click OKto save the policy.
You can now deploy the NAC policy using the Install Wizard. For example, see the install preview below:

Install Preview of FortiGate-140E-POE

26 next
27 end
2 config User nac-poticy
| edit "nac_policy_1"

set family “FortiSwitch

set switch-fortilink *fortilink”
b next
L end
Confg frewall schedule recurring,
35 delete "none”
36: end
37: config vpn ssl web portal
38
39.
40: config vpn ssl web host-check-software
4% purge
42: end
43: config voip profile
44: delete "strict”
Pt

46: config dip profile
47: delete "Large-File"

48:  delete “Content_Summary"
49:  delete “Content_Archive"

To create a dynamic firewall address for the NAC Policy:

Go to Policy & Objects > Object Configurations > Firewall Objects > Addresses.
Click Create New.

From the Type dropdown, select Dynamic.

For the Sub Type field, select Switch Controller NAC Policy Tag.

From the Interface dropdown, select the FortiLink interface.

o prhoobd=
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6. Configure the other options, as needed.

Policy & Objects v
B Policy Packages
| . Object Configurations

Normalized Interface

B Firewall Objects
Addresses
‘Wildcard FQDN Addre..
Services
Schedules
Virtual IPs
1P Pools
Traffic Shapers
Shaping Profile

© Security Profiles

% Fabric Connectors

& User &Authentication

FERTINET

& Install Wizard

~ @ ADOM

Name.

Color

Type

Sub Type

Interface

Comments

Add To Groups

Advanced Optior

Revision

Change Note®

Revision History

S Reve

Create New Firewall Address

Static Route Configuration

ns >

Per-Device Mapping >

&3 View D

dynamic_address

*

Dynarmic

SDN | Clear?

& fortilink
[e]

Click to select

7. Click OKto save the dynamic firewall address.
You can now use the dynamic firewall address in a NAC policy through the Assign device to dynamic address

s Policy & Objects ~ =

B Policy Package ~ & Install Wizard  + @ ADOM

option. For example, see the NAC policy configuration below:

£ Tools +

B switch Controller NAC Policy Tag

Search.

N

4
0763

b

B Policy Packages ~ Edit NAC Policy
1& Search.. Q
Name® nac_policy_1
©L FortiGate-140E-POE
Status LAEEE ©Disabled
Firewall Policy
FortiLink Interface Q@ fortiink
e Fortswit Groups a
@B default @ FSW_GRP
5 Object Configurations > Deseription
Device Patterns
Category User  EMSTag
MAC Address o
Hardware Vendor o
Device Family © Fortiswitch
Type [e ]
Operating System o
User (o]
Switch Controller Action
Assign VLAN o
Bounce Port ©
O e
Wireless Controller Action o
s AN ol
# dynamic_address
Revision test
Change Note *
FIRTINET

Cancel

The firewall address will be included when the NAC policy is deployed. For example, see the install preview below:
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Install Preview of FortiGate-140E-POE

To create a dynamic port policy:

1
2
3.
4

Go to FortiSwitch Manager > FortiSwitch Templates > Dynamic Port Policy.
Click Create New, and enter a Name for the dynamic port policy.

In the Policy Information section, click Create New.

Enter the following information for the dynamic port policy rule:

Option Description

Name

Status
Description
Device Patterns
MAC Address
Host

Hardware Vendor

Device Family

Type

Switch Controller Action
LLDP Profile

QoS Policy

802.1X Policy

VLAN Policy

FortiManager 7.2.0 New Features Guide

Fortinet Inc.

Enter a unique name for the dynamic port policy rule.
Set the rule to Enabled or Disabled.

Optionally, enter a description for the rule.

Enable or disable matching a MAC address, then enter a MAC address.
Enable or disable matching a host address, then enter a host address.

Enable or disable matching a hardware vendor, then enter a hardware vendor
name.

Enable or disable matching a device family, then enter a device family name.

Enable or disable matching a device type, then enter a device type.

Enable to select an LLDP profile for the switch controller action.
Enable to select a QoS policy for the switch controller action.
Enable to select an 802.1X policy for the switch controller action.

Enable to select a QoS policy for the switch controller action.
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® Device & Groups > Create New Dynamic Port Policy Create New Dynamic Port Policy Rule
[ FortiSwitch Templates v
FortiSwitch Template
VIAN =
Description Status @Disabled
ynamcor Pt L
Description
FortiLink Settings
VDOM Settings

Name dppl Name. dppl

Security Policy

Policy Information
LLDP Profile

-
QoS Egress Queue Policy

QoS IP precedence/DSCP O | Name

QoS 802.1p No record found.

Device Patterns.

MAC Address
Host
Hardware vendor

Custom Command

Device Family FortiSwitch

00000

Type

Switch Controller Action

LLDP Profile
Qos Policy
802.1X Policy.
VLAN Policy

CRCRCRC]

Click OK to save the dynamic port policy.
Go to FortiSwitch Manager > FortiSwitch Templates > FortiSwitch Template.
Click Create New, and enter a Template Name and Platform.
In the Switch VLAN Assignments table, select a port and click Edit.
The Edit VLAN Assignment dialog displays.
9. Forthe Access Mode field, select dynamic.
10. From the Port Policy dropdown, select the dynamic port policy.

© N o o

Edit VLAN Assignment

Type
Port Name

Description

Access Mode nac__static

dppl

Security Policy Click to select
LLDP Profile B default-auto-is!
QoS Policy. B gefault

PoE Status

DHCP Snooping

Loop Guard
TP

Edge Port

STP BPDU Guard

STP Root Guard

Advanced Options >

11. Click OK.
12. Click OKto save the FortiSwitch Template.

The configuration will be deployed to the FortiGate device when the template is assigned to a FortiSwitch. For
example, see the install preview below:
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Install Preview of FortiGate-140E-POE

54:  edit "PUA21E3X16000001"
set uuid 5f3810cc-394f-51ed-9bas-ffBcOcfcSeb
next

end
58: config switch-controller dynamic-port-policy
s
set fortilink *fortilink’
config policy
edit "dpp1"
set family "FortiSwitch”
xt

end
next
end
config switch-controller managed-switch
edit "5248DF3X17000116"
config ports
edit "port3*
set access-mode dynamic
set port-policy "dpp1”

To create a FortiLink Settings template:

1. Go to FortiSwitch Manager > FortiSwitch Templates > FortiLink Settings.
2. Click Create New.
3. Enter the following information:

Option Description

Name Enter a name for the FortiLink Settings template.
NAC VLAN segmentation Enable or disable NAC VLAN segmentation.
Primary Interface Select the primary interface.

Onboarding VLAN Select the onboarding VLAN interface.
Segment VLANs Select the segment VLANS.

® Device & Groups > Create New FortiLink Settings
| @ Fortiswitch Tempiates v
FortiSwitch Templat
CEETENEIEED Name fortilinkt
VLAN
NAC VLAN segmentation Gl © Disabled

Dynamic Port Policy

Primary interface @ 8 nac_segment B
Fortlink Settings.

VDOM settings Onboarding VLAN & onboarcing :
Security Policy. Segment VLANs *

LLDP Profile o

QoS Policy

1 entry selected
QoS Egress Queue Policy entry selectes

QoS IP precedence/DSCP
Qos 8021p

Custom Command

4. Click OKto save the FortiLink Settings template.
5. Go to FortiSwitch Manager > FortiSwitch Templates > VDOM Settings, and edit a FortiGate's mapped FortiLink.
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> EditMapping

FortiLink B fortilink
VLAN
NAC Settings fortilink1

Dynamic Port Settings default

QoS Policy
QoS Egress Queue Policy.
QoS IP precedence/DSCP
Qos 802.1p

Custom Command

7. Click OK.

The configuration can now be deployed to FortiGate devices, as needed. For example, see the install preview
below:

Install Preview of FortiGate-140E-POE

NAC policy enhanced with FortiLink settings, LAN segments, and NAC policy tags -
7.2.1

In FortiManager 7.2.1, NAC policies are enhanced with FortiLink settings (with VDOM support), LAN Segments, and
NAC policy tags.

To create a new FortiLink Setting template:

1. Go to FortiSwitch Manager > FortiSwitch Templates > FortiLink Settings, and click Create New.

2. Configure the details of the FortiLink Settings template, including the Name, NAC VLAN Segmentation, Primary
Interface, Onboarding VLAN, and Segment VLANSs.
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3. Click OKto save the template.

£.% FortiSwitchManager v = & Install Wizard

@ Device & Groups > Edit FortiLink Settings

EE] FortiSwitch Templates v

FortiSwitch Template Name fortilink_setting1
VAN NACVLAN segmentation EX ©oisbicd
Dynamic Port Policy Primary interface @ ® nac_segment

FortiLink Settings Onboarding VLAN @ onboarding

VDOM Settings

Segment VLANs B
Security Policy

LLDP Profile Bz
Qs Policy .

QoS Egress Queue Policy
QoS IP precedence/DSCP
Qos 802.1p

Custom Command

4. Go to FortiSwitch Manager > FortiSwitch Templates > VDOM Settings to assign the FortiLink Settings template to a
FortiGate in NAC Settings.

= & nstall Wizard

@ Device & Groups > Edit Mapping
EE] FortiSwitch Templates v
FortiSwitch Template FortiLink 8 fortilink

VLAN NAC Settings fortilink_settingl

Dynamic Port Policy Dynamic Port Settings -

FortiLink Settings

VDOM Settings

Security Policy.

LLDP Profile

Qos Policy

QoS Egress Queue Policy
QoS IP precedence/DSCP
Qos 802.1p

Custom Command

5. Install the FortiLink settings to FortiGate using the Install Wizard.

Install Preview of gate35

1: config switch-controller fortilink-settings
edit "fortilink_setting1"
config nac-ports
set onboarding-vian "onboarding"
set lan-segment enabled
set nac-lan-interface "nac_segment”
set nac-segment-vlans "video" "voice”
end
set fortilink “fortilink”

: config system interface
: edit "fortilink”
set switch-controller-nac "fortilink_setting1"
: next
16: end

To configure NAC policy tags:

1. Dynamic Firewall Address with the Switch Controller NAC Policy Tag Sub Type can be created or edited in Policy
& Objects > Object Configurations > Firewall Objects > Addresses.
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Policy Packages >

I Object Configurations v

Normalized Interface
© 2 Firewall Objects
Wildcard FQDN Addresses
Services
Schedules
Virtual IPs
1P Pools
Traffic Shapers
Shaping Profile
@ Security Profiles

$ Fabric Connectors

2 User & Authentication

Policy Package & Installv @ ADOM Rey

+ Create New~ [ Edit B Delete  § Morew %5 Column Settings v |

O Name Type

O & none Firewall Address
O B login.microsoftonline.com Firewall Address
O B loginmicrosoft.com Firewall Address
O B loginwindows.net Firewall Address
O B gmaicom Firewall Address
O B wildcard.google.com Firewall Address
O B wildcard.dropbox.com Firewall Address
O D SSLVPN_TUNNEL_ADDR1 Firewall Address
o Bal Firewall Address
O B FIREWALL AUTH_PORTAL ADD! Firewall Address
O B FABRIC_DEVICE Firewall Address
O B metadata-server Firewall Address
O =i Dynamic Firewall Address
O #da2 Firewall Address
O #das Firewall Address
0O ™ Gsuite Address Group
O ™® Microsoft Office 365 Address Group
O D SSLVPN_TUNNEL IPv6_ADDR1  IPv6 Address
o DBal IPvé Address
O & none 1Pv6 Address

Details

1P/Netmask:: 0.0.0.0/255.255.255.25
FQDN:login.microsoftonline.com
FQDN:login.microsoft.com
FQDN:loginwindows.net
FQDN:gmail.com

FQDN:* google.com

FQDN:* dropbox.com

IP Range:: 10.212.134.200-10212.18
1P/Netmask:: 0.0.0.0/0.0.00
1P/Netmask:: 0.0.0.0/0.0.00
1P/Netmask:: 0.0.0.0/0.0.00
1P/Netmask:: 169.254.169.254/255.2

gmail.com, wildcard google.com
login.microsoftonline.com, login.micrc
1Pv6 Subnet: fdff:ffff:;/ 120

1Pv6 Subnet: :/0

1Pv6 Subnet: :/128

Create New Firewall Address

Name
Color
Type

Sub Type

Interface

Static Route Configuration
Comments

Add To Groups

Advanced Options >

Per-Device Mapping

dynamic_address1
Dynamic
SDN | ClearPass-s
Cany

Click to select

FSSO

Switch Controller NAC Policy Tag

Switch Controller NAC Policy Teg

Cancel

2. The configured firewall address can be used in Policy & Objects > Policy Packages > NAC Policy > Switch
Controller Action > Assign Device to Dynamic Address.

Policy Package~ & Instally @ ADOM Rey

Policy Packages v

& Search Q

default

OB gate3s

Firewall Policy

NAC Policy
Installation Targets

M Object Configurations >

Edit NAC Policy
Name* npl
Status © Enabled IIVERE]
FortiLink Interface @ fortilink @
FortiSwitch Groups Specify
Description
/
0763
Device Patterns
Category PR User EMSTag
MAC Address ©| 541210
Hardware Vendor © del
Device Family © | Fortiswitch
Type o
Operating System o
User o
Switch Controller Action
Assign VLAN © [ default v
Bounce Port o
Assign device to dynamic address @ O” # dynamic_address1 l v
Wireless Controller Action
Assign VLAN ©| Ovian300 v
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3. The NAC policy change can be installed to FortiGate using the Install Wizard's Install Policy Packages & Device
Settings option.

Install Preview of gate35

1: config firewall address
2 edit "dynamic_address1"
3 setuuid
set type dynamic
5. setsub-type swe-tag
6 next
7: end
8: config switch-controller mac-policy
9: edit"np1’
10: setvian"_default”
11 next
12: end
13: config user nac-policy
14: edit"np1’
15:  set firewall-address "dynamic_address1"
16 next
17: end
18: config switch-controller lldp-profile
19 delete "fortivoice fortilink"
20: end
21: config firewall address
22 delete "da33"
23: end

LAN-Edge: Keep VLAN info when cloning FortiSwitch template -7.2.1

Cloning the FortiSwitch template to a a different switch platform can keep the VLAN settings from the source template.

If the switch model is changed, choose Reset to Default or Keep Settings when changing the FortiSwitch platform.

Change Platform

Switch to a different platform may result invalid VLAN assignment configurations.
Please choose one of the following options.

@ Reset to Default
AIIVLAN assignments will be reset to the default settings of the new platform.
O Keep Settings

Keep all current VLAN assignments for the new platform. You could validate and
make changes on top of that.

If Reset to Default is selected, the port configurations are discarded.

If Keep Settings is selected, the port configuration from the source template is copied into the cloned template.
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+ When the cloned template has more ports than the original, the additional ports do not appear in the template. You
will have to add these ports manually.

» When the cloned template has fewer ports than the original, the additional ports must be deleted before you can
save the cloned template.

Extender Manager

This section lists the new features added to FortiManager for Extender manager:

« Extender Manager displays the ESN IMEI, phone number, IMSI, and ICCID as columns for all managed
FortiExtenders 7.2.2 on page 107

Extender Manager displays the ESN IMEI, phone number, IMSI, and ICCID as
columns for all managed FortiExtenders -7.2.2

Extender Manager displays the ESN IMEI, phone number, IMSI, and ICCID as columns for all managed FortiExtenders.

To view the additional information for a FortiExtender:

1. In FortiManager, go to Extender Manager > Managed Extenders.

2. The columns for ESN IMEI, Phone Number, IMSI, and ICCID are available and the relevant information is
displayed.

@ Managed Extenders v [ Edit | [@ Delete |[@ Assign Profiles | [B Authorize | [@ Deauthorize | [ View Detals |[§ More

1& Search...

QO |Name RSS! Network Data Usage ESN IMEI
‘©Managed FortiGate (2)

4+ FortiGate-140E-POE (2)

Ml IcciD Temperk -3

odem1-SIM1: 0 B

- = m
& profies , O 8o Good |(-68) T RogersWCDMA | 00" "0 T
- = modem1-SIM1: 0 B
O | & Fxoes91 A modem1-SIM2: 0 B

modem?1: 359073066; modem1-SIM2: +160465 modem1-5IM2: 30272039884 modem1-SIM2: 893027204219832 55.60

modem1: 359073061
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Viewing the details of a FortiExtender device also displays this same information.

£  Extender Manager v = & Install Wizard

® Mo B+ Gein ] 80 |3 oesisotmavtessie
18 Search... Q @ | Name RSSI Service WCDMA
& Managed FortiGate (2) [T —— WAN Address 0000
+ FortiGate-140E-POE (2) Default Gateway
v B FX00159200 ¢ Good (-68)
B Profiles > MAC Address

O | & FX01859180 « N/A 3 Product Sierra Wireless, Incorporated
| Model EM7455
Revision SWI9X30C_02.30.01.01 r7792 CARMD-EV-FRMWR2 2018/07/13 02:24:52

Manufacturer Sierra Wireless, Incorporated

RS Good (-68)
LTESINR (dB)
LTERSRQ (d8)
LTE RRP (dBm)
:  Connection Status Jy CONN.STATE START_SESSION
ESN/MEID
3590730
Activation PS_Detached [profile 0]
Roaming Status IN HOME
Phone Number SIM2: +16046532562

IMs| SIM2: 3027203
Iccip SIM2: 8930272042

Data Usage

modem1-SIM1: 0B

modem1-SIM2: 0B

FiERTINET

Others

This section lists the new features added to FortiManager for other topics relating to central management:

ADOM-level meta variables for general use in scripts, templates, and model devices on page 109
One FortiAnalyzer can be shared across multiple FortiManager ADOMs on page 111

SAML SSO wildcard admin user to match all users on IdP server on page 120

Administrative access to FortiManager controlled by IPv4/IPv6 local-in policy on page 122

Al Analysis link exposed in Device Manager redirects to FortiAlOps MEA on page 123

IPS administrators have visibility on each IPS profile on page 125

IPS admin install preview for multiple FortiGate devices at once shows the CLI configuration to be installed on each
target device on page 126

Initiate the RMA process to replace the FortiSwitch or FortiAP units from FortiManager 7.2.1 on page 130

IPS diagnostics page for IPS dedicated admin displays CPU, memory, and performance statistics for FortiGates
related to IPS processes on page 128

loT query service support 7.2.1 on page 129
FortiManager supports push updates via JSON API for dynamic address groups objects 7.2.1 on page 133
FortiManager supports BYOL installation on managed FortiGate VM 7.2.1 on page 137

FortiGates with firmware FOS version 7.0 and version 7.2 can be managed under the same FortiManager 7.0
ADOM 7.2.1 on page 139

ADOM version 7.2 supports policy package installation to the lower version of FortiGate on FortiOS 7.0. 7.2.1 on
page 141

Improved FortiSwitch Manager and AP Manager dashboards 7.2.1 on page 143

Option to automatically unlock the ADOM after installing the Policy Package has been added to the Workspace
Mode 7.2.2 on page 147

Wildcard admin user is supported in the per-ADOM admin profile 7.2.2 on page 150
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FortiManager supports now the FAZ-BD VM and appliance as managed devices 7.2.2 on page 152
IoT Vulnerabilities has been added to the Asset Identity Center 7.2.2 on page 157
Workspace mode is supported for the restricted admin 7.2.2 on page 158

Restricted IPS admins can manage the IPS header and footer and perform IPS installations in the global ADOM
7.2.2 on page 160

FortiManager displays PSIRT information when a vulnerability is detected for managed devices 7.2.2 on page 163
FortiManager supports authentication token for APl administrators 7.2.2 on page 165

FortiProxy 7.2 ADOM type added support for VDOMs 7.2.2 on page 168

Configurable SD-WAN monitor data with custom disk usage 7.2.2 on page 170

FortiManager added support for IOTV objects and vulnerability download from FDS 7.2.2 on page 170

VPN Monitoring displays IPsec VPN tunnels created by IPSec templates and SD-WAN overlay wizard 7.2.3 on
page 173

FortiManager supports FortiPAM license validation and central packages download 7.2.5 on page 173

Proxy settings server URL page enhanced with drag-and-drop and better user experience 7.2.5 on page 175

Enforce Device Configuration option allows autolink to push changes on FortiGate management interface during
ZTP 7.2.50n page 176

ADOM-level meta variables for general use in scripts, templates, and model devices

In FortiManager, ADOM-level meta variables are available for general use in scripts, templates, and model devices.

To create and use an ADOM-level metadata variable:

1.
2,

In FortiManager, enter the ADOM where the metadata variable will be used.

Enable the metadata variable object type in Policy & Objects.

a. Goto Policy & Objects, click Tools in the toolbar, and select Display Options.

b. Enable the Metadata Variables object under the Advanced category, and click OK.

Ay
‘Q' In FortiManager 7.2.2 and later, Display Options has been renamed to Feature
| Visibility.

Create the metadata variable object.

a. In Policy & Objects, go to Object Configurations > Advanced > Metadata Variables, and click Create New.
The Create New Metadata Variables wizard opens.

b. Enterthe required information to create the metadata variable.
In this example, the following metadata information is used:

e Name: hostname
o Default Value: fgt-vm64
o Per-Device Mapping: ON
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« Click OK to save your changes.

=  BPoliyPackager & Install @ ADOM Revisions @ Toolsv ADOM: ciitemplate &% [} 1 o;dmin -~
8 Policy Packages > + Create New Edit ¥ Delete § Morev & Column Settings v Create New Metadata Variables
M Object Configurations v O Name LETT TS
B Normaed ner. O % 02Location 12 Road, a Town, a Postcode Name hostname
lormalized Interface
O = cash desk network Description
©2 Firewall Objects O b
@ Security Profiles o % T
3% Fabric Connectors O 2 printer core.id
_core_i Y
@12 User & Authentication O 2 printing_maintainer_network Default Value Prew—r
Ok Advanced 0 = remoteip Per-Device Mapping »
Metadata Variables O = subnet lan Revision
B testab testab N
[=] estabc stabc Change Note —
O = tointemet

Change note is required 8/1023

Revision History

ORevert Gl View Diff  #& Column Settings v Q
O  Revision # Changed by Date/Time Entry Key Entry name Action Change Note
No record found.

Cancel
4. Create a CLI template that includes the metadata variable.

a. Goto Device Manager > Provisioning Templates > CLI Templates, and click Create New > Post-Run
CLI Template.
The Create Post-Run CLI Template wizard opens.

b. Enter the script details, including the metavariable, and click OK.

In this example, the following CLI is used that includes the hosthame metadata variable:
config system global

set hostname $ (hostname)

end
= & install Wizard ADOM: clitemplate % 0\ 1 o admin v
@ Device & Groups > = Create New v [# Fdit il Delete @ Assl  Create New Post-Run CLI Template
Scripts O Name Type Assign{
s v Pre-Run CLI Template (0) © Template Name 001 postrun hostname
Provisioning Templates
ing. v Post-Run CLI Template (6) Type CLI Script e
Template Group O  OOLsysteminterface CLI 0 Devic
. Description
0 Devi
System Templates O DHcPserver @l i
ipulationVari 0 Devi
|Psec Tunnel Templates O ManipulationVariable  CLI q
SD-WAN Templates o 1Deviy
firewalladdress cu 4
Static Route Templates 4 vian1 .
Script Details 1 config system global
BGP Templates o Wre 2 set hostname $ (hostname)
Certificate Templates multiplevariables cu end
Threat Weight 3
c O  switch-interface cu 0 Devic

CUI Templates ¥ CU Template Group (0)

NSX-T Service Templates
i Firmware Templates

&I Monitors >

Revert All Changes

5. Install the CLI template to a device.

a. Goto Device Manager and assign the template to a model device or an online FortiGate device.

b. Perform an installation using the Install Wizard to install device settings.
In this example, the CLI template is assigned and installed to FortiGate "vlan171_0072". When an installation is
performed, the install preview shows that the variable (hostname) has been substituted as per its per-device
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value "Branch0072".

Install Preview of vlan171_0072

1: config system global
2: sethostname "Branch0072"
3: end

One FortiAnalyzer can be shared across multiple FortiManager ADOMs

One FortiAnalyzer can be shared across multiple FortiManager ADOMs. While users can see FortiAnalyzer data only
from the ADOM they have been assigned to.

Topology

The scenarios provided below use the following topology which includes three FortiManager ADOMs, and two
FortiAnalyzer devices.

o FortiManager ADOM-1 manages FortiAnalyzer device 1.

o FortiManager ADOM-2 manages FortiAnalyzer device 1.

« FortiManager ADOM-3 manages FortiAnalyzer device 2.

Each ADOM has a unique administrator assigned to manage that ADOM. Each administrator can only view their
associated ADOM.
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FortiAnalyzer 1 FortiAnalyzer 2

”

: | | | | 3
'\ ADOM-1 . ADOM-2 . . ADOM-3 .|
: : ~ Userl : : User2 : : User3 : :
l FortiManager |

Scenario one: Manage one FortiAnalyzer in multiple ADOMs

In this example scenario, one FortiAnalyzer device is being managed in two separate FortiManager ADOMs: ADOM-1
and ADOM-2.

Each ADOM has an administrator who is only able to access that ADOM. "User1" can access and manage ADOM-1, and
"user2" can access and manage ADOM-2.

To configure a managed FortiAnalyzer to serve multiple FortiManager ADOMs:

1. Add the FortiAnalyzer as a managed device on FortiManager ADOM-1:
a. InFortiManager, enter ADOM-1.

b. Go to Device Manager, and click Add Device > Add FortiAnalyzer to add the managed FortiAnalyzer.
The Add FortiAnalyzer dialog window displays.
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Enter the IP and login credentials of the FortiAnalyzer device, and click Next.

impaortant information.
2 10x121.30
Use legacy device lagin

& i

The dialog displays information discovered from the FortiAnalyzer, including the device name. Click Next.

Add Fortifnalyzer

The following infanmation has been dicowered from the deviee:
102421201
FAZVME-1
FAZAMTMII002322
Forflanalyzer YMES
7.0.3, buikisn12

Finmwware Version

Ademicistratac adwins

Plezse inut the folowing nformation ta complete addition of the device:

e FATVMSE-1

Desrignian
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Click Synchronize ADOM and Devices. After the ADOM and devices are synchronized, the FortiAnalyzer
is added to ADOM-1 successfully.

Add Fortifnalyzer

Stabusi: Veify managed/logging devices on bath sides

[

Soarch..
Dievice Hame:

FCTEMSL

Platform

Faricliene-EM5
FarsiGate-vied
FarsiGate el
FarsiSandboe-i

VMIL
Gvlab 120
FRAVMOIOO0N13420

Click "Bynehrarize ADOM and devices” 1o proceced

The FortiAnalyzer device can be found under the Managed FortiAnalyzer device group in ADOM-1. You
can edit the FortiAnalyzer to view device information.

B Device & Groups «

[ Edt B4 Docte &% Refiesh Device 5 Cobime Seltings

o
1g Seorch. a O aDeviee Name 1P duddress PMlatform A Stats Firrewaare Version
O  #razvMes 102121301 Fartifnakzervtisd M
EMaraged FortiGate (31
+ EWASBLID
e VM1

Eogging Devices [5)
S FCTEMSE

FartiAnalyzer .03 bilIBIL4 fineerim

= FEATIRI0L 3420
+ GWHE1I0

2. Addthe FortiAnalyzer as a managed device on FortiManager ADOM-2:
a. InFortiManager, enter ADOM-2.

b. Go to Device Manager, and click Add Device > Add FortiAnalyzer.
The Add FortiAnalyzer dialog window displays.

i. Click the Add Existing FortiAnalyzertab in the dialog window.
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ii. Select the desired FortiAnalyzer from the list of available devices in the Select FortiAnalyzer dropdown list,
and click Next.

Add Fortifnalyzer

Add Baw Fertifnalyzes L
Ak o vt Fartinabyer 1o the curront ADOM,

Select Fortifnalyer AZVMELL

iii. FortiManager will retrieve information from the device database and display it. Click Next.

Add FortiAnalyzer

The fallowing informasion has been discovered from the device:
IPAddress 102121201

Hioss Name FAZyMBs-1

SN FAZ-NMTMIL002322
Model Forrifnatyzervisa
Firmuare Version T03. buid5014

Administrasor ad=in

Pame

Descripian
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iv. Click Synchronize ADOM and Devices. After the ADOM and devices are synchronized, the FortiAnalyzer
is added to ADOM-2 successfully.

S Dievice & Groups «

1 Search. Q
S Mansged FarsiGate 1)

* FETo1E
B Legsng Devces (2)

+ FGT1E

@ FEAYMINDONOL321

@ SYSLOG-00A2050C

& Provisioning Templates
& Firmwore Templates

2 Manitors 3

Add Fortifnalyzer

Statuss: Verify managedd legRing cevices on bath sides

L == |
8 Column Setings ~ Scarch..
Device Name Pratioem
FGT1E FortiGate-61E
FortiSandbonTh

1
SYSLOG-COAZ050C Syl Davice

Click “Synchrarize ACKIM and devices” 1o procsesd

[ Edit §§ Delete & RefreshDovice § Column Sattings ~
O aDevice Mame
O  razvmsesl

P Adddress. Piatform Drescription
ZIFLI0N  FOMDANGIZErWMES

3. Loginto FortiManager with ADOM-1 administrator "User1". In this example scenario, User1 is only allowed to
access ADOM-1. When User1 views FortiAnalyzer data, they are only able to see the data related to ADOM-1

devices.

£15 FortiView v FortiView Monitors

& Threats ~

Treeat Map

Compmmised Heosts

@ Last 1 Hour » 1147 - 12:47

apostADOML 5 (@] usert
&

Fartisandhas Detection
Tap ThreatsForiCliert]

= Trathc 3

2 Shadow T »

Bt Anoications & Websites »

Ve s

£ syseem 3 Theeat
tep_sym_Fiood
test_boenet
ins_testd
Fet2
‘test_attack
Blocked

Category

75

IF5.

Mabaae

M bcious Wiekaites
75

Failed Cannection Attempts

e _tesi2
Bifforrer
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4. Loginto FortiManager with ADOM-2 administrator "User2". In this example scenario, User2 is only allowed to
access ADOM-2. When User2 views FortiAnalyzer data, they are only able to see the data related to ADOM-2
devices.

B Applcations & Websitos
Ve s
£ Spatem »

Madware

anrection Alempts Blacked by Firewall Poicy
hasts Madicious Websites
Failed Connection Attempts. Failed Cannection Attemots
fle_tesst Madware
BitTorrent p2p

Scenario two: Manage a second FortiAnalyzer in a new ADOM

FortiManager can also manage multiple FortiAnalyzer devices in different ADOMs. For example, after one FortiAnalyzer
is added to FortiManager ADOM-1 and ADOM-2, a second FortiAnalyzer can be added to ADOM-3.

In this scenario, a second FortiAnalyzer is added to FortiManager ADOM-3, and can be accessed by administrator
"user3".

To manage a second FortiAnalyzer device in FortiManager:

1. Add a second FortiAnalyzer as a managed device on FortiManager ADOM-3:
a. InFortiManager, enter ADOM-3.

b. Go to Device Manager, and click Add Device > Add FortiAnalyzer to add the managed FortiAnalyzer.
The Add FortiAnalyzer dialog window displays.
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i. Enterthe IP and login credentials of the second FortiAnalyzer device, and click Next.

Add Fortifnalyzer

B et exisiiog Fotstnatizer

Device will be prabed wing 2 praviced 1P addness and credantials bo detonming madel type and ather
impatant infeematicn.

2103121342

sz kegacy devite fogin «

ii. The dialog displays information discovered from the FortiAnalyzer, including the device name. Click Next.

Add Fortifnalyzer

The following information has been discovered from the device:

@ dcddrens 103121142

ozt Name FAZACOOE
FLAKEIRIS000006
FortiAnatyzer-1000E
.03, buiki253

admin

Plcaas ingut e Tollowing FRMMATian 10 CoMaiets aaEion of e device:

Bame FAZIOOE

The second FAZ in ADOMI
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iii. Click Synchronize ADOM and Devices. After the ADOM and devices are synchronized, the FortiAnalyzer

is added to ADOM-3 successfully.

iv. The FortiAnalyzer device can be found under the Managed FortiAnalyzer device group in ADOM-3. You
can edit the FortiAnalyzer to view device information.

S5 Device Manager v = @AddDevice 3 Devic

O  aDevice Mame
O #razio0e

B Seripts

& Provisloning Temglates ¥
& Firmware Templates

& ™Monitors

2. Loginto FortiManager with ADOM-3 administrator "User3". In this example scenario, User3 is only allowed to
access ADOM-3. When User3 views FortiAnalyzer data, they are only able to see the data related to ADOM-3
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= Group d Install Wizan

[ Edit 8 Delete @ Refrsh Device %5 Column Settings

WP Address
103171142

Add Fortidnalyzer

Sttty g g dndcs e bt
5 Column Setings ~
Status Device Name

[ RACK-FETO2D

Click "Synerennize ADOM and devices” to proceced.

Platiom Descripticn
FortiAnalyzer-1000E
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devices.

275 FortiView v

ADOM: ADOM3 5 Oumﬁv

i Trrats ~
Top Theats.
Threat Mag

Campramisnd Haste

Fartifandsos Detection

Falied Connestion Attempts. Falled Cannection Atzompts

SAML SSO wildcard admin user to match all users on IdP server

In FortiManager 7.2.0, you can create a SAML SSO wildcard admin user to match all users on the IdP server.
In the following examples, the IdP is configured with the following local users and profiles:

« test1is configured with profile1 which specifies access to adom1.
« test2is configured with profile2 which specifies access to adom2.
« test3is configured with profile3 which specifies access to all ADOMs.

As long as the SP has the same user profile and ADOM names as the |dP, when logging in as an SSO user on the SP,
the user is assigned the same profile and ADOMs.

This example assumes that you have already configured SAML SSO in your environment.

To configure a SAML wildcard user with SAML attributes:

1. Onthe SAML Identity Provider (IdP), click Create New under SP Settings to configure the service provider.

2. Attributes for the service provider can be added by clicking Create New under SAML Attributes.
In this example, the following SAML attributes are used:

o Name: username, Type: Username
o Name: adom, Type: ADOM
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« Name: profile, Type: Profile Name

€3 Dashboard Single Sign-On Settings

Edit Service Provider
@ Al ADOMs
Server Address @
Network
Allow admins to login with FortiClot Name
& HA Single Sign-On Mode 1dP Prefix
° in v
a Admin IdP Certificate IdP Address
Administrators ) IdP Entity ID
profi Login Page Template
rofile IdP Single Sign-On URL
SP Settings neteSlE
Workspace IdP Single Logout URL

Remote Authentication Server View IdP Metadata

Admin Settings SPType
e SP Address
BB Certificates > SAML Attributes

¥ Event Log = Create New [ Edit

[ Task Monitor e
E: Advanced > username

adom

oooo

profile

119

07b78r3i2nl
10.2.116.214
http:/10.2.116.214/saml-idp/07b78r3i2nl/metadata/
https://10.2.116.214/saml-idp/07b78r3i2nl/login/
https:/10.2.116.214/saml-idp/07b78r3i2nl/logout/

View IdP Metadata

10.2.116.119

il Delete  #& Column Settings v Search... Q
Type
Username
ADOM
Profile Name
e

3. Onthe SAML Service Provider (SP), create one SAML SSO user and enable the Match all users on remote server

option.

System Settings v

€3 Dashboard Edit Administrator

@ All ADOMs Name Type
<* Network [m]
A° admin LOCAL User Name
& HA
O Avatar
2 Admin v L Loar LDAPE
Ad istrators (] Description
R Radus  RADIUS!
Profile
Workspace (]
T Tacacs  TACACS
Remote Authentication Server %
Admin Settings & 550 Eile] Admin Type
SAML SSO
EB Certificates > Admin Profile

& Event Log Administrative Domain

[ Task Monitor Policy Package

B: Advanced > JSON API Access

Theme Mode

Meta Fields >

4. Logintothe SP as alocal user created on the IdP.

ADOM:root & N 2 eadminv

ss0

S < Add Photo = Remove Photo

S50 ~

Match all users on remote server

Standard_User v

AllADOMs All ADOMs except specified ones
All Packages Specify

None v

(VEEYCLERRE N Use Own Theme

Specify

Cancel

For example, the local users "test1", "test2", and "test3" have been created on the IdP.
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£I3 System Settings v QuickAccess v ADOM:root % Q1 () admin v
€ Dashboard +CreateNew [#iEdit T Clone T Delete *MMove [ TableView v & Column Settings v Search... Q
@ AllADOMs [0 Name Type Profile JSON API Access ADOMs Policy Packages Device Group Trusted IPv4 Hosts
& Network O Agadmn LOCAL Super_User None AIADOMs  All Packages 00.00/0.0.00
& HA
& Admin v O L ipap LDAPE Super_User None AllADOMs All Packages 0.0.0.0/0.0.0.0
(] R Radius RADIUSE Super_User None AllADOMs All Packages 0.0.0.0/0.0.0.0
Profile
Workspace [m] T Tacacs  TACACS+E Super_User None AIIADOMs Al Packages 0.0.0.0/0.0.0.0
Remote Authentication Server
Admin Settings (] T test1 LOCAL profilel None adom1 All Packages 0.0.0.0/0.0.0.0
SAML SSO
(] T test2 LOCAL profile2 None adom2 All Packages 0.0.0.0/0.0.0.0

EB Certificates >

¥ Event Log (m] T test3 LOCAL profile3 None AllADOMs All Packages 0.0.0.0/0.0.0.0

(@ Task Monitor

E: Advanced >

When logging on to the SP as user "test3", the account has the same ADOM access settings as are configured for
local user "test3" on the IdP.

Select an ADOM

root (7) adom1 adom2
FortiGate 7.0 FortiGate 7.0 FortiGate 7.0

adom3
FortiGate 7.0

+ Create New

Administrative access to FortiManager controlled by IPv4/IPv6 local-in policy

In FortiManager 7.2.0, administrative access to FortiManager can be controlled by a IPv4/IPv6 local-in policy. This
feature can only be configured using the FortiManager CLI.

To create an IPv4 local-in policy to control administrator access to FortiManager:

1. Access the FortiManager CLI.
2. Enter the following command to create the IPv4 local-in policy:
config system local-in-policy
(local-in-policy) # edit <policy ID>
new entry '<Policy ID>' added
3. Configure additional settings for the local-in policy using the set command.
For example:
set
action Action performed on traffic matching this policy.
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dport Destination port number (0 for all).
dst Destination IP and mask.

intf Incoming interface name.

protocal Traffic protocal.

src Source IP and mask.

To create an IPv6 local-in policy to control administrator access to FortiManager:

1. Access the FortiManager CLI.

2. Enter the following command to create the IPv6 local-in policy:
config system local-in-policy6
(local-in-policy6) # edit <policy ID>
new entry '<Policy ID>' added
3. Configure additional settings for the local-in policy using the set command.
For example:
set
action Action performed on traffic matching this policy.
dport Destination port number (0 for all).
dst Destination IP and mask.
intf Incoming interface name.
protocal Traffic protocal.
src Source IP and mask.

Al Analysis link exposed in Device Manager redirects to FortiAlOps MEA
A new Al Analysis link added in Device Manager redirects to FortiAlOps management extension.

To view FortiAlOps analysis from FortiManager:

1. In FortiManager, go to Device Manager > Monitors.
By default, the Al Analysis monitor is grayed out.

4 Install Wizard

@ Device & Groups > LZETAYET] Table View | &5 All Devices v C - Q
[ Scripts < ™ Total: 0 (@0 @0 @0 @O0 ) Search.. Q

Sea of Japan

& Provisioning Templates >
South Korea  JaPan

ili: Firmware Templates North

East China Sea Pacific
" Ocean
3 Monitors v
SD-WAN Monitor
Phiippine Sea H
VPN Monitor
Device Inventory hilippines.
Lo
SN
P F---
L SRR \
Banda Sea Papua New \
Arafura Seal - Guinea Jmmmmmmmemy
(-
i
N Coral Sea |
awo !
Australia !
| South
1 Pacific
| Ocean
i
- : +
Ausiralian i
Bight !
! -
Tasman Sea |
45 : . New : .
Zealand 5 e e e e
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2. Click on Al Analysis, and a window to enable FortiAlOps is displayed.

FortiAlOps

FortiAlOps is currently disabled. To enable it, the system will download the application and
automatically run it. The whole process might take a few minutes.

Click 'OK' to continue, click 'Cancel' to exit.

3. Click OK, and ForitAlOps will begin to download.

Device Manager v & Install Wizard admin v
B I C - Q -
Bs ( " Totak0 (@0 @0 @0 @O0 ) Search.. Q
BF cA
SD-WAN Orchestrator FortiPortal FortiwLM FortiSigConverter

)
:
o
% b
D FortiAuthenticator FortiSOAR Policy Analyzer FortiAlOps Universal Connector
A

Banda Sea Papua New.
Arafura Sea! Guinea
{
NT Coral Sea ’
o i
Australia 1
" ! South
s | Pacific
Ocean
o ! +
Great !
Australian |
Bight v !
! —_—
Tasman Sea |
TAS. New 1 -
Zealand s ldieian Maes e mAmAm Ao ois imAl e s
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=.= Device Manager v

4 Install Wizard

After the download finishes, the Al Analysis monitor link is no longer grayed out.

@ Device & Groups > (YETAYENY Table View | & All Devices ~

Scripts

Sea of Japan
& Provisioning Templates > 3

& o admin v

South Korea  JaPan
ili: Firmware Templates
East China Sea
2 Monitors v
SD-WAN Monitor
Philippine Sea
VPN Monitor
Device Inventory hilippines.
Al Analysis
f
8anda Sea ["Papua New,
Arafura Seal ~ Guinea
NT Coral Sea
aw
Australia
o
s
NSW
Great
Australian
Bight vic
Tasman Sea
TAS

New
Zealand

Click Al Analysis again and you are redirected to FortiAlOps.

G~ Q
R
Tota: 0 (@0 @O0 @O @O ) Search.. Q
North
Pacific
Ocean
H
N
,,,,,,,,,,, \
A
{ Lo\
i
)
i
i
i
i
i
! South
! Pacific
Ocean
i +
i
i
i
! -_—
i
|
i -

@Z)FortiAlOps

v1.0.3-build0058

Summary Impacted Clients

O 10

® Wireless ® Switching

Active Clients:0 54 Every 1minute v  Last2Hours v l & Device ‘ € Configuration ‘ ®@

5
4
3
8
2
Connected s 0
Impacted 1
0 : T :
Wireless Switching
2
Impacted . - . - . - . — ® Connected @ Impacted
1100 1115 11:30 1145 12:00 1215 1230 1245
Top 3 Sites v
Connected 0 Connected 0 Connected 0
Impacted Impacted Impacted
WIRELESS
BAND ~ SSID . Impacted Clients

SLAs

IPS administrators have visibility on each IPS profile

IPS administrators have visibility on each IPS profile including usage, status, installed vs. modify, and side-by-side

configuration diffs.
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View IPS sensor status changes as an IPS administrator:

1. Loginto FortiManager as a restricted IPS administrator.
2. Goto Intrusion Prevention > Profiles.

& Install Wizard

[ Intrusion Prevention v + Create New [ Edit @ Delete s Column Settings v
D o - = cloe Camments
IPS Signatures. O @ alldefault Q Where Used All predefined signatures with default setting.
1PS Diagnostics O 9 all_default_pass & Install Al predefined signatures with PASS action.
FortiGuard Package O @ default B 1Ps Profile Usages Prevent critical attacks.
Lo and Servces O @ high_security Blocks all C i and some Low
O ' protect client Protect against client-side vulnerabilities.
B 1PS Templates
O ' protect email_server Protect against email server-side vulnerabilities.
[ Task Monitor O ® protect hitp_server Protect against HTTP server-side vulnerabilities.
O @ snifferprofile Monitor IPS attacks.
O et
® testips
O @ wifidefault Default configuration for offloading WiFi traffic.

3. Inthetoolbar, click More > IPS Profile Usages.

IPS Profile Usages

£5 Column Settings v
1P Profile

~ FGT-VM45 [root]
default

test_ips1,
test_ips3
test_ips2
~ FGT-VM4S9 [root]
test_ips1,

Installed Timestamp

2022-02-15 11:48:43
2022-02-15 12:00:22
2022-02-15 12:27:56
2022-02-15 12:07:00

2022-02-15 12:00:22

Search..

Modified Timestamp Status

2022-02-15 11:48:43 v
2022-02-15 12:00:22 Show Diff
2022-02-15 12:27:56 v
2022-02-15 12:07:00 v

2022-02-15 12:00:22 Show Diff

Created Time

2022-03-10 11:16:46
2022-03-10 11:16:46
2022-03-10 11:16:46
2022-03-10 11:16:46
2022-03-10 11:16:46
2022-03-10 11:16:46
2022-03-10 11:16:46
2022-03-10 11:16:46
2022-03-10 11:18:20
2022-04-05 14:43:27
2022-03-10 11:16:46

IPS admin install preview for multiple FortiGate devices at once shows the CLI
configuration to be installed on each target device

IPS admin install preview for multiple FortiGate devices at once displays the CLI configuration to be installed on each

target device.
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Last Modified

admin/2022-03-10 11:16:46
admin/2022-03-10 11:16:46
admin/2022-03-10 11:16:46
admin/2022-03-10 11:16:46
admin/2022-03-10 11:16:46
admin/2022-03-10 11:16:46
admin/2022-03-10 11:16:46
admin/2022-03-10 11:16:46
admin/2022-03-10 11:18:20
admin/2022-04-05 14:43:27
admin/2022-03-10 11:16:46

Used  Revision History
NO

NO 1
Usedby 1
Used by

The IPS Profile Usages window opens displaying the FortiGate devices, assigned IPS profiles, and sync status.
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To view the CLI configuration to be installed on target devices:

1. Login as a restricted IPS administrator.
2. Gotothe Install Wizard.

Install Wizard

Select IPS Sensors a

all_default
all_default_pass
default
high_security
protect_client
protect_email_server
protect_http_server
sniffer-profile

test

® @

Comments

3. Add adevice to perform the installation on.

Install Wizard

Select Installation Targets

@Use Shift key for multiple selections and double click for moving one item.
Available Entries (0) Selected Entries (1)
a a
No entry

+*
O FGT-VM44
1P:10.2.134.44, Platform: FortiGate-VM64
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4. Select a device from the list, and click Install Preview.

Install Wizard

‘@ Install Preview & Column Settings v
O  Device Name
|~ Forvmas

The install preview details are displayed including the CLI to be installed on the selected device.

Install Preview of Selected Devices

1: config ips sensor
2 edit "test123"

3 config entries

4 edit2

50 set rule 28273
& next

7:

8

9

IPS diagnostics page for IPS dedicated admin displays CPU, memory, and
performance statistics for FortiGates related to IPS processes

IPS diagnostics page for IPS dedicated admin displays CPU, Memory, and performance statistics for FortiGates related
to IPS processes.

To view IPS Diagnostics as an IPS administrator:

1. Loginto FortiManager as an IPS administrator.

2. Go to Intrusion Prevention > IPS Diagnostics.
The IPS Diagnostics page is displayed.
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222 Restricted AdminMode = & Install Wizard

B Intrusion Prevention v £ Column Settings v 2 v | Search Q
Profiles O A Device Name CPU% (IPS) MEM% (IPS) Decoder Packets Session Packets Protocol Packets Application Packets
IPS Signatures O #FGTVM42 [ 2 0 0 o 0

O  *FGYMO08TM21004800 0 3 152 152 152 147

FortiGuard Package
License and Services
& IPS Templates

[ Task Monitor

FortiManager uses FortiOS APIs to get information, then calculates the CPU, memory, and performance statistics
for IPS processes.

loT query service support -7.2.1

When FortiManager acts as a management update server to managed FortiGates for the Internet of Things (loT) Device
Identification service, FortiManager sends the IoT collection reports from FortiGate to FortiGuard Distribution Server
(FDS).

When FortiManager acts as an FDS in closed networks, you can use the following network design modes: cascade
mode or air gap mode. For FortiManager devices in cascade mode that are managing FortiGates with the IoT Device
Identification service, you must set service-type to iot-collect onthe downstream FortiManager devices to
enable them to send the IoT collection reports from FortiGates to the upstream FortiManager device to send to FDS.

For more information about the network design modes in closed networks, see the FortiManager Best Practices Guide.

For information about using the built-in FDS available with FortiManager, see the FortiManager 7.2 Administration
Guide.

To enable sending of loT collection reports to FDS:

1.

Enable loT services for query and collect:

config fmupdate service
set query-iot enable
end

If you are using FortiManager devices in cascade mode in a closed network, set the service-typetoiot-
collect ondownstream FortiManager devices:

config fmupdate web-spam fgd-setting
config server-override
set status enable
config servlist
edit 1
set service-type iot-collect
next
end
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end
end

Initiate the RMA process to replace the FortiSwitch or FortiAP units from
FortiManager -7.2.1

In FortiManager 7.2.1, you can initiate the RMA process to replace the FortiSwitch or FortiAP units from FortiManager.

To replace a FortiSwitch device in FortiManager:

1. Go to FortiSwitch Manager > Device & Groups, and select a managed FortiGate.
2. Right-click on a FortiSwitch device in the table and click Deauthorize.

o3 FortiSwitchManager v = & Install Wizard

@ Device & Groups v
Status Platform
J& | Search Q
©Managed FortiGate (1) @ Online (1) @ Fortiswitch-424D (1)
gate55 (1)

[ FortiSwitch Templates >

[+ create New v [ Delete | [B Authorize | [@ Deauthorize |[& Upgrade | [#5 Assign Template | [§ More v Search

FortiSwitch Name. Serial Number Platform Status Fortilink  FortiGate Connecting From | OS Version Join Time Comments | Template

v | B ————127 .\ 44127 FortiSwitch-424D  Online fortilink 4 gate55{root] 1025512 5424DN-v7.04-build071,220304 (GA) Wed Jul 13 15:28:50 2022
Eedit
B Delete

B Authorize

Deauthorize

B3 Replace

& Upgrade

3¢ Restart

& Refresh

© Factory Reset
& Register

& Diagnostics and Tools
LED Blink

15 Assign Template
B View Ports

3. When the device's status is Unauthorized, right-click on the same FortiSwitch device and click Replace.

S13 FortiSwitchManagerv = & Install Wizard Abom:701 5 (Y)admin

@ Device & Groups v
Status Platform
15 Search Q

. e
@Managed FortiGate (0) @ Unauthorized (1) ® FortiSwitch-424D (1)

[ FortiSwitch Templates >

[+ create New v [ Delete | [B Authorize | [® Deauthorize |[& Upgrade | [#5 Assign Template | [3 More v Search.

FortiSwitch Name Serial Number Platform Status Fortilink  FortiGate Connecting From | OS Version Join Time Comments | Template
v | B 127 | S w127 | FortiSwitch-424D i fortilink 4 gateS5[root] 1025512 S424DN-v7.04-build071,220304 (GA) Wed Jul 13 15:28:50 2022

Eedit

B Delete

B Authorize

Deauthorize

E3 Replace

& Upgrade

3% Restart

& Refresh

C Factory Reset
& Register

& Diagnostics and Tools
LED Blink

5 Assign Template
# View Ports
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4. Enter the new FortiSwitch serial number, and click OK.

Replace FortiSwitch -
£ SA0M 00127 (S

New FortiSwitch Serial Number [

After the FortiSwitch has been replaced successfully, refresh the page and the new FortiSwitch is displayed as

Unauthorized.

.5 FortiSwitchManager v = & Install Wizard

@ Device & Groups v
Status Platform

& Search.. Q
©Managed FortiGate (0) ® Unauthorized (1) ® FortiSwitch

[ FortiSwitch Templates >

[# create New v ] [ Delete | [B2 Authorize | [@ Deauthorize | [& Upgrade | [#5 Assign Template | [§ More Searc

O | Serial Number Platform Status Fortilink | FortiGate Connecting From | OS Version Join Time Comments | Template

o | FortiSwitch-424D | Unauthorized fortilink 4 gate55[root] 10255.12 5424DN-v7.0.4-build071,220304 (GA) | Wed Jul 13 15:28:50 2022

5. Authorize the FortiSwitch device, then connect the FortiSwitch to the FortiGate.
6. Power on the FortiSwitch device. After a few minutes, the managed switch is displayed as Online.

S.5 FortiSwitchManager v = & Install Wizard

@ Device & Groups v
Status Platform

& Search.. Q

©Managed FortiGate (1)

[ FortiSwitch Templates >

@ Online (1) ® FortiSwitch-424D

[# create New v ] [ Delete | [B2 Authorize | [@ Deauthorize | [& Upgrade | [#5 Assign Template | [§ More Search.

O | Serial Number Platform Status FortiLink FortiGate Connecting From | OS Version Join Time Comments | T

o 122 | | FortiSwitch-424D fortilink 4 gates5iroot] 1025513 S424DN-v7.0.4-build071,220304 (GA) | Wed Jul 13 15:55:05 2022
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To replace a FortiAP device in FortiManager:

1. Goto AP Manager > Device & Groups, and select a managed FortiGate.
2. Right-click on a FortiAP device in the table and click Deauthorize.

& Install Wizard

S Device & Groups v [# create New v ] [ Delete | [ Refresh | [& Register | [# Assign Profile | [§ More v | Search.

18 | search.. a Serals # Status SsiDs Channel Clients Temperature 05 Version AP Profile Connected Via Model Channel Utilization
©Managed FortiGate (1) PRS- . R1: All Tunnel Mode SSIDs R1:0 R1:0 g R1:0%
gate55 (1) 2 300 ®Offine | gy AllTunnel Mode SSIDs R2:0 R2:0 FAPS321C-default o
& it
© Map View >
B Delete

EE) WiFi Templates >
B Authorize

dn |

& Upgrade

3% Restart
& Refresh
A Register
#5 Assign Profile

& Diagnostics and Tools
# LED Blink
Ifh Show on Google Map

B show on Floor Map

B3 Replace

2 Grouping

3. When the device's status is Unauthorized, right-click on the same FortiAP device and click Replace.

S22 APManager v = &nstall Wizard ADOM: 74

& Device & Groups v [+ Create New | [ Edit ] [l Delete | [ Refresh | [& Register ][5 Assign Profile | [ More v (@ Show Charts v sc
18 search. Q Serials # Status ssiDs Channel Clients Temperature 08 Version AP Profile Connected Via Model Ccha
O Managed FortiGate (1) e : R1L: All Tunnel Mode SSIDs R1:0 R1:0 5 R
< 300\ @0iscovered ) i Tynnel Mode S5iDs R2:0 R2:0 FAPSaZIC default R2:
gateS5 (1) i edit
© Map View > i Delete
 WiFi Templates > & Authorize

B Deauthorize

& Upgrade

3% Restart

& Refresh

A Register

#5 Assign Profile

& Diagnostics and Tools
# LED Blink

Ifh Show on Google Map
B show on Floor Map

B3 Replace

2 Grouping

4. Enterthe new FortiAP serial number, and click OK.

Replace FortiAP - ap300("

New FortiAP Serial Number [

After the FortiAP has been replaced successfully, refresh the page and the new FortiAP is displayed.

= & nstall Wizard

 Device & Groups v + Create New v | [[4 Edit | [l Delete | [@ Refresh | [& Register | [#% Assign Profie | [ More Search

12 Search.. Q O  serials# Status ssiDs Channel Clients Temperature 0 Version AP Profile Connected Via Model Channel Utiliz
©Managed FortiGate (1) RLN/A RLN/A R1:0 R1: 0%
gate55 (1) o ot © Discovered R2:N/A R2:N/A R2:0 s3z1c R2: 0%
© Map View >

[ WiFi Templates >
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Authorize the FortiAP device, then connect the FortiAP to the FortiGate.
Power on the FortiAP device. After a few minutes, the FortiAP is displayed as Online.

= &nstall Wizard

 Device & Groups v @ e |[@ 2 Register | [# (@ show Charts ~| [@ L
1t earch Q O serials# Status ssiDs Channel Clients AP Profile Connected Via Model Channel Utilization
@ Managed FortiGate (1) ~ R1: All Tunnel Mode SSIDs RL:0 R1:0 : R1:0%

e o 301 = Online fviiiivioipeee oo oo FAPS321C-default 192168100111 | 321C s

© Map View >

] WiFi Templates >

FortiManager supports push updates via JSON API for dynamic address groups

objects -7.2.1

FortiManager supports push updates via JSON API for dynamic address groups objects which are not reachable directly

to address customers isolated VM infrastructure and role separation cases.

To create a JSON API connector:

Go to Fabric View and click Create New > JSON API connector.
You can also configure this connector at Policy & Objects > Object Configurations > Fabric Connectors
> Endpoint/Identity.

Configure the connector details, and add the tags.

Click OK to save the connector.

B Policy Packager, & nstallv, @ ADOM Revisions.

© Tooksv

+CreateNew~ [ Edit @ Delete % Confgure 3] Import § Morew £ Column Settings v Edit JSON API Connector

O Name Type
o &1 FortiClient EMS
g 62 FortiClient EMS Comector settngs
Name
o &8s FortiCient EMS
s Status
o &« FortiCient EMS
@ JSON API Comnectors
o &5 FortClient EMS o
ogs
& test JSON AP! Connector i

®2 User & Authentication

+ x x

ooooo|y 2
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B Policy Package~ & Installv @ ADOM Revisions @ Tooks~-

spego

Bojs_test_tagt
o
S

DAL
Baways

oo

4. Install the policy with the FSSO group to FortiGate.

oo

3. The tags that you created in the connector can now be used in a policy as the FSSO group (adgrp).

Once the policy with the FSSO group(s) are installed on a FortiGate, you can use the JSON API to operate the

connector to add users, get FSSO groups, get users, or delete users.

For example:
« To manage users:

{

"method": "exec",
"params": [

{

"data": {

"command": "add",
"path": "root/test",
"group": "tagl",
"ip-addr": [
"1.1.1.1",

"2.2.2.2"

1

}!

"url": "/connector/user/manage"
}

]I

"session":

"3wiI3MoD4JA6REjJ+uelsqwgcxg8ND/+XM31AViXTFItpVJIi6e+bATeipvbePTDgK2h/xbJGyY0g=="

FortiManager 7.2.0 New Features Guide
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}

{

"result": [

{

"status": {
"code": O,
"message": "OK"
}I

"url": "/connector/user/manage"
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« To get FSSO groups (adgrp):

{

"method":"exec",
"params": [

{

"data":{
"adom":"root",
"connector":"test",
"server type":"json"
}!
"url":"\/connector\/get\/adgrp
}

]I

"session":

"3wiI3MoD4JA6REjJ+uelsqwgcxg8ND/+XM31AViXTFItpVJIi6e+bATeipvbePTDgK2h/xbJGyY0g=="

FortiManager 7.2.0 New Features Guide
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}

{

"result": [

{

"data": [

{

"desc": "",

"ig". ",

"name": "js test tagl",
"tag": ""

}I

{

"desc": "",

"id". ",

"name": "Jjs test tag2",
"tag": ""

}V

{

"desc": "",

"idm. ",

"name": "Jjs test tag3",
"tag": ""

}

]I

"status": {

"code": O,

"message": "OK"

}I

"url": "/connector/get/adgrp"
}

]
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« To get users:

{

"method" :"exec",
"params": [

{

"data":{

"adom" :"root",
"connector":"test",
"server type":"json",
"type":"connector",
"group":"tagl"

}!
"url":"/connector/get/user"
}

]I

"session":

"3wiI3MoD4JAG6REj+uelsqwgcxg8ND/+XM31AviXTFJtpVJIi6e+bATeipvbePTDgK2h/xbJGyY0Og=="

e To delete users:

{

FortiManager 7.2.0 New Features Guide
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}

{

"result": [

{

"data": [

{

"grpname": "js test tagl",
"ip addr": "1.1.1.1",

"ip addre": "::-::",
"name": "",

"state": 1

}I

{

"grpname": "js test tagl",
"ip addr": "2.2.2.2",

"ip addr6": "::-::",
"name": "",

"state": 1

}

]I

"status": {

"code": O,

"message": "OK"

}I

"url": "/connector/get/user"
}

]

"method": "exec",
"params": [

{

"data": {

"command": "delete",
"path": "root/test",
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"group": "tagl",

"ip-addr": [

"1.1.1.1"

1

}I

"url": "/connector/user/manage"

}

]I

"session":
"3wiI3MoD4JA6Rfj+uel0sqwgcxg8ND/+XM31iAviX7FJtpVJibe+bATeipvbePTDgK2h/xbJGyY0g=="

}

{

"result": [

{

"status": {

"code": O,

"message": "OK"

}I

"url": "/connector/user/manage"
}

]

FortiManager supports BYOL installation on managed FortiGate VM -7.2.1
FortiManager supports BYOL installation on managed FortiGate VM.

To install a BYOL license to a managed FortiGate VM on FortiManager:

1. Go to Device Manager > Device & Groups.
2. Rightclick on a managed FortiGate VM, and select Install VM License from the dropdown menu.

2f  Device Manager v = mAddDevice v @BDeviceGroup v & Install Wizard ADOM:ad72 > @~ Gadmm -
@ Device & Groups v
Connectivity Device Config Status Policy Package Status
12 Search.. Q
Connection Up (1) Synchronized (1) Never Installed (1)
©Managed FortiGate (1) o i Osy o
4 FGT179
Scripts 1 1 1
@ Provisioning Templates >

i Firmware Templates

2 Monitors >

[ Edit | [ff Delete | |31 Import Configuration | & Install v | [@ Table View v ][ § More v | © Show Charts
O | Device Name ‘ Config Status Host Name 1P Address ‘ Platform Description Firmware Version ‘ HA Status ‘ Serial rﬂ

v AFGT179 9-Forti M64 10.59.8.179 FortiGate-VMé4 FortiGate 7.2.1,build1254 (GA) (Fe... FGVMSLT
#5 Quick Install (Device DB)

& Install Wizard

$]Import Configuration
& Re-install Policy
&2 Policy Package Diff

£ Configuration
[ Edit

i Delete

3B Grouping

& Add VDOM

® Run Script
2 Edit Variable Mapping

& Refresh Device

& Fabric Topology

Firmware Upgrade

FERTINET
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The Install VM License dialog appears with two options for the license: License File and Flex-VM Connector.

Install VM License

From

Upload License File

Preview

3. Select License File, and then upload the license by dragging and dropping the file into the selection box, or clicking

Ad(d Files to browse to its location.

Install VM License

From

Upload License File

Preview

4. Click OK.

FortiManager will upload the license and update the Serial Number for the FortiGate device. The FortiGate license

is replaced with the new license.

FortiManager 7.2.0 New Features Guide
Fortinet Inc.

lwﬁu Flex-VM Connector

Add files by drag & drop here or Add Files

No License file Selected

IMHE Flex-VM Connector

Add files by drag & drop here or Add Files

----BEGIN FGT VM LICENSE----
QAAAAFHCKInoXxWoHO3tZAYWwAUZPIBSETQRNVY 5zFuzEqq 1 tfesMKMMkfzrdvw
qzhSO1IPMFLYGGLh1toSsjdvHLQGQAAf59nHDauQoOeClbwc4agHVEKIJTOAZ1
wheKBUC4nIwXX1XZfXOwiO72gQR8ioZkiihXvHBoLhypfPS20Q4P/L1mYaFBOLIj
kVHJ1lynunUi0/ZxcsuMJuGBK3iLxRaOD+gz9DBQXRtWO00db7uMRKBjsRI5gkXP
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Upload License

Total: 1/1, @ Success: 1, A Warning: 0, @Error:0 @

2 View Progress Report

# Name Time Used Status

1 device FGT179 2s install license success

$3  System Seftings

ADOM:ad72 > @~  (@acwin ~

& Dashboard Task 488: Updating Device Serial Number

@ AIADOMs
100%

& Network Total: 1/1, @ Success: 1, A Warning:0, @ Error:0 @
& A ‘Q View Progress Report Search,
& Admin >

) # Name Time Used Status a
@ Certificates >
¥ Event Log 1 FGT179 25s Device Serial Number Updated

[@ Task Monitor
E: Advanced
Check the device list, onboard/maintenance member for new the FortiGate serial number.
For example:

diagnose dvm device list FGT179

--- There are currently 49 devices/vdoms managed ---

--- There are currently 42 devices/vdoms count for license ---

TYPE OID SN HA IP NAME ADOM

IPS FIRMWARE

fmgfaz-managed 2267 FGVMSLTM2200001 - 10.59.8.179 179-FortiGate-VM64 ad72

6.00741 (extended) 7.0 MR2 (1254)

|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: retrieved; conn: up

|- vdom: [3]root flags:0 adom:ad72 pkg:[never-installed]

|- onboard/maintenance member: [2279FGVM8VTM21000000

33 Device Manager v B Device Group v & Install Wizard ADOM:ad72 >- @~  (@admin
@ Device & Groups v
Connectivity Device Config Status Policy Package Status

18 Search... Q

Connection Up (1 Synchronized (1) Never Installed (1)
©Managed FortiGate (1) o P Osy w o @

+FGT179

Scripts 1 1 1
@ Provisioning Templates >

4 Firmware Templates

2 Monitors >

[fir Delete | |31 import Configuration | [ Install v | [E Table View | § More v | Search

o ‘ Device Name Config Status ‘ Host Name ‘ IP Address ‘ Platform Description ¥ Serial Number

| Firmware Version [ stacf

O #FGT179 + Synchronized 179-FortiGate-VM64 10.59.8179 FortiGate-VM64 FGVM8VTM2 FortiGate 7.2.1,build1254 (GA) (Fe...

FortiGates with firmware FOS version 7.0 and version 7.2 can be managed under
the same FortiManager 7.0 ADOM -7.2.1

FortiGates with firmware FOS version 7.0 and version 7.2 can be managed under the same FortiManager 7.0 ADOM.

FortiManager 7.2.0 New Features Guide 139
Fortinet Inc.



Central Management

» FortiManager ADOM version 7.0 can manage FortiGate devices on FortiOS 7.0 and 7.2.

Group v & Install

@ Device & Groups v
Connectivity Device Config Status Policy Package Status
1& Search... Q

|©Managed FortiGate (7) @ Connection Up (3) ’ @ synchronized (7) @ Installed (1)

"+ FGT-100 @ Auto-Updated (1) @ Never Installed (4)
@4 FGT-101 (5) @ Unknown (2)
4 FGT-104 3 8 7

3 Scripts

Provisioning Templates >

# Firmware Templates

Mornitors > [ Edit | [fir Delete | [5] import Configuration | [ Install - | [ Table View v | [§ More v © Show Charts ~ | [ Search..

O | Device Name Config Status 1P Address Platform Firmware Version FGSP Policy Package Status Upgrade Status
Available f de: 7.2.0-b125¢
O  4FGT-100  Synchronized 10.2.117.100 FortiGate-VM64 | FortiGate 7.0.6,build0366 (GA) (Feature) @ Disabled @FGT-100_root vatlable for upgrade:
A Firmware Upgrade License Not
Available f de: 7.2.0-b125¢
O  #FGT101  Synchronized 10.2.117.101 FortiGate-VM64 | FortiGate 7.0.6,build0366 (GA) (Feature) @ Disabled vatlable for upgrade:
A Firmware Upgrade License Not
O | ©root INAT] (Manage| v Synchronized @ Disabled FGT-101_root
O | ent1(NAT)  Synchronized @ Disabled ANever installed
O | onatflowNAT) | v Synchronized @ Disabled ANever installed
O | onefwpINAT)  Synchronized @ Disabled ANever installed
O | otp-L(Transparent] | + Synchronized @ Disabled ANever installed
Available f de: 7.2.0-b125¢
O  #FGT-104 + Auto-update 10.2.117.104 FortiGate-VM64 | FortiGate 7.2.1,build1254 (GA) (Feature) @ Disabled @FGT-104_root vatlable for upgrade:

A Firmware Upgrade License Not

« Ifan administrator creates a new 7.0 firewall policy in the ADOM and installs it to FortiGate devices on FortiOS 7.2,
FortiManager will automatically handle the 7.0 CLI syntax and will not change any of the 7.2 features in the
FortiGates.

Install Preview of FGT-104

set external-blocklist-enable-all enable
next
: end
: config firewall policy
edit 1
set name "ADOMv70Policy”
set uuid 4e1d4c9c-323f-51ed-329¢-c2293f74a1fb
set action accept
set inspection-mode proxy
set srcintf “any”
set dstintf "any"

set schedule “always"
set service "ALL"
set utm-status enable
set logtraffic all
set ssl-ssh-profile "certificate-inspection”
set av-profile “av*
set webfilter-profile "Per-user-BWL-webfilter"
next
274: end

» Upgrade your ADOM from version 7.0 to 7.2 by navigating to System Settings > All ADOMSs, selecting the 7.0
ADOM, and clicking More > Upgrade. After the ADOM is upgraded to 7.2, the GUI will automatically display ADOM
7.2 features.

@ Dashboard +CreateNew [#Edit W Delete = Enter ADOM @ Disable ADOM & Lock o Unlock  § More v Search...
o= e o T T == e
 RAID Management ntral Man:
; Network ; S () OUze® 3 Devices (including 7 VDOMs)v/
L 8 Collapse Devices View Details >
X v FGT FortiGate 7.0 OVPN = FortiAP Expand Devices
2 Admin > 4 FGT-100
@ Certificates R +/ ADOM Health Check 4 FGT-101: root, nat-flow, tp-1, nat-1, ngfw-p
4 FGT-104
¥ Eventlog [m] FortiCarrier FortiCarrier 7.2 Q@VPN = FortiAP & FortiSwitch
{3 Task Monitor O | Fortifirewall FortiFirewall 6.2 ©VPN = FortiAP & FortiSwitch
ke Advanced , | O | FortiFirewallCarrier | FortiFirewallCarrier 6.2 ©VPN = FortiAP & FortiSwitch
O | FortiProxy FortiProxy 7.0 ©VPN @ FortiAP @ FortiSwitch
O | root FortiGate 7.2 ©VPN = FortiAP & FortiSwitch
O | Global Database Global 7.2 ©VPN @ FortiAP @ FortiSwitch
B Other Device Types (12)
O | FortiAnalyzer FortiAnalyzer
O | FortiAuthenticator FortiAuthenticator
O | FortiCache FortiCache
O | FortiClient FortiClient
O | FortiDDos FortiDDoS
O | FortiDeceptor FortiDeceptor
O | FortiMail FortiMail
O | FortiManager FortiManager
O | FortiSandbox FortiSandbox
O | Fortiweb FortiWeb

FortiManager 7.2.0 New Features Guide
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& Dashboard

@ AllADOMs

RAID Management

Network

HA

Admin >

Certificates >

® R b B OB

Event Log

7]

Task Monitor

L4

Advanced >

& runy racages -

1& Search... Q

B8 default

Firewall Policy

Firewall Virtual Wire Pair Pol...

Proxy Policy
Authentication Rules
1Pv4 Multicast Policy
1Pv6 Multicast Policy
1Pv4 Local In Policy
1Pv6 Local In Policy
1Pv4 DoS Policy

1Pv6 DoS Policy

1Pv4 Interface Policy
1Pv6 Interface Policy
NAC Policy

Traffic Shaping Policy
ZTNARules
Installation Targets

CLI Configurations

Policy Blocks (0)

= Object Configurations >

+CreateNew [iEdit Wl Delete

E  AName Firmware Version
3 Central Management (7)

v FGT FortiGate 7.2

O  FortiCarrier FortiCarrier 7.2

O | Fortifirewall FortiFirewall 6.2
O | FortifirewallCarrier | FortiFirewallCarrier 6.2
O | FortiProxy FortiProxy 7.0

O | root FortiGate 7.2

O | Global Database Global 7.2

B Other Device Types (12)

O | FortiAnalyzer FortiAnalyzer

O | FortiAuthenticator FortiAuthenticator
O | FortiCache FortiCache

O | FortiClient FortiClient

identity-based-route

internet-service-negate

ernet-service-src-negate

ernet-service6

internet-service6-custom

internet-service6-custom-group

internet-service6-group

internet-service6-name

internet-service6-negate
internet-service6-src

internet-service6-src-custom

internet-service6-src-custom-group

internet-service6-src-group

internet-service6-src-name

Click to select

(e ]
(o]
» ]

Click to select

Click to select

Click to select

Click to select
D
D

Click to select

Click to select

Click to select

Click to select

FortiGate on FortiOS 7.0. -7.2.1

ADOM version 7.2 supports policy package installation to the lower version of FortiGate on FortiOS 7.0. During the
installation process the CLI 7.2 syntax is automatically converted to 7.0. syntax to match the OS version.

FortiManager 7.2.0 New Features Guide
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Upgrade ADOM

Do you want to upgrade ADOM "FGT" from version 7.0 to 7.22

2 Enter ADOM @ Disable ADOM & Lock

Central Management

QVPN

QVPN
QVPN
QVPN
QVPN
QVPN
QVPN

o Unlock

= FortiAP

= FortiAP
= FortiAP
= FortiAP
© FortiAP
= FortiAP
© FortiAP

# More v

£ FortiSwitch

2 FortiSwitch
2 FortiSwitch
2 FortiSwitch
© FortiSwitch
2 FortiSwitch
© FortiSwitch

Devices

3 Devices (including 7 VDOMs)x/
View Details >

4 FGT-100

4 FGT-101: root, nat-flow, tp-1, nat-1, ngfw-p

4 FGT-104

ADOM version 7.2 supports policy package installation to the lower version of
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Device Manager

@ Device & Groups v

1& Search... Q
|5 Managed FortiGate (7)

+ FGT-100

@+ FGT-101(5)

+FGT-104
Scripts

@ Provisioning Templates >

irmware Templates

© Monitors >

o FortiManager 7.0 ADOMs can concurrently manage mixed FortiGate devices running FortiOS 7.0 and 7.2.

@ Add Dey @ Device Group + & Install Wizard ADOM: FGT o- oadmi
Connectivity Device Config Status Policy Package Status
@ Connection Up (3) @ Synchronized (8) @ Imported (1)
@ Modified (2)
O Never Installed (4)
3 8 7

e B Del B & Install v | [@ Table View - | [§ More v/ © Show Charts ~ | [ Search..
O | Device Name Config Status 1P Address Platform Firmware Version FGSP Policy Package Status Upgrade Status

Available f de: 7.2.1-b1254
O  4FGT-100 + Synchronized 10.2.117.100 FortiGate-VM64 | FortiGate 7.0.6,build0366 (GA) (Feature) @ Disabled AFGT-100_root vatlable for upgrade

A Firmware Upgrade License Not Fc

Available f de: 7.2.1-b1254
O 4FGT101  Synchronized 10.2.117.101 FortiGate-VM64 | FortiGate 7.0.6,build0366 (GA) (Feature) @ Disabled VEIRUI TR UL

A Firmware Upgrade License Not F¢
O | ©root[NAT] (Manage| v Synchronized @ Disabled AFGT-101 root
O ont1iNaT] + Synchronized @ Disabled ANever installed
O | onatflowNAT) | v Synchronized @ Disabled ANever installed
O ongfw-pNAT] + Synchronized @ Disabled ANever installed
O otp-1(Tansparent] | v Synchronized @ Disabled ANever installed

Available f de: 7.2.1-b1254
O  #FGT-104 + Synchronized 10.2.117.104 FortiGate-VM64 | FortiGate 7.2.1,build1254 (GA) (Feature) @ Disabled VFGT-104 vatlable for upgrade:

A Firmware Upgrade License Not Fc

« Navigate to System Settings > All ADOMs > More, and select Upgrade to upgrade your 7.0 ADOM to 7.2. After the
ADOM is upgraded to 7.2, the new GUI features are automatically displayed.

& Dashboard

@ Al ADOMs

 RAID Management

€ Network

& HA

2 Admin >
8 Certificates >
¥ Eventlog

[@ Task Monitor

B Advanced >

@ Policy Packages v

1& Search... Q

3 FGT-100_root

@B FGT-101_root

OB FGT-104
Firewall Virtual Wire Pair Pol...
Proxy Policy
Authentication Rules
1Pv4 Multicast Policy
1Pv6 Multicast Policy
1Pv4 Local In Policy
1Pv6 Local In Policy
1Pv4 DoS Policy
1Pv6 DoS Policy
1Pv4 Interface Policy
1Pv6 Interface Policy
NAC Policy
Traffic Shaping Policy
ZTNARules
Installation Targets
CLI Configurations

@B FGT-104_root

« Inthe upgraded 7.2 ADOM, create a new firewall policy and then install the policy to FortiGate units running 7.0 and
7.2. FortiManager will automatically downgrade the 7.2 CLI syntax to 7.0 syntax when the package is installed on

+CreateNew [#Edit W Delete = Enter ADOM @ Disable ADOM @ Lock,

E  AName
3 Central Management (7)

FortiCarrier
FortiFirewall
FortiFirewallCarrier
FortiProxy
root
Global Database

Other Device Types (12)
FortiAnalyzer
FortiAuthenticator
FortiCache
FortiClient
FortiDDoS

Oo0o000ooooooo

& Ins

Edit Firewall Policy
geoip-match

Firmware Version

FortiGate 7.0

FortiCarrier 7.2
FortiFirewall 6.2
FortiFirewallCarrier 6.2
FortiProxy 7.0
FortiGate 7.2

Global 7.2

FortiAnalyzer
FortiAuthenticator
FortiCache
FortiClient
FortiDDoS

all Wiza

Central Management

QVPN

QVPN
QVPN
QVPN
QVPN
QVPN
QVPN

o Unlock  § More v

% Clone
& Upgrade

8 Collapse Devices

= FortiAP Expand Devices
+/ ADOM Health Check
= FortiAP & FortiSwitch

ortiAP & FortiSwitch
= FortiAP & FortiSwitch
© FortiAP @ FortiSwitch
= FortiAP & FortiSwitch
© FortiAP @ FortiSwitch

physical-location x v
identity-based-route Click to select v
internet-service-negate o
internet-service-src-negate D
internet-service6 ©
internet-service6-custom

Click to select
internet-service6-custom-group
Click to select
internet-service6-group
Click to select
internet-service6-name o)
Google-Web x
1 entry selected
internet-service6-negate o
internet-service6-src (e ]

internet-service6-src-custom

internet-service6-src-custom:

internet-service6-src-group

Click to select

-group

Click to select
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Search...

Devices Comments

3 Devices (including 7 VDOMs)x/
View Details >
4 FGT-100

4 FGT-101: root, nat-flow, tp-1, nat-1, ngfw-p
2 FGT-104
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devices running FortiOS 7.0. The full policy package will be installed to devices running FortiOS 7.2.

Install Preview of Selected Devices Install Preview of Selected Devices
Q
< FGT-104 < FGT-100 >
14:  edit3 1: config firewall policy
15: set name "new FGT v7.2 policy” 2 edit3
16: set uuid 3: set name "new FGT v7.2 policy”
17: set action accept 4: set uuid
18: set inspection-mode proxy 5 set action accept
19: set srcintf "port2"” 6: set inspection-mode proxy
20: set dstintf "port3" 7: set srcintf "port2"
21; set srcaddr "all" 8: set dstintf "port3"
22; set dstaddr "all" 9: set srcaddr "all"
23; set schedule “always" 10: set dstaddr "all"
24; set service "ALL" 11: set schedule “always"
25 next 12: set service "ALL"
26: end 13: set policy-expiry enable
| 14: set policy-expiry-date 2022-11-11 12:12:12
15 next
16: end

Improved FortiSwitch Manager and AP Manager dashboards -7.2.1

Dashboards are added and improved in FortiSwitch Manager and AP Manager.
See below for:

« Changes and additions to the FortiSwitch Manager dashboards
» Changes and additions to the AP Manager dashboards

Changes and additions to the FortiSwitch Manager dashboards:

The Status and Platform charts are added to display a summary. Use the Show Charts dropdown and toggle to show or
hide the charts. From the Show Charts dropdown, you can select or de-select the checkboxes for Status and Platform to
show or hide the respective chart.

@ Device & Groups v
Platform
18 | Search. Q
(@ Managed FortiGate (2) @ FortiSwitch-248D-FPOE (3)
+ FortiGate-140E-POE (2)
[ FortiSwitch Templates >
[ Create New v | [ €9 |[@0 EA ® 5 %A T More v © Show Crars « Search
[  FortiSwitch Name Serial Number Platform Status FortiLink FortiGate Connecting From = OS Version Join Time Comments Temulnn
o 5248DF3X1700011 S248DF3X17000116 FortiSwitch-248D-1 Online fortilink | 4 FortiGate-140E-POElro0 10.255.1.2 5248DF-v3.6.11-build432,191108 (C Mon Sep 12 22:38:01 2022
0O & swio1 $248DF3X17000101 FortiSwitch-248D-| Offline fortilink 4 FortiGate-140E-POE[roo
O = swio2 5248DF3X17000102 FortiSwitch-248D-1 Unknown fortilink | 4 FortiGate-140E-POElro0

You can mouse over the charts to display a summary of the section in a tooltip. Click an item in a chart or legend to filter
the list of FortiSwitch devices by that item. You can click multiple items to apply multiple filters. A filter icon appears next
to the chart title to indicate that it is being used to filter the list below. To remove all filters, click the chart title that displays
the filter icon.

The Create New button is replaced with a dropdown. From the Create New dropdown, you can add a new FortiSwitch or
FortiSwitch Group.
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& Install Wizard

> @~ eadmln -

® Device & Groups v
Search. Q

©Managed FortiGate (2)

+ FortiGate-140E-POE (2)

B FortiSwitch Templates >

® Device & Groups v
14 Search. Q

|5 Managed FortiGate (2)

# FortiGate-140E-POE (2)

[ FortiSwitch Templates >

FortiSwitch

FortiSwitch Group.

o

The following options are added to the toolbar to make them more accessible: Authorize, Deauthorize, and Upgrade.
> @ oadmmv

& swiol

= swi02

& Install Wizard

B Delete | |B Au

Serial Number

Status

ze | [® Deauthorize |[&

Platform Status

100011, S248DF3X17000114 FortiSwitch-248D-1 Online

$248DF3X17000101 FortiSwitch-248D-| Offiine

5248DF3X17000102 FortiSwitch-248D-1 Unknown

Totsl

Status

® Online (1)
® Offline (1)
© Unknown (1)
Upgrade | [f5 A
FortiLink
fortilink
fortilink
fortilink

® Online (1)
® Offline (1)
© Unknown (1)

Platform

® FortiSwitch-248D-FPOE (3)

@ Show Charts v | |@ List v | ' Search.
==l

FortiGate Connecting From | OS Version Join Time
4 FortiGate-140E-POE[ro0| 10.255.12 S248DF-v3.6.11-build432,191108 (C Mon Sep 12 22:38:01 2022
4 FortiGate-140E-POElro0

4 FortiGate-140E-POE(roo

Platform

@ FortiSwitch-248D-FPOE (3)

[ Cesteew~

[ 1
[ Deete |[ Aunorze | [ Deauthorize | [& Upgrade | |f AsgnTempite

Search.

(© Show Charts ~

=

o

FortiSwitch Name

Serial Number

Platform Status

& 5248DF3X1700011: S248DF3X17000116 FortiSwitch-248D-1 Online

2 swiol

= swi02

5248DF3X17000101 FortiSwitch-248D- Offiine

5248DF3X17000102 FortiSwitch-248D-1 Unknown

FortiLink
fortilink
fortilink

fortlink

FortiGate Connecting From | OS Version Join Time. Comments Temulaln

4 FortiGate-140E-POE[ro0 10.255.1.2 'S248DF-v3.6.11-build432,191108 (C Mon Sep 12 22:38:01 2022
4 FortiGate-140E-POElro0

4 FortiGate-140E-POE[ro0

The following options are included in the More options dropdown:

@ Device &Groups v

1 Search Q

©Managed FortiGate (2)
FortiGate-140E-POE (2)

[ FortiSwitch Templates >

+ Create New v,

Totsl

Status

@ Online (1)
@ Offline (1)
© Unknown (1)

Platform

Autorize ][ Deathorize ||

s

Upgrace | [ Assgn Tempiae | [1 Wyew

[©Showchars v ]

Search.

=
v
o
o

FortiSwitch Name

Serial Number

Platform Status

& $248DF3X1700011 S248DF3X17000116 FortiSwitch-248D-1 Online

2 swi01

2 w102

5248DF3X17000101 FortiSwitch-248D-1 Offline

5248DF3X17000102 FortiSwitch-248D-1 Unknown

FortiLink
fortlink
fortilink

fortlink

FortiGate | 8 View Ports Time. Comments Templaxa

S248DF-V3.6.1-build432191108 (¢ Mon Sep 12 22:3801 2022

fom | OS Ver

# FortiGate) @ Faceplates
4 FortiGate]
2 Replace
4 FortiGate]
3 Restart

& Refresh

G Factory Reset

A Register

B Export to Exce

8 Export to CSV

£ Diagnostics and Tools

The following options are included in the right-click menu:

® Device & Groups v

1 Search Q
©Managed FortiGate (2)
FortiGate-140E-POE (2)

@ FortiSwitch Templates >

oo

FortiSwitch Name

= 5248DF3X17000

Status

@ online (1)
@ Offline (1)
O Unknown (1)

Platform

@ FortiSwitch-248D-FPOE (3)

i Delete | (B Authorize

[ Deauthorize | [& Uperade ] [#5 Assign Template

Bt o] [ seareh

Serial Number
48DF3X1700011

1

Platform Status

iSwitch-248D-1 Online

& swiol

= swi02

Eedit
B Delete

ItiSwitch-248D-1 Offline

[tiSwitch-248D-1 Unknown

B Authorize
B Deauthorize

B3 Replace

& Upgrade
3 Restart
& Refresh
© Factory Reset

& Register

& Diagnostics and Tools.
LED Blink

 Asslgn Tempiate
# View Ports
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FortiLink
fortlink
fortlink

fortilink

pos Fm—— e e

4 FortiGate-140E-POE[ro0 1025512
4 FortiGate-140E-POE[r00

5248DF-v3.6.11-build432,191108 (C Mon Sep 12 22:38:01 2022

4 FortiGate-140E-POElr00
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The Topology monitor is now accessed from the view dropdown.

313 FortiSwitch Manager ~ = & Install Wizard
® Device & Groups v

Platform
1t search Q

©Managed FortiGate (2) @ Online (1) @ FortiSwitch-248D-FPOE (3)
o)

O Unknown (1)
[ FortiSwitch Templates >

+ & % A <] [Bpst~] [ search

O  FortiSwitch Name Serial Number Platform Status Fortilink | FortiGate Connecting From  OS Version JoinTime | Vv List |Comments Temalztn
O = 5248DF3X1700011 S248DF3X17000116 Fortiswitch-248D-1 Online fortilink | 4 FortiGate-140E-POE[ro0 10.255.1.2 5248DFv3.6.11-build432,191108 (C Mon Sep 19 Grovp

O &swio 5248DF3X17000101 FortiSwitch-248D-| Offline: fortink | 4 FortiGate-140E-POElro0 | Topology |

O =swio2 5248DF3X17000102 FortiSwitch-248D-{ Unknown fortilink | 4 FortiGate-140E-POElro0

The Switch Actions dropdown is added to the toolbar in the Topology monitor. To return to the List view, click Back to
Managed Switches.

= & Install Wizard

® Device & Groups ¥ % Create Newv Assign Template  Back to Managed Switches  § Morev:
12 Search Q BEdit  ceee———————————
©Managed FortiGate (2) B Delete FortiLink Stack: fortilink
+ FortiGate-140E-POE (2) = 5248DF3X17000116
& Authorize
itch 4
B FortiSwitch Templates > ® Desuthorize — #portas
# View Ports
@ FortiGate-140 £ 5w101 (5248DF3X17000101)
8 fortilink 3 Restart No connected port
& Upgrade
2 Refresh
£ 5102 (5248DF3X17000102)
& Diagnostics and Tools
.| Noconnected port

Changes and additions to the AP Manager dashboards:

The Status and Radio Channel Utilization dashboards are added to display a summary. Use the Show Charts dropdown
and toggle to show or hide charts. From the Show Charts dropdown, select or de-select checkboxes to show or hide the
respective chart.

& Install Wizard

@ Device & Groups v
Status 2.4 GHz Radio Channel Utiization 5 GHz Radio Channel Utiization
1& Search... Q
‘©Managed FortiGate (4) @ Online (3) 8 Good (1)
+ FortiGate-140E-POE (4) @ Discovered (1)
© MapView > 4 No Data
B WiFi Templates >

(& Crate N [ it | [ et | [ Reresh ] [1 % Assign e | [1 More ] [©ShowCrarts -] [@ st +] [ search

O | Access Point > Status ssiDs Channel | Clients | Temperature | OS Version APProfile | LLDP Connected Via Model  Channel Utilization n
RL:N/A RENA | R1:0 R1: 0%
ver No LLDP neigh
O  ©Ps321C3U15000396  @Discovered | oot eNa | R20 (0 LLDP neighbors SR1C oo
O | =FAP24D3X17005555 | = Online RI: fortinet11 (ssid11) | R1:1 R1:0 FAP24D-v6.0-build0037  24d NolLDPneighbors | 192168100111 | 24D R1:32%
[ | = FAP24D3X16000305 | = Online RL:N/A REN/A | R1:0 FAP24D-v6.0-build0037 NoLLDPneighbors | 192.168.100.113 | 24D RL:41%
O | =FAP24D3X16000296 | = Online RL:N/A RENA | R1:0 FAP24D-v6.0-build0037 NoLLDPneighbors | 192168100112 | 24D R1:33%

You can mouse over the charts to display a summary of the section in a tooltip. Click an item in a chart or legend to filter
the list of FortiSwitch devices by that item. You can click multiple items to apply multiple filters. A filter icon appears next
to the chart title to indicate that it is being used to filter the list below. To remove all filters, click the chart title that displays
the filter icon.

The Create New button is replaced with a Create New dropdown. From the Create New dropdown, you can add a new
Managed AP or Managed AP Group.
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& Install Wizard

® Device & Groups v

Status 2.4 GHz Radio Channel Utilization 5 GHz Radio Channel Utilization
Search Q
©Managed FortiGate (4) ® Online (3) ® Good (1)
+ FortiGate-140E-POE (4) @ Discovered (1)
© MapView > 4 No Data
B WiFiTemplates >
4 Create NEW{ @ E i O [ Refresn | [2 Regis £ Assign Profi © Show Charts v Search.
+ Managed A Status SsIDs Channel  Clients  Temperature  OS Version APProfile  LLDP Connected Via Model  Channel Utiization u
+ Managed AP Group scoverea | RENA RENA  RLO o LLOP neighbore RL:0%
s | @i 4 N onn |R20 No LLDP neighbx se1c o'
[ | =FAP24D3X17005555 | = Online RL: fortinet1 (ssid11) | R1:1 RL:0 FAP24D-v6.0-build0037 | 24d NoLLDPneighbors | 192168100111 | 24D R1:32%
O = FAP24D3X16000305 = Online RL:N/A RLENA  RLO FAP24D-v6,0-build0037 NoLLDPneighbors | 192168100113 | 24D R1:41%
[ = FAP24D3X16000296 | Online RL: N/A RENA  RLO FAP24D-v6,0-build0037 NoLLDPneighbors | 192.168.100412 | 24D R1:33%

The following options are added to the toolbar to make them more accessible: Refresh and Register.

& Install Wizard

>. @ o.\dmm.

@ Device & Groups =
Status 2.4 Ghiz Radio Channel Utilization 5 Ghz Radio Channel Utiization
i Search Q
©Managed FortiGate (4) @ Oniine (3) ®Good (1)
" FortiGate-140E-POE (4) ® Discovered (1)

© MopView > e No Data

B Wi Templates >
+ Create New v & Delete |[[& Refresh | [& Register |[# Assign Profile (© Show Charts + Search,
@ Access Point Status SSiDs. Channel | Clients | Temperature | OS Version APProfile  LLDP Connected Via Channel Utiization n

. RLNA RLNA  RLO § R1:0%

© @PSI2ICIUIS00096  @Discovered ot L N |R2e NoLLDP neighbors soic OO
O | = FAP24D3X17005555 | = Online RL: fortinet11 (ssid1?) | RL1 | RL:0 FAP24D-V6.0-buld0037 | 24d NoLLDPneighbors | 192168100411 | 24D | R1:41%
O | = FAP24D3X16000305 | = Online RLN/A RLNA | RLO FAP24D-16.0-bulld0037 NoLLDPneighbors | 192168100113 | 24D R1:44%
O | = FAP24D3X16000296 | = Online RLN/A RENA | RLO FAP24D-v6.0-buld0037 NoLLDPneighbors | 192168100412 | 24D | R1:40%

The Status and LLDP columns are added to the table.

& Install Wizard

® Device & Groups v

Search. Q

(o Managed FortiGate )

+ FortiGate-140E-POE (4)

g

Total

© MapView >

@ WiFi Templates >

O Access Point >
O  ©Ps321C3U15000396
O | = FAP24DaX17005555
O | = FAP24D3X16000305
O | = FAP24D3X16000296

Status 2.4 GHz Radio Channel Uilization
@ Oniine (3) ®Good (1)
® Discovered (1)
Prof More v
Status ssiDs Channel | Clients  Temperature | OS Version AP Profile
RI:N/A RLENA | RLO
@iscovered | gy nm RENA | R20
= Online RI: fortinetl1 (ssid11) | R1:1 | RLO FAP24D-v6.0-build0037  24d
= Online R1: N/A RLENA | RLO FAP24D-v6.0-build0037
= Online RI:N/A RLNA | RLO FAP24D-v6.0-build0037

The following options are included in the More options dropdown:

& Install Wizard

@ Show Charts v

LoP
No LLDP neighbors
No LLDP neighbors
No LLDP neighbors

No LLDP neighbors

5 GHz Radio Channel Utilization

No Data

Search...

Connected Via Channel Utilization n

5321C

192168100411 | 24D RL:32%
192168100113 | 24D RL:41%
192168100412 | 24D R1:33%

® Device & Groups v
status 2.4 GHz Radio Channel Utilization 5 GHz Radio Channel Utilization
i Search Q
©Managed FortiGate (4) ® Oniine (3) ® Good (1)
+ FortiGate-140E-POE (4) @ Discovered (1)
© MapView > ks No Data
[ Wi Templates >
+ Create New + | [ Edit 2 Refesh | [ Resister | 85 Asion ot | [ Mg~ (© Show Charts ~ Search
@ Access Point + Status ssiDs Channel | ciij & Authorize Version APProfile  LLDP Connected Via Model  Channel Utilization n
RI:N/A RLNA | Ril ® Deauthorize . R1:0%
O @Ps321C3U15000396 | @Discovered o' 2w | R No LLDP neighbors stc oo
O = FAP24D3X17005555 | = Online R1:fortinet11 (ssid11) | R1:1 R1f & Upgrade [24D-v6.0-build0037 | 24d No LLDPneighbors | 192.168.100.111 | 24D R1:41%
.~ TFAP24D3X16000305 = Online RI:N/A REN/A Rl s Restart [24D-v6.0-build0037 NollDPneighbors 192168100113 24D R1:44%
O  =FAP24D3X16000296 | = Online RL:N/A RENA | RY g bt andTools. [24D-V6.0-buld0037 NoLLDPneighbors | 192168100112 | 24D R1:40%
B Export to Excel
® Export to CSV

25 Repl

= View Rogue APs.

w Health Monitor

lace

The following options are included in the right-click menu:
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& Install Wizard

® Device & Groups v

13 Search. Q
r
.

Status 2.4 GHz Radio Channel Utilization 5 GHz Radio Channel Utilization

@ Online (3) @ Good (1)
@ Discovered (1)
No Data

+ Create New | [[4 Edit | [df Delete | [& Refresh | [& Register | [#5 Assign Profile | [3 More v (@ Show Charts | [@ List ] | search

+ FortiGate-140E-POE (4)

© MapView >
@ WiFi Templates >

@ mrons  [sme s G [ o [Goveren rorote | uoe ST e ——|
O ©Ps321C3U15000396 @ Discovered R2:N/A R2:N/A R2:0 No LLDP neighbors $321C R2 0%
v = FAP24D3X1: © - fortinet11 (ssid11) RL:1 R1:0 FAP24D-v6.0-build0037 24d No LLDP neighbors 192.168.100.111 24D R1:41%
Edit
O = FAP24D3X16( & el 1: N/A R1:N/A R1:0 FAP24D-v6.0-build0037 No LLDP neighbors 192.168.100.113 24D R1:44%
B Authorize

® Deauthorize

& Upgrade

S Restart

& Refresh

2 Register

£ Assign Profle

£ Diagnostics and Tools
i LED Blink
i Show on Google Map.

T Show on Floor Map

FiEATINET

The Radio view is added to the view dropdown. From the view dropdown, you can toggle your view between List, Radio,
and Group.

® Device & Groups v

FortiAP Status Channel
1t | search. Q
| Managed FortiGate (4) ® Online (3) ®N/AE) BNAM@
+ FortiGate-140E-POE (4) @ Discovered (2) ®802.110//b (1) @10
© MapView >
B WiFi Templates >

@ [ @ reren | [2 % Assign e | [ More B gy | seorn.

O | Fortapsuus  Fortap Pote ChamelUizaton tertrpg] __U%_by

O @ Discovered N/A 0 N/A N/A 0% 0 N/A
O  @Discovered N/A 0 N/A N/A 0% o N/A
O = Online 24d fortinet11 (ssid11) o 1 24GHz 802.11n/g/b Access Point 41% 10 18 dBm

Option to automatically unlock the ADOM after installing the Policy Package has
been added to the Workspace Mode -7.2.2

The option to automatically unlock the ADOM after installing the Policy Package has been added to the Workspace
Mode. This new option can help prevent administrators from accidentally leaving an ADOM locked once they have
finished the install.

This feature can only be enabled through the CLI

To enable prompt to unlock ADOM after install:

1. Inthe FortiManager CLI, enter the following command to enable the feature.
config system global
set workspace-unlock-after-install enable
end
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2. Enterthe ADOM, and perform an install to FortiOS.
A new option to Install and Unlock is available.

Install Wizard - Device Settings

Only successfully validated device may be installed. Please confirm and click "Install" button to continue.
© Install Preview

[0 Device Name Status Action
FGT60FTK19032820 © Connection Up

m Install and Unlock Cancel

FortiManager supports 2FA with FortiToken Cloud -7.2.2

In addition to two-factor authentication (2FA) with FortiAuthenticator for administrator login, FortiManager supports 2FA
with FortiToken Cloud.

To use 2FA with FortiToken Cloud, you must have an active FortiToken Cloud license registered on FortiCloud. For
more information about this process, see the FortiToken Cloud Admin Guide.

To configure an administrator to use 2FA with FortiToken Cloud:

1. InFortiManager, go to System Settings > Admin > Administrators and click Create New or edit an existing
administrator.

2. Inthe FortiToken Cloud field, select the token delivery method from the following options:

» FortiToken Mobile: Use the FortiToken Mobile app to get tokens. The administrator is sent an email with a link
to activate their token in the FortiToken Mobile app on their mobile device.

* Email: Receive the token by email.
» SMS: Receive the token by SMS message.
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Create New Administrator

User Name

Avatar

Description

Admin Type

New Password
Confirm Password
FortiToken Cloud
Email

Country Dial Code
Mobile Number
Administrative Domain
Admin Profile
Palicy Package
JSOM API Access
Theme Mode

Trusted Hosts

Meta Fields >

Advanced Options >

test

T == Add Photo = Remove Photo

LOCAL

Disable | FortiToken Mobile | Email |G
test@fortinet.com

&5 United States Canada

| 1234567890|

AVl All ADOMSs except specified ones Specify

Restricted_User

All Packages Specify

None

Use Global Theme Use Own Theme

(e |

3. Enter the appropriate contact information.
Edit other fields as needed and click OK.

When the administrator logs in, they are prompted to enter the token code from their email, SMS, or FortiToken

Mobile.
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Please input FortiToken code:

test

Wildcard admin user is supported in the per-ADOM admin profile -7.2.2

Wildcard admin users now support per-ADOM admin profiles with a profile override option. For more information about
the per-ADOM admin profile feature, see Per-ADOM admin profile 7.2.1 on page 233

Additionally, there is a profile override option to use the ADOMs and admin profiles configured on the remote
authentication server, if needed.

To configure a wildcard user with the per-ADOM admin profile feature:

1.

Go to System Settings > Admin > Administrators, and click Create New.
You can also edit an existing user to configure per-ADOM access.

Select the Admin Type, authentication server, and enable Match all users on remote server to create a wildcard
user.

For Administrative Domain, specify the ADOMs the users will be able to access.

For Admin Profile, select Per-ADOM.

Using the Profile dropdowns, select an admin profile for each ADOM.

The profile determines the administrator's access to the FortiManager features when they are in that ADOM.

Ay
‘?' In the example pictured below, a TACACS+ wildcard user is configured. However, the
- same steps can be used to configure another style of wildcard user.
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1 System Settings ADOM: adom2 o~ o "
@ Dashboard it Administator x
@ AlADOMs
@ Network User Name
i HA vatar
e Avatar T [ +AddPhoto || = Remove Proto
min
Administrators Description
Workspace
4
TS RS Admin Type TACACS+
Admin Settings
TACACS Server Tocacs -
SAMLSSO
Match allusers on remote @
Adniisrative Donsin AILADOMs | ALADOMs cxcept specined ones
)
adomt x
adom2 x
2 entres selected
Adrinprofie s
ADOMs Profle
adomt profiel -
adom2 profie2 -
Policy Package Alpaciages ]
JSON AP Access None -
Theme Mode [ Usc Own Theme
Trusted Hosts (]
Meta Fields >
Advanced Options >

FEATINET

For this example, users logging in as a TACACS+ user will have profile1 access in adom1 and profile2 access in
adom2. While profile1 is configured with read-write access across all FortiManager's features, profile2 is limited to

Device Manager and Policy & Objects.

ADOM:adom2 @~ @

om Connectivity Device Config Status Policy Package Status

n

o @ Model Device (1) @ Unknown (1) (O Never Installed (1)

oM

] Policy & Objects 4

1 1 1

B Provisioning Templates >

# Firmware Templates

© Monitors >

i Edit | [ & nstall ~ || @ Table View v | § More v © Show Charts ~

O [bokeme: | Coiposc  Hoatames  |WAdes:  [Poom Dbt RVt RGPS | Py Pckoge s rovsioniog o)
O  @Fen @ Unknown FortiGate-40F FortiGate-40F FortiGate 7.2,buld1253 @ Disabled ANever Installed

FEEATINET

To use the override feature for wildcard users with per-ADOM profiles:

1. Configure per-ADOM access on the remote authentication server.

In this example, the user is configured on the TACACS+ server with profile1 access in adom1 and profile2 access in

adom2. Same as above, profile1 is configured with read-write access across all FortiManager's features, and
profile2 is limited to Device Manager and Policy & Objects.

2. Configure the wildcard user.
In this example, the wildcard user has a per-ADOM configuration with Restricted_User access in adom1 and
Standard_User access in adom2. See image below.
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3. Inthe Advanced Options for the wildcard user, enable ext-auth-adom-override.

Quick Access ~

3 System Settings =
@ Dashboard Edit Administrator x

@ AllADOMs

y
AdminTye Tcacs -
ThcaCs® seer = -
Match all users or e ©
Admiisatve Domain AIADOs | AILADOVSexcept specited ones [l
acom x
adom2 x
2 entes seected
AdninProfie R re-room
Aoovs Profie
sdomt Resiied User -
sdom2 Standard User -
Folcy Package A pocicees Y
150N APt Access None -
Theme Mode Use Goba Theme [JSCHSSSN
Trusted Hosts (=]
Meta Ficlds >

Advanced Options

FEATINET

Because the ext-auth-adom-override feature is enabled, users logging in as a TACACS+ user will have the per-
ADOM access configured on the TACACS+ server. Instead of Restricted_User access in adom1, they will have
profile1 access in adom1.

= ) - @
o &

BEE
B »

. Management
FortiGuard Extender Manager System Settings Extencions

Instead of Standard_User access in adom2, they will have profile2 access in adom2.

ADOM:adom2 @~ (@ et -

on [l B

Device Manager Policy & Objects

FortiManager supports now the FAZ-BD VM and appliance as managed devices -
7.2.2

FortiManager supports now the FAZ-BD VM and appliance as managed devices

FortiManager can manage FortiAnalyzer BigData-VM and FortiAnalyzer BigData 4500F models.
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Managing FortiAnalyzer BigData on FortiManager

To add FortiAnalyzer BigData to FortiManager:

1. Ensure the FortiAnalyzer Features are not enabled in FortiManager.

2. Goto Device Manager > Device & Groups, and select the dropdown next to the Add Device button. Select
Add FortiAnalyzer.

Device Manager v = @ Add Device

B Device Group v & Install Wizard ADOM:root  >- @~ L1~ eadmin v

Device & Groups v ma Add FortiAnalyzer.
Device Config Status Policy Pacl
l: Search... Q Device Blueprint
= <o ion Dow... (@ Unknown (4)
©Managed FortiGate (4) ]
@ Branch3 (O Model Device (3)
@ Branch4
¥ Branch5 4 4 4
o fgt
(@ Logging Devices (4)
@ Branch3
@ Branch4
¥ Branch5
@ fgt [# Edit || T Delete || =] Import Configuration ‘ & Install v ‘ ‘ [ Table View v ‘ @© Show Charts v | | Search...
Scripts O Device Name = Config Status < Host Name = ‘ IP Address = ‘ Platform < Description < u
B Provisioning Templates >
4 Firmware Templates O @ Branch3 AModified FortiGate-VM64 Model device
CJ Monitors >
O @ Branch4 AModified FortiGate-VMé64 Model device
FERTINET m & Rranch& A Mndifiad 1021449 EnrtiCiata\/MAL Madal Aevica

3. Enterthe FortiAnalyzer BigData management IP address.
4. Enable Use legacy device login, and enter your username and password.
Add FortiAnalyzer - Discover Device (1/3) (o P 3

Device will be probed using a provided IP address and credentials to determine model
type and other important information.

2
Use legacy device login [ o)

2 admin

@ cccccccnd ® © ‘

FortiManager will display the basic details of the FortiAnalyzer BigData which will connect to FortiManager.
5. Click Next.
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Add FortiAnalyzer - Edit Device Details (2/3) (o P 3

The following information has been discovered from the device:

IP Address

Host Name FAZ-BD-VMé4

SN

Model FortiAnalyzer-BigData-VM64
Firmware Version 7.0.4, build145
Administrator admin

< Previous Next > Cancel

The wizard will ask to synchronize the ADOM and devices.
6. Click Synchronize ADOM and Devices to proceed.
Add FortiAnalyzer - Validate Device (3/3) M %

Status: Verify managed/logging devices on both sides

Search... Q
O Status < ‘ Device Name = Platform < u
O _ Branch3 FortiGate-VM64
O _ Branch4 FortiGate-VM64
O _ fgt FortiGate-VM64
O _ Branch5 FortiGate-VM64

Synchronize ADOM and Devices Cancel

FortiManager shows the FortiAnalyzer BigData was added successfully.
Add FortiAnalyzer - Validate Device (3/3) | ox

(V] FortiAnalyzer Added Successfully

7. To verify that it has connected to FortiManager, go to Device Manager and click Managed FortiAnalyzer.
FortiManager will show the version, platform, and IP address of the FortiAnalyzer BigData.
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Device Manager v = @AddDevice ~ gBDeviceGroup v & Install Wizard ADOM:root >~ @~ L1 ~ eadmin v

@ Device & Groups v | @ Edit || B Delete Search...

l& Search... Q O

©Managed FortiGate (4) ]
@ Branch3

Device Name = IP Address = Platform < Description < n
4 FAZ-BD-VM64 10.3.144.120 FortiAnalyzer-BigData-VMé4

@ Branch4
¥ Branch5
@ fgt
OLogging Devices (4)

@ Branch3
@ Branch4
¥ Branch5
@ fgt

©Managed FortiAnalyzer (1)

4 FAZ-BD-VM64

Scripts

B Provisioning Templates >

Firmware Templates

CJ Monitors >

FERTINET
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Sending logs to FortiManager

To send logs from FortiAnalyzer BigData to FortiManager:

1. Enable FortiAnalyzer Features on FortiManager.
2. Onthe FortiAnalyzer BigData go to System Settings > Advanced > Device Log Settings.
3. Gotothe Local Device Log section and check the option to Send the local event logs to FortiAnalyzer/FortiManager.

ADOM:root ¥ oadminv

€3 Dashboard Device Log Settings

@ Logging Topology . .
— Registered Device Logs

@ AllADOMs

€ Storage Pool Roll log file when size exceeds (10-1000)MB
& Admin > Roll log files at scheduled time

& Admin

Weekly \ Every Sunday v 00 v Hour 00 v Minute
EB Certificates >

* Log Forwarding O Upload logs using a standard file transfer protocol

Upload logs to cloud storage| =
i Event Log
[ Task Monitor
E: Advanced v — Local Device Log
SNMP Send the local event logs to FortiAnalyzer/FortiManager
Mail Server IP Address
Syslog Server Upload Option @ Real-time O Schedule Time
Severity Level Debug o

Meta Fields

Do e Gais O Reliable log transmission

File Management

Advanced Settings Apply

4. To verify that logs are being sent from FortiAnalyzer BigData, go to Log View on the FortiManager and select the
FortiAnalyzer BigData device.

S22 LogView~v

B Log Browse “ Add Filterl O ABFAZ-BD-VM64 v @ Last 1 Day~ M Display T Delete
[ Log Group X X . .

o # Device Name Serial Number VDOM Type File Name From To Size

o 1 self _self_locallog_  Event elog 2022-09-0... 2022-11.. 17.5M

Using FortiManager as the FDS server
This setting can only be configured in the CLI.

To configure FortiManager as the FDS server for FortiAnalyzer BigData:

1. Configure FortiManager as the FDS server using the following commands in the FortiAnalyzer BigData CLI:
config fmupdate fds-setting
config server-override
set status enable
config servlist
edit 1
set ip <FortiManager IP>
set port 8890
next
end
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end
end

To receive package updates from FortiManager, enter the following commands in the FortiAnalyzer BigData CLI:

fmupdate web-spam fgd-setting
config server-override
set status enable
config servlist
edit 1
set ip <FortiManager IP>
set port 8900
set service-type fgd
next
edit 2
set ip <FortiManager IP>
set port 8903
set service-type geoip
next
end
end
end

loT Vulnerabilities has been added to the Asset Identity Center -7.2.2

lIoT Vulnerabilities has been added to the Asset Identity Center, with the ability to drilldown to the device level to display
vulnerability details for each affected device.

To view loT vulnerability information:

1. Go to Device Manager > Monitors > Asset Identity Center.
The GUI displays the IoT Vulnerability information column in the table.

Device Manager v = & Install Wizard > O~ e admin v
@ Device & Groups >
. Hardware Vendor Software OS Status Interface
Scripts
& Provisioning Templates > “ @ VMware (55) @ Other (66) @ Offline (57) @ port1 (67)
#i: Firmware Templates ~“ @ Fortinet (3) @ Windows (1) ’ @ Online (11) @ Other (1)
" O Other (3) O FortiOS (1)
I CJ Monitors v ] 68 @ Dell (3)
SD-WAN Monitor @ Super Micro...
VPN Monitor @ Cisco (1)
Asset Identity Center
@ Show Charts Search...
O Device + ‘ User = Address <+ Software OS < ‘ loT Vulnerabilities { FortiSwitch < u
O @ Other identified device
O @ Other identified device e @ e e
O @ Other identified device
(m] -] a FortiOS 100% 68
F::RTINET .
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2,

Click on the information in the loT Vuinerability column to view vulnerability details.

$3  Device Manager v = & Install Wizard aoom:aaz > @~ (@)acmin -
@ Device & Groups >
. Hardware Vendor Software OS Status Interface
Scripts
& Provisioning Templates > 1 @ VMware (55) \ @ Other (66) @ Offline (57) @ port1 (67)
Firmware Templates ‘ @ Fortinet (3) @ Windows (1) ’ @ Online (11) @ Other (1)
~ O Other (3) 68 O FortiOSs (1) 68 68

68

Devices

|l;| Monitors v
SD-WAN Monitor

@ Dell (3)
@ Super Micro...
@ Cisco (1)

Devices Devices Devices

VPN Monitor

Asset Identity Center
@ Show Charts Search...

O] Device + ‘ User < Address < Software OS < ‘ loT Vulnerabilities { FortiSwitch < =
O @ Other identified device
@ View Vulnerabilities

179 50 199 e
v o MO8 a s Other identified device

L oL AR A S D F o
O @ Other identified device
0O = a Fortios

Fi:RTINET

& Install Wizard ADOM: ad72 > O~ eadmin -

222 Device Manager v

@ Device & Groups > View IoT Vulnerabilities for Device x
Scripts
@ Provisioning Templates > search...

Firmware Templates O | Vulnerability ID { Severity + Reference | Description & o

| GJ Monitors v () IoT Application: netgear d6200 1.0.0.60 €D

SD-WAN Monitor

(] 1254 [ 1| ] Certain NETGEAR devices are affected by CSRF. This affects D6200 before 1.1.00.3¢

NaNon o O 1256 [ [ | [ [m] Certain NETGEAR devices are affected by authentication bypass. This affects D6200

O 1252 HEE Certain NETGEAR devices are affected by incorrect configuration of security settings
O 1257 HEE Certain NETGEAR devices are affected by authentication bypass. This affects D6200

O 1258 HEE Certain NETGEAR devices are affected by a stack-based buffer overflow by an unaut

O 1260 HEE Certain NETGEAR devices are affected by a stack-based buffer overflow by an unaut

O 1261 HEE Certain NETGEAR devices are affected by a stack-based buffer overflow by an unaut

O 1262 HEE Certain NETGEAR devices are affected by command injection by an authenticated us

O 1259 | | [m} Certain NETGEAR devices are affected by stored XSS. This affects D6200 before 1.1

(] 1263 ERCOO0 Certain NETGEAR devices are affected by stored XSS. This affects D36 10

(= loT Application: axis p3364v 5.50 €9

Close

FERTINET

Workspace mode is supported for the restricted admin -7.2.2

Workspace mode is supported for the restricted admin.

To use workspace mode as a restricted admin:

1.

Log in as a restricted administrator.

When Workspace mode is enabled, a lock icon is displayed in the top right. When the lock icon is not displayed, the

restricted administrator only has read access to profiles.
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&2 Restricted Admin Mode = & Install Wizard

[E Web Filter ~ © View § Morev

D -
Rating Overrides O O default
© sniffer-profile

URLFiter o
O © wifi-default
[m]

Content Filter
© monitor-all
Local Category
[ Intrusion Prevention >

[ Application Control >
[ Task Monitor

Comments
Default web filtering.

Monitor web traffic.

Default configuration for offloading WiFi traffic.
Monitor and log all visited URLs, flow-based.

Feature Set
Flow-based
Flow-based
Flow-based
Flow-based

Created Time
admin / 2022-11-01 17
admin / 2022-11-01 13
admin / 2022-11-01 13
admin / 2022-11-01 13

Quick Access «

Last Modified

& ADOM:root @~ oiL\Sv

@ Views

Revision History

2. Click the lock icon to lock the ADOM. When the ADOM is locked, you are able to create, edit, and delete profiles.
Locking the ADOM as a restricted admin user does not lock the whole ADOM, and local administrators are still able

to lock policy packages or objects.

£X2 Restricted Admin Mode = & Install Wizard

[E Web Filter v 4+ CreateNew [# Edit B Delete $ Morev
© default

Rating Overrides

URL Filter © sriffer-profile

© wifi-default

ooooo

Content Filter

© monitor-all
Local Category

Intrusion Prevention >

Application Control >

[ Task Monitor

# Column Settings ~
Comments
Default web filtering.
Monitor web traffic.
Default configuration for offloading WiFi traffic.
Monitor and log all visited URLs, flow-based.

Feature Set
Flow-based
Flow-based
Flow-based
Flow-based

Created Time

Quick Access v

Last Modified

admin / 2022-11-01 17
admin / 2022-11-01 13
admin / 2022-11-01 13
admin / 2022-11-01 17

& ADOM:root @~ ipsv

@ View

Revision History

When a local administrator locks the ADOM, the whole ADOM is locked. Restricted admin users are able to see the
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lock icon displayed in red, and will only have read access permissions until the ADOM is unlocked.

£X2 Restricted Admin Mode = & Install Wizard

[E Web Filter ~ + Create New [% Edit B Delete § Morev 4% Column Settings v ® Views Q)
_ O Name Comments Feature Set Created Time Last Modified Revision History
Rating Overrides O O default Default web filtering. Flow-based admin / 2022-11-01 13
URL Filter O O sniffer-profile Monitor web traffic. Flow-based admin / 2022-11-01 13
Content Filer O O wifi-default Default configuration for offloading WiFi traffic.  Flow-based admin / 2022-11-01 13
O  © monitor-all Monitor and log all visited URLS, flow-based. Flow-based admin / 2022-11-01 13

[= Application Control >
[ Task Monitor

Restricted IPS admins can manage the IPS header and footer and perform IPS
installations in the global ADOM -7.2.2

Restricted IPS admins can manage the IPS headers and footers and perform IPS installations in the global ADOM.

To manage IPS headers and footers in the global ADOM:

1. Signinto FortiManager as a restricted IPS administrator.
2. Goto the Global Database ADOM.

« Restricted IPS admins can create, modify, and operate global IPS header and footers from the Global
Database ADOM when managing IPS.
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Intrusion Prevention

Profiles

1PS Templates

IPS Signatures

IPS Diagnostics

FortiGuard Package

License and Services
B Application Control >
[ Task Monitor

Edit Header/Footer IPS Sensor

Name

Comments

1P Signatures and Filters.

+CreateNew v @iEdit EDelete #MoveUp ¥ Move Down

O | Details
) Header IPS (2)
O Application: Apple
O Application: CGlLapp
2 Footer IPS (1)
O Application: IS

Change Note *

O Revert Gl View Diff & Column Settings v

O  Revisior Changed by
o7 ips

0 s ‘admin

o s admin
[m admin

o s admin

o 2 admin
01 admin

123
/4
3/255
| Bxempt 1P Action
@Default
‘@Monitor
o @Block
Revision
gl
A
l 1/1023)
Revision History
Date/Time Action  Change Note
2022-11-14 13:43:27 Modify 7
2022-11-14 13:37:2¢ Modify 3
2022-11-14 13:24:4C Modify 3
2022-11-14 13:20:47 Modify 4
20221114 1309:12 Modify 2
2022-11-14 12:52:32 Modify
2022114125225 Create 1
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[ o
« Users have the option to Automatically Install Used IPS Profiles to ADOM Devices.

Assign/Unassign

i
Q

root x

1 entry selected

@ Automatically Install used IPS Profiles to ADOM

Devices

.

Packet Logging

@Disabled
@Disabled

Qisabled

Search

Status

@Default
@Default

@Dcfault
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« The following example shows the automatic install to one device in one policy package.

Assign

s

Total: 6/6, @ Success: 6,

Py

rogress Report

Warning: 0. @ Ermor0 B

Search...

#

[ I

oo s

-
-

MName =

root[assign]

45[copy]

Start Check Package Status
45

root

45[check package]

Time Used =

2s
30s
38s
28s
3s

<1s

Status =

Installation to real device done

install and save finished status=0K

Copy to device done

Add Header/Footer IPS installation task done

Close

copy and install packages default in adom root done

« The following example shows the automatic install to multiple devices in multiple policy packages.

Assign

Total: 11/11, @ Success: 11,

Warning: 0, @ Error:0 @

L View Progress Report Search...
#= Name = Time Used = Status =
1 root[assign] 3s Add Header/Footer IPS installation task done
2 45[copy] 25s Installation to real device done
3 FGVMOBTM21004781[copy] 1m 30s Installation to real device done
4 FGVMOBTMZ1004781[copy] 1m 30s Installation to real device done
5 Start Check Package Status 1m 40s
& 45 255 install and save finished status=0K
7 FGVMOBTM21004781 1m29s install and save finished status=0K
a8 root 4s copy and install packages PP2 in adom root done

Close

» The following example shows when Automatically Install Used IPS Profiles to ADOM Devices is selected, but
there are no changes to the IPS header/footer or no installed devices are updated.
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Assign
...
Total: 6/6, @ Success: 6, A Warning: 0. @ Error 0 @
O View Pro eport Search...
#3 Name = Time Used = | Status = a
1 root[assign] 25 Add Header/Footer IPS installation task done
2 45[copyl 20s Installation to real device done
3 Start Check Package Status 37s
4 43 27s install and save finished status=0K
5 root 25 copy and install packages default in adom root done
6 root:default 2s Mo Installation Targets or no change made on package [default]
Close
. 4'-

FortiManager displays PSIRT information when a vulnerability is detected for
managed devices -7.2.2

FortiManager displays PSIRT information and shows a notification when a vulnerability is detected for managed devices.

The notification will display in the banner and in the Firmware Version column of Device Manager > Device & Groups.
For example, see below:

~ BDeviceGroup & Install Wizard

@ Device & Groups v - — A 1 managed devices identified with l jperade is

- Connectivity - bee Status
18 Search Q L L
@ Comectionlp @ Schonized T O Neverlnstaled
©Managed FortiGate (1) / // \ A e ,/ // D ° | /\ N °
\ \ ( Y
S . D | | D | [ G
Scripts | W \ 4 / .
. - - N
@ Provisioning Templates > \ \ / \ y
@ Firmware Templates B B —
Q Monitors ’> [meat |[@o ] c & Install ~ | [ Table View v | [ § More v | © Show Charts |~ | | Search.
T [ s [t sane | remtemes [ ] pums_[oeerpn] v Trcs0= |ty a5 s e e U= o

FortiGate 7.0.4,build0296 (Interim)

O  #FGTVMI65 v Synchronized FGVMO4TM220( 10, FortiGate-VM64 @Disabled | ANever Installed Available for upgrade: 7.2.3-61262

FE:ATINET

Click the notification in the Firmware Version column to display a table view of the PSIRT vulnerabilities for that device.
The vulnerabilities are grouped by device type and IR number. You can click the IR number or the CVE to review more
information, if needed. For example, clicking FG-IR-22-158 in the example below would open
https://www.fortiguard.com/psirt/FG-IR-22-158.

FortiManager 7.2.0 New Features Guide 163
Fortinet Inc.


https://www.fortiguard.com/psirt/FG-IR-22-158
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Vulnerabilities

Search...

Wbt [Taes ooy [oves

FG-IR-22-158 | FortiOS - Flaws over keytab encryption scheme Low CVE-2022-29053
FG-IR-22-174 | FortiOS -- Read-Only users able to modify the Interface fielc Medium | CVE-2022-38380

FG-IR-22-377 | FortiOS / FortiProxy / i Critical <

FG-IR-22-398 | FortiOS - heap-based buffer overflow in ssivpnd Critical CVE-2022-42475

Alternatively, you can click the notification in the banner to open a Vulnerable Devices pane with a table of the vulnerable

devices. You can click the IR number to review more information, if needed.

~ & Install Wizard

@ Device & Groups Vulnerable Devices

1t Search... Q

‘@Managed FortiGate (1) + Create Firmware Template | | I View Vulnerabilite: & Display Options | | Search.

+ FGTVM165 O | Device Name + Devic* e ion = | Vulnerabilities
Scripts

@ Provisioning Templates > [

® Finmrare Templates O #FcTvMIss FortiG FortiGate 7.0.4,bld0296 (nterim)  FortiGate 7.09 B
Monit >

2 Monitors FG-R-22-398

FEIRTINET

In the Vulnerable Devices pane, you can click Create Firmware Template to upgrade the affected devices. The name of

the firmware template is automatically generated.

@ Device & Groups v Edit Firmware Template

1t search. Q

©Managed FortiGate (1)

+ FGTVM165

Name PSIRT_Tue_Jan_10_2023

Scripts Description
@ Provisioning Templates >
& Firmware Templates

Q) Manitors >

Upgrade Details

G| [@ oo Search
o
2 FortiGat

o FortiGate-VMé4 7.2.3-b1262 (Feature)

Platform +

Upgrade to = £

] FortiAP
B2

Install Window

cheaule Tpe I o | sy | weky

Upgrade Options

Boot From Altemnate Partition After Upgrade @ o
Let Device Download Firmware From FortiGuard @ o

FEIATINET

Once saved, the firmware template can be found in Device Manager > Firmware Templates and it can be used for the

upgrade.

& Device & Groups > | [+ Create New | [ Edit | [ @ Delete | [ @ Assign to Device/Group | [ § More v Search,

ADOM:ADOMVO  >- @~ 01~ (@Yacmin

Scripts

o ‘ Name = Upgrade Detals = ‘ nstall Window = Description Assigned to Device/Group =
@ Provisioning Templates >
Loeei T ViewDess -
O PSRT_Tue_Jan_10.2023  FortiGate-VM64 -- 7.2.3-b1262 (Feature) | None
D Monitors > 4 FGTVM165 (root)
FERTINET
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FortiManager supports authentication token for APl administrators -7.2.2

FortiManager supports authentication token for APl administrators.

To configure REST API administrators with authentication token:

1. Goto System Settings > Admin > Administrators.
2. Click Create New > REST API Admin.

You can configure your REST APl administrator using the GUI.

£.  System Settings ~
€ Dashboard
@ AllADOMs

& Network User Name
& HA Avatar
& Admin v
Administrators Description
Profile
Workspace

Remote Authentication S...

Admin Settings Administrative Domain
SAML SSO Admin Profile
EB Certificates > Policy Package
i Event Log JSON API Access
[@ Task Monitor Regenerate APl Key
E: Advanced >

PKI Group
CORS Allow Origin

Trusted Hosts v

Trusted IPv4 Host 1
Trusted IPv4 Host 2
Trusted IPv4 Host 3
Trusted IPvé Host 1
Trusted IPvé Host 2

Trusted IPvé Host 3

Meta Fields >

To configure REST API administrators in the CLI:

Edit REST API Administrator

ADOM: root

> @+ L1~ eadmin -

ul

U =+ Add Photo = Remove Photo

AllADOMs All ADOMs except specified ones

Standard_User -

All Packages Specify

Read-Write -

Specify

& Regenerate

@
@

10.3.121.1/255.255.255.255
255.255.255.255/255.255.255.255

255.255.255.255/255.255.255.255 +
/0

FEFF A PO FEAR PR FERLFFFLFFF/ 128

FEFF-FFEFFEAF-FEFRFRAF.FEER.FEF.FFFF/ 128 +

1. Enter the following commands to configure the REST API administrator:

config system admin user

(user)# edit ul

new entry 'ul' added
(ul) # set user type api
(ul) # set profileid Super User

Super user profile selected,

(ul) # set rpc-permit read-write
(ul)# set trusthostl 10.3.121.1/16
(ul) # get
userid : ul
login-max : 32
password : *

change-password enable

adom-access will be set to all

trusthostl 10.10.121.1 255.255.0.0
trusthost2 255.255.255.255 255.255.255.255
trusthost3 255.255.255.255 255.255.255.255
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trusthost4 255.255.255.255
trusthost5 255.255.255.255
trusthost6 255.255.255.255
trusthost? 255.255.255.255
trusthost8 255.255.255.255
trusthost9 : 255.255.255.255
trusthostl0O :

ipvé trusthostl ::/0

ipv6 trusthost2 ffff.ffff:
ipv6_trusthost3 ffff:ffff:
ipvé_ trusthost4 ffff:ffff:
ipvé_ trusthostb5 ffff:ffff:
ipvé trusthost6 ffff:ffff:
ipv6 trusthost? ffff:ffff:
ipv6 trusthost8 ffff:ffff:
ipv6 trusthost9 : ffff:ffff:

ipv6_ trusthostl0

profileid

255.
255.
255.
255.
255.
255.
255.255.255.255 255.255.255.255

ffff:
ffff:
ffff:
ffff:
ffff:
ffff:
ffff:
ffff:

255.
255.
255.
255.
255.
255.

ffff:
ffff:
ffff:
ffff:
ffff:
ffff:
ffff:
ffff:

255.
255.
255.
255.
255.
255.

255
255
255
255
255
255

ffff:ffff:
fEfff.ff£ff:
fEff.ff£f£f:
ffff.ff£ff:
ffff:ff£Ff:
fEff:ff££f:
fEff:ff££f:
fEff:.ff£f:

ffff:
ffff:

ffff

ffff

fff£/128
fff£/128

(ff£f£/128
ffff:
ffff:
ffff:
ffff:

ff£f£/128
fff£/128
ffff/128
fff£/128

f££f£/128

fEff:ffff:ffff:ffff:ffff:ffff:Ffff:fFFF/128
Super User

dev-group (null)
description (null)
user type api

ssh-public-keyl
ssh-public-key2
ssh-public-key3

avatar
meta-data:

fieldname:

fieldname:

fingerprint

subject
ca

rpc-permit

(null)

[ Contact Email ]

Contact Email

[ Contact Phone ]

Contact Phone

(null)

(null)
cors-allow-origin

(null)

read-write

(null)

use-global-theme enable
last-name (null)
first-name (null)
email-address (null)
phone-number (null)
mobile-number (null)
pager—-number (null)
hidden : 0
dashboard-tabs:
dashboard:

(ul) # end

2. Enter the following command to generate a new API key for the administrator.
execute api-user generate-key ul

New API key:

For example:

C:\test>curl https://10.10.171.13/jsonrpc?access_token=97f3cnrxht4nrkflmnutb320000000~
ksS -d "{\"id\":2,\"method\":\"get\", \"params\": [{\"url\":

{

"id": 2,
"result": [

FortiManager 7.2.0 New Features Guide
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97f3cnrxht4nrkflmnutb320000000
3. Send JSON request to FortiManager with the generated APl key in HTTP URL.

\"/sys/status\"}]}"
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{

"data": {
"Admin Domain Configuration":
"BIOS version": "04000002",
"Branch Point": "1334",
"Build": "1334",

"Current Time": "Thu Feb 02 23:

"Daylight Time Saving": "Yes",
"FIPS Mode": "Disabled",

"HA Mode": "Stand Alone",
"Hostname": "FMG-VM64",
"License Status": "valid",
"Major": 7,

"Max Number of Admin Domains":
"Max Number of Device Groups":
"Minor": 2,

"Offline Mode": "Disabled",
"Patch": 2,

"Enabled",

07:16 PST 2023",

1000000000,
1000000000,

"Platform Full Name": "FortiManager-VM64",

"Platform Type": "FMG-VM64",
"Release Version Information":

" (GA) "’

"Serial Number": "FMG-VMOA11000137",

"Tz": "US/Pacific",

"Time Zone": " (GMT-8:00) Pacific Time (US & Canada).",
"Version": "v7.2.2-buildl1334 230201 (GA)",

"x86-64 Applications": "Yes"
}I
"status": {
"code": O,
"message": "OK"
}I
"url": "/sys/status"

}

}

4. Send JSON request to FortiManager with the generated APl key in HTTP header.

For example:

C:\test>curl https://10.10.171.13/jsonrpc -H "Authorization:Bearer
97f3cnrxhtdnrkflmnutb320000000" -ksS -d "
{\"id\":2,\"method\":\"get\", \"params\": [{\"url\": \"/sys/status\"}]}"

"id": 2,
"result": [
{

"data": {
"Admin Domain Configuration":
"BIOS version": "04000002",
"Branch Point": "1334",
"Build": "1334",
"Current Time": "Thu Feb 02 23:
"Daylight Time Saving": "Yes",
"FIPS Mode": "Disabled",
"HA Mode": "Stand Alone",
"Hostname": "FMG-VM64",
"License Status": "valid",
"Major": 7,

"Max Number of Admin Domains":

FortiManager 7.2.0 New Features Guide
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11:34 PST 2023",

1000000000,

167



Central Management

"Max Number of Device Groups": 1000000000,
"Minor": 2,

"Offline Mode": "Disabled",
"Patch": 2,
"Platform Full Name": "FortiManager-VM64",
"Platform Type": "FMG-VM64",
"Release Version Information": " (GA)",
"Serial Number": "FMG-VMOA11000137",
"Tz": "US/Pacific",
"Time Zone": " (GMT-8:00) Pacific Time (US & Canada).",
"Version": "v7.2.2-buildl1334 230201 (GA)",
"x86-64 Applications": "Yes"

}I

"status": {
"code": O,
"message": "OK"

by

"url": "/sys/status"

}

FortiProxy 7.2 ADOM type added support for VDOMs -7.2.2
FortiProxy 7.2 ADOM type added support for VDOMs.

To manage VDOMSs in a FortiProxy 7.2 ADOM:

1. Go to Device Manager and select a managed FortiProxy device to enter the Device Database.
2. In Dashboard > Summary, you can change the VDOM mode for the selected device.

22 Device Manager v H - B oup v & Install Wizard ADOM: demo_fm72 >~ @~ eazlmm -

@ Device & Groups v Edit VDOM Configuration x

1& Search... Q

(©Managed FortiProxy (1) VDOM Mode Multi VDOM -

FortiProxy-VM64

Scripts

[al

v Multi VDOM
@ Provisioning Templates >

= No VDOM
@ Firmware Templates

© Monitors >

FiERATINET
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3. In System > Virtual Domain, you can create a new VDOM for the managed FortiProxy device.

FortiManager 7.2.0 New Features Guide
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(©@Managed FortiProxy (2)

Scripts

i Firmware Templates
© Monitors

Device Manager ~

@ Device & Groups
1& Search...
©Managed FortiProxy (1)

@ FortiProxy-VM64 (1)

a oot

Scripts
@ Provisioning Templates
@ Firmware Templates
CJ Monitors

@ Device & Groups

1t Search.. Q

 root
@ vdom1

@ Provisioning Templates >

@ Add Device

Create New Virtual Domain

VDOM Name

Description

Enable

Central SNAT
Operation Mode
NGFW Mode

Interface Members

Create New Virtual Domain

'VDOM Name

Description

Enable

Central SNAT

Operation Mode

NGFW Mode
Management IP Address 1
Management IP Address 2
Gateway

Interface Members

vdom1

ADOM: demo_fpx72  >- @~ ommv

©
@
NAT

[C el Policy-based

&

portd. o
0000/0000
ports, o
0000/0000

2 entries selected

vdom2-tp

©
@

Transparent

LE el Policy-based

Qi -

172.18.78.23/255.255.255.0

0.0.0.0/255.255.255.0
102221

Q

port6
000010000

port7
000010000

2 entries selected
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5.

Install the changes to the target device.

Install Wizard - Device Settings (4/4)

@ Installed successfully.

Totak: 3/3, @ Success: 3, A Waring:0, @Error:0 @

[ B View Installation Log | [ @ View Progress Report |
#s ‘ Name &

‘ Time de% Status <

FortiProxy-VMé4copy] - vdom1 40s

1 Installation to real device done
2 FortiProxy-VMé4lcopy] - vdom2-tp 405 Installation to real device done
3 FortiProxy-VMé4

39s install and save finished status=OK

Configurable SD-WAN monitor data with custom disk usage -7.2.2

To configure the SD-WAN monitor data:

1. In the FortiManager CLI, enable SD-WAN monitor history.

config system admin setting

set sdwan-monitor-history enable
end

2. You can configure SD-WAN monitoring history using the following commands in the CLI.

e rtm-max-monitor-by-days:Maximum RTM monitor (sd-wan, traffic shaping, etc) history by days (1-180).
e rtm-temp-file-1limit: Setthe RTM monitor temp file limit by hours. A lower value will reduce disk usage,
but may cause data loss (1 -120).
For example:
config system admin setting
set sdwan-monitor-history enable

set rtm-max-monitor-by-days <60>
set rtm-temp-file-limit <48>

FortiManager added support for IOTV objects and vulnerability download from FDS
-7.2.2

FortiManager added support for IOTV objects and vulnerability download from FDS.
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Example of FortiManager support of IOTV objects and vulnerability from FDS

1. FortiManager downloads the IOTV file from the FDS server.

2022/11/16_19:00:35.458 info fds svrd[920]: [FMG-->FDS] Request:
Protocol=3.0|Command=Poll |Firmware=FMG-VM64-FW-7.02-1179|SerialNumber==****x*kxxkrx_
|Persistent=false|AcceptDelta=0|Dataltem=***x*****x*x*+4+x-(00007.02835~-
2211162059*05006000ISDB00100-00022.00440-2211150308*06000000FFDB00305-00007.02835~-
2211162100*06000000FFDB00405-00007.02835-2211162100*06000000ISDB00100-00022.00440~-
2211150308*06000000NIDS02603-00022.00441-2211160215*06002000FFDB00306-00007.02835~-
2211162111*06002000FFDB00406-00007.02835-2211162111*06002000ISDB00100-00022.00440~-
2211150308*06004000FFDB00307-00007.02835-2211162118*060040001ISDB00100-00022.00440~-
2211150308*07000000FFDB00907-00007.02835-2211162118*07000000ISDB00100-00022.00440~-
2211150308*07002000FFDB01008-00007.02835-2211162059*07002000FFDB02008-00007.02835~-
2211162059*07002000I0TV00100-00022.00440-2211150330*07002000ISDB00100-00022.00440~-
2211150308™"M "M

2022/11/16_19:00:35.498 info fds svrd[920]: [FDS-->FMG] Response:
Protocol=3.0|Response=200|Firmware=FPT033-FW-6.8-0005|SerialNumber=="=%****xxxkkk*_
KXXK KK KKK A A K | Seryver==***** | Persistent=false|Responseltem=****kkkikxxx

2022/11/16_19:00:36.492 info fds_svrd[920]: FCP_CONN:: received object:
1d=07002000I0TV00100 ver=00022.00442-2211170248 si1ze=8859232, store in file
2022/11/16_19:00:43.713 info fds svrd[920]: Send IOTV update notification to fgdsvrd

The IOTYV file is saved on FortiManager

var/fds/data/
iotv.db

2. The user configures IOT settings on the FortiGate.

config system central-management
set type fortimanager
set fmg <ip address>
config server-list
edit 1
set server-type update rating iot-query
set server-address <ip address>
next
end
set include-default-servers disable
end

FortiManager only support IOT query on port 443.

config system interface
edit "portl"
set ip 10.59.8.000 255.255.254.0
set allowaccess ping https ssh snmp http webservice
set serviceaccess fgtupdates fclupdates webfilter-antispam
set rating-service-ip <ip address> <netmask>
set type physical
next
config fmupdate service
set query-iot enable
set query-webfilter enable
end
config fmupdate web-spam fgd-setting
set iot-log all
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set iotv-preload enable
end

3. ThelOT query is performed by FortiGate:

150-fgt-iotv-tst # diag wad dev-vuln query
vendor=tesla&version=2020.4.09&product=model3webinterface

GET /vl1/lookup/iotvuln?vendor=tesla&version=2020.4.09&product=model3webinterface&s&s
HTTP/1.1

Host: 10.59.8.001

Accept: application/json

HTTP/1.1 200 OK
Content-Length: 686

[ { "date _added": "2022-05-31 16:53:44.080946", "date updated": "2022-08-03
21:00:35.138956", "description": "The driving interface of Tesla Model 3 vehicles in any
release before 2020.4.10 allows Denial of Service to occur due to improper process
separation, which allows attackers to disable the speedometer, web browser, climate
controls, turn signal visual and sounds, navigation, autopilot notifications, along with

other miscellaneous functions from the main screen.", "id": 14300, "max version":
"2020.4.09", "min version": "", "patch sig id": 10000696, "product":
"model3webinterface", "refs": [ "CVE-2020-10558" ], "severity": "high", "vendor":
"tesla", "vuln type": "DoS" }]

FortiManager provides a response:

2023/01/25 11:13:47.039 notice fgdsvr(client worker) [995]: accept connection from
************_

2023/01/25 11:13:47.088 info FGDSVR (IOT) [1155]: timeout: worker IOT, load remain dbs
2023/01/25 11:13:47.117 debug fgdsvr (client worker) [995]:  get url: header=GET
/v1l/lookup/iotvuln?vendor=tesla&version=2020.4.09&product=model3webinterface&s&s HTTP/1.1
Host: ********x**x*x Accept: application/json

2023/01/25_11:13:47.117 debug fgdsvr (client worker) [995]:  on read request:
/v1/lookup/iotvuln request body sz=0

2023/01/25 11:13:47.117 debug fgdsvr (client worker) [995]:  create proxy usock,634:
sock 155 connected to /dev/udm_fgd iotv_svr.

2023/01/25 11:13:47.117 debug fgdsvr(client worker) [995]:  on write iotv_event:
fd=155

2023/01/25 11:13:47.117 debug fgdsvr(client worker) [995]:  on write iotv_event: send
136 bytes data to iot worker

2023/01/25_11:13:47.117 debug fgdsvr (client worker) [995]:  stop iotv write: iotv wr=0
2023/01/25 11:13:47.118 debug fgdsvr (iotv worker) [991]:  iotv lookup: received iotv

request GET
/v1l/lookup/iotvuln?vendor=tesla&version=2020.4.09&product=model3webinterfaces&&s& HTTP/1.1
Host: 10.59.8.001 Accept: application/json

Ak rxhkhkhhkhhhkhhhkhhkrhhkhhhkrhkhkhhhkhhkrhkhkrhhkrhkhkrhhkhkhkdkhkrxhkxkx*k

FortiManager is able to download new IOTD objects:

07002000I0TD00105

07002000I0TD00205
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VPN Monitoring displays IPsec VPN tunnels created by IPSec templates and SD-
WAN overlay wizard -7.2.3

VPN Monitoring displays IPSec VPN tunnels created by IPsec Templates and the SD-WAN Overlay Wizard with specific
device icon identification for HUBs and the ability to drilldown to a device group level.

For more information about this feature, see VPN Monitoring displays IPsec VPN tunnels created by IPsec templates
and the SD-WAN overlay wizard.

FortiManager supports FortiPAM license validation and central packages download
-7.2.5

FortiManager supports FortiPAM license validation and central packages download.

Configuring license validation and central package download

To configure FortiPAM to use FortiManager for license validation and central package download:

1. Inthe FortiPAM CLI, enter the following:
config system central-management
config server-list
edit 1
set server-type update rating
set server-address <FMG IP>
next

end
set include-default-servers disable
end

2. On FortiManager, FortiPAM can be authorized from the Unauthorized Devices list.

evice Group v &, Install Wizard

ADOM:root >- @+ L1+ °aamm-

Search...
Platform & Serial Number & IP Address = Firmware Version & Management Mode % a

Delete | | O Display Hidden Devices

FortiPAM-VMé4 10.59.8.238 FortiPAM 1.1,build0432 Configuration & Logging

FortiManager supports FortiPAM license validation and central package downloads in the following scenarios:

» Scenario 1: FortiManager is able to connect to the FDS server and download the FortiPAM contracts directly
from FDS.
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« Scenario 2: FortiManager is configured in a closed network, and the administrator uploads the entitiement file
to FortiManager for the FortiPAM contracts.

2 FortiGuard v

le¢ Licensing Status

2 Package Management >
@ Query Server Manageme... >
& Firmware Images

& Download Prioritization

@ External Resource

FortiGuard Server and Service Settings

Enable Communication with FortiGuard Server

Enable AntiVirus and IPS Service
FortiGate

FortiAnalyzer
FortiMail
FortiSandbox

FortiClient

FortiDeceptor
FortiTester

©
054
7.2
O Allve
0O Alva
0O Alv
O Alvé
062
O A3
0O AIlv3

Enable Web Filter Service e )

Enable Email Filter Service [ )

Upload Options for FortiGate/FortiMail

Packages and Database

Service License

Upload Options for FortiClient
AntiVirus/IPS Packages

Fi:RTINET

056

0 Alvy
0O Alvs
0O A2
050

064

0O Alva
0O Allva

@ Upload
@ Upload

© Upload

Confirming license information in the CLI

To view contract information:

1. Using the FortiManager CLI, you can view the FortiPAM contract information:
dianose fmupdate dbcontract <serial number>

FPAVULTM* ** **x%x* [SERIAL NO]
AccountID: *****x@**** com
Industry: Technology

Company: Fortinet Canada

Contract: 10

AVDB-1-06-202****%*
AVEN-1-06-202****%*
COMP-1-20-202%****xx*
ENHN-1-20-202****x*
FMWR-1-06-202*****
FPAM-1-06-202****x*
FRVS-1-06-202*****
FURL-1-06-202*%****
NIDS-1-99-202****%*
SPRT-1-20-202*****
Contract Raw Data:
Contract=AVDB—******x*xkx*

2. Cconfirm the license validity on FortiManager:
dianose fmupdate vm-license
VM License Cache Size: 1

Cache Entry Key:***********
Serial: =*X**xkkrkxkkkhk

UID 3 =***kxkkkkkk

status: 200
Active Time:

UTC 1694819991 Local 2023/09/15 16:19:51
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Register Time: UTC 1694819991 Local 2023/09/15 16:19:51

FMG side see FortiPAM VMSetup, FDNSetup and update request

2023/09/15 16:19:51.488 info fds svrd[2066]: [FMG-->FDS] Request:
Protocol=3.0|Command=VMSetup |Firmware=FPAV64-FW-1.01-
0432 | SerialNumber==****x**x*x***|Connection=Internet|Address==*******x**x*.(|Lan
guage=en-US |TimeZone=-7|UpdateMethod=1 |Uid==*******x*xxxx|YMPlatform=VMWARE"M "M

2023/09/15 16:19:51.643 info fds svrd[2066]:  devobj set vmlic status,651: for
=xkxkkkkxkkk  set vmlic status=200

2023/09/15 16:21:27.181 info fds svrd[2066]: [FMG-->FDS] Request:
Protocol=3.4|Command=FDNSetup |Firmware=FPAV64-FW-1.01-
0432 | SerialNumber==******+ixx*x* | anguage=en-US|TimeZone=-
7|Sequence=0 | HAList==*****k&xxxx | AUthList=FMG—=****kk sk xxx

2023/09/15 16:48:55.860 info fds worker[2369]: [FGT-->FMG] Request:
Protocol=3.2|Command=Update|Firmware=FPAV64-FW-1.01-
0432 | SerialNumber==******+xxxx|UpdateMethod=1|AcceptDelta=1|Uid=

R AR A AR AR A A A A AR AR A A A A A A A A h A Ak A Ak h kK%

3. On FortiPAM, you can confirm that the license is validated and updated:
get system status

Version: FortiPAM-VM64 v1.1.2,build0432,230825 (GA)
License: Active, seat 10, active seat 10, expiry date 2024-09-07
Virus-DB: 91.06991(2023-09-15 15:26)

Extended DB: 91.06991(2023-09-15 15:25)

Extreme DB: 1.00000(2018-04-09 18:07)

AV AI/ML Model: 2.12719(2023-09-15 14:45)

IPS-DB: 6.00741(2015-12-01 02:30)

IPS-ETDB: 6.00741(2015-12-01 02:30)

APP-DB: 6.00741(2015-12-01 02:30)

INDUSTRIAL-DB: 6.00741(2015-12-01 02:30)

IPS Malicious URL Database: 1.00001(2015-01-01 01:01)
Serial_Number: khkkhkkhkhkhkkhkkhkkhkkhkkkk*k

License Status: Valid

VM Resources: 1 CPU, 1992 MB RAM

Log hard disk: Available

Hostname: 238-FortiPAM

Private Encryption: Disable

Operation Mode: NAT

FIPS-CC mode: disable

Current HA mode: Standalone

Branch point: 0432

Release Version Information: GA

FortiPAM x86-64: Yes

System time: Fri Sep 15 17:05:53 2023

Last reboot reason: power cycle

Proxy settings server URL page enhanced with drag-and-drop and better user
experience -7.2.5

The proxy settings Server URL page is enhanced with drag-and-drop and a better user experience.

For more information about this feature, see Proxy setting server URL page enhanced with drag-and-drop and better
user experience in the 7.4 New Features guide.
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Enforce Device Configuration option allows autolink to push changes on FortiGate
management interface during ZTP -7.25

The Enforce Device Configuration option allows autolink to push changes on FortiGate management interface during
zero-touch provisioning.

For more information about this feature, see Enforce Device Configuration option allows autolink to push changes on
FortiGate management interface during ZTP in the 7.4 New Features guide.
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Policy and Objects

Policy and Obijects

This section lists the new features added to FortiManager for policy and objects:

Policy on page 177
Objects on page 193

Policy

This section lists the new features added to FortiManager for policies:

Policy Packages can use colors for sections on page 177

Firewall policy creator exposed 7.2.1 on page 178

Increased number of multicast policies to 2560 per policy package 7.2.2 on page 181

Firewall policy strict search option will return only the results with an exact match 7.2.2 on page 182

Policy Blocks are supported in the Global ADOM and can be reused in different Global Policy Packages 7.2.2 on
page 185

Create a Policy Block from a selection of the policies within Policy Package 7.2.2 on page 191

Create a new policy based on the logged traffic and traffic hit count 7.2.4 on page 193

Policy Packages can use colors for sections

Policy Packages can use colors for sections to help the administrators easily differentiate between policies.

For example, as an administrator you could include a red section for external traffic, blue section for internal traffic, and

orange section as production.

To create a policy section with color:

1.
2,
3.

Go to Policy & Objects > Policies, and select a policy package.
Highlight a policy, and click Section > Add from the toolbar.
Enter a name for the section.
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4. Setthe Color toggle to the ON position, and then select a color.

Create New Section

color2

© spEEEEEEE
ErEEEEEE
EEEEEEER
EEEEEEEN

.

5. Click OK.
The section title is added to the policies pane with your chosen color as the background.

 Poliy Packages v +c @ PolcyLookup## Collspse Al #5 Column Setings . al@
me QO #  ame o Source Destination Scheduie Service Users Acton Security Profles  Log NAT Comments
o O~ colord (1-1/ Totak 1)
OF default @ novinspection
D spinkt O spink Sa Ban ® alvays @ @Deny o © Log Violson Taffc.

rrrrrrrr

Q "“";’::”““’" © Log Violation Traffic

O v implcit(3-3 / Total:1)

O 5 impldtDeny Sony Sony B oo B aways @ A @Deny @Notog

Firewall policy creator exposed -7.2.1

The Created Time and Last Modified fields display the name of the admin who created or last modified the policy along
with the creation or modification timestamp.

B Policy Package~ &, Installv: @ ADOM Revisions @ Tools-

+ CresteNew v [t i Delete [ Sections

@ Policy Lookup # Collapse All 5 Column Settings v

1 | Search Q O ¢ teme e o Source Destination Schedule Senvice Created Time. Last Modifed Users Action
O any Doy 2 B ® ahiays @ A admin / 2022-05-16 105030 @peny
Ty Doy Ba Ba B ahways @ A userl /2022:05-16 105438 userl /2022:05-16 10:56:24 @eny
& any oany 8l @ an @ always @ AL userl /2022-05-16 10:54:47  user] 1/ 2022-05-16 10:54:58 @ Deny
O~ impiict (44 /Totat 1)
o 4 Implicit Deny Oany Dany H 3 H 3 ® ahways @ AL Q@peny QNotog

Unused Policies filter in a predefined time frame to help security teams for audit
purposes

You may filter the unused policies report by date range to find policies that have not been used within that particular date
range.
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To filter the report:

1. Ensure you are in the correct ADOM
2. Goto Policy & Objects > Policy Packages.
3. From the Tools dropdown menu in the toolbar, select Find Unused Policies.

B Policy Package & Installvy € ADOM Revisions | @ Toolsv

B Policy Packages + + Create New ~ [#Edit~ B Delete [ Sectit Find Unused Objects lapse All ¥ Column Settings + @ View
1 [serc, Q O * Name From Find Duplicate Objects e Destination Schedule HitCount(#  Comments
o1 £ port1 =Tl © always 3 55
O default o 2 O portt Refresh Hit Counts  find Unused Policies 2 al ® always 3
OB vlan171 0101 root o 3 3 port1 =]  always 3
o 4 O portt Display Options B al B always 3
Object Selection Pane
Installation Targets o s 0 port1 Dok to Bottom Bal © always 3
@B vian171.0101_vd_1 [ & portt © Dock to Right 2l B always 8
@3 vian171.0101_vd_2 o - O portt Classic Dual Pane Sl B always 3
o s O port1 e S 2 all ® always 3
W Object Canfigurations > o 9 O portt [ loopbacko05 B all =  always 3
[m] O port1 L loapback00s Bal 2l @ always 3
[mE1 O port1 [ loopbacko0s B an = an @ always 3
o 12 O port1 L loopbackoos 2ol B al © always 3
o 13 O port1 [ loopbackoo7 = al 2 al ® always 3
0o 1 K port1 K2 loopback0o7 2an 2an © always 3
o 15 2 port1 L2 loopbackoos Ban Bal @ always 3
o 1 O port1 [ loopbackoos B an = an @ always 3
o 17 O portt T loopbackoos 2ol B al @ always 3
o 18 O port1 [ loopbackoo9 = al 2 al ® always 3
o 19 K port1 £ loopback010 2an 2an B always 3
o 2 2 port1 L2 loopbacko10 Ban Bal ® always 3
(-1 O port1 [ loopbacko11 B an = an @ always 3
o 22 O portt L loopbacko11 2ol B al @ always 3
The Unused Policies window opens.
4. If needed, click the Refresh button to retrieve the hitcount data from the FortiGate. Wait for the process to finish.
Unused Policies - x
£ | Search.. Q %ntal: 0/1, © Pending: 0, I* In Progress: 1, @ Completed: 0
3 default L View Progress Report Q
: — —— s B
Lyvian171 0101 vd 1 [i§ retrieve hitcount for adom/package (abc/vlan171_0101_root) 4s i

[ vlan171.0101_vd_2
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5.

= B Policy Packagev

& Installv @ ADOM Revisions  # Toolsv

In the Show Unused Policy dropdown menu, select the date range within which the report should be filtered.

" Policy & Objects v

8 Policy Packages v + CreateNew +

1t Search.. Q # N

@B default

B8 vian171_0101_root
Installation Targets

®3vlan171_0101 vd_1

@5 vian171_0101 vd_2

M Object Configurations >

0000000000000 O0O0OO0O0OO0DOO0ODO0OOOOOODOOOOO

Unused Policies

- x
1 Search.. Q| Policy Hit Count Report (Created at Thu Jun 2314:38:22 2022) L & v
£ default Show Unused Policy | @ in Last 7 Days v
Byvian171.0101 vd_1 - g o rer
Bvlan171.0101 vd 2 o Q
O Inlast7Days  Ipectination) || Hit Gount || First Useel Last Used Active Sessions  First Session Last Session u
0O 1001 | inLast30Days lloopback001 | 3 2021/07/1323:32:11 | 2022/06/03 17:08:41 A
O 2001 | iniasteoDays |loopbackool | 3 2021/07/1323:32:11 | 2022/06/03 17:08:41 2021/07/1323:32:11 | 2022/06/031
O | 1002 Lt 90D loopbacko02 | 3 2021/07/1323:32:11 | 2022/06/03 17:08:41
i st
O 2002 | "R lioopbackooz | 3 2021/07/1323:32:11 | 2022/06/03 17:08:41 2021/07/1323:32:11 | 2022/06/031
O 1003 || inlast120Days |loopback003 | 3 2021/07/1323:32:11 | 2022/06/03 17:08:41
O 2003 | custom. loopback003 | 3 2021/07/1323:32:11 | 2022/06/03 170841 2021/07/1323:32:11 | 2022/06/03 1
O | 1004 rpore=— loopback004 | 3 2021/07/1323:32:11 | 2022/06/03 170841
O | 2004 portl | loopback004 | 3 2021/07/1323:32:11 | 2022/06/03 17:08:41 2021/07/1323:32:11 | 2022/06/03 1
O | 1005 portl | loopback005 | 3 :
P P R naminsnns
firewall proxy-policy ~
©View B Delete Q
[m} D Name ‘Source Destination Hit Count First Used Last Used Active Sessions Packets Bytes u
No record found.
firewall security-policy ~
©View B Delete Q
(m] D Name ‘Source Destination Hit Count u

No record found.

Any policies that have not been used within this date range are displayed. For example, to find policies that have not
been used in the last 7 days, select "in Last 7 Days" from the dropdown menu.

The Insert Empty Policy operation will insert a new disabled policy above or below,
with no interface pair inheritance from the adjacent policies -7.2.1

Insert a new empty firewall policy above or below the currently selected policy. These options are available from the
policy Create New dropdown menu and the policy right-click menu.

To insert a new empty policy:

1. Goto Policy & Objects > Policy Packages > Firewall Policy.

Select a policy and click Insert Empty Above or Insert Empty Below in the Create New menu or the right-click menu.

+ Create New v [ Editv

& Insert Above From To
= 0 portt 0 por2
=
I ty Bel 0 an 0 an
O~ Implicit (3-3 / Total: 1)
o s Implicit Deny O any O any

i Delete [HlSectionv @ Policy Lookup  Collapse All #5 Column Settings v

Source Destination
Bal Bal

£ none 8 rone
8 nor 8 nor
Ban Ban
Bl B
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Schedule. Service
 always, @ AL
8 none 8 NONE
5 always @ AL

Users

Action
@ Deny

Q@Deny

Security Profies

@ no-inspection
& o

Comments

© Log Vioktion Trafhic

@Nolog

Install On

Created Time

al @
Last Modif

@ nstalltion Targets adimin / 2022-07-14

@lnstal

@ Installation Targets
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+ CreateNew ~ [#Editv & Delete [@Sectionn @ Policy Lookup  Collapse All #& Column Settings v Q@
50 &= o o i AR = e o e == =S D
" [ I port2 Sl Bl  always @ AL @Deny g‘ notinspection @ | og Violation Traffic @ nstallation Targets  admin / 2022-07-14.
W Insert Above gt
O Sinsenselon b D - P 8 none 8 none @ Deny " oW @ nstallation Targets  admin / 2022-07-1
W Insert Empty Above - -
o3 B Insert Empty Below
o v O any H M : ° @ always @ AL @Deny @Notog ® instalation Tergets
& Edit
i Delete
3% Cut
o
ﬂMachﬂ‘
=+ Add Section
@ Enzble
@ Disable
‘@ Add Filter "Status = Enabled"
‘@ Add Filter "Status != Enabled"
The new empty policy is inserted above or below the selected policy as a default deny policy. Source and
destination interfaces are not inherited from the selected policy, and use any.
+ CreateNew v [Editv ] Delete [Sectionv @ Policy Lookup o Collapse All # Column Settings v Q @
o # Name. From To Source Destination Schedule Service Users Action Security Profiles Log Comments Install On Created Time Last Modifi
o e: Qo Gy A o B 5 None @oery & roiecton g g voron e © satation Tages_sdin/ 20220714
|\:v 2 ot 0 o2 sa S e ALl Qe & noimecton ¢ o voaton am: © tlaton Trgets admin/ 2022:07-46
o es Qan @ any P P 5 8 None @Deny @ s © Log Vioiston Tt @ nstalion Trgets
0O v Implicit (4-4 / Total: 1)
o« Implicit Deny O any O any H ° : ° B aways @ AL Q@Deny @Nolog @ nstalltion Torgets

Increased number of multicast policies to 2560 per policy package -7.2.2

The number of allowed multicast policies has been in creased to 2560 per policy package.

» Creating up to 2560 multicast policies is supported.

Policy Package

& Install Wizard

®

JOM Revisions

£ Tools

@ Policy Packages v 4 CreateNew v
1t Search... Q # Name
@ FGVM02Q105060028 oot [J 2530
Firewall Policy O 2531
Firewall Virtual Wire Pair Pol.. 0 2532
Proxy Policy g 2%
O 253
Authentication Rules
O 2535
1Pv4 Multicast Pol O 25
1Pv6 Multicast Policy o 2537
1Pv4 Local In Policy O 253
IPv6 Local In Policy 0 2539
1Pv4 DoS Policy 0 2540
O 254
1PV6 DoS Policy
0 2542
1PV Interface Policy O 254
IPV6 Interface Policy 0 254
NAC Policy O 2545
Traffic Shaping Policy O 2546
ZTNA Rules 0 2547
Installation Targets 0 2%
O 254
CLI Configurations
O 2550
®5 default O st
B hypert O 2552
& Policy Blocks (0) O 2553
Z Object Configurations > O 2554
O 2555
O 255
O 2557
O 2558
O 255
FE3ATINET 1o 26

iEditv

Source Interface

O any
O any
K any
K any
O any
O any
O any
O any
O any
0 any
0 any
O any
O any
O any
O any
O any
O any
O any
K any
K any
O any
O any
O any
O any
O any
0 any
0 any
O any
O any
O any
O any

B Delete .”Expand All # Column Settings v

Destination Interfac Source
O any 2al
K any
K any
K any
& any
& any
& any
& any
& any
& any
& any
O any
O any
O any
O any
O any
O any
K any
K any
K any
& any
& any
& any
& any
& any
& any
& any
O any
O any
O any
O any

LI R OB R O R O N O O O O O O OB N R O N O N O N O O O O O OO O]

252822 8582588888850 88880888RRRRRS

Protocol Number

© ©©0 0000000000000 O0GCO0O0O0O0O0O0O0O0OOO O O

Destination NAT  Action
00.00 + Accept
00.00  Accept
00.00 + Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00 + Accept
00.00 + Accept
00.00  Accept
00.00 + Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00  Accept
00.00 + Accept

Log Comments

@Nolog
@Nolog
Q@Nolog
Q@Nolog
@NoLog
@Nolog
@Nolog
@Nolog
@Nolog
@Nolog
@Nolog
@Nolog
@NoLog
@Nolog
@Nolog
@Nolog
@Nolog
@Nolog
Q@Nolog
Q@Nolog
@NoLog
@Nolog
@Nolog
@Nolog
@Nolog
@Nolog
@Nolog
@Nolog
@NoLog
@Nolog
@Nolog

« When creating the 2561st policy, the GUI gives the following error: max entry. object: firewall multicast-
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policy. detail: per-pkg limit. solution: limit is 2560.

= B PolicyPackage v & Install Wizard @ ADOM Revisions % Tools ~ ADOM:mot  >. @~ L[ 1~ eadmin -
[ Policy Packages ~ | Create New IPv4 Multicast Policy  max entry. object: firewall multicast-policy. detail: per-pkg limit. solution: limit is 2560 x
1 Search.. Q
N Name
53 FGVM02Q105060028_root

Incoming Interface Cany Q
Firewall Policy

Outgoing Inter:
Firewall Virtual Wire Pair Pol... ' 208 Merace Sary e
R Source Address all )
Authentication Rules Destination Address sl [x]
IPv4 Multicast Policy Action @ Deny
1Pv6 Multicast Policy Source NAT @]
1Pv4 Local In Policy Destination NAT 0000
1Pv6 Local In Policy Protocol Option ANY v
1Pv4 DoS Policy Log Traffic o
1Pv6 Dos Policy o ————
1Pv4 Interface Policy
1PV6 Interface Policy
NAC Policy Revision
Traffic Shaping Policy Change Note * ]
ZTNARules
Installation Targets 7

1/1023

CLI Configurations )

Revision History

©5 default :
N 3 View Diff #& Column Settings Q.
yper
O Revisior Changedby ~Date/Time Action  Change Note

& Policy Blocks (0) No record found.

B Object Configurations >

FRTINET Cancel

Firewall policy strict search option will return only the results with an exact match -
722

Firewall policy strict search option will return only the results with an exact match.

To use strict search in a Firewall policy:

1. Goto Policy & Objects > Firewall Policy. The strict search icon is displayed next to the search bar. When enabled,
search results only display exact matches.

2. Forexample, go to Policy & Objects > Object Configurations > Firewall Objects > Addresses, and create a firewall

address object. For example, test1 withthe IP10.2.0.0.

Policy & Objects v = B PolicyPackage v & Install Wizard ~ @ ADOM Revisions £~ ADOM:taj-adom >_ @~ [~ eadmin -

[E Policy Packages > Edit Firewall Address x
I = Object Configurations v
Normalized Interface > Name test1
B Firewall Objects v Color n
Addresses
Type Subnet -
Internet Service
Multicast Addresses
IP/Netmask @ 10.2.0.0/255.255.0.0 Q_Resolve from name
Wildcard FQDN Ad...
. Interface [Jany -
Services
Static Route Configuration [e ]
Schedules
) Comments
Virtual IPs
IP Pools
Traffic Shapers
y
Shaping Profile
Virtual Servers Add To Groups

Health Check
Click to select

Web Proxy Forwardi...
Authentication Sche...

Advianrad Ontiane \

Fi:RTINET
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3. Use the firewall address object in a policy, and create a default policy as a comparison.

Policy & Objects v = M PolicyPackage v & Install Wizard ~ @) ADOM Revisions  #§ Tools v ADOM: taj-adom >_. @~ L~ e admin
E Policy Packages v =4 CreateNew v [#Editv T Delete Blv v @ 2 i v Q a @
12 Search... Q O # Name From To Source Destination Schedule
2® default o1 O any O any B test1 B2 al @ always

Firewall Header Policy

" " o 2 2 any O any B all B all @ always
Firewall Policy

Firewall Footer Policy O v Implicit (3-3 / Total: 1)
Firewall Virtual Wire Pair ... o 3 Implicit Deny O any O any g ::: E ::: ' @ always
Proxy Policy

Authentication Rules

IPv4 Multicast Policy

IPv6 Multicast Policy

IPv4 Local In Policy

IPv6 Local In Policy

IPv4 DoS Policy

IPv6 DoS Policy

IPv4 Interface Policy

IPv6 Interface Policy

# Object Configurations >

FERTINET

4. Search for the address 10.2.0.0. When strict search is enabled, the search result returns only values where there is
a total match.

B Policy Package v & Install Wizard v @) ADOM Revisions  #§ Tools v ADOM: taj-adom > O+ O~ eadmin v

Policy Packages v 4 CreateNew v [HEditv T Delete v ®Ev @ & # v 10.2.0.0 i@ @
12 Search... Q O # Name From To Source Destination Schedule
02 default o1 O any O any B testl B al 6 always

Firewall Header Policy
Firewall Footer Policy
Firewall Virtual Wire Pair ...
Proxy Policy
Authentication Rules
IPv4 Multicast Policy
IPv6 Multicast Policy
IPv4 Local In Policy
IPv6 Local In Policy
IPv4 DoS Policy

IPv6 DoS Policy

IPv4 Interface Policy
IPv6 Interface Policy

# Object Configurations >
F:RTINET
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5. When strict search is not enabled, the search also returns "all" as a result.

Policy & Objects v

R Policy Package v

& Install Wizard

v

@ ADOM Revisions

¥ Tools ~ ADOM: taj-adom

E] Policy Packages v
|2 Search... Q
0@ default

Firewall Header Policy
Firewall Footer Policy
Firewall Virtual Wire Pair ...
Proxy Policy
Authentication Rules
IPv4 Multicast Policy
IPv6 Multicast Policy
IPv4 Local In Policy
IPv6 Local In Policy
IPv4 DoS Policy

IPv6 DoS Policy

IPv4 Interface Policy
IPv6 Interface Policy

# Object Configurations >

Fi:RTINET

4 CreateNew ~ [¥Editv

O # Name From
g 1 O any
o 2 O any
O ¥ Implicit (3-3 / Total: 1)

O 3 Implicit Deny ] any

To
O any

[ any

O any

T Delete Blv ®v @ X i v

Source

B test1

Bal

Bal
B al

- O~ L~ adminv

0200 ql@ @

Destination

Bal

2 all

Ban
B all

Schedule

8 always

@ always

8 always

Inserting a new policy in the Policy Package page will keep the screen focus and
position on the newly added policy -7.2.2

When a new policy is inserted using one of the right-click Insert New options, the policy table remains in the same
position rather than scrolling to the new policy.

ADOM: root

Policy & Objects v B Policy Package v & Install Wizard  » @ ADOM Revisions  ## Tools ~
Policy Packages v = CreateNew v [#Editv T Delete [Sectionv @ Policy Lookup ¢ Collapse All % Column Settings v
£ Search... Q o # Name From To Source Destination Schedule
(S na anty na any - - o aways
O3 default
Firewall Policy [m £ any K2 any Sl 2al © always
Installation Targets
E 0o 22 O any O any 2 all 2 all @ always
# Object Configurations >
o 23 O any O any 2al 2all @ always
0o 24 = Insert Above O any 2a 2al B® always
B Insert Below
o 25 = Insert Empty Above O any 2 all 2al B always
B Insert Empty Below
0O 2 [ any 2 al 2 al ® always
[# Edit
o 27 K any 2 all 2 all @ always
“a Clone
28 % Clone Reverse O any 2 al 2 al always
Tl Delete
o 2 O any 2al 2all @ always
3 Cut
0O 30 & Copy O any 2 all 2 all B always
O 31 ClPasteAbove I any 2 al = al © always
Ll Paste Below
0 32 B Move To K any Dal Dal @ always
0o 33 =+ Add Section O any Fal 2 all ® always
0 34 @ Enable O any 2 all 2 all @ always
Q@ Disable
g 35 O any 2al 2al @ always
@ Add Filter "Status = Enabled"
0o 36 O any 2 all 2 all B always
F::ATINET @ Add Filter "Status != Enabled"
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Service

= ALL

@ ALL

@ AL

@ ALL

@ AL

@ ALL

@ AL

Users
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Policy & Objects v

Policy Packages v
1& Search... Q
o5 default

Firewall Policy

Installation Targets

= Object Configurations >

B Policy Package ~

& Install Wizard

ADOM Revisions

£ Tools ~

=+ CreateNew ~ [#Editv T Delete []Sectionns @ Policy Lookup ¢ Collapse All #% Column Settings v

(m]

(=

0 OO 0ODO0OO0OO0OOOOO OO OO OO oOROQOoOOBo

#

22

23

24

25

26

27

28

929

30

31

32

33

34

35

36

37

Name

To

e any
& any
O any
C any
O any
O any
O any
L2 any
O any
K any
O any
& any
O any
O any
O any
O any

O any

Source

-

2al

2al

2al

2al

2 all

2al

2 all

2al

2al

=2 al

2all

2al

2 all

2al

2 all

2al

Destination

-

Bal

2al

2 all

Bl

2 all

2al

Q all

Bal

Bal

Bal

2 all

Bal

2 all

2al

2 all

2al

ADOM: root

Schedule Service
~ aways - AL
@ always @ ALL
® always @ ALL
@ always @ ALL
® always @ ALL
® always @ ALL
® always @ ALL
@ always @ ALL
B always @ ALL
@ always @ ALL
® always @ ALL
@ always @ ALL
® always @ ALL
© always @ ALL
® always @ ALL
B always @ AL
@ always @ ALL

Policy Blocks are supported in the Global ADOM and can be reused in different
Global Policy Packages -7.2.2

Policy Blocks are supported in the Global ADOM and can be reused in different Global Policy Packages.

To use policy blocks in Global ADOMs:

1.

Policy & Objects

[E Policy Packages
J& Search...

B8 default

Firewall Header Policy

Firewall Footer Policy
Assignment

@ Header/Footer IPS

= Object Configurations

FortiManager 7.2.0 New Features Guide

Fortinet Inc.

T

Display Options

ADOM: Global Database

In the Global ADOM, go to Policy & Objects > Policy Packages > Display Options, and enable Policy Block.

B~

> @~ ee-\:.lvwvirvi:-\.va\.ulv

C Policy

Firewall Header Policy

[ Traffic Shaping Header Policy [ Traffic Shaping Footer Policy

Assignment

Firewall Footer Policy

C Policy Block

Policy Block

© Normalized Interface

Nermalized Interface

Virtual Wire Pair

C Firewall Objects

Addresses
[ Multicast Addresses
Services

Virtual IPs

Traffic Shapers

O Virtual Servers

[0 Web Proxy Forwarding Server [] Authentication Scheme

[ Internet Service
Wildcard FQDN Addresses
Schedules

IP Pools

Shaping Profile

[0 Health Check

[ ZTNA Server O ZTNATag
C security Profiles AntiVirus [ DNS Filter

[0 Web Application Firewall Web Filter

O Video Filter Application Control

Intrusion Prevention O Email Filter

0 VoIP 0 IcAP

O Protocol Options SSL/5SH Inspection

O GTP Profile O GTP Objects

[O Profile Group
O Web URL Filter
M Webh Filter Local Categorv.

Check All

| [ Reset to Defaut |

[0 Web Rating Overrides
O Web Content Filter
M File Filter




Policy and Objects

2. Right-click Policy Blocks from the tree menu and select New to create a new Policy Block.

22 Policy & Objects = B Policy Package s %% Tools ADOM: Global Database &1 ~ >. @~
B Policy Packages v 4 CreateNew ~ [#Edit [ Delete [¥Section~ & Policy Blockv ”Expand All #& Column Settings v @ View Moden Q@ @
1& Search... Q o # Name From To Source Destination Schedule Service Users

O default

Firewall Header Policy
Firewall Footer Policy
Assignment

= Policy Blocks (0}
New

@ Header/Footer IPS
Clone
% Object Configurat

New Folder

Move
Edit
Delete

Policy Revision
Policy Check
Run Script

Export to Excel
Export to CSV

FEERTINET

3. Entera Name and set the Policy Offload Level, and click OK.

Create New Policy Block

Naie g-pb

Policy Offload Level ‘ Disable

FortiManager 7.2.0 New Features Guide
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4. Add a Firewall Header Policy under the created Policy Block.

Policy & Objects

ADOM: Global Database [£ 1 ~ >_ @~ ea.-,mini:.w,ym..

B Policy Packages v Create New Firewall Header Policy x
1& Search... Q
OB default D :
Firewall Header Policy Name & header_pb001
Firewall Footer Policy Incoming Interface Dany *
Assignment +
Outgoing Interface [any x
+
Firewall Header Policy Source Saall x
Firewall Footer Policy +
@ Header/Footer IPS Negate Source o
= Object Configurations 4 IP/MAC Based Access Control @ +
Destination Sgal x
+
Negate Destination o
Service D eALL *
+
Schedule % galways *
+
—

o e

FEERTINET

5. Add a Firewall Footer Policy under the Policy Block.

ADOM: Global Database

Policy & Objects = Bk - o

B Policy Packages v 4 CreateNew ~ [#Editv [ Delete ,”Expand All #& Column Settings v Q& @
1& Search.. Q o # Name From To Source Destination Schedule Service Users
QD default [m K any O any 2 gall 2 gall  galways W gALL

Firewall Header Policy

Firewall Footer Policy

Assignment

O Policy Blocks (1)
aFgpb
Firewall Header Policy

@ Header/Footer IPS
# Object Configurations >

FZERTINET
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6. Insert/append the created policy block into an existing Policy Package.

2 Policy & Objects = B Policy Package ~ @ ADOM Revisions % Tools ADOM: Global Database > @~
[E Policy Packages v = CreateNew ~ [¥Editv T Delete [#Sectionv & Policy Blockv " Expand All % Column Settings ~

1& Search... Q o # Name From To & Insert Policy Block Above Destination Schedule Service

OB default 1 default 2 any B2 3 insert Policy Block Below 2 gall ® galways @ gALL

3] )
Firewall Header Policy %] Append Policy Block

. " B Move Policy Block To
Firewall Footer Policy

Bl Delete
Assignment

©E Policy Blocks (1)
QFg-pb
Firewall Header Policy
Firewall Footer Policy
@ Header/Footer IPS

% Object Configurations >

FEERTINET

7. The Policy Block header or footer policy will be selectively added depending on the type of current Firewall policy.

222 Policy & Objects B Policy Package v @ ADOM Revisions & Tools ADOM: Global Database > O~ e Administrator v
[ Policy Packages v <4 CreateNew ~ [#Editv [ Delete [ Section~ B Policy Blockv € Collapse All #% Column Settings v Q& @
1& Search.. Q o # Name From To Source Destination Schedule Service Users
QD default [m default K any O any 2 gall 2 gall  galways W gALL
O + = g-pb(2-2/ Total: 1)

Firewall Header Policy
o 2 pb_header01 2 any 2 any B gall 2 gall ® galways T gALL
Firewall Footer Policy

Assignment

@3 Policy Blocks (1)

Firewall Header Policy
Firewall Footer Policy
@ Header/Footer IPS

& Object Configurations >
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8. Assign the Global Policy Package to a local ADOM.

222 Policy & Objects = M Policy Package v @ ADOM Revisions  #£# Tools ADOM: Global Database >~ @~ e Administrator v
i it elete  ¥] Assign Selecte
[ Policy Packages ¥ 4+ AddADOM [# EditADOM i Del 3] A Selected Q
1& Search... Q O ADOMs Status ADOM Policy Packages Actions
v 0O Abom72 @Pending changes All Policy Packages [Assign]

Firewall Header Policy

Firewall Footer Policy

© % Policy Blocks (1)

QFg-pb
Firewall Header Policy
Firewall Footer Policy
@ Header/Footer IPS

% Object Configurations >

FEERTINET

The ADOM displayed the assigned Global Policy Block.

i  Policy & Objects~ = MiPolicyPackage + & Install Wizard ~ (@ ADOM Revisions £ Tools ~
[E Policy Packages v <4 Create New ~ [FEdit~ @ Delete [@Section~ " Expand All # Column Settings v @ View Mode~ Q @ @
1t Search. Q 0O # Name From To Source Destination Schedule Service Users
@@ Branch Office 01 [ default g any g any © gall © gall © galways © gALL
2 -pb-pb_header01 © gall @ gall @ gal © gALL
Firewall Header Policy o gobp any any & g2 galways Al
Firewall Policy
Proxy Policy

IPv4 Multicast Policy

IPv4 DoS Policy

IPv6 DoS Palicy

Installation Targets
& Branch_Office_02
@& Enterprise_First_Floor_root
@& Enterprise_First_Floor_vdom-1
@& Enterprise_Second_Floor
8 default

= Object Configurations >

FZ:RTINET

Create new firewall policy page consolidates source and destination object types -
7.2.2

In the firewall policy forms, source object selection fields (such as IPv4 and IPv6 addresses, users, groups, and FSSO
groups) have been consolidated into one Source field, similar to FortiGate policy creation forms.

Destination object type fields have been consolidated into one Destination field.
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Create New Firewall Policy

ID | d
Name @
Incoming Interface [ any

&+
Qutgoing Interface [ any

+
Source = all

+

Megate Source >

IP/MAC Based Access Control €@ +
Destination B all

&+

MNegate Destination »

Service @ ALL

&+
Schedule = always

+
Action ~ Accept Deny QRN e
Disclaimer Options
Block Motification e ]

Logging Options

Policy & Objects v Ik Policy Package v

[E Policy Packages v

1& Search... Q

I3 clone_of _default

O3 default

Firewall Policy

Firewall Virtual Wire Pair...
Proxy Policy
Authentication Rules
IPv4 Multicast Policy
IPv6 Multicast Policy
IPv4 Local In Policy
IPv6 Local In Policy
IPv4 DoS Policy

IPvé6 DoS Policy

IPv4 Interface Policy
IPvé Interface Policy
NAC Policy

Traffic Shaping Policy
ZTNA Rules
Installation Targets

CLI Configurations
2 Object Configurations >

FortiManager 7.2.0 New Features Guide
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& Install Wizard

- ADOM Revisions  #§ Tools

Edit Firewall Policy

D 1
Name @
Incoming Interface Clany 1
Outgoing Interface Clany 7
Source & gmail.com
Negate Source (e )
IP/MAC Based Access Control @
Destination Ball
Negate Destination (e )
Service W ALL
Schedule @ always
Action

Select Entries x

_ User ‘ Internet Service
Q Search <+ Create

2all

& gmail.com

& login.microsoft.com

& login.microsoftonline.com

& login.windows.net

& metadata-server

@ none

Bwl

& wildcard.dropbox.com

& wildcard.google.com

© ADDRESS GROUP (3)

T G Suite

& Microsoft Office 365

& RFC1918-GRP

& SYSTEM EXTERNAL RESOURCE in SRCAD...
© 1PV6 ADDRESS (3)

@ SSLVPN_TUNNEL_IPv6_ADDR1

3 all

@ none

© 1PV6 ADDRESS GROUP (0)

© SYSTEM EXTERNAL RESOURCE in SRCAD...

> O Q1+~ eadminv

Close
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Policy & Objects v

[E Policy Packages

1& Search..

clone_of_default
Firewall Policy
Firewall Virtual Wire Pair...
Proxy Policy
Authentication Rules

IPv4 Multicast Policy

IPv6 Multicast Policy

IPv4 Local In Policy

IPvé Local In Policy

IPv4 DoS Policy

IPvé6 DoS Policy

IPv4 Interface Policy

IPvé Interface Policy

NAC Policy

Traffic Shaping Policy
ZTNA Rules

Installation Targets

CLI Configurations
= Object Configurations >

IR Policy Package v

& Install Wizard v

Edit Firewall Policy

Negate Source

& ADOM Revisions

£ Tools ~

IP/MAC Based Access Control @

Destination

Negate Destination

Service

Schedule

Action

Disclaimer Options

Block Notification

Logging Options

Log Violation Traffic

Advanced

WcCCpP

=Zall

mALL

[ always

> @ D1~ eadminv

Select Entries x
Q Search <+ Create

& FIREWALL ADDRESS (16)
= FABRIC_DEVICE

& FIREWALL_AUTH_PORTAL_ADDRESS
& RFC1918-10

& RFC1918-172

& RFC1918-192
SSLVPN_TUNNEL_ADDR1
Dall

& gmail.com

& login.microsoft.com

& login.microsoftonline.com
& login.windows.net

= metadata-server

@ none

Bwl

& wildcard.dropbox.com

& wildcard.google.com

© ADDRESS GROUP (3)

7% G Suite

& Microsoft Office 365

% RFC1918-GRP

Close

Create a Policy Block from a selection of the policies within Policy Package -7.2.2

Create a Policy Block from a selection of the policies within Policy Package.

To add a selection of policies to a Policy Block:

1. Goto Policy & Objects, and ensure that Policy Blocks are enabled in Tools > Feature Visibility.
2. Goto a Policy Package and select multiple policies.
3. Right-click in the table, and select Add to Policy Block from the context menu.

Policy & Objects v

[E Policy Packages

B Policy Package ~

& Install Wizard

@ ADOM Revisions

£ Tools ~

v ‘+ Create New v ‘ ‘@ Edit v ‘ ‘@[ Delete ‘ l Section v ‘

= Policy Block v ‘ |@ Policy Lookup

Collapse All \

1: Search.. Q p ‘ #
@& default ot
0@ taj-package
Firewall Header Policy m
[ e

Firewall Footer Policy 0o 3
Firewall Virtual Wire Pair ... o 4
Proxy Policy a s
Authentication Rules
1Pv4 Multicast Policy o 6
IPv6 Multicast Policy
1Pv4 Local In Policy o 7
IPvé6 Local In Policy 8
I1Pv4 DosS Policy
1Pv6 DosS Policy o 9
IPv4 Interface Policy
1PV6 Interface Policy o
NAC Policy
Traffic Shaping Policy o«
ZTNA Rules o 12
Installation Targets o o1
CLI Configurations

& tai-folder o 14

There are two options:

W Insert Above
S insert Below
= Insert Empty Above
B nsert Empty Below

& Insert Policy Block Above
B nsert Policy Block Below

“n ‘ Log
ess QLog All Sessions
oV © Log Security Events
) 9 Log Security Events
b4-vip

+ Create New

& edit =} Add to Existing >
“ Clone -
6-vip 4
Log Security Events
% Clone Reverse 9 Log Security
W Delete
bavi @ Log Security Events
b cut ~vip
"® Copy @ Log All Sessions
Tl Paste Above .
ess Q@ Log All Sessions
Ll paste Below
M Move Tc i
e 6-vip @ Log Security Events
+ Add Section
© Enable | 9 Log Security Events
~vip
Q@ Disable

@ Log All Sessions

@ Add Filter "Status = Disabled"
@ Add Filter "Status != Disabled"
Zal

.
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3 taj-address

@ Log Violation Traffic

Q@ Log All Sessions

‘ From

Clany
Clany

Clany
Clany
Clany

Clany
Clany
Clany
Clany
Clany
Clany
Clany
Clany

Clany

‘ Name To

taj-policy
Dany

Dany
Dany
Cany

Dany
Dany
Dany
Cany
Cany
Cany
Dany
Clany

Dany

ADOM: taj-adom

Search...

Schedule ‘ Service

@ taj-schedule-group @ taj-service
© taj-schedule-onetil @ taj-service

© taj-schedule-oneti @ taj-service

8 always @ ALL

® taj-schedule-group @ taj-service
© taj-schedule-oneti @ taj-service

@ taj-schedule-oneti @ taj-service
s always @ALL

® taj-schedule-group @ taj-service

© taj-schedule-oneti @ taj-service

© taj-schedule-oneti @ taj-service
3 always @ALL
@ always @DALL

® taj-schedule-group @ taj-service

QD

v A
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Create New: Add the selected policies to a new Policy Block.

Policy & Objects v & Policy Pacl B M Re s ADOM: taj-adom

B Policy Packages

li

Create New Policy Block

Search...

®@ default Name ‘ b1

Central NAT @ fo )
Firewall Header Policy NGFW Mode @ el Policy-based

Firewall Policy Policy Offload Level Disable

Firewall Footer Policy

0 taj-package

Firewall Virtual Wire Pair ...
Proxy Policy
Authentication Rules
1Pv4 Multicast Policy
IPvé Multicast Policy
IPv4 Local In Policy
1Pv6 Local In Policy
1Pv4 DoS Policy

IPv6 DoS Policy

IPv4 Interface Policy
IPvé6 Interface Policy
NAC Policy

Traffic Shaping Policy
ZTNA Rules
Installation Targets
CLI Configurations

& tai-folder
= Object Configurations

Policy & Objects v B Policy Package v S v £ Tools ~ ADOM: taj-adom

[E Policy Packages ¥ |4 CreateNew v | |[ Edit v | g Delete ‘ @ Policy Lookup | [ Collapse All Search...

1& Search.. Qg ‘# ‘Soume ‘Destination ‘Lag ‘me ‘Name ‘To ‘Schedule ‘Servioe
Firewan Foicy

B taj-address

Firewall Footer Policy ot Bal ‘; jl'"a““"v'p @ Log Security Events Many any © taj-schedule-oneti @ taj-service
Firewall Virtual Wire Pair ... &otaj-user-group
Proxy Policy

Authentication Rules
1Pv4 Multicast Policy
IPv6 Multicast Policy
IPv4 Local In Policy
1Pv6 Local In Policy
IPv4 DoS Policy
1Pv6 Do Policy
IPv4 Interface Policy
IPv6 Interface Policy
NAC Policy
Traffic Shaping Policy
ZTNA Rules
Installation Targets
CLI Configurations

I taj-folder

O Policy Blocks (1)

o= pbl
Firewall Policy

= Object Configurations >
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b. Add to Existing: Add the selected policies to the specified existing Policy Block.

Policy & Objects v = M PolicyPackage v & Install Wizard ~ @) ADOM Revisions  #§ Tools +

B Policy Packages v ‘ + Create New v ‘ ‘L/, Edit v ‘ ‘@ Delete ‘ ‘@ Section v | |8 Policy Block v ‘ ‘@ Policy Lookup || & Collapse All \ Search ‘
IR} Sealchs Q o # Comssman Aastimgtion Log From Name ‘ To Schedule Service ‘ Ack-
@ default ‘ Insert Above
e O Y 3nsert Below ddress QLog All Sessions [any taj-policy Many ® taj-schedule-grou @ taj-service v A(
O taj-package
) X M Insert Empty Above b o
Firewall Header Policy O 2 S jncert Empty Below at4e-vip @ Log Security Events [any [any © taj-schedule-oneti @ taj-service v AC
ewall Policy l
& Insert Policy Block Above
Firewall Footer Policy [=RE neert Folicy Block Above ) © Log Security Events Dany Dany © taj-schedule-oneti @ taj-service VA
X i - B Insert Policy Block Below até4-vip
Firewall Virtual Wire Pair .. | [ 4 . Sessions any [any  always DAL VA
) Create New
Proxy Pol i i-servi
roxy Polley O 5 mea any Dany @ taj-schedule-grour, @ taj-service VA
Authentication Rules
% Clone -
1Pv4 Multicast Policy O 4 cone kv at46-vip @ Log Security Events Many [any © taj-schedule-oneti @ taj-service VA
1Pv6 Multicast Policy
W Delete
IPv4 Local In Policy v 7 64-vi 9 Log Security Events Cany Cany © taj-schedule-oneti @ taj-service VA
cut ptot=vip
1Pv6 Local In Polic )
7 v 8 TCopy ©Log Al Sessions Cany Cany always @ ALL VA
1Pv4 DoS Policy -
Tl Paste Above
1Pv6 DoS Policy a 9 ddress Q@ Log All Sessions [Jany [any ® taj-schedule-group @ taj-service VA
Ll paste Below
1Pv4 Interface Policy B Move To A
1 atd6-vip Log Security Events J- -oneti] @ taj-servi VA
1P6 Interface Policy [m] FSr—" Ylog ity Cany [Jany @ taj-schedule-oneti @ taj-service
ection
NAC Policy ) _ ) o
O 1 @Enable . 9 Log Security Events [lany Cany © taj-schedule-oneti @ taj-service v A
Traffic Shaping Policy ° at64-vip
Disable
ZTNA Rules o ©Log All Sessions Dany [any @ always @ALL VA
Installation Targets @ Add Filter "Status = Disabled"
) O 8 @add Filter “Status = Disabled” O Log Violation Traffic Dany Dany % always DAL Q@D
CLI Configurations

Policy & Objects v = B Policy Package ~ ~ @ ADOMRevisions ¥ Tools ~ ADOM:taiadom > @+ [ 1+ o admin «

[E Policy Packages v |4 CreateNew v | |[ Edit v | i Delete ||@ Policy Lookup ||= Collapse All Search.

i Search... Q g« Source Destination ‘ Log ‘ From Name To Schedule Service ‘Acn
Firewan Foicy
) ) B taj-address & taj-natdoi
Firewall Footer Policy ot Ball s Larnalievb @lLog security Events Many Cany © taj-schedule-oneti @ taj-service v Acc
Firewall Virtual Wire Pair ... 2 taj-user-group
Proxy Policy o 2 =all Ball ©Log All Sessions [Jany Cany @ always @ ALL Vv Acce
Authentication Rules 5 Zal Zal © Log securtty Event a

; ] ) og Security Events tai-schedule-onetil @ taj-servi -

IPv4 Multicast Policy o B taj-address6 @ taj-naté4-vip e Y Dany Cany © taj-schedule-oneti @ taj-service

1Pv6 Multicast Policy
1Pv4 Local In Policy
1Pv6 Local In Policy
1Pv4 DoS Policy

1Pv6 Do Policy

1Pv4 Interface Policy
1PV6 Interface Policy
NAC Policy

Traffic Shaping Policy
ZTNA Rules
Installation Targets

CLI Configurations

taj-folder
Policy Blocks (1)

pbl
Firewall Policy

Create a new policy based on the logged traffic and traffic hit count -7.2.4

In FortiManager, you can create a new policy based on the logged traffic and traffic hit count.

For more information about this feature, see Create a new policy based on the logged traffic and traffic hit count in the
7.4 New Features guide.

Objects

This section lists the new features added to FortiManager for objects:

» Resolve IP address from FQDN for firewall address type subnet on page 194
» FortiManager supports empty Address Group on page 197
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Metadata Variables are supported in Firewall Objects configuration on page 199

Additional filters available for IPS sensors on page 201

Monitoring page for the IPS on-hold signatures on page 203

Enhanced object "where used" function 7.2.1 on page 205

Factory default firewall addresses and address group for private IP space (RFC1918) 7.2.2 on page 207

Virtual IP (VIP) objects defined as an IP range are now searchable by an IP in the range 7.2.2 on page 208
FortiManager added support for FortiGate shared global objects 7.2.2 on page 210

Object search is done using a persistent search menu, and the search extends to all object types 7.2.2 on page 216

Resolve IP address from FQDN for firewall address type subnet

In FortiManager, you can resolve the IP address from the FQDN for "subnet" type firewall addresses.

To resolve IP/Netmask from the FQDN in IPv4 address objects:

oD~

Go to Policy & Objects > Object Configurations > Firewall Objects > Addresses.
Create or edit a firewall address object.

In the Address Name field, enter the FQDN. For example, www . google. com.
In the Type field, leave the address as Subnet.

823 Policy & Objects v = BPolicyPadagev & Installv  @ADOM Revisions @ Toolsw

'

Subnet v

0000/0000 @ Resolve from name
Dy &

B SSLVPN_TUNNEL ADDRI Firewall Address.
al
 FIREWALL AUTH_PORTAL ADDRESS

S FABRIC_DEVICE 1Pvé addresses of Fabric Dev

S taddress
© tiraddress-global
© el

1Py Address 1Py Subnet: /128 071023
1Py Address. 1PV Subnet: d21:1b6b:649F a8 AFLATEIEA Revision History
1Py Address Group. taaddressé

00000000000 DO0O0O0O0DO0OOO0O0DDO %

O Revision# Changed by, Date/Time Entry Key Entry name Action Change Note:

Norecord found.
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5.

In the IP/Netmask field, click Resolve from name.
The field is auto-filled with the first IP retrieved from the DNS query.

@ Policy Packages >

. Policy Package

& installv @ADOM Revisions 8 Toolsv

Create New Firewall Address

ADOM:tatadom 75 () acmin

0 Object Configurations (o) |(E Type i L E i
Bt e O %o any Address Name prrr———
S O 8 lognmcosofonineson any Color a
O @ loginmicroofecom Firewall Address FQDNogin micosofe com any e - N
O loginwindowsnet Firewall Address FQDNoginwindowsiet any
InternetSerice O S amteon — e o P/Netmask 142250717.68/255.255 255255 & Resove Fom e
Mulscast Addresses O @ widerdgoopiecon Frewal Address FQDN: googlecom any Intertace Ty v
Wildeard FQDN Addresses O 8 widcardropbox.com Firewall Address FQDN:* dropbox.com any. Static Route Configuration o)
senices O D SSLYPN_TUNNEL ADDRL any Comments
Schedules o Sa Firewall Address P/Netmask: 00.00/0000 any
Virtual IPs O S FIREWALL AUTH_PORTAL ADDRESS Firewall Address IP/Netmask: 00.00/0000 any.
17 oo O © FABRC DEVICE Frewal Address P/Netmas:0000/0000 any N addressso Fabricomy <
Traffc Shapers O 8 taj-address any.
Shaping Profle O © radessgional any Cick o seict
I o S Firewall Address P/Netmssc: 0000/0000 any Advanced Optons >
R o == Firewal Address P/Netmas:0000/0000 any — .
e ey Foring e ® G0 Address Group. gmailcom, widcard.google.com .
O % MicrosoftOffe 365 Aderess Groun login micrsoftanline com, login ricrosoft com. .
Authentication Scheme O to-address-group ‘Address Group. taiaddress Crange Note
ZTNAServer O B SSLVPN_TUNNEL IPvs_ADDRL 1Pu6 Address 1PV6 Subnet: fdff:ffF:/120
AT o Ba 1P Adcress J
@O scaurty roies R e aricha
@ Fabric Connectors O topaddrese 1P Adcress P Subnet: 211649t A Revion History
© User . Autrencston O % biaddessérgrou 1P Aderes Group apaddresss SRever GaViewDit 4% Column Sttings v Search a
©% WaN Optinize O Revion#  Changedby  DatefTme  EnyKey  Enymame  Acton | ChangeNoe
© Oymamic Object Norecord found.
ok Adanced
@€} CLI Only Objects

The saved address can be used in a policy.

—
B Policy Packages > Edit ¥ Delete § Morev # Column Settings v ®Views Q
D Object Configurations « O Name Trpe Detais Interface Comments Created Time Last Modified Revision History
0 8o Firewall Address 1P/Netmask: 00.00/255.255.255.255 any 2022:02.23154338  sdmin/2022-02-23 15:43:38
O Normalized nerface O 8 lognmicrosoftoniine.com Firewal Address FQDN:oginmicrosoftoniine.com any 202202:2315:43:38  admin/2022-02-23 1543:38
&= rreval Objects O 8 lognmicrosoftcom Firewall Address FQDNoginmicrosoft.com any 202202:2315:43:38  admin/2022-02-23 15:43:38
Addren O S lognwindowsnet Fircwall Address FQDNoginwindows.net any 2022.02.2315:4338  admin/2022-02-23 15:43:38
Internet Service, O 8 gmailcom Firewall Address FQDN:gmailcom any 2020223154338 admin/2022-02-23 15:43:38
Multicast Addresses O 8 wideard google.com Firewall Address FQDN:* google.com any 202202:2315:43:38  admin/2022-02-23 1543:38
WiderdFQDNAddresses | ) @ wildcard.dropboxcom Firewal Address FQDN: dropbaxcom any 20220223 154338 admin/2022-02.23 15:43:38
Services O SSWPN_TUNNEL ADDRI Firewall Address 1P Range: 10212134.200-10212134210  any 2022023154338 admin/2022-02-23 15:43:38
Scheckles o sa Frewall Address 1P/Netmask: 0000/0000 any 2020223154338 admin/2022-02-23 15:43:38
Virtual s O FREWALL AUTH_PORTAL ADDRESS Firewall Address 1P/Netmask: 0.0.0.0/0000 any 202202:2315:43:38  admin/2022-02-23 1543:38
1P Fooks O @ msRCDEVICE Firewal Address 1P/Netmask: 00.00/0000 any 1P addressesof Fbric Devics. 2022023154338 admin/2022-02-23 15:43:38
e Srapers O S s Frewall Address 1P/Netmask: 20.202.00/255.25500 any 2220223154732 admin/2022-02-23 154733 2
Shaping Profle O © toddresslobal Firewall Address 1P/Netmask: 10.1010.0/255.255.00 any 2022:02:2315:49:15  2dmin/2022:02-23 15:49:15
it Severs O ©el Firewall Address 1P/Netmasic: 0000/0000 any 202202:2315:4905  admin/2022-02-23 15:49:15
P g S Frewall Address 1P/Netmask: 00.00/0000 any 2020223162019 admin/2022:0223 162019 1
o g s | S vamsosecon Firewall Address 1P/Netmask: 142.250217.68/255.255.255.25¢  any 20220223 164402 admin/2022-02-23 164402 1
0 %G Aekiress Group il com, widcard google.com 2020223154338 admin/2022-02-23 15:43:38
Authentication Scheme O ' Microsoft Office 365 Address Group. login.microsoftonline.com,loginmicrosoft.com, 2022.02-2315:4338  admin/2022-02-23 15:43:38
ZTNAServer O % wiaddressgroup Address Group tai-address 2022.02.2315:4733  admin/2022-02-2315:47:33 2
ZTNATag O B SSLYPN_TUNNEL IPv6_ADDRL 1Pv6 Address 1Pu6 Subnet: fdfffifz/120 2022.02.23 154338 admin/2022-02-23 15:43:38
@O Sccurity Profes o o 1Pué Adcress 1Pvé Subnet: /0 2022.0223154338  sdmin/2022:02.23 15:43:38
@ Fabric Connectors 0 8 e 1Pué Adcress 16 Subnet: /128 2022.0223 154338 adnin/2022-02-23 15:43:38
@ User & Authenticston O O wjaddesss 1Pv6 Address 1Pu6 Subnet: 121: 1060649 aBat AL 2002023154735 admin/2022:02-23 154735 2
@% WA Optimize O % wadirességroup 1Py6 Adcress Group oi-addresse 2220223154736 admin/2022-02-23 154736 2

@44 Dynamic Object
OB Advanced
¢ CLIOnly Objects

8 Polcy Packages >

B Policy Package~

&installv @ ADOM Revisions @ Tools~

If FortiManager cannot resolve the host name/FQDN, the GUI will report the following error:
not known.

Create New Firewall Address

Name or service

0 Object Configurations v (m) | (=2 Detalls Interface. Comments.
it e O o Frewoll Address P/Netmasc: 00.00/255.255.255.255 any Adcress Name = ]
O @ loginmicrosoftonline.com any. Name or service not known: aasa
Freval Ojects O & loginmicrosoftcom Firewall Address FQDNioginmicrosoft.com any Color
O 8 lognwindousnet FrewallAddress FQDNioginwindowsinet any Tyoe et 5
Internet Service O gmaicom Firewall Address FQDN:gmail.com any
Malicast Adcresses O 8 widcerdgooglecom Firewall Address FQDN: google com any riemask 00000000 Qfeeve enne
Wildcard FQDN Addresses O 8 wildcard dropboxcom [Freveal ks FQDN:* dropbox.com any Interface Cany v
Services O D SSIVPN_TUNNEL ADDRL 1P Range: = Static Route Configuration »
Schedules o al Firewall Address IP/Netmask: 0.0.0.0/0000 any Comments
Virtual IPs O S FIREWALL AUTH_PORTAL ADDRESS Firewall Address IP/Netmask: 0.0.0.0/0000 any
1P Pools O S FABRIC_DEVICE Firewall Address IP/Netmask: 0.0.0.0/0000 any 1Pv4 addresses of Fabric Dev |
Traffic Shapers O 8 tiraddress any. Add To Groups q
Shaping Profle O O wraretnl - Click to select
[P o Gl Firewall Address 1P/Netmask: 00.0.0/00.00 any
Health Check O Sas Firewall Address. IP/Netmask: 0.0.0.0/0.0.00 any Advanced Options >
e Py P ervr )3 Ywgcotiecom Firewall Address IP/Netmask: 142.250.217,68/255.255.255.25¢  any v esice aoping
e — O % Gsie Address Groun graicom wideardgoogesom ceson
O Miosoft Offce 355 Adress Group logimicrosoftolinecom, loginmicosoftcom. o ote”
ZTNASenver O ™ ti-addressgroup Address Group. taj-address
2ZTNATag O B SSLPN_TUNNEL IPv6_ ADDRL IPv6 Address 1PV Subnet: fdff:fF:/120
@ sccurity Proies o o 1P Address 16 Subnets 510
@ Fabrc Connectors @ T 1Pv6 Address PG Subnets /128
(@4 User & Authentication o taj-address6 1Pvé Address. I1Pv6 Subnet: fd21:1b6b:649f:a8af fF-FF-FF:fff Reision Histery
@% waN Optimize O 8 wmisoogiecom s Adcress P8 Subnct 26071800:4005,803:2004/128 s [ Sy a
@ Dynanic Object O % et 1P Adcress Group et O [Reison# |Changedby  DatefTme  EdiyKey | Ediymame  Actin | ChangeNote
@B Advanced Novecend fownd.
@ CLI Only Objects
]
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To resolve IP/Netmask from the FQDN in IPv6 address objects:

oD

Go to Policy & Objects > Object Configurations > Firewall Objects > Addresses.
Create or edit a firewall address object.
In the Address Name field, enter the FQDN. For example, www . google. com.
In the Type field, leave the address as IPv6 Subnet.

= BPolicyPacagev & installv @ADOM Revisions @ Toolsw

(Create New IPv6 Address

Adress N [smmzoomecort

Colr

e PusSubnet

- o 9 Resov rom adress name
Comments

AdaToGroups Gk here o st

Advanced Options >

Per-Device Mapping »

Reision

Changenn

© Revert 3 View Diff %5 Column Settings v
O Revision Changedby  Date/Time Acton  Change Note
No record found.

@8 CLI Only Objects

5. Inthe IP/Netmask field, click Resolve from name.
The field is auto-filled with the first IP retrieved from the DNS query.

= BPolicyPackagev & Installv @ADOM Revisions 8 Toolsy

Type 1Py Subnet

1P/Netmask 2607:1860:400:803:2004/128 O Resolve from address name.

Revision History
S Revert Gl View Difi %5 Column Settings v
O Revision Changedby  Date/Time Action  Change Note
No record found.
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6. The saved address can be used in a policy.

@ Policy Packages >
W Object Configurations
O Normalized Interface

o Fir

vall Objects

Internet Service
Multicast Aderesses
Widcard FQDN Addresses
Services

Schedules

Virtusl 15

1P Pools

Trthc Shapers

Shapi

' Profie
Virtual Servers
Heslth Check
Web Proxy Forwarding Server
Authentication Scheme
ZTNAServer
ZTNATag

B

3% Fabric Comnectors

ity Profies

@1 User & Authentication
©% WAN Optimize.

@& Dynamic Object
s Advanced

90 CLI Only Objects

FortiManager supports empty Address Group

Gllv @ ADOM Res

+CreateNew~ [ Edit (@ Delete § Morew % Column Settings v

000000000000 00000000000000

Name
8 one Firewall Address
S login microsoftonli Firewl Address
B login microsoft.com Firewall Address
B lognwindowsnet Firewall Address
S gmailcom Firewall Address
B widcard google.com Firewall Address
B widcard dropbox com Firewal Address
B SSLVPN TUNNEL ADDRI Firewal Address
Sl Firewall Address
S FIREWALL AUTH_PORTAL ADDRESS Firewall Address
S FABRIC_DEVICE Firewall Address
S tjaddress Firewal Address
© tiraddress-global Firewal Address
© cal Firewall Address
Sam Firewall Address
& wwwgooglecom Firewall Address
% Gsuite Address Group.
% Microsoft Office 365 Address Group.
% tajraddress-group. Address Group.
B SSLVPN TUNNEL IPvé ADDRL 1Pu6 Adress
Bl 1Pu6 Address

8 rone 1Pu6 Adcress
B tadaresss 1Pu6 Adcress

B wwwgoogle com 1Pu6 Address

% tajaddressé group 1Pu6 Adcress Group

Detats
1P/Netmask: 00.00/255.255.255.255
FQDNioginmicrosoftonline.com
FQDNioginmicrosoftcom
FQDN{oginwindowsnet

FQDNgmailcom

FQON:* google.com

FQDN: dropbor.com

1P Range: 10212134.200-10212.134.210
1P/Netmask: 00.00/0000

1P/Netmask: 00.00/0000

1P/Netmask: 00.00/0000

1P/Netmask: 20.20200/255.255.00
1P/Netmask: 10.101.00/255.25.00
1P/Netmask: 00.00/0000

1P/Netmask: 00.00/0000

1P/Netmasic: 142.250.217.68/255.255.255.25¢

gmal.com, wildcard google.com

ogin microsofonline com, login microsoftcom
tjaddress

1Pu6 Subnet /120

1v6 Subnet: /0

1Pv6 Subet /128

1Pv6 Subet: d21:1b60:649FaBat LA
1Pu6 Subet: 2607850:400:805:2004/128

esss

tiradds

1Pva addresses of Fabric Devices.

FortiManager supports creation of an empty Address Group that can be use in

To create a empty address group:

1. Goto Policy & Objects > Firewall Objects > Addresses.

2. Create a new address group.
Address Groups without members can be created.

8 Polcy Packages >
0 Object Configurations

O Normalized Interface

® Firewall Objects
Add

Wildcard FQDN Adcresses
Services
Schedules
Virtusl 15
1P Pools
Traffc Shapers
Shaping Profie

0 Security Profes
AntVinus
Web Fiter
Aoslcaton Control
Intruson Prevention
SSU/SSH Inspection
Applicaion Signatures
1PS Signatares.

@% Fabric Connectors

1 User & Authentication

& installv @ADOM Revi

Ciick here to select

Creste New Adress Grovp
GroupName enetyt
caor 2
o0 Fotter
Members
Statc Rute Conturton »
Commets
Advanced Options >
Per-Device Mapping, (e ]
Revion
Crane ot =

Revsion History
 Revert @ View Diff %5 Column Settings v
O Revision Changedby  Date/Time
No record found.
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Action  Change Note

Cancel

policies.

Created Time
2022:02:23 154338
2022.02.23 154338
2022.02.23 154338
2022.02.23 154338
2022.02.23 154338
2022:02:23 154338
2022:02.23 154338
2022.02.23 154338
2022.02.23 154338
2022.02.23 154338
2022:02.23 154338
2022:02:23 154732
2022:02.23 154915
2022:02.23 15:49:15
2022.02.23 162019
2022.02.23 16:44:02
2022:02:23 154338
2022:02:23 154338
2022.02.23 154733
2022.02.23 154338
2022.02.23 154338
2022.02.23 154338
2022:02:23 154735
2022:02.23 164527
2022.02.23 154736

Last Modifed
2dmin/2022.02-23 15:43:38
admin/2022.02-23 15:4338
admin/2022.02-23 15:4338
2dmin/2022.02-23 154338
2dmin/2022.02-23 154338
2dmin/2022:02-23 154338
admin/2022.02-23 15:43.38
admin/2022.02-23 15:4338
2dmin/2022.02-23 15:4338
2dmin/2022.02-23 15:4338
2dmin/2022.02-23 154338
admin/2022.02-23 154733
admin/2022:02-23 15:49:15
admin/2022:02.23 15:49:15
2dmin/2022:02-23 162019
2dmin/2022.02-23 16:44:02
2dmin/2022:02-23 154338
admin/2022.02-23 15:4338
admin/2022:02-23 154733
2dmin/2022.02-23 15:4338
2dmin/2022.02-23 15:4338
2dmin/2022.02-23 154338
2dmin/2022:02-23 15:47:35
admin/2022.02-23 164527
admin/2022:02-23 15:47:36

® Views

Revision History.

1
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= B PolicyPackagen & Installvy  § ADOM Revisions @ Toolsv
Create New Frewall Poicy Address P
Q B Q
0 o

DAL L
Baways o
[ Accert PsiC

Block Notifcation »

Logging Opti
Log Violtion Traffic
OGenerate Logs when Session starts
Advanced
weep o
Exempt from Captive Portal o

Revision History
&3 View Diff % Colomn Settings v Q

M Revidon Chansedby  Date/Time Action Chanse Nate.

N o BoRDE

4. |Install the policy to a managed device.
The empty address group is successfully installed.
config firewall addrgrp
edit "emptyl"
set uuid (UUID)
next
end
config firewall policy
edit 1
set uuid (UUID)
set srcaddr "emptyl"
set dstaddr "all"
set schedule "always"
set service "ALL"
next
end
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FRTINET N @ securi Rating Isues

interim build1115 ~ 2~

© Updated: 14:42:29 &

Metadata Variables are supported in Firewall Objects configuration

In FortiManager 7.2.0, metadata variables are supported in Firewall Objects configurations.

To use a metadata variable in a dynamic objects:

1. Goto Policy & Objects > Object Configurations.

2. Create or edit a firewall address, IP pool, or virtual IP.

3. Add the metadata in a supported text field using the following format: $<metadata variable name>.
When $ is typed into a supported text field, available metadata variables are displayed for selection. You can click
the add button to create a new metadata variable.

ype
Firewall Addres: Name
Firewall Addres: Color

Firewall Addres:
Type

Firewall Addres:

Firg| | Q
Fire: (branch_id)
Fire (metadata_v1)

Fire|

+

FortiManager 7.2.0 New Features Guide
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\

Branch-NET
Subnet ~
Q% Q, Resolve from name
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« For firewall addresses (subnet type), you can use metadata variables in the /P/Netmask field.

Create New Firewall Address

Name Branch-NET
Color n
Type Subnet v
IP/Netmask @, 10.1.5(branch _id).0/24 Q, Resalve from name
Interface Dany o
Static Route Configuration ( »

Comments

Add To Groups

Click to select
» For IP pools, you can use metadata variables in the External IP Range field.
Create New IPv4 Pool

Name IP_pool

Comments

Configure Default Value ()

Type Overload ~
External IP Range @, 10.1.5(branch_id).0 - 10.1.$(branch_id).100

NAT64 »

Enable ARP Reply «Q

Advanced Options >

Per-Device Mapping ( »

Revision

Change Note *

0/1023

« Forvirtual IPs, you can use metadata variables in the External IP Address/Range, Mapped IPv4
Address/Range, and Mapped IPv6 Address/Range fields.

Create New Virtual IP

Name VIP

Comments

Color @

Interface [ any ™~
Configure Default Value ()

Network

Type DNSTranslation =~ FQDN  Load balance

External IP Address/Range @ 10.1.$(branch_id).0 @, 10.1.$(branch_id).100

Mapped IPv4 Address/Range @ 10.2.$(branch_id).0 @, 10.2.$(branch_id).100

Mapped IPv6 Address/Range @, $(branch_id) @, $(branch_id)

Source Interface Filter

Click to select
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Additional filters available for IPS sensors

Users have more options to filter IPS signatures when configuring IPS sensor profiles. Signatures can be selected by
these additional attributes: default status, default action, vulnerability type, and last update date.

To filter by default action and default status:

1. InFortiManager, edit an IPS sensor and add an IPS filter.
Additional IPS filters are available including Default Action, Default Status, Vulnerability Type, and Last Modified.

Add Filter

1

Filter

Application
C

o5

-
Protocol

Severity

" Target

2
2

Default Action

Default Status

4 Vulnerability Type

a

CVE-ID

10174 3Com.3CDaemon.FTPServer.Information.Disclosure

26815 Intelligent

enter Information.Discl

27309 3Com.OfficeConnect ADSL Wireless. Firewall Router. DoS

48622 3ComOfficeConnect Utility.CGI Remote Command Execution

32034 3D.Life.PlayerWebPlayer ActiveX Control Buffer.Overflow

40381 35-Pocketnet VMS ActiveX Control Buffer. Overflow

48912 35-Smart.CODESYS.CmpRouter.CmpRouterEmbedded Integer Overfic

34892 35-Smart.CODESYS GatewayServer Directory.Traversal
35404 35-Smart.CODESYS.Gateway Server.DoS
41384 35-Smart.CODESYS.Gateway.ServerHeap. Buffer.Overflow

ANAT1 AC_Cmars FONFEYE Car

.

ase s ol

ExporttoCSV  Check On-Hold Status.

a. Default Action

Add Filter

Default Action =

#5 Column Settin pass

D MName  block
“w Custom IPS Signature (0)

 IPS Signature (15088)

47306  10-Strike LANState.Local Buffer.Overflow.Exploit

25536  1024CMS.Standard PHPFile.Inclusion

28273 2Wire Wircless.Router XSRF. Password Reset

43545 30X, D Depl Jnload

30316 3Com.3CDaemon. FTPServer BufferOverflow

10174 3Com.3CDaemon.FTPServerInformation Disclosure

26815  3Comlntelligent. enter.Information. Disclosure

27309  3Com.OfficeConnect ADSLWireless.Firewall.Router.DoS

48622 3Com.OfficeConnect Utility.CGLRemote. Command. Execution

32034 3D.Life.PlayerWebPlayer ActiveX Control Buffer.Overflow

40381 35-PocketnetVMS ActiveX Control Buffer Overflow

48912 35-Smart.CODESYS.CmpRouter.CmpRouterEmbedded.Integer.Overfi
34892 35-Smart.CODESYS.Gateway.Server. Directory.Traversal

35404  35-Smart. CODESYS.Gateway.Server.DoS

41384 35-Smart CODESYS Gateway.Server. Heap Buffer.Overflow

DAL 3SSn CODESYS Gty S otz Do

Exportto CSV  Check On-Hold Status
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medium
high
medium
high
high
low
medium
medium
high
high
medium
high
high
high
high

hish

Target

server,client
server
server,client
server
server
client

server
server
server
client

client.

server
server,client
server,client
server

5 Windows
o Windows,
A Linux

23 Windows
2 Windows

£2 Windows

3 Windows
A Linux

A Linux

2 Windows
3 Windows
Other

2 Windows
2 Windows
3 Windows

8 Wi

rerity  On-Hold Until

medium
high
medium
high
high
low
medium
medium
high
high
medium
high
high
high
high

hish

Last Modified : N/A

B View Packages +

Q

Revision On-Hold Unt

TCPHTTRFTPSMTP.POPS,IMAPNNTF

»

Version: 20293 DB: Regular, Extended, Industrial Totak: 15091

Default Ac CVE-ID Default Status Protocol
@block enable
A Linux, BSD, Solaris, ¢ @ block enable TCPHTTP

@block  CVE-2007-4387 enable  TCRHTTP
@ block enable TCRHTTP
@block  CVE-2005-0277 enable  TCRFTP
@block  CVE-2005-0278 enable TCPFTP
@block enable  TCRHTTR
@ block enable TCPHTTP
@ block enable TCPHTTP
@block enable  TCRHTTP
@block  CVE-2014-9263 enable TCPHTTP
@block  CVE-2019-5105 enable  TCP
@block  CVE-2012-4705 enable  TCP
@block  CVE-2012-4707 enable TCcP
@block  CVE-2015-6460 enable P
PAkint _uE.on1i.snna anable TFD

Target os Default Ac CVE-ID

serverdient & Windows @ block

server 2 Windows, ) Linux, BSD, Solaris, § @ block

serverclient A Linux @block  CVE-2007-4387

server 22 Windows @block

server 2 Windows @block  CVE-2005-0277

client Windows @block  CVE-2005-0278

server 2 Windows Q@ black

server A Linux @block

server A Linux @ block

client 48 Windows @ block

client 8 Windows @block  CVE-2014-9283

server Other @block  CVE-2019-5105

serverclient & Windows @block  CVE-2012-4705

server.client @block  CVE-2012-4707

server @block  CVE-2015-6460

comer P hark CVF.2011.500R

Version: 20.293 DB: Regular, Extended, Industrial Total: 15091

Use Filters

Last Modified : N/A

B View Packages ~
Default Status  Protocol

enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable

anahin

TCRHTTRFTPSMTRPOP3,|

TCRHTTP
TCPHTTP
TCRHTTP
TCPFTP
TCRFTP
TCRHTTR
TCPHTTP
TCRHTTR
TCRHTTP
TCPHTTP
TP

Use Filters

Cancel

3
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b. Default Status

Add Filter
b | l [EEEET
D Name disable verity  On-Hold Until Target os Default Ac CVE-D Default Status  Protocol
¥ Custom IPS Signature (0) o
v IPS Signature (15089) -
47306  10-Strike.LANState.Local Buffer.Overflow. Exploit medium serverclient 8§ Windows @ block enable TCPHTTRFTR.SMTFPOP3.|
25536  1024CMS.Standard.PHR:File.Inclusion high server 24 Windows, /) Linux, BSD, Solaris, ¢ @ block enable TCRHTTP
28273 2WireWireless Router XSRF Password Reset medium serverclient 4 Linux Qblock  CVE-2007-4387 enable TCPHTTP
30316  3Com.3CDsemon FTPServer Buffer Overflow high server £ Windows @block  CVE-2005-0277 enable  TCRFTP
10174  3Com.3CD: Disclosure low client 28 Windows @block  CVE-2005-0278 enable TCPFTP
26815  3Com. i Disclosure medium server & Windaws @ block enable TCPHTTP
27309  3Com.OfficeConnect ADSL Wireless.Firewall. Router.DoS medium server A Linux @ block enable TCPHTTP
48622  3Com.OfficeConnect.Utility.CGl.Remote.Command.Execution high server A Linux @block enable TCRHTTP
32034 3D.Life.PlayerWebPlayer ActiveX Control Buffer. Overflow high client 8 Windows @black erable  TCRHTTP
40361  35-PocketnetVMS ActiveX Control. Buffer Overflow medium client 2% Windows @block  CVE-2014-9263 enable TCPHTTP
48912 35-Smart. CODESYS CmpRouter.CmpRouterEmbedded Integer.Overfle (1 high server Other @block  CVE-2019-5105 enable  TCP
34892  35-Smart.CODESYS.Gateway.Server. DirectoryTraversal high server,client 28 Windows Q@block  CVE-2012-4705 enable TCcP
35404  35-Smart.CODESYS.Gateway.Server.DoS high serverclient S Windows @block  CVE-2012-4707 enable TCcpP
41384  35-Smart. CODESYS.Gateway.Server. Heap Buffer.Overflow high server 28 Windows @block  CVE-2015-6460 enable TCP
WA AL Crmart CONESVE Gatowaw Sarver Intacor Moo hich conunr o8 \Afind e A hlark FAE90M 1. EN0R hd

Export to CSV Check On-Hold Status.

c. Vulnerability Type

Version: 20.293 DB: Regular, Extended, Industrial Total: 15091

onshie

.
)

Add Filter

© Vulnerability Type = f )

D Name Dos ty  On-Hold Until Target o5 Default Ac CVE-ID Default Status  Protocol
v Custom IPS Signaty Buffer Errors 5
» IPS Signature (150¢ Numeric Errors |
47306  10-Strike.Lt CSRF m serverclient 88 Windows @ block ‘enable TCPHTTRFTRSMTPPOP3.
25536 1024cMms.g XSS i server 28 Windows, 2 Linux, BSD, Solaris, & @ block enable TCPHTTP
28273 2WireWire Poth Traversal im serverclient 4 Linux @block  CVE-2007-4387 erable  TCRHTTP
P . =0  Chmw G o Wi
SQL Injecti
30016 3Com 3Dy SO+ I ' server 8 Windows @block  CVE-2005-0277 enable  TCPFTP
Format Stri
10174  3Com.3CD: e i client 2% Windows @block  CVE-2005-0278 enable TCPFTP
Malware
26815 3Com.Intell Anomal am server 48 Windows @ block ‘enable TCPHTTP
maly
27309 3ComOffc m server A Linux Q@block enable  TCRHTTP
Improper Authentication
48622  3Com.Offic o }; server A Linux Q@block ‘enable TCPHTTP
Information Disclosure
52034 IDUIEPB o L orlecae/Access Contral \ client 8 Windows @block enable  TCRHTTP
40361  3S-Pocketn 05 Command Injection am client 23 Windows @block CVE-2014-9263 ‘enable TCPHTTP
48912 3S-Smart.Ct Resource Management Errors ‘\ server Other @block  CVE-2019-5105 enable TCcP
34892 35-SmartCl opper - serverclient 8 Windows @block  CVE-2012-4705 emable  TCP
35404  35-Smart.CODESYS.Gateway.Server.DoS high serverclient 3§ Windows @block  CVE-2012-4707 enable TCP
41384 35-SmartCODESYSG Buffer.Overflaw high server 2 Windows @block  CVE-2015-6460 enable TP
AL Q. Crmart CONESVE Gaton Vol hioh coruor 28 \Afincrase. A bk ~VE.2N1 1. 8N0R anahle Tre hd

Export to CSV/ Cheek On-Hold Status
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d. Last Modified

Last Modified

After  Between

mm/dd/yyyy

Monitoring page for the IPS on-hold signatures

FortiManager 7.2.0 adds a monitoring page for the IPS on-hold signatures where you can check the on-hold status and
show "On-Hold Until" information at the signature level.

To check the on-hold status:

1. Goto Policy & Objects > Object Configurations > Security Profiles > IPS Signatures.

2. Inthe toolbar, select More > Check On-Hold Status

8 Polcy Packges >

+ CreateNew [ Edit 1 Delee | § Morev | f5 Colunn Setings v

8 Obiect Confguraions O ©  Nme = Cone
S Normeted tetsce O Custom PS Signaure (0) Q Where Used
[ O v PsSignature (15045) & Gowing
O 47306  10SukelANSelo B
S0 Secury Profes O 253 tozcvs s
Autoss o 2
ONSFier O 43545 3CXPhone SystemVAD Deploy Atitrary File Upload
o w6
Wb Fiter O 1017 3Com3CDoemon FPServr nformation Disdosure
Video Fiter O 26615 3Comineligent Management Center nformation Discosure
Aopication Contol O 27309 3ComOficeComect ADSL Wireles Firewall Router oS
Intrusion Prevetion O 48622 3ComOfficeComect tityCGl Remote Command Execution
—_— O 3203 3DLifePlayerWebPlayerActiveX ConrolBuffer Overlow
e O 40361 35 Pocketnet VMS ActveX Control BufferOverfow
. o Ro
I O 3992 35 Smart CODESYS Gotevay Servr Directory Traversal
i O 35404 35 SmartCODESYS GatewayServerDoS
SSsH e O 41384 35 Smart CODESYS Gateway Servr Heap Bufer Overlow
frefleGeun O 30611 35 Smart CODESYS Goteway Server nteger Oveflow
Vi ating Overides O 35280 35 Smart CODESYS Gotevay Server Memory Access Eror
b URL Flter O 35339 35 Smart CODESYS Gateway Server Opcode Heap BufferOverfow
Web Content Fiter O 35239 35 Smart CODESYS Gotevay Server Stack uffer Overfow
Web itr Locl Category O 44031 35 Smart CODESYS Web ServerBuffer Overflow
File Fiter O 30528 35 Smart CODESYSWeb Server URIStack Buffer Overflow
Fle Fiter rofle O 15186 SwMPEGA FileProcessing BuferOverflow
VideoYouTube CrannelFiter || ©) 17866 42788 Cookie Based Authentication Bypass
1cAPServers O 17868 42788 Showtead PHPForumiD Parameter SQU necton
Applation Sgratizes O 30335 4DWebStarFTPCommand Buffer Overflow
PR O 17732 4DWebStarTomcat Pugin Remote Buffer Overflow
O 26064 7-Technologies GSS ODBC Server Memary Corrupton
e O 26322 7-Technologies GS5 Opcode Handing Remote Code Executon
B O 26353 7-Technologies GSS SCADA System Directony Traversal
O Comeciers O 2635 7-Technologies GSS SCADA System Memory Coruption
i O 46263 7-ZRARSold Compresson Remote Code Execution

medum
high
medum

medum
medum
high
medum
medium
high
aitical
aitical
high

serverclent
serverclent
dlent

dlent

dlent

serverclient
serverclent
serverclent
serverclent
sorverclent

dient

serverclent

DefaultAct CVED

os
0 Windows. @biock
8 Windows, 2 Linux, BSD, Solaris, & @block
Ao @biock
W Windows. @biock
0 Windows. @biock
0 Windows. @biock
0 Windows. @biock
B @biock
Ao @biock
0 Windows. @biock
0 Windows. @biock
Other @biock
0 Windows. @biock
W windows. @biock
W windows. @biock
0 Windows. @biock
0 Windows. @biock
0 Windows. @biock
0 Windows. @biock
W Windows. @biock
0 Windows. @biock
0 Windows. @biock
Other @biock
Other @biock
W Windows. @biock
0 Windows. @biock
0 Windows. @biock
W Windows. @biock
W Windows. @biock
W Windows. @biock
W windows. @biock

The Check-On Hold Status window appears.
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CVE-2007-4387

CVE2005.0277
CVE2005.0278

CVE2014.9263
CVE2019-5105
CvE2012.4705
CVE 20124707
CVE2015.6460
CVE2011-5008
CVE 20124704
CVE2012.4706
cvE2012.4708
(CVE2017.6025, CVE-2017-6C
CVE2011-5007
CVE-2007-6401
CVE2006.0153
CVE2006.0154
CVE2004.0695
CVE2005-1507

CvE2011-1566
CVE2011-1565, CVE-2011-1¢
CVE 20111567, CVE2011-1¢
CVE2018-10115

TCPHTTPFTPSMTPPOPSIMAPNNTE
TepHTTP
TepHTTP
TepHTTP
TeeFTP
TepFTP
TePHTTP
TePHTTP
TepHTTP
TepHTTP
TepHTTP
o

oo

153

153

e

e

i3

i3
TePHTTP

e
e
TCPHTTPFTPSMTPPOPLIMAPNNTE

2019.0121
20211108
20220224
2017.01:30
20211135
20211135
20211135
20211135
20211135
20220304
20211135
20210331
2017.0728
2017.0728
2017.0727
2019-1118
2017.0728
2017.0731
2017.0728
2017-1011
20220224
20211108
20211135
20211135
20220224
20211109
20220304
20210602
2022031
20220331
20211135
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3. Select a device from the dropdown menu.

On-Hold Signatures monitor is displayed. The date that signatures are held until is displayed in the On-Hold Until

column.

AAll On-Hold Signatures

Check On-Hold Status

o~

Device | None

a

4 FGT-VM49 (IP: 10.2.134.49, Platform: FortiGate-VM64)

Add Filter

5 Column Settings v

D

26353
26350
28687
3649
3a101
23036
7271
18100
33987
34703
34930
13011
15766
7721
34393
30804
29023
15521

o
(u)
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o

22071

Export to CSV.

Name

v Custom IPS Signature (0)
v IPS Signature (238)

1GSS.SCAD)

1GSS.SCAD) 1

‘Adobe Flash.Player MP4.avcC Parsing Memory Corruption

‘Adobe Flash.Player PCM Resampling Buffer Overflow

‘Adobe InDesign.Server SOAP Arbitrary.Script Execution

‘Adobe Photoshop.Style.Layer.Code Execution

Adobe ReaderJBIG2.Stream.Index Code Execution
JPXDecode )

Adobe Reader PDF Parsing.Dos
‘Adobe Reader.PDF Remote.Code. Execution

Advantech Absolute. Path Request Information Disclosure
Apache.DOS.Batch Script Parsing Command Execution
Apache.mod_proxy.FTPWildcard Characters XSS
Apple.QuickTime FlashPix File. Buffer.Overflow
‘Apple.QuickTime. HREFTrack Cross.Zone Scripting.

e QuickTime.JPEG.2000.COD Length.

Apple.QuickTime PICT File PrSize Overflow
Apple.QuickTime. PICT.Opcode.Memory.Corruption

Annle OuiielTime Taroa Imaoe Ruffer Overflow

2022/03/1717:59:59 PDT | critical
2022/03/1717:59:59 PDT | critical
2022/03/1717:59:59 PDT | critical
2022/03/1717:59:59 PDT | critical
2022/03/17 17:59:59 PDT high

2022/03/1717:59:59 PDT | critical
2022/03/1717:59:59 PDT | critical
2022/03/17 17:59:59 PDT high

2022/03/1717:59:59 PDT  medium
2022/03/1717:59:59 PDT | critical

2022/03/17 17:59:59 PDT
2022/03/17 17:59:59 PDT high
2022/03/17 17:59:59 PDT

medium

medium
2022/03/1717:59:59 PDT  ritical
2022/03/17 17:59:59 PDT

2022/03/17 17:59:59 PDT

2022/03/17 17:59:59 PDT
2022/03/1717:59:59 PDT  ritical
2075/02/17 17-59-59 POT hioh

server
server
client
serverclient
server
client
serverclient
serverclient
serverclient
serverclient
server
server
server
client
serverclient
serverclient
serverclient
client

W Windows

W Windows

W Windows, 4 Linux, Solaris, @ MacC
1 Windows, A Linux, & MacOS
W Windows, & MacOS

W Windows, & MacOS

W Windows

W Windows

W Windows

Al

W Windows

W Windows

W Windows, 4 Linux

W Windows, & MacOS

W Windows, & MacOS

W Windows, & MacOS

Al

W Windows

Other

@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
@block
i

CVE2011-1565,
CVE2011-1567,
CvE2011.2140
CVE2013.3047

CVE-2010-1296,
CVE-2009-0658
CVE-2009-3955

CVE2013.0640,
V20120236
CVE 1999.0947,
CVE2008-2939
CVE2009-2798
CVE2007-0059
CVE2011.3250
CVE2011.0257,
CVE2008-1019

vEomo-azss

The on-hold status can also be checked when creating a new IPS sensor.
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CVE-2011-1¢
CVE-2011-1¢

CVE-2011-2¢

CVE-2013-0¢

CVE-2002-00

CVE-2011-5

Tcp
Tcp

TCPHTTP
TCRHTTRETPSMTPPOPSIMAPNNTE
TCPHTTP

TCPHTTP
TCRHTTRETRSMTPPOPSIMAPNNTE
TCRHTTRETPSMTPPOPSIMAPNNTE
TCRHTTPNBSS FTPSMTPPOPSIMAR
TCRHTTRETPSMTPPOPSIMAPNNTE
TCPHTTP

TCPHTTP

TCPHTTP

TCPHTTP

TCPHTTP
TCRHTTRETPSMTPPOPSIMAPNNTE
TCRHTTRETRSMTPPOPSIMAPNNTE
TCPHTTP

TCPLTTPNRSS SMTP.
»

Version: 20.278 DB: Regular, Extended, Industrial Total: 240
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Check On-Hold Status

o~

Device | None

a
¥ FGT-VMA44 (IP: 10.2.134.44, Platform: FortiGate-VM64

4 FGT-VM49 (IP: 10.2.134.49, Platform: FortiGate-VM64)

Enhanced object "where used” function -7.2.1

FortiManager includes an enhanced object "where used" function with multiple persistent where-used sessions and

identification of single-object usage in the policy.

When using the Where Used function, you can view or edit rows without closing the Where <x> is used window. Instead,
the Where <x> is used window stays open as a tab at the bottom right corner of the GUI. You can re-open or close the
Where <x> is used window from this tab, as needed. Multiple Where x is used tabs are supported in the GUI.

For example, there are two Where <x> is used tabs available in the image below.

= B PolioyPackagey & nstally @ ADO s AooM:tiadom &> 1 (admin
& Policy Packages + Create New jtv B Delete [Section @ Policy Lookup  Collapse All 5 Column Settings v al @
e @ O Name From T Source. Destination Schedule Service Users Action Security Profies  Log.

& taj-proxy-av-profi
i -prot

I3
0 1 taj-policy S any S any B taj-address B taj-address © taj-schedule-onet @ taj-service B + Accept OlogAlls:
rprc
O taj-package
Firewall Header Policy
B taj-address. ® taj-natd6vip @ no-inspection
2 any any - aj-schedule-onet @ taj-service + Accept Log Secu
o Oany D any ou oo © tsjschedule-onet @ 5 o @ o 9L
Bal 2an @ no-inspection
Instalation Targets o s =l =l B t3jaddressé, @ tajnatsavip O eetizraas O e i & default e
i taj-older O~ Implicit (4-4 / Totak: 1)
Bl Bal
I Obiect Confgurations > o Impiicit Deny Qany O any 20 oo B ahways @ AL @peny @Nolog

e
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To use the Where Used enhancement:

1. Goto Policy & Objects.

2. Right-click an address and select Where Used.

= mPolicyPackager & Installv @ ADOM Revisions @ Tools

+ CresteNew v [4Edtv 1 Delete HScctionv @ PolcyLookup o Collapse All £ Column Settings v al @

o O ¢ Name From T Source Destination Schedue Service Users Acton Security Profles_ Log
& taprowy-av-prof

© tjveb-fiterprot
B tj-dns-profie
B twat-profic
2 tapiocat-user G Eheped]
& taj-user-group

1 taj-policy Oany O any (St - © tsj-schedule-onet @ taj-service  Accept .

Ousals
+ Add Objectls) r-pre .

=
=]

3

@ taj-inspection
® taj-proxy-option
)
L]
Y
&

ot
. i B .
Firewall Policy o O any 0 any oo wCony © tajschedule-onet @ tajsenvice © Accept
oic

© Loz
g ElPest
o s D any O any 2 o © sjscheduieonet @ tjsenvice © Accept @ Log secu
s folder O~ Implcit (44 / Totak: 1) a
2l =
I Object Configurations > o 4 Implicit Deny Oany Qoany B8 a:: B always @ AL Q@Deny Onotog

The Where <x> is used window displays.

The Single Object column will be blank unless the address is the only object configured. If the address is the only
object configured, the Single Object column will display Yes.

= BPoioyPackagey & nstall @ ADOM Revisions @ Toolsy

+ CresteNew 1 Where ta-addres is used - x
o ¢ N
BView Bt Search Q
ADOM Policy Package/Block Referrer Type Entry Single Object B
ti-adom sdrrn tsi-address groun ves
1 Yes
9 1 ) 1 Yes
2 Yes
1 ves
1 Yes
1 ves
1 Yes
o2 B tai-package 1 s Yes
o = B tapackage 1 dstadd Yes
B taipackage 1 srcaddr Yes

& taj-folder O~ Implicit (4-4

I Object Configurations > (= in

Close.

3. Inthe Where <x> is used window, click the minimize icon.
The Where <x> is used tab is now available in the bottom right corner of the GUI.

= B PolicyPackager & Installv @ ADOM Revisions @ Tools
& Policy Packages v + CreateNew v [Edtv B Delete [Sectionv @ Policy lookup s Collapse All #5 Column Settings v al @
s NG Name From T Source Destination Schedule Service Users Action Security Profies  Log
= & taproxy-av-prof
© tjweb-fiter-prof
B tjrdns-profile
=]
o
ta-policy D any D any B taj-address B taj-address © t3jschedule-onet @ taj-service  Accept .
=
<]
5
@
L]
B tjaddress ® wimatasvip Q
an ar 5 ai-schedule-onet @ taj-service Accep
Qoany 0 any B B © taj-schedule-onet @ ta- v Accept e
Bl Bl Q ction
a © tjschecule-onet @ tajservice Accey Log Secu
® By B any B tjaddresss ® winatsdnip fscheculeronet 1 i ¥ heeent @ defout ¢
W to-folder O~ Implicit(4-4 / Totak: 1)
. an B =
@ Object Configurations o 4 Implicit Deny O any O any B B B always @ Al @ Deny @Nolog

Where taj-addressisused X

4. Click the title on the Where <x> is used tab to re-open the window.
5. Inthe Where <x>is used window, select a row and click View or Edit.
The Where <x> is used tab is available in the bottom right corner of the GUI while you view or edit the selection.

Note that the GUI supports multiple Where <x> is used tabs at the same time. See example below:
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= mPolicyPackager & nstall @ ADOM Revisions. © Tools ADOM:tafadom % 0 1 eadnh v
8 Policy Packages > CresteNew [ Edit B Delete § Morew 4 Column Settngs v Edit Address Group.
M Object Configurations o Details
o 1P/Netmasks: 0.000/255.255.255.255 (
Name ]
o =
Color
o
o e 0 ot
o Members o
o B ta-address _
Wildcard FQDN Addresses. o ildcarc ox.ce 1P/Netmask: 20 20200/255.255.00
Services O O SSLVPN_TUNNEL ADDRI s 1P Range: 10212.134.200-10212:1343 L entryselected
Scheduies o Sl 1P/Netmasic: 00.00/0.000 >
Virtual P O © FIREWALL AUTH_PORTAL A! Firewall Add »
1P Pools O © FABRICDEVICE Firewall Ad
S O & metsdataserver Firewall Adcress 1P/Netmasic: 169.254.169.254/255.255
e 0 B Firewall Adcress 1P/Netmasic: 20.2020.0/255255.00
p
O © tscdressgiobal Firewall Adcress 1P/Netmasic: 10.101.00/25525500
©© Sccurity Proics s i Advanced Options >
@3% Fabric Connectors o o ©
52 Firewall Adcress 1P/Netmaski 6.6.6.6/255.255.255.255 .
©4 User & Authentication . Per-Device Mapring >»
0 8= Firewall Adcress 1P/Netmask: 9.9.9.9/255.255.255.255 Revision
O Gsite Address Group amailcom, widcard googie.com Chenge Note®
o I [ i
0 % thsdessgoun Address Group taf-adcress
0 %t Address Group 2.3 -
O D SSLVPN_TUNNEL IPv6_ADDF [Pvé Address 1PV6 Subnet: /120 o
evison History
o Bal 1Pv6 Address 1PV6 Subnet: /0
Revert  ViewDift Search
O % none 1P6 Address 1Pu6 Subnet: /128 Q
Revision # Changed Date/Ti Acti Change Note
O O erodiess v Adiress o Subnet (@21 toebessmagaty O | Revon misdby s i e a
2 admin 2022050100459 Modify
O % tiddrességoun 1Pv6 Address Group taaddresso o
o 1 ‘admin 2022-05-0100:14:59  Create

Where taf schedule-onetime isused % (O Wheretafaddressisused % Where tojaddressisused %

6. To close a Where <x> s used tab, click the x on the tab.

Factory default firewall addresses and address group for private IP space
(RFC1918) -7.2.2

FortiManager includes factory default firewall addresses and address group for private IP space (RFC1918).
The following new default firewall addresses objects are available:

 RFC1918-10:10.0.0/8
 RFC1918-172:172.16.0.0/12
 RFC1918-192: 192.168.0.0/16

The following new default firewall address group is available:

» RFC1918-GRP: Includes the RFC1918-10, RFC1918-172, and RFC1918-192 address objects.

To use the new default private IP space address objects in FortiManager:

1. Goto Policy & Objects > Object Configurations > Firewall Objects > Addresses.
The default RFC1918 address objects are available.

= BPolicyPackage v & Install Wizard  + @ ADOM Revisions 4§ Tools ~

> 4CreateNewv [ Edit M Delete § Morew # Column Settings v ®Views
v Type Detalls Interface Comments Revision History
> G 255255255 any.
v oftonline.com F F
.
Fir
er Fir
Schedules
Virtual 1Ps

1P Pools

© FIREWALL AUTH_PORTAL ADDRESS
© FABRIC DEVICE 1Py addresses of Fabrc Devices
S metadata-server
 RFC1918-10
£ RFC1918-172
2 RrC1918-192

 Guite
% Microsoft Office 365

% RFC1918.GRP

B SSLVPN_TUNNEL IPv6_ADDR1

log softco
RFC1918-10, RFC1918-172, RFC1918-192

oo0oo0boO0o0O0OO0OO0COODOOO0OOOOODOOOOO

B

8 none

B IPu6-address Proxy Address
B [Pys-address Proxy Address

2. Goto Policy & Objects > Policy Packages, and select a Firewall Policy.
You can select the firewall address objects for use in the policy. For example, the RFC1918-GRP address group
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~ @ ADOMRevisions ¢ Tools ~

[} 0 FIREWALLADDRESS (15) ~

2 FABRIC_DEVICE

& FIRe

Tany

Cany

o
RFC1918-10
BRFC1918-172
ERFC1918-192

o o

000

+ + + +

+
WAL o
Schedt ®always o

Action A Accent  1PSEC
Disclaimer Options.
Block Notification o
Logging Options
Log Violation Traffic ]
OGenerate Logs when Session Starts
Advanced
weep o
Exempt from Captive Portal o

Comments

Advanced Options >

3. Install the policy package to FortiGate.

To edit the default private IP space address objects using the CLI:

1. Inthe FortiManager CLI, use the config firewall address command.
For example:
config firewall address
edit "RFC1918-10"
set subnet 10.0.0.0 255.0.0.0
next
edit "RFC1918-172"
set subnet 172.16.0.0 255.240.0.0
next
edit "RFC1918-192"
set subnet 192.168.0.0 255.255.0.0
next
end
config firewall addrgrp
edit "RFC1918-GRP"
set member "RFC1918-10" "RFC1918-172" "RFC1918-192"
next
end

Virtual IP (VIP) objects defined as an IP range are now searchable by an IP in the
range -7.2.2

Virtual IP (VIP) objects defined as an IP range are now searchable by an IP in the range.

When searching for a VIP object by the first or last IP in the range, search results will return the VIP object in the search
results using either Simple and Strict search.
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To search for Virtual IP ranges in policies:

1. Create Virtual IP (VIP) objects.
a. Goto Policy & Objects > Object Configurations > Firewall Objects > Virtual IPs.

b. Click Create New, and create your Virtual IP address objects.
In the example below, the following objects are created:

o vip1 with an External IP Address Rangeof 172.16.10.10t0172.16.10.11 and a Mapped IPv4
Address Range 0f 192.168.10.10t0192.168.10.11.

o vip2 with an External IP Address Range of 10.20.11.1t010.20.11.2 and a Mapped IPv4 Address
Rangeof10.30.1.11010.30.1.2.

Policy & Objects v = MePolicyPackage v & Install Wizard @ ADOM Revisions  #% Tools v ADOM:root >~ @~ oadmin -

Policy Paciages > [ it |8 Delete [ View - [ search.
| # Obiect configurations © . - ——
O Neme® Interface® Details > Comments = Created Time = Last Modified = Revision History = E-]
@ Normalized Interface >
) ) B Virtual IP @
| = Firewall Objects © .
Addreceos O @viel ©any 172.16.10.10-172.1610.11->192.168.10.10-192.168.10.11 admin/ 2022-10-28 11:58:21  admin/2022-10-28 12:02:48 2
. O @viez ©Qany 10.20.11.1-10.20.11.2->10.30.1.1-10.30.1.2 admin/ 2022-10-28 11:58:53  admin/2022-10-28 1202:58 2

Services B Virtual IP Group @
Schedules B 1PV6 Virtual IP @

Virtual IPs 11Pv6 Virtual IP Group @

1P Pools

Traffic Shapers

Shaping Profile
@ Security Profiles >
% Fabric Connectors >

5 User &Authentication >

2. Create policies using the Virtual IP objects.

22 Policy & Objects v = BePolicyPackage v & Install Wizard v () ADOM Revisions £ Tools ADOM:root > @~ 0 admin
Policy Packages v [ Create New v ‘B, Edit v | [ @ Delete \@ Section \ \ @ Policy Lookup \ [@ Collapse Al \ Search.. E
{& | Search... Q g # ‘ Name From T Source ‘ Destination Schedule Service Action Security Pn
OB default i
o1 any [any Zall @ vipl  always @ALL @Deny =] 2°f‘“5|”‘
Firewall Policy efault
Installation Targets o 2 Cany [any Zall @ vip2  always DAL Q@Deny = | ol
= Object Configurations > O Bimplicit(3/3 Total:1)
. 2all =all
3 Implicit D D
a mplicit Deny [Jany [any Bal Sl (8 always @ALL @Deny

3. Inthe Firewall Policy search field, search for the first or last IP in the VIP range.
For example, searching for 172.16.10.11 highlights the VIP1 object in the search results.

22 Policy & Objects v = PolicyPackage v & Install Wizard ~ @ ADOM Revisions 4% Tools ~ ADOM:root  >_ @~ 0 admin v
[ Policy Packages v ‘+ Create New v ‘ \E Edit v‘ B Delete ‘E] Section v | ‘@ Policy Lookup \u Collapse All \ 172.16.10.11 Q
1L | Search.. Q o # Name From To ‘ Source ‘ Destinat] I I . ‘ Action Security Pu
Name  vipl
2 default .
= ot Dany [any Ball Yo | P 172.16.10.10-172.16.10.11 @Deny norinspe
Firewall Policy default
Y Mapped IP 192.168.10.10-192.168.10.11 B o
A no-inspe
Installation Targets o 2 [any [any Bal @ vip2 - e @Deny et
= Object Configurations > O B implicit (3/3 Totak:1)
= RE Implicit Deny [ any [Jany E :H E :” 1 always @ALL Q@Deny

You can also use Strict search to show only exact matches, excluding "all" results.

£ Policy & Objects v = B Policy Package v & Install Wizard ~ @) ADOM Revisions % Tools + _ o admin v
Policy Packages v \+ Create New v ‘I’g Edit v | |# Delete \@ Section \ \@ Policy Lookup HE Collapse All \ 172.16.10.11 “
1i | Search... Q o | # ‘ Name From To Source ‘ Destination ‘ Schedule Service Action SecurityPu

O3 default

o1 Cany [any Dal @ vipl  always @ALL Q@Deny Ea zo;mslpt
Firewall Policy lefault

Installation Targets

# Object Configurations >
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FortiManager added support for FortiGate shared global objects -7.2.2

FortiManager 7.2.2 supports the following FortiGate shared objects:

» system replacemsg-group

» system external-resource

« webfilter profile

« firewall wildcard-fqdn custom
* ips sensor

« sctp-filter profile

» application list

 dlp data-type

« dIp dictionary

o dlp sensor

« dlp profile

» webfilter search-engine

« antivirus profile

« file-filter profile

« wireless-controller utm-profile
« firewall ssh local-key

« firewall ssh local-ca

When global objects (starting with prefix g-) are referenced in a policy package, they are installed to the FortiGate Global

VDOM and are usable in other VDOMs.

Example of using shared objects

Following is an example of global objects (g-) being referenced in a policy package, and installed to a FortiGate:

« Shared objects are referenced in a policy package.
€3 Policy & Objects ~ = & d AD
B Policy Packages
12 Search...

O FGT-102_root
Firewall Policy
Firewall Virtual Wire Pair Policy
Proxy Policy
Authentication Rules
1Pv4 Multicast Policy
1Pvé Multicast Policy
1Pv4 Local In Policy
1Pv6 Local In Policy
1Pv4 DoS Policy
1Pvé DoS Policy
1Pv4 Interface Policy
1Pvé Interface Policy
NAC Policy
Traffic Shaping Policy
ZTNA Rules
Installation Targets
CLI Configurations

@5 default

M Policy Blocks (0)

& Object Configurations

FERTINET

FortiManager 7.2.0 New Features Guide
Fortinet Inc.

Edit Firewall Policy

Security Profiles

Profile Type

AntiVirus Profile

Web Filter Profile

Video Filter

Application Control

1PS

File Filter

Email Filter

DLP Sensor

voIp
IcAP

Web Application Firewall
DN Filter

SSL/SSH Inspection

Decrypted Traffic Mirror

Traffic Shaping Options

Shared Shaper
Reverse Shaper

Per-IP Shaper

e el Use Security Profile Group

I e-custom-av

IS - webfler-c

I &-custom-applst
I -customips

G s-customilefiter-1

® g-custom-dipsensor

[ ssissh-1

+

+ +

+ + + + + +

+

+
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o The policy package is installed to FortiGate.

@ Dashboard

“ Network

& Security Profiles
AntiVirus
Web Filter
Application Control
Intrusion Prevention
File Filter

troller

Log& Report

View Install Log

FGVMEETH21004751
FGVMPETH21004751
FGVMPETH21004751
FGVMPETH21004751
FGVMPETH21004751
FGVMPETH21004751
FGVMPETH21004751
FGVMPETH21004751
FGVMPETH21004751
FGVMPETH21004751

View Install Log

FGVMPETH21004751

s config gloval
(globel) $ config webfilter profile
(profile) § edit "g-uebfiler-c”
(g-webfiler-c) § config ftgd-uf
(ftga-wF) § unset options
(Ftgd-uf) § set exempt-quota "g21"
(ftga-wf) § config Filters
(Filters) § edit 1
(1) s set category 2
(1) § set action warning

&

5) 3 edit 2
set category 7

set action warning
next

5) 5 edit 3

set category 8

set action warning
next

5) $ edit 4

set category 9

set action warning

5) 3 edit s
set category 11
set action warning

5) 5 edit 6
set category 12

5) s edit 7
set category 13
set action warning

5) 5 edit s
set category 14

set action warning
next

(prorise)
(global) § config Firewall wildcard-faan custs
(custom) § edit "g-custon-wildcard”
(g-custon-wildcard) $ set uid 996840d2-2ede-
(g-custon-wildcard) $ st wildcard-fadn *
(g-custom-wildcard) $ next

(custom) $ end

(global) $ config ips sensor

FGVMPETH21004751
FGVMPETH21004751

FGVMPETH21004751

(sensor) $ g
(g-custom-ips) $ config entries
(entries) 5 egit 1

(1) $ set application Apple

(1) § set log disable

(1) $ next

(entries) 5 end

(g-custon-ips) § next

(sensor)

(global) § config sctp-filter profile
(profile) § edit "g-custom-sctpfilter’
(g-custom-sctpfilter) § next
(profile) s

(globel) § config application list

FGVMPETH21004751

FGVMPETH21004751

list) § edit
(g-custom-applist) § next

(1ist) §

(global) $ config dlp profile

(profile) § edit "g-custon-dlpsensor”
(g-custon-dlpsensor) § next

(profile) §

(globel) $ config antivirus profile

(profile) § edit "g-custom-av”

(g-custon-av) 5 next

(profile) §

(global) § config File-filter profile
(profile) § edit "g-custon-filefilter-1"
(g-custom-filefilor-1) § config rules

(rules) $ edit "rule1”

(rulel) $ set protocol inap sntp pop3 http 7t
(rulel) § st File-tvoe "ari® "cab” "1zn

Clone D
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Sled-7415-5310a1e11083
stom. con”

p cifs

Search
Comments &

Default web filtering.

Default configuration for offloading WiFi traffic.

htnl” "ac

Scope &
& Global
& Global
& Global

VDOM: § Global »

Download

oetite”

Download

Ref. &
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» Shared objects can be used by other VDOMs in the FortiGate.

= Q VDOM: @ root~ Qv >. @- A1~ @admin

+CreateNew | | © View | @ Clone @ Delete | | Search Q

Name & Comments ¢ Scope & Ref.&
; s;curu o ;,;nmes = g-default Defauit web filtering. © Global 0
AntiVirus B s-webfilerc © Global 3
Web Filter P 23 5 wifi-default Defauit configuration for offloading Wi traffic. © Global 1
deoFilte = default Default web filtering. & vDoM 0
DN Filte 2 wifi-default Default configuration for offloading Wi traffic. & vDoM 0

Example objects

Following is an example of shared objects in both FortiManager and FortiGate. Once a shared object is created in
FortiManager, the name of these objects cannot be changed.

o External Resource

£ Policy & Objects v = B Policy ADOM:70  >_ @ L2y acimin -
@ Policy Packages > Edit Threat Feeds x
5 Object Configurations v
Normalized Interface > Type 1P Addres:
B Firewall Objects > Name grext-1
© Security Profiles >
% Fabric Connectors. v Resource name will appear as a “Remote Category” in Web Filter Profiles and SSL inspection exemptions.
SDN
URI of external resource [ hetps:/www.external-rec.conf
Threat Feeds
HTTP Basic Authentication G
Endpoint/Identity ca D (52~ 221)
tegory g 200
A User & Authentication >
Refresh Rats
® WAN Optimize > efresh Rate 200
& Dynamic Object > Comments
K Advanced >
© CLI Configurations > y
Status ©
Source IP @ 19818111

Advanced Options >
Revision

Change Note*

4
or1023

Revision History

(e | [Eviewow Seach

O ‘Revisicnb Changed by Date/Time Action ‘nﬂ

No record found.

FE:RTINET
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System

< Security Fabric

External Connectors

og &Report

¢ AntiVirus
Policy & Objects v
@ Policy Packages.
% Object Configurations
Normalized Interface
B Firewall Objects
@ Security Profiles
AntiVirus
DNS Filter
‘Web Application Firewall
‘Web Filter
Video Filter
Application Control
Intrusion Prevention
Email Filter
VolP
ICAP
Protocol Options:
SSL/SSH Inspection
Profile Group
Web Rating Overrides
‘Web URL Filter
‘Web Content Filter
Web Filter Local Category
File Filter

File

Video YouTube Channel Filter
ICAP Servers
Application Signatures
Application Group
IPS Signatures
Email List

% Fabric Connectors

S User &Authentication

+ WAN Optimize

9 Network

@ Security Profiles
AntiVirus
Filter

Edit External Connector

Threat Feeds

«

FortiGuard
Category

Connector Settings

Name @

URI of external resource @ | https://www.external-rec.com

HTTP basic authentication (B
Refresh Rate 200
Comments

Status @

Edit AntiVirus Profile

Name grcustom-av

Comments Write acomment...
AntiVirusscan @ | Block
Feature set [T Proxy-based

Inspected Protocols
HTTP ©
SMTP ©
POP3 ©
IMAP ©
P ©
aFs ©

APT Protection Options

Treat in email iru

Include mobile malware protection

Quarantine

Virus Outbreak Prevention @
Use FortiGuard outbreak prevention database (B
Use external malware block list [e ]

Use EMS threat feed @

FortiManager 7.2.0 New Features Guide
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CR-N"}

Edit AntiVirus Profile

Name

Comments

AntiVirus Scan @

Feature Set

Inspected Protocols.

CIFs
APT Protection Options

Treat Windows Executables in Email
Attachments as Viruses @
Use FortiSandbox Database @
Include Mobile Malware Protection
Quarantine @
Send Files to FortiSandbox Appliance for
Inspection
Scan strategy

Do not submit files types and name

patterns included in
Virus Outbreak Prevention

Use FortiGuard Outbreak Prevention
Database

ADOM:70 > @~ (A admin -]

gecustom-av.

© | socc IR
Proy-bssed

6060000

[}

000

= susvicious Files Only | All Supported Files

[ Post Transfer

Click to select -

@

-
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« Web Filter

@ Policy Packages > Edit Web Filter Profile
= Object Configurations v
Normalized Interface > Name g-webfiler-c|
B Firewall Objects N
@ Security Profiles o
AntiVirus Comment

Feature Set [ENEEN Proxy-based

FortiGuard Category Based Filter

Application Control
Intrusion Prevention
SSL/SSH Inspection OAl N
Application Signatures.

¥ Expand All B Collapse All Q

IPS Signatures Chr Authenticate

» Local Categories (2)

) Remote Categories (1)

) Potentially Liable (12)

» Adult/Mature Content (15)

) Bandwidth Consuming (6)

) Security Risk (6)

) General Interest - Personal (35)
) General Interest - Business (16)
) Unrated (1)

Category Usage Quota @

s Fabric Connectors >

2 User &Authentication >

0O0O0OD0O0OOoO0OOOoODo

+ CreateNew [ Edit T Delete Q
O  Category Quota
No record found.
DAllow Users to Override Blocked Categories
Search Engines
Oenforce 'Safe Search’ on Google, Yahoo!, Bing, Yandex @
ORestrict YouTube Access @
OlLog All Search Keywords @
Static URL Filter

OBlock Invalid URLs

OURL Filter
[ o
@ FeT102 = Q
@ Dashboa Edit Web Filter Profile
% Network
Name gwebfiler-c

& Security Profiles
Comments | Write acomment
AntiVirus £0/255

Featureset  Flow-based [0S mIet]
Web Filter

gppicatbnEonial © FortiGuard Category Based Filter

Intrusion Prevention

File Filter nlo on g
= WiFi Controller Name Action
% System [E] Remote Categories @
S Sewiy S gext-1 © Disable
[ Potentially Liable
Drug Abuse @ Monitor
Hacking @ Monitor
Hlegal or Unethical @ Monitor
Discrimination @ Monitor
Explicit Violes @ Monitor
Extremist Groups @ Monitor
0% @D
Category Usage Quota @ @
Category & Total quota &
No results
[0}
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» Application Control

Policy & Objects ~ B Policy P:
@ Policy Packages
‘ = Object Configurations
Normalized Interface
B Firewall Objects
‘ © Security Profiles
AntiVirus
Web Filter
Application Control
Intrusion Prevention
SSL/SSH Inspection
Application Signatures
1PS Signatures
% Fabric Connectors

A User &Authentication

Edit Application Sensor

% Network
& Security Profiles

b Fil
Name g-custom-applist
Application Control
Comments
n Prevention
Categories

©~ Al Categories

@~ Email
© - Mobile (3
© - Proxy (180)

@ Network Protocol Enforcement

Application and Filter Overrides

Priority Details Type

No results

Options

Fi:RATINET
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@ 110Cloud Applications require deep nspection.
1 policies are using this profile. £

£.0/255

@ - NetworkService (333)
© - RemoteAccess (97)
@~ Update (49)

Action

Block applications detected on non-default ports @ B

-
-
-
-
-
-

GeneralInterest (2
P2P (56)
SocialMedia (117, £30)

Video/Audio (153, £17)

Unknown Applications

ADOM: 70
Edit Application Control Profile
Name g-custom-applis{ |
Comments
4
Categories
©Allow v |Business © Allow v |CloudiT
© Allow ~ | Collaboration O Allow v | Email
© Allow ~ |Game O Allow ~ | General Interest
© Allow ~ |Industrial © Allow ~ | Mobile
©Allow ~ | Network Service QAllow - 2P
©Allow ~ [Proxy ©Allow ~ | Remote Access
©Allow v |Social Media © Allow v | Storage.Backup
©Allow ~ |Update QAllow ~ | Video/Audio
©Allow - [volP QAllow ~ | Webiient
© Allow ~ |Unknown Applications
Network Protocol o
Enforcement
Application and Filter Overrides
(] Up | [# Move Dow Search
=] ‘Priomy: ‘Type: Action n
No record found.
Options
Cancel
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¢ Intrusion Prevention
£2  Policy & Objects v =
@ Policy Packages.

Edit IPS Sensor x
5 Object Configurations
Normalized Interface Name g-custom-ipg |
B Firewall Objects Comments
@ Security Profiles
AntiVirus
Web Fiter Z
poiicaton Contro Block malicious URLS [+

Intrusion Preventic
nision Frevention 1PS Signatures and Filters
SSL/SSH Inspection

Application Signatures

[# Edit | [ @ Delete | [ 4 Move Up | [ ¥ Move Down Search...
1PS Signatu
e 0 ‘ Details l Exempt IPs Action Packet Logging E
3 Fabric Connectors
O  Application: Apple o @Default @isabled
2 User &Authentication
Botnet C&C

Scan Outgoing Connections | Block [[ETEEG Monitor
to Botnet Sites

Advanced Options >
Revision

Change Note*

ooz
Revision History
S Revert | [ G View Diff Search...
[0 | Revision# ‘ Changed by ‘ Date/Time ‘ Action ’E
o 2 admin 2022-11-16 10:35:43 Modify 2
o 1 admin 2022-11-16 10:34:44 Modify 1

FERTINET

-

EditIPS Sensor

Name g-custom-ips
Comments Write a comment. Jorzss
Block malicious URLs (B
IPS Signatures and Filters
Details ExemptlPs | Action | PacketLogging
= Apple # Default  © Disabled
(1]

Botnet C&C

Scan Outgoing Connections to Botnet Sites Block | Monitor

Object search is done using a persistent search menu, and the search extends to all
object types -7.2.2

Object search is done using a persistent search menu, and the search extends to all object types.

To use the persistent search menu to search objects:

1. Goto Policy & Objects > Policy Packages and select a policy.

2. Inthe policy table, users can click the double arrow icon (%€ ) to open the Object Search panel, and search for
objects.
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You can also create or edit existing objects from the Object Search panel.

Policy & Objects v = B Policy Package v & Install Wizard  +

@ ADOM Revisions £+

ADOM : taj-adom

> @ L~ eadminv

Policy Packages

v ‘ <4 Create New v ‘ ‘ [ Edit v ‘ T Delete Search... E

l& Search...

Q O ‘ # ‘ ‘ Service ‘ Action
default
0@ taj-package
Firewall Header Policy
Firewall Policy
o1 dule-onetii @ ALL_ICMP Vv Accept
Firewall Footer Policy
Installation Targets
I taj-folder
2 Object Configurations >
o 2 Jule-oneti @ taj-service + Accept
o 3 Jule-oneti @ taj-service + Accept
O B Implicit (4/4 Total:1)
o 4 ALL @Deny
F::RTINET
L]

‘ Security Profiles ‘ Log E

taj-proxy-av-pr
] taj-web-filter-p
IEE5 taj-dns-profile
K& taj-waf-profile
I taj-app-ctrl
taj-ips-sensor @ Log All Sessit
IEA taj-email-filter-)
taj-icap-profile
EEE taj-voip-profile
taj-inspection »
taj-proxy-optio

no-inspection | gy oo secirity

default
no-inspection gy o sec ity
default
@No Log

Object Search

Q all ® | 4 Create

© INTERFACE (0)

© SOURCE (4)

© DESTINATION (4)
© SCHEDULE (0)

B SERVICE (5)

© UTM PROFILES (3)

5 Close

3. From the search results, you can see which objects are configurable to which policy fields.

Policy & Objects v = B Policy Package v & Install Wizard  +

@ ADOM Revisions  #§~

ADOM : taj-adom

> @ L~ eadminv

Policy Packages

v ‘ <4 Create New v ‘ ‘ [ Edit v ‘ T Delete Search... E

LEySeachy Q O ‘ # ‘ ‘ Service ‘ Action
default
0@ taj-package
Fircwall Header Policy
,
o1 dule-oneti @ ALL_ICMP Vv Accept
Firewall Footer Policy
Installation Targets
I taj-folder
# Object Configurations >
o 2 Jule-oneti @ taj-service + Accept
o 3 Jule-oneti @ taj-service + Accept
O B Implicit (4/4 Total:1)
o 4 ALL @Deny
F::RTINET

‘ Security Profiles ‘ Log E

taj-proxy-av-pr
] taj-web-filter-p
IEE5 taj-dns-profile
taj-waf-profile
I taj-app-ctrl
taj-ips-sensor @ Log All Sessit
IEA taj-email-filter-)
taj-icap-profile
EEE taj-voip-profile
taj-inspection »
taj-proxy-optio
no-inspection

Log Securit
default DLog Y
no-inspection gy o sec ity
default
@No Log

Object Search

Q all ® | <+ Create

© INTERFACE (0)

© SOURCE (4)

© DESTINATION (4)
© SCHEDULE (0)

8 SERVICE (5)

@ CUSTOM SERVICE (5)
@WALL
@ALL_ICMP
@ ALL_ICMP6
@ ALL_TCP
@ ALL_UDP

© UTM PROFILES (3)

5 Close

4. Users can assign objects from the search panel to a policy by dragging and dropping the object into the

corresponding column. FortiManager only supports the drag-and-drop object feature when the object is placed in
the column of the came category. In the example below, the ALL_TCP Service object is drag-and-dropped into the
Service column for the policy.
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Policy & Objects v

= & Policy Package v

& Install Wizard v

@ ADOM Revisions £+

‘ + Create New v ‘

[ Edit v ‘ ‘ T Delete ‘ ‘ [ Section v

ADOM : taj-adom

(o]

Search...

Policy Packages v
12 Search... Q
®@# default

0@ taj-package
Firewall Header Policy
Firewall Footer Policy
Installation Targets

I taj-folder

% Object Configurations >

4t

Policy & Objects v =

O ‘ # ‘ Service ‘ Action

dule-onetii @ ALL_ICMP + Accept

ALL_TCP

: jU|E'0nEﬁ_ 7 Accent

3 Jule-oneti + Accept

3 Implicit (4/4 Total:1)

0oo0oo o

4 ALL @Deny

BB Policy Package v & Install Wizard  +

@ ADOM Revisions  #§+

+ Create New v ‘

[ Edit v ‘ ‘ T Delete ‘ ‘ [ Section v ‘

Search...

Security Profiles ‘ Log a

taj-proxy-av-pr:
] taj-web-filter-p
X5 taj-dns-profile
taj-waf-profile
5 taj-app-ctrl
= taj-ips-sensor
G taj-email-filter-|
27 taj-icap-profile
3 taj-voip-profile
taj-inspection »
|57 taj-proxy-optio
no-inspection

@ Log All Sessii

5 default @ Log Security
- zg;;r;slfechon 9 Log Security
@No Log

ADOM : taj-adom

(o]

Policy Packages v ‘
l& Search... Q
2% default

0@ taj-package
Firewall Header Policy
Firewall Footer Policy
Installation Targets

I taj-folder

# Object Configurations >

FERTINET

O ‘ # ‘ ‘ Service ‘ Action
. WALLICMP

1 - - Vv A t
(] Jule-oneti @ ALL TCP ccep!
o 2 dule-oneti @ taj-service + Accept
o 3 dule-oneti @ taj-service + Accept
O B Implicit (4/4 Total:1)
o 4 ALL @Deny
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‘ Security Profiles ‘ Log n

taj-proxy-av-pr
[ taj-web-filter-p
[EX3 taj-dns-profile
KA taj-waf-profile
I3 taj-app-ctrl
21 taj-ips-sensor
taj-email-filter-|
217 taj-icap-profile
EEA taj-voip-profile
taj-inspection »
[Z501 taj-proxy-optio
no-inspection
|50 default
no-inspection

|50 default

@ Log All Sessit

¥ Log Security

¥ Log Security

@No Log

Object Search

Q all ® | <+ Create

[+]

INTERFACE (0)
SOURCE (4)
DESTINATION (4)
SCHEDULE (0)
© SERVICE (5)
© CUSTOM SERVICE (5)
@ ALL
@ ALL_ICMP
@ ALL_ICMP6
@ ALL_TCP
@ ALL_UDP
UTM PROFILES (3)

[+ +]

[+]

= Close
Q- O~ e admin ~
Object Search
Q all ® | <+ Create

© INTERFACE (0)

© SOURCE (4)

© DESTINATION (4)
© SCHEDULE (0)

8 SERVICE (5)

@ CUSTOM SERVICE (5)
@WALL
@ALL_ICMP
@ ALL_ICMP6
@ ALL_TCP
@ ALL_UDP

© UTM PROFILES (3)

= Close
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Fabric View

This section lists the new features added to FortiManager for Fabric View:

» Connectors on page 219

Connectors

This section lists the new features added to FortiManager for connectors:

 Allow multiple Cisco PxGrid connectors in the same ADOM on page 219
o Flex-VM Fabric Connector to support flex licensing management from FortiManager 7.2.1 on page 225

Allow multiple Cisco PxGrid connectors in the same ADOM
FortiManager allows multiple Cisco PxGrid connectors to be created in the same ADOM.

To create multiple pxGrid connectors in one ADOM:

1. Goto Policy & Objects > Object Configurations > Fabric Connectors > Endpoint/Identity.
2. Click Create New, and select pxGrid Connector from the dropdown menu.
3. Create the first pxGrid connector and get the adgrps from the server.

=  BpolicyPackage v hinstallv @ADOM Revisions © Tools v
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4. Repeat the above steps and create a second pxGrid connector and get the adgrps from the server.

FortiManager updated integration with NSX-T

FortiManager has updated integration with NSX-T. Using the new Service Manager APls, FortiManager gets
notifications for registration changes and dynamic address updates.

To configure NSX-T integration with FortiManager:

1. Configure the NSX-T connector on page 220
2. Configure the NSX-T Manager on page 222
3. Use the groups in a FortiManager policy on page 225

Configure the NSX-T connector

To enable JSON API access for administrators:

1. InFortiManager, go to System Settings > Admin > Administrators.
2. Select your Administrator account, and click Edit.

3. From the JSON API Access dropdown, select Read-Write, and click OK.
The FortiManager will log you out to activate the settings.

To configure NSX-T API integration on FortiManager:

1. Log into FortiManager.
2. Goto Policy & Objects > Objects Configuration > Fabric Connectors > Endpoint/Identity.
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3. Click Create New > NSX-T Connector.

B Firewall Objects >

& ADOM Revisions §# Tools ~

@ Normalized Interface » [# Edit B Delete ! figure ] Import  ¥8 Column Settings ~

Poll Active Directory Server Type
© Security Profiles > Fortinet Single Sign-On Agent
%% Fabric Connectors ~ RADIVUS Single Sign-On Agent
SDN pxGrid Connector

Threat Feeds ClearPass Connector

NSX-T Connector
vCenter Connector

A& User & Authentication >

4. Configure the parameters for the new NSX-T connector, and click OK.

For example:
a. Name: NSXT-Manager.
b. Status: ON.
c. NSX-T Manager Configurations:
i. Server: NSX-T server.
ii. User Name: NSX-T user name.
iii. Password: NSX-T password.
d. FortiManager Configurations:

i. IP Address: FortiManager IP or FQDN.
ii. User Name: Your FortiManager administrator user name.

Ny The user name under FortiManager configurations can be any other FortiManager
‘Q' local user with JSON API access set to read-write. This user will be used by the
- NSX-T Manager to perform the API calls to the FortiManager in order to

dynamically update the VM groups objects.

iii. Password: Your administrator password.

Create New NSX-T Connector
Connector Settings
Mame N5XT-Manager
Status m
MNSX-T Manager Configurations
Server 10.10.60.5
User Name admin
Password ®
FortiManager Configurations
IP Address 10.10.60.7
User Name admin
Password ®

5. Edit the configured NSX-T connector, and click Add Service under Registered Services.
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6. Configure the service details:

a. Integration: Select your integration, for example East-West.

b. FortiGate Password: Your FortiGate admin password.

c. License URL Prefix: Enter the license URL prefix, forexample: http://x.x.x.x/1lics/.

Add Service

Service Name

Integration North-South

FortiGate Password

®
License URL Prefix httped fies!
Image Location Type Loeation
VMO1 - hittp: ' 10.10.60.6/nsxt/ FortiGate-VMa4-1CPULnsxl ovl

Cancel

7. Click the plus icon to add a new image location, and click OK.
a. Type: Select the VM type, for example VMO1.

b. Location: Enter the image location, for example: http://x.x.x.x/FortiGate-VM64xCPU.nsxt.ovL.
8. Inthe NSX-T Manager GUI, go to System > Service Deployment > CATALOG to confirm that the FortiGate-

VM service was properly registered on NSX-T Manager.

YMER, E NSTEM CATALDG

Configure the NSX-T Manager

To configure NSX-T Manager:

1. Inthe NSX-T Manager GUI, go to Inventory > Groups, and click ADD GROUP.

2. Enter aname, and click Set Members.
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3. Selectthe IP Addresses tab, and add the IP addresses to add as members of this group.
Select Members | Web-Servers X

by directly adding them. You can also add Identity members separately. Identity members intersect with the

he group.

IP Addresses (1) MAC Addresses (0) AD Groups (0)

O Search

ACTIONS ¥ Maximum: 4000

‘ CANCEL ‘ APPLY

4. Save your changes, and repeat these steps until you have created all of the groups that you require.

S ! /, Group membership is what is used to determine dynamic NSX-T addresses in
9 FortiManager. There are multiple criteria which can be defined on the NSX-T Manager to
3 make a virtual machine part of that group.

5. Goto Security > Network Introspection Settings > Service Profiles.
6. Select the Registered Service from the Partner Service dropdown list, and click ADD SERVICE PROFILE.

writy
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7. Configure the following parameters, and click Save.
a. Name: Enter a name.
b. Vendor Template: Select the template listed in the dropdown.

8. Gotothe Service Chains tab and click ADD CHAIN.

9. Configure the following parameters, and click Save.
a. Name:Enter a name.
b. Service Segment: Service-Segment.

10. Click Set Forward Path, and then click ADD PROFILE IN SEQUENCE.

Set Forward Path

Profile

FGT-EW-ROOT

11. Select the profile you just created, and click ADD.

12. Save your changes.

13. Go to East West Security > Network Introspection (E-W), and click on Add Policy.
14. Click on the policy name and you can change it if required.

To create the redirection rule in NSX-T:

1. Select the policy you created in the previous step, and click ADD RULE.
2. Configure the parameters as follows:
a. Name: Redir-Rule.
Source: Any (Groups needs to be selected).
Destination: Any (Groups needs to be selected).
Services: Any.
Applied To: DFW.
. Action: Redirect.
This rule will redirect all traffic to the FGT-EW-VM instance. You can be more granular by selecting any combination
of Sources, Destinations, Services, or Applied To for specific groups. If specific groups are selected, only they will
be associated with the Service Manager and show up on FortiManager.

3. Click PUBLISH to apply the changes.

-0 200
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Use the groups in a FortiManager policy

To use groups in a policy:

o bd-=

Go to Policy & Objects > Object Configurations > Fabric Connectors.
Edit the NSXT-Manager object.
Scroll down and check that the objects with addresses appear. If there aren't any objects, select Apply & Refresh.
Click Cancel.

A\,

These groups and their members are automatically synchronized between FortiManager
and NSX-T Manager. As soon as you add a VM/IP to a group that the Redir-Rule applies to
on NSX-T Manager, it will be synchronized.

5. You can have the FortiManager create Firewall Addresses or create your own. Go to Firewall Objects > Addresses,

and click Create New > Address.

6. Configure the parameters, and click OK.

a. Address Name: Enter a name.
b. Type: Dynamic.

c. Sub Type: FSSO.
d

FSSO Group: nsx_NSXT-Manager Default/groups/<group name>

Create New Address

Address Name

Color

Type
Sub Type

F550 Group

Interface
Static Route Configuration

Comments

Add To Groups

Advanced Options >

Per-Device Mapping

Web-Servers
=
Dynamic

S5DN

@Fss0

jol

o nax_NSXT-Manag_default/groups/Web-Servers

Server: FortiManager

1 Entry Selected

< any

OFF

Click here to select

Flex-VM Fabric Connector to support flex licensing management from FortiManager

-7.2.1

« Flex-VM fabric connectors have been added to FortiManager which can connect to the FortiCare Flex-VM program

to retrieve FortiGate Flex-VM configurations.
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Policy & Objects v BB Policy Package v & Install Wizard @) ADOM Revisions
Policy Packages > ” 4 Creat Edit Flex-VM Connector
| # Object Configurations v O Na G
@ Normalized Interface > O & Connector Settings
B Firewall Objects > O &
@ Security Profiles > g & Name proFC
| ¥« Fabric Connectors v o Status ©
API User

SDN

API Password

Threat Feeds

Endpoint/Idet Program SN

£ User & Authenticati... > Flex-VM Configurations Name: 2CPU-UTM
CPU: 2
SERVICEPACK: UTM
VDOM: 0

Name: VMO02cpu

CPU: 2
SERVICEPACK: UTM
VDOM: 0

¢ InFlex-VM, you can view FortiGate Flex-VM configuration details.

A\
FortiCloud &8 Services v @ Support ¥ @ v
[Premium]

Configurations Search ...
FLEX VM ELA
RS ES—

Configuration § Product Type § Status §
Dashboard ~
ashboar 2CPU-UTM FortiGate-VM ACTIVE
VA i S VMO2cpu FortiGate-VM ACTIVE
€ My Assets )
Xyz FortiGate-VM ACTIVE
“® Decommissioned Units
FGT unlimited cpu FortiGate-VM ACTIVE
Configurations
FMG 5k devices 2k adoms FortiManager-VM ACTIVE
Points
FMG 10devices 3adoms FortiManager-VM ACTIVE
Reports
v
Corporate  HowtoBuy  Products  Services&Support  legal  Privacy  Termsof Use @ PacificTime  Copyright ©2022 Fortinet, Inc. or its affiliates. All rights reserved. 222 f % @ [
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o NSX-T FortiGate deployment license types have added the Flex-VM license option which can fetch FortiGate Flex-

VM configurations from the FortiManager Flex-VM connector.

Policy & Objects v

Policy Packages

% Object Configurations
@ Normalized Interface
B Firewall Objects
@ Security Profiles

‘ % Fabric Connectors

SDN

Threat Feeds

Endpoint/Identity

£ User & Authentication
% WAN Optimize

& Dynamic Object

E: Advanced

{¥ CLI Configurations

FZ:RTINET

Policy & Objects v

Policy Packages

= Object Configurations
@ Normalized Interface
B Firewall Objects
@ Security Profiles

| ¥« Fabric Connectors

SDN

Threat Feeds

Endpoint/Identity

M £ User & Authentication

% WAN Optimize
& Dynamic Object
E: Advanced

{¥ CLI Configurations

FZ:RTINET

>

>

>

>

>

>

+ Craat‘
O Na
&
O &
O &
O &

+ Craat‘
O Na
&
O &
O %
O &

BB Policy Package v

Edit NSX-1

Conne

Name

Status

NSX-T

Server

User

Passwc

Registe

BB Policy Package v

Edit NSX-1

Conne

Name

Status

NSX-T

Server

User

Passwc

Registe

[+ 2

10000
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& Install Wizard ~ +

Create New Service

Name

Integration
FortiGate Password
License Type

Flex-VM Connector

& Install Wizard — «

Create New Service

Name

Integration
FortiGate Password
License Type
Flex-VM Connector

Image Location

ADOM Revisions ¥ Tools v ADOM: root

flexfgtvm4

TRYEE  NORTH-SOUTH

License File QU

eadmin v

No entry.

Q|

Demo
devFC

proFC

ADOM Revisions £ Tools v ADOM: root > O~ eadmin v

flexfgtvm4

TRYEE  NORTH-SOUTH

License File QU

proFC
Flex-VM Location

Action

No entry. -

Q

Name: 2CPU-UTM R
CPU: 2

SERVICEPACK: UTM

VDOM: 0

Name: VMO02cpu

CPU: 2

SERVICEPACK: UTM

VDOM: 0

Name: xyz

CPU:4 v }

X +
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System

This section lists the new features added to FortiManager for system settings:

« High Availability (HA) on page 228
o Administrators on page 232

o Network on page 236

e Others on page 240

High Availability (HA)

This section lists the new features added to FortiManager for high availability (HA):

o FortiManager-HA automatic failover enhancement on page 228
o FortiManager-HA support automatic VRRP failover in Azure 7.2.5 on page 231

FortiManager-HA automatic failover enhancement

This feature introduces automatic failover for FortiManager-HA.

To use automatic failover for FortiManager-HA:

1. InFortiManager, go to System Settings > HA.

A new Failover Mode setting is available in the FortiManager HA configuration menu. You can select Manual for
manual failover or VRRP to enable automatic failover.

S0% System Settings v H
€ Dashboard Cluster Status 4
& All ADOMs
£ Column sttings v
£ Network
ASN Mode P Enable Module Data Synchronized
NIV prmry 10310663 oste
2 Admin > 4 FMG-VMOA Secondary 10.3.106.64 ° 00kB
B Certificates >
¥ Event Log
Cluster Settings
[ Task Monitor
ks Advanced > Failover Mode [“vanual VY
Operation Mode Standalone Secondary

Peer IP and Peer SN 1PType Peer IP

1Pva +| [ 103.106.64

Cluster ID 1
Group Password

File Quota 4096
Heart Beat Interval 10
Failover Threshold 30
VIP

VRRP Interface Click to select

Download Debug Log

2. Select VRRP as the Failover Mode, and configure the other settings required including the VIP, VRRP Interface,

Priority, Unicast, and Monitored IP.
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Pending Module Data
00KB
00KB

Peer SN
FMG-VMOA

(1-64)

(2048-20480) MB
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@ Dashboard

Cluster Status 4
& All ADOMs
Network
ASN
608
Admin > 4 FMG-VMOA
@ Certificates >
E Event Log
Cluster Settings

(2 Task Monitor
o Advanced > Failover Mode
Operation Mode

Peer IP and Peer SN

Cluster ID

Group Password
File Quota

Heart Beat Interval
Failover Threshold
vIP

VRRP Interface
Priority

Unicast

Monitored IP

Download Debug Log

& Refresh  #5 Column Settings v

Mode
Primary
Secondary

P
Connecting to Peer
103.106.64

Manusl
| pranary |

1PType Peer IP
1Pva v| [ 10310664

10.3.106.65

port1

192.168.48.63

&Download

Enable Module Data Synchronized
00kB
° 00kB
Peer SN
FMG-VMOA
(1-64)
°

(2048-20480) MB
Seconds

(1-255)

(1-253)

Interface

port2

Apply

Search Q
Pending Module Data

0.0KB

0.0KB

Dashboard Cluster Status 4
& All ADOMs
& Refresh 5 Column Settings v
Network
ASN
608
2 Admin > 4 FMG-VMOA
8 Certificates >
¥ Event Log
Cluster Settings

[2 Task Monitor
ke Advanced > Failover Mode
Operation Mode

Peer IP and Peer SN

Cluster ID

Group Password
File Quota

Heart Beat Interval
Failover Threshold
VIP

VRRP Interface
Priority

Unicast

Monitored IP

Download Debug Log

Mode
Primary
Secondary
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1P
10.3.106.63

Connecting to Peer

vanual [

1PType PeerIP
1Pv4 ~ 10.3.106.63

10.3.106.65

port1

192.168.48.64

&Download

Enable Module Data Synchronized
00KB
00KB
Peer SN
FMG-VMOA
(1-64)
°

(2048-20480) MB
Seconds

(1-255)

(1-253)

Interface

port2

Search, Q
Pending Module Data

00KB

00KB
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3. When the monitored interface for the Primary FortiManager is unreachable or down, HA automatic failover will

occur, and the Secondary FortiManager will automatically become the primary.

ADOM:root & L 1 eadrr'mv

@ Dashboard Cluster Status 4
& All ADOMs
& Refresh 8 Column Settings v Search.
< Network
ASN Mode P Enable Module Data Synchronized Pending Module Data
+FGVMOA Seconary 10310663 ° 00ke ooke
2 Admin > 4 FMG-VMOA Primary Connecting to Peer 00k8 00KB
@ Certificates >
E Event Log
Cluster Settings
[ Task Monitor
B Advanced > Failover Mode manual [
Operation Mode
Peer IP and Peer SN 1P Type Peer IP Peer SN
1Pv4 +| [ 10310663 FMG-VMOAL6
Cluster ID 1 (1-64)
Group Password
File Quota 4096 (2048-20480) MB
Heart Beat Interval 10 Seconds
Failover Threshold 30 (1-255)
vIP 103.106.65
VRRP Interface portl
Priority 1 (1-253)
Unicast »
Monitored IP P Interface
192.168.48.64 port2 v+

Download Debug Log &Download

To configure automatic failover in the FortiManager CLI:

Apply

1. Onthe Primary FortiManager, configure the FortiManager settings with VRRP mode selected:

config system ha
set failover-mode vrrp
config monitored-ips
edit 1
set interface <string>
set ip <string>
next
end
config peer
edit <peer id int>
set ip <peer ipv4 address>
set serial-number <string>
next
end
set priority <integer>
set vip <string>
set vrrp-interface <string>
end
For example:

config system ha
set failover-mode vrrp
config monitored-ips
edit 1
set interface "port2"
set ip "192.168.48.63"
next
end
config peer
edit 1
set ip 10.3.106.64

set serial-number "FMG-VMOA17001234"
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next
end
set priority 200
set vip "10.3.106.65"
set vrrp-interface "portl"
end

2. Onthe Secondary FortiManager, configure the FortiManager settings with VRRP mode selected:

config system ha
set failover-mode vrrp
config monitored-ips
edit <id>
set interface <string>
set ip <string>
next
end
config peer
edit <peer id int>
set ip <peer ipv4 address>
set serial-number <string>
next
end
set vip <string>
set vrrp-interface <string>
end
For example:
config system ha
set failover-mode vrrp
config monitored-ips
edit 1
set interface "port2"
set ip "192.168.48.64"
next
end
config peer
edit 1
set ip 10.3.106.63

set serial-number "FMG-VMOA16001234"

next
end

set vip "10.3.106.65"

set vrrp-interface "portl"
end

FortiManager-HA support automatic VRRP failover in Azure -7.2.5

FortiManager-HA support automatic VRRP failover in Azure.

For more information about this feature, see FortiManager-HA support automatic VRRP failover in Azure in the 7.4 New

Features guide.
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Administrators

This section lists the new features added to FortiManager for administrators:

« New firewall admin role with no RW permission on IPS objects on page 232
o Per-ADOM admin profile 7.2.1 on page 233
o FortiManager French GUI support 7.2.3 on page 235

New firewall admin role with no RW permission on IPS objects

From the CLI, you can set none, read-only, and read-write permissions on IPS objects for an admin profile. Previously,
you could not set read-only permissions on IPS objects.

To set permissions on IPS objects:

1. Inthe FortiManager CLI, enter the following command:
config system admin profile
edit <profile>

set ips-objects {none | read | read-write}
next
end
\‘ ! 'l
9 You cannot edit this profile setting from the GUI. It must be done in the CLI.

2. Inthe FortiManager GUI or CLI, assign this profile to administrators, as needed.
e Ifips-objects is setto none, administrators with this profile cannot see IPS objects.

ADOM:root &2 GFAadmlnv

= MPoicyPackagev & Installv @ ADOM Revisions @ Toolsv

8 Policy Packages > [ Edit 1 Delete
O Installation Target Config Status
. Norecord found.

I Object Configurations v Policy Package Status

© 2 Firewall Objects

Web Filter
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o Ifips-objectsis setto read, administrators with this profile can read but not edit or install IPS objects.

B Policy Package~- & Installv @ADOM Revisions 48 Tools

8 Policy Packages > View IPS Sensor
I Object Configurations Name [Getaund
@ Normalized Interface S Comments Prevent critical attacks.

© Firewall Objects
©9 Security Profiles

AntiVirus Block malicious URLs »
DN Filter
1PS Signatures and Filters

Web Application Firewal
e Appleation e +oreateNew @ & 4 ¥ f v

Web Filter

O Detais Bxempt s Action
Video Filter OHeader IPS (2)
n O severity: | citical 0 ® Monitor
Emal Filter OLocal ADOM IPS (1)
Vol O Severity: medium [ high | critical 0 ® Default
Icap @ Footer IPS (1)
Protocol Options O Default Action: block 0  Quraine
SSL/SSH Inspection
Profie Group Botnet C&C
Web Rating Overrides Scan Outgoing Connections to Botnet Sites slock [ Monitor
Web URL Fiter Advanced Options >
Web Content Filter
Revision

Web Fiter Local Category
File Filter Change Note *
File Fitter Profile

Video YouTube Channel iter
ICAP Servers. Revision History

Application Signatures S Revert G View Diff 5 Column Settings v

Application Group TR N L R e [EU e
Return

Packet Logging

@Disabled
@Disabled

@Disabled

Q@Disabled

® Default
@ Default

® Default

® Default

» Administrators with ips-objects read-only permissions can install firewall policies without installing IPS related

& nstallys @ADOM Revisons @ Toolsw

»
2l L
+
@ALL 4
B alviays L
Dery psec
specton Mode Py based
Frewall/Network Options
At o
@ default 9
»
(O ESeY Use ety Pofe Grow
& default L
o
o
= o
g
+
+
+
+
Nolog  Log ScuriyEvrts

Ocpture Packets

DlGenerate Logs when Session Starts

[

objects. They can also assign IPS profiles in the policy package.

Object Selector

[=)(= (&) u e

ooz 5 @rav
+- 0%

o Ifips-objectsissetto read-write, administrators with this profile can edit and install IPS objects in addition to

the ips-objects read-only privileges.

Per-ADOM admin profile -7.2.1

A per-ADOM admin profile allows the administrator to log in on different ADOMs with different admin profiles.

To assign a per-ADOM admin profile:

1. Go to System Settings > Admin > Administrators, and click Create New.
Alternatively, you can select an existing administrator and click Edit.

2. For Administrative Domain, select Specify.

3. For Administrative Domain, click Click to select to open the list of available ADOMs.
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4, Selectthe ADOMs the administrator will be able to access, and click OK.

S73 System Settings v Apom:root 2 () admin v
€ Dashboard +CreateNew [#Edit " Create New Administrator
@ Al ADOMs O  Name Type
€ Network
[m] Ag admin  LOCA 4
& HA Admin Type LOCAL o
2 Admin v o T test1  LOCA New Password @
Profile Administrative Domain AIIADOMs  All ADOMs except specified ones
‘Workspace Q
Remote Authentication Server
adom1 x
Admin Settings
adom2 x
SAML SSO
adom3 x
BB Certificates >
» 3 entries selected
i Event Log
[ Task Monitor Admin Profile Per-ADOM
E: Advanced > profilel v
Policy Package All Packages [ISSSa
JSON API Access None v

e

5. For Admin Profile, select Per-ADOM.
If Single is selected, the administrator will only have one admin profile for all ADOMs.

When Per-ADOM is selected, the Admin Profile setting displays the list of ADOMs that you specified access to for
the administrator. A Profile dropdown is available for each ADOM.

6. Using the Profile dropdowns, select an admin profile for each ADOM.
The profile determines the administrator's access to the FortiManager features when they are in that ADOM.

In the example below, a different profile is selected for each ADOM. The administrator will have profile1 access in
adom1, profile2 access in adom2, and profile3 access in adom3.

25 System Settings v ADOM: root & Qadmin v
€ Dashboard +CreateNew [#Edit & Create New Administrator
@ All ADOMs O Name Type =
New Password @
€ Network
O  Agadmin LOCA Confirm Password ®
& HA
Administrative Domain AIIADOMs Al ADOMs except specified ones
o Admin ~
& Admin a T tes1 | LOCA Q
Profile adomd *
Workspace ascm2 *
Remote Authentication Server oS *
Admin Settings : 3 entries selected

SAML SSO Admin Profile Single Per-ADOM

BB Certificates >

ADOMs Profile
¥ Event Log
[2 Task Monitor adom1 profilel v
E: Advanced > adom2 profile2 v
adom3 profile3 v
LR N, Lo v

<

7. Configure the other settings for the administrator, and click OK.
In System Settings > Admin > Administrators, the Profile column lists the profiles selected per-ADOM. For example,
see test2 in the image below.
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&7 System Settings v ADOM: oot & o it
€3 Dashboard +CreateNew [#Edit “Clone il Delete =MMove [ Table View v Q
& All ADOMs (m} Name Type Profile JSON APl Access ADOMs Policy Packages  Device Group  Trusted IPv4 Hosn
 Network [m] AO admin  LOCAL Super_User Read & Write AlIADOMs | All Packages 0.0.0.0/0.0.0.0
& HA
. adom3
2 Admin v o T iest1  LOCAL profile1 None adom2 All Packages 0.0.0.0/0.0.0.0
Profile adom1:profilel adom1
[m] T test2 LOCAL adom2:profile2  None adom2 All Packages 0.0.0.0/0.0.0.0
Workspace adom3:profile3 adom3

Remote Authentication Server

FortiManager French GUI support -7.2.3

FortiManager GUI now supports French in addition to the previously supported languages.

ﬂ By default, the GUI language is set to Auto Detect, which automatically uses the language set
for the administrator's browser. If that language is not supported, the GUI defaults to English.

To set the GUI language to French:

1. Go to System Settings > Admin > Admin Settings.
2. From the Language dropdown, select French.
3. Click Apply.

ADOM:root >_ @~ °adminv

€3 Dashboard Admin Settings
@& AllADOMs al
AUto etect
4» Network HTTPS Port
English
& HA HTTPS & Web Service L X
. . Simplified Chinese
I 2 Admin v Certificate
. . Traditional Chinese
Administrators Idle Timeout
Japanese
Profile Idle Timeout (API) P
Korean
Workspace Idle Timeout (GUI)
Remote Authentication S... Spanish
Admin Settings View Settings v French
SAML SSO
Language French -
EB Certificates >
High Contrast Theme (@ ]

¥ EventLog

. Other Themes Mariner Jade Neutrino
[® Task Monitor [
E: Advanced >
S
[ sommer ] W]
FZ:RTINET Apply

Below is an example of the French GUI.
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=-% Parameétres Systéme v

€3 Tableau de bord
@ Tous les ADOM
£» Réseau
& HA
I & Administrateur
Administrateurs
Profil

Espace de travail

Serveur d'authentificatio...

Configuration de I'admini...

SSO SAML
BB Certificats

B Journal des événements

[@ Moniteur de taches

E: Avancé

FERTINET

Network

Configuration de I'administrateur

Port HTTPS
HTTPS et certificat de

service Web

Délai d'inactivité
Délai d'inactivité (API)
Délai d'inactivité (GUI)

Afficher les réglages

Langue

Théme a contraste élevé

Autres themes

@ Redirections vers HTTPS

443

@ server.crt -
900 Secondes (60-28800)
900 Secondes (1-28800)
900 Secondes (60-28800)
Francais v

S
L]
Appliquer

This section lists the new features added to FortiManager for networks:

» FortiManager supports link aggregation of physical ports on page 236
» FortiManager supports VLANs on physical network interfaces on page 238

FortiManager supports link aggregation of physical ports

Interface link-aggregation is now supported on FortiManager for physical ports to provide interface redundancy and load

balance.

To create an aggregate interface in the GUI:

oo Dd =

Go to System Settings > Network.

In the toolbar, click Create New. The Create New Interface window opens.
In the Name field, enter a name for the interface (for example, Agg)
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5. Apply the default settings for the rest of the configurations.

€3 Dashboard

@ All ADOMs

& HA

& Admin v
Administrators
Profile
Workspace
Remote Authentication Server
Admin Settings
SAMLSSO

EB Certificates >

& Event Log

[ Task Monitor

E: Advanced >

A Name
portl

port2 (port2)
port3 (port3)
port4

port5

porté

port7

port8

port9
port10
port1l
port12

00000000000 e

« I
DNS
Primary DNS Server

Secondary DNS Server

Routing Table

Create New Network Interface

Name
Alias

Description

Type

Members

IP Address/Netmask

IPv6 Address
Administrative Access
IPv6 Administrative Access
LACP Speed

agg

aggregate

Aggregate

Q
port2
port3
2 Entries Selected

x

192.168.1.100/255.255.255.0

HTTPS g HTTP g PING @ SSH 4 SNMP [J Web Service [J FortiManager
[ HTTPS [J HTTP (J PING (J SSH [J SNMP [J Web Service (] FortiManager

Fast NI

Cancel

6. Click OK. The aggregation interface is created.

€3 Dashboard

@ All ADOMs

Network

Interface

+Create New [iEdit Wl Delete & Column Settings v

& HA

& Admin v
Administrators
Profile
Workspace
Remote Authentication Server
Admin Settings
SAMLSSO

EB Certificates >

& Event Log

[ Task Monitor

E: Advanced >

O A Name
agg (aggregate)
portl

port2 (port2)
port3 (port3)
port4

port5

porté

port7

port8

port9

port10
port1l
port12

S

O0ooooooooooo

DNS
Primary DNS Server

Secondary DNS Server

Routing Table

Type Members
Aggregate port3, port2
Physical Interface

Physical Interface

Physical Interface

Physical Interface

Physical Interface

Physical Interface

Physical Interface

Physical Interface

Physical Interface

Physical Interface

Physical Interface

Physical Interface

208.91.112.52
208.91.112.53

Search...
IP/Netmask IPv6 Address

192.168.1.100/255.255.255.0  ::/0
10.2.116.119/255.255.0.0 fc64:0:3e8:64:ff:d136:56dd:1/¢

Description

0.0.0.0/0.0.0.0 /0
0.0.0.0/0.0.0.0 /0
10.0.0.1/255.255.255.0 /0
0.0.0.0/0.0.0.0 /0
0.0.0.0/0.0.0.0 /0
0.0.0.0/0.0.0.0 /0
0.0.0.0/0.0.0.0 /0
0.0.0.0/0.0.0.0 /0
0.0.0.0/0.0.0.0 /0
0.0.0.0/0.0.0.0 /0
0.0.0.0/0.0.0.0 /0

HTT
HTT
HTT
HTT
HTT
HTT

7. Configure the static route via the aggregate link. When the aggregate link is configured on the other side, the
connection is complete.
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=.= System Settings v

Edit Network Route

Destination IP/Mask
Gateway

Interface

3 Dashboard Network
U puie
AllADOM
i ° O porté
£ Network
EEE o .
& HA O port8
rt9
& Admin v O po
O port10
Administrators o el
Profile O  port12
Workspace « I—
Remote Authentication Server DNS
Admin Settings Primary DNS Server
SAML SSO Secondary DNS Server
EB Certificates >
& Event Log
Routing Table
[ Task Monitor
E: Advanced >
" o o
o 10
v il
o 2

Darlat Cantira

ADOM:root % L 2 oadminv

11
172.18.0.0/255.255.0.0
192.168.1.1

agg v

[ o IR

FortiManager supports VLANs on physical network interfaces

FortiManager supports VLANs on physical network interfaces.

To create a VLAN on FortiManager:

1. Go to System Settings > Network, and click Create New in the Interface table toolbar.

The Create New Network Interface window opens.

2. Select VLAN as the interface type, and enter the VLAN name, VLAN ID, and the interface to which the VLAN is

Administrative Access

bound.
Network Create New Network Interface
Interface
A Name
L Alias
O portl
O port2 Type
O port3 VLAN ID
] [T Interface
rt5
o i Protocol
O  ports
(m} port7 IP Address/Netmask
O  port8 IPv6 Address
[m]
rt10
0 (= IPvé Administrative Access
O portll .
Service Access
O port12
(] test
Status
Description
DNS
Primary DNS Server
Secondary DNS Server
Routing Table
0O D
o 1
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VLAN10

peeae

10 o | ([1-4094])
port2 ~
IEEE 802.1AD.
10.10.1.1/255.255.0.0
=/0
HTTPS [ HTTP B PING [J SSH [J SNMP [J Web Service [J FortiManager
O HTTPS O HTTP O PING [J SSH [J SNMP [J Web Service [J FortiManager
O FortiGate Updates
O Web Filtering

3 oisebe
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3. Click OKto save the VLAN.
The VLAN is visible on the network page.

Network

Interface

+ Create New  [#iFdit T Delete
A Name
portl
port2
port3
port4
port5
porté
port?
port8
port?
port10Q
portll
port12
test
VLAN10

O00O0O0OO0O0O0OO0O0ODOO0OO0OD0OO

DNS
Primary DNS Server

Secondary DNS Server

Network

Interface
+Create New  [#Fdit [ Delete
A Name
portl
port2
port3
port4
port5
porté

port7

port8
port?
port10
portll
portl2
test

VLAN10

OD0OO0ODODDODO0OO0ODODOODODOODOO

DNS
Primary DNS Server

Secondary DNS Server

Routing Table

+CreateNew  [#iEdit [ Delete
O

o 1

£& Column Settings v

Type

Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Physical Interface
Aggregate

VLAN

8.8.88

208.91.112.53

Create New Network Route

IP Type
Destination IP/Mask
Gateway

Interface

To configure VLAN interfaces in the CLI:

1. Open the FortiManager CLI.

2. Enter the following commands.
config system interface

edit <vlan-name>

set type vlan

set interface "portx"
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Mem|

port3,
port2

bers/Interface IP/Netmask
10.100.55.12/255.255.255.0
10.100.88.12/255.255.255.0
0.0.0.0/0.000
0.0.0.0/0.000
0.0.0.0/0.000
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
, port4 192.168.50.242/255.255.255.0
10.10.1.1/255.255.0.0

If required, you can create a static route using the VLAN interface.

1Pv4 ~
0.0.0.0/0.0.0.0

10.10.1.100

VLAN10 ~
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set vlanid <1-4094>
set vlan-protocol <8021g/8021lad>
end

For example:

config system interface
edit "vlan2"

set ip 2.2.2.2 255.255.255.0
set allowaccess ping https ssh
set type vlan
set interface "port2"
set vlanid 2
set vlan-protocol 8021qg

end

Others

This section lists the new features added to FortiManager for other features relating to system settings:

o Add LLDP supporton FMG and FAZ 7.2.1 on page 240

o FortiManager setup wizard improvement with optional firmware upgrade step 7.2.1 on page 241

o TPM hardware module 7.2.2 on page 243

« Entitlement file can be uploaded during the setup wizard in air-gapped environments 7.2.2 on page 244

o SAML assertions and SAML requests can be now signed to better support third-party IdPs 7.2.3 on page 246
» Extended JSON API to support the FortiManager backup operation 7.2.3 on page 247

Add LLDP support on FMG and FAZ -7.2.1

Using the CLI, the link layer discovery protocol (LLDP) feature can be enabled on FortiManager ports to advertise the
device identity and make it discoverable by other devices on the local network segment. After enabling the LLDP feature
on a port, the port sends LLDP packets every 30 seconds.

Ay
b [ 4
? The LLDP feature is setto disable by default.

To enable the LLDP feature:

1. Inthe CLI, enter the following command:
config system interface
edit portl
set 1ldp enable
next
end
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FortiManager setup wizard improvement with optional firmware upgrade step -7.2.1

The setup wizard has been enhanced in FortiManager 7.2.1 and now includes the following steps, including optional
firmware upgrade step:

1. Register and SSO with FortiCare.
2. Specify Hostname.

3. Change Your Password.

4. Upgrade Firmware.

To setup FortiManager using the wizard:

1. Foran internet connected FortiManager:

a. Configure the IP address and route to the internet through the FortiManager CLI, and then connect to the
FortiManager GUI, and log in with your FortiManager administrator account.

b. Click Begin on the wizard's welcome page.

o

Enter your FortiCare Account ID/Email, Password, Country/Region, and Reseller.
d. (Optional) Enable FortiCloud Single Sign-On.

FortiManager Setup

Register with FortiCare

Serial Number
Account ID/Email | |

This field is required.

Password &
Register Forgot your password?

Country/Region Click to select -

Reseller Click to select -

SSO with FortiCloud
FortiCloud Single Sign-on e ©

2. After the FortiManager has been registered using one of the methods above, you can specify your hostname in the
setup wizard:

a. Specify the hostname of the FortiManager.
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b. (Optional) Click Later to skip this step.

FortiManager Setup

Specify Hostname

By defauilt, this FortiManager will use the serial number/model as its hostname. It is
strongly recommended to set a descriptive hostname to make this device more identifiable.

Hostname FMG-VM64

3. Change the default password by entering a new password and confirming the password. This step cannot be
skipped when you are still using the default password.

FortiManager Setup

Change Your Password

This account is using the default password. You are required to change your password.

New Password

® @
® @

Confirm Password

4. Upgrade your firmware to the latest patch for that version. If FortiManager cannot connect to FortiGuard to get the
image and upgrade path, then this step will display as passed.

a. Click Nextto download the firmware and upgrade to the latest patch.

b. (Optional) Enable Backup Configuration and Encryption settings.
c. (Optional) Click Later to skip this step.
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FortiManager Setup

Upgrade Firmware

A A new firmware version is available

Current Version v7.0.2-build0180 220728 (Interim)
Latest Version 7.0.4 (306)
Release Notes
Backup Configuration [ o]
Encryption (e )

FortiManager Setup

Upgrade Firmware
O The upgrade has started and the system is restarting. Please wait for a few moments.
Totak: 1/1, €@ Success: 1, A Wamning: 0, @Error:0 @

2 View Progress Report Search. Q

# Name Time Used Status ﬂ

1 4m 8s object download finished.

5. Once all four steps are passed, the setup wizard page will no longer be displayed.

TPM hardware module -7.2.2

An enhanced security layer is added to FortiManager: when private data encryption is enabled, the encryption key is
stored securely on the TPM hardware module.
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Only select FortiManager hardware models feature a Trusted Platform Module (TPM) that can be used to protect your
password and key against malicious software and phishing attacks. This dedicated micro-controller module hardens
physical networking appliances by generating, storing, and authenticating cryptographic keys.

For more information about which FortiManager models feature TPM support, see the FortiManager Data Sheet.
The TPM is disabled by default, but it can be enabled from the FortiManager CLI.

To enable TPM, you must enable private-data-encryption and set the 32 hexadecimal digit
master-encryption-password. This encrypts sensitive data on the FortiManager using AES128-CBC. With the password,
TPM generates a 2048-bit primary key to secure the master-encryption-password through RSA-2048 encryption. The
master-encryption-password protects the data and the primary key protects the master-encryption-password.

The key is never displayed in the configuration file or the system CLI, thereby obscuring the information and leaving the
encrypted information on the TPM.

The primary key binds the encrypted configuration file to a specific FortiManager unit and never leaves the TPM. When
backing up the configuration, the TPM uses the key to encrypt the master-encryption-password in the configuration file.
When restoring a configuration that includes a TPM protected master-encryption-password:

o IfTPMis disabled, then the configuration cannot be restored.

« If TPMis enabled but has a different master-encryption-password than the configuration file, then the configuration
cannot be restored.

« If TPMis enabled and the master-encryption-password is the same in the configuration file, then the configuration
can be restored.

For more information about backing up the system, restoring the configuration, or migrating the configuration, see the
FortiManager Administration Guide.

To check if your FortiManager device has a TPM:

Enter the following command in the FortiManager CLI:
diagnose hardware info

The outputin the CLl includes ### TPM info, which displays if the TPMis detected (enabled), not detected
(disabled), or not available.

To enable TPM and input the master-encryption-password:

Enter the following command in the FortiManager CLI:

config system global
set private-data-encryption enable
end

Please type your private data encryption key (32 hexadecimal numbers):
Ak hkkhkhk Ak hhkkhkkhhkhrhkhkkhkhkhrkhkkhkkhhkhrhkhkhhhkhkhk*x*x

Please re-enter your private data encryption key (32 hexadecimal numbers) again:
khkkhkkhkhkhkhkkhkkhkkhhkhrhkkhkkhkhAhkhkkhkkhhkrrkhkkhkhkhrhkhkhkxx

Your private data encryption key is accepted.

Entitlement file can be uploaded during the setup wizard in air-gapped
environments -7.2.2

The entitlement file can be uploaded during the setup wizard in air-gapped environments
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To upload your entitlement file through the FortiManager setup wizard:

1. When performing FortiManager setup in the GUI, the FortiManager Setup Wizard includes an option to import your
entitlement file as a part of the Register and SSO with FortiCare step.

FortiManager Setup - Welcome (1/4)

Welcome
Perform the following steps to complete the setup of this FortiManager.

1. Register and SSO with FortiCare
O Import the Entitlement File

2. Specify Hostname

3. Change Your Password

4. Upgrade Firmware

2. Selectthe Import the Entitlement File option, and then drag and drop your entitlement file into the selection box, or
click Add Files to navigate to the file location.

FortiManager Setup - Welcome (1/4)

Welcome
Perform the following steps to complete the setup of this FortiManager.

1. Register and SSO with FortiCare
Import the Entitlement File

File

license.pkg

2. Specify Hostname
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A message is displayed indicating that the license is being updated.

FortiManager Setup - Welcome (1/4)

Welcome
Perform the following steps to complete the setup of this FortiManager.

1. Register and SSO with FortiCare
Import the Entitlement File

Updating license. Please hold on for a few seconds.

2. Specify Hostname

3. Change Your Password

3. After the entitlement file is uploaded, the FortiManager is registered and you can continue with setup of your
FortiManager.

FortiManager Setup - Register and SSO with FortiCare (2/4)

Register with FortiCare

Serial Number FMG-VMO0A13000755
Account ID/Email ancouver_support@fortinet.com
Password secese
Register Forgot your password?
Country/Region

Reseller

SSO with FortiCloud

FortiCloud Single Sign-on @

SAML assertions and SAML requests can be now signed to better support third-
party IdPs -7.2.3

SAML assertions and SAML requests can be now signed to better support third-party IdPs.
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To view signing options for SAML assertions and requests:

1. Go to System Settings > SAML SSO.

2. Configure a Service Provider (SP).
In the GUI there are three new options which are disabled by default:

o SP Certificate

« Authentication Request Signed: To use this feature, you must add an SP Certificate first, and the SP Certificate

must be imported to the IdP.

« Require Assertion Signed from IdP: Used for third-party IdPs as FortiManager assertions are always signed
when operating as the IdP. As some third-party IdPs may not require that assertions are signed, this setting can

be disabled.
Single Sign-On Settings
Allow admins to login with FortiCloud €@ [ o)
Single Sign-On Mode Disabled | Identity Provider (IdP)

a In SP mode, an SSO administrator is associated with each user who logs in via SSO.
You can edit their profiles on the Administrators page.

SP Entity ID http://sp.sso.com/metadata/
SP ACS (Login) URL https:/sp.sso.com/saml/?acs
SP SLS (Logout) URL https:/sp.sso.com/saml/?sls
SP Certificate Click to select -

View SP Metadata

Default Login Page @ m Single-Sign On

Auto Create Admin @ e )
Signing Options

Authentication Request Signed @

Require Assertions Signed from IdP e }

Apply

To configure these options in the CLI:

In the FortiManager CLI, enter the following commands:

config system saml
set auth-request-signed enable/disable
set want-assertions-signed enable/disable

Extended JSON API to support the FortiManager backup operation -7.2.3

7.4.1 extends the FortiManager JSON API to support the FortiManager backup operation.

Example JSON API

request = {

"id": 16,

"method": "exec",

"params": [

{
"data": {

"filename": "ftp-cfg.dat",
"server": "192.168.3.01",
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"service": "ftp",
"username": "admin",
"userpasswd": "123321"
}I
"url": "/sys/backup"

1y

"session":
"KRTCB21TQQCF2hfycwXyWJL4YYTDPaDPkIgl23124123123123JGFkAnsgNK+Q123130gA761tvgHIuZ28w=="
}

response = {
"id": 16,
"result": {
"status": {
"code": O,
"message": "OK"
}I
"taskid": 1
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Management Extensions

This section lists the other new features added to FortiManager for management extensions:

e Universal Connector MEA added support for Cisco ACI 7.2.1 on page 249

Management Extensions

This section lists the other new features added to FortiManager for management extensions:

e Universal Connector MEA added support for Cisco ACI 7.2.1 on page 249

Universal Connector MEA added support for Cisco ACI -7.2.1

Universal Connector MEA added support for Cisco ACI to retrieve the endpoint groups (EPGs) and operate dynamic
objects changes on FortiGates.

This feature requires Cisco ACI version 5 or higher.

o Creating the Universal Connector on page 249

o Importing EPGs from the Universal Connector on page 250
Enabling the Universal Connector on page 250

e Using the imported EPGs on page 251

» Cisco ACI connector behavior on page 252

Creating the Universal Connector

To create a new Cisco ACI Universal Connector:

1. Go to Management Extensions > Universal Connector.
2. Click Create New on the toolbar, and select Cisco ACI.

Create New Fabric Connector

Please choose a connector type:

Endpoint/identity (2)~ ~

(©) @)

Guardicore Cisco APIC
V5

3. Enter the connector settings.

>

Click Save & Continue, and then set the Status toggle to the on position to enable the connector.

5. You can manually enter the update Interval for FortiManager to communicate with the Cisco APIC. The default is 60
seconds.
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6. FortiManager will authenticate against Cisco APIC using the credentials provided by the administrator on this page.
Only once the authentication is successful can the connector can be enabled.

|
Edit Fabric Connector Cisco APIC V5

Connector Settings
Name Demd
APIC Cluster +
Port 443
Usermname admin
PassWword  sssssssssssssses
status @ Enavle Connector
Veriy Enable server certificate verification
certificate
Unreachable Remove the addresses when the remote connector is unreachable more than five minutes.
Behavior
Interval 60
EPGs 80 Available EPG(s) 4 Selected EPG(s)
Search., Search. -

7. You can enable/disable the certificate verification check for the remote Cisco APIC server. The behavior for
certificate verification is as follows:

« Ifthe remote certificate is valid and we enable the certificate verification, login succeeds.

« Ifthe remote certificate is valid and we disable the certificate verification, login succeeds.

« If the remote certificate is invalid and we enable the certificate verification, login fails.

« Ifthe remote certificate is invalid and we disable the certificate verification, login succeeds.

Importing EPGs from the Universal Connector

To import EPGs from the connector:

1. Once the connector is enabled, you can import EPGs and IP address information from the remote Cisco APIC
server.

2. Allthe available EPGs from the server will appear in the Available list and can be moved to the Selected list for use
on the FortiManager.

3. Once moved, enter the Change Note and click OK.

Interval 60
EPGs 3 Available EPG(s) 1 Selected EPG(s)
Search. Search

unitn-DEMO_01/ap-DEMO_01/epg-El o unitn-DEMO_01/ap-DEMO_01/epg-El

uniftn-infralap-access/epg-default

uniftn-infralap-ave-ctrilepg-ave-cirl Remove

Refresh

Selectall  Unselect 2l Selectall | Unselect all

Change Note *

4
011023

FortiManager will retrieve all the corresponding EPGs and the IP address information from the Cisco AClI server.

Enabling the Universal Connector

To use the imported EPGs from the connector, administrators will first need to enable the connector.
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To enable the Universal Connector:

1. Go to Policy & Objects > Object Configurations > Fabric Connectors > Endpoint/Identity.
2. Click Create New from the toolbar and select Universal Connector from the dropdown.
3. Setthe Status toggle to the on position to enable the connector.

Create New Universal Connector

Status [ o |

T o

Using the imported EPGs

The imported labels from the remote host are available as FSSO adgrp, and are selectable in the areas indicated below:

o Dynamic FSSO type address.

olicy Package v & Install Wizard @ ADOM Revisions £ Tools + ) oadmln
@ Policy Packages > 4 CreateNews [% Edit B Delete § Morev # Column Settings v Create New Firewall Address
| = Object Configurations v O Name e Details |
@ Normalized Interface > [ & none Firewall Address 1P/Netmask:: 0.0.0.0/255.255.255.25 Nome Demo Address
B Firewall Objects v O 8 loginmicrosoftonline.com  Firewall Address FQDN:ogin.microsoftonline.com . ®
olor
Jy— O & loginmicrosoft.com Firewall Address FQDNogin.microsoft.com
Ty O ® loginwindowsnet Firewall Address FQDN:loginwindows.net Type Dynamic -
. O B emailcom Firewall Address FQDN:gmail.com
Wildcard FQDN Addre.. O 8 wildcard.google.com Firewall Address FQDN:" google.com Sub Type SDN | ClearPass-SP m Switch Controller NAC Policy Tag
Services O & wildcard.dropbox.com Firewall Address FQDN:" dropbox.com FSS0 Group selected 0 (Totah 22)
vi 3
O @ SSLVPN_TUNNEL_ADDR1  Firewall Address 1P Range:: 10.212.134.200-10.212.1%
SeigbiE Click to select [al
o Bal Firewall Address 1P/Netmask:: 0.0.0.0/0.0.0.0
Virtual IPs = Server: Forivanager
O B FIREWALL AUTH_PORTAL Firewall Address 1P/Netmask:: 0.0.0.0/0.0.0.0 Interface Dany
IP Pools & uc_03_uni/tn-DEMO_01/ap-DEMO_0.
O B FABRIC_DEVICE Firewall Address 1P/Netmask:: 0.0.0.0/0.0.0.0 Static Route Configuration (B O e Foriansger
UEEEERED O #cot Firewall Address Comments [ % uc 04_uni/tn-Demol/ap-AP/epg-app_L
Server. FortiManger
SEpE AR O # os02 Firewall Address =
Virtual Servers = o & uc_04_uni/tn-Demo1/ap-AP/epg-uwebl
O = Gsute Address Group gmailcom, wildcard.google.com Servr,ForiManager
Health Check O *® Microsoft Office 365 Address Group login.microsoftonline.com, login.micrc [ % ue_04_uni/tn-Demot/ap-AP/epg-web_1
Web Proxy Forwardin... O B SSLVPN_TUNNEL_IPv6_ADI IPv6 Address IPv6 Subnet: fdff:fff::/120 ;"“ FortiManager
@ uc_04. i/tn-Er ;/ap-AppProfi.
Authentication Scheme 0o Bal IPv6 Address IPV6 Subnet: ::/0 Add To Groups [m) St,v‘f}:,.j,f"‘,g:, neneerng/zn AR
ZTNA Server O & none IPv6 Address IPv6 Subnet: ::/128 Click to select — & uc 04 uni/tn-Engineering/ap-AppProfi
ZTNATag =] Cancel
© Security Profiles > Advanced Options >
% Fabric Connectors >
Per-Device Mapping >
5 User&Authentication >
2 WAN Optimize > Revision
& Dynamic Object >
Change Note*
B Advanced >
£¥ CLI Configurations >
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o Policy FSSO groups.

@ Policy Packages

1& Search...

O FortiGate-105

Firewall Policy

Q

Firewall Virtual Wire Pair Pol

Proxy Policy
Authentication Rules
1Pv4 Multicast Policy
1Pv6 Multicast Policy
1Pv4 Local In Policy
1Pv6 Local In Policy
1Pv4 DoS Policy
1Pv6 DoS Policy
1Pv4 Interface Policy
1Pv6 Interface Policy
Traffic Shaping Policy
ZTNARules
Installation Targets
3 default

Policy Blocks (0)

B Object Configurations

icy Package v & Install Wizard @ ADOM Revisions ~ #% Tools v

Create New Firewall Policy.

D o

Name Demo_Policy

IP/MAC Based Access Control @ +

Incoming Interface Cany

Outgoing Interface Cany

Source Internet Service (e ]

1Pv4 Source Address Ball

1Pv6 Source Address

Source User

Source User Group

FSSO Groups

Destination Internet Service

IPv4 Destination Address Rall

IPv6 Destination Address +
Service DAL

Schedule Balways

Action Accept  IPSEC

Disclaimer Options

Block Notification [}
Logging Options
Log Violation Traffic V]

OGenerate Logs when Session Starts

Advanced
weep o
Fuamnt fram Cantie Dartal n

[°]
o+ +

Object Selector » 0%

& uc_02_App:App1001
Server:FortManager
& uc_02_App:App1002
Server:FortManager

(] 2 uc_02_App:App1003
Server: FotiManager
9 & uc_02_App:App1004

Server:FortManager
& uc_02_App:App1005
Server:FortManager
2 uc_03_uni/tn-DEMO_01/2p-DEMO _01/epg-EPG_CL 01
Server:FortManager
2 uc_03_uni/tn-DEMO_01/2p-DEMO _01/epg-EPG_SR 01
Server:FortManager
2 uc_04_uni/tn-Demo1/ap-AP/epg-app_1
Server:FortManager
2 uc_04_uni/tn-Demo1/ap-AP/epg-uweb1
Server:FortManager
o =
2 uc_04_uni/tn-Demo1/ap-AP/epg-web_1
Server:FortManager
25 uc_04_uni/tn-Engineering/ap-AppProfile/epg-EPG_ffan
e Server: FortV:
erver: ForiManager
Q & uc_04_uni/tn-Engineering/ap-AppProfile/epg-EPG_vcenter 01
Server:FortManager
25 uc_04_uni/tn-Engineering/ap-AppProfile/epg-EPG_vcenter 02
Server:FortManager
& uc_04_uni/ /ap \pp/epg-EPG1
Server:FortManager

& uc_04_uni/ /ap- \pp/epg-
Server:FortManager

25 uc_05_uni/tn-DEMO_01/ap-DEMO_01/epg-EPG_CL 01
Server:FortManager

2 uc_05_uni/tn-DEMO_01/2p-DEMO _01/epg-EPG_SR 01
Server:FortManager

25 uc_05_uni/tn-infra/ap-access/epg-defaut
Server:FortManager

& uc_05_uni/tn-infra/ap-ave-ctrl/epg-ave-ctrl
Server:FortManager

[e](=](®])( s mota21

o User group FSSO/SSO connector types.

@ Policy Packages
| = Object Configurations

@ Normalized Interface
B Firewall Objects
@ Security Profiles
3% Fabric Connectors
| 52 User &Authentication

User Definition

LDAP Servers
RADIUS Servers
TACACS+ Servers
POP3 Users
PKI
SMS Services
FortiTokens
2 WAN Optimize
& Dynamic Object
B Advanced
£¥ CLI Configurations

F:ERTINET

icy Package v & Install Wizard @ ADOM Revisions % Tools
Edit User Group
Group Name SSO_Guest_Users

Type Firewall B RADIUS Single Sign-On(RSSO) | GUEST
Members Click here to select Select Entries (Total: 21) x

Advanced Options >
Per-Device Mapping [}
Revision

Change Note *

[a1

. ]t» uc_03_uni/tn-DEMO_01/ap-DEMO _01/epg-EPG_CL 0
Server: FortiManager

. ]t» uc_03_uni/tn-DEMO_01/ap-DEMO_01/epg-EPG_SR 0
Server: FortiManager

25 uc_04_uni/tn-Demo?1/ap-AP/epg-app_1
Oserver: ortivanager

Revision History
O Revert @@ View Diff %% Column Settings v
O  Revisior Changedby Date/Time Action  Change Note
No record found.

25 uc_04_uni/tn-Demo1/ap-AP/epg-uweb1l

4
071023/} Oserver: Fortivanager

25 uc_04_uni/tn-Demo?1/ap-AP/epg-web_1
Oserver: Fortivanager Q

. ]t» uc_04_uni/tn-Engineering/ap-AppProfile/epg-EPG_ffan
Server: ForiManager

CE E3 o

[ o I

Cisco ACI connector behavior

1. Ifthe connector is configured but disabled:
a. Inthis case, all connectors and FortiManager configurations are still accessible and work, however, the

connector does not send any groups and address (corresponding to active sessions) to FortiManager until the

connector is enabled.

b. Ifthe connector was in use but is disabled, the container and FortiManager will maintain all configurations, but

address information of active sessions will be removed/cleared.
2. Ifthe connector is configured and functional, but is deleted:
a. All existing groups information and address information (active sessions) will be cleared

from FortiManager/Connector/[FSSO/FortiOS.
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b. Ifthe EPGs are in use in Policy and or Address Objects, these FSSO groups will be stuck on FortiManager.
Administrators will need to make sure that all the EPG groups in use should be deleted before deleting the

connector.

« If the connector to Cisco APIC is lost after five minutes, action is taken based on whether the administrator
has checked the Remove the address when the connector is unreachable more than 5 minutes option.
This option is enabled by default, and addresses are cleared if the connection to Cisco APIC is lost for five
minutes. When the checkbox is not selected, all address information is maintained until the connection is

reestablished or the administrator changes the connector configuration.

= Q Q- >~ ©- A~ Oadmin~
+Cr Q Policy Lookup | Search Q [ export~ By Sequence.
Name From T Source Destination Schedule Service Action NAT Security Profiles Log Bytes
B Policy & Objects
—— Demopolicy ~ O any O any B uc 03 uni/tn-DEMO_01/ap-DEMO 01/epg-EPGCLO1 I all Baways AL @ DENY oAl 08
 uc_03_uni/tn-DEMO_01/ap-DEMO_01/epg-EPG_SR 01
1Pv4 DoS Policy Bal
DemoPolicyl O any O any 3 Demo Oblect Hal Baways WAL @ DENY o Al o8
Implicit Deny O any O any J{ Address i Demo_Object S always @ AL @ DENY © Disabled 13877kB
T Dynamic
p Fortinet Single Sign-On (FSSO)
Grou & uc_05_uni/tn-DEMO_01/2p-DEMO_01/e..
& uc_05_uni/tn-DEMO_01/ap-DEMO_01e...
O any
ddr 10
References 1
# Edit | = ViewMatched Addresses
FRTINET @ Security Rating lssues. © | Updated: 11:21:15 &
= Q - >~ ©- A~ Oadmin-
@ D [ Policy Lookup | | Searct Q Matched Address List x
% Network o -
Name From To Source Destination Schedule Service | Action NAT Secliif] | < Refresh | | | Search Q
B Policy & Objects
Firewall Policy Demo_policy Oany Oany & uc03uni/tn-DEMO_01/ap-DEMO 01/epg-EPG.CLO1 & all Baways WAL @ DENY Matched Devices &
B uc_03_uni/tn-DEMO_01/ap-DEMO_01/epg-EPG_SR_01
1111111
Ban
1111112
DemoPolicy 1 O any O any 3 Demo Object 2al Baways  @AL @ DENY
1111113
Implicit Deny Oay Oany Ball all Baways DAL @ DENY
1111114
1111115
2222221
2222222
2222223
2222224
2222225
[—— @ security Rating Issues
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Cloud Services

This section lists the new features added to FortiManager for cloud services:

« Automatic configuration synchronization for the members of the auto-scaling group in Public Cloud in case of scale-
out/scale-in events 7.2.1 on page 254

« Visibility improvement for auto-scaling clusters 7.2.1 on page 256

o FortiManager-VM has been added to the Flex-VM offering 7.2.1 on page 256

» VM flexible shapes support for Oracle Cloud Infrastructure 7.2.1 on page 257

o NSX-T connector options can be managed from FortiManager 7.2.2 on page 259

o NSX-T connector support for retrieval of North-South service objects 7.2.2 on page 261
o FortiManager-VM added support for Oracle Dedicated Region Cloud 7.2.2 on page 262
o FortiManager added support for SCCC Alibaba Cloud 7.2.2 on page 263

Automatic configuration synchronization for the members of the
auto-scaling group in Public Cloud in case of scale-out/scale-in
events -7.2.1

FortiManager supports automatic configuration synchronization for the members of the auto-scaling group in Public
Cloud in case of scale-out/scale-in events.

As an example, an administrator creates an auto-scale cluster on the public cloud with two FortiGate-VMs which
includes a rule to trigger a scale-out event when the CPU or network utilization exceeds 70% capacity. The scale-out
event increases the number of FortiGate-VMs in the cluster to three so that the additional traffic can be managed. In the
event of a scale-out, the newly added FortiGate device syncs with the Primary FortiGate in the cluster and fetches the
FortiManager configuration. Once the deployment and sync is complete on the new FortiGate, the device is authorized
and added to the existing cluster on the FortiManager.

A separate rule specifies that when the CPU or network utilization is less than 10%, a scale-in event occurs to reduce the
number of FortiGate-VMs back to two. When the scale-in event occurs, the third FortiGate device is automatically
removed from FortiManager. These changes are reflected on the FortiManager without any manual intervention
required.

To manage FortiGate auto-scale clusters on FortiManager:

1. Add the auto-scale cluster to FortiManager:

« Add the FortiGate auto-scale cluster to FortiManager for the first time using the IP address of the Primary
FortiGate. Once the configuration between the cluster members are in sync, the remaining devices are added
to the FortiManager automatically.

 Alternatively, you can configure the FortiManager Fabric Connector on the Primary FortiGate to add the cluster
to FortiManager.
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¢ You can check the Serial Number/Hostname and HA Status of the FortiGate cluster devices in the Device
Manager.

= @AddDevice v 3B DeviceGroupy & Install Wizard

@ Device & Groups v

Connectivity Device Config Status Policy Package Status
i | Search
= < @ Connection Up (1) S @ Auto-Updated (1) @ Unknown (1)
©Managed FortiGate (1)
E? XV2A
@ Scri
Scripts 1 1 1
8 Provisioning Templates >
# Firmware Templates
&I Monitors >
[Edit B Delete  Himport Configurati & install v ElTableView v More v © Show Charts v | Search. Q
(m] Device Name Serial Number ‘A HA Status Config Status Host Name IP Address Platform Description Firmw:
" XV2A (Primary) +* "XV2A (Primary: 54.172.39.33)
[m] & XV2A {UM16 (Secondary) | 4 {UM16 (Secondary: 44.204.93.242) + Auto-update YXV2A 192.168.3.28 FortiGate-VM64-AWS FortiG:

2. When a scale-out event occurs where the number of FortiGate devices in the cluster increases, once the newly
added FortiGate becomes a part of the cluster and syncs its configuration with the cluster's Primary device, it is
added to FortiManager.

On FortiManager, the device is automatically authorized and added to the existing cluster without manual
intervention.

@ Add Device ~ 3B Device Group~ & Install Wizard

@ Device & Groups v

Connectivity Device Config Status Policy Package Status
i Search
= Q @ Connection Up (1) @ Auto-Updated (1) @ Unknown (1)
9Managed FortiGate (1)
= XV2A
=
Scripts 1 1 1
& Provisioning Templates >
& Firmware Templates
& Monitors >
EiEdit B Delet 3 t Configuration &install v @ Table View v § More v @ Show Charts v | Search. Q
O | Device Name Serial Nurber HA Status Config Status Host Name 1P Address Platform Description Firmware Version
XV2A (Primary) * XV2A (Primary: 54
o = XV2A UM16 (Secondary) | 4 UM16 (Secondary: v Auto-update MV2A | 192168.3.28 FortiGate-VMé4-AWS FortiGate 7.2.1 build40t
IBAE (Secondary) | 4 0BAE (Secondary)

3. When a scale-in event occurs where the number of FortiGate devices in the cluster decreases, once the FortiGate is
removed from the cluster on the cloud and the FGFM expires on the FortiManager, the FortiGate device will be
removed from the cluster on FortiManager.

@ Add Device v &8 Device Groupy & Install Wizard

@ Device & Groups v

Connectivity Device Config Status Policy Package Status
£ S h.
4 | Sear Q (@ Connection Up (1) @ Auto-Updated (1) @ Unknown (1)
©Managed FortiGate (1)
& XV2A
=
B Scripts 1 1 1
B Provisioning Templates >
& Fimuware Templates
&I Moniitors >
EiEdit  BiDelete 3 tConfiguration i nstall v ElTable View v More v @ Show Charts v | Search. Q
O | Device Name Serial Number AHAStatus Confg Status Host Name 1P Address Platform Description Firmw:
XV2A(Primary) | 4 XV2A (Primary: 54.172.39.33)
& XV2A  Auto-update XV2A 192.168.3.28 FortiGate-VM64-AWS FortiG:
o UM16 (Secondary) | 4+ UM16 (Secondary: 44.204.93.242) ¥ O PeRte orasate °

4. During any scale-in event, if the Primary FortiGate is removed from the cluster on the cloud, then FortiManager will
be able to detect the change and will reflect the state of the new Primary and Secondary devices in the Device
Manager.

In the example image below the Primary FortiGate failed and there was an auto-scale event to replace it. The new
Primary FortiGate is displayed on FortiManager.

H i = @AddDevice v~ &3 DeviceGroup~ & Install Wizard ADOM:root > o admin

 Device & Groups v

Connectivity Device Config Status Policy Package Status
i Search.
s Q @ Connection Up (1) @ synchronized (1) @ Unknown (1)
B Managed FortiGate (1)
= UM16
5
B Scripts 1 1 1
B Provisioning Templates >
& Firmware Templates
& Monitors >
[iEdit B Delet 3 tConfiguration & lnstall v Bl Table View v § More v © Show Charts v | Search Q
O | Device Name Serial Number HA Status Config Status Host Name 1P Address Platform Description Firmware Version
UM16 (Primary) | 4 UM16 (Primary:
I VM64-
o = UM16 DI7C Secondory) | A DI7C (secondary ¥ S¥Chronized UM16 | 1921680171 FortiGate-VM6&4-AWS FortiGate 7.2.1built
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Visibility improvement for auto-scaling clusters -7.2.1

Visibility improvement for auto-scaling clusters with auto-scale status, cluster type, HA status and mode, and elastic IP
information of the cluster members.

When viewing auto-scale cluster devices in FortiManager, you can find the following information.

1.

Serial number and auto-scale status:
Administrators can check the serial number and corresponding status (Primary/Secondary) of each
member FortiGate in the cluster from the FortiManager.

@ Add Device ~ 8 Device Groupw & Install Wizard

@ Device & Groups v

Connectivity Device Config Status Policy Package Status
i search..
i a @ Connection Up (1) @ Auto-Updated (1) @ Unknown (1)
©Managed FortiGate (1)
5 FGTAWSOBTDBYXV2A
Scripts 1 1 1
B Provisioning Templates >
# Firmware Templates
3 Monitors >
[iEdit W Delete  Himport Configuration  &ilnstall v @l Table View v More v @ Show Charts v | Search [}
[m] Device Name Serial Number ‘A HA Status Config Status Host Name 1P Address Platform Description Firmw:
FGTAWSOBTDBYXV2A (Pr FGTAWSOBTDBYXV2A (Pr 2 54.172.39.33)
O | =FGTAWSOBTDBYXV2A. (Primary) * (Primary. ) + Auto-update FGTAWSOSTDBYXV2A | 192.1683.28 FortiGate-VMb4-AWS FortiG:

FGTAWSRKV1TOUM16 (Secondary) | 4 FGTAWSRKVITOUM16 (Secondary: 44.204.93.242)

HA status and elastic IP address:
Administrators can check the HA status and the elastic IP address of each member FortiGate in the cluster from the
FortiManager.

@ Add Device ~ 3B Device Group & Install Wizard

@ Device & Groups v

Connectivity Device Config Status Policy Package Status
i Search
= 2 @ Connection Up (1) @ Auto-Updated (1) @ Unknown (1)
@Managed FortiGate (1)
= FGTAWSOBTDBYXV2A
o]
Scripts 1 1 1
B Provisioning Templates >
# Fimware Templates
& Monitors >
Fiedit  EiDelete  Himport Configuration & lnstall v ElTable View v More ~ @ Show Charts v | Search. Q
O | DeviceName Serial Number A HAStatus Config Status Host Name 1P Address Platform Description Firmw:
O | arcTawsosTDByxvza CTAWSOSTDBYXV2A (Primary) 4 FGTAWSOBTDBYXV2A (Primary: 54172.39.33) v Auto-update FGTAWSOBTDBYXV2A | 192.1683.28 FortiGate-VM64-AWS FortiG:

FGTAWSRKV1TOUM16 (Secondary) | 4FGTAWSRKVITOUM16 (Secondary: 44.204.93.242)

HA mode and cluster members:
Administrators can check the HA mode (auto-scale) along with cluster members, roles, and elastic IP in the Device
Manager.

@AddDevice v B Device Groupv & Install Wizard

 Device & Groups v + Add Widget C Reset To Default B Grid Layout ~
(# Dashboard v

1 Search Q System Information : HA Status

@ Managed FortiGate (1) Security Menitors Host Name FGTAWSRKV1TOUM16 HA Mode Auto Scale 3

FGTAWSRKV1TOUM16
[T | Network Monitors Serial Number FGTAWSRKVITOUM16 0

B Script:

B scripts s System > 1P Address £192.1680.171 (port1) Cluster Members

& Provisioning Templates > = Router > System Time Tue Jul 26 17:52:13 2022 PDT v SV
Display Options

# Firmware Templates Uptime 18 days 8 hours 26 minutes 12 seconds O HostName Serial Number Role EIP

2 Monitors > Firmware Version FortiGate 7.2.1,build4084 (Interim) e [m] 4 FGTAWSRKVITOUM FGTAWSRKVITOUML: Primary 44.204.93.242

Hardware Status 4 CPU, 7653 MB RAM O 4#FGTAWSYFACN_DJ7 FGTAWSYFACN DJ7C Secondary 387.24.170

See also Automatic configuration synchronization for the members of the auto-scaling group in Public Cloud in case of
scale-out/scale-in events 7.2.1 on page 254.

FortiManager-VM has been added to the Flex-VM offering -7.2.1

FortiManager-VM has been added to the Flex-VM offering to allow scaling up/down managed FortiGates or number of
ADOMs at any given time.
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For additional information, see the Flex-VM Administration Guide on the Fortinet Documents library.

To activate the Flex-VM token:

1. InFlex-VM, configure the FortiManager Flex-VM device and ADOM number.

© support v

A
FortiCloud £ Services v
T

e Manage VM Entitlement

ELAVMR0000000119

? Dashboard

VM Entitlements

Configuration:

Status:

Description:

Start Date:

Termination Date:

> FMVMELTM22090006

VM Entitlement Details

@ Details

fmg-1000-devices-500-admos

ACTIVE

qa-dev-fc

2022-06-08

2022-09-29

Token Details

License File Token:

Regenerate

@ Points

2. Using the FortiManager Flex-VM token, enter the following command in FortiManager to activate the license:

execute vm-license <license-token>

3. FortiManager will retrieve the license from Flex-VM, including the device and ADOM number.

System Settings v

€ Dashboard

Toggle Widgets v

@ Al ADOMs
System Information

& Network

2 hA Host Name

2 Admin > | Serial Number

8 Certificates > Platform Type

i Eventlog HA Status

[@ Task Monitor System Time

B Advanced > X .
Firmware Version

System Configuration
Current Administrators
Up Time
Administrative Domain

199-fmg-flexvm

FMG-VMé4

Standalone

Thu Jul 21 10:22:50 2022 PDT
v7.2.1-build1198 220719 (Interim)
Last Backup : N/A

admin / 2 in total

5 minutes 4 seconds

fo ]

=

Ix
@ ke e

License Information

B8 VMS License
@ ADOM License
& FortiCloud

® FortiGuard

[2 Management

Q Update Server

0 admin v
ze

@ Flex-VM License LK
(@Valid until 2022-10-02 (0 Used / 9,005 Total) \
@ Registered
VM Meter Service @ No License \
Server Location 3 Servers located in US only 4
Devices/VDOMs 0/10,000 (0.0%) !
AntiVirus and IPS 192.168.100.105
Web and Email Filter O Loading...
FortiClient Update O Loading...

VM flexible shapes support for Oracle Cloud Infrastructure -7.2.1

The VM flexible shapes now supported for Oracle Cloud Infrastructure (OCI) permit customization for OCPU and

memory resources.

When you create a VM instance using a flexible shape, you can select the number of OCPUs and the amount of memory
that you need for the workloads that run on the instance. The network bandwidth and number of VNICs scale
proportionately with the number of OCPUs.

For more information about instance type support, see the FortiManager OCI Administration Guide.

When creating a FortiManager-VM or FortiAnalyzer-VM instance in OCI, you can select one of the following flexible

shapes:
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« VM.Standard3.Flex (Intel)

Create compute instance

Image and shape

A shape is a template that detenmines the number of CPUs, amount of memory, and other resourc
shape

Image

vi.2.1

Shape

‘Vinual machine, 1 core OCPU, 16 GB memory, 1 Gbps network banawidin

Networking

Networking is how your instance connects to the intemet and other resources in the Cansole: To

Primary network

A ol avietinn wiial Fi nahaA®

» VM.Standard.E3.Flex (AMD)

Saveassiack | Cancel

Browse all shapes

Ashape fs a template that defermines the number of CPUS, amount of memory, and oiher resources alocated to a newly created instance.

Instance type

Virtual machine Bare metal machine

Aviriual machine is an independent computing environment that runs o top of physical Abare metal compute instance gives you dedicated physical server access for highest
v

bare mefal hardware performance and strong isolation.

Shape series

AMD Intel Ampere

Flexible OCPU count tel) Flexbie OCPU count A\ Ambased processor
AMDZ o generaion AvD Current generation el
ors. processors AMPERE
Image: Custom Custom
Shape name ocPy Memory (GB) Network bandwidth (Gbps)
U] 1 16 1

Specialty and previous
generation
Aways Free, Dense IO, GPU, HPC.

and earller generation AMD and Intel
standard shapes.

Max. total VNICS.

You can customize the number of OCPUs and the amount of memory allocated to a fiexible shape. The other resaurces scale proportionately. Leam more about flexible shapes.

Number of OCPUS

1 [ 15 u

Burstable (&

Amount of memory (G8) @

e cance

Image

V72

Shape

Create compute instance

Image and shape

Ashiage is a lempiate thal delermines ihe number of CPUS, ameunt of memory, and other resourt

LE3.Fl
AMD DY VW Standard €3 Flex o]

Virtual machine, 1 core OCPU, 16 GB memory, 1 Gbps network bandwidt

Browse all shapes

A shape is a template that determines the number of CPUs, amount of memory, and other resources allocated to a newly created instance.

Networking

Primary network

olort avistinn virial Fand nehunde

» VM.Standard.E4.Flex (AMD)

Create compute instance

Image

v7.21

shape

‘Show advanced options

INEWOIKIng is NOW YOUF instance €ONNECts 10 the intemel and aiher fesources in the Consale. To

Saveas stack

Image and shape

Ashape is a template that determines the number of CPUS, amount of memory, and other resourg
shape.

AMDQ VM.Standard E4.Flex O

Virtual machine, 1 core OCPU, 16 GB memory. 1 Gbps network bandwicth)

Primary network

8 Soloct victinn vitial cinin netnrk
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Networking

Networking is how your instance connects fo the intemet and cther resources in the Console. To r|

Save as stack

Instance type
Virtual machine Bare metal machine
Avirtual machine is an independent computing environment that runs on top of physical Abare metal compute instance gives you dedicated physical senver access for highest
bare metal haraware. v | pertormance ana srong isolatin
Shape series
AMD Intel Ampere Specialty and previous
Flexible OCPU count intel) Flexble 0CPU court Anm-based processor generation
AMDZY Curent generation Al intel/ curent generation ntet AMPERE Aays Free, Dense UO, GPU, HPC
processars. ProCESSOS. and earlier generation AMD and Intel
standard shapes.
Image: Custom Custom
Shape name ocPU Memory (GB) Network bandwidth (Gbps) ~ Max. total VNICs (1)
i Stangara 2.1 Wicro ESTREREETE 1 1 v
= 'VMShndamESHaxO' 1 16 1 2 A

You can customize the number of OCPUS and the amount of memory aliocated to a fiexible shape. The other resources scale proportionately. Leam more about flexible shapes

Number of OCPUS

1 2 o

Browse all shapes

A shape is a template that determines the number of CPUS, amount of memory, and other resources allocated 10 2 newly created instance.

Instance type
Virtual machine Bare metal machine
A vintual machine is an independent computing environment that top of physical Al
bare metal hardware + || performance and strong isolation
Shape series

AMD Intel Ampere

you gedicated physical server access for highest

Specialty and previous

AMDZ Fle 0CFU count Flexible OCPU count A\ Amased processor generation
Curtent generation AMD Current generation Intel AMPERE Always Free, Dense 1/0, GPU, HPC
IR Processors. and earlier generation AMD and Intel
standard shapes.
Image: Custom Custom
shape name ocru Memory (GB) Network bandwidth (Gops) | Max. total VNICs (©)
1 16 1 2

You can customize the number of OCPUs and the amount of memory allocated to a flexiole shape. The other

Leam more about

Number of OCPUS
O

Burstable (7)

Amount of memory (G8)

Cancel
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When creating an instance with a flexible shape, you can use the horizontal scrolls to customize the Number of OCPUs
and the Amount of memory (GB).

and FortiAnalyzer-VM is 4. 1 OCPU equates to 2 vCPUs. Ensure that you meet the

\‘é', VM BYOL licenses are based on vCPUs. The minimum vCPU support for FortiManager-VM
= requirements for your license.

Once the instance is created, you can check the instance shape from the dashboard as well. For example, see the
dashboard for a VM.Standard3.Flex (Intel) shape below.

General information Instance access
Availability domain: AD-1 We'e not quite sure how to connect to an instance that uses this image. Refer to the image’s documentation. of see the
general steps to connect to.a running instance

Fault domain: FD-2

Public IP address:
Region: iad

OcCID: K36q Show Cop: .
e Shew Primary VNIC
Launched: Mon, Jul 4, 2022, 17:10:04 UTC

Private IP address:
Compartment: fortinetoraclecloud1 {root)

Network security groups: None Edit (i)

Capacity type: On-demand O
Subnet: My Subnet

Instance details Private DNS record: Enable

Hostname: instance-20220704-1007

Virtual cloud network: hkalra-ven

Internal FQDN: instance-20220704-1007... Show Copy

Maintenance reboot; -

Image: v7.2.1

Launch options

NIC attachment type: E1000

Launch mode: EMULATED
Instance metadata service: Versions 1 and 2 Edit (7

Remote data volume: SCS|
Live migration: Use recommended default (i

Firmware: BI0S
Maintenance recovery action: Restore instance
Boot volume type: IDE

Shape configuration In-transit encryption: Disabled

s Boot: Disabled
Shape: VM Standard3 Flex ecure Boot: Disable

: D
OCPU count: 16 Measured Boot: Disabled

Trusted Platform Module: Disabled
Network bandwidth (Gbps): 16 usted Platform Module: Disable

Memory (GB): 256

Local disk: Block storage only

With this flexible shape, you can customize the number of OCPUs and the amount of memory when launching or
resizing your VM.

NSX-T connector options can be managed from FortiManager -7.2.2

NSX-T connector options can be managed from FortiManager: password, license type, license URL (when used), image
location, and update services for deployment specs.
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To edit a registered service:

1. Navigate to the NSX-T Connector in FortiManager.
2. Selectthe Service, and click Edit Service.

&% Policy & Objects ~ = BPolicyPackage ~ & InstallWizard ~ @ ADOM Revisions  #§ Tools +. ADOM:roct >~ @~ eadmin-

@ Policy Packages > Edit NSX-T Connector x
| = Obiect Configurations  +
@ Normalized Interface > CeImEEr R
B Firewall Objects > Nome
Security Profiles >
° o’ Status

I % Fabric Connectors

SN NSX-T Manager Configurations
Threat Feeds
B User &Authentication > User
Password  ssesssss

Registered Services (1)

[ # Add Service | [ 4 Edit Service | [ i Delete Service | Search..
‘ Service Name & ‘ Service ID = ‘ Impn
~ Demo-Ns et A —— NORTH

FortiManager Configurations

1P Address
User Name

Password  ssessses

3. Once Edit Service is selected, the admin is able to change the following information:
» Password
« License type
« License URL (if license type is License File)

« Image location of existing deployment specs
When upgrading, make sure to mark the change as upgrade by enabling the Upgrade toggle. This marks the
change on the NSX-T Manager.

ge v & Instal

Edit Senvice. x

NORTH-SOUTH

(e - © “+)
Femminer T |

Once a deployment spec is set as Upgrade, users can upgrade a service deployment using the NSX-
T Manager GUI.

Change Appliance x
Deployment SpecificationName | OVF Ul Minimm Host Version Wost Type Service Form Factor
© vMozupg o - e e 65 Esxi MEDIUM
On clicking Update, the selected appliance will be deployed and will replace the current appliance.

cancer | [IETIN
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NSX-T connector support for retrieval of North-South service

objects -7.2.2

NSX-T connector support for retrieval of North-South service objects

To register a North-South service:

a b obd-=

= M PolicyPackage v & Install Wizard ~ @ ADOM Revisions  &# Tools ~

@ Policy Packages Create New Service

| = Object Configurations

In FortiManager, go to Policy & Objects > Object Configurations > Fabric Connectors > Endpoint/Identity.
Edit a previously configured NSX-T connector.
Under Registered Service, click Add Service.
Select North-South and fill in the details.

Click OK and save the NSX-T connector.

>
@ Normalized Interface > Name Demo-Ns
B Firewall Objects > Integration eastwesT | RISOUN
@ Security Profiles > FortiGate Password | seees ® o
| s Fabric Connectors v License Type . e
Bl License URL Prefix
Threat Feeds
Image Location Type Location Upgrade Action
Endpoint/Identity

& User & Authentication >

6. Inthe NSX-T Manager, go to System > Service Deployment > CATALOG to confirm that the FortiGate-VM service

was properly registered on NSX-T Manager.

vmw NSX-T

Home Networking  Security  Inventory  Plan & Troubleshoot  System

€ Service Deployments

System Overview Deployment  Service Instances  Catalog
Configuration
@GR Service Definition Name Version Functionality
Appliances Demo-NS Next Generation Firewall
NsX Application Platform
Fabric >
Service Deployments

Identity Firewall AD

To deploy a North-South service on NSX-T Manager:

1. Inthe NSX-T Manager, go to System > Service Deployment > Deployment.
2. From the dropdown, select the newly registered service and select Deploy.
3. Fillin the details, and deploy the service.

vmw NSX-T o A
Home Networking ~ Security  Inventory  Plan & Troubleshoot ~ System
«
Service Deployments

System Overview Deployment  Service Instances  Catalog

Configuration Partner Service Demo-NS VIEW SERVICE DETAILS
Quick Start
Appliances
NSX Application Platform Service Deployment Name Attachment Points Compute Manager Cluster Data Store Networks
Fabric > HE north To-Router vCenter nsxt (domain-c16) datastorel View Details

Service Deployments

Identity Firewall AD
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Ay
b [ 4
9 NSX-T currently only supports N-S Introspection once the service is deployed.

4. Associate groups with the North-South service:
a. Goto Security > Service Chain Management > N-S Network Introspection.
b. Inthe Policy, add the desired groups.

Wome | Networkng  Securly iwentory  Plan & Troubleshoot  System oo )

“ " N-S Network Introspection ®

T revert | [EEEE

th and more =

@ Security Overview

Threat Detection & Response + apo PoLicy  unoo
@ DS/PS Neme » Sources Destinations Services Applied To Action
@ Suspicious Traffic HEY DEFAULT-NS-S-BGP-D.. (1) Redirect To:  north v Applied To:  TO-Router @ Success C @

Any CIDEFAULTAGPSERVICE  waneit Do Not Redrect © e

%€l URL Filtering / FGDN Analysis : DEFAULT-NS-S-BGP-DO-N. 5096
Policy Management
{3 Distributed Firewall

[ Gateway Firewall

® IDS/IPS & Malware Prevention

@ TLS Inspection

Service Chain Management
Tl E-W Network Introspection
Tl N-S Network Introspection

(1§ Endpoint Protection Rules

c. The same groups will appear on FortiManager and be available for use.

212 Policy & Objects~ = BPolicyPackage » & Install Wizard ~ @ ADOM Revisions 4 Tools + ADOM:roct >~ @~ 0“"“‘”'

@ Policy Packages Edit NSX-T Connector x

>
| = Object Configurations v Server
@ Normalized Interface > User
B Firewall Objects > Password  essesses
@ Security Profiles > Registered Services (1)
| s FabricComnectors  + :
+ Add Service | | [ Edit Service | | i Delete Service Search..
SDN
T — o ‘Servioe Name & Service ID + ‘ Impln
O  Demo-NS NORTH

Endpoint/Identity

5 User &Authentication >

FortiManager Configurations

1P Address

User Name
Password  essesses
Connector Users )
OO nsx_nsxt_GRP-1(3/3)
2 nsx(11.1.1)
2 nsx (255.255.255.240)

2 nsx(3.3.3.0-3.3.3.255)
OO nsx_nsxt_GRP-2 (2/2)

2 nsx(2222)

2 nsx(6.6.60-6.6.6255)
OO nsx_nsxt_GRP-3 (2/2)

2 nsx(33.33)

[=HL=R=R~)

FiERATINET

FortiManager-VM added support for Oracle Dedicated Region Cloud
-7.2.2

FortiManager-VM added support for Oracle Dedicated Region Cloud.
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Oracle Dedicated Region Cloud (ODRC) provides all Oracle Cloud Infrastructure (OCI) public cloud services

(laaS/PaaS/SaaS) in a physical location of the customer's choosing. For more information, see OCI Dedicated Region.

All ADOMs

@ Network

& HA | Host Name FMG-VMé4-0PC VM License Valid UUG

Admin i
& Adm > | Serial Number & FortiCloud © Registered
@ Certificates >

(F’Iadnrm Type FMG-VM64-OPC ) 8 FortiGuard VM Meter Service

" Eventlog "
[@ Task Monitor | A Standalone Server Location
B Advanced > |} SystemTime Mon Jan 23 14:49:16 2023 PST [2 Management Devices/VDOMs

Firmware Version
i System Configuration
| Current Administrators

| UpTime

4%

Average CPU Usage

More Details

V7.2.2-build1307 221230 (Interim)
Last Backup : N/A
admin /1 in total
19 days 1 hour 48 minutes 32 seconds

Administrative Domain ©

AntiVirus and IPS

2 Update Server

FortiClient Update

FORTINET

4% 1%

Memory Usage Disk Usage

B NolLicense
5 Servers located in US only

0 /10,000 (0.0%)

12.34.97.16 (=8 Ashburn, Virginia, United States)

O Loading...

208.184.237.75 (m Sunnyvale, California, United States)

FortiManager-VMg4-OPC

FortiManager added support for SCCC Alibaba Cloud -7.2.2

FortiManager added support for Saudi Cloud Computing Company (SCCC) Alibaba Cloud.

» The FortiManager instance is created on SCCC Alibaba Cloud.

(D Alibaba Cloud

SCCC Oporating Soudk Foglon

@ Workbench €3 FN-PoC

Elastic Compute Service Elastic Compute Senvice

@ SAURIyach) v Instances
Overview @
Euents
fmaali334 @) Cleor
Tags

Troubleshoating [J instance ID/Name

ECS Cloud Assistant

Applications = [~
nstances & 1mages o

Instances

Images

<

System

Dashboard

Netuwork
Tag Mornitoring  Zone ¥ 1P Address Status e Specications
- S 2VCPUBGE {1/0 Optimized)
* RyadnZoneA 75 160203 et wesghlarge SMps (Peak Value)
Morea

Biling Method ¥

Pay-As-You-Go

March 6, 2023 at 15:54(Time Zone: UTC - 8) Created

Tickets @

Advenced Search @ | & | @

Actions

Manage | Connect
Change Instance Type | Mare +

Tatal: 1 itemis, Per Page:

All ADOMs

& Network System Infermation

& HA
& Admin , || HostName
@ Certificates 5 | Serial Number
¥ EventLog Platform Type
[@ Task Monitor HA Status
K Advanced 5 | SystemTime

Firmware Version
System Configuration
Current Administrators
Up Time
Administrative Domain

FortiAnalyzer Features

2 X I =v || License Information

FMG-VM64-ALI = BB YMS License

@ ADOM License
FMG-VM&4-ALI & Forticloud
Standalone © FortiGuard
Man Mar 06 17:36:31 2023 PST (2]
v7.2.2-build1334 230201 (GA) & [ Management
Last Backup : N/A B &
admin / 1in total 8 @ Update Server
35 minutes 58 seconds
[e )
fe ) v

)
D Flex-VM License w+ &
@ Valid until 2023-10-02 (0 Used / 8 Totaly "
@ Registered
VM Meter Service @ No License -
Server Location 5 Servers located in US anly =]
Devices/VDOMs 1/10(10.0%) >
FortiGates/Logging Devi.. 1
AntiVirus and 1P 208.164.237.66 (=3 Sunnyvale, California, United

States)
‘Web and Email Filter O Loading...
FortiClient Update 208.184,237.75 (=1 Sunnyvale, California, United v
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Index

Index

The following index provides a list of all new features added to FortiManager 7.2. The index allows you to quickly identify

the version where the feature first became available in FortiManager.

Select a version number to navigate in the index to the new features available for that release:

7.2.0 on page 264
7.2.1 on page 265
7.2.2 on page 266
7.2.3 on page 267
7.2.4 on page 267
7.2.5 on page 267

ADOM:-level meta variables for general use in scripts, templates, and model devices on page 109
One FortiAnalyzer can be shared across multiple FortiManager ADOMs on page 111

SAML SSO wildcard admin user to match all users on |dP server on page 120

Al Analysis link exposed in Device Manager redirects to FortiAIOps MEA on page 123
Administrative access to FortiManager controlled by IPv4/IPv6 local-in policy on page 122
Device Inventory adds new chart and columns on page 12

Configuration enhancement improves multiple port selection in FortiSwitch Templates on page 93
FortiManager supports link aggregation of physical ports on page 236

Resolve IP address from FQDN for firewall address type subnet on page 194

Policy Packages can use colors for sections on page 177

FortiManager supports empty Address Group on page 197

FortiManager supports VLANs on physical network interfaces on page 238

Allow multiple Cisco PxGrid connectors in the same ADOM on page 219

SD-WAN overlay templates on page 47

Device blueprints on page 69

Metadata Variables are supported in Firewall Objects configuration on page 199

SD-WAN template enhancement on page 61

FortiManager-HA automatic failover enhancement on page 228

SAML SSO wildcard admin user to match all users on |dP server on page 120

Additional filters available for IPS sensors on page 201

IPS template combines configuration for global "IPS Global" and per-vdom "System IPS "/ "IPS Settings" on page

67

Monitoring page for the IPS on-hold signatures on page 203

IPS administrators have visibility on each IPS profile on page 125
FortiManager updated integration with NSX-T on page 220
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Index

IPS admin install preview for multiple FortiGate devices at once shows the CLI configuration to be installed on each
target device on page 126

Improved design for onboarding FortiGate HA clusters to prevent auto-link failure on page 14
CLI templates have increased visibility for troubleshooting on page 72
New firewall admin role with no RW permission on IPS objects on page 232

IPS diagnostics page for IPS dedicated admin displays CPU, memory, and performance statistics for FortiGates
related to IPS processes on page 128

Add LLDP support on FMG and FAZ 7.2.1 on page 240

Per-ADOM admin profile 7.2.1 on page 233

loT query service support 7.2.1 on page 129

Global device dashboard 7.2.1 on page 16

Enhancement to aggregate interface allows creation without specifying the interface members 7.2.1 on page 21
NAC policy added to policy package 7.2.1 on page 95

NAC policy enhanced with FortiLink settings, LAN segments, and NAC policy tags 7.2.1 on page 103
Initiate the RMA process to replace the FortiSwitch or FortiAP units from FortiManager 7.2.1 on page 130
FortiManager to add loT devices based on FortiOS Asset Identity Center 7.2.1 on page 22

FortiManager setup wizard improvement with optional firmware upgrade step 7.2.1 on page 241
FortiManager supports push updates via JSON API for dynamic address groups objects 7.2.1 on page 133

Automatic configuration synchronization for the members of the auto-scaling group in Public Cloud in case of scale-
out/scale-in events 7.2.1 on page 254

Enhanced object "where used" function 7.2.1 on page 205

SD-WAN Monitor includes new filter to display unhealthy devices or interfaces only 7.2.1 on page 53
Universal Connector MEA added support for Cisco ACI 7.2.1 on page 249

Visibility improvement for auto-scaling clusters 7.2.1 on page 256

Model device initialization enhancements 7.2.1 on page 24

FortiManager-VM has been added to the Flex-VM offering 7.2.1 on page 256

VM flexible shapes support for Oracle Cloud Infrastructure 7.2.1 on page 257

FortiManager supports BYOL installation on managed FortiGate VM 7.2.1 on page 137

Fabric Authorization Template automatically provisions and authorizes LAN Edge devices on the managed
FortiGates 7.2.1 on page 82

FortiGates with firmware FOS version 7.0 and version 7.2 can be managed under the same FortiManager 7.0
ADOM 7.2.1 on page 139

ADOM version 7.2 supports policy package installation to the lower version of FortiGate on FortiOS 7.0. 7.2.1 on
page 141

Improved FortiSwitch Manager and AP Manager dashboards 7.2.1 on page 143

AP Manager exposes wireless advanced features 7.2.1 on page 85

Flex-VM Fabric Connector to support flex licensing management from FortiManager 7.2.1 on page 225
Internet service database version checked for model devices 7.2.1 on page 27
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Index

7.2.2

Factory default firewall addresses and address group for private IP space (RFC1918) 7.2.2 on page 207
Increased number of multicast policies to 2560 per policy package 7.2.2 on page 181

Option to automatically unlock the ADOM after installing the Policy Package has been added to the Workspace
Mode 7.2.2 on page 147

Perform packet capture on managed FortiGate interfaces and on managed FortiSwitches 7.2.2 on page 28

Extender Manager displays the ESN IMEI, phone number, IMSI, and ICCID as columns for all managed
FortiExtenders 7.2.2 on page 107

Pre-built route-maps used for SD-WAN self-healing with BGP routing 7.2.2 on page 55

Firewall policy strict search option will return only the results with an exact match 7.2.2 on page 182

SD-WAN Template added the health-check embedded SLA information 7.2.2 on page 57

FortiManager supports multiple interface members in the SD-WAN neighbor configurations 7.2.2 on page 60
Policy Blocks are supported in the Global ADOM and can be reused in different Global Policy Packages 7.2.2 on
page 185

Wildcard admin user is supported in the per-ADOM admin profile 7.2.2 on page 150

TPM hardware module 7.2.2 on page 243

FortiManager supports now the FAZ-BD VM and appliance as managed devices 7.2.2 on page 152

IoT Vulnerabilities has been added to the Asset Identity Center 7.2.2 on page 157

Interface-based traffic shaping can display real time dropped packets 7.2.2 on page 35

Create a Policy Block from a selection of the policies within Policy Package 7.2.2 on page 191

Virtual IP (VIP) objects defined as an IP range are now searchable by an IP in the range 7.2.2 on page 208
FortiManager added support for FortiGate shared global objects 7.2.2 on page 210

NSX-T connector options can be managed from FortiManager 7.2.2 on page 259

NSX-T connector support for retrieval of North-South service objects 7.2.2 on page 261

FortiManager detects and displays the out-of-sync status of the FortiGate HA Cluster nodes 7.2.2 on page 38
Workspace mode is supported for the restricted admin 7.2.2 on page 158

Restricted IPS admins can manage the IPS header and footer and perform IPS installations in the global ADOM
7.2.2 on page 160

Object search is done using a persistent search menu, and the search extends to all object types 7.2.2 on page 216
FortiManager displays PSIRT information when a vulnerability is detected for managed devices 7.2.2 on page 163
FortiManager-VM added support for Oracle Dedicated Region Cloud 7.2.2 on page 262

FortiManager added support for SCCC Alibaba Cloud 7.2.2 on page 263

FortiManager supports authentication token for APl administrators 7.2.2 on page 165

FortiProxy 7.2 ADOM type added support for VDOMs 7.2.2 on page 168

AP groups can be now formed with different AP models 7.2.2 on page 90

Entitlement file can be uploaded during the setup wizard in air-gapped environments 7.2.2 on page 244

Improved FortiGate RMA process using zero touch provisioning 7.2.2 on page 41

FortiManager added support for IOTV objects and vulnerability download from FDS 7.2.2 on page 170
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7.2.3

Device Manager

Device and groups

Other enhancements

System

Administrators

Other enhancements

7.24

Policy and Objects

Policy

7.2.5

Central Management

AP Manager

Other enhancements
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Device configuration status and Policy Package status messages display
specific information about the out of sync cause and how to remediate 7.2.3
on page 45

VPN Monitoring displays IPsec VPN tunnels created by IPSec templates and
SD-WAN overlay wizard 7.2.3 on page 173

FortiManager French GUI support 7.2.3 on page 235

SAML assertions and SAML requests can be now signed to better support
third-party IdPs 7.2.3 on page 246

Extended JSON API to support the FortiManager backup operation 7.2.3 on
page 247

e Create a new policy based on the logged traffic and traffic hit count 7.2.4 on

page 193

AP Manager improvements in naming and tooltips 7.2.5 on page 90
FortiManager supports FortiPAM license validation and central packages
download 7.2.5 on page 173

Proxy settings server URL page enhanced with drag-and-drop and better
user experience 7.2.5 on page 175

Enforce Device Configuration option allows autolink to push changes on
FortiGate management interface during ZTP 7.2.5 on page 176
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Index

Policy and Objects

System
High availability » FortiManager-HA support automatic VRRP failover in Azure 7.2.5 on page
231
FortiManager 7.2.0 New Features Guide 268

Fortinet Inc.



Appendix A - Example scenarios

Appendix A - Example scenarios

« Branch configuration using FortiManager Jinja2 CLI templates on page 269

Branch configuration using FortiManager Jinja2 CLI templates

This document provides an example of how deploy model devices for branch FortiGates and configure IPsec/BGP/SD-
WAN to connect to the headquarter's HUB FortiGate devices using the FortiManager's Jinja2 CLI templates and
template groups.

This scenario is not intended as a step-by-step guide, and it is assumed that you have prior knowledge about
FortiManager, FortiGate's SD-WAN features, and the Jinja2 language.

This example covers the following:

Create metadata variables used in templates on page 270

Create Jinja templates and a CLI template group on page 271

Create a device group for branch devices on page 273

Create model devices and add them to device group on page 274

Assign a Jinja CLI template group to the branch device group on page 275

Set metadata variable mapping for each branch FortiGate on page 277

Preview Jinja script on device or device group on page 280

Perform installation to apply Jinja template configurations to branches on page 281
Jinja2 template sample scripts on page 282

© X No G hoN-=

Topology

All the provided Jinja2 examples and the configurations used in this example scenario refer to the following topology.
Each branch FortiGate has two ISP internet connections (WAN1 and WAN2).
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HUB2

WAN1 WAN2 WAN1

WAN2
ISP 2
ISP1
WAN1 WAN2 WAN1 WAN2 WAN1 WAN2
(Port 2) (Port3) (Port2) (Port3)

(Port 2) (Port3)

Branch 1 Branch 2 Branch 99
Port4 Port 4 Port 4
172.16.21.0/24 172.16.22.0/24

172.16.99.0/24

Create metadata variables used in templates

This configuration uses the following two metadata variables in CLI templates: branch_hostname and branch_id.

To create the metadata variables used in the Jinja templates:

1. Goto Policy & Objects > Tools > Display Options, and select the checkbox beside Metadata Variables to enable the
option.

2. Goto Policy & Objects > Object Configurations > Advanced > Metadata Variables.
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3. Click Create New to create a new metadata variable with the name branch_hostname, and click OK.

Create New Metadata Variables

Name branch_hostname

Description

Default Value
Per-Device Mapping >
Revision

Change Note"

Revision History

H Revert ||Ed View Diff

O  Revision # Changed by Date/Time Entry Key Entry name Action Change Note E

No record found.

Create Jinja templates and a CLI template group

You can create Jinja CLI templates through the Device Manager or by importing a file from your local PC disk. Once the
Jinja CLI templates have been created, you can add them all to a CLI template group to simplify management of the
templates.

The Jinja CLI templates used in this example can be found inJinja2 template sample scripts on page 282

To create a Jinja CLI template:

1. Go to Device Manager > Provisioning Templates > CLI Templates > Create New > CLI Template.
2. Enter the following information, and click OK.

a. Name: Enter the name of the template, for example cfg FG.

b. Type: Jinja scripts
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c. Script details: Input the Jinja script contents.

Create New CLI Template

Template Name cfg FG
Type Jinja Script ™
Description

%
Script Details Q

config system global
set hostname {{branch_hostname}}
end

ECEE

To import multiple Jinja scripts from a local PC disk:

1. Go to Device Manager > Provisioning Templates > CLI Template.
2. From the toolbar, select More > Import.
3. Open the file location on your computer and select the Jinja script files to import. Once the upload is complete, click

Import to finish.
In this example, the script name is entered, the Pre-Run CLI Template setting is disabled, and the Script Type is
Jinja Script.
Import CLI Template
Add files by drag & drop here or Add Files

File Script Name Pre-Run CLI Template Script Type

cfg_SDWAN.txt cfg_SDWAN (e ] Jinja Script v

cfg_IPsec.txt cfg_IPsec (e ] Jinja Script v

cfg_FG.txt cfg_FG (e ] Jinja Script v

cfg_BGP.txt cfg_BGP (@ Jinja Seript v

-
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To create a CLI template group:

1. Go to Device Manager > Provisioning Templates > CLI Templates > Create New > CLI Template Group.

2. Enter the following information, and click OK.
a. Template Group Name: cfg_branch_JinjaGRP.
b. Members: Select the four Jinja templates.
c. Reorganize the members by dragging-and-dropping them.

Create New CLI Template Group
Template Group Name cfg_branch_JinjaGRP
Description
%

Members I +
[cfe_FG x|
[ cfg_IPsec x]
[ cfg_BGP x]
[(cfg_SDWAN x]

*re-order the members by dragging and dropping the item

. -

Create a device group for branch devices

You can create the device group which will include your FortiGate branch devices.
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To create a device group for FortiGate branch devices:

1. Go to Device Manager > Device & Groups > Device Group > Create New Group.
2. Create a new device group with the name Branch-gr, and click OK.

Create New Device Group

@ Create New Group (O Add to Existing Group(s)

Group Name Branch-gr

Description

=+ Add Member Tl Remove Member

O | Device Name Type Platform 1P
No record found.

Q
Firmware Version E

o

Create model devices and add them to device group

Create the model devices for your branch devices. Once created, you can add them to the previously configured device

group.

To add model devices to FortiManager:

1. Add your FortiGate branch device using the FortiManager Device Manager.
2. Configure the details for your model device, including the device serial number.
In this example, Port Provisioning is configured as 10. FortiManager will create 10 ports for this FortiGate-VM.
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3. Enable Add to Device Group, and select the previously configured Branch-gr device group.

Add Device

@ Add Model Device

Name
Link Device By @
Serial Number

Use Device Blueprint

Device Model

Port Provisioning

OEnforce Firmware Version

B Add to Device Group

OAdd to Folder
OPre-Run CLI Template
OAssign Policy Package
Provisioning Templates
Metadata Variables

Copy Device Dashboard

Branch1

(®Serial Number

(@

FortiGate-VMé4

10

7.0 (by default)

Q Pre-shared Key

Q
Branch-gr x
]
Click here to assign
Edit Variable Mapping
Click to select v
< Previous Next > Cancel

4. Add the other branch models, and view the device manager table to confirm that your devices have been added.

& Ins

tall Wizard

® Device & Groups v
l& Search.. Q

©Managed FortiGate (7)

@ Branch1
@ Branch2
@ Branch3
= Branch4
m Branch5
+ HUB1
+ HUB2
©Branch-gr (5)
@ Branchl
@ Branch2
@ Branch3
@ Branch4
@ Branch5

Scripts

Assign a Jinja CLI template group to the branch device group

[# Edit | |W Delete
O  Device Name
a @Branchl
O | ®@Branch2
O | ©Branch3
a @ Branch4
O | ®@BranchS
O | #HuB1

0O | #HUB2

mport Configuration &

Config Status

A Modified (recent a
A Modified (recent a
A Modified (recent a
A Modified (recent 3
A Modified (recent a

+ Auto-update

A Modified

Install v ‘ |E| Table View v | More v

Host Name

vlan171 021

vlan171_022

IP Address

10.8.71.21

10.8.71.22

Platform

FortiGate-VM64
FortiGate-VM64
FortiGate-VM64
FortiGate-VM64
FortiGate-VM64

FortiGate-VM64

FortiGate-VM6é4

' Show Charts v

Firmware Version

FortiGate 7.0,build0365
FortiGate 7.0,build0365
FortiGate 7.0,build0365
FortiGate 7.0,build0365
FortiGate 7.0,build0365

FortiGate 7.0.5,build0304 (...

FortiGate 7.0.5,build0304 (...

You can assign the Jinja CLI template group which includes your CLI templates to the branch device group.
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To assign the Jinja CLI template group to the branch device group:

1. Go to Device Manager > Provisioning Templates > CLI Templates.
2. Select the previously created cfg_branch_JinjaGRP CLI template group.

Device Manager + = & Install Wizard
& Device & Groups > ‘ 4 Create New v | [L’; Edit l ‘ B Delete ‘ | @ Assign to Device/Group ] ¢ More ~ |
Scripts T T T . ) T .
=] Name Type Assigned to Device/Group Variables
i@ Provisioning Templates v
[EPre-Run CLI Template (3) i
Template Groups O  provision_interfaces_¢ Jinja 0 Devices in Total vm_interface_number
Fabric Authorization Temp... O | split_hardware_switct CLI 0 Devices in Total
System Templates O | split_hardware_switck CLI 0 Devices in Total
IPsec Tunnel Templates EICLI Template (4)
SD-WAN Templates 0O | cfg.BGP Jinja 0 Devices in Total branch_id
SD-WAN Overlay Templat... O cfg_FG Jinja 0 Devices in Total branch_hostname
Static Route Templates O cfg_IPsec Jinja 0 Devices in Total branch_id
cfg_SDWAN Jinja 0 Devices in Total
BGP Templates (= 5. b !
[ECLI Template Group (1)
IPS Template ~  cfg_branch_JinjaGRP CLI/Jinja O Devices in Total
Certificate Templates
Threat Weight

CLI Templates

NSX-T Service Templates
M Firmware Templates

3 Monitors >

3. Click Assign to Device Group on the top menu, and select the Branch-gr device group.

Assign to Devices/Groups

CLI Template: cfg_branch_JinjaGRP
Available Entries (7) Selected Entries (1)
Q Q
[0 @ Branch1 [root] (IP: N/A, Platform: FortiGate-VMé4) [ && Branch-gr

O @ Branch2 [root] (IP: N/A, Platform: FortiGate-VMé4)
[0 @ Branch3 [root] (IP: N/A, Platform: FortiGate-VM64)
[0 @ Branch4 [root] (IP: N/A, Platform: FortiGate-VMé4)
[0 @ Branchs5 [root] (IP: N/A, Platform: FortiGate-VMé4)
[J 4 HUB1 [root] (IP: 10.8.71.21, Platform: FortiGate-VMé«
O 4 HUB2 [root] (IP: 10.8.71.22, Platform: FortiGate-VM6¢

[ o IS

FortiManager 7.2.0 New Features Guide 276
Fortinet Inc.



Appendix A - Example scenarios

4. In Device Manager > Provisioning Templates > CLI Templates, the CLI template group has been assigned in the
Assigned to Devices/Group column.

Device Manager ~ = & Install Wizard
® Device & Groups > ‘4- Create New v| [ Edit ‘E{ Delete | @ Assign to Device/Group H i More v ‘
Scripts - . 3 S
E Name Type Assigned to Device/Group Variables Description »
Provisioning Te tes i
& Provisioning Templates v prrwryyayEoe——yE
Template Groups [m} provision_interfaces_t Jinja 0 Devices in Total vm_interface_number predefined script for FGT-VM
Fabric Authorization Temp... O split_hardware_switch CLI 0 Devices in Total predefined script for FGT 40F/80E/100E/10
System Templates O  split_hardware_switch CLI 0 Devices in Total predefined script for FGT 60F/90E
IPsec Tunnel Templates EICLI Template (4)
SD-WAN Templates O cfg_BGP Jinja 0 Devices in Total branch_id
SD-WAN Overlay Templat... [m} cfg_FG Jinja 0 Devices in Total branch_hostname
Static Route Templates 0O  cfg_IPsec Jinja 0 Devices in Total branch_id
O  cfg SDWAN Jinja 0 Devices in Total edit "HUB1_HC" set server "172.16.255.253
BGP Templates
[EICLI Template Group (1)
ST 5 Devices in Total  View Details >
Certificate Templates «  cfg_branch_JinjaGRP CLI/Jinja c
2 Branch-gr (5)

Threat Weight

CLI Templates

NSX-T Service Templates

Set metadata variable mapping for each branch FortiGate

Metadata variable values must be mapped for each branch device.
There are three methods you can use to set values for metadata variables.

« Editing metadata values from the Device Manager.
« Editing metadata values from Policy & Objects.
» Exporting and importing metadata variables with mappings.
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To edit metadata values in the Device Manager:

1. Go to Device Manager > Device & Groups, right-click a device in the device table, and select Edit Variable Mapping.

@0 Add Device -

-] .
an Device Group «

& Install Wizard

W T

Host Name IP

PR T Al Y

vlan171_021 1

vlan171_022 1

® Device & Groups N ||—_'| Edit ] |@I Delete | ‘-EI Import Configuration ‘ ‘.L Install v ‘ ‘EI Table View v
& Search.. Q [ | Device Name | Config Status '
©Managed FortiGate (7) v @Branchy e
@ Branch1 O @ Branch2 1% Quick Install (Device DB)
m Branch2 O @ Branch3 & Install Wizard
@ Branch4
Ll o =+] Import Configuration
m Branch4 O @ Branch5 ) )
4 -
@ Branch5 - B & Re-install Policy
+ HUB1 B3 Policy Package Diff
+HUB2 O 4 HUB2 ¥% Configuration
®Branch-gr (5) s Edit
m Branch1 (& Edi
@ Branch2 i Delete
m Branch3 & Grouping
@ Branch4 & Add VDOM
m Branch5
(® Run Script
Scripts

B Provisioning Templates

i Firmware Templates

2 Monitors

2. Inputthe values forthe branch hostname andbranch id metadata variables, and click OK to save.

>

&> Refresh Device
& Fabric Topology
EB Install VM License
Firmware Upgrade

Edit Metadata Variable Mapping - Branchi(global)

v B W N e R

Variable Name
$(branch_hostname)
$(branch_id)
$linternet_int1)

$(vm_interface_number)

Mapping Value
Branch1

3. Repeat these steps for each model device.

To edit metadata values in Policy & Objects:

Default Value

wanl

wan2

o [

1. Goto Policy & Objects > Object Configurations > Advanced > Metadata Variables.
2, Editavariable.
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3. Click Create New under Per-Device Mapping.

Edit Metadata Variables

Name

Description

Default Value

Per-Device Mapping

4 Create New [ E

[0 Mapped Device Value E

No record found.

Revision

Change Note*

4. Select a mapped branch device and specify the variable value, and click OK.
In this example, the model device does not have VDOMs enabled.

Per-Device Mapping

Mapped Device @ Branch1 (global)

Value 1

5. Repeat this process for each device.
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To export and import metadata values:

1. Goto Policy & Objects > Object Configurations > Advanced > Metadata Variables.

2. Click More > Export Metadata Variables from the toolbar.

£%  Policy & Objects v

B Policy Packages >
& Object Configurations v
@ Normalized Interface >
B Firewall Objects >
@ Security Profiles >
%% Fabric Connectors >
J2 User & Authentication  »
% WAN Optimize >
& Dynamic Object >
| E: Advanced v
CA Certificates

Metadata Variables

Themetadata variables. json file will be downloaded to your computer's Downloads folder. You can edit the

£ Tools ~

Iscription

Bk Policy Package + & Install Wizard ~ & ADOM Revisions

|+ Create New ||I'_'; Edit ] ‘@] Delete ‘ i More V‘

[E Name ' Defaul % Clone

v~ &branch_hostname Q. Where Used

[0 &&branch_id <] Import Metadata Variables
O internet_int1 wanl | [ Export Metadata Variables
O internet_int2 wan2 ‘
O =& vm_interface_number 1

JSON file to set values directly by using an external editor.

3. Once the file has been edited, you can import the file back into FortiManager by going to Policy & Objects > Object
Configurations > Advanced > Metadata Variables, and selecting More > Import Metadata Variables from the toolbar.

Preview Jinja script on device or device group

You can preview the Jinja script on a FortiGate device or device group to view the rendered Jinja script contents. If

predefined vari

everything looks correct, you can then perform the installation to apply the template to the device.

To preview a Jinja script on a device or device group:

1. Go to Device Manager > Provisioning Templates >CLI Templates.
2. Under CLI Template Group, select the template group.
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3. Click More > Preview On Device from the toolbar.

Device Manager « = & Install Wizard

@ Device & Groups > |+ Create New v ‘ “’_’. Edit | ‘]Eq Delete ‘:n Assign to Device/Group | ¢ More ~ ‘

[ Scripts

i [E Name Type Assigned to Device/Group % Clone
Provisioning Templates { ~

& Stew EPre-Run CLI Template (3) i 3] Import
Template Groups O provision_interfaces_¢ Jinja 0 Devices in Total B Export
Fabric Authorization Temp... O  split_hardware_switct CLI 0 Devices in Total

[Z Validate

0 Devices in Total

System Templates O  split_hardware_switct CLI

[EICLI Template (4)

IPsec Tunnel Templates

SD-WAN Templates O cfg_BGP Jinja 0 Devices in Total
SD-WAN Overlay Templat. O cfsFG Jinja 0 Devices in Total branch_hostname
Static Ratte Templates O cfg_IPsec Jinja 0 Devices in Total branch_id
BGP T iat O cfg SDWAN Jinja 0 Devices in Total

emplates

. EICLI Template Group (1)

len i 5 Devices in Total  View Details >
Certificate Templates ~  cfg_branch_JinjaGRP CLI/Jinja
Threat Weight 45 Branch-gr (5)

CLI Templates

NSX-T Service Templates
# Firmware Templates

CJ Monitors >

Once the script render is complete, the script contents are displayed.

B Preview On Device

Preview CLI Template - Preview on Device (3/3)

Assigned Devices Branch1 (root)

config vpn ipsec phasel-interface

edit HUB1-VPN1
set interface port2
set ike-version 2
set peertype any
set net-device enable
set mode-cfg enable
set proposal aes256-sha256
set add-route disable
set localid Branchl
set auto-discovery-receiver enable
set auto-discovery-shortcuts dependent
set network-overlay enable
set network-id 1
set remote-gw 101.8.71.21
set psksecret ENC

next

edit HUB1-VPN2
set interface port3
set ike-version 2
set peertype any
set net-device enable
set mode-cfg enable

Perform installation to apply Jinja template configurations to branches

To apply the CLI Jinja templates, you can install the changes to your branch devices.

To apply the Jinja templates through installation:

1. Go to Device Manager > Devices & Groups.

The Provisioning Templates column shows the cfg_branch_JinjaGRP is assigned to the branch devices. The yellow

caution icon indicates that new changes are not yet applied to the FortiGate devices.
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2. Apply the Jinja template to the model devices by performing an installation to the devices.
There are two options for performing an install.

» Perform a Quick Install from the device database.
« Install the policy and package and device settings through the Install Wizard.

3. Once the ZTP process is finished, you can see the branch FortiGate devices are converted into the real devices with
fully synchronized configurations.

ADOM: sd

[ Edit || Delete | | Import Configuration \‘g. Install ~ ||@ Table View ~ \ | § More v | (O» Show Charts ~

[0 Device Name Config Status IP Address Platform Description Firmware Version Policy Package Statu Provisioning Templates I
| O  4Branchl + Synchronized 108.71.23 FortiGate-VM&4 FortiGate 7.0.5,build0304 (..  +Bumaby_Branches + [Ecfg_branch_linjaGRP

0O  4Branch2 + Synchronized 108.71.24 FortiGate-VMé4 FortiGate 7.0.5,build0304 (..  + Bumaby_Branches + BJcfg branch_linjaGRP

O @ 4Branch3 + Synchronized 10.8.71.25 FortiGate-VM6&4 FortiGate 7.0.5,build0304 (.. v Burnaby_Branches « BJcfg_branch_JinjaGRP

(m} | #Brancha + Synchronized 108.71.26 FortiGate-VMé4 | FortiGate 7.0.5,build0304 (.. VBumabv_Bnn:hes‘ + [Ecfg_branch_JinjaGRP

0O | 4Branch5 + Synchronized 10.8.71.27 FortiGate-VM64 FortiGate 7.0.5,build0304 (.. v Burnaby_Branches + [cfg_branch_linjaGRP

(m] | aow + Synchronized 10.8.71.20 FortiGate-VMé&4 FortiGate 7.05,build0304 . ANever installed |

0O 4#HuBl + Auto-update 108.71.21 FortiGate-VM6&4 FortiGate 7.0.5,build0304 (... =+ default

0O @ 4HuB2 A Modified 108.71.22 FortiGate-VMé4 FortiGate 7.0.5,build0304 .. =+ default

You can now view the devices in FortiManager's SD-WAN monitor.

To view the SD-WAN monitor:

1. Go to Device Manager > Monitors > SD-WAN Monitor.
The SD-WAN monitor is displayed.

vice Manager = v ADOM: sd. @
& Device & Groups ' B Olshow Unhealthy Devices Only C -

B Scripts  Tota: 5 (@3 @0 @2 @0 )
@ Provisioning Templates » 4 Branchl

& Firmware Templates © HuB1-vPN1
© HUB1-VPN2
@ HUB2-VPN1
@ HUB2-VPN2

© HUB1-VPN1
© HUB1-VPN2
@ HUB2-VPN1
O HUB2-VPN2

© HUB1-VPN1
© HUB1-VPN2
© HuB2-vPN1
HUB2-VPN2
O port2
@ portd
4 Branch4
@ HUB1-VPN1
HUB1-VPN2
© HUB2-VPN1
G HuB2-vPN2
@ port2
@ porta
" # Branchs
© HuB1-vPN1
HUB1-VPN2
© HuB2-VPN1
© HuB2-VPN2
port2
@ porta

Jinja2 template sample scripts

Below are the Jinja2 template sample scripts used within this example.

cfg_FG

config system global
set hostname {{ branch hostname }}
end
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cfg_IPsec

{# define a list of tunnels #}

{%

set tunnels= [

oe
—

config vpn ipsec phasel-interface

{

by

'tunnelname':
'remote IP':'
'network id':

'HUB1-VPN1',
101.8.71.21"
'1 ] ,

'interface':'port2'

'tunnelname’:
'remote IP':'
'network id':

'HUB1-VPN2',
102.8.71.21"
'2 Al ,

'interface':'port3'

'tunnelname’':
'remote IP':'
'network id':

"HUB2-VPN1',
101.8.71.22"
'5 L} ,

'interface':'port2'

'tunnelname’:
'remote IP':'
'network id':

"HUB2-VPN2',
102.8.71.22"
'6',

'interface':'port3'

{%$- for tunnel in tunnels %}

{% endfor

end

config vpn ipsec phase2-interface

edit {{

set ike-version 2

set peertype any
set net-device enable

set mode-cfg enable

set proposal aes256-sha256

set add-route disable

set localid Branch{{branch id}}

set auto-discovery-receiver enable

set auto-discovery-shortcuts dependent
set network-overlay enable

set network-id {{ tunnel.network id }}

’

’

’

’

tunnel.tunnelname }}
set interface {{ tunnel.interface

H}

set remote-gw {{ tunnel.remote IP }}

set psksecret gal23456

next

oe
—
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{%$- for tunnel in tunnels %}
edit {{ tunnel.tunnelname }}

set phaselname {{ tunnel.tunnelname }}

set proposal aes256-sha256
set auto-negotiate enable
next
{% endfor
end

oe
—

config system interface
{%$ for tunnel in tunnels %}
edit {{ tunnel.tunnelname }}
set allowaccess ping
next
{% endfor %}
End

config system interface
{%$ for tunnel in tunnels %}
edit {{ tunnel.tunnelname }}
set allowaccess ping

next
{% endfor %}
end
cfg_BGP

{# define the neighbors #}
{%
set neighbors= [
{
'neighborID':'31",
'interface': 'HUB1-VPNL1'

'neighborID':'63"',
'interface': 'HUB1-VPN2'

'neighborID':'159"',
'interface': 'HUB2-VPNL1'

'neighborID':'191",
'interface': 'HUB2-VPN2'
by

-
—

{# define function build bgp() #}
config router bgp
set as 65000
set router-id 172.16.0.{{branch id}}
set ibgp-multipath enable
set additional-path enable
set recursive-next-hop enable
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set graceful-restart enable
set additional-path-select 4
config neighbor

{%$- for item in neighbors %}

edit 10.10.{{item.neighborID}}.253
set advertisement-interval 1
set capability-graceful-restart enable
set link-down-failover enable
set soft-reconfiguration enable
set description {{item.interface}}
set interface {{item.interface}}

set remote-as 65000
set connect-timer 10

set additional-path receive

next
{% endfor %}
end
end

cfg_SDWAN

o

{

set zone= [

'name' :"WAN1",
'member': 'port2',

'name’' : "WAN2",
'member': 'port3’,

'name' :"HUB1",
'member':'HUB1-VPN1',

'name’':"HUB1",
'member': 'HUB1-VPN2',

'name':"HUB2",
'member': 'HUB2-VPN1',

'name’' :"HUB2",
'member': 'HUB2-VPN2',
by

oe
—-—

config system global
set hostname {{branch id}}
end

{# Config SDWAN Zone and Zone Member #}

config system sdwan
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set status enable
config zone

{%$- set exclude zone = [] %}

{%- for item in zone if item.name not in exclude zone %}
{{ exclude_zone.append(item.name) or ""}}
edit {{ item.name }}
next

{% endfor %}

end

config members
{%$- for i1 in zone %}
edit {{ loop.index }}
set interface {{ i.member }}
set zone {{ i.name }}
next

{%$ endfor %}
end
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