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Introduction

Introduction

This document has been produced for FortiAuthenticator Agent for Microsoft Windows 2.5, a plugin for Windows
domain PCs that allows a FortiAuthenticator OTP to be inserted into the Windows authentication process.

The document covers the installation and configuration of the FortiAuthenticator Agent on a supported Microsoft
Windows system and configuration of the FortiAuthenticator.

FortiAuthenticator Agent for Microsoft Windows

FortiAuthenticator Agent for Microsoft Windows is a Credential Provider plugin for Windows operating systems that
allows a FortiToken One Time Passcode (OTP), validated by FortiAuthenticator, to be inserted into the Windows
authentication process.

The modified login process requires Username and OTP to be validated via the FortiAuthenticator, and the Username
and Password validated as normal via Active Directory (AD).

FortiAuthenticator Agent validates the OTP prior to the AD password which prevents any possibility of brute forcing the
password.

This administration guide is based on FortiAuthenticator Agent for Microsoft Windows 2.5.

System requirements

FortiAuthenticator Agent for Microsoft Windows 2.5 has the following system requirements:

l 20 MB of free disk space
l TCP/IP networking
l Microsoft .NET Framework 4 Client Profile or later
l Visual Studio C++ 2012 redistributable packages

Microsoft .NET Framework and Visual Studio C++ redistributable packages will be
automatically downloaded and installed if required. An internet connection is required,
otherwise these packages can be installed manually before proceeding with the
installation.

Minimum operating system requirement

FortiAuthenticator Agent for Microsoft Windows 2.5 requires an operating system with .NET framework 4.6.0. The
minimum operating systems supported are:
l Server operating system: Windows Server 2008
l Desktop operating system: Windows Vista
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Required ports

The following ports must be allowed between the Client operating system and the specified system:

Port Destination Description

TCP/443 FortiAuthenticator Used by FortiAuthenticator Agent for
Microsoft Windows to validate the
entered Two-Factor Authentication
Token.

TCP/389 Windows Domain Controller Indirectly used by FortiAuthenticator
Agent for Microsoft Windows to
verify group membership of the user
in order to identify if Two-Factor
Authentication should be applied.

Third-party trademark notice

Windows is a registered trademark of Microsoft Corporation in the United States and other countries.
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FortiAuthenticator configuration

FortiAuthenticator configuration

To enhance the Microsoft Windows operating system login with the use of a OTP (i.e. the two-factor authentication
token), FortiAuthenticator Agent for Microsoft Windows uses the FortiAuthenticator REST API. To use the REST API, a
key is required which must be generated before installing the desktop agent software.

Generating an API key requires a working email configuration. Before proceeding, configure and test an email server in
System > Messages > SMTP Servers and set it as active in System > Messages > Email Services.

To generate an API key:

1. Log into FortiAuthenticator.
2. Edit the admin user in Authentication > Local User Management > Local Users and enableWebService Access

in the Role section. ClickOK and an email containing the API Key for that user will be sent.

The required users should be imported via LDAP and assigned a FortiToken with which to authenticate before
proceeding.
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Agent installation procedure

FortiAuthenticator Agent for Microsoft Windows is designed for installation onto a Domain connected system.

All network communications take place over TLS 1.2. As a result, the minimum required
version of .NET Framework is 4.6.0. The Agent's installer will offer to install this when
necessary.

To install FortiAuthenticator Agent for Microsoft Windows:

1. On the desktop you wish to perform two-factor enhanced login run the FortiAuthenticator Agent install file as a
Domain Administrator (e.g. either as a logged in Domain Administrator or by right-clicking and select Run as
Administrator. Note that the Agent can also be installed via GPO, however that process is not covered in this
document.

2. Read and accept the License Agreement and either install to the default installation location or select a more
suitable location.

3. The .Net 4.6.0 Framework and Visual Studio C++ redistributable packages are required and will be downloaded
and installed as part of the process.
FortiAuthenticator Agent for Microsoft Windows will now begin to install.
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4. Select Next to continue with the installation.

5. Select the appropriate installation location.

6. Select the appropriate start menu folder.
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7. Select to create a desktop icon to open the FortiAuthenticator Agent configuration utility (disabled by default).

8. The setup is now ready to proceed. If there are any unfulfilled dependencies such as the need for the .NET
Framework of MS Visual C++ libraries, they will be displayed here. Select Install to continue.

9. The required dependencies will be automatically downloaded at this point, so ensure the system has internet
access before proceeding. Alternatively, these packages can be downloaded and manually installed.

The installation is now complete. Launch the FortiAuthenticator Agent for Microsoft Windows configuration utility to
configure the specifics of your setup.
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Agent configuration

Once installed the FortiAuthenticator Agent Configuration utility will automatically open. This can also be started via the
Start menu.

To configure FortiAuthenticator Agent for Microsoft Windows:

1. Go to Start > All Programs > Fortinet > FortiAuthenticator Agent > FortiAuthenticator Agent for Microsoft
Windows.

2. Select theGeneral tab, and click the Two Factor Authentication > Configure button.

The Simulation tab, shown in the image below, is used for the testing of the login process
and is not used in normal operation.

3. In the Two Factor Authentication configuration screen, configure the IP address, username and API key obtained
in FortiAuthenticator Configuration.
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4. For test purposes, disable Server Certificate Verification. This can be configured once the installation has been
tested and proven working.
If there is a server subject name or CA certificate file specified, enable Verify Server Certificate, delete the entries
and disable Verify Server Certificate. Authentication may fail in some circumstances if this is not performed. This
issue will be resolved in a future release.

5. Select the Domain tab and select the domains you want to include in the two-factor authentication process by
clicking the arrow.

Optional configuration settings

FortiAuthenticator Agent for Microsoft Windows includes a range of settings specific to the behavior in the event of
failure and when recovery is required. These features are described below.
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Timeout

Timeout configures the behavior to adopt should the FortiAuthenticator become unavailable or slow to respond. The
timeout for which a request is considered to be unresponsive is set to five seconds and three consecutive requests will
be made resulting in 15 seconds required for an unavailable system to time out. These default settings can be
customized to make the system time out sooner or later if necessary.

Cached credentials

The cached credentials configuration details how the system should behave if the device is away from the domain and
the domain controller is not available to process the login. In this situation cached credentials can be allowed by the
administrator to enable users to continue working, such as when at home. Cached credentials are accepted for the
validity period specified, after which time the user must return to the domain and properly authenticate.

Override users

Override users are users whose tokens can be used to log other users into their systems. The purpose of such an
override is to allow emergency access to a system when a user token is not available (e.g. lost, forgotten, or misplaced).

FortiAuthenticator Agent for Microsoft Windows 2.5 Install Guide 13
Fortinet Technologies Inc.



Agent installation procedure

When this feature is enabled, the user can log in with the Administrator Override checkbox enabled. This creates an
additional dialog during the login process to enter the Administrator Name that corresponds to the override OTP token.

Exempt users and groups

If local administrators are removed from Windows, and all domain users are protected by two factor authentication, but
the Agent/FortiAuthenticator are incorrectly configured, this can lead to issues where users are permanently locked out
of the system — this may require a system reinstallation. It is therefore recommended that at least one exempt user is
configured who can log in without the need to enter a two-factor authentication token. You may also exempt user
groups.

Exempt users can log in and recover any misconfiguration, avoiding the need for reinstallation of the operating system.
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Contact secondary FortiAuthenticator for load-balancing HA

The agent can be set to try to reach a secondary FortiAuthenticator if the primary is unreachable. When configured, the
primary and secondary are used round-robin style (for retries) upon each authentication.

Default domain for logon

The log on screen can be set to a default domain. Select from eitherNone, Most Recent, or select a specific domain
from the dropdown list available on the computer. For more information, see the Installation parameters.
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Agent testing

Once installation and configuration is complete, log out from the account and attempt to log in using the
FortiAuthenticator two-factor authentication enhanced service.

To test the agent:

1. Select the FortiAuthenticator agent login application.

2. Use the dropdown box to select the domain of which you are a member. The dropdown is not mandatory and the
user may supply usernames of the form DOMAIN\Username orUsername@domain.com. The user should not do
both, however (i.e. select from the dropdown and use DOMAIN\username).

3. Enter your username, AD password, and your FortiToken passcode. Note that this is a OTP. If it has been used to
log in previously on this or any other system, please wait for the next passcode.

If login fails, see Appendix A - Debugging to identify the issue.

Live deployment

If incorrectly configured, the following changes could result in being permanently locked out of
the system. Please test first on a non-critical system before proceeding.
It is highly recommended that a method to bypass two-factor authentication in the case of
misconfiguration is enabled such as that described in Exempt users and groups.
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In the mode shown in Agent testing, the use of the token code can be bypassed by selecting theOther User login
method, bypassing the FortiAuthenticator Agent, and the requirement for a OTP. In a live system, it would be necessary
to prevent this bypass in order to enforce two-factor authentication. To do this:

l Open the FortiAuthenticator Agent GUI, select Credential Provider Options, and uncheck theMicrosoft Built-in
Password Provide enabled option.

When the user attempts to log in again, the login dialog will be restricted to FortiAuthenticator Agent Login only.
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Offline token configuration

The instructions below describe how to configure FortiAuthenticator Agent offline token support.

FortiAuthenticator configuration

To configure the FortiAuthenticator to enable offline token support:

1. Go to Authentication > User Account Policies > Tokens.
2. Under FAC Agent Offline FortiToken Support, select Enable offline support.

Now we need to generate the web service key for the Windows agent to talk to FortiAuthenticator with an
associated administrative account. Once you enable this on the account the key will be emailed to the email
address in the account details from FortiAuthenticator.

3. Go to Authentication > User Management > Local Users and edit the admin account.
4. UnderUser Role, enableWeb service access and provide the appropriate email address underUser Information.
5. Go to Authentication > User Management > Remote Users and ensure that LDAP users are imported in

FortiAuthenticator and Tokens are enabled.
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6. Go to Authentication > Self-service Portal > Access Control and set the Access Control realm to the LDAP server
where we want the users to be authenticated.

FortiAuthenticator Agent for Windows configuration

To set up FortiAuthenticator Agent for Microsoft Windows:

1. Log on to the host system where the Windows agent has been installed.
2. Select theGeneral tab and select the Configure button to load the configuration settings.
3. Verify the IP address of the FortiAuthenticator server and the administrator account name.
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4. Copy theWebService Key that was emailed to the administrator account into the Rest API Key box.

5. Next, select theOffline tab and verify the following:
l Check the Enable offline token… box.
l Enter the Shared Secret that was set on the FortiAuthenticator (Authentication > User Account Policies >

Tokens).
l Verify the Domain is the correct AD Domain and the Realmmust be the exact realm setup in
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FortiAuthenticator that points to the LDAP directory (Authentication > User Management > Realms).

6. In the Domains tab, select the AD Domain and move it into the Include in Two Factor Authentication column.

This completes the configuration of the Windows agent.

You will need to log in to the host system in an online mode initially so that the agent can sync the offline tokens from
FortiAuthenticator. Then the offline tokens will be cached.

Before the agent and FortiAuthenticator sync, make sure the host system time and the time
on FortiAuthenticator are in sync. If the time is off by several minutes, the offline tokens will
not work.
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Credential provider options

By un-checking the option for the default Microsoft Built-in Password Provider, we eliminate the ability for domain
users to bypass the agent when logging in. It is enabled by default on the Agent for safety reasons.

The Administrator has to un-check that option and save changes. Once that's done, the default Windows credentials
provider (e.g., "Other User" option) will no longer be available.

Offline token time/count size

The time/count remaining for offine token validation can be viewed when logging in. All tokens downloaded have
enough offline tokens for the configured cache size plus the authentication window size. For example, if the HOTP
cache size is 50, and the HOTPwindow is 10, you initially have 60 tokens. Note that when tokens are displayed but not
submitted to the FortiAuthenticator, this can be fewer than 60 authentication attempts.
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Appendix A - Debugging

Common login errors

The authentication order when authenticating a user with FortiAuthenticator Agent for Microsoft Windows is:

Username + OTP à FortiAuthenticator

Username + Password à Windows Domain Login

This is important when diagnosing issues with the login process.

Verification of users OTP failed: 401 Not Authorized

The OTP validation is the first step in the authentication process. The OTP failed error suggests that the
FortiAuthenticator is reachable, but the user does not exist on the FortiAuthenticator. This are a few reasons for this to
occur:

Cause Resolution

User mistyped username (will be visible in the login GUI
and FortiAuthenticator logs)

User must reattempt with correct credentials.

User has not been provisioned on the FortiAuthenticator Contact your FortiAuthenticator administrator.

Verification of users OTP failed: 401 Not Authorized

The OTP failed error suggests that the FortiAuthenticator is reachable, but is responding with an authentication error,
i.e. the incorrect username/OTP combination has been entered. There are several reasons for this to occur:
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Cause Resolution

User is using a token not assigned to them. Only the
token assigned to the user in the FortiAuthenticator
database can be used for authentication.

Use the assigned FortiToken.

The user is configured in FortiAuthenticator but does not
have a FortiToken assigned.

Contact your FortiAuthenticator administrator.

The user is using a FortiToken OTP (the digits from the
token) that has been used previously to authenticate.
This may include on another system, or in a previous
failed attempt to log into the current system.

Wait for a new OTP to be generated and retry.

Token is out of sync. Log into the FortiAuthenticator portal to resynchronize
token.

Unknown user / incorrect password

The fact that the logon process has reached the point at which the password is being validated means that the
Username and FortiToken OTP has been successfully validated. There are several possible reasons for such an error:

Cause Resolution

User has mistyped their password. Retry login with the correct AD password. Remember to
wait for a new FortiToken OTP otherwise the OTP
validation will fail.
User should follow organizational password reset
procedure if problems persist.

The user has been deleted from AD since they were
imported into FortiAuthenticator.

Contact the AD administrator.
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Appendix B - Installation CLI commands

Installation requires AD access - ensure installation user has access to query domain
information from AD and the workstation is online. If not FortiAuthenticator Agent may not
fully function until the configuration application is manually run and settings fixed.

Installation parameters

The following command line parameters are supported during installation:

FortiAuthenticator Agent installer commands are case-sensitive and are required to be all
uppercase.

/SP-

Disables the “This will install... Do you wish to continue?” prompt at the beginning of Setup.

/SILENT

Instructs Setup to be silent. When setup is silent the wizard and the background window are hidden but the installation
progress window is displayed.

/VERYSILENT

Instructs Setup to be very silent. As per /SILENT but the install progress window is also hidden.

/SUPPRESSMSGBOXES

Instructs Setup to suppress message boxes. Only has an effect when combined with /SILENT and /VERYSILENT.

/DIR="x:\dirname"

Overrides the default directory name displayed on the Select Destination Location wizard page. A fully qualified
pathname must be specified.

/GROUP="folder name"

Overrides the default folder name displayed on the Select Start Menu Folderwizard page.

/NOICONS
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Instructs Setup to initially check the Don't create a Start Menu folder check box on the Select Start Menu Folderwizard
page.

/OFFLINEENABLED

Turns offline mode on, will also disable "cached credential" support.

/OFFLINESHAREDSECRET=<secret>

Sets shared secret value to this (encrypted at the end of the install).

/OFFLINEREALMS=domain1:realm1,domain2:realm2

Sets domain-realm mappings, invalid entries cleared.

/TILEIMG="C:\path\to\file.bmp"

The login tile image.

/MOTD="Here is a custom MOTD"

Overrides the default MOTD which contains version information.

/DEFAULTDOMAINMODE=

Enter after the equals (=) sign either 0 for none, 1 for most recent, or 2 for a specific domain.

/DEFAULTDOMAIN=DOMAIN

Enter the domain's down-level/NETBIOS name. For example, for sub.example.com, enter SUB.

Installing secondary FortiAuthenticator for HA

In order to configure a secondary FortiAuthenticator with the same installation commands as the primary, the following
command must be entered:

/ALTFACENABLED

Now all relevant existing commands can be used to configure the secondary unit provided they are prefaced with "ALT" 
(meaning "alternate"), for example:

/ALTFACHOST...

/ALTFACRESTADMIN=...

/ALTFACRESTKEY=...
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General configuration settings

/DISABLEMSPROVIDER

Disable the default Microsoft built-in password provider.

Disabling the default password provider removes Microsoft's default logon mechanism. If
FortiAuthenticator Agent malfunctions or otherwise prevents access to the machine, even
safe mode may not resolve the issue.
When enabling this feature, it is recommended to have at least one exempt user configured
who has administrative access. This will mean that even while the FortiAuthenticator Agent
service is running, exempt users can bypass FortiAuthenticator Agent authentication.

If the built-in provider remains enabled, users can bypass two factor authentication by using
the default provider.

Two-factor authentication settings

/FACHOST=host name

Set the value of the FortiAuthenticator host name/IP address.

/FACRESTADMIN=admin name

Set the value of the FortiAuthenticator administrator for which Web Services have been enabled.

/FACRESTKEY=api key

Set the value of the key to be used for Web Services access.

/FACVERIFYSERVERCERT

Enable verification of the FortiAuthenticator web server certificate.

/FACSERVERSUBJNAME=subject name

The web server certificate subject name (e.g. CN=<server subject name>). The default firmware server certificate uses
the FortiAuthenticator serial number (e.g. FAC-VM0A12001111).

/FACCACERTFILE="ca certificate file path"
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The CA certificate which issued the web server certificate. By default this is the Fortinet CA which comes pre-installed in
the FortiAuthenticator Agent installation directory.

/AUTHNUMRETRIES=number of retries

The number of two factor authentication retries that are made when a timeout occurs/the FortiAuthenticator is
unavailable/etc.

/AUTHTIMEOUT=timeout

The timeout value for each two-factor authentication attempt in seconds. Upon timeout the next retry is attempted if
configured to do so.

/AUTHFAILACTION=fail action

The action to take on authentication failure due to timeout/unavailability of the FortiAuthenticator. Allowed integer
values are 0 (Block) and 1 (Allow).

/AUTHCACHECREDPERIOD=validity period

If the authentication fail action is set to 1 (Allow), users will be allowed to log on without two-factor authentication using
cached credentials. This sets the number of days the user is allowed to log on offline without two-factor authentication
before being locked out. Once locked out the user must reconnect to the domain and successfully authenticate with two-
factor authentication with the FortiAuthenticator before their validity period is reset. Note that if this feature is enabled,
the usermust perform an initial successful two-factor authentication logon against the FortiAuthenticator for the validity
period to take effect offline. If not, they will be locked out immediately when offline.

/AUTHALLOWADMINOTP

If enabled this allows the configured administrators to use their FortiToken to override the logon for a user. The user will
still be required to enter their domain credentials, but instead of their OTP being provided the administrator provides
their name along with their OTP (as configured on the FortiAuthenticator and in the administrator override names
configuration field in FortiAuthenticator Agent). The administrator name and OTP are authenticated against the
FortiAuthenticator, and the users credentials are used to continue the logon process (this also counts as a successful
logon for cached credential validity period reset).

/AUTHADMINOVERRIDENAMES="comma separated list of administrators"

A list of administrators that will be allowed to perform administrator overrides, if overrides are enabled. These names
must correspond directly with users defined on the FortiAuthenticator which are configured with FortiTokens. These can
be either local users or imported remote users on the FortiAuthenticator, as long as the proper username is used.

/INCLUDEDDOMAINS="comma separated list domains"

This can be either a list of DNS domain names (e.g. domain.corp.com) or NetBIOS names (e.g. domain). Note that
these will be validated during installation and need to match up with what the installation program detects directly
through AD. If a specified domain is not found it will be ignored. These domains will force users to use two-factor
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authentication (as configured above, cached credentials when offline do not require a OTP if configured) if they belong
to these domains. For all other domains no OTP is required and normal authentication operation takes place.

/EXCLUDEDUSERS="comma separated list of exempt users"

This is a list of users in the format "NetBIOS domain name\Username" separated by commas. These users are excluded
from two-factor authentication regardless of whether the domain is configured for two-factor authentication. This bypass
will occur even if the FortiAuthenticator service is not running.

e.g.

FAC_Agent_Setup_v1.0.exe /VERYSILENT /DISABLEMSPROVIDER
/FACHOST=192.168.0.123 /FACRESTADMIN=admin
/FACRESTKEY=X2=ByrYt1CgGyxLixYcZj7IFPT#7X5GSHieTlnwi

/FACVERIFYSERVERCERT /FACSERVERSUBJNAME=FAC-VM0A12000040 /FACCACERTFILE="C:\Program
Files\Fortinet\FortiAuthenticator
Agent\fortinet_ca.crt"

/AUTHNUMRETRIES=2 /AUTHTIMEOUT=3 /AUTHFAILACTION=1
/AUTHCACHECREDPERIOD=23 /AUTHALLOWADMINOTP

/AUTHADMINOVERRIDENAMES="Administrator,Admin2,admin"
/INCLUDEDDOMAINS="de.test.com,BE,TEST,corp.com"
/EXCLUDEDUSERS="TEST\Administrator,TEST\manager3"
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Appendix C - Licenses

FortiAuthenticator utilizes elements of Open Source technology including:

pGina - http://pgina.org/

License for use of such software is reproduced below as per the terms of use.

pGina license

Copyright (c) 2013, pGina Team

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of the pGina Team nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THECOPYRIGHT HOLDERSAND CONTRIBUTORS "AS IS" AND ANY
EXPRESSOR IMPLIEDWARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIEDWARRANTIESOF
MERCHANTABILITY AND FITNESS FOR APARTICULAR PURPOSEAREDISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER OR CONTRIBUTORSBE LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTEGOODSOR SERVICES; LOSSOF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORYOF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCEOROTHERWISE) ARISING IN ANYWAYOUT OF THEUSEOF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITYOF SUCH DAMAGE.
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guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and themost
current version of the publication shall be applicable.
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