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Overview

¢ Introduction on page 5

¢ Audience on page 5

e Authentication on page 6

e Generate new applications on page 6

e Configuration on page 6

e Access FortiToken Cloud RESTful APl on page 7
¢ Client ID/secret authentication on page 7
¢ APIrequest general information on page 7
e Format of URL on page 7

e Format of URL with parameters on page 8
e Supported HTTP methods on page 8

e HTTP header on page 8

e APIworkflow on page 9

* Resource API summary on page 9

¢ General error response codes on page 10

Introduction

An API (Application Programming Interface) is a set of defined interfaces to accomplish a task, such as
retrieving or modifying data. FortiToken Cloud provides a Representational State Transfer (REST) API for
interaction with its system components.

This document introduces the supported FortiToken Cloud REST API methods for Web applications, and
provides instructions on how to configure and use it.

Audience

General web applications and management applications.

General web applications have the same functions as Fortinet applications, including creating, editing, and
authenticating users. They provides the flexibility to handle authentication in a customized manner.

Management applications provide an alternative to the FTC portal where one can access and manage all the
users and tokens. Management applications manage user bases directly, in contrast to general web applications
where only local user references are accessible.

FortiToken Cloud 25.2.b REST API
Fortinet Inc.



Overview

Authentication

A client ID and secret combination is required to authenticate for FortiToken Cloud Rest API clients.

Generate new applications

To register for the FortiToken Cloud Rest API client and get the client ID/secret, the FortiToken Cloud customer
admin must log in to the FortiToken Cloud portal.

To add a general web application, go to the Applications>Web Applications page, and click the Add Web
Application button.

To add a management application, go to the applications>Mgmt Applications page, and click the Add Mgmt
Application button.

The ID and secret will be displayed once on the portal or emailed to the new API client. The client will use the
client ID and the secret for future APl authentication.

Configuration

Each web application has its own name, client ID, and secret for authentication. There are unique properties to
configure for different types of web application.

General web app

A general web application has its own adaptive auth profile and auth scope.
¢ An adaptive auth profile is a set of rules that are customized to filter and handle authentications based on
their IP origins, EMS tags, and the like.

e The auth scope represents the user scope that this particular application can authenticate. If set to “Self”,
this web app can only authenticate its local users; if set to “Realm”, it can authenticate users in the whole
realm.

Management app

A management application has its own management scope.

The management scope of a management application can be set to customer level or realm level. If set to
“Customer Level”, then this application has an admin permission to access all the realms under the account. If
set to “Realm Level”, then it can only access the realms that are specified in the managed realms property.

FortiToken Cloud 25.2.b REST API
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Access FortiToken Cloud RESTful API

Any authenticated web application can access the FortiToken Cloud API.

Client ID/secret authentication

The following outlines the process in which a Web application client passes FortiToken Cloud authentication:
1. The APl client calls the Login APl with its client ID and secret to request an access token from FortiToken
Cloud.

FortiToken Cloud recognizes the client ID and secret and responds with an access token.

The API client puts the access token into the APl request authorization header.

FortiToken Cloud checks the APIrequest authorization header to finalize the authentication.

a > wPN

The access token remains valid for an hour, after which the client must call the Login APl again to renew the
access token.

APl request general information

FortiToken Cloud APl is based on Hypertext Transfer Protocol (HTTP 1.1and later). The message includes:

¢ HTTP method
e HTTP URL
e HTTP header and HTTP body

The supported HTTP body format is .JSON. Not all the aforementioned components are required for all HTTP
methods, as indicated in the following table:

HTTP Method RFC Request Body Response Body
GET RFC 7231 No Yes
POST RFC 7231 Yes Yes
PUT RFC 7231 Yes Yes
DELETE RFC 7231 No No

Format of URL

All the resource URLs are in the following format:

FortiToken Cloud 25.2.b REST API
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https://ftc.fortinet.com:[port]/[api/version/resource]

Port The default service port for external API service is 9696.
API REST API.

Version The supported APl version. Currently, it is “v1".
Resource The resource to be accessed.

Format of URL with parameters

URL7?paraml=***&param2=***&param3=*** .

? Denotes that there will be input fields to be passed in to the URL.

paramX An input field which you are passing in to call the API. Supported input fields
are given in RESTful APl References on page 24.

*xx The actual value of the input field you are passing in.

& Denotes that there will be an additional input field to be passed in.

Supported HTTP methods

GET Retrieves a specific resource with an ID or other fields as the filter.
POST Creates a new resource on a given endpoint.

PUT Updates an existing item specified with an ID.

DELETE Removes an existing item specified with an ID.

HTTP header

¢ Content-type: application/json
e Authorization header: "Authorization: Bearer [access_token]"
¢ Access token: Bearer token, all supported APIs except the Login APl need the authorization header.

FortiToken Cloud 25.2.b REST API
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APl workflow

Web Applications

FortiToken Cloud server.

Example:

insecure

Applications call the Login API with client_id and
client_secret to request an access token from the

curl -X POST https://ftc.fortinet.com:9696/api/vl/login -H
"Content-Type: application/json" -d "{\"client_id\": \"[your
clientid]\", \"client_secret\": \"[your client secret]\"}" --

FortiToken Cloud

\ 4

FortiToken Cloud verifies the client_id and
client_secret and responds with an access token. By
default, the token will remain valid for up to 3600
seconds.

Example:
{"access_token": "xxxxxx", "expires_in": 3600}

A\ 4

Applications put the access token in the
APl service.

Example:

Authentication header to request FortiToken Cloud

curl -X GET https://ftc.fortinet.com:9696/version -H

"Authorization: Bearer [your access token]" —insecure

Resource APl summary

\ 4

FortiToken Cloud verifies the access token and
responds to the service request.

Example:
{"FTC Server": "3.4.0"}

The following is a summary of the supported APIs for general web applications and management applications.
All supported APIs except the Login APl must be accessed with the authorization header.

e General web applications on page 9

¢ Management applications on page

General web applicati

Resource
Login
Realm
User

User Authentication

FortiToken Cloud 25.2.b REST API
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Resource in URI

/api/v1/login
/api/vl/realm
/api/vl/user

/api/vl/auth

HTTP methods

POST

GET

GET, POST, PUT, DELETE
GET, POST




Overview

Resource Resource in URI
Sync userto FTC /api/vl/user_sync
Task status /api/vl/task

Token /api/vl/token
Token Temp /api/vl/token/temp
Quota /api/vl/quota
Count resource /api/vl/count
Balance /api/vl/balance
Version /version

Management applications

Resource Resource in URI
Login /api/vllogin
Realm /api/vlrealm
User /api/vl/user

User Base /api/vl/user/base
Task status /api/vl/task
Token /api/vl/token
Token Temp /api/vl/token/temp
Quota /api/vl/quota
Count resource /api/vl/count
Balance /api/vl/balance
Version /version

General error response codes

HTTP methods
POST

GET

GET

POST, DELETE
GET

GET

GET

GET

HTTP methods
POST

GET

PUT

GET, PUT, DELETE
GET

GET

POST, DELETE
GET

GET

GET

GET

The response codes listed here may be seen from any of the API calls and are not specific to a single one.

Error code Description

400 Bad request.

401 Unauthorized.

FortiToken Cloud 25.2.b REST API
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Error code
403
404
405
409

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

Description
Access denied.

Not found.

Method not allowed.

Conflict.

1



APl QuickStart Guide

FortiToken Cloud 25.2.b REST API
Fortinet Inc.



Web applications

This section shows how to:

1. Create ageneral web application from the Portal.
2. Get the accesstoken and create users in the web application.

Create a general web application from the FTC Portal

Use the following steps to generate a client ID and secret from the FortiToken Cloud portal.

1. Logintothe portal, and select Applications>Web Applications>Add Web Application.
2. Name the web app, select arealm and auth scope, set up an optional adaptive auth profile, and click Save.
3. Note down the client ID and secret, and click OK.

Get the access token and create users in the web
application

This section shows how to get the access token and use it to create usersin:

e Python examples on page 13
e Curl examples on page 16
e Postman examples on page 17

Python examples

¢ Get access token on page 13

» Create user with access token on page 14

e Get alist of all users with access token on page 14

» Get user viaid with access token on page 14

e« FTM user authentication with access token on page 15

e FTM user OTP code authentication with access token on page 15
e Check user authentication status with access token on page 15

» Delete user with access token on page 16

Get access token

The following code example shows how to get an access token.

import requests

FortiToken Cloud 25.2.b REST API
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client_id = 'ec60le2a-73bbxxxxxxxx"
client_secret = "mMRR6CIFNKXxxxXxxxX"
payload = {

‘client_id': client_id,
‘client_secret': client_secret

}

resp = requests.request('post', 'https://ftc.fortinet.com:9696/api/v1l/login', json=payload,
verify=False)

access_token = resp.json()['access_token']

Create user with access token

The following shows how to create a user with the access token.

import requests

headers = {
'Authorization': 'Bearer eyJ@ex*******Q6to',
'Content-Type': 'application/json'

}

payload = {
'username': 'ftc_webapp_user’',
‘email’: "***@gmail.com’

}

resp = requests.request('post', 'https://ftc.fortinet.com:9696/api/vl/user', headers=headers,
json=payload, verify=False)

Get alist of all users with access token

import requests

headers = {
‘Authorization’: ‘Bearer eyJl@ex*******Q6to’,
‘Content-Type’: ‘application/json’

payload = {}

resp = requests.request('get', 'https://ftc.fortinet.com:9696/api/vl/user', headers=headers,
json=payload, verify=False)

Get user via id with access token

import requests

headers = {

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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‘Authorization’: €‘Bearer eyJ@ex*******Q6to’,
‘Content-Type’: ‘application/json’

payload = {}
resp = requests.request('get', 'https://ftc.fortinet.com:9696/api/v1l/user/[input user reference ID
here]', headers=headers, json=payload, verify=False)

FTM user authentication with access token

import requests

headers = {
‘Authorization’: €‘Bearer eyJ@ex*******Q6to’,
‘Content-Type’: ‘application/json’

payload = {
"username":"ftc_webapp_user",

}
resp = requests.request('post', 'https://ftc.fortinet.com:9696/api/v1l/auth', headers=headers,

json=payload, verify=False)

FTM user OTP code authentication with access token

Al
‘?' You can also include the ‘auth_method’ field in the payload to specify whether the OTP

code should be sent via FTM, SMS, email, etc..

import requests

headers = {
‘Authorization’: f‘Bearer eyJl@ex*******Q6to’,
‘Content-Type’: ‘application/json’

payload = {
"username":"ftc_webapp_user",
"token":"123456"

}
resp = requests.request('post', 'https://ftc.fortinet.com:9696/api/vl/auth', headers=headers,

json=payload, verify=False)

Check user authentication status with access token

import requests

headers = {
‘Authorization’: ‘Bearer eyl@ex*******Q6to’,
‘Content-Type’: ‘application/json’

FortiToken Cloud 25.2.b REST API
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payload = {}
resp = requests.request('get', 'https://ftc.fortinet.com:9696/api/v1/auth/[input auth ID here]’,
headers=headers, json=payload, verify=False)

Delete user with access token

import requests

headers = {
‘Authorization’: €‘Bearer eyJ@ex*******Q6to’,
‘Content-Type’: ‘application/json’

payload = {}

resp = requests.request('delete', 'https://ftc.fortinet.com:9696/api/v1/auth/[input user reference
ID here]', headers=headers, json=payload, verify=False)

Curl examples
Linux

Get access token

curl -X POST https://ftc.fortinet.com:9696/api/v1l/login -H "Content-Type: application/json" -d "

{\"client_id\": \"c858563@******xkxx*x*xx81h7485\", \"client_secret\":
\"************************************W13W==\"}" "insecur‘e

Create user with access token

curl -X POST https://ftc.fortinet.com:9696/api/vl/user -H "Content-Type: application/json" -H
"Authorization: Bearer eyJ@eXAi**********************************************************OlQGto" _

d "{\"username\": \"ftc_webapp_user_1\", \"email\": \"***@gmail.com\"}" -insecure

de1gste” -d “{\"username\": \"f

T T2ele

FortiToken Cloud 25.2.b REST API
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Windows Command Prompt

Get access token

curl -X POST https://ftc.fortinet.com:9696/api/v1l/login -H "Content-Type: application/json" -d "
{\"client_id\": \"c8585630- ********x*xxxx*x81Hh7485\", \"client_secret\":

\"************************************W13W==\"}" __insecur\e

Create user with access token

curl -X POST https://ftc.fortinet.com:9696/api/vl/user -H "Content-Type: application/json" -H
"Authorization: Bearer eyJ@e¥*i¥ixiiiiiiiiidiikixkiddrkixkrx**x*1YF1kQ" -d "{\"username\": \"ftc_

webapp_user_2\", \"emaill\": \"***@gmail.com\"}" --insecure

Postman examples

¢ Get accesstoken on page 18
» Create user with access token on page 20

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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Get access token

1. Update Postman setting, and turn off “SSL certificate verification”.

& Postman — O X
File Edit View Help

SETTINGS

General Themes Shortcuts Data Add-ons Certificates Proxy Update

REQUEST HEADERS

Trim keys and values in request body Send no-cache header

Use next generation URL processing Send Postman Token header

SSL certificate verification Retain headers when clicking on links

Always open requests in new tab Automatically follow redirects
Always ask when closing unsaved tabs Send anenymous usage data to Postman

Language detection USER INTERFACE

Request timeout in ms Twa-pane view

Set how long a request should wait for a
response before timing out. To never Show icons with tab names

time out, set to 0.
Variable autocomplete

2. Request Headers setting.

POST ¥ https://fic.fortinet.com:9696/apifv1/login m Save v

Params Authorization Headers (7) Body @ Pre-request Script Tests Settings Cookies Code

Headers  Hide auto-generated headers

KEY VALUE DESCRIPTION *++  BulkEdit Presets v
Content-Type (@ application/json

Content-Length @ <calculated when request is sent>

Host (@ <calculated when request is sent>

User-Agent (D PostmanRuntime/7.26.8

Accept (D =

Accept-Encoding @ gzip, deflate, br

Connection (@ keep-alive

3. Request Body format and response.

FortiToken Cloud 25.2.b REST API
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& Postman — | X
File Edit View Help
+ New Import Runner = 88 My Workspace v A Invite Upgrade
3
D No Environment v @ =
https://ftc.fortinet.com:9696/a.. @ 4 eee
O
o Untitled Request Va
oo
POST ¥ | https://ftc.fortinet.com:9696/api/v1/login
Params Authorization Headers (7) Pre-request Script Tests Settings
none form-data xwww-form-urlencoded binary GraphQL
1 [k T
2 "client id": "c8585630- 1-8129281b7485",
3 "client_secret”: o W57g=="
4 b

v

Body Cookies Headers(4) TestResults @R | status: 201 CREATED |Time: 682ms  Size: 413 B Save Response
Pretty Raw Preview Visualize JSON = 5 r. Q

14

2 "access_token”: "eyl@eXAiOiJKV1Qi® T e _a
eyIpc3Mi0i JodHRwczovl 221 ZWIxLTQAMIATYS11MSOAMT TSN gx¥§ cO0DULLCIpYXQi0FE
2MDCwMzQ4MD! _'yCOvgBqu™,

3 "expires_in": 3600

4 1k

Q, Find and Replace Console

Build Browse U_| E ILEI

=" Bootcamp

@

FortiToken Cloud 25.2.b REST API
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Create user with access token

1. Input the access token for authorization.

& Postman
File Edit View Help

+ New Import Runner & 88 MyWurkspace v

s
A

D

o https://ftc fortinet.com:9696/a..® = oso

o Untitled Request

oo

POST ¥  https://ftc.fortinet.com:9696/apifv1/user

Invite

No Environment v

Params Authorization @ Headers (8) Body @ Pre-request Script Tests Settings Cookies

@ =
Z
Save ¥

Q, Find and Replace Console

=" Bootcamp Build Browse O [F

Code
TYPE @ Heads up! These parameters hold sensitive d X
ecommend variables. Learn more ab
OAuth 2.0 . recommend using variables. Lear ea
The authorization data will be automatically Current Token
generated when you send the request. Learn This a - - = token to let collaborators P
enereted e o e Inputaceess token here
Access Token Available Tokens ¥ ey]0eXAIO . c3MiOijodH £t
Add authorization data to
Request Headers v Header Prefix @ Bearer
» Configure New Token
Body Cookies Headers (4) TestResults @A Status: 201 CREATED  Time: 640ms  Size: 617 B Save Response ¥

& @

2. Configure the request Headers.

POST v https:f/ftc.fortinet.com:9696/api/v1/user

Params Authorization @

Body @ Pre-request Script Tests Settings

Headers # Hide auto-generated h

KEY VALUE

DESCRIPTION sss  Bulk Edit

Authorization Bearer ey]0eXAl od...
Content-Type application/json
Content-Length <calculated when request is sent>
Host <calculated when request is sent>
User-Agent PostmanRuntime/7.26.8
Accept I
Accept-Encoding gzip, deflate, br
Connection keep-alive

3. Configure the request Body and response.

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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& Postman - | X
File Edit View Help

Runner = 88 My Workspace ~ & Invite A Upgrade
D )
= No Environment - @ =
[3 https://ftc.fortinet.com:9696/a...®
o Untitled Request Va
oo
POST ¥ https://ftc.fortinet.com:9696/apifv1/user m Save ¥
Params Authorization @ Headers (8) Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded binary GraphQL Beautify
L I
2 "username”: “ftec_webapp_user_example”,
3 "email™: ™ onf@igmail. com”
4 |x
Body Cookies Headers (4) TestResults Time: 640 ms Save Response v
Pretty Raw Preview Visualize JSON ~ = m Q
1 [ T
2 "created at": "2020-12-03723:34:24",
3 "id": "3c5470c6-4998- "y
a4 "client_id "c858563@-bebl- "
5 “user_id": “"c2caf544-324% ",
6 "username”: “ftc_webapp_user_example”,
7 “email™: * on@gmail.com”,
8 “mobile_number”: null,
9 “user_data”: @,
1@ "customer_id": "186353@",
11 "realm_id": "ba7fcfbd-1874- __ ____ _._ y
12 “active": true,
13 “fail_times": @,
14 "auth_method": "Email”,
15 “notification_method": "",
16 "realm”: “"default”
17 |3
Q, Find and Replace £ Console © Bootcamp Build Browse B Ml & ®

FortiToken Cloud 25.2.b REST API
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Management applications

This section shows how to:

1. Create a management application from the portal on page 22
2. Get accesstoken and manage users from management applications on page 22

Create a management application from the portal

Log in to the Portal, and then select Applications>Mgmt Applications>Add Mgmt Application.

2. Name the application, select a management scope and arealm(s) if you have chosen Realm Level, and click
Save.

3. Note down the client ID and secret, and click OK.

Get access token and manage users from management
applications

This section shows how to get the access token and use it to create usersin:

¢ Python examples on page 22
e Curl examples (Linux) on page 23

Python examples

¢ Get access token on page 22
e Get alist of all users with access token on page 23
¢ Assign new token for user with access token on page 23

Get access token

import requests

client_id = 'ec6@le2a-73bbxxxxxxxx"' client_secret = "mRR6CIiFNKxxxxxxxxx"
payload = {

‘client_id': client_id, 'client_secret': client_secret

}

resp = requests.request('post', 'https://ftc.fortinet.com:9696/api/vl/login', json=payload,
verify=False)

FortiToken Cloud 25.2.b REST API
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access_token = resp.json()['access_token']

Get a list of all users with access token

import requests

headers = {
'Authorization': 'Bearer eyJ@ex*******Q6to', 'Content-Type': 'application/json'

}
payload = {}
resp = requests.request('get', 'https://ftc.fortinet.com:9696/api/vl/user/base', headers=headers,

json=payload, verify=False)

Assign new token for user with access token

import requests headers = {
‘Authorization’: ‘Bearer eyJl@ex*******Q6to’, ‘Content-Type’: ‘application/json’

payload = {

'change_token': true,

}

resp = requests.request('put', 'https://ftc.fortinet.com:9696/api/v1l/user/[input user reference ID
here]', headers=headers, json=payload, verify=False)

Curl examples (Linux)

e Get accesstoken on page 23
e Create user with access token on page 23

Get access token

curl -X POST https://ftc.fortinet.com:9696/api/v1l/login -H "Content-Type: application/json" -d "
{\"client_id\": \"c858563@****xrkrkkk*xxkg81p7485\", \"client secret\":
\"************************************W13W==\"}" __insecupe

Create user with access token

curl -X GET https://ftc.fortinet.com:9696/api/vl/user/base -H "Content-Type: application/json" -H

"Authorization: Bearer eyjeeXAi**********************************************************Qleto“ -

insecure

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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Web application log-in

POST

URI:

e /api/vllogin

Input fields:
Field Name Type Required Description
client_id string Yes The client _id.
client_secret string Yes The client_secret.

Successful response fields:

Field name Type Description
access_token string The access token for web API client to make APl request.
expires_in integer The remaining time (in seconds) that access token still valid.

Response codes

Code Response content Description

201 0K The access token was generated
successfully.

400 Bad Request The client secret format is invalid. The client secret in the input field is
invalid.

401 Unauthorized The client’s login failed due to wrong ID or  Wrong or expired client ID or client secret.

secret.
404 Not Found The client does not exist. The client is not in FortiToken Cloud
database.

Example request body:
{

‘client_id': '12345678-abcd-efgh-1234-XXXXXXXXXXXX ",

'client_secret': 'xxxxxx'
}

FortiToken Cloud 25.2.b REST API 25
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Example of successful response body:

Return:
{
‘access_token': "xxxxxx',
'expires_in': 2
}
S ! ’, This APl is only used for a client to get an access token to finalize authentication for the
? APl service. By default, the access token expires in an hour (i.e., 3600 seconds). The

client does not need to call the APl when it has an active access token.

FortiToken Cloud 25.2.b REST API
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Realm

GET

URI:

e /api/vlrealm
e /api/vlrealm/[id]
e /api/vlrealm?name=***

Input fields:

Field Name Type

name string
id string
deleted boolean

Successful response fields:

Field name Type
description string
deleted_at datetime
name string
is_default boolean
id string

Response codes:

Required Description

No The realm name.

No The realm ID.

No Get the deleted realm record.
Description

A brief description about the realm.

The deleted timestamp, if the realm is not deleted, the field is
None.

The realm name.
If the realm is the default realm.

The realm ID.

Code Response content Description

200 OK

Realm(s) info are successfully returned.

404 Not Found Realm ID was not found Cannot find realm with Realm ID.

Example request body:

None

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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Example of successful response body:

Return:
[
{
'description’': 'abc’,
'deleted_at': None,
'name': 'abc',
'is_default': False,
'id': '12345678-abcd-efgh-1234-XXXXXXXXXXXX "
}
1
S ! /, The response body will be a single realm dictionary if the APl input field is set to request
q a specific realm, for example, get realm by its ID. Otherwise, the response body will be a
- list of realm dictionaries.

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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User

application, be sure to use /user/base. For merging user aliases, Be sure to use the

s‘é’, When attempting to use GET, PUT and DELETE FTC API calls for the Management App
- regular /user PUT API call.

GET

URI:

e /api/vl/user?username=***&realm_id=***
e /api/vluser/[id]
e /api/lvl/user

Input fields:
Field Name Type Required Description
id string No The user ID.
realm_id string No The realm ID.
username string No
email string No The user's email address.
mobile_number string No The user's mobile phone number.
active boolean No Get active user.
bypass_at datetime No The user's bypass date and time.
lockout_at datetime No The user's lockout date and time.
user_data integer No User type, which can be either of the following:
e 0Oforlocal user
e 1forremote LDAP user
auth_method string No The authentication method, which can be one of the
following:
o ‘FTM’
e ‘Email’
* 'SMS’
« ‘FTK’
FortiToken Cloud 25.2.b REST API 29
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Field Name Type Required Description
notification_ string No Supported notification method, which can be either of the
method following:
e ‘Email’
* 'SMS'
brief boolean No The APl response only includes the mobile_number,

username, email, vdom, realm, id, user_data if brief=True.

case_accent_ boolean No Whether the username is case-sensitive.
sensitive

Successful response fields:

Field name Type Description
customer_id string The customer ID.
client_id string The client ID.
user_id string The user ID.
notification_method string Supported notification method, which can be either of the
following:
e ‘Email’
e 'SMS
auth_method string The authentication method, which can be one of the following:
e 'FTM’
e ‘Email’
e 'SMS'
e 'FTK
username string The user name.
id string The userref ID.
realm_id string The realm ID.
mobile_number string The user's mobile phone number.
email string The user's email address.
active boolean If user is active.
created_at string The timestamp when user was created.
updated_at string The timestamp when user was last updated.
bypass_at string The timestamp when user was bypassed
lockout_at string The timestamp when user was locked out
fail_times integer The failed attempts of user login validation

FortiToken Cloud 25.2.b REST API
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Field name Type Description

user_data integer User type, which can be either of the following:

¢ O forlocal user

e 1forremote LDAP user

temp_token boolean Whether temporary token is enabled for the user.

Response codes:

Code Response content

200 OK

400 Bad Request application was not found.

402 Payment No valid FTC subscription was found.
Required

403 Forbidden You are not authorized to access user.
404 Not Found e Cannot find related customer info

e User does not exist.

Example request body:

None

Example of successful response body:

"auth_method":"FTM",
"client_id":"12345678-abcd-efgh-1234-xxxXXXXXxxxx" ,
"created_at":"2020-02-02T02:22:22",
"customer_id":"123456",
"email":"abc@fortinet.com",

"user_data":@,
"id":"12345678-abcd-efgh-1234-xXXXXXXXXXXX",
"lockout_at":"None",

"mobile_number":"1123456789",
"notification_method":"Email",
"user_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX" ,
"realm_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",

"username":"abc",
"updated_at":"None",
"active":true,
"temp_token":false,

"bypass_at":"None",
"fail times":0

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

Description

User(s) info is(are) successfully returned.

Please enable free trial or register
licenses.
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POST

URI:

e /api/lvl/user

Input fields:
Field Name Type Required Description
username string Yes The user's username.
email string Yes The user's email address.
mobile_number string No The user's mobile phone number.
license string No FTM token migration license number.
token_data string No FTM token migration data.
token string No The user token serial number.
activation_ boolean No If skip token migration notification
code
user_data integer No User type, which can be either of
e Oforlocal user
e 1forremote LDAP user
auth_method string No The authentication method, which can be one of the
following:
e 'FTM’
e ‘Email’
e 'SMS’
* 'FTK
notification_ string No Supported notification method, which can either of the
method following:
e ‘Email’
e 'SMS’
brief boolean No The APl response only includes the mobile_number,
username, email, vdom, realm, id, user_data if
brief=True.
case_accent_ boolean No Wheher the username is case-sensitive.
sensitive

FortiToken Cloud 25.2.b REST API
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Successful response fields:

Field name Type Description
customer_id string The customer ID.
client_id string The client ID.
user_id string The user ID.
notification_method string Supported notification method, which can be either of the
following:
e ‘Email’
e 'SMS
auth_method string The authentication method, which can be one of the following:
e 'FTM’
e ‘Email’
e 'SMS’
o ‘FTK
username string The user's username.
id string The userref ID.
realm_id string Therealm ID.
mobile_number string The user's mobile phone number.
email string The user's email address.
active boolean Whether the user is active.
created_at string The timestamp when user was created.
updated_at string The timestamp when user was last updated.
bypass_at string The timestamp when user was bypassed
lockout_at string The timestamp when user was locked out
fail_times integer The failed attempts of user login validation.
user_data integer User type, which can be either of the following:

e O forlocal user
e 1for remote LDAP user

temp_token boolean Whether temporary token is enabled for the user.

Response codes:

Code Response content Description
201 0K The user is successfully created.
400 Bad Request ¢ Cannot identify related customer info.

FortiToken Cloud 25.2.b REST API
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Code

402 Payment
Required

403 Forbidden

409 Conflict

424 Failed
Dependency

Response content Description

¢ No client_id, serial number or vdom
was specified.

¢ application was not found

Trial customer not allow to use SMS
service

¢ Mobile number is invalid

¢ Licenseis required for FTM token
migration

No valid FTC subscription was found. Please enable free trial or register
licenses.

¢ You are not authorized to create
users.

e License is not in migration.

application has been locked from adding
user due to a pending task.

application needs to be associated with a
realm in FTC.

Example request body:

Input:
{

'username': ‘'abc',
'email': 'abc@fortinet.com’,
'mobile_number': '+11234567890'

Example of successful response body:

"auth_method":"FTM",
"client_id":"12345678-abcd-efgh-1234-XxXXXXXXXXXXX",
"created_at":"2020-02-02T02:22:22",
"customer_id":"123456",

"email":"abc@fortinet.com",

"user_data":o,

"id":"12345678-abcd-efgh-1234-xXXXXXXXXXXX",
"lockout_at": None,

"mobile_number":"1123456789",
"notification_method":"Email",
"user_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX" ,
"realm_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",

"username":"abc",

"updated_at": None,

"active":true,

"temp_token":false,

FortiToken Cloud 25.2.b REST API
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"bypass_at": None,
"fail times":0

PUT

URI:

e /api/vluser/[id]

Input fields:
Field Name Type Required Description
id string No The user ID.
username string No The user's username.
email string No The user's email address, which can be up to 80
characters in length.
mobile_number string No The user's mobile phone number.
activation_ boolean No Whether to skip token migration notification.
code
dst_user_id string No The base user's ID.
is_refid boolean No Whether it is a userref ID.
change_token boolean No Whether the user wants to change one-time password.
active boolean No Whether the user is active.
bypass boolean No Whether to bypass the user.
lockout boolean No Whether to lock out the user.
user_data integer No User type, which can be either of the following:
e Oforlocal user
e 1forremote LDAP user
auth_method string No The authentication method, which can be one of the
following:
e 'FTM’
e ‘Email’
e 'SMS’
* 'FTK
notification_ string No Supported notification method, which can be either of
method the following:
e ‘Email’
e 'SMS’
FortiToken Cloud 25.2.b REST API 35
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Field Name Type Required Description

brief boolean No The APl response only includes the mobile_number,
username, email, vdom, realm, id, user_data if
brief=True.

case_accent_ boolean No Whether the username is case-sensitive.

sensitive

Successful response fields:

Field name Type Description
customer_id string The customer ID.
client_id string The client ID.
user_id string The user ID.

notification_method string Supported notification method, which can be either of:

* ‘Email’
e 'SMS’
auth_method string The authentication method, which can be one of the following:
e 'FTM’
* ‘Email’
e 'SMS’
o ‘FTK
username string The user's username.
id string The userref ID.
realm_id string The realm ID.
mobile_number string The user's mobile phone number.
email string The user's email address.
active boolean Whether the user is active.
created_at string The timestamp when the user was created.
updated_at string The timestamp when the user was last updated.
bypass_at string The timestamp when the user was bypassed.
lockout_at string The timestamp when the user was locked out.
fail_times integer The failed attempts of user login validation.
temp_token boolean Whether temporary token is enabled for the user.
user_data integer User type, which can be either of

e O forlocal user
e 1for remote LDAP user

FortiToken Cloud 25.2.b REST API
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Response codes:

Code Response content
202 OK
400 Bad Request e Cannot identify related customer info.

¢ Trial customer not allow to use SMS
service

¢ Mobile number is invalid

403 Forbidden ¢ Failed to modify user, locked user
cannot bypass authentication

404 Not Found User does not exist.

409 Conflict application has been locked from adding
user due to a pending task.

424 Dependency You cannot remove Alias from user when
auto alias is enabled.

Example request body:

"change_token": True

Example of successful response body:

"auth_method":"FTM",
"client_id":"12345678-abcd-efgh-1234-xxXXXXXXXXXXX" ,
"created_at":"2020-02-02T02:22:22",
"customer_id":"123456",
"email":"abc@fortinet.com",

"user_data":@,
"id":"12345678-abcd-efgh-1234-xXXXXXXXXXXX",
"lockout_at": None,

"mobile_number":"1123456789",
"notification_method":"Email",
"user_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"realm_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX" ,
"username":"abc",

"updated_at": None,

"active":true,

"temp_token":false,

"bypass_at": None,

"fail times":0

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

Description

User info has been updated.
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DELETE

URI:

e /api/vluser/[id]

Input fields:
Field Name Type Required Description
id string Yes The user ID.
username string No The username.
sn string No The serial number of the device.
vdom string No The VDOM of the application.

Successful response fields:

Field name Type Description

Response codes:

Code Code content Description

204 NO CONTENT The user has been
deleted.

400 Bad Request Cannot identify related customer info.

403 Forbidden You are not allowed to access user.

404 Not Found User does not exist.

409 Conflict application has been locked. No user can be deleted

due to the pending task.
Example request body:
None
Example of successful response body:

None.

FortiToken Cloud 25.2.b REST API
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User base

application, be sure to use /user/base. For merging user aliases, be sure to use the

\‘é’, When attempting to use GET, PUT and DELETE FTC API calls for a Management
- regular /user PUT API call.

GET

URI:

* /api/lvl/user/base?username=***&realm_id=***
e /api/vl/user/base/[id]
e /api/vl/user/base

Input fields:
Field name Type Required Description
id string No The user ID.
realm_id string Yes Therealm ID.
username string No
email string No The user's email address.
mobile_number string No The user's mobile phone
number.
case_accent_sensitive boolean No Whether the username is

case-sensitive.

Successful response fields:

Field name Type Description
customer_id string The customer ID.
client_id string The client ID.
user_id string The user ID.
notification_method string Supported notification method, which can either of
e ‘Email’
e 'SMS'
FortiToken Cloud 25.2.b REST API 39
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Field name Type Description
auth_method string The authentication method, which can be one of the
following:

o ‘FTM’

e ‘Email’

e 'SMS’

e 'FTK
username string The user name.
id string The user ID.
realm_id string The realm ID.
mobile_number string The user's mobile phone number.
email string The user's email address.
active boolean If the user is active.
created_at string The timestamp when the user was created.
updated_at string The timestamp when the user was last updated.
bypass_at string The timestamp when the user was bypassed.
lockout_at string The timestamp when the user was locked out.
fail_times integer The number of failed attempts of user login validation.
temp_token boolean If the user is enabled for temporary token.

Response codes:

Response content Description

200 OK User info is successfully returned.

400 Bad Request application is not found.

402 Payment Required No valid FTC subscriptionis  Please enable free trial or register the license(s).
found.

403 Forbidden You are not authorized to

access the user.

404 Not Found e Cannot find the relevant
customer information.

e The user does not exist.

Example request body:

"id": “12345678-abcd-efgh-1234-XxXXXXXXXXXXX"

FortiToken Cloud 25.2.b REST API
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Example of successful response body:

"created_at": "2023-03-10T23:39:15",

"updated_at": null,

"id": "12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"username": "abc",

"email": "abc@fortinet.com"

"mobile_number": "+1123456789",

"customer_id": "123456",

"realm_id": "12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"active": true,

"bypass_at": null,

"lockout_at": null,

"temp_token": false,

"fail times": 0O,

"auth_method": "FTM",

"notification_method": "Email",

"sn": "abcd",

"expire_at": "2023-03-13T723:39:15",
"status": 0,

"refs": 1,

"usernames": "abc",

"refs_list": [

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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"name": "MyAuthClient",
"sn": null,

"cluster_id": null,

"vdom": "root",

"id": "12345678-abcd-efgh-1234-XXXXXXXXXXXX",

"members": null,
"username": "abc",
"email": "abc@fortinet.com",

"mobile_number": "+1123456789",

"refid": "12345678-abcd-efgh-1234-XXXXXXXXXXXX"

1

"auth_history": {}

PUT

URI:

e /api/vl/user/base/[id]

Input fields:

Field name Type

id string
username string
email string
mobile_number string
activation_code boolean

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

Required

No
No
No

No

No

Description

The user ID.

The user's email address.

The user's mobile phone
number.

Whether skip token
migration notification is
enabled.
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Field name Type
dst_user_id string
change_token boolean
active boolean
bypass boolean
lockout boolean
auth_method string
notification_method string

Successful response fields:

Field name Type
customer_id string
client_id string
user_id string
notification_method string
auth_method string
username string

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

Required
No
No

No

No

No

No

No

Description
The customer ID.
The client ID.

The user ID.

Description
The base user's ID.

Whether update user
token is enabled.

Whether the user is
active.

Whether bypass is
enabled for the user.

If lookout is enabled for
the user.

The authentication
method, which can be
one of the following:
e ‘FTM’

e ‘Email’

e ‘SMS’

e ‘FTK

Supported notification
method, which can either
of

e ‘Email’

¢ 'SMS’

Supported notification method, which can either of

¢ ‘Email’
¢ ‘SMS

The authentication method, which can be one of the

following:
e 'FTM’
e ‘Email’
e 'SMS’
* 'FTK

The user name.
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Field name Type Description

id string The userref ID.

realm_id string The realm ID.

mobile_number string The user's mobile phone number.

email string The user's email address.

active boolean Whether the user is active.

created_at string The timestamp when the user was created.
updated_at string The timestamp when the user was last updated.
bypass_at string The timestamp when the user was bypassed.
lockout_at string The timestamp when the user was locked out.
fail_times integer The number of failed attempts of user login validation.
temp_token boolean Whether temporary token is enabled for the user.

Response codes:

Code Response Content Description
202 OK User info has been updated.
400 Bad Request e Cannot identify related

customer information.
¢ Trial customer is not allowed
to use SMS service.

¢ The mobile numberis
invalid.

403 Forbidden Failed to modify the user; the
locked user cannot bypass
authentication.

404 Not Found The user does not exist.

409 Conflict application has been locked from
adding user due to a pending
task.

424 Dependency You cannot remove the alias
from the user when auto alias is
enabled.

Example request body:

"id": “12345678-abcd-efgh-1234- XxXXXXXXXXXXX"

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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"auth_method": "Email"
"change_token": true

"email": "test@test.com"

Example of successful response body:

"created_at": "2023-03-10T23:39:15",
"updated_at": null,

"id": "12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"username": "abc",

"email": "abc@fortinet.com"

"mobile_number": "+1123456789",
"customer_id": "123456",

"realm_id": "12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"active": true,

"bypass_at": null,

"lockout_at": null,

"temp_token": false,

"fail times": 0o,

"auth_method": "FTM",

"notification_method": "Email",

DELETE

URI:

e /api/vl/user/base/[id]

FortiToken Cloud 25.2.b REST API
Fortinet Inc.
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Input fields:
Field name Type Required Description
id string Yes The user ID.

Response codes:

Code Response content

204 NO CONTENT

400 Bad Request Cannot identify related customer
info.

403 Forbidden You are not allowed to access
user.

404 Not Found User does not exist.

409 Conflict application has been locked. No

user can be deleted due to the
pending task.

Example request body:
None

Example of successful response body:

None

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

Description

The user has been deleted.
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User authentication

GET

URI:

e /api/vlauth/[id]
e api/vl/auth

Input fields:
Field Name Type Required Description
id string No The auth ID obtained from an auth POST request.
chunksize string No The query size for a batch auth result query. The default chunksize

is 500, and the valid range is from 100 to 1000.

Successful response fields:

Field name Type Description
status string The return status could be "waiting”, “authenticated"”, or
"rejected".

¢ If the APl request is made with an auth ID, the return status
could be "waiting”, “authenticated", or "rejected".

e If the APIrequest is made with an serial number (client id)
for batch auth status checking, the status could be
“authenticated" or "rejected". The APl request returns an
empty list if no push auth response is received.

Response codes:

Code resppnse content
200 OK Auth info is successfully returned.
400 Bad Request ¢ No authid is specified.

¢ SNisinvalid.

Example request body:

"en":"abcd"

FortiToken Cloud 25.2.b REST API
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Example of successful response body:

"authid":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",

"status":"authenticated"

POST

Pre-authentication URI:

e /api/vlauth/preview

Input fields:
Field Name Type Required Description
realm string No The realm name, which can be up to 80 characters in
length.
realm_id string No The realm ID.
username string Yes The username, which can be up to 80 characters in
length.
case_accent_ boolean No Whether the username is case-sensitive.
sensitive
auth_method string No The authentication method can be one of the following:
« FTM’
e ‘Email’
e 'SMS’
e« 'FTK
user_ip string No The user's IP address.
location string No The user's location.
Successful response fields:
Field name Type Description
auth_method string The authentication method, which can be
one of the following:
« FTM’
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Field name Type
action string
temp_token boolean
push_enabled boolean
message boolean

Response codes:

Code Response content
200 OK Successful content as above
400 Bad Request e application not found.

¢ Realm not assigned.
¢ User not found.
* No token or token was not activated.

402 Payment e Account was disabled.
Required  The remaining SMS under customer is
not enough.

Example request body:

{
"username":"abc",
"realm":"root",
"location":"US",
"user_ip":"10.160.x.x"
¥

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

Description

e ‘Email’

e 'SMS’

e 'FTK
The action for this authentication. Can be
one of the following:

e ‘Bypass’

e ‘MFA’

* ‘Block’

Whether there is a temp token available
for the user. If there is a temp token, the
auth_method in response will indicate the
original auth method.

Whether push is enabled for this user. This
field will be added if the action is ‘MFA’
and auth_method is ‘FTM".

Error message on why the action is ‘Block’.

Description

Regular preview auth request.
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Example of successful response body:

{
"auth_method":"FTM",
"action":"MFA",
"push_enabled":True
}

Authentication URI:

« /api/vl/auth

Input fields:
Field Name Type Required Description
realm string No The realm name, which can be up to 80 charactersin
length.
realm_id string No The realm ID.
username string Yes The username, which can be up to 80 characters in
length.
token string No The one-time password
case_accent_ boolean No Whether the username is case-sensitive.
sensitive
auth_method string No The authentication method can be one of the following:
o 'FTM’
e ‘Email’
* ‘SMS’
* 'FTK
user_ip string No The user's IP address.
location string No The user's location.
account string No The account name of the application server.
user_agent string No The user agent.
token_ string No Indicates which token/auth_method to use, original
selection token or temporary token:

e ‘regular'—user regular token only
e ‘temp'—use temp token only
e ‘all—try all the tokens

Successful response fields:

Field name Type Description

authid string The auth ID

FortiToken Cloud 25.2.b REST API
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Response codes:

Code Response content

200 OK

2010K

202 OK

400 Bad Request ¢ No token was assigned to or

activated by user.

e The application version doesn't
support authentication.

¢ Failed to send verification code to
user (by SMS) due to not enough
balance

¢ User does not exist.

402 Payment The remaining SMS under the customer is
Required not enough.
403 Forbidden Rejected authentication for user.

Example request body:

{
"token" : "xxxxxx",
"username":"abc",
"realm":"root",
"user_agent":"Mobile Safari",
"location":"US",
"user_ip":"10.160.x.x",
"account":"Fortinet"

)

Example of successful response body:

{
"authid":"12345678-abcd-efgh-1234-XXXXXXXXXXXX"

}

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

Description

Regular auth request, request with a
token code.

Push authentication, auth method is FTM
and request without token code.

Client is requesting FTC to send an OTP to
a user based on the user's settings in FTC
(either email or SMS), no token code.

The customer auth profile does not allow
this specific action to use authentication
service. Could be one of the following
reasons:

e Location IPis forbidden.

e Useris disabled/locked out/
bypassed

e OTP verification failed for user
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Sync user datato FTC

POST

URI:

e /api/vl/user_sync

Input fields:
Field Name Type Required Description
realm string No The realm name.
users list No A user list, which includes user IDs and actions.
sn string Yes The device's serial number.
license string No The FTM migration license number.

Successful response fields:

Field name Type Description

task_id string The user sync task ID

Response codes:

Code Response content Description
201 0K User sync task is created.
401 Unauthorized License was The request license number is not available.

associated with
other device.

403 Forbidden License is not in The request license number is not available.
migration.

404 not found License was not The request license number is not available.
found.

Example request body:

"realm":"default",

FortiToken Cloud 25.2.b REST API
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"sn":"abcd",
"users":[

{

"username":"abc",
"action":"delete",
"id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX"

}s
{
"username": "def",
"action":"create",
"id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX"
}s
{
"username":"ghi",
"action":"modify",
"id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX"
}

Example of successful response body:

"task_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX"

FortiToken Cloud 25.2.b REST API
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Query asynchronous task status

GET

URI:

e /api/vltask/[id]

Input fields:
Field Name Type Required Description
id string Yes The task ID.

Successful response fields:

Field name Type Description
msg dict Task details
status string Task status

Response codes:

Code Response content Description
200 OK Task status/details has been returned.
404 Not Found Get task failed.

Example request body:

None

Example of successful response body:

User sync task example
{
"msg":{

"create":{
"success":1,
"failure":0

s

"delete":{

FortiToken Cloud 25.2.b REST API
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"success":1,

"failure":0
s
"modify":{
"success":1,
"failure":0
}

}s

"status":"complete"
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Token

GET

URI:

e /api/vl/token

Input fields:
Field name Required Description
available boolean No Get all available hard tokens.
soft_token boolean No Get soft tokens.
status string No Applicable status can be one of the following:
e disable
e enable
e transfer
e others
Note: The status field applies only when you set soft_
token=True
user_id string No The user ID.
temp_token boolean. No Get temporary token
token_sn string No The serial number of the token.

Successful response fields:

Field name Response content Description

sn string The device's serial number.

algorithm string The token encrypt algorithm.

user_id string The user ID.

username string The username.

realm_id string The realm ID.

realm_name string The realm name.

platform string The platform to which the token is sent. It could be ‘iOS’,

‘Android’, ‘Windows’, or ‘unknown’.
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Field name Response content Description
registration_id string The registration ID that associates the token with a specific
device.

Response codes:

Code Response Description
200 OK Token info has been returned.
404 Not Found No token matches the filter

Example request body:

"soft_token":"true",
"status":"enabled"

Example of successful response body:

{
"sn":"abcdef",
"algorithm":"TOTP",
"user_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"username":"abc",
"realm_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"realm_name":" root",
"platform":"i0S",
"registration_id":"abcd1234efgh5678"

}

FortiToken Cloud 25.2.b REST API
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Temporary token

POST

Temporary Token generation URI:

e /api/vl/token/temp

Input fields:

Field name Type
user_id string
auth_method string
expired_at string

Successful response fields:

Field name Type
sn string
expired_at string
auth_method string
user_id string
username string
realm_id string
realm_name string

FortiToken Cloud 25.2.b REST API
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Required

Yes

No

No
Description
The temporary t

The expirationd

The authenticat
following:

e ‘Email’

e 'SMS
The user ID.

The username.

The realm ID.

Description
The user ID

The authentication method, which can be
either of the following:

e ‘Email’

e 'SMS’
The expiration date and time for the

temporary token. If left as Null, the token
won't expire on its own.

oken serial number.
ate and time for the temporary token.

ion method, which can be either of the

The realm name.
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Response codes:

Code Response content Description

201 0K Atemporary token has been generated.

400 Bad Request e You cannot add e User auth method must be FTM/FTK to add a
temporary token for temporary token.
user. e Cannot set auth method to SMS due to the

¢ You cannot set
temporary token’s auth_ .
method to ‘SMS'.

404 Not Found User does not exist.

Example request body:

"user_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"auth_method":"Email"

Example of successful response body:

"sn":"TMP8DO4X81LH12ZP",

"expired_at": None,

"auth_method":"Email",
"user_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX" ,
"username":"abc",
"realm_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",

"realm_name":"FG101ETK18001260-root"

DELETE

Temporary token delete URI:

e /api/vl/token/temp/<id>

user's invalid mobile number.
Expiration date must be set as a valid date.

Input fields:
Field name Type Required Description
id string Yes The user ID.

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

59



RESTful API References

Successful response fields:

Field name Type

Response codes:

Code Response content
204 No Content

404 Not Found

Example request body:

{
"id":"abcdefgh"

}

Example of successful response body:

None

FortiToken Cloud 25.2.b REST API
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Description

Description
The temporary token has been deleted.

The uer does not exist.
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Balance

GET

URI:

e /api/vl/balance
Input fields:

Field name

Successful response fields:

Code Rsponse conent
balance float

trial_status integer
customer_id string

expiration string

unit string

Response codes:

Code Response content

200 OK

404 Not Found Cannot find related
customer

Example request body:

None

FortiToken Cloud 25.2.b REST API
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Required Description

Description
Total user quota.

Customer trial status:
e 0 Nolicense

e lintrial

e 2Inlicensed

Customer ID.
The end date of subscription.

Users.

Description

Customer balance info has been returned.
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Example of successful response body:

{
"balance":12000,
"trial_status":2,
"customer_id":"123456"
¥

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

62



Count resource

GET

URI:

e /api/vl/count?resource=***
Input fields:

Field Name Type Required Description

resource string Yes Resources such as
e user
e realm
e device
e client
¢ SMS

e realm_quota

realm_id string No The realm ID.

Successful response fields:

Field name Type Description
[specific resource] integer The remaining available resource count.
guota integer The total allowed resource count.

Response codes:

Code Response content Description
200 OK Resource count has been returned.
400 Bad Request e Cannot find customer

info.

e Therequested resource
does not exist .

403 Forbidden e Realm ID required for

getting realm quota info.

¢ Only global admin can get
the device count.
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Example request body:

None

Example of successful response body:

"user": 120,
"quota": 1200000
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Version

GET

URI:

e /version

Input fields:

Field name Required Description

Successful response fields:

Field name Type Description

FTC server string The FortiToken Cloud server version number.

Response codes:

Code Response content Description

200 OK The account balance info has been returned.

Example request body:

None

Example of successful response body:

" FTC server":"2.5.0"
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User Quota Allocation per Realm

GET

URI:

e /api/vl/quota
e /api/vl/quota?realm_id=***

Input fields:
Field name Type Required Description
realm_id string No The realm ID.
brief boolean No Whether to get user

quota details per realm.

Successful response fields:

Field name Type Description

usage integer The user count.

total_quota integer The total user quota.

trial_status integer Customer trial status, which can be one of the following:

* 0=No license
e 1=In trial
e 2=Inlicensed

end_date string The latest license expiration date.

realms list The realm quota allocation details, for each item (e.g.,
realm_id, quota, usage, etc.)

Successful response fields (if realm-id is included as an input):

Field name Type Description
realm_id string The realmid.
realm_quota integer Quota assigned to the realm.
users integer Number of users in the realm.
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Response codes:

Code Response content
200 OK
404 Not Found e Cannot identify related

customer info.

e Cannot identify realm
info.

Example request body:

None

Example of successful response body:

"usage":10,
"total_quota":24@,
"trial_status":2,
"end_date":"2030-11-18",
"realms":[

[
"12345678-abcd-efgh-1234 - xXXXXXXXXXXX" ,

10,
1

PUT

URI:

e /api/vl/quota

Input fields:
Field name Type
quota integer
realm_id string

FortiToken Cloud 25.2.b REST API
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Description

User quota info has been successfully returned.

Required Description
Yes The allocated quota.
Yes Therealm ID.

67



RESTful API References

Successful response fields:

Field name Type Description

realm_id string The realm ID.

realm_quota integer The allocated realm quota.

available qutoa integer The common quota shared among realms.

Response codes:

Code Response content

204 NO CONTENT
400 Bad Request .

403 Forbidden .

404 Not Found .

Example request body:

"realm_id":"12345678-abcd-efgh-1234-XxXXXXXXXXXXX",

"quota":1

Quota cannot be negative.
Quotais not enough for the
current user size of the
realm.

Remaining customer quota
is not enough to change the
quota for the realm.

Credit-based customer is
not allowed to allocate
quota.

Trial customer is not
allowed to allocate quota

Cannot find related
customer

Cannot find related realm
info

Example of successful response body:

"realm_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX" ,

"realm_quota":1,
"available_quota":239

FortiToken Cloud 25.2.b REST API
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Description

Realm user quota has been allocated.
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Pagination

These are a series of pagination GET APIs that help with retrieving a large amount of data by paginating the
results if you find that the regular GET APIs run too slowly. For instance:

api/v2/user?limit=2008&page=MDAWMZzZjMjctNJIXxMi0OYmUXLWIWMDgtOTMyNzNjZTcwMDd1l

Where ‘limit’ specifies the number of entries per page (FTC supports 20, 100, 200, 500, and 1000 entries per
page), and ‘page’is the cursor for the next page. If ‘limit’is not provided, FTC will default it to 500 per page; if
‘page’ is not provided, FTC will retrieve the very first page.

To maintain the current APl response body format, all pagination information is included in the HTTP headers of
the response as below:

link: <https://ftc.fortinet.com:8686/api/v2/user?limit=20&page=LWIwMD>; rel="next", <
https://ftc.fortinet.com:8686/api/v2/user?1imit=208&page=2zZjMjctNjIx>; rel="previous

The following is an example of how you can retrieve the HTTP header in Python:

import requests

headers = {
‘Authorization’: ‘Bearer eyJ@ex*******Q6to”’,
‘Content-Type’: ‘application/json’

payload = {}

resp = requests.request('get', 'https://ftc.fortinet.com:9696/api/v2/user?limit=200",
headers=headers, json=payload, verify=False)

link_header = resp.headers.get('Link")

You can then use the contents of ‘link_header’to retrieve the next or the preceding cursor.

Realm

GET

URI:

e /api/v2/realm?limit=***
e /api/v2/realm?limit=***&page=***

FortiToken Cloud 25.2.b REST API
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Input fields:
Field Name Type Required Description
limit integer No The number of realms per page.
page string No The cursor of the paginated page to retrieve.
name string No The name of the realm.
id string No The realm ID.
deleted boolean No Get the deleted realm record.

Successful response fields:

Field name Type Description

description string A brief description of the realm.

deleted_at datetime The deleted timestamp. If the realm is not deleted, the field is
None.

name string The name of the realm.

is_default boolean If the realm is the default realm.

id string The realm ID.

Response codes:

Code Response content Description
200 OK Realm(s) info is successfully returned.
404 Not Found Realm ID was not found Cannot find the realm with the Realm ID.

Example request body:

None

Example of successful response body:

"description"”:"abc",
"deleted_at":"None",
"name":"abc",
"is_default":false,

"id":"12345678-abcd-efgh-1234-XxXXXXXXXXXXX"

FortiToken Cloud 25.2.b REST API
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User

GET

URI:

e /api/v2/user?limit=***
e /api/v2/user?limit=***&page=***

Input fields:
Field Name Type Required Description
limit integer No The number of users per page.
page string No The cursor of the paginated page to retrieve.
id string No The user ID.
realm_id string No The realm ID.
username string No The username of the end-user.
email string No The end-user's email address.
mobile_number string No The end-user's mobile phone number.
active boolean No Get active user.
bypass_at datetime No The end-user's bypass date and time.
lockout_at datetime No The user's lockout date and time.
user_data integer No User type, which can be either of the following:
e Oforlocal user.
e 1forremote LDAP user.
auth_method string No The end-user's authentication method, which can be one
of the following:
s FTM
e Email
e SMS
e FTK
notification_ string No The configured notification method, which can be either
method of the following:
e Email
e SMS

FortiToken Cloud 25.2.b REST API
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Field Name Type Required Description

brief boolean No The APl response only includes the mobile_number,
username, email, vdom, realm, id, user_data if
brief=True.

case_accent_ boolean No Whether the username is case-sensitive.

sensitive

Successful response fields:

Field name Type Description
customer_id string The customer ID.
client_id string The client ID.
user_id string The user ID.
notification_ string The configured notification method, which can be either of the
method following:
e Email
e SMS
auth_method string The end-user's authentication method, which can be one of the
following:
s FTM
e Email
e SMS
s FTK
username string The user name.
id string The userref ID.
mobile number string The end-user's mobile phone number.
email string The end-user's email address.
realm_id string Therealm ID.
active boolean If the end-user is active.
created_at string The timestamp when the end-user was created.
updated_at string The timestamp when the end-user was last updated.
bypass_at string The timestamp when the end-user was bypassed for MFA

authentication.

lockout_at string The timestamp when the end-user was locked out.

fail_times integer The number of failed attempts the end-user made when trying to
log in.

user_data integer The typw of the end-user, which can be either of the following:
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Field name Type Description

e O forlocal user
e 1for remote LDAP user

temp_token boolean Whether temporary token is enabled for the user.

Response codes:

Code Response content Description
200 OK The end-user(s) info is successfully
returned.

400 Bad Request Auth Client was not found.

402 Payment No valid FTC subscription was found. Please enable your free trial or register
Required your purchased license.

403 Forbidden You are not authorized to access user.

404 Not Found e Cannot find the related customer info.

¢ User does not exist.

Example request body:

None

Example of successful response body:

"auth_method":"FTM",
"client_id":"12345678-abcd-efgh-1234-xxxXXXXXxxxx" ,
"created_at":"2020-02-02T02:22:22",
"customer_id":"123456",
"email":"abc@fortinet.com",

"user_data":@,
"id":"12345678-abcd-efgh-1234-xXXXXXXXXXXX",
"lockout_at":"None",

"mobile_number":"1123456789",
"notification_method":"Email",
"user_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX" ,
"realm_id":"12345678-abcd-efgh-1234-XXXXXXXXXXXX",

"username":"abc",
"updated_at":"None",
"active":true,
"temp_token":false,

"bypass_at":"None",
"fail times":0
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User base

GET

URI:

e /api/v2/user/base?limit=***
e /api/v2/user/base?limit=***&page=***

Input fields:

Field name Type Required Description

limit integer No The number of users per
page.

page string No The cursor of the
paginated page to
retrieve.

id string No The user ID.

realm_id string Yes The realm ID.

username string No The end-user's
username.

email string No The end-user's email
address.

mobile number string No The end-user's mobile
phone number.

case_accent_sensitive boolean No Whether the username is

case-sensitive.

Successful response fields:

Field name Type Description
customer_id string The customer ID.
client_id string The client ID.
user_id string The user ID.
notification_ string Supported notification method, which can
method either of
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Field name Type
auth_method string
username string
id string
realm_id string
mobile_number string
email string
active boolean
created_at string
updated_at string
bypass_at string
lockout_at string
fail_times integer
temp_token boolean

Response codes:

Response content

200 OK

400 Bad Request Auth Client is not found.

402 Payment Required No valid FTC subscription is
found.

403 Forbidden You are not authorized to

access the user.

FortiToken Cloud 25.2.b REST API
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Description
e ‘Email’
* 'SMS

The authentication method, which can be
one of the following:

e '‘FTM’

e ‘Email’

e 'SMS

« FTK

The user name.

The user ID.

The realm ID.

The user's mobile phone number.
The user's email address.

If the user is active.

The timestamp when the user was
created.

The timestamp when the user was last
updated.

The timestamp when the user was
bypassed.

The timestamp when the user was locked
out.

The number of failed attempts of user
login validation.

Whether temporary token is enabled for
the end-user.

Description

User info is successfully returned.

Please enable free trial or register the license(s).
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Code Response content Description

404 Not Found ¢ Cannot find the relevant
customer information.

e The user does not exist.

Example request body:

"id": “12345678-abcd-efgh-1234-XxXXXXXXXXXXX"
}

Example of successful response body:

{
"created_at": "2023-03-10T23:39:15",
"updated_at": null,
"id": "12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"username": "abc",
"email": "abc@fortinet.com"
"mobile_number": "+1123456789",
"customer_id": "123456",
"realm_id": "12345678-abcd-efgh-1234-XxXXXXXXXXXXX",
"active": true,
"bypass_at": null,
"lockout_at": null,
"temp_token": false,
"fail times": o,
"auth_method": "FTM",
"notification_method": "Email",
"sn": "abcd",
"expire_at": "2023-03-13T23:39:15",
"status": 0,
"refs": 1,
"usernames": "abc",
"refs_list": [
{
"name": "MyAuthClient",
"sn": null,
"cluster_id": null,
"vdom": "root",
"id": "12345678-abcd-efgh-1234-XXXXXXXXXXXX",
"members": null,
"username": "abc",
"email": "abc@fortinet.com",
"mobile_number": "+1123456789",
"refid": "12345678-abcd-efgh-1234-XXXXXXXXXXXX"
¥
1,
"auth_history": {}
}

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

76



RESTful API References

FortiToken Cloud 25.2.b REST API
Fortinet Inc.

77



Change log

Date Description

June 6, 2024 Initial release.
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