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Introduction

This document provides information about deploying FortiClient using ManageEngine mobile device management.

This integration supports FortiClient (i0S) and (Android). You can only configure this integration with EMS 7.4.1 and
later versions.

This document does not cover enrolling devices to ManageEngine. For instructions on enrolling endpoints, see MDM
Enroliment Methods.

FortiClient 7.4 ManageEngine Deployment Guide
Fortinet Inc.


https://www.manageengine.com/mobile-device-management-msp/mdm-enrollment-types-methods.html
https://www.manageengine.com/mobile-device-management-msp/mdm-enrollment-types-methods.html

Configuring ManageEngine integration on EMS

ManageEngine integration allows FortiClient endpoints to connect to EMS. You can use on-premise or cloud
ManageEngine.

To configure integration between on-premise ManageEngine and EMS:

EMS must have an API key with adequate privileges. If EMS does not meet the privileges requirement, the integration
test fails with a detailed message indicating the missing privileges.

1. Inon-premise ManageEngine, go to Admin > Integrations > APl Key Generation.
2. From the Application dropdown list, select MDM Migration.
3. Click Generate Key.

' Setup Integration

Application + ServiceDeskPlus
AnalyticsPlus
MDM Migration
Third-party Agp

| © This applicatl
and cannot bé

| Generate Key

In EMS, go to System Settings > MDM Integration.

Click Enable MDM Integration.

From the Vendor dropdown list, select ManageEngine MDM Plus.
For Deployment, select On-Premise.

In the Site URL field, enter your ManageEngine server URL.

In the API Key field, enter the key that you generated in step 3.

© NG

To configure integration between cloud ManageEngine and EMS:

EMS must have a set of Zoho OAuth credentials: client ID and secret.
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Configuring ManageEngine integration on EMS

1. Inthe Zoho developer console, under Choose a Client Type, click Self Client.

Choose a Client Type

~

The console displays a client ID and secret set.

® NG RN

Client-based Applications

Applications that are built to run

exclusively on browsers independent
of web servers.

CREATE NOW

Non-browser Applications

Applications that run on devices
without browsers such as smart TVs
and printers.

CREATE NOW

In EMS, go to System Settings > MDM Integration.
Click Enable MDM Integration.
From the Vendor dropdown list, select ManageEngine MDM Plus.
For Deployment, select Cloud.
From the Region dropdown list, select your assigned geographic region.

In the Client ID field, enter your ManageEngine client ID that you generated in step 1.

In the Client Secret field, enter your ManageEngine client secret that you generated in step 1.
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()

Web-based applications that are built
to run with a dedicated HTTP server.

CREATE NOW

Self Client

You have already created a client of
this type. Kindly use the same for
generating codes.


https://accounts.zoho.com/developerconsole

Configuring ManageEngine integration to allow FortiClient
(i0S) to connect to EMS

ManageEngine integration allows FortiClient endpoints to connect to EMS.

To configure integration between ManageEngine and FortiClient (iOS):
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In ManageEngine Endpoint Central, go to Mobile Device Mgmt > Management > App Repository.
Under Apps, click Add App.
Search for and select FortiClient (iOS).

Open a text editor and configure an XML file to upload to ManageEngine. The following provides an example that
only configures the manageengine device idkey:

<?xml version="1.0" encoding="UTF-8"?2>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>manageengine device id</key>
<string>%devicename% |%udid%</string>

</dict>
</plist>

Key Description

cloud_invite_code This value is used for connecting FortiClient to FortiClient Cloud. Enter the
invite code received from FortiClient Cloud.
This key is mainly meant to support 7.2.2 and earlier versions, as the new
invitation code key is available for FortiClient (iOS) 7.2.3 and later
versions. However, you can continue to use cloud invite code for
FortiClient (i0S) 7.2.3 and later versions if you do not configure
invitation code
This key does not support configuring invitation codes from on-premise EMS.

ems_key Telemetry connection key. The EMS administrator may require FortiClient to
provide this key during connection.

ems_port EMS port number.

ems_server EMS server IP address.

group_tag This value is used as a group tag for configuration in EMS. EMS uses this
value as an installer ID to assign the endpoint to a group. See Group
assignment rule types.

invitation_code Enter the FortiClient Cloud or on-premise EMS invitation code.

FortiClient 7.2.3 and later versions support this key.
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Configuring ManageEngine integration to allow FortiClient (iOS) to connect to EMS

Key Description

mac_address iOS device MAC address.

udid iOS device UDID.

should show_login page Set to true or false to configure whether FortiClient displays a login page and

privacy policy highlights to the user upon launch.

Youcanuseoneof cloud invite code,ems serverandems port,orinvitation code todefinethe
FortiClient to EMS connection. For e;ample, you_cannot configure both cloud invite codeandems server
and ems_port. Invitation codes include the EMS IP address and port. - - -

Save the file as an XML file

In ManageEngine, in the App Configurations field, browse to and upload the XML file.

Click Save.

When FortiClient starts on the device, it automatically connects to on-premise EMS or FortiClient Cloud, depending
on the configuration.
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Configuring ManageEngine integration to allow FortiClient
(Android) to connect to EMS

ManageEngine integration allows FortiClient endpoints to connect to EMS.

To configure integration between ManageEngine and FortiClient (Android):

In ManageEngine Endpoint Central, go to Mobile Device Mgmt > Management > App Repository.
Under Apps, click Add App.

Search for and select FortiClient (Android).

Configure the following fields:

Field Description
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Enter EMS Server IP EMS IP address or hostname.

Enter EMS Server Port Port number for FortiClient to connect Telemetry to EMS. By default, this is
8013.

Enter EMS Server Key Telemetry connection key. The EMS administrator may require FortiClient to

provide this key during connection.

Enter Cloud Invite Code FortiClient uses this value to connect to FortiClient Cloud. Enter the invite code
that you received from FortiClient Cloud.

Enter Invitation Code Enter the FortiClient Cloud or on-premise EMS invitation code.
FortiClient 7.2.3 and later versions support this key.

Enter User Name FortiClient username.

You may want to avoid showing users the option to configure their own
username. You must also configure Should Show Login Page to false so that
users do not see the login page where they can provide their username.

Enter MAC Address Device MAC address.

Enter Group Tag This value is used as a group tag for configuration in EMS. EMS uses this
value as an installer ID to assign the endpoint to a group. See Group
assignment rule types.

Should Show Login Page Configure whether FortiClient presents a login page to the user. Enter t rue to
present the login page and false to skip the login page.

ManageEngine Device Id Enter %devicename%)|%udid%

You can use one of Enter Cloud Invite Code, Enter EMS Server IP and Enter EMS Server Port, or Enter Invitation
Code to define the FortiClient to EMS connection. For example, you cannot configure both Enter Cloud Invite Code
and Enter EMS Server IP and Enter EMS Server Port. Invitation codes include the EMS IP address and port.

5. Click Save.

6. When FortiClient starts on the device, it automatically connects to on-premise EMS or FortiClient Cloud, depending
on the configuration.
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