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Change log 4

Change log

Date Change description

2023-01-18 FortiWLMMEA 8.6.5 release version.
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About FortiWLMMEA 8.6.5

This release of FortiWLMMEA resolves open product issues. For more information, see Fixed Issues
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Product Overview

TheWireless Manager Management Extension Application (FortiWLMMEA) web based application suite is an
intelligent management system that helps you to easily manage your wireless network. You can manage
controllers and access points mapped to the network to provide real-time data that enables centralized and
remote monitoring of the network. For more information on feature usage, see the FortiWLMMEA Configuration
Guide.

The FortiWLMMEA container is hosted on the FortiManager integrated platform that provides centralized
management of Fortinet products and other devices. You can access FortiWLMMEA to monitor FortiGate
controllers from the FortiManager application. You can monitor networks with FortiGate deployments, and
stations and access points' usage and diagnostic information (individually and groups) using the FortiWLM
MEA.

Note: To ensure a secured Wi-Fi network, Fortinet hardware (controllers and access points) are designed to run
only the proprietary firmware developed by Fortinet. Only approved Fortinet access points are configurable with
Fortinet controllers and vice versa. Third party access points and software cannot be configured on Fortinet
hardware.

FortiWLMMEA supports specific options of theMonitor,Operate, and Administration tabs for FortiGate
controllers. You can add and manage FortiGate controllers (with the available options).
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Supported FortiOS and FortiAP

The following versions of FortiOS FortiAPs are supported with this release of FortiWLMMEA.

Software/Hardware Versions

FortiOS l 6.4.0
l 6.4.1
l 6.4.2
l 6.4.3
l 6.4.4
l 6.4.5
l 6.4.6
l 6.4.7
l 7.0.0
l 7.0.1
l 7.0.2
l 7.0.3
l 7.0.5
l 7.2.0
l 7.2.1
l 7.2.2

FortiAP l FortiAP version 6.4.x and 7.2.0​
l FortiAP-U versions 6.2.4
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Enabling FortiWLMMEA

Follow this procedure to enable FortiWLMMEA.

1. Connect to the FortiManager GUI.
2. Navigate to System Settings > Administrators > Admin and set JSON API Access to Read-Write. This

enables communication between FortiManager and FortiWLMMEA.

3. Navigate toManagement Extensions and click the FortiWLM tile.

Note: After FortiManager is restored, FortiGate controllers are in the offline state in FortiWLMMEA. Disable the
offline state in the FortiManager manually and all FortiGate controllers appear online after approximately 10
minutes.
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Operational Guidelines

This section describes information related to the usage of FortiWLMMEA/FortiGate.

l Third parties cannot query FortiWLMMEA data using SNMP.
l Application control is supported on FortiOS version 6.2.2 and later.
l Station activity logs are supported on FortiOS version 6.2.0 and later.

Features FortiOS Versions

6.2.2/6.2.3 6.4.0/6.4.1/6.4.2/6.4.3/6.4.4/
6.4.5/6.4.6/6.4.7

7.0.0/7.0.1/7.0.2/7.0.3/7.0.5/7.2.0/7.2.1/7.2.2

Dashboard
Status

Application
Control

✓ ✓ ✓

Station Data ✓ ✓ ✓

Station
activity logs

✓ ✓ ✓

AP
Dashboard

Retry % ✓ ✓ ✓

Loss % ✓ ✓ ✓

Channel
Utilization%

✓ ✓ ✓

SNR (dBm) ✓ ✓ ✓

Average
Throughput

X X ✓

Station
Dashboard

Retry % ✓ ✓ ✓

Loss % ✓ ✓ ✓

Channel
Utilization%

X X X

SNR (dBm) ✓ ✓ ✓
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SNMP Configurations

SNMP Traps use port 10162 to receive the AP down Alarm from FortiGate. The following FortiGate
configuration is required in the FortiGate GUI.

1. Navigate to System > SNMP.
2. Create/edit SNMP v1/v2c configuration with Traps configured to use 10162 as the Local Port and

Remote Port.
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Upgrading FortiWLMMEA

The following upgrade paths are supported for this release of FortiWLMMEA.

From... To...

8.6.3 (FortiManager 7.0.3) 8.6.5 (FortiManager 7.2.1)​

8.6.4 (FortiManager 7.2.1)

To upgrade your FortiWLMMEA, navigate to Administration > Upgrade in the GUI.

1. Click Check For Firmware Upgrade.
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2. FortiWLMMEA checks for the available new release versions and the upgrade option appears. Click
Upgrade.

FortiWLMMEA is upgraded to the new firmware version.
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Fixed Issues

These are the fixed issues in this release of FortiWLMMEA.

Bug ID Description

832624 Incorrect data displayed in the Network Summary dashboard.

861950 ​Unable to delete buildings from the maps.

871231 SSIDs and AP details not displayed in the Channel Summary page.
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