FortiVoice - Azure Deployment Guide
Version 6.0.5

FORTINET DOCUMENT LIBRARY
https://docs.fortinet.com
FORTINET VIDEO GUIDE
https://video.fortinet.com
FORTINET BLOG
https://blog.fortinet.com
CUSTOMER SERVICE & SUPPORT
https://support.fortinet.com
FORTINET TRAINING & CERTIFICATION PROGRAM
https://www.fortinet.com/support-and-training/training.html
NSE INSTITUTE
https://training.fortinet.com
FORTIGUARD CENTER
https://fortiguard.com/
END USER LICENSE AGREEMENT
https://www.fortinet.com/doc/legal/EULA.pdf
FEEDBACK
Email: techdoc@fortinet.com

December 2, 2020
FortiVoice 6.0.5 Azure Deployment Guide
26-605-599206-20201202

TABLE OF CONTENTS
Change log
About FortiVoice on Azure

4
5

Azure instance type support
Supported operating system
Licensing

5
6
6

Deployment of FortiVoice-VM on Azure
Creating a FortiVoice-VM instance
Connecting to the FortiVoice-VM instance
Installing a valid license
Upgrading the FortiVoice-VM firmware

FortiVoice 6.0.5 Azure Deployment Guide
Fortinet Technologies Inc.

7
7
13
14
15

3

Change log
Date

Change description

2020-06-22

Initial release of the FortiVoice 6.0.5 Azure Deployment Guide.

2020-12-02

Updated the following sections:
l Creating a FortiVoice-VM instance on page 7
l Connecting to the FortiVoice-VM instance on page 13
l Upgrading the FortiVoice-VM firmware on page 15
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About FortiVoice on Azure
The FortiVoice phone system provides call control and sophisticated communication features for excellent customer
service and efficient employee collaboration. The FortiVoice phone system delivers everything you need to handle calls
professionally, control communication costs, and stay connected everywhere.
The FortiVoice phone system includes all the fundamentals of enterprise-class voice communications, with no
additional cards to install. Auto attendants, voice messaging, ring groups, conferencing and much more are built-in. In
addition, the FortiVoice user portal lets your staff view their call logs, configure and manage their own messaging, and
access other features, such as the operator console and the agent console.
This document describes how to deploy a FortiVoice virtual machine (VM) on a virtual server instance in the cloud with
Microsoft Azure.
After creating the FortiVoice-VM instance using the Azure portal, you can connect to the web-based manager of the
FortiVoice-VM instance, load a valid license, and start managing your FortiVoice-VM instance.
This section includes the following topics:
l
l
l

Azure instance type support on page 5
Supported operating system on page 6
Licensing on page 6

Azure instance type support
A FortiVoice-VM instance for Azure requires two configured data disks that is one primary data disk for the image and a
secondary disk for user data.
When selecting an instance type for your deployment, consider your FortiVoice use case and requirements to support it.
For up-to-date information on each instance type, see General purpose virtual machine size.
For more details about the FortiVoice software plan and pricing, see Microsoft Azure Marketplace.
The following table provides information on recommended instance types for normal business operation:

Instance
type

Core

RAM
(GB)

Disk
space
(GB)

Drive
type

FortiVoice VM

D2

2

7

100

SSD

FVE-VM-50, FVE-VM-100, FVE-VM-200

D3

4

14

200

SSD

FVE-VM-500, FVE-VM-2000

D4

8

28

400

SSD

FVE-VM-5000

DS2

2

7

14

SSD

FVE-VM-50, FVE-VM-100, FVE-VM-200

DS3

4

14

28

SSD

FVE-VM-500, FVE-VM-2000

DS4

8

28

56

SSD

FVE-VM-5000
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Supported operating system
The operating system of FortiVoice-VM is Linux.

Licensing
FortiVoice for Azure supports the bring your own license (BYOL) model. You can obtain licenses through any Fortinet
partner. If you do not have a partner, you can visit the Find a Partner portal to find a reseller in your region.
For assistance in purchasing a license, you can also contact azuresales@fortinet.com.
After you purchase a license or obtain an evaluation license (60-day term), you receive a PDF file with a license
registration code. You will use this code when you register the FortiVoice-VM instance in Installing a valid license on
page 14.
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Deployment of FortiVoice-VM on Azure
To deploy a FortiVoice-VM instance on a virtual server instance in the cloud with Microsoft Azure, perform the following
procedures:

1. Creating a FortiVoice-VM instance on page 7
2. Connecting to the FortiVoice-VM instance on page 13
3. Installing a valid license on page 14
4. Upgrading the FortiVoice-VM firmware on page 15

Creating a FortiVoice-VM instance
Use this procedure to create a FortiVoice-VM instance using the Microsoft Azure portal. The Azure portal is a browserbased user interface used to create Azure resources.

Access the Microsoft Azure portal and create a FortiVoice-VM instance
1. Sign in to the Microsoft Azure portal.
2. At the top of the window, click the search box and type fortivoice.
3. From the Marketplace, select Fortinet FortiVoice Enterprise PBX.
4. Click Create.
Configure the basics
1. In the Basics tab, under Project details, configure the following settings:
a. In Subscription, confirm that you have selected a valid subscription from the drop-down list.
Do not select an existing resource group. Azure does not allow the deployment of
resources into an existing resource group that is not empty.

b. In Resource group, click Create new to create a new resource group.
2. Under Instance details, configure the following settings:
Make sure that the virtual machine name is unique in the current resource group.
Do not include special characters.
The length of the virtual machine name can be from 1 to 64 characters.

a. In Virtual machine name, provide a name for your FortiVoice-VM instance.
b. In Region, select a region.
c. In Availability options, select an option applicable to your FortiVoice use case.
d. In Image, make sure to select Fortinet FortiVoice-VM for Azure - Gen1.
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e. In Azure Spot instance, make sure to select No.
f. In Size, select a size capable of supporting your FortiVoice use case.

3. Under Administration account, configure the following settings:
a. In Authentication type, select Password.
For the username, apply the following guidelines:
l Use letters, numbers, hyphens, and underscores. However, do not start a
username with an hyphen or number.
l Do not use admin.
l Do not include reserved words.
l Make sure that the username length is from 1 to 64 characters.

b. In Username, type an administrator username for the VM.
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Make sure that the password includes at least three of the following character groups:
l

One lowercase character

l

One uppercase character

l

One number

l

One special character

Make sure that the password length is from 12 to 72 characters.

c. In Password, type the password and confirm the password to be associated with the username.

Attach an additional disk
1. Click Next : Disks.
2. Under Disk options, configure the following settings:
a. In OS disk type, select Standard SSD or Premium SSD.
b. In Encryption type, select the default.
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3. Under Data disks, click Create and attach a new disk.

4. To create a new disk, complete the following settings:
a. In Name, select the default or type a new name for the new disk.
b. In Source type, make sure to select None (empty disk).
c. In Size, select the default.
d. In Encryption type, select the default.
e. In Enabled shared disk, select No.
f. Click OK.

Define the network connectivity
1. Click Next : Networking.
2. Under Network interface, configure the following settings:
a. In Virtual network, select the default or create a new virtual network.
b. In Subnet, select the default available subnet.
c. In Public IP, select the default IP address or create a new one.
d. In Configure network security group, select the default security group or create a new one.
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3. Under Load balancing, for Place this virtual machine behind an existing load balancing solution?, select
No.
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Configure management options
1. Click Next : Management.
2. You can configure monitoring and management options for the FortiVoice-VM, as needed.

Configure advanced options
1. Click Next : Advanced.
2. If the image supports an advanced option, you can configure the option, as needed.
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Add tags
1. Click Next : Tags
2. If you want to add tags to categorize your FortiVoice-VM instance, you can make changes.
Review and create your FortiVoice-VM instance
1. Click Next : Review + create.
2. Review the terms and information. Make changes, if required.
3. When the validation is complete, click Create.
The deployment of the FortiVoice-VM instance begins. The average time it takes for the deployment process to
complete is 10 minutes.
You have completed this procedure.
4. Go to Connecting to the FortiVoice-VM instance on page 13.

Connecting to the FortiVoice-VM instance
To connect to the FortiVoice-VM instance using the web-based manager, perform this procedure.

Prerequisite
You know the username and password that you have specified in Creating a FortiVoice-VM instance on page 7.

Procedure steps
1. Locate the public IP address of the FortiVoice-VM instance:
a. From the Microsoft Azure portal.
b. In Azure services, click Virtual machines.
c. Locate and select your FortiVoice-VM instance from the list.
d. Find the Public IP address row and take note of the IP address.
2. Connect to the web-based manager of the FortiVoice-VM instance:
a. In a web browser, go to https://<public_IP_address>/admin.
Where <public_IP_address> is the IP address of the FortiVoice-VM instance from step 1.
b. When you connect, your web browser may display a security warning related to the certificate not being
trusted. This warning is normal and is due to the certificate being self-signed, rather than being signed by a
valid certificate authority. Click Advanced and then click Accept the Risk and Continue.
The FortiVoice login page opens.
c. Log in to the FortiVoice-VM instance using the credentials configured in Creating a FortiVoice-VM instance on
page 7:
i. In Name, enter the username.
ii. In Password, enter the password associated with the username.
iii. Click Login.
The web-based manager page of the FortiVoice-VM instance opens.
You have completed this procedure.

3. Go to Installing a valid license on page 14.
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Installing a valid license
When first deployed, a FortiVoice-VM instance runs in trial mode until it is licensed. The trial mode supports a maximum
of 50 active phones (extensions) for 45 days. Before using the FortiVoice-VM instance, perform this procedure to
complete the following tasks:
l
l
l

Register the FortiVoice-VM instance.
Download the license file.
Upload the license to the FortiVoice-VM instance.

Prerequisite
After placing an order for a FortiVoice-VM license, Fortinet sends a license registration code to the email address used
in the order form. In this procedure, use this license registration code to register your FortiVoice-VM instance with
Fortinet Support.
For more details about obtaining a license, see Licensing on page 6.

Procedure steps
1. Register the FortiVoice-VM instance:
a. Go to the Fortinet Support website.
b. Log in to your account or create one.
c. To start the registration process, go to the toolbar and select Asset > Register/Activate.
d. In Specify Registration Code, enter the license registration code.
e. Specify the type of user (government or non-government).
f. To continue the product registration, click Next.
2. At the end of the registration process, download the license file (.lic) to your computer and take note of the location
where you save the file.
3. Upload the license file to the FortiVoice-VM instance:
a. Connect to the FortiVoice VM instance. For details, see Connecting to the FortiVoice-VM instance on page 13.
b. Select Dashboard > Status.
c. In the License Information widget, click Update license.
The File Upload dialog box appears.
d. Locate the license (.lic) that you downloaded in step 2 and click Open.
e. To confirm the upload, click Yes.
f. Log in to the VM again using the VM name and password.
The License Information widget displays the following message:
Full License (Warning: License has already been uploaded, please wait for authentication with
registration servers.)
After registering a license, Fortinet servers can take up to 30 minutes to fully recognize
the new license.

After the authentication with the registration servers is complete, the VM license status appears as valid.
You have completed this procedure.
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4. Go to Upgrading the FortiVoice-VM firmware on page 15.

Upgrading the FortiVoice-VM firmware
The FortiVoice image available on Azure Marketplace may not include the latest firmware available for FortiVoice. Use
this procedure to upgrade the firmware of your FortiVoice-VM and make sure that you have the latest features,
functionality, and fixes available.

Procedure steps
1. Identify the firmware version that is running on the FortiVoice-VM:
a. In the web-based manager of the FortiVoice-VM, go to Dashboard > Status.
b. In the Status tab, go to the System Information widget and review the Firmware version row.
c. Take note of the firmware version and build number.
2. Identify the latest software release that is available for the FortiVoice firmware:
a. Go to the Fortinet Support website.
b. Log in to your existing account or register for an account.
c. Select Download > Firmware Images.
d. In Select Product, select FortiVoiceEnterprise.
e. In the Download tab, navigate to the 6.0.5 folder.
f. Review the list to locate FVE-VMAZ firmware version . For example, 0214 is the build number in FVE_VMAZ64-v60-build0214-FORTINET.out.
g. Compare the firmware version and build number with the firmware version that is running on the FortiVoiceVM.
h. If the build number of the firmware version running on the FortiVoice-VM matches the one on the Fortinet
website, then you do not need to perform an upgrade. You have completed this procedure.
i. If the build number of the firmware version running on the FortiVoice-VM is an earlier build, then you need to
prepare for an upgrade:
i. Review the FortiVoice Phone System 6.0.5 Release Notes. This document includes the most current
upgrade information such as supported upgrade paths and may contain details that were unavailable at
the time this procedure was created.
Make sure to download the following firmware image file:

FVE_VMAZ-64-v60-build<build_number>-FORTINET.out
For an upgrade, do NOT use the following image file:
FVE_VMAZ-64-v60-build<build_number>-FORTINET.out.azure.zip file.

ii. In the Download tab, navigate to the 6.0.5 folder to locate the FVE_VMAZ-64-v60-build<build_
number>-FORTINET.out file.
iii. To download the firmware image file to your computer, click HTTPS, and then click OK.
3. Backup the configuration file:
a. In the web-based manager of the FortiVoice-VM, go to System > Maintenance.
b. In the Backup area, select System configuration.
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c. Click Backup.
d. Save the file on your computer and take note of the location where you save the file.
4. Upgrade the firmware:
a. In the web-based manager of the FortiVoice-VM, go to Dashboard > Status.
b. In the Status tab, go to the System Information widget and the Firmware version row.
c. Click Update.
d. Locate the firmware file and then upload that file.
Your web browser uploads the firmware file to the FortiVoice-VM.
e. To confirm, click Yes.
The FortiVoice-VM installs the firmware and restarts.
f. To make sure that the FortiVoice-VM web-based manager reloads correctly and displays all changes, clear the
cache of your web browser and restart it.
5. Verify that the firmware is successfully installed:
a. Go to Dashboard > Status.
b. In the Status tab, go to the System Information widget and review the Firmware version row.
c. Make sure that the firmware version is the one that you upgraded to.
You have completed this procedure and the deployment of a FortiVoice-VM on a virtual server instance in the cloud
with Microsoft Azure.
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