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Change Log

Change Log

Date Change Description

2020-02-14 FortiADC 5.3.5 Release Notes initial release.
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Introduction

Introduction

ThisRelease Notes covers the new features, enhancements, known issues, and resolved issues of
FortiADC™ Version 5.3.5, Build 0665.

To upgrade to FortiADC 5.3.5, see FortiADC Upgrade Instructions.

FortiADC provides load balancing, both locally and globally, and application delivery control. For more
information, visit: http://docs.fortinet.com/product/fortiadc/.
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What's new

What's new

FortiADC 5.3.5 has no new features.
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Hardware and VM support

Hardware and VM support

FortiADC 5.3.5 supports the following hardware models:

l FortiADC 200D
l FortiADC 300D
l FortiADC 400D
l FortiADC 700D
l FortiADC 1500D
l FortiADC 2000D
l FortiADC 4000D
l FortiADC 100F
l FortiADC 200F
l FortiADC 300F
l FortiADC 400F
l FortiADC 1000F
l FortiADC 2000F
l FortiADC 4000F

FortiADC Release 5.3.5 supports deployment of FortiADC-VM in the following virtual machine environments:

VM environment Tested Versions

VMware ESXi 3.5, 4.x, 5.0, 5.1, 5.5, 6.0, 6.5, 6.7

Microsoft Hyper-V Windows Server 2012 R2

KVM Linux version 3.19.0 qemu-img v2.0.0, qemu-img v2.2

Citrix Xen XenServer 6.5.0

Xen Project Hypervisor 4.4.2, 4.5
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Known issues

Known issues

There are no known issues discovered in FortiADC 5.3.5 release. For inquiries about particular bugs, please
contact Fortinet Customer Service & Support.
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Resolved issues

Resolved issues

This section highlights the major known issues discovered in FortiADC 5.3.5 release. For inquiries about
particular bugs, please contact Fortinet Customer Service & Support.

Known issues

Bug ID Description

0553907 Support private key with passphrase uploading in OCI

0593019 Correct the error message in Health check monitor when the HTTP string mismatch

0596200 Authentication Relay with “Domain Prefix Support” Failed for Kerberos User Principle
Test

0598662 Domain\username in Authentication Form treats backslash plus two following characters
as hexcode

0598900 Support Source IP in WAF Exception

0599068 Unable to de-select a service (e.g. https, ping, etc.) from "allow access" for non-used
interface on WebUI.

0600210 Fix the DataTable warning on SLBMySQL Traffic Log

0600663 Health Check status might be wrong in a certain circumstance with SNMPHC

0600669 Health check on MySQL Slave is not accurate

0600770 Sync-list not working from GUI

0600919 Fnginx coredump in certain SLBMySQL circumstances

0602296 SSH port forwarding exposes unprotected localhost/internal services

0604464 Coredump by IP reputation

0604578 The HTTP/2 configuration is unable to apply properly.

0604794 crlupdated memory leak

0608175 Read-only user is able to perform an action designated for a read-write user

0608176 Vulnerable to XSS (New Dashboard name parameter not sanitized)

0603280 "502 Bad gateway" error in HTTP/2 with quick refresh on the html page

0587743 httproxy high CPU and crashes in certain circumstances

0595668 "Invalid arguments." error is printed when adding more than 32 healthchecks to Server
Pool.

0605628 Correct the displaying of "maintain" status for SNMPHealth Check in Fortiview
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Image checksums

Image checksums

To verify the integrity of the firmware file, use a checksum tool and compute the firmware file’s MD5 checksum.
Compare it with the checksum indicated by Fortinet. If the checksumsmatch, the file is intact.

MD5 checksums for Fortinet software and firmware releases are available from Fortinet Customer Service &
Support. After logging in to the web site, near the bottom of the page, click the Firmware Image Checksums
button. (The button appears only if one or more of your devices has a current support contract.) In the File
Name field, enter the firmware image file name including its extension, then click Get Checksum Code.

Customer Service & Support image checksum tool
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Upgrade notes

Upgrade notes

Suggestions

The backup config file in v.5.2.0-5.2.4/v.5.3.0-5.3.1 which contains certificate config may not be restored
properly(causing config to be lost). After upgrading to v.5.3.2, please discard the old v.5.2.x/v.5.3.x config file,
backup the config file in v.5.3.2 again, and it should work well.

Keep the old SSL version's predefined config for a smooth upgrade.

HSM doesn't support TLVv1.3. If the HSM certificate is used in VS, the TLSv1.3 handshake will fail.
Workaround: Please uncheck the TLSv1.3 in the SSL profile if you're using the HSM certificate to avoid
potential handshake failure.
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