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Change Log

Date Change Description

2021-10-20 Initial release of 1.0.0 Beta.

2021-10-22 Clarified the result of Block malicious traffic mode. Even though malicious traffic is leaned on a
specific port, the policy block generated by Policy Analyzer MEA will block malicious traffic on all
FortiGate interfaces. See Key concepts on page 5.

2022-03-31 Updated to support changes in FortiOS 7.2.0 and later. See Configuring FortiGate on page 9.
2023-06-06 Updated JSON AP/ Access setting in FortiAnalyzer. See Configuring FortiAnalyzer on page 14.
2023-09-14 Updated Configuring FortiAnalyzer on page 14 with information about setting the HTTPS

administrative access and Fabric Authorization settings.
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Introduction

When enabled, Policy Analyzer MEA is installed on FortiManager. Policy Analyzer is a management extension
application (MEA) that is released and signed by Fortinet to run on FortiManager.

\ L}
S L4
? You must be in ADOM version 7.0 or later to access Policy Analyzer MEA.

Policy Analyzer MEA is an automated tool with a wizard. It works with Security Policies in learn mode from a managed
FortiGate to analyze logs sent to FortiAnalyzer. Based on the analyzed traffic, administrators can choose to
automatically create a policy block to:

» Block malicious traffic

» Allowed learned traffic - permissive mode

 Allowed learned traffic - restricted mode

A policy block is automatically created and inserted in the policy package, and the policy package is installed to the
target FortiGate.

Requirements

In order to use Policy Analyzer MEA, you must have the following products:

 FortiGate running FortiOS 7.0.2 or later
o FortiAnalyzer 7.0.2 or later
o FortiManager 7.0.2 or later
« ADOM version 7.0 or later
» FortiManager must manage FortiGate.

« FortiManager must be able to communicate with FortiAnalyzer by its IP address, and the FortiManager
administrator requires valid FortiAnalyzer credentials to authorize access to the logs.

Key concepts

This section describes the following key concepts for using Policy Analyzer MEA:

« Device and logging requirements on page 6
o Policy Analyzer wizard process on page 6
» Types of policies generated by Policy Analyzer wizard on page 6
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Introduction

Device and logging requirements

« FortiGate must have NGFW set to policy-based and be configured to use a Security Policy with Learn Mode
enabled.

» FortiGate must send the logs to FortiAnalyzer, and you must configure FortiAnalyzer to allow communication to
Policy Analyzer. See Configuring FortiAnalyzer on page 14. Allow the Security Policy to run for several days to
generate traffic for analysis.

» FortiGate must be managed by FortiManager in a version 7.0 or later ADOM, with a synchronized configuration
status. FortiManager must have Policy Analyzer MEA enabled.

« FortiManager must be able to communicate with FortiAnalyzer by its IP address, and the FortiManager
administrator requires valid FortiAnalyzer credentials to authorize access to the logs.

Policy Analyzer wizard process

In Policy Analyzer MEA, you use a wizard to identify what FortiGate, FortiAnalyzer, and Security Policy to use for traffic
analysis. Policy Analyzer MEA analyzes the traffic, and presents you with several options to handle the traffic. You
choose an option, and Policy Analyzer MEA automatically creates a policy block. Policy Analyzer MEA also works with
FortiManager to automatically insert the policy block into the Security Policy, and install the updated policy package to

FortiGate.
N ! /., You cannot edit the policy block in Policy Analyzer MEA. However after the policy block is
q automatically installed to the FortiGate, you can edit the policy block on the FortiManager >
= Policy & Objects pane, and then install the changes to FortiGate.

Types of policies generated by Policy Analyzer wizard

When using Policy Analyzer MEA wizard, you can choose one of the following modes:

o Block malicious traffic
« Allowed learned traffic - permissive mode
« Allowed learned traffic - restricted mode

Al
‘Q' Both Allow learned traffic modes also generate an implicit policy, and you must specify
- whether the implicit policy accepts or denies all traffic.

After you choose a mode, Policy Analyzer MEA automatically generates policies based on the selected mode. The
following table summarizes the modes:
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Description

Block malicious traffic When the Policy Analyzer MEA wizard

Implicit Policy Generated?

No

detects malware and applications rated
high-risk, you can select the Block
Malicious Traffic mode to create a policy
block that will block the traffic on the
FortiGate. Even though malicious traffic is
leaned on a specific port, the policy block
generated by Policy Analyzer MEA will
block malicious traffic on all FortiGate
interfaces.

Allowed learned traffic - You can use the Allow Learned Traffic - Yes, and you choose whether the
permissive mode Permissive Mode setting to combine and implicit policy denies or allows all

allow traffic learned from different users traffic.

and their detected applications. This

method is based on Least Common

Multiple concept. The wizard automatically

creates a policy block with one policy to

allow this traffic, and the policy block is

followed by an implicit deny or allow policy.

The policy block is inserted in the policy

package above the Security Policy with

Learn Mode enabled, and the updated

policy package is automatically installed to

the device.

Allowed learned traffic - restricted  You can use the Allow Learned Traffic - Yes, and you choose whether the
mode Restricted Mode setting to allow the traffic implicit policy denies or allows all

learned for each user with their specific traffic.

applications only. This method is based on

Largest Common Denominator concept.

The Policy Analyzer wizard automatically

creates a policy block with one policy for

each distinctive user, and the policy block

is followed by an implicit deny or allow

policy. The policy block is inserted in the

policy package above the Security Policy

with Learn Mode enabled, and the updated

policy package is automatically installed to

the device.

How Policy Analyzer MEA works with FortiManager

Once FortiGate, FortiAnalyzer, FortiManager, and Policy Analyzer MEA are configured, FortiGate sends logs to
FortiAnalyzer. Policy Analyzer uses the API to retrieve log data from FortiAnalyzer, and to provide policy changes to
FortiManager for installation on the FortiGate.
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Logs FortiAnalyzer

FortiGate

FortiManager installs
updated policy package
to FortiGate

API refrieves log data

|:I§
—
API sends policy block to FortiManager I . @

FortiManager Policy Analyzer

FortiManager with Policy Analyzer
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Quick start

This section provides a summary of how to get started with Policy Analyzer MEA:

1.

On FortiGate, configure FortiOS to provide logs for Policy Analyzer MEA to use. See Configuring FortiGate on page
9.

On FortiAnalyzer, configure an administrative account to use with Policy Analyzer MEA. See Configuring
FortiAnalyzer on page 14.

The administrative account must have JSSON API set to a minimum of Read to enable APl communication between
the products.

On FortiAnalyzer, configure HTTPS administrative access, and the Authorization Address and Authorization port
used for Fabric authorization. See Configuring FortiAnalyzer on page 14.

On FortiManager, add FortiGate for management, and import policy packages. See Adding FortiGate to
FortiManager on page 15.

On FortiManager, enable Policy Analyzer MEA. See Enabling Policy Analyzer MEA on page 15.

Policy Analyzer MEA is downloaded from Fortinet Registry and installed on FortiManager.

Open Policy Analyzer MEA. See Opening Policy Analyzer MEA on page 16.

Use the Policy Analyzer wizard to analyze FortiGate traffic logs, and choose a mode for handling the traffic. See
Policy Analyzer modes on page 18.

Policy Analyzer MEA automatically generates a policy block, inserts the policy block into the policy, and initiates
installation of the updated policy package to FortiGate.

Configuring FortiGate

FortiGate must be configured with a Security Policy that has Learn Mode enabled. The Security Policy allows all services
from all source and destination ports and logs all traffic for analysis. Learn Mode uses a special prefix in the
policymode and profile fields in traffic and UTM logs for use by FortiAnalyzer and Policy Analyzer MEA. After
configuring FortiGate, allow the device to run for several days to capture traffic in logs.

The following FortiGate limitations apply when Learn Mode is enabled in a Security Policy:

Only interfaces with device-identification enable canbe used as source interfaces in a Security Policy
with Learn Mode enabled.

Incoming and outgoing interfaces do not support any.
Internet service is not supported.

NAT46 and NAT64 are not supported.

Users and groups are not supported.

Some negate options are not supported.

The logs are sent to FortiAnalyzer, and then used by Policy Analyzer MEA to learn about the traffic needs of the
FortiGate.

Following is an overview of how to configure FortiGate:
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1. Set NGFW to policy-based. See Setting NGFW to policy-based on page 10.
2. Configure a Security Policy with Learn Mode enabled.
» For FortiOS 7.2.0 and later, see Configuring a Security Policy with Learn Mode enabled (7.2) on page 10.
« ForFortiOS 7.0.2 to 7.0.x, see Configuring a Security Policy with Learn Mode enabled (7.0) on page 11.
3. Enable logging to FortiAnalyzer. See Enabling logging to FortiAnalyzer on page 13.

Although this section describes how to use FortiOS to configure FortiGate, you can also use FortiManager to configure
FortiGate for Policy Analyzer MEA.

Setting NGFW to policy-based
On the FortiGate, NGFW must be set to policy-based.

To set NGFW to policy-based:

1. Go to System > Settings.
2. Set NGFW Mode to Policy-based, and click Apply.

Configuring a Security Policy with Learn Mode enabled (7.2)

On the FortiGate, a Security Policy must be configured with Learn Mode enabled to provide the information that Policy
Analyzer MEA requires to analyze traffic in logs.

Starting with FortiOS 7.2.0, you can enable Learn Mode in the GUI. In earlier releases of FortiOS, you must use the CLI
to enable 1earning-mode after creating a Security Profile.

config firewall security-policy
edit <policy name>
set learning-mode enable

end

To configure a Security Policy with Learn Mode enabled:

1. Enable advanced policy options.
a. Goto System > Feature Visibility.
b. Inthe Additional Features column, toggle on Policy Advanced Options, and click Apply.
Advanced policy options are enabled.
2. Create a Security Policy.
a. Goto Policy & Objects > Security Policy, and click Create New.
b. Set the following options:

Name Type a name, such as Learning Policy.
Policy Mode Select Learn Mode.

Incoming Interface Select a port.

Outgoing Interface Select a port.

Policy Analyzer MEA 1.0.0 Beta Administration Guide
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New Policy

Additional Information
Name @ Learning Policy @ AP Preview
Policy Mode €@ Standard
Incoming Interface [ (port3) x ® Docur tion

& OnlineHelp &'

Outgoing Interface [ (portd) x W Video Tutorials (&

Source

Destination

Schedule

Service

Action DEN

Firewall/Network Options

Protocol Options

Logging Options

Log Allowed Traffic

Comments | Write acomment...

#0/1023

Enable this policy @

Cancel

c. Click OK.
A Security Policy is created.

A Security Policy with Learn Mode enabled automatically sets the action for all Security Policies to Monitor Only.

Q VDOM: @ root~  interimbuild0220~ @ -+ > @~

< | & | [0 AddFiter

Date/Time
Friday
Friday
Friday
Friday
Friday

Friday

FoATINET

Q Severity

Source
10314441
10314441
10314441
10314441
10314441
10314441
10314441
10314441
10314441
10314441
10314441
10314441
10314441
10314441
1031441
1031441
1031441
1031441
1031441
1031441
1031441
1031441
1031441
1031441
1031441
1031441

R N A R

Protocol

User

Action
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected

detected

Count Attack Name
OracleJava Applet Remote Code Execuition
Oracle.Java Applet Remote Code. Exectition
Oracle.Java Applet Remote Code Execution
OracleJava Applet Remote Code Execution
OracleJava Applet Remote Code. Exectition
OracleJava Applet Remote Code Exectition
OracleJava Applet Remote Code Execution
Oracle.Java Applet Remote Code Execution
OracleJava Applet Remote Code Execution
OracleJava Applet Remote Code. Execuition
OracleJava Applet Remote Code Execuition
OracleJava Applet Remote Code Exectition
OracleJava Applet Remote Code. Execution
OracleJava Applet Remote Code Execution
AlienVault OSSIMSQLInjection
AllenVaut OSSIM.SQLInjection
AlienVault OSSIMSQLInjection
AlienVauit OSSIMRemote Code. Execution
AlienVauit OSSIM Remote Code Execution
AlienVauit OSSIM Remote Code Execution
AlienVault OSSIM Remote Code Execution
AlienVauit OSSIMRemote Code Execution
AlienVauit.USM OSSIM.gauge.PHRSQLInjection
AlienVauit USM OSSIM.gauge.PHPSQL Injection
AlienVaultUSM OSSIM.gauge.PHPSQL Injection

Log Details x
)& cenera
Absolute Date/Time 2021/10/0100:06:04
0006:04
Session|D 4776123
Virtual Domain ~ root
10314441
10014
n Reserved

Alcatel-Lucent OmniPCX Office Master CGl.User.Command Execution

0% GEID

Configuring a Security Policy with Learn Mode enabled (7.0)

On the FortiGate, a Security Policy must be configured with Learn Mode enabled to provide the information that Policy

Analyzer MEA requires to analyze traffic in logs.
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ce # port3
FGVMOBTM21003658

© Destination

P 103.145.102
80

DestinationInterface M portd.

© Application Control
Protocol 6
Service  HTTP,

© Action
Action  detected
Threst 4096
Policy ID 1

8 Ssecurity

8 Cellular
Service HTTP.
© Intrusion Prevention

Profile
Nome

Oracle.Java Applet Remote Code Execution
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To configure a Security Policy with Learn Mode enabled:

1. Enable advanced policy options.
a. Goto System > Feature Visibility.
b. Inthe Additional Features column, toggle on Policy Advanced Options, and click Apply.
Advanced policy options are enabled.
2. Create a Security Policy.
a. Goto Policy & Objects > Security Policy, and click Create New.
b. Set the following options:

Name Type a name, such as Learning Policy.
Incoming Interface Select a port.

Outgoing Interface Select a port.

Source Select all.

Destination Select all.

VDOM: @ root - interimbuild0220 + 9, ~

Schedule @ always ¥ e
Service Specify ® APIPreview
Application + >~ EditinCLI
URL Category +

Acton B2 © ooy ® Docume
& Online Help Z
™V

ielp 7
storials '
Firewall/ Network Options ideo Tutorials (7

Protocol Options defautt s
Security Profiles
Antivirus OB
Web Filter B
s @
FileFiter (B

Logging Options

Log Allowed Trafhc © | SecurtyEvents [

Comments | Write 2 comment. /011023

Enable this policy @

c. Use the default settings for the remaining options, and click OK.
A Security Policy is created.
3. Edit the Security Policy to enable 1earning-mode by using the CLI.
config firewall security-policy
edit <policy name>
set learning-mode enable
end

A Security Policy with Learn Mode enabled automatically sets the action for all Security Policies to Monitor Only.
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Q VDOM: @ root~ interimbuild0220~ @ - >. @- O~ § admin~|

& || [0 AddFiter Rl (O Detils

Log Details x

Date/Time K Severity Source Protocol User Action Count

wawa 6 pre
w6 etces 2021001000604
10.3.144.41 6 detected Q00808

4776123

10.3.144.41 6 detected root
10.3.144.41 6 detected
10.3.144.41 3 detected 10314441
w6 etces o
w6 setces s csso
wama s et
wama s et
10.3.144.41 6 detected 10.3.145.102
10.3.14441 6 detected =
w6 cetces
wama s et
waws s et <SMSQLnecion

(LT 103.144.1 6 detected SSIMSQL.Injection

wams s etced tOSSIMSQLrecton

—— s 6 ctces P

—— oo s st AlervautOssMemoteCods

— mou s et AlerVaut 0SS kamoteCodeeaiion

m— oo s st 0SS amoteCoderecuion

—— msu 6 e o OSSIMRaToteCode.

—— s s ctces SMOSSMgauge HPSaLnection

L) 10.3.144.1 3 detected Ali ISM.OSSIM.gauge.PHP.SQL.Injection

LTl 10.3.144.1 6 detected ISM.OSSIM.gauge.PHP.SQL.Injection

waws 6 et PR T —r———
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Enabling logging to FortiAnalyzer

FortiGate must be configured to send logs to FortiAnalyzer. Policy Analyzer MEA will retrieve log data from
FortiAnalyzer.

To enable logging to FortiAnalyzer:

1. InFortiAnalyzer, configure the authorization address and port.
a. Goto System Settings > Admin > Admin Settings.

b. Inthe Fabric Authorization section, enter an Authorization Address and Authorization Port. FortiOS uses this
information to access the FortiAnalyzer login screen.

2. InFortiOS, go to Security Fabric > Fabric Connectors, and double-click the FortiAnalyzer Logging card.

In the Server box, type the FortiAnalyzer IP, and click OK. The FortiAnalyzer Status (in the right-side gutter) is
Unauthorized.

Click Authorize. You are redirected to a login screen.

g

Enter the username and password, and click Login.

Select Approve, and click OK to authorize the FortiGate.

In FortiOS, refresh the FortiAnalyzer Logging page. The FortiAnalyzer Status is Authorized.

In FortiAnalyzer, go to FortiView > Applications & Websites > Top Applications to view log details.

The following example identifies top applications and whether the risk level for the application is High, Medium, or
Elevated.

©® N a s
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© Last 1 Week ~ Sep 27 2021 - Oct 04 2021

uuuuu

Sep 2908:00
H Block: 0

Pass:0

VRisk #0f Clients Sesslons

Configuring FortiAnalyzer

FortiGate is configured to send logs to FortiAnalyzer.

When using Policy Analyzer MEA, you must log in to FortiAnalyzer to authorize use of the logs, and the administrative
account must have JSON API access set to Read-Write to enable APl communication between the products.

You must also enable HTTPS administrative access on the port used to communicate with FortiGate, and enter
Authorization Address and Authorization Port information so that FortiOS can access the FortiAnalyzer login screen.

This section describes how to configure an administrator account to use with Policy Analyzer MEA.

check your log storage policies in FortiAnalyzer to ensure log data is available in the database
for the timeframe you would like to analyze.

\ﬂ In Policy Analyzer MEA, you specify a date range of log data to analyze. It's recommended to

To configure the FortiAnalyzer:

1. Go to System Settings > Administrators.
2. Double-click the administrator account to open it for editing.
Alternately you can create a new account for use with Policy Analyzer MEA.
3. Beside JSON API Access, select Read-Write.
4. Configure the remaining options as desired, and click OK.

5. Go to System Settings > Network > Interface. Ensure HTTPS Administrative Access is enabled on the port used for
communication to Policy Analyzer.

6. Goto System Settings > Settings. In the Fabric Authorization section, enter an Authorization Address and
Authorization Port.

Policy Analyzer MEA 1.0.0 Beta Administration Guide
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Adding FortiGate to FortiManager

FortiGate must be managed by FortiManager to work with Policy Analyzer MEA. You must also import policy packages
from FortiOS to FortiManager. You can import policy packages as part of using the Add Device wizard. Alternately you
can import policy packages after you complete the wizard.

Policy Analyzer MEA automatically adds a policy block to the Security Policy in the policy package, so you must import
the policy package to enable updates to it by FortiManager and Policy Analyzer MEA.

FortiManager must be synchronized with FortiGate to work with Policy Analyzer MEA.

To add FortiGate to FortiManager:

1. InFortiOS, configure the authorization address and port by using the following commands.
config system global
set management-ip
set management-port

2. InFortiManager, ensure you are ina 7.0 or later ADOM.

FortiGate must be running FortiOS 7.0.2 or later to work with Policy Analyzer MEA.

Go to Device Manager > Device & Groups, and click Add Device. The wizard opens.

Click Discover Device.

In the box, type the management port IP address for the device, and click Next.

Continue following the steps in the wizard, and select the Import Policy Package option when available.
Complete the wizard to finish adding the device.

FortiGate is managed by FortiManager, and the policy package for the device is imported to FortiManager.

No o ko

Enabling Policy Analyzer MEA

You must enable Policy Analyzer MEA before you can use it. FortiManager provides access to Policy Analyzer MEA that
is released and signed by Fortinet.

O ! ’, Only administrators with a Super_User profile can enable management extension
? applications.
- A CA certificate is required to install management extension applications on FortiManager.

To enable Policy Analyzer MEA in the GUI:

1. Ensure you are using a 7.0 or later ADOM.

2. Goto Management Extensions, and click the grayed out tile for Policy Analyzer to enable the application.
Grayed out tiles represent disabled Fortinet management extension applications.
A confirmation dialog box is displayed.

3. Click OKto confirm.
Policy Analyzer MEA is installed and enabled. It may take some time to install the application.

Policy Analyzer MEA 1.0.0 Beta Administration Guide
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To enable Policy Analyzer MEA in the CLI:

config system docker
set policyanalyzer enable
end

Opening Policy Analyzer MEA

After you enable Policy Analyzer MEA on FortiManager, you can open the MEA and use it.

To open Policy Analyzer MEA:

1. On FortiManager, ensure that Policy Analyzer MEA is enabled. See Enabling Policy Analyzer MEA on page 15.
2. If ADOMs are enabled, ensure you are in the correct ADOM.
Policy Analyzer MEA requires ADOM version 7.0 or later.

3. InFortiManager, go to Management Extensions, and click Policy Analyzer.

@
SD-WAN
FortiWwLM FortiSigConverter FortiAuthenticator
Orchestrator

& <

N

FortiSOAR Policy Analyzer FortiAlOps Universal Connector

Policy Analyzer opens.

Policy Analyzer MEA 1.0.0 Beta Administration Guide
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olicy Analyzer ADOM: root /% eadminv

1. Select One device

2. Select Learning-Mode Policies Device Select v
3. Select One Policy Mode
4. Review Discovered Traffic Policy Package
5. Create Policy Block
FortiAnalyzer status
FortiAnalyzer IP address ]

FortiAnalyzer username
FortiAnalyzer password ?

Validate Credentials
FortiAnalyzer ADOM >

Log date range Start date — End date

PolicyAnalyzer v1.0.0-build0007 (Beta)

4. Use the Policy Analyzer wizard to select one of the Policy Analyzer modes. See Policy Analyzer modes on page 18.

Policy Analyzer MEA 1.0.0 Beta Administration Guide
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Policy Analyzer modes

This section provides examples of how to use the following Policy Analyzer MEA modes to create policies:

» Block malicious traffic. See Blocking malicious traffic on page 18.
» Allow learned traffic with permissive mode. See Allowing learned traffic with permissive mode on page 21.
» Allow learned traffic with restricted mode. See Allowing learned traffic with restrictive mode on page 24.

Blocking malicious traffic

This example describes how to use Policy Analyzer MEA to create a policy block that blocks malicious traffic on
FortiGates.

When the Policy Analyzer MEA wizard detects malware and applications rated high-risk, you can select the Block
Malicious Traffic mode to create a policy block that will block the traffic on the FortiGate. Even though malicious traffic is
leaned on a specific port, the policy block generated by Policy Analyzer MEA will block malicious traffic on all FortiGate
interfaces.

For example, Policy Analyzer wizard can learn of a high-risk application on source port 1. When you select Block
Malicious Traffic mode, Policy Analyzer creates a policy block that blocks high-risk applications for all ports. High-risk
applications are not blocked only on the port used to learn traffic.

To block malicious traffic:

1. Open Policy Analyzer MEA to access the first step in the wizard.
Policy Analyzer opens, and the first pane of the wizard is displayed. The name of the first pane is 1. Select One
device.

2. Onthe 1. Select One device pane, select a FortiGate.

S28 Policy. v =

nnnnn Devies FGVMOSTM21003658[root]

Policy package

FortiAnalyzer status

FortiAnalyzer IP address 10.3.143.72

FotiAnalyzerpassword  |eseess

Validate Credentials
FortiAnalyzer adom

Log date range 912/2021 - 1011472021

Option Description

Device Select a managed FortiGate that uses a Security Policy with Learn Mode
enabled.

Policy package After selecting a FortiGate, the policy package for the selected FortiGate is
displayed.

FortiAnalyzer status Displays whether logging from FortiGate to FortiAnalyzer is enabled.

Policy Analyzer MEA 1.0.0 Beta Administration Guide
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Option Description

FortiAnalyzer IP After selecting a FortiGate, the IP address for the FortiAnalyzer that is
receiving logs from the selected FortiGate is displayed.

3. Onthe 1. Select One device pane, complete the following options to validate credentials for FortiAnalyzer and
select a date range of logs to analyze, and then click Next.

Option Description

FortiAnalyzer username Type the username for the administrator account for FortiAnalyzer.

The administrator account must have JSON API set to a minimum of Read.
See also Configuring FortiAnalyzer on page 14.

FortiAnalyzer password Type the password for the administrator account.

Validate Credentials After typing in the FortiAnalyzer username and password, click Validate
Credentials to authenticate access to the logs on FortiAnalyzer.

FortiAnalyzer ADOM Available after you validate the username and password for FortiAnalyzer.
Select the ADOM on FortiAnalyzer that contains the logs for the selected
FortiGate.

Log date range Available after you validate the username and password for FortiAnalyzer.

Click the calendar icon to select a date range of logs for analysis.

Policy Analyzer MEA needs to access online logs indexed in the FortiAnalyzer
SQL database. Policy Analyzer MEA cannot analyze archived logs. For more
information, see the FortiAnalyzer 7.0.2 Administration Guide.

The 2. Select Learning-Mode Policies pane is displayed.

4. Onthe 2. Select Learning-Mode Policies pane, select a Security Policy with Learn Mode enabled, and click Next.
Policies are available for selection when they have Learn Mode enabled and have hit counts.

PolicylD Name From o Source Destination Hit Count Acton Bytes (4Sent/MReceived)

T lem Qpors Sporta 2l EEl 3839085 LEARN 3.56T8/297T8 I

The 3. Select One Policy Mode pane is displayed.
5. Onthe 3. Select One Policy Mode pane, select Block Malicious Traffic, and click Next.

Select One of These Policy Mods Below

4 @ Block Malcious Trafc
iy Analyzer detects mal

Iware trafic and high-risk rated application, you can select this mod As result aPolicy Block, insert it in the Policy Packags. The Policy Package will bs installed automatically

flow the d the appi for each of them. This method is based on the Least Common Mutip) pt. The Policy Analyzer Wizard will automatically create a Policy Block with ane policy to
age. The Policy package vill be nstalled automaticall on ForiGate

for each user vith their

i i the Largest concept. The Policy. wil automatically create  Policy Block ith one policy for inctive user to allow
insert tin the Policy Package. The Policy Package will bs installed automatically on ForiGate.

The Review Discovered Traffic pane is displayed.

6. Onthe Review Discovered Traffic pane, review discovered traffic, and click Next.
In the following example, the Top Applications tab shows the high-risk applications in the logs. Click the Top Users,
Top Web Categories, and Top Threats tabs to review traffic on those tabs. In the Column Filter box, type a string,
and press Enter to filter results.
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Policy Analyzer modes

1. Select One device
2. Select Leaming-Mode Policies
3. Select One Policy Mode

4. Review Discovered Traffic

5. Create Policy Block

Colurnn Filter

# App Group App Category DRisk Risk Number of Users Bandwidth TrafficIn Traffic Out Session Block Session Pass App 1D
1 sitrorrent p2p 4 High 61 784312235 332715197 451597638 o 967018 5
2 Prowy.HTTP Proxy 5 Critical 1 7889 5124 2765 0 2 107347980
E RDP Remote Access 4 High 1 2276 996 1280 o 4 5511
4 Telnet Remote Access 4 High 1 25058 3762 21206 0 1 16001
<Back Next > Cancel

PoliyArayzer v1.00-5uid0005 (Bet)

# Name: From To Source Destination Application Action
H sitroment
1 Blockilicious Qary Qary 2 Zal 3 dery
Upon clcking "OK" button,  Policy Block v insertd inthe Poicy Package above thelsar The Policy Package il be automaticaly insalled o the FortGate.

7. Onthe Create Policy Block pane, click OK.
A confirmation dialog box is displayed.

Install Policy Package onto FortiGate

Are you sure you want fo create a new policy block and install policy package onto to the FortiGate?

8. In the confirmation dialog box, click OK.

Policy Analyzer MEA automatically creates the policy block, inserts the policy block in to the policy package, and the
policy package is installed to the FortiGate.
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Allowing learned traffic with permissive mode

This example describes how to use the Policy Analyzer MEA wizard to create a policy block and an implicit policy. During
the wizard, you must choose whether to configure the implicit policy to deny or allow all traffic.

You can use the Allow Learned Traffic - Permissive Mode setting to combine and allow traffic learned from different
users and their detected applications. This method is based on Least Common Multiple concept. The wizard
automatically creates a policy block with one policy to allow this traffic, and the policy block is followed by an implicit deny
or allow policy. The policy block is inserted in the policy package above the Security Policy with Learn Mode enabled,
and the updated policy package is automatically installed to the device.

Al
S L4
9 Only good, learned traffic is allowed. The malware and high-risk traffic is filtered out first.

To allow learned traffic with permissive mode:

1. Open Policy Analyzer MEA to access the first step in the wizard.
Policy Analyzer opens, and the first pane of the wizard is displayed. The name of the first pane is 1. Select One
device.

2. Onthe 1. Select One device pane, select a FortiGate.

Analyzer =
o g

Device
Policy package

FortiAnalyzer satus

FortAnalyzer P adess 103.143.72
FortiAnalyzer usemame admin

FotiAnalyzerpassword | essees

Validate Credentials

ForiAnalyzer adom

Log date range 9/2/2021 - 10/14/2021

Option Description

Device Select a managed FortiGate that uses a Security Policy with Learn Mode
enabled.

Policy package After selecting a FortiGate, the policy package for the selected FortiGate is
displayed.

FortiAnalyzer status Displays whether logging from FortiGate to FortiAnalyzer is enabled.

FortiAnalyzer IP After selecting a FortiGate, the IP address for the FortiAnalyzer that is

receiving logs from the selected FortiGate is displayed.

3. Onthe 1. Select One device pane, complete the following options to validate credentials for FortiAnalyzer and
select a date range of logs to analyze, and then click Next.

Option Description

FortiAnalyzer username Type the username for the administrator account for FortiAnalyzer.

The administrator account must have JSON API set to a minimum of Read.
See also Configuring FortiAnalyzer on page 14.
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Option Description

FortiAnalyzer password Type the password for the administrator account.

Validate Credentials After typing in the FortiAnalyzer username and password, click Validate
Credentials to authenticate access to the logs on FortiAnalyzer.

FortiAnalyzer ADOM Available after you validate the username and password for FortiAnalyzer.
Select the ADOM on FortiAnalyzer that contains the logs for the selected
FortiGate.

Log date range Available after you validate the username and password for FortiAnalyzer.

Click the calendar icon to select a date range of logs for analysis.

Policy Analyzer MEA needs to access online logs indexed in the FortiAnalyzer
SQL database. Policy Analyzer MEA cannot analyze archived logs. For more
information, see the FortiAnalyzer 7.0.2 Administration Guide.

The 2. Select Learning-Mode Policies pane is displayed.

4. Onthe 2. Select Learning-Mode Policies pane, select a Security Policy with Learn Mode enabled, and click Next.
Policies are available for selection when they have Learn Mode enabled and have hit counts.

Bytes (4Sent/MReceived)

2l EEl 3839085 LEARN 3.56T8/297T8 —

5. Onthe 3. Select One Policy Mode pane, select Allow Learned Traffic - Permissive Mode, and click Next.

Iviare trafic and hig application, you can select this modk i As resul, aPolicy Block, insert it in the Policy Package. The Policy Package will be installed automatically

that have been detected for each of them. This method is based on the Least C “The Policy Analyzer Wizard will automatica lly create a ith one policy to
tically on Fort

wihe
Package. The Policy package vl be nst

Mode:

ly. This method is based on the Largest Common Denominator concept. The Policy Analyzer Wizard wil automatically crate a Policy Block with one poiicy for each distinctive user to allow their rafic

The Review Discovered Traffic pane is displayed.

6. Onthe Review Discovered Traffic pane, review discovered traffic, and then click Next.
In the following example, the Top Applications tab shows the high-risk applications in the logs. Click the Top Users,
Top Web Categories, and Top Threats tabs to review traffic on each tab.
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Policy Analyzer modes

1. Select One device
2. Select Learning-Mode Policies
3. Select One Policy Mode

5. Create Policy Block

Colurnn Filter

# App Group App Category DRisk Risk Number of Users Bandwidth TrafficIn Traffic Out Session Block Session Pass App 1D
1 sitrorrent p2p 4 High 61 784312235 332715197 451597638 o 967018 5
2 Prowy.HTTP Proxy 5 Critical 1 7889 5124 2765 0 2 107347980
E RDP Remote Access 4 High 1 2276 996 1280 o 4 5511
4 Telnet Remote Access 4 High 1 25058 3762 21206 0 1 16001
<Back Next > Cancel

oicyAsatyzer10.0-0u0000 Beta)

The Create Policy Block pane is displayed.

1. Select One device
2. Select Learning-Mode Policies £ Name From To Source Address User Source Group Source Internet Service Destination Application Action
3 Select One Polcy Mode -

4 Review Discovered Traffc Dicer B (5
210310423 Appleiehone
210314402 FTP.

1 AllowAddr pora Dporta B 10314413 Ltest Zal FileUpload HTTP  accept
B 10310414 DB Remote
Br0a1e45 - i Gosop
Implict Policy ® Deny Any -Any O Permit Ay - Ay
Upon cicking"OK button, a Poiy Block inseredin " poices The ge villbe

7. Onthe Create Policy Block pane, choose one of the following settings for the implicit policy, and click OK:

Option Description

Deny Any - Any Select to deny traffic on all source and destination ports.

Permit Any - Any Select to permit traffic on all source and destination ports.

8. Inthe confirmation dialog box, click OK.
Policy Analyzer MEA automatically creates the policy block, inserts the policy block in to the policy package, and the
policy package is installed to the FortiGate.
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Install Policy Package onto FortiGate

Policy Block is created and inserted successfully

Policy Package is installing to device

Policy Package is instalied successf fully

9. Goto Policy & Objects > Policy Packages > Security Policy to view the policy block created by Policy Analyzer MEA.
The policy block and implicit policy are added above the rules in the policy package.

d;

1t Search. Q O ¢

99 FGVMOBTM21003658

Instalation Targets
92 FGVMOBTM21003658. root
D default
@ Policy Blocks (9]

0 Object Configurations >

B B U UEEEPEEEUUUECEEENEULUEEEUEUNUEEENEBEE

® AL

Allowing learned traffic with restrictive mode

This example describes how to use the Policy Analyzer MEA wizard to create a policy block and an implicit policy. During
the wizard, you must choose whether to configure the implicit policy to deny or allow all traffic.

You can use the Allow Learned Traffic - Restricted Mode setting to allow the traffic learned for each user with their
specific applications only. This method is based on Largest Common Denominator concept. The Policy Analyzer wizard
automatically creates a policy block with one policy for each distinctive user, and the policy block is followed by an
implicit deny or allow policy. The policy block is inserted in the policy package above the Security Policy with Learn Mode
enabled, and the updated policy package is automatically installed to the device.
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Ay
b [ 4
? Only good, learned traffic is allowed. The malware and high-risk traffic is filtered out first.

To allow learned traffic with restrictive mode:

1. Open Policy Analyzer MEA to access the first step in the wizard.
Policy Analyzer opens, and the first pane of the wizard is displayed. The name of the first pane is 1. Select One
device.

2. Onthe 1. Select One device pane, select a FortiGate.

Device

affic Policy package

Validate Credentials

91272021 - 1011472021

Option Description

Device Select a managed FortiGate that uses a Security Policy with Learn Mode
enabled.

Policy package After selecting a FortiGate, the policy package for the selected FortiGate is
displayed.

FortiAnalyzer status Displays whether logging from FortiGate to FortiAnalyzer is enabled.

FortiAnalyzer IP After selecting a FortiGate, the IP address for the FortiAnalyzer that is

receiving logs from the selected FortiGate is displayed.

3. Onthe 1. Select One device pane, complete the following options to validate credentials for FortiAnalyzer and
select a date range of logs to analyze, and then click Next.

Option Description

FortiAnalyzer username Type the username for the administrator account for FortiAnalyzer.

The administrator account must have JSON API set to a minimum of Read.
See also Configuring FortiAnalyzer on page 14.

FortiAnalyzer password Type the password for the administrator account.

Validate Credentials After typing in the FortiAnalyzer username and password, click Validate
Credentials to authenticate access to the logs on FortiAnalyzer.

FortiAnalyzer ADOM Available after you validate the username and password for FortiAnalyzer.
Select the ADOM on FortiAnalyzer that contains the logs for the selected
FortiGate.

Log date range Available after you validate the username and password for FortiAnalyzer.

Click the calendar icon to select a date range of logs for analysis.
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Option Description

Policy Analyzer MEA needs to access online logs indexed in the FortiAnalyzer
SQL database. Policy Analyzer MEA cannot analyze archived logs. For more
information, see the FortiAnalyzer 7.0.2 Administration Guide.

The 2. Select Learning-Mode Policies pane is displayed.

4. Onthe 2. Select Learning-Mode Policies pane, select a Security Policy with Learn Mode enabled, and click Next.
Policies are available for selection when they have Learn Mode enabled and have hit counts.

- Select One dovice
% Soinc Loamng-siode Poices. BTG L Name From o Source Destination Hit Count Acton Bytes (- Sent/MReceived)
3. Select One Policy Mode

[a) leam Qpors Cpore Zai Tl 3885085 Learn sse297T8 —
5. Create Policy Block

The 3. Select One Policy Mode pane is displayed.
5. Onthe 3. Select One Policy Mode pane, select Allow Learned Traffic - Restricted Mode, and click Next.

1. Select One davice. (5663 O S Thesa PGy oA BaoH’

2. Select Learning-Mode Policies
Mode

© Block Malcious Traffc

When ticall block this traffc. As resul, the Policy Analyzer Wizard wil automaticall create a Policy Block, insert it n the Policy Package. The Policy Package wil be installed automatically
on FortiGate.

O Allow Leamed Traffc - Pe

from difierent users and the applicat detected for each of them. This method is based on the Least The Policy Analyzer Wi automatically create a ith one policy to
iy Package. The Policy package wil be installed automatically on FortiGate.

allow this raffc insertt i th

® Allow Leamed Traffc - Restricted Mode:

each user with their specif “This method is based on the Largest Common Denominator concept. The Policy Analyzer Wizard will automatically create a Policy Block with one policy for each distincive user to allow their trafic,
insert tin the Poli ge. The Poli age il on FortiGate.

The Review Discovered Traffic pane is displayed.

6. Onthe Review Discovered Traffic pane, review discovered traffic, and then click Next.
In the following example, the Top Applications tab shows the high-risk applications in the logs. Click the Top Users,
Top Web Categories, and Top Threats tabs to review traffic on those tabs.

1. Select One device
2. Select Learning-Mode Policies
3. Select One Policy Mode

4 Reviow Discovered Traffic

5. Create Policy Block

Colurnn Filter

# App Group App Category DRisk Risk Number of Users Bandwidth Trafficin Traffic Out Session Block Session Pass App ID

1 gitforrent p2p a High 61 784312835 332715197 451597638 o 967018 5

2 Proxy.HTTP provy 5 critical 1 7889 5124 2785 0 2 107347980

3 RDP Remote Access 4 High 1 2276 9% 1280 0 4 15511

4 Telnet Remote Access a High 1 25058 3762 21296 o 1 16091
PolcyArahzer v10 040008 (Bet) s Back bets e

The Create Policy Block pane is displayed.
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Policy Analyzer modes

1. Select One device

2 Select Loaming-Mode Polices ¥ Nome From T Source Address User - i Destination Action
3. Select One Policy Mode:
4. Review Discovered Traffic AL
b i Poles Dok File.Upload HTTP
- GDB.Remote
1 AllowUsers1 Oponz S ports Leect Bal GDS.DB aceept
HTTP.Audio
HTTPBROWSER
2 AllowsrciP1 porta porta 10314420 4 = acce
e o o = Zal :5‘:;? EROWSERS
HTTPBROWSER
3 AllowsrclP2 Oponz S ports $103.14430 Bal SSH aceept
Waet
Upload HTTP
HTTP.Audio
| 2103 2
% 4 AllowsrclP3 Dport3 Bports 103.144.19 all e ocoeo
ssH
File.Upload HTTP
5 AllowsrclP4 Cport3 D ports 210314422 Bal HTTP.BROWSER accept
SSH
File.Upload HTTP
6 AllowsrclPS Cponz B ports 2 103.14460 Bal HTTPBROWSER  accept
SSH
7 Alowsrclps Dpors Dports B 10214433 Sal HITPBROWSER  ccept
HTTPBROWSER
8 AllowsrclP7 Cport3 T port4 $103.14436 Bal accept
HTTPBROWSER
9 Allowsrclpg. Oporz T porta B10214453 Bal accept

Eile lnlnad HTTD e

Impliicit Policy O Deny Any - Any O Permit Any - Any.

Upon icking "OK" button, a Policy Block will be created and inserted in the:Policy Package above the leaming policies. The Policy Package will be automatically installed to the FortiGate:

7. Onthe Create Policy Block pane, choose one of the following settings for the implicit policy, and click OK:

Option Description

Deny Any - Any Select to deny traffic on all source and destination ports.

Permit Any - Any Select to permit traffic on all source and destination ports.

A confirmation dialog box is displayed.
Install Policy Package onto FortiGate

Are you sure you want to create a new policy block and install policy package onto to the FortiGate?

8. In the confirmation dialog box, click OK.
Policy Analyzer MEA automatically creates the policy block, inserts the policy block in to the policy package, and the
policy package is installed to the FortiGate.

9. Goto Policy & Objects > Policy Packages > Security Policy to view the policy block created by Policy Analyzer MEA.
The policy block and implicit policy are added above the rules in the policy package.
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More information

Policy Analyzer is available as a management extension application with FortiManager. For information about Policy
Analyzer MEA, see the FortiManager page on the Document Library.
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