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Overview 
Some large enterprises do not allow individual FortiNAC appliances internet access. This prohibits 

weekly OS and antivirus updates to this CA appliance. However, they do allow the Control 

Manager internet access.   

 

This document provides guidance on configuring FortiNAC appliances to download any or all of the 

following from the Control Manager:    

 Auto-Definitions  

 Software updates 

 Agent packages  

 CentOS updates 

 License Entitlements and IoT data collection 

 

This configuration minimizes internet access of the managed FortiNAC appliances.     

 

 

Procedure Overview 

1. Configure Control Manager:   Configure the Control Manager to download the appropriate 

updates and proxy using squid service.  

2. Configure Managed FortiNAC Servers:  Configure to download updates from Control 

Manager.    

 

 

Requirements 

 FortiNAC 8.8.3 or higher  

 CentOS based appliances (not supported on appliances running FortiNAC-OS) 

 Appliances are managed by a Control Manager 

 Control Manager has internet access  
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Procedure 

Configure Control Manager 

Squid Service 

Configure the squid service on the Control Manager.  This enables the Control Manager to proxy to 

the PODs.  

1. Login to the Control Manager CLI as root. 

2. Type 

yum update 

yum --enablerepo=base,updates install squid 

 

3. Edit /etc/squid/squid.conf 

4. Add ACL for the Control Manager’s local subnet.   

acl localnet src <subnet>/<mask> 

 

Example:   

acl localnet src 192.168.0.0/16 

 

5. Enable squid service. 

systemctl enable squid 

6. Start squid. 

systemctl restart squid 

7. Confirm squid is running. 

systemctl status squid 

 

Example output: 

squid.service - Squid caching proxy 

   Loaded: loaded (/usr/lib/systemd/system/squid.service; enabled; 

vendor preset: disabled) 

   Active: active (running) since Thu 2018-09-20 10:07:23 UTC; 5min ago 

 Main PID: 2005 (squid) 

   CGroup: /system.slice/squid.service 

           ├─2005 /usr/sbin/squid -f /etc/squid/squid.conf 

           ├─2007 (squid-1) -f /etc/squid/squid.conf 

           └─2008 (logfile-daemon) /var/log/squid/access.log 

 

8. Verify the port squid is using.  

netstat -tulnp | grep squid 

9. Note this port value as it will be used when configuring the FortiNAC servers. 
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System Updates 

Configure the Control Manager to download the Auto-Definitions, software updates and agent 

packages from the download site. 

 

1. Login to Control Manager Administration UI. 

2. Navigate to System > Settings > Updates > System 

3. Configure to download updates from fnac-updates.fortinet.net 

4. Configure other parameters as desired.  For options see section System update in the 

Administration Guide. 

5. Navigate to System > Scheduler 

6. Modify the time and frequency the Auto-Definition Update scheduled task is run.   

Important:  This task must run before the scheduled updates for the managed appliances.  

Otherwise, the PODs will be a week behind in updates.  For modification instructions, see 

section Modify a task in the Administration Guide. 

 

 

 

Configure Managed FortiNAC Servers  

The following must be done on all FortiNAC servers managed by the Control Manager. 

 

System Updates 

Configure FortiNAC server to download Auto-Definitions, software updates and agent packages 

from the Control Manager: 

1. Login to the managed FortiNAC server Administration UI. 

2. Navigate to System > Settings > Updates > System 

3. Configure to download updates from Control Manager using the table below. 

 

Host Control Manager IP address  

Auto-Definition Directory /bsc/campusMgrUpdates 

Product Distribution Directory /bsc/campusMgrUpdates 

Agent Distribution Directory /bsc/campusMgr/agent/packages 

User Control Manager CLI user (admin or root) 

Password Control Manager CLI password 

Protocol SFTP 

 

4. Click Test to check that the settings allow connection to the Control Manager. 

5. Click Save Settings. 

6. Navigate to System > Scheduler 

7. Modify the time and frequency the Auto-Definition Update scheduled task is run.   

Important:  This task must run after the Control Manager Auto-Definitions Updates.  

Otherwise, the PODs will be a week behind in updates.  For modification instructions, see 

the following Administration Guide section (right click and open in new tab):  Modify a task.  

https://docs.fortinet.com/document/fortinac/9.4.0/administration-guide/162897/system-update
https://docs.fortinet.com/document/fortinac/9.4.0/administration-guide/305917/modify-a-task
https://docs.fortinet.com/document/fortinac/9.4.0/administration-guide/305917/modify-a-task
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Enable Proxy Function 

Enable proxy function, specifying the squid service port.  The License Entitlements, IoT data 

collection and the updates configured for /bsc/campusMgrUpdates in the previous step will start 

using the proxy.  

1. Navigate to System > Settings > System Communication > Proxy Settings 

2. Click Enable Proxy Configuration. 

3. Under the HTTP Proxy section, configure the following:     

 Host: The hostname or address of the Control Manager 

 Port: <squid service port>     

 Authentication: Disabled 

4. Click Save Settings. 

 

For details on fields in this view, see the following Administration Guide section (right click 

and open in new tab): Proxy settings. 

 

 

 

 

  

https://docs.fortinet.com/document/fortinac/9.4.0/administration-guide/277479/proxy-settings
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