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Change Log

Date Change Description

2019-09-05 Initial release.
20109-10-25 Added G Suite integration using LDAP on page 126.
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Certificate management

Certificate management

This section describes managing certificates with the FortiAuthenticator device.

FortiAuthenticator can act as a certificate authority (CA) for the creation and signing of X.509 certificates, such as server
certificates for HTTPS and SSH, and client certificates for HTTPS, SSL, and |IPsec VPN.

FortiAuthenticator as a Certificate Authority

l. Create CA

certificate
. @ 4. Import and
( i 3. Crgate CSR sign CSR

FortiAuthenticator

F.:thr'Gate
i FortiAuthenticator
6. Import signed
certificate and
apply to Admin
2. Download CA GUI access 5. Download
certificate signed certificate

to browser

For this recipe, you will configure the FortiAuthenticator as a Certificate Authority (CA). This will allow the
FortiAuthenticator to sign certificates that the FortiGate will use to secure administrator GUI access.

This scenario includes creating a certificate request on the FortiGate, downloading the certificate to the network’s
computers, and then importing it to the FortiAuthenticator. You will sign the certificate with the FortiAuthenticator's own
certificate, then download and import the signed certificate back to the FortiGate.

The process of downloading the certificate to the network’s computers will depend on which web browser you use.
Internet Explorer and Chrome use one certificate store, while Firefox uses another. This configuration includes both

methods.

Creating a new CA on the FortiAuthenticator

1. Onthe FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs and create a

new CA.
Enter a Certificate ID, select Root CA certificate, and configure the key options as shown in the example.
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Create MNew Local CA Certthcate

Certihcate 1D: secure
Certificate Authority Type
Certificate type: * Root CA certihcate Intermediate CA certihicate

Intermediate CA certificate signing request (CSE)

Subject Information

Subject input method: Fully distinguished name * Field-by-field
MName [CN): secure

Departrment (OU):

Compary (O):

City (L):

State/Province [ST1:

Country (C): v

Ernail address:

Key and Signing Options

Validity period: * Set length of time Set an expiry date
2650 days

Key type: RSA

Key size: 2048 Bits ¥

Hash algorithm: SHA-256 ¥

Subject Alternative Mame
®  Email:

@  User Principal Name (UPN):

Advanced Options: Key Usages

Certificate Revocation List (CRL)
Lifetime: 30 days [1-345)

Re-generate every: 1 days

2. Once created, highlight the certificate and select Export Certificate.

+ Create New | | & Import i Delete | & Export Certificate Search for local CA certificates |
Certificate ID Subject lzsuer
s secure CM=secure CM=secure

FortiAuthenticator 6.0.0 Cookbook
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Certificate management

This will save a .crt file to your local drive.

H secure.crt

Installing the CA on the network

The certificate must now be installed on the computers in your network as a trusted root CA. The steps below show
different methods of installing the certificate, depending on your browser.

Internet Explorer and Chrome

1. In Windows Explorer, right-click on the certificate and select Install Certificate. Open the certificate and follow the
Certificate Import Wizard.

Welcome to the Certificate Import Wizard

This wizard helps wou copy certificates, certificate trusk lisks, and certificate revocation
lisks From your disk to a certificate store,

& certificate, which is issued by a certification autharity, is a confirmation of wour idenkity
and contains infarmation used ko prakect daka or ko eskablish secure network,
conneckions, & cerkificate skore is the system area where certificates are kept,

Skaore Location

@ Current User
() Local Machine

Tao cankinue, click Mext,

Cancel

2. Make sure to place the certificate in the Trusted Root Certification Authorities store.

FortiAuthenticator 6.0.0 Cookbook
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Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate.

() automatically seleck the certificate store based on the type of certificate
(®) Place all certificates in the Following store

Certificate skore:

| Trusted Rook Certification Autharities | I Browse, ., I

Cancel

3. Finish the Wizard and select Yes to confirm and install the certificate.

FortiAuthenticator 6.0.0 Cookbook
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e CL Pty W

You are about toinstall a certificate from a certification
! authority [CA] claiming to represent:

SeCure

Windows cannot validate that the certificate is actually from
“secure”, You should confirm its origin by contacting
“secure”, The following number will assiztyou in this
process:

Thumbprint (shal]: 955CF 2FC 54CA000F SE3F4555 6EODEATT
11626596

Warning:

If wou install this root certificate, Windowes will automatically
trust any certificate issued by this CA, Installing a certificate
with an unconfirmed thumbprint is a security risk, If you click
"es"you ackhowledge this risk,

Do you want ta install this certificate?

Firefox

1. Inthe web browser, go to Options > Privacy & Security > Certificates and select View Certificates.

<« c o @ Firefox  aboutpreferences#privacy w In @ =

O Find in Options

{I’ General

Q Search When a server requests your personal certificate

Certificates

Select one automatically

n Privacy & Security ® Askyou every time

S Firefox Account v Query QTSP responder servers to confirm the current validity of Wiew Certificates..,

certificates ) )
@ Firefox Support Security Devices...

2. Inthe Authorities tab, select Import.

FortiAuthenticator 6.0.0 Cookbook 10
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Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Mame Security Device
vAC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
vAC Camerfirma SA CIF AB2743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token
vACCY

ACCYRAIZY Builtin Object Token

vActalis S04 /03358520967

Wiew... Edit Trust... Import... Export... Delete or Distrust..,

3. Find and open the root certificate.

You will be asked what purposes the certificate will be trusted to identify. Select all options and select OK.

loading Certificate

“ou have been asked to trust a new Certificate Suthority (CA4),

Do wou want to trust “secure” for the following purposes?
[ Trust this C& to identify websites,
[ Trust this CA ta identify ernail users,

procedures (if available).

Wi ey Exarnine CA certificate

Ok

Before trusting this CA for any purpose, you should examine its certificate and its policy and

Cancel

FortiAuthenticator 6.0.0 Cookbook
Fortinet Technologies Inc.

a

QK

11



Certificate management

Creating a CSR on the FortiGate

1. Onthe FortiGate, go to System > Certificates and select Generate to create a new certificate signing request
(CSR).
Enter a Certificate Name, the Internet facing IP address of the FortiGate, and a valid email address, then
configure the key options as shown in the example.
The Subject Alternative Name field must be configured with the internet facing IP address or FQDN in the
following format: IP:x.x.x.x or DNS:hostname.example.com.

Certificate Name Secure

Subject Information

ID Type Rgl=Sdl8 Domain Name  E-Mail
IP 172.25176.127

Optional Information

Organization Unit

Organization

Locality(City)

State / Province

Country / Region »
E-Mail joy@offworld.com
Subject Alternative Name | IP:172.25.176.127

Password for private key &

Key Type Elliptic Curve
Key Size 1024 Bit 1536 Bit pELERIE 4096 Bit

Enrollment Method FE LR Online SCEP

2. Once created, the certificate will show a Status of Pending. Highlight the certificate and select Download.

+ Generate | #* Edit M Delete 3] Impart> @ View Details | & Download || Search | Q |

MNarme Status Suhject

Cerificates (1)

¥ secure O Pending

FortiAuthenticator 6.0.0 Cookbook
Fortinet Technologies Inc.
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This will save a .csr file to your local drive.

. SECUre. Csr

Importing and signing the CSR on the FortiAuthenticator

1. Backon the FortiAuthenticator, go to Certificate Management > End Entities > Users and import the .csr
certificate created earlier.
Make sure to select the Certificate authority from the drop-down menu and set the Hash algorithm to SHA-
256, as configured earlier.

Irmport Signing Request or Certificate

Type: ® (5K to sign Local certificate
Certificate 1D Serure
CSR file Lest, req): Choose File | secure.csr

Certihcate Sighning Options
Certificate authority:

secure | Ch=secure

Walidity petiod; ® Setlength of time Set an expiry date
345 days
Hash algotithm: SHA-256 ¥

Subject Alternative Name
®  Email:
T User Principal Name (UPNJ;

Other Extensions
® Add CRL Distribution Points extension (Location: hitp:#fac.school.net/cert/erl fsecure.cH) [Edit device FOQDRN]
O Add OCSP Rezponder URL (Location: http:ffac.school.net2540) [Edit device FQDN]
. Use certificate for Smart Card logon

Advanced Options: Key Uzages

2. Once imported, you should see that the certificate has been signed by the FortiAuthenticator, with a Status of
Active. Highlight the certificate and select Export Certificate.

+ Create New | | &8 Import | | ® Revoke & Export Certificate Search for user certificates Y

@ Certficate signing request "CN-172.25 174127, emailAddress-joy@offworld com” was signed with CA certificate "C-CA, 5T-ON, L-Ottawa, O-Fortdnet, OU-FIPS-CC, CH-Certs,
emailAddress— "

Certificate ID Subject Issuer Status
vl secure CN=172.25.176.127, email Address=joy@offworld.com C=CA, ST=0N, L=0ttawa, O=Fortinet, OU=FIP5-CC, CN=Certs, emai...

FortiAuthenticator 6.0.0 Cookbook
Fortinet Technologies Inc.



Certificate management

This will save a .cer file to your local drive.

H SECUre.Cer

Importing the local certificate to the FortiGate

1. Back on the FortiGate, go to System > Certificates and select Local Certificate from the Import drop-down
menu.

Browse to the .cer certificate and select OK.

Import Certificate

Type Walet| WO PO #12 Certificate . Certificate

Certificate file & secure.cer

You should now see that the certificate's Status has changed from Pending to OK. You may have to refresh your
page to see the status change.

MName Status Subject

Certificates (10}
¥ secure & 0K emalldddress = joy@offworld .com, CHN =172 25 176 127

Configuring the certificate for the GUI

1. Onthe FortiGate, go to System > Settings.
Under Administration Settings, set HTTPS server certificate to the certificate created/signed earlier, then

FortiAuthenticator 6.0.0 Cookbook
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select Apply.
Administration Settings
HTTF port Bl
Fedirectto HTTPS @

HTTPS port 8444

HTTPS zerver certificate | SECUre -

S5H port 21

Telnet port 23

|dle timeout 45 Minutes (1 - 480)
Results

Close and reopen your browser, and go to the FortiGate admin login page. If you click on the lock icon next to the
address bar, you should see that the certificate has been signed and verified by the FortiAuthenticator. As a result, no
certificate errors will appear.

@ @ hittps//172.25.176.127:8443 login I ¢

< Site Security

& 17225176127

Secure Connection

Verified by secure

hare Infarmation

FortiAuthenticator 6.0.0 Cookbook
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FortiAuthenticator Certificate with SSL Inspection

2. Import and
l. Create CSR sign CSR
11 &

FortiGate

FortiAuthenticator

4. Import signed

certificate and

apply to deep inspection

of Cloud Applications 3. Download signed
Intermediate CA

For this recipe, you will create a certificate on the FortiGate, have it signed on the FortiAuthenticator, and configure the
FortiGate so that the certificate can be used for SSL deep inspection of HTTPS traffic.

Note that, for this configuration to work correctly, the FortiAuthenticator must be configured as a certificate authority
(CA), otherwise the certificate created in this recipe will not be trusted. For more information on how to do this, see
FortiAuthenticator as a Certificate Authority.

This scenario includes creating a certificate signing request (CSR), signing the certificate on the FortiAuthenticator, and
downloading the signed certificate back to the FortiGate. You will then create an SSL/SSH Inspection profile for full
SSL inspection, add the certificate created to the profile, and apply the profile to the policy allowing Internet access.

As an example, you will also have Application Control with Deep Inspection of Cloud Applications enabled. This
will apply inspection to HTTPS traffic. Note that you may use another security profile instead of Application Control.

Creating a CSR on the FortiGate

1. Onthe FortiGate, go to System > Certificates and select Generate to create a new certificate signing request
(CSR).
Enter a Certificate Name, the Internet facing IP address of the FortiGate, and a valid email address, then
configure the key options as shown in the example.
The Subject Alternative Name field must be configured with the internet facing IP address or FQDN in the
following format: IP:x.x.x.x or DNS:hostname.example.com.

FortiAuthenticator 6.0.0 Cookbook
Fortinet Technologies Inc.
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Certificate management

Certificate Name Secure

Subject Information

IDType RelHdlEE Domain Name  E-Mail
P 172.25.176.127

Optional Information

Organization Unit

Organization

Locality(City)

State / Province

Country/ Region »
E-Mail joy@offworld.com
Subject Alternative Name | IP:172.25.176.127

Password for private key &

Key Type Elliptic Curve
Key Size 1024 Bit 1536 Bit pEULERIE 4096 Bit

Enrollment Method HE R Online SCEP

2. Once created, the certificate will show a Status of Pending. Highlight the certificate and select Download.

+ Generate | #* Edit i Delete 3] Impart~ @& View Details | & Download || Search | Q |

MNarme Status Suhbject

¥ secure O Pending

This will save a .csr file to your local drive.

Secure, csr

FortiAuthenticator 6.0.0 Cookbook
Fortinet Technologies Inc.
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Creating an Intermediate CA on the FortiAuthenticator

1. Onthe FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs and select
Import.
Set Type to CSR to sign, enter a Certificate ID, and import the CSR file. Make sure to select the Certificate
authority from the drop-down menu and set the Hash algorithm to SHA-256.

Import Signing Request or Local CA Certificate

Type: PK{CS12 Certificate
Certificate and Private Key
= SR to sign
Local certificate
Certificate 1Dx securelocal
CSR file [esr, .req): Chooge File | my-csrosr

Certificate Signing Options

Certificate authority: u - EEm "o v
Walidity period: ® Set length of Hime Set an expiry date

3650 days
Hash algorithm: SHA-254 ¥

Subject Alternative Name
@ Email:

T  User Principal Name (UPN);
Advanced Options: Key Usages

2. Once imported, you should see that the certificate has been signed by the FortiAuthenticator, showing a Status of
Active, and with the CA Type of Intermediate (non-signing) CA. Highlight the certificate and select Export

4 Create New | & Import | % Revoke  1if Delete | | & Export Certificate Search for local Ch certificates | W
Certificate signing request "CN=172.26.174.127, emailAddress= * was signed with CA certfficate
© CA certificate 'CN-172.25.176.127, emailAdd ress- abristow@fortinet com' was successfully imported
Certificate ID Subject Issuer Status CAType
7 secure.ocal CN=172.25.176.127, emall Address=#m mmeg e ns 0w L] L Ta e, N [ n Active Intermediate (non-signing) CA

This will save a .crt file to your local drive.

B .ccurelocalert

Importing the signed certificate on the FortiGate

1. Back on the FortiGate, go to System > Certificates and select Import > Local Certificate.
Browse to the CRT file and select OK.

FortiAuthenticator 6.0.0 Cookbook 18
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o
Import Certificate
Type Walst| WOl FH.C5 #12 Certificate . Certificate
Certificate file & securelocalcrt
2. You should now see that the certificate has a Status of OK.
+ Cenerate & Edit 1 Delete | 3 mporte | @ View Details & Download | Search Q

Marme Subject Issuer Status

Certificates (10)

|

My-CSr emaildddress = & . COM = 17225176127 Fortinet & OK

Configuring full SSL inspection

1. Goto Security Profiles > SSL/SSH Inspection and create a new profile.
Enter a Name, select the certificate from the CA Certificate drop-down menu, and make sure Inspection
Method is set to Full SSL Inspection.

Mew S5LSEH Inspection Profile

Mame deep-inspection-cloud-apps

Wirite @ comment... | ovass

Comments

=50 Inspection Cptions

Enable 550 Inspection of

Frotecting S50 Server
Inspection Method S50 Certificate Inspection

CA Certificate My-Car v | & Download Certificate
Untrusted SSL Certificates m Block & WView Trusted CéAs List
RPC over HTTFS »

2. Add the certificate to your web browser's list of trusted certificates. End users will likely see certificate warnings
unless the certificate is installed in their browser.

3. Next goto Policy & Objects > IPv4 Policy and edit the policy that allows Internet access.
Under Security Profiles, enable SSL/SSH Inspection and select the custom profile created earlier.

Enable Application Control and set it to default.

FortiAuthenticator 6.0.0 Cookbook
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Edit Policy

Mame € internet

Incaoming Interface | 23 lan x
+

Cutgoing Interface | [ wan’ x
+

Source = all %
+

Destination = all %
+

Schedule always -

Service AL *®
+

Action Neei=ml @ DENY O IPsec

Proxy-based

Inspection Mode

Firewall f Metwork Options

MAT O

IP Fool Configuration Use Dynamic 1P Poal
Preserve Source Port OB

Protocol Options default v &

Security Profiles

Antivirus

\Weh Filter

ONS Filter
Application Control default v |
IPs

YaolP

GeBUEl

550 Inspection deep-inspection-cloud-apg ~ | #*
Mirrar S5L Traffic to Interfaces CB

Logging Options
Log Alowed Traffic @ @ Security Events

Comments | VWrite a comment... | onozs

Enable this policy @

FortiAuthenticator 6.0.0 Cookbook
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Results
1. Totest the certificate, open your web browser and attempt to navigate to an HTTPS website (in the example,
https://www.dropbox.com).
Click on the lock icon next to the address bar and click Show connection details.

@ & hittps/Aaneny . drophox.com,/7landing =dbwvz

Site Information for www.dropbox.com

E Connection
Secure Connection >
A Connection verified by a certificate issuer that
i= not recognized by Mozilla. | Show connection details
() Content Blocking Standard %f
Blockable content detected on this site,
't Trackers ?
& Cookies >

Permissions 3*

Y¥ou have not granted this site any special permissions,
Clear Cookies and Site Data...

2. You should now see that the certificate from the FortiGate (772.25.176.127) has signed and verified access to the
site. As a result, no certificate errors will appear.

FortiAuthenticator 6.0.0 Cookbook
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Optionally select More Information.

@ & bittps: A dropbox.com fanding = dhbw 2

L4 Site Security

& www.dropbox.com

Secure Connection

Werified by: 172.25.176.127

Mozilla does not recognize this certificate issuer, It
£ may have been added from your operating system
or by an administrator, Learn More

hare Information

FortiAuthenticator 6.0.0 Cookbook
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FortiToken and FortiToken Mobile

FortiToken and FortiToken Mobile

This section describes various authentication scenarios involving FortiToken, a disconnected one-time password (OTP)
generator that's either a physical device or a mobile token. Time-based token passcodes require that the
FortiAuthenticator clock is accurate. If possible, configure the system time to be synchronized with a network time
protocol (NTP) server.

To perform token-based authentication, the user must enter the token passcode. If the user's username and password
are also required, this is called two-factor authentication.

FortiToken Mobile Push for SSL VPN

T (A=
yesuien] ||
FortiGate “>

Remote user Internal Network

_I_
s 25

FortiToken Mobile

FortiAuthenticator

In this recipe, you set up FortiAuthenticator to function as a RADIUS server to authenticate SSL VPN users using
FortiToken Mobile Push two-factor authentication. With Push notifications enabled, the user can easily accept or deny
the authentication request.

For this configuration, you:

o Create a user on the FortiAuthenticator.

o Assign a FortiToken Mobile license to the user.

« Create the RADIUS client (FortiGate) on the FortiAuthenticator, and enable FortiToken Mobile Push notifications.
o Connect the FortiGate to the RADIUS server (FortiAuthenticator).

« Create an SSL VPN on the FortiGate, allowing internal access for remote users.

The following names and IP addresses are used:

FortiAuthenticator 6.0.0 Cookbook 23
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FortiToken and FortiToken Mobile

e Username: gthreepwood

o User group: RemoteFTMGroup

o RADIUS server: OfficeRADIUS

« RADIUS client: OfficeServer

e SSL VPN user group: SSLVPNGroup
o FortiAuthenticator: 172.25.176.141
o FortiGate: 172.25.176.92

For the purposes of this recipe, a FortiToken Mobile free trial token is used. This recipe also assumes that the user has
already installed the FortiToken Mobile application on their smartphone. You can install the application for Android and
iOS. For details, see:

o FortiToken Mobile for Android
« FortiToken Mobile foriOS

Adding a FortiToken to the FortiAuthenticator

1. Onthe FortiAuthenticator, go to Authentication > User Management > FortiTokens, and select Create New.
2. Set Token type to FortiToken Mobile, and enter the FortiToken Activation codes in the field provided.

Create Mew FortiToken

Token type: FortiToken Hardware * FortiToken Mobile
B Get FortiToken Mobile free trial tokens
Activation codes:

Adding the user to the FortiAuthenticator

1. Onthe FortiAuthenticator, go to Authentication > User Management > Local Users, and select Create New.
Enter a Username (gthreepwood) and enter and confirm the user password.

Enable Allow RADIUS authentication, and select OK to access additional settings.

FortiAuthenticator 6.0.0 Cookbook
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FortiToken and FortiToken Mobile

Create New Local User

Uzername: pthreepwood

Password creation: Specify 3 password v
Pazsword: T

Pazsword confirmation: T

O Allow EADIUS authentication

B Force password change on next logon

Eole
Eole: Administrator
Sponsor
» User

Account Expiration
B Enable account expiration

2. Enable Token-based authentication and select to deliver the token code by FortiToken. Select the FortiToken

added earlier from the FortiToken Mobile drop-down menu.
Set Delivery method to Email. This will automatically open the User Information section where you can enter

the user email address in the field provided.
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Change local user

@ Successfully added local user "gthreepwood” You may edit it again below

Username: gthreepwood
2 Dizabled
& Password-based authentication  [Change Password]

& Token-based authentication
Deliver token code by: * FortiToken Ermail 5M3 Dual (Email & SMS) Test Token

FortiToken Hardware: - FortiToken Mobile: ITEL i i | Delivery method: @ Email SMS

Configure a temporary e-mail/SMS token.
O Allow RADIUS authentication
¥ Enable account expiration

B Force password change on next logon

User Role
Role: Administrator
Sponsor
® User
O Allow LDAP browsing
User Information
First name: Last name:
Ernail: SE_RES al Phone number:
Mobile number: SMS gateway: Use default v Test SMS
Street address:
i Ctata (Denimra-

3. Next, go to Authentication > User Management > User Groups, and select Create New.
Enter a Name (RemoteF TMUsers) and add gthreepwood to the group by moving the user from Available users
to Selected users.
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Create Mew User Group

Mame: RemoteFThUsers

Type; * Local
Rermote LD&P
Rernote RADIUS

Remote SAML
MALC

Users: Avallable users @

Q [Filter gthreepwood

="Hm

| B R

Choose all visible RFemove all

Password policy: Default ¥

® Usage Profile

[ Please Select] ¥

4. The FortiAuthenticator sends the FortiToken Mobile activation to the user's email address. If the email does not
appear in the inbox, check the spam folder.

The user activates their FortiToken Mobile through the FortiToken Mobile application by either entering the
activation code provided or by scanning the QR code attached.
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= n Gmail Q, Search email

« 8 ©0 [ ] D » 1 0f 9,041 LML » |
O mbox FortiToken Mobile Activation on fac.school.net D nbox 5 2
©  snoozed ,  admin@fac.school.net @ 11:50 (Zminutes ago)  Y¥  4
» Important : tome ~
>  Sent Welcome to FortiToken Mabils - One-Time-Password software token
. Drafts Please visit http//docs fortinet com/fortitoken/ for instructions on how to install your FortiToken Mobile application on your device and to activate your token
® spam You must use FortiToken Mobile version 2 or above to activate this token.
~ @  Categories E Activation Code for FortiToken Mobile which you will need to enter on your device later, is

Alternatively, use the attached QR code image to activate your token with the "Scan Barcode” feature of the app

‘You must activate your token by: Monday, August 20, 2018 09:50 PDT (UTC -0700), after which your will need to contact your system administrator to re-enable your activation

I =

[=]

lp

.
-t =

4 Reply m Forward

For more information, see the FortiToken Mobile user instructions.

Creating the RADIUS client on the FortiAuthenticator

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients, and select Create New to add
the FortiGate as a RADIUS client.

2. Enter a Name (OfficeServer), the IP address of the FortiGate, and set a Secret. The secret is a pre-shared secure
password that the FortiGate will use to authenticate to the FortiAuthenticator.

3. Set Authentication method to Enforce two-factor authentication and check the Enable FortiToken Mobile
push notifications authentication checkbox.
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4. Set Realmsto local | Local users, and add RemoteFTMUsers to the Groups filter.

username in the web portal, made up of their username and realm. In this example, the

s‘é’, Note the Username input format. This is the format that the user must use to enter their
= full username for gthreepwood is "gthreepwood@local".

Add RADIUS client

Name: DfficeServer
Client address: * IF/Hostname Subnet Range

172251746124

Secret: EIITTIET Y
First profile name: Crefault
Description:
W Apply this profile bazed on RADIUS attributes.
EAP types: W EAP-GTC
B EAP-TLS
O PEAP
W EAP-TTLS

Device Authentication

O MAC Authentication Bypass{(MAB)
T AD machine authentication
W MAC device filtering

User Authentication

Authentcation method: * Enforce two-factor authentication
Apply two-factor authentication if available (authenticate any user)
Password-only authentication (exclude users without a password)
FortiToken-only authentication (exclude users without a FortiToken)

@ Enable FortiToken Mobile push notifications authentication

Username input format: ® username@realm
realmiusername
realmsusername

Realrns: Default Allow local users to | Use Windows AD
Realm X K o Groups @ Delete
L] override remote users | domain authentication
O » » & Filter:

local | Local users ¥
RemateFTMUsers

[Edit]
Filter local
users:

ok Add arealm

Connecting the FortiGate to the RADIUS server

1. Onthe FortiGate, go to User & Device > RADIUS Servers, and select Create New to connect to the RADIUS
server (FortiAuthenticator).
Enter a Name (OfficeRADIUS), the IP address of the FortiAuthenticator, and enter the Secret created before.

Select Test Connectivity to be sure you can connect to the RADIUS server. Then select Test User Credentials
and enter the credentials for gthreepwood.
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Mew RADIUS Server

Mame OfficeRADIUS
Authentication method EET M Specify
MNAS IP

Include in every user group

Primary Server

IP/Name 172.25.176.141

Secret ssssensee

Connection status @ Successful
Test Connectivity

Test User Credentials

Secondary Server

IP/Name

Secret

Cance

Because the user has been assigned a FortiToken, the test should return stating that More validation is
required.
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New RADI

Name
Authentica
NAS IP

Include in

Primary 5e
IP/Name
Secret
Connectio
Test Con
Test User

Secondary

Test User Credentials x

Username | gthreepwood

Password TIIITIIIT)

Connection status @ Successful

User credentials © More validation is required

Server message

AVP: |=79 t=Reply-Message(18) Value: &apos;+Enter token code or no
code to send a notification to your FortiToken Mobile&apaos; AVP: =11
t=Vendor-5pecific(26) v=Fortinet(12356) V5A: I=5 t=Fortinet-Token-

Challenge(15) Value: &apos;001&apos; AVP: |=3 t=5State(24) Value: 31

Test Cloze

The FortiGate can now connect to the FortiAuthenticator as the RADIUS client configured earlier.

2. Thengoto User & Device > User Groups, and select Create New to map authenticated remote users to a user
group on the FortiGate.
Enter a Name (SSLVPNGroup) and select Add under Remote Groups.

Select OfficeRADIUS under the Remote Server drop-down menu, and leave the Groups field blank.

Hew Lser Group

Marne
Type

hemters

SElLYPNGroup

Firewall

Fortinet Single Sign-0n (FSS50)
FADIUS Single Sign-On (RS5O
Guest

Remote Groups

+ Add | 4 Edit | W Delete
Femote Server Group Mame
E. OfficeRADIUS Ay
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Configuring the SSL VPN

1. Onthe FortiGate, goto VPN > SSL-VPN Portals, and edit the full-access portal.
Toggle Enable Split Tunneling so that it is disabled.

Edit S5L-VPN Portal

Mame full-access

Limit Users to One SS5L-VPN Connectionata Time OB

& Tunnel Mode

Enable Split Tunneling @ O

Source IP Pools I3 SSLVPN_TUNNEL_ADDR1 X
=+

2. Goto VPN > SSL-VPN Settings.
Under Connection Settings set Listen on Interface(s) to wan1 and Listen on Port to 10443.

Under Tunnel Mode Client Settings, select Specify custom IP ranges. The IP Ranges should be set to
SSLVPN_TUNNEL_ADDR1 and the IPv6 version by default.

Under Authentication/Portal Mapping, select Create New.

Set the SSLVPNGroup user group to the full-access portal, and assign All Other Users/Groups to web-
access — this will grant all other users access to the web portal only.
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SSL-VPN Settings

Connection Settings €@

Listen on Interface(s) M wanl x

Listen on Port | 10443

O Web mode access will be listening at https://172.25.176.92:10443

Redirect HTTP to SSL-VPN (B

Restrict Access T e e = il Limit access to specific hosts

Idle Logout O
Inactive For | 300 | Seconds
Server Certificate | Fartinet_Factory - ‘

You are using a default built-in certificate, which will not be able to verify
your server's domain name (your users will see a warning). Itis
recommended to purchase a certificate for your domain and upload it for
use.

A

Click here to learn more
Require Client Certificate B

Tunnel Mode Client Settings €@

Address Range Automatically assign addresses ERjewii'Eeitade B Tl

IP Ranges & SSLVPN_TUNNEL_ADDR1 x
I3 SSLVPN_TUNNEL_IPv6_ADDR1 %
+
DNS Server Same as client system DNS ESJE8Y
Specify WINS Servers »

Allow Endpoint Registration (b

Authentication/Portal Mapping @

+ CreateNew | ¢ Edit [0 Delete
Users/Groups Realm Portal
&= SSLVPNGroup / full-access
All Other Users/Groups / web-access
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3. Then goto Policy & Objects > IPv4 Policy and create a new SSL VPN policy.
Set Incoming Interface to the SSL-VPN tunnel interface and set Outgoing Interface to the Internet-facing
interface (in this case, wan1).

Set Source to the SSLVPNGroup user group and the all address.
Set Destination to all, Schedule to always, Service to ALL, and enable NAT.

MNew Policy
Name €@ SSL-VPN
Incoming Interface (=) SSL-VPN tunnel interface (ssl.root ¥
+
Outgping Interface M wan1 x
+
Source 2l X
& SSLVPNGroup X
+
Destination = all X
+
Schedule (@ always -
Service @ ALL X

+
Action Vel © DENY = LEARN

Firewall / Network Options

MNAT O

Results

1. From aremote device, open a web browser and navigate to the SSL VPN web portal (https.//<fortigate-ip>:10443).

2. Enter gthreepwood's credentials and select Login. Use the correct format (in this case, username@realm), as
per the client configuration on the FortiAuthenticator.
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Please Login

gthreepwood@local

Launch FortiClient

3. The FortiAuthenticator will then push a login request notification through the FortiToken Mobile application. Select
Approve.
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Login Request

gthreepwood

4:31:41 PM

August 20, 2018

Browser: RADIUS_CLIENT

Approve




FortiToken and FortiToken Mobile

Upon approving the authentication, gthreepwood is successfully logged into the SSL VPN portal.

00:00:16 OB¥ OB4 (@) sgthreepwood@local Q, ~

SSL-VPN Portal

& Launch FortiClient Download FortiClient ~

(4" Quick Connection + New Bookmark

History

2018/08/20 16:02:56 192.168.1.111 2 minute(s) and 11 second(s) 0Bin/0Bout

3. Onthe FortiGate, go to Monitor > SSL-VPN Monitor to confirm the user’s connection.

< Refresh
T Username « | T Last Login = T Remote Host = T Active Connections
gthreepwood@local 2018/08/20 16:32:02 192.168.1.111
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Self-service Portal

Configure general self-service portal options, including access control settings, self-registration options, replacement
messages, and device self-enroliment settings.

FortiAuthenticator user self-registration

e =

FortiAuthenticator

~A

I. User requests Z, Administrator approves
new account request by email

For this recipe, you will configure the FortiAuthenticator self-service portal to allow users to add their own account and
create their own passwords.

Note that enabling and using administrator approval requires the use of an email server, or SMTP server. Since
administrators will approve requests by email, this recipe describes how to add an email server to your
FortiAuthenticator. You will create and use a new server instead of the unit’'s default server.

Creating a self-registration user group

1. Go to Authentication > User Management > User Groups and create a new user group for self-registering

users.
Enter a Name and select OK. Users will be added to this group once they register through the self-registration
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portal.

Create New User Group

Marne: self reg users

Type: * Local
Remote LDAP
Remote RADIUS
Remote SAML
MAC

Users; Avallable wers ©

Q, Filter

Cr ]

Selected users

=

e
8
TR

Choose all visible Remove all

Paszword policy: Default ¥

B Usage Profile

[ Flease Select] ¥

Enabling self-registration

1. Goto Authentication > Self-service Portal > General.

Enter a Site name, add an Email signature that you would like appended to the end of outgoing emails, and
select OK.
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Edit General Self-service Portal Sethings

Default portal language: English v | [Add a Language Pack]
Site name: Wallace Corporation
Ernail signature: Miander Wallace, System Administrator

O Allow users to change their password
& Local users

& Remote users

2. Then go to Authentication > Self-service Portal > Self-registration and select Enable.

Enable Require administrator approval and Enable email to freeform addresses, and enter the
administrator’'s email address in the field provided.

Enable Place registered users into a group, select the user group created earlier, and configure basic account
information to be sent to the user by Email.

Open the Required Field Configuration drop-down and enable First name, Last name, and Email address.
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Edit Self-registration Settings

& Enable
@0 Reguire administrator approval

) Enable email to freeform addresses

Administrator email addresses: R B T il

o

7 Select User Groups allowed to approve new user registrations
B Account expires after 1 hour(s) ¥

B Uze mobile number as username

0 Flace registered users into a group | self reg users v
Password creation: ® User-defined

REandormly generated
W Enforce contact verification: Ernail address

Mobile number
Uzer's choice [email or mobile)

Account delivery options 2 5M5
available to the uszer: & Email
7 Dizplay on browser page

5MS gateway: Use default v

Reguired Field Conhguration
& First name

& Last name

& Email address
W Address

W City

B State/Province
2 Country

_® Phone number
® Mobile number
 Custom held 1
W Custom held 2
2 Custom feld 3
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Creating a new SMTP server

1. Goto System > Messaging > SMTP Servers and create a new email server for your users.
Enter a Name, the IP address of the FortiAuthenticator, and leave the default port value (25).

Enter the administrator's email address, Account username, and Password.

Note that, for the purpose of this recipe, Secure connection will not be set to STARTTLS as a signed CA

certificate would be required.

Create New SMTFE Server

Mame: MW -SEMET
Server narme/ 1P 17225174141
FPort 25

Sender name (optional):

Sender ernail address: B il e

Connection Security and Authentication
Secure connection: Mone v
@ Enable authentication

Arccount username: administrator

Fazzword: ETITTET Y

Test Connection Cancel

2. Once created, highlight the new server and select Set as Default.
The new SMTP server will now be used for future user registration.

+ Create New

) Successfully set "new-server [172.25.174.141:25)" as the default outening mail server

MName Server
New-server 172.251746.141:25
Local Mail Server |ocalhost:25

2 SMTR servers

Results - Self-registration

Default

O

1. When the user visits the login page, https://<FortiAuthenticator-IP>/auth/register/, they can click the Register

button, where they will be prompted to enter their information.

FortiAuthenticator 6.0.0 Cookbook
Fortinet Technologies Inc.

42



Self-service Portal

They will need to enter and confirm a Username, Password, First name, Last name, and Email address.
These are the only required fields, as configured in the FortiAuthenticator earlier.

Select Submit.

Please enter your information below

Username: rdeckard
Password: sesssnee

Confirm password: searanas

First name: Rick

Last name: Deckard

Email address: e e o]
Confirm email address: y - ol g
Addrass

City
State/Province:
Country v
Phone number

Mobile number:

Submit || Cancel

2. The user's registration is successful, and their information has been sent to the administrator for approval.

Registration Successful
Your information has been sent to the agministrator for approval. You will receive an email ence your account has been approved and activated

3. When the administrator has enabled the user’'s account, the user will receive an activation welcome email.
The user's login information will be listed.
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Your account has been activated

a admin@fac.school.net
* o me =

Wialcame to Wallace Corporation, rdeckard!
Your login information:
Username: rdeckard

Fassword: =

Fleasze login and change your password here:

httpsdifac. school.netlogini?username=rdeckard

MianderYallace, Systermn Administratar

4. Select the link and log in to the user's portal.

rdeckard

Login

Registar
Fargat my password

5. The useris now logged into their account where they can review their information.
As recommended in the user’s welcome email, the user may change their password. However, this is optional.
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Logged in a5 rifeckand E*

Iy Account ¥ | View Profile
Profile First narne: Rick
Last name: Deckard
£ General 5
Erall address: adam.rhbristow@gmail.com

Phone number:

Mobile number:
Street address:

City:
State/Province:

Country:

Password Recovery Options

Email recovery: o

Security guestion: -

Cancel

Results - Administrator approval

1. After receiving the user’s registration request, in the FortiAuthenticator as the administrator, go to Authentication
> User Management > Local Users. The user has been added, but their Status is listed as Not Activated.

4 Create New &8 Import & Export i Disabled Users ~ Search for local users Y
User First name Last name Emafl address Admin Status Token Token Reguested Groups Authentication Methods
e [ Bl L o o ) RADIUS
L ) © Expired password L) RADIUS
o o L
T o o ° RemoteFTMUsers RADIUS
r Ll 9 e
Ll © Expired password ] RADIUS and LDAP
Rg-T il [Ep A T L o @ ° RADIUS
rdeckard Rick. Deckard i bl Rl C ° self reg users RADIUS

B local users

2. Inthe administrator's email account, open the user's Approval Required email. The user’s full name will appear
in the email’s subject, along with their username in the email’s body.
Select the link to approve or deny the user.
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Approval Required for "Rick Deckard”

abristow@fortinet.com
Sent: Tue11/07/17 4:30 PM
To Adam Bristow

User "rdeckard” has just registered and is waiting for approval.

Please go to the following link to approve or deny this user:
https://172.25.176.141/auth/register/12/approve/

Klaus Fischer, System Administrator

3. The link will take you to the New User Approval page, where you can review the user’s information and either
approve or deny the user’s full registration.
Select Approve.

New Uzer Approval

Please review the following user information. You can approwe or deny this user.

Username: rdeckard

First name: Rick

Last name: Deckard

Ermail address: TR
Address:

City:

State/Province:
Country:
Phone number:

Mobile number;

4. The user has now been approved and activated by the administrator.

Uzer Registration Completed

User Registration Completed

LIser "rdeckard" has been activated.

(30 back to the main page

This can be confirmed by going back to Authentication > User Management > Local Users. The user's Status
has changed to Enabled.
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4+ Create New | | &8 Import | €8 Export

User

rdeckard

B local users

First name

Rick

Last name

Deckard

Disabled Users ~

Email address

Admin Status Token | Token Requested Groups

o @ ]

) © Expired password e

] @ ]

L) @ -] RemoteFTMUsers
Q @ e

-] @ Expired password -]

] @ ]

) E ] self reg users

Search for local users

T

Authentication Methods

RADIUS
RADIUS

RADIUS

RADIUS and LDAP

RADIUS
RADIUS

You can also go to Logging > Log Access > Logs to view the successful login of the user and more information.

& Refresh

D
1858
1857
1856
1855
1854
1853
1852
1851
1850
1849
1848

Timestarnp
Mon Jul 15 13:03:51 2019
Mon Jul 15 13:00:39 2019
Mon Jul 15 13:00:39 2019
Mon Jul 15 12:52:15 2019
Mon Jul 15 12:52:15 2019
Mon Jul 15 12:52:15 2019
Mon Jul 15 12:52:15 2019
Mon Jul 15 12:42:26 2019
Mon Jul 15 12:42:26 2019
Mon Jul 15 12:42:26 2019
Mon Jul 15 12:42:26 2019

& Download Raw Log

Level
information
information
information
information
information
information
information
information
information
information

information

Fortinet Technologies Inc.

& Log Type Reference

Category
Event
Event
Event
Event
Event
Event
Event
Event
Event
Event

Event

Sub category
User Portal
Authentication
User Portal
System
Admin Configuration
Admin Configuration
Admin Configuration
Admin Configuration
System
Admin Configuration

Admin Configuration

& Debug Report| ~

Type id Action
50001 Logout
20994 Login
50000 Login
30908
10301
10301
10002 Edit
10301
30%08
10002 Edit
10001 Add

Search for log records

Lag Details x

Status Source IP Short message
User 'rdeckard' logged out
Success 172.25.181.138 ‘Web access granted to ‘rdeckard’
Suceess Local user authentication with no token suecessful
smtp mail: send to &2 #alemy via localhost::

Notifying user "rdeckard" about his/her newly activated acc|
"“abristow™" has approved the new account for user "rdeckal
Edited Local User: rdeckard (changed fields: active)
Registration form submitted by user “rdeckard"
smitp mail: send to whefes m - via localhost:25)
Edited Local User Profile: rdeckard (changed fields: email rec
Added Local User Profile: rdeckard

Lag Recard Detail

13
Timestamp
Level
Action
Status
Saurce Ip
Message

User

Type ld
Name

Sub Categary
Categary

Descriptian

1857
Man Jul 15 1309:39 2018
information

Login

Sueeess

172.25.181.436

Web access granted 1o T
eckard"

rdeckard
Log Type
20994
Admin GUI Login
Authentication
Event

Legs admin GUI site login
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VPNs

This section contains information about creating and using a virtual private network (VPN).

LDAP authentication for SSL VPN with FortiAuthenticator

i e

bwayne SSL VPN
FortiGate
Authenticate ,, 1 Internal Network
‘bwayne' * :
v,'bwayne'
3 ¢ Authenticated

FortiAuthenticator

LDAF Server

This recipe describes how to set up FortiAuthenticator to function as an LDAP server for FortiGate SSL VPN

authentication. It involves adding users to FortiAuthenticator, setting up the LDAP server on the FortiAuthenticator, and
then configuring the FortiGate to use the FortiAuthenticator as an LDAP server.

Creating the user and user group on the FortiAuthenticator

1. On the FortiAuthenticator, go to Authentication > User Management > Local Users and select Create New.

Enter a name for the user, enter and confirm a password, and be sure to disable Allow RADIUS authentication
— RADIUS authentication is not required for this recipe.

Set Role as User, and select OK. New options will appear.

Make sure to enable Allow LDAP browsing — the user will not be able to connect to the FortiGate otherwise.
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Change local user

) Successfully added local user "bwayne”. You may edit it again below.

Uzername:

I Diizabled

0 Pazsword-bazed authentication

bwayhe

B Token-based authentication

B Allow EADIUS authentication

2 Enable account expiration

B Force password change on next logon

User Role

Eole:

Administrator
Sponsor

s Uszer

O Allow LDAP browsing

[Change Password)]

2. Create another user with the same settings. Later, you will use jgarrick on the FortiGate to query the LDAP
directory tree on FortiAuthenticator, and you will use bwayne credentials to connect to the VPN tunnel.

3. Next go to Authentication > User Management > User Groups, and create a user group for the FortiGate
users. Add the desired users to the group.

Create New User Group

MName:

Type:

Users;
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Remote LDAF
Remote RADIUS
Remote SAML
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Awallable weers &

Q, Filter

[
= gem

Choose all visible

Selected LEers

bwayne
jearrick

Remove all
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Creating the LDAP directory tree on the FortiAuthenticator

1.

Go to Authentication > LDAP Service > Directory Tree, and create a Distinguished Name (DN). A DN is made
up of Domain Components (DC).

Both the users and user group created earlier are the User ID (UID) and the Common Name (CN) in the LDAP
Directory Tree.

Create an Organizational Unit (OU), and a Common Name (CN). Under the cn=HeadOffice entry, add UIDs for
the users.

If you mouse over a user, you will see the full DN of the LDAP server.
+ Expand All 1 Delete {995 of 1009 entries remaining)

= 3 de=fortinet.de=com (1)
= £ su=techdos (1
= G en=HeadOffice {2
G Uid=bwayne
I Lid=igarricky 50 " 3

DeiBfe-click fo edit thls & — " " "
'ﬂuu:l:]garncls:_.cn: HeadOffice, ou=techdoc,dc=fortinet, dc= u:n:ml]

Later, you will use jgarrick on the FortiGate to query the LDAP directory tree on FortiAuthenticator, and you will
use bwayne credentials to connect to the VPN tunnel.

Connecting the FortiGate to the LDAP server

1.

On the FortiGate, go to User & Device > LDAP Servers, and select Create New.
Enter a name for the LDAP server connection.

Set Server IP/Name to the IP of the FortiAuthenticator, and set the Common Name Identifier to uid.
Set Distinguished Name to dc=fortinet,dc=com, and set the Bind Type to Regular.

Enter the user DN for jgarrick of the LDAP server, and enter the user's Password.

The DN is an account that the FortiGate uses to query the LDAP server.
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Edit LDAF Server

MName LOAPserver

Server IP/IName 17226 176,141

Server Port 84

Common Mame Identifier | uid

Distinguished MName dc=fartinet,dc=com Browse

Bind Type Simple  Anonymous  EEEER

Username uid=jgarrick cn=HeadOffice ou=techdoc,dc=fartinet,dc=com
Fassword srereres @&

Secure Connection
Test Connectivity

Test User Credentials

2. Select Test Connectivity to determine a successful connection.
Then select Test User Credentials to query the LDAP directory using jgarrick's credentials. The query is

successful.
Edit LOARY Test User Credentials »
Mame Username | |garrick
ServEr P boccyord | sssesses
Server Fol

Common | Connection status & Successful

Distinguisll  User credentials & Successful

Eind Type
sername
Fassword

Creating the LDAP user group on the FortiGate

1. Goto User & Device > User Groups, and select Create New.
Enter a name for the user group. Under Remote Groups select Add.
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MNew User Group

Marne LOAPgroup

Type Firewall
Fartinet Single Sign-0n (FS50)
RADIUS Single Sign-On (RS50)
Guest

lWembers +

Remaote Groups

+ Add| & Edit W Delete

Remote Server Group Mame
Mo matching entries found

2. Select LDAPserver under the Remote Server dropdown.
In the new Add Group Match window, right-click HeadOffice under the Groups tab, and select Add Selected.
The group will be added to the Selected tab. Select OK.

[Flews User Grd Add Group Match o
Remote Server do L DAPserver v
Mame
Type =
RS Groups Custom Selected
i Recursive @ Search Q
B & dc=fortinet,dc=com
Members [m] Marme
HeadCffice HeadCffice
Add Selected
Femaote Grou
+ Add
) <
Mo matching

3. LDAPserver has been added to the LDAP group. Select OK.

FortiAuthenticator 6.0.0 Cookbook 52
Fortinet Technologies Inc.



VPNs

MNews User Graup

Marne LOAPgroun

Type Firewall
Fortinet Single Sign-0n (FS50)
READIUS Single Sign-0On (RS50)
Guest

Members +

Remaote Groups

+ Add | # Edit W Delete

Femote Server Group Mame

Ba LOAPserver cn=HeadOffice ou=techdoc,dc=fortinet,dc=cam

Configuring the SSL VPN

1. Onthe FortiGate, go to VPN > SSL-VPN Portals, and edit the full-access portal.

Disable Split Tunneling.
Edit 55L-VPN Portal

Mame | fullaccess

Lirmit Users to One S5L-WPH Connection at a Time O

& Tunnel Mode

Enahble Split Tunneling € |

Source IF Pools & SSLVPN_TUNMEL _ADDR1
L o

2. Goto VPN > SSL-VPN Settings.
Under Connection Settings set Listen on Port to 10443.
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Under Tunnel Mode Client Settings, select Specify custom IP ranges and set it to SSLVPN_TUNNEL _
ADDR1.

Under Authentication/Portal Mapping, select Create New.
S5L-VPMN Settings

Connection Settings €k

Listen on Interface(s) ] wyan x

Listen on Port 10443

€ eb mode access will be listening at hitps #172.25 176,137 10443

Redirect HT TP to SSL-wPH O

Festrict Access Allorey CERn =l Limit access to specific hosts
dle Logaout O

Inactive For 200 Seconds
Server Certificate Fortinet_Factory -

You are using a default built-in certificate, which will not be able ta verify
YyOur server's domain name (your users will see a warning). tis
recammended to purchase a certificate for your domain and upload it for

A LISE.

Click here to learn maore

Require Client Certificate (B

Tunnel Mode Client Settings €

Address Range Automatically assign addresses Bl ATl SN =T
IF Ranges & SSLWYPH_TUNNEL_ADDOR1 b
+

ONS Server
Specify WINS Servers >
Allows Endpoint Registration Cb

Authentication/Portal Mapping €

# Edit T Delete

IUzers/Groups Realm Fartal
All Other Users{Groups f weh-access

3. Assign the LDAPgroup user group to the full-access portal, and assign All Other Users/Groups to the desired
portal. Select Apply.
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Authentication/Portal Mapping €

+ Create Mew  # Edit | W Delete

Users{Graups Realm Fartal
&= [ DAPgroup ! full-access
All Cther Users/Groups ! web-access

4. Select the prompt at the top of the screen to create a new SSL-VPN policy, including the LDAPgroup, as shown.

Edit Policy
MName €® wpr-internet
Incoming Interface &1 SSL-PN tunnel interface (sslroo %
+
Outgoing Interface # wvan x
+
Source = all 4
&= LDAPgroup %
+
Destination = all »®
+
Schedule alway's -
Service I ALl %
+
Action v ACCEPT RZNnl=iy

Inspection Mode  NEEEREEEERR Froxy-hased

Firevyall / Metwork Cptions

MAT O
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Results

1. From aremote device, access the SSL VPN Web Portal.
Enter valid LDAP credentials (in the example, bwayne).

[ N 1]

H =u

Please Login

bwavyne

Launch FortiClient

2. The useris now successfully logged into the SSL VPN Portal.

E:E 000011 0B+ OB4

SSL-VYPN Portal

Launch FortiClient Download FortiClient =

Bookmarks

AdminPC

(4 Quick Connection + Mew Bookmark

History

3. Onthe FortiGate, go to Monitor > SSL-VPN Monitor to confirm the connection.

@ bwvayne 2, -

b e

T Usermame = T Last Login = T Remote Host =

T Active Connections

wayne 20190718 11:63.14 172.25.181.138
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4. On the FortiAuthenticator, go to Logging > Log Access > Logs and confirm the connection.

£ Refresh | &8 Download Rawlog & Log Type Reference | & Debug Report | ~ Search for log records
> Timestamp Level Categoty Sub category Type id Action Status Source IP Shott message Log Details x
Log Recard Detall
-—--_-_-_ o o
- CEE ECTEY EE - n L - " am LI ] Timestamp Mon Jul 15 14:53:19 2019
Level information
| B o - 9 B | mEm u [ BS ] |
Actian Authentication
- Em m - o u - - = L = - L LR "
Status Suceess
L " N | | In | | Saurce IP FAC_LDAP
= L - - - = - n Message (hp]wlh authenticabor
| SR | s n = L s L] = User bwayne
L u - - . - ] ] = Log Type
Type ld 20001
| SR | u n In ] = s
Name Authentication OK No FT
- o m = u ] - . - ] m ] K
SubCategary  Authentication
| B u u " = " - Categary event
- e em = e — - - = = . Auth ——
Descriptian without FortiTeken
| JH u u u L ] u

SMS two-factor authentication for SSL VPN

N /\‘—“—”’ 11— ~
S SSL VPN Internet

= \/

Remote ] Forl:iGate’ u)‘

»
g
:

FortiGuard FortiAuthenticator
Messaging
Service RADIUS Server

In this recipe, you will create an SSL VPN with two-factor authentication consisting of a username, password, and an
SMS token.

When a user attempts to connect to this SSL VPN, they are prompted to enter their username and password. After
successfully entering their credentials, they receive an SMS message on their mobile phone containing a 6-digit number
(called the FortiToken code). They must also enter this number to get access to the internal network and the Internet.

Although this recipe uses the FortiGuard Messaging Service, it will also work with any compatible SMS service you
configure as an SMS Gateway.
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Creating an SMS user and user group on the FortiAuthenticator

1. On the FortiAuthenticator, go to Authentication > User Management > Local Users and add/modify a user to
include SMS Token-based authentication and a Mobile number using the preferred SMS gateway as shown.
The Mobile number must be in the following format:
+[international-number]

Enable Allow RADIUS authentication.

Change local user

@ Successfully added local user "jgarrick”. You may edit it again below.

Username: Jjgarrick
W Dizabled
@ Password-based authentication  [Change Password]

& Token-based authentication
Deliver token code by: FortiToken Ernail ® SMS Dual (Ernail & 5MS) Test Token

O Allow RADIUS authentication

 Enable account expiration

® Force password change on next logon

User Role
Fole: Administrator
Sponsor
® User
O Allow LDAP browsing
User Information
First name: Last name:
Email: Phone number:
Mobile number: +1e e SMS gateway: FortiGuard Messaging Service ¥ Test 5M3
Street address:
City: State/Prowvince:
Courntry: v
Language: Llse default v
Organization: [ Please Select] ¥

2. Goto Authentication > User Management > User Groups and add the above user to a new SMS user group
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(in the example, SMSgroup).

Create New Uzer Group

Marne: StSgroup

Type; * Local
Remote LDAF
Remote RADIUS

Remote SAML
MAC
Users: RlSRE
Q, Filter jgarrick
" i o
i

Choose all visible Remowve all

Password policy: Drefault ¥

® Usage Profile

[ Flease Select] ¥

Configuring the FortiAuthenticator RADIUS client

1. Goto Authentication > RADIUS Service > Clients and create a new RADIUS client.
Enter a Name for the RADIUS client (the FortiGate) and enter its IP address (in the example, 772.20.121.56).
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Choose to Enforce two-factor authentication and add the SMS user group to the Realms group filter as shown.
Add RADIUS client
Marne: RADIUSElient

Client address: * IP/Hostname Subnet Range

17220121 54

Secret: rerrere
First profile name: Diefault
Description:
W Apply this profile based on RADIUS atttibutes.
EAP types: W EAP-GTC
(B EAP-TLS
O PEAP
(W EAP-TTLS

Device Authentication

O MAC Authentication Bypass(MAR]
B AD machine authentication
W MAC device filtering

User Authentication

Authentication method: » Enforce two-factor authentication
Apply two-factor authentication if available {authenticate any user)
Pazsword-only authentication (exclude users without 2 passwort)
FortiToken-only authertication (exclude uzers without 2 FortToken)

® Enable Token Mobile push notifications authentication

Uszername input format: ® username@realm
realrmiusername
realm/username

Realms: e Allow local users to | Use Windows AD
efau . .
~ Fealm ovettide remote domain Groups @ Delete
users authentication
& local | Local users v > > « F”ter;_
AMSgroup [Edit]
Filter
|ocal users:
ok Add arealm

Configuring the FortiGate authentication settings

1. Onthe FortiGate, go to User & Device > RADIUS Servers and create the connection to the FortiAuthenticator
RADIUS server, using its IP address and pre-shared secret.
Use Test Connectivity to make sure that the FortiGate can communicate with the FortiAuthenticator.
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Mews RADILIS Server

MName FAC-FADIUS

Authentication method DISENN Specify
MAS P

Include in every user group C

Frimary Server
IP{TMame 17220121127
Secret -

Test Connectivity

Test User Credentials

Secondary Server
IFitarme
Secret

Test Connectivity

Test Llser Credentials

2. Next, goto User & Device > User Groups and create a RADIUS user group called RADIUSgroup.
Set the Type to Firewall and add the RADIUS server to the Remote groups table.
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Mew User Group

MName FADIUSgroup

Type Firewall
Fartinet Single Sign-0n (FS50)
FADIUS Single Sign-0n (RS50)
Guest

hembers +

Remate Groups

+ Add # Edit i Delete

Femote Server Group Mame
B FAC-RADIUS Ay

Configuring the SSL VPN

1. Goto VPN > SSL-VPN Settings.
Under Connection Settings, set Listen on Port to 10443. Under Tunnel Mode Client Settings, select
Specify custom IP ranges and set IP Ranges to the SSL VPN tunnel address range.

Under Authentication/Portal Mapping, select Create New.

Assign the RADIUSgroup user group to the full-access portal, and assign All Other Users/Groups to the
desired portal.
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S5L-YPN Settings

Mo SSL-VPN pelicies exist. Click here to create a new SSL-VYPN
policy using these settings

A

Connection Settings €

Listen an Interface(s) ] wwean b 4

Listen on Part 10443

& Weh mode access will be listening at https: 4172 25 176 127:10443

Fedirect HTTF to SSL-VPW O

Festrict Access Allowy acc gl Limnit access to specific hosts
Idle Logout

Inactive For 300 Secands
Server Certificate Fortinet Factory -

You are using a default built-in certificate, which will not be able to verify
your server's domain name (your users will see a warning). Itis
recomimended to purchase a certificate for your domain and upload it for
USE.

Click here to learn more

Reguire Client Certificate (b

Tunnel Mode Client Settings €9

Address Range Automatically assign addresses  RE{aEs A0 a8 SN =Tals=E
IP Ranges & SSLYPN_TUNNEL ADDR x
+

OMNS Server
Specify WINS Servers »
Allow Endpoint Registration (B

Authentication/Portal Mapping €9

+ Create New | # Edit | W Delete

Users/Groups Fealm Faortal
B FADIUSgroup ! full-access
All Cther Users/Groups f web-access
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Creating the security policy for VPN access to the Internet

1. Goto Policy & Objects > IPv4 Policy and create a new SSL-VPN policy, including the RADIUSgroup, as

shown.

Mews Paolicy

MName € wpn-internet

Incaming Interface &1 S5L-VPM tunnel interface (sslroo %
+

Outgoing Interface [ wvan1 x
+

Source = all %

& RADIUSgroup x

+

Destination = all x
+

Schedule always -

Service I ALl »®
+

Action ACCEPT Eaau=y

FProxy-based

Inspection Mode

Firewwall f Metwaork Options

AT ©

Results

In this example, we will use the web portal to access the SSL VPN and test the two-factor authentication.

1. Open a browser and navigate to the SSL VPN web portal, in this case https://172.25.176.127:10443.
Enter a valid username and password and select Login. You should be prompted to enter a FortiToken Code.
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Please Login

jgarrick

FortiTolken

Launch FortiClient

2. The FortiToken Code should have been sent to your mobile phone as a text message containing a 6-digit
number.

Enter the number into the SSL VPN login portal and select Login.
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al Freedom 11:22 AM <7 90% (. )

¢ +1(604) 245-5461>

Text Message
Today 11:21 AM

User name: jgarrick
Token code: 297213
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3. You should now have access to the SSL VPN tunnel.

at:00:0E OE+ DB

SSL-YPN Portal

Launch FortiClient Dowinload FortiClient -

Bookmarks

AdminPC

(4" Cuick Connection + ew Bookmark

History

4. To verify that the user has connected to the tunnel, on the FortiGate, go to Monitor > SSL-VPN Monitor.

2 Refresh

T Username = | T Last Login = | T Remote Host < | T Active Connections
Jjgarrick 2018/07/16 08:24.08 172.25.181.138

5. Onthe FortiAuthenticator, go to Logging > Log Access > Logs to confirm the user's connection.

‘8 Reﬂ'esh| ‘ﬁ Download Raw Log| ‘Q Log Type Reference‘ ‘ﬁ Debug Repm‘t| - | Search for log recards
D ‘ Timestamp ‘ Level ‘Category‘ Sub category ‘Type \'d‘ Action ‘ Status ‘ Source IP ‘ Short message Lag Details *
Log Recard Detail
1943 Tue Jul 16 11:24:08 2019 information  Event Authentication 20000 Authentication Success 172.25.176.127 Local user authentication with $M$ token successful P 1961
1962 Tue Jul 16 11:23:57 2019 information  Event Authentication 20300 Authentication Pending 172.25.176.127 Local user authentication partially done, expecting SMS token | Timestamp Tue Jul 16 11:23:57 2019
-—--_-_-_ Level infermation
- Actian
EEE CE O N RN I EEEE B N - o W TE e .. " mm - = N R |
", el wl s | 'l o L TIE - - Saurce P
- n e B s = caem s cEE S Em = omm - = = Messsge D
¥
. RS WTE Ll all &l Bl =™ — L
[ 28 ] EEE . = [ B ] u s EEC NS NN BN CH O NN NN N SR N Log Type
Type ld 3007
PSS S | =N ] LR [ 8] R o™ " e
Name FortiGuard Messaging Ser
- u T e " - . [ B 8 u o - N . o u vice SMS
Sub Categary  System
| o mnE i i = | LR [ § | Bl o™ o
Category Event
[ ==} RN . mm OB N u . - e s N R N . ] Logs send SMS activity fo
= Descriptian  FortiGuard Messaging §
=l (Bl [ S8 ] n nm (P i Bl v n w e BT R enies
— o EEeEms s E—— = — = - == -—— -—
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WiFi authentication

This section describes configuring WiFi authentication with FortiAuthenticator.

Assigning WiFi users to VLANs dynamically

|
User jsmith
— Marketing
=)
Marketing
e
VLAN 100 T e )_ﬁ

‘ Internet >

"1 FortiAP [ FortiGate AN

Techdoc
VLAN 200

User twhite

Techdoc @p—

FortiAuthenticator

Virtual LANs (VLANSs) are used to assign wireless users to different networks without requiring the use of multiple SSIDs.
Each user’'s VLAN assignment is stored in the user database of the RADIUS server that authenticates the users.

This example creates dynamic VLANSs for the Techdoc and Marketing departments. The RADIUS server is a
FortiAuthenticator. It is assumed a user group on the FortiAuthenticator has already been created (in this example,
employees).

config certificate ca
edit {name}
# CA certificate.
set name {string} Name. size[79]
set ca {string} CA certificate as a PEM file.
set range {global | vdom} Either global or VDOM IP address range for the CA cer-
tificate.
global Global range.
vdom VDOM IP address range.
set source {factory | user | bundle} CA certificate source type.
factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.
set trusted {enable | disable} Enable/disable as a trusted CA.
set scep-url {string} URL of the SCEP server. size[255]
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set auto-update-days {integer} Number of days to wait before requesting an updated
CA certificate (0 - 4294967295, 0 = disabled). range[0-4294967295]

Configuring the FortiAuthenticator

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients and register the FortiGate as a
client.
Enable all EAP types, set Realm to local, and apply the employees user group.

Add RADIUS client
Name: FortiGate-1

Client address: ® |IP/Hostname Subnet Range

172.20.120.142

Secret: LIITITIY)
Fitst profile name: Crefault
Description:
I Apply this profile based on RADIUS attributes.
EAP types: O EAP-GTC
O EAP-TLS
O PEAP
O EAP-TTLS

Device Authentication

I MAC Authentication Bypass{MAB)
@ AD machine authentication
O MAC device filtering

User Authentication

Authentication method: Enforce two-factor authentication
Apply two-factor 2uthentication if available (authenticate any uset]
® Password-only authentication [exclude users without a password)
FortToken-only authentication (exclude users without a FortiToken)

B Enable Token Mobile push notifications authentication

Username input format: ® usermame@realm
realmiusername
realm/username

Realms: S Allow local users | Use Windows
efau
° Realm to overtide AD domain Groups @ | Delete
remote Users authentication
& local | Local users v » o 0
Filter:
emplayees
[E4it]

Filter
local
users:

ok Add arealm

2. Next go to Authentication > User Management > Local Users and create local user accounts as needed.
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Create New Local User

Uzername: jsmith

Password creation: Specify 3 password v
Pazsword: T

Pazsword confirmation: T

O Allow EADIUS authentication

B Force password change on next logon

Eole
Eole: Administrator
Sponsor
» User

Account Expiration

B Enable account expiration

3. Foreach user, add the following RADIUS attributes which specify the VLAN information to be sent to the FortiGate.
The Tunnel-Private-Group-ld attribute specifies the VLAN ID.
In this example, jsmith is assigned VLAN 100 and twhite is assigned VLAN 200.

RADIUS Attributes

Attribute Walue Wendor Actions
Tunnel-Type WLAN §13] Default a4
Tunnel-kMedium-Type |EEE-B0Z {&] Default SR
Tunnel-Private-Group-ld 100 Drefault a4

Add Attribute

Adding the RADIUS server to the FortiGate

1. Onthe FortiGate, go to User & Device > RADIUS Servers and select Create New.
Enter the FortiAuthenticator IP address and the server Secret entered on the FortiAuthenticator earlier.
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Select Test Connectivity to confirm the successful connection.

Mewy RADILS Server

Mame facFADIUS

Althentication method BEENIN Specify
MAS P

Include in every user group O

Frimary Server

IPiMame 17225176141

Secret S—

Connection status & Successful
Test Connectivity

Test User Credentials

Secondary Server

IPitame
Secret
Test Connectivity

Test User Credentials

Cancel

Creating an SSID with dynamic VLAN assignment

1. Onthe FortiGate, go to WiFi & Switch Controller > SSID and create a new SSID.

Set up DHCP service.
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T
Interface Mame example-wifi
Alias
Type WiFT 5510 A
Traffic Mode €% ESIIMGEN &% EBridge =2 Mesh
Tags
@ Add Tag Categary
Address
IP/Metwark Mask 10101214265 255 2550

IPvE Address/Prefix il

Administrative Access

(=% v HTTPS 4 HTTF €@ 7 PING ¥ FMG-Access
#| S5H « SHMP | FTh
« FEADIUS Accounting +| FortiTelemetry
IPvE Administrative Access HTTFS HTTF € PING FMG-Access
SSH SkkP FTh

@ OHCP Server

Address Range

+ Create Mew 4 Edit  [i] Delete

Starting 1P EndIF
1010122 10.10.12.254
Metmask 2852552650

Default Gateway
OMs Server Same z em OMS

2. Select WPA2 Enterprise security and select your RADIUS server for authentication.
Enable Dynamic VLAN Assignment.
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Wik Settings
S0 example-staff
Security Maode WWEAZ Enterprise -
Client Limit »
Authentication Wet-1l FADILS Server
facRADIUS v
Crynamic WLAN assignment € @O
Broadcast SSI0 O
Schedule €9 always v
Block Intra-S510 Traffic »
Eroadcast Suppression &  ARPs for known clients X
DHCP Uplink x
+

Filter clients by MAC Address
RADIIS server _»
Quarantine Host O

Enforce FortiClient Compliance Check O

3. Then open the CLI Console and enter the following command to assignment and set the VLAN ID to 10. This
VLAN is used when RADIUS does not assign a VLAN:
config wireless-controller vap
edit example-wifi
set vlanid 10
next
end

Creating the VLAN interfaces

1. Goto Network > Interfaces.
Create the VLAN interface for default VLAN-10 and set up DHCP service.
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ey

Interface Mame | WLAMN-10
Alias
Type WLAMN
Interface example-wifi
WLAN 1D 10
Tags
Fole € | LAN
& Add Tag Category
Address

Addressing mode
IPfMetwork Mask

IPvE Addressing mode
IPvB Address/Prefix

PELIEIN OHCP  PPPoE

182 168.3.1/205 255 2950
Manual [Enlglete

Create address ohject matching subnet @

Mame

Definition

Administrative Access

& VLAN-10 address
182 168.3.0/24

IFd HTTFS HTTF € PIMNG FiiG-Access
CAPVAP S5H ShMP FTh
RADIUS Accounting FortiTelemetry
IPvE Administrative Access HTTPS HTTF & PIMNG FMG-Access
CAPWAP SSH ShMP FTh
© DHCF Server
Address Range
+ Create Mew & Edit [ Delete
Starting IP End IP
192.168.3.2 192.168.3.254
Metmask 2552552850
Default Gateway ame as Interface IP [RsialEsig
OMNS Server Same as Interface IP Specify

Advanced ..

2. Then create two more VLAN interfaces
DHCP service.
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=

Interface Mame | marketing-100

Alias
Type WLAMN -
Interface example-wifi -
WLAM 1D 100
Tags
Role € | LAN -

© Add Tag Category
Address
Addressing mode EGDEIR CHCF  FPFoE
IPMetwork Mask 10.11.13.1724
IPvE Addressing mode ENDEIN DHCF
IPvE Address/Prefix

Create address object matching subnet @O
MName & marketing-100 address
Definition 10.11.13.0/24

Administrative Access

(P4 HTTFS HTTF €& FING
CAPWAP SEH SMMP
RADIUS Accounting FortiTelermetry

IPvE Administrative Access HTTPS HTTF €& PING
CAPWAP SEH SMMP

@O DHCF Server

Address Range

+ Create Mew 4 Edit [ Delete

Starting IP End IF
1011132 10.11.13.254
Metmask 25525852550

Specify
ONZS Server EEER-ERT S pEBINEN Same as Interface P Specify
Advanced...

Default Gateway
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M ey

Interface Mame | techdoc-200

Alias
Type WLAN -
Interface Example-wifi -
WLAN 1D 200
Tags
Fole € | LAM -

© Add Tag Category
Address
Addressing mode GEGDEN DHCF  FPPoE
IPietwork Mask 10.11.14 1124
IPvE Addressing mode ELUEN OHCF
IPvE Address/Prefix

Create address ohject matching subnet @

Marne & techdoc-200 address

Definition 10.11.14.0/24

Administrative Access

P4 HTTPS HTTF &
CAPVAP S5H
FADIUS Accounting

IPvE Administrative Access HTTFS HTTF €
CAPVLP =3H

@O DHCF Server

Address Range

+ Create Mew  # Edit [0 Delete

Starting IP End IP
10.11.14.2 10.11.14 254
Metmask 26020525510

Default Gateway
OMS Server
Adhvanced...

Same as Interface [P
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Creating security policies

1. Goto Policy & Objects > IPv4 Policy.
Create a policy that allows outbound traffic from marketing-100 to the Internet.

Mews Palicy
Mame € marketing-100-internet
Incoming Interface | € marketing-100 x
+
Cutgaing Interface | M wan1 »®
+
Source = all »®
+
Destination = all »®
+
Schedule always -
Service W AL »®
+
Action O IPsec

Inspection Mode  QEEESER Froy-hased

Firewsall f Metwark Options

MAT ©

IP FPoal Configuration Use Cutgoing Interface Address [N ey (lell =l =iy

Preserve Source Port O
Frotocol Options default v &

2. Under Logging Options, enable logging for All Sessions.
Logoing Options
Log Allowed Traffic @  Security Events
Capture Packets (B

3. Create another policy that allows outbound traffic from techdoc-200 to the Internet.
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For this policy too, under Logging Options, enable logging for All Sessions.

Mews Palicy
MName €9 techdoc-200-internet
Incoming Interface | € techdoc-200 b
+
Ciutgaing Interface | M wan1 »®
+
Source = all »®
+
Destination = all »
+
Schedule (8 always -
Service ALl »®
+
Action O IPsec
Inspection Mode QRS Proo-hased
Firgwall f Metwark Options
MAT O
IP Foal Configuration Use Qutgoing Interface Address RN = Tyllell el atala]

Preserve Source Port (B

Frotocol Cptions default v &

Creating the FortiAP profile

1. Goto WiFi & Switch Controller > FortiAP Profiles.
Create a new profile for your FortiAP model and select the new SSID for both Radio 1 and Radio 2.
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Mews Forti&P Profile

Mame FAPS221E-dyn-vlan

Comments Write a comment. . PR
Platform FAPSIZE v
Country / Region Use default (United States)

Canada -

AP Login Passwoard €9

Administrative Access HTTFS S5H ShMP

Split Tunneling

Include Local Subnet €@ (O
Split Tunneling Subnetis) O

Radio 1

Mode

WIDS Profile »
Radio Resource Provision CB
Client Load Balancing

Band

Channel Width

Short Guard Interval »
Channels

Tx Power Control

Tx Powwer

5siDs €

Wonitor Channel Utilization
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Dedicated Monitar

Frequency Handoff AP Handoff
24 GHz | 802 11nfgfb v
20MHz
1 a5 | 11
Auto BEETRIE]

= 100%

Auto BEERE]
) example-staff (example-wifi) x

+

»
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Connecting and authorizing the FortiAP

1. Goto Network > Interfaces and edit an unused interface.
Set an IP/Network Mask and enable CAPWAP under Administrative Access > IPv4.
Enable DHCP Server.
Now connect the FortiAP unit to the this interface and apply power.
2. GotoWiFi & Switch Controller > Managed FortiAPs.
Right-click on the FortiAP unit and select Authorize.

Once authorized, right-click on the FortiAP unit again and select Assign Profile and select the FortiAP profile
created earlier.

+ Create New~  # Edit | W Delete & Refresh € Deauthorize &y Upgrade

Access Point - Status Connected Via S3l0s
FartiAP-S 221E ® Online ok 10.10.201.1- B portg Fadio 10 €) example-staff (example-wifi)
Fadio 2 All
# Edit
»_ Editin CLI
mw Delete

A Orill Dowen to Details

£ Deauthorize

™y Festart
t Upgrade
LED Blink C
Assign Profile b | FAPS221E-default

FAPS22E-dyn-vlan

Results

The SSID will appear in the list of available wireless networks on the users’ devices.
Both twhite and jsmith can connect to the SSID with their credentials and access the Internet.
If a certificate warning message appears, accept the certificate.

1. Goto FortiView > Policies.

Note that traffic for jsmith and twhite will pass through different policies. In this example, the marketing-100-
internet policy is displayed, indicating that jsmith has connected to the WiFi.
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= | @ Add Filter B @nowr =
Falicy Policy Type Source Interface Destination Interface BEytes - Sessions Banchwidth
markefing-100-internet (3) 1P & rmarketing-100 B piznl 3647 K m— 5 Ubps
Puolicy marketing-100-internet {3)
Policy ID 3
Marne marketing-100-internet
Source & marketing-100
Destination [ wan 1

Security Profiles

Action « ACCEFT

Log @ 2l

First Used Q@ 201907417 08:51:39
Last Used © 9 seconds ago

Hit Caunt 25

Bytes 148.08 kB

# Edit (& Show in List

2. Double-click to drill-down, where the user's identity (including username, source |IP, and device address) is

confirmed.
€« o ‘XF‘DIl:y 3 % Policy Type: IPv4 & Add Filter *‘ B~ Olhw- &~
Summary of
Policy rmarketing- 100-internet (3)
Palicy Type 1P
Source Interface. € marketing-100

Destination Interface M wan1

Bytes 101.02kB

Sessions 22

Destinations = Applications = Threats | WWeb Sites  Vieb Categories = Sessions

Source Device Threat Score Bytes « Sessions
& cO.ce.ffeh: 14:60 0 101.02 kB m— 22 !
jsmith@local
10.11.132

3. When twhite has connected to the WiFi network, go to FortiView > Policies and drill-down. The user, and
techdoc-200-internet policy, is confirmed.

€ © RPoicy 4 % Poloy Type P © Add Filter x| HB- @i &
Surnmary of

Policy techdoc-200-internet (4)

Palicy Type P4

Source Interface @ techdoc-200

Destination Interface M wan'1

Bytes 16.49 kB

Sessions 2

Destinations = Applications = Threats  Web Sites  Web Categories = Sessions

Source Device Threat Score Bytes » Sessions
o cicoifen:4:6h a 1648 k5 m— 2
twhite
1011142
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WiFi using FortiAuthenticator RADIUS with certificates

This recipe will walk you through the configuration of FortiAuthenticator as the RADIUS server for a FortiGate wireless
controller. WPA2-Enterprise with 802.1X authentication can be used to authenticate wireless users with
FortiAuthenticator. 802.1X utilizes the Extensible Authentication Protocol (EAP) to establish a secure tunnel between
participants involved in an authentication exchange.

EAP-TLS is the most secure form of wireless authentication because it replaces the client username/password with a
client certificate. Every end user, including the authentication server, that participates in EAP-TLS must possess at least
two certificates:

1. Aclient certificate signed by the certificate authority (CA)
2. Acopy of the CA root certificate.

This recipe specifically focuses on the configuration of the FortiAuthenticator, FortiGate, and Windows 10 computer.

Creating a local CA on FortiAuthenticator

The FortiAuthenticator will act as the certificate authority for all certificates authenticated for client access. To enable
this functionality, a self-signed root CA certificate must be generated.

1. Onthe FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs and select
Create New. Configure the fields as required.
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Create New Local CA Certificate
Certificate 1D

Certificate Authority Type
Certificate type:

Subject Information
Subject input method:
Mame [CN):
Department (OU):
Compary (O
ity (L):
State/Province (ST):
Country (CJ:

Email address:

Key and Signing Options

Walidity petiod:

Key type:
Key size:
Hash algorithm:
Subject Alternative Name
® Email:
® User Principal Name (UPNj:

Advanced Options: Key Usages

Certificate Revocation List (CRL)
Lifetime:

Re-generate every:

RootCA

* Root CA certificate

Intermediate CA certificate

Intermediate CA certificate signing request (CSK)

Fully distinguished name

ForiAuthenticatar
IT

Local Company
Orttawa

QN

Canada [CA)

admin@fortinet.com

® Set length of time
3650 days
R5A
2048 Bits ¥

SHA-2G65 ¥

30| days [1-345)

1 days

» Field-by-field

Set an expiry date

Creating a local service certificate on FortiAuthenticator

In order for the FortiAuthenticator to use a certificate in mutual authentication (supported by EAP TLS), a local services

certificate has to be created on behalf of the FortiAuthenticator.

1. Goto Certificate Management > End Entities > Local Services and select Create New. Complete the
information in the fields pertaining to your organization.
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Create New Server Certificate
Certificate ID: wehserver

Certificate Signing Optons
lzsuer: ® Local CA Third-party CA

Certificate authotity: RootCA | C=CA, 5T=-0ON, L=-Ottawa, O=Local Company, OU=IT, CN=-ForfAuthenticator, emailAddress=admin@fortinet.com v

Subject Information

Subject input method: Fully distinguished name » Field-by-field
MName [CNJ: Fortifuthenticator

Departrent (OU): IT

Company () Local Company

City (L) Ottawa

State/Province (ST): ON

Country (CJ: Canada [CA) v

Email address: admin@fortinet.com

Key and Signing Options

Walidity period: ® Setlength of time Set an expiry date
1825 | days

Kevy type: RSA

Key size: 2048 Bits ¥

Hash algorithm: SHA-256 ¥

Subject Alternative Name

O Email:

@ User Principal Name (UPN):
@ URI:

@ DNs:

Other Extensions
O Add CRL Disttibution Points extension (Location: hitp://fac.school.net/cert/cH /RootCA.crl) [Edit device FQDN]

2 Add OCSP Responder URL (Location; hitps#/fac.school.net:2560) [Edit device FQDN]

Advanced Options: Key Usages

Configuring RADIUS EAP on FortiAuthenticator

In order for the FortiAuthenticator to present the newly created Local Services certificate as its authentication to the
WiFi client, the RADIUS-EAP must be configured to use this certificate.

1. Go to Authentication > RADIUS Service > EAP and select Create New. Select the corresponding Local
Services certificate in the EAP Server Certificate section. Choose the Local CA certificate previous configured in the
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Local CAs section.
RADIUS-EAP Configuration

Server Settings
EAP Server Certificate: wehserver | C=CA&, ST=0N, L-Ottawa, O=Local Company, OU=IT, CN=FortiAuthenticator, emailAddress-admin@fortinet.com ¥
EAP-TLS Authentication
Local CAs: vl o G ©
q Filter RootCh | C=CA ST=-0OM, L=Ottawa, O=Local C
Choose all Remove all
Trusted Cas: sl onted i ©
Q, |Filter
Choose all Remove all

Configuring RADIUS client on FortiAuthenticator

The FortiAuthenticator has to be configured to allow RADIUS clients to make authorization requests to it.

1. Goto Authentication > RADIUS Service > Clients and select Create New.

Enter a Name, enter the FortiGate’s IP address, and enter a Secret. Set the Authentication method to
Password-only authentication and set Username input format to username@realm.

EAP-TLS should be the only EAP type selected to prevent fallback to a less secure version of authentication if a
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certificate is not presented by the WiFi client.
Add RADIUS client
MName: FortiGate

Client address: * IP/Hosthame Subnet Range

1722517637

Secret: sensssns
First profile name: Diefault
Description:
O Apply this profile based on RADIUS attributes.
EAP types: O EAP-GTC
@O EAP-TLS
O PEAP
O EAP-TTLS

Device Authentication

» MAC Authentication Bypass(MAB)
2 AD rnachine authentication
» MAC device filtering

User Authentication

Authentication method: Enforce two-factor authentication
Apply two-factor authentication if available (authenticate any user)
® Pazsword-only authentcation (exclude Users without a password)
FortiToken-only authentication (exclude users without a FortiToken)

B Enable Token Mobile push notifications authentication

Username input format: ® username@realm
realmiusername
realm/usermname

Rezlms: B Allow local users | Use Windows AD
° Realm to override dornain Groups @ | Delete
remote users authentication

& local | Local users v > > () Filter:

[Edit]
Filter
local
users:
o Add arealm

Configuring local user on FortiAuthenticator

The authentication of the WiFi client will be tied to a user account on the FortiAuthenticator. In this scenario, a local
user will be configured but remote users associated with LDAP can be configured as well.

1. Go to Authentication > User Management > Local Users and select Create New. Fill out applicable user
information.
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Create New Local User

Usernare: ihopper
FPassword creation: Specify a password v
FPazzword: srrvsene

Password corfirmation: Trrrenee

O Allow RADIUS authentication

B Force password change on next logon

Eole
Eole: Administrator
Sponsor
& Uzer

Account Expiration

B Enable account expiration

Configuring local user certificate on FortiAuthenticator

The certificate created locally on the FortiAuthenticator will be associated with the local user. It is important to note that
the Name (CN) must match the username exactly of the user that is registered in the FortiAuthenticator (in the

example, eap-user).

1. Goto Certificate Management > End Entities > Users and select Create New. Fill out applicable user
information to map the certificate to the correct user.
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Create New User Certificate

Certificate ID:

Certificate Signing Options

lssuer:

Local User [Optional):

Certificate authority:

Subject Information

£ap.user.cert

® Local CA

jhopper v

RootChA | C=CA, 5T=0N, L=Ottawa, O=Local Company, OU=IT, CN=FortiAuthenticator, emailAddress=admin@fortinet.com

Third-party CA

Subject nput method: Fully distinguished name = Field-boy-field
Mare [(CH): ihopper

Departrent (OU]: Chief of Palice

Company (Ol: HPL:

City (L Hawkins

State/Province (ST): Indiana

Country (C): United States [US) v

Ernail address:

jhopper@hpd.com

Key and 5igning Options

Validity petiod: ® Setlength of time Set an expity date
385 days

Key type: RSA

Key size: 2048 Bits ¥

Hash algorithm: SHA-256 ¥

Subject Alternative Name
@ Emall:
@ User Principal Name [UPN):
® URI:
® DNs:
Other Extensions
O Add CRL Distribution Points extension (Location: httpe/facschool.net/cert/cH/RootCA.crl) [Edit device FODN]

O Add OCSP Responder URL (Location: hitp://fac.school.net:2560) [Edit device FQDMN]
W Use certificate for Smart Card logon

Advanced Options: Key Usages

Creating RADIUS server on FortiGate

In order to proxy the authentication request from the wireless client, the FortiGate will need to have a RADIUS server to
submit the authentication request to.

1. Onthe FortiGate, go to User & Device > RADIUS Servers and select Create New. Enter a Name, the
FortiAuthenticator’'s |P address, and the same Secret set on the FortiAuthenticator.
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Select Test Connectivity to confirm the successful connection.

Mew RADIUS Server

Marme Fortifsuthenticator

Authentication method BEENN Specify
MAS P

Include in every user group O

Frimary Server

IFitame 17225176141
Secret T I
Connection status & Successful

Test Connectivity

Test Lser Credentials

Secondary Server

IF/Marme
Secret
Test Connectivity

Test Lser Credentials

Creating WiFi SSID on FortiGate

In order for the WiFi client to connect using its certificate a SSID has to be configured on the FortiGate to accept this
type of authentication.
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1. Goto WIiFi & Switch Controller > SSID and create an SSID with DHCP for clients.

N ewy

Interface Name EAP-TLS

Alias
Type WWiFT 5510 -
Traffic Mode € BEMIMNEN & Eridge  #2 Mesh
Tags

& Add Tag Categaory
Address
IFMetworls Maslk 101221221024

IPvB Address/Prefix | 00

Administrative Access

[P HTTPS HTTF € FING FMG-Access
S5H ShMWP FThd
RADIUS Accounting FortiTelemetry

IPvE Administrative Access HTTFPS HTTF € FIrMG FMG-Access
SSH SHMP FTi

& DHCF Server

Address Range

+ Create Mew 4 Edit i Delete

Starting IP End IP
101221222 10122122 254
Metmask 2552552550
Default Gateway
DMNS Server

Advanced...

2. Set the following WiFi Settings, assigning the RADIUS Server configured earlier.
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Wik Settings

SSI0 EAP-TLS

Security Maode WWPAZ Enterprise v

Client Limit »

Authentication W=l FADIUS Server
&b FortiAuthenticatar -

Dynamic VLAN assignment CB

Broadcast SSI0 L @]

Schedule €9 alviays -

Block Intra-SS10 Traffic »

Split Tunneling »

Broadcast Suppression & | ARPs for known clients x
DHCPF unicast x
OHCF uplink x

+

Filter clients by MAC Address

RADIUS server »
WLAMN Pooling »
Quarantine Host O

3. Then go to WiFi & Switch Controller > FortiAP Profiles and edit your FortiAP default profile.
Select the new SSID for both Radio 1 and Radio 2.
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Edit FortiAF Frofile

Mame FAFPSZ21E-default

Comments Wirite a2 comment. . | 058
Flatform FAPSZME

Country / Region United States

AP Login Passwaord €9 Leave Linchanged eisa=yalaiy

Administrative Access HTTPS S5H SHMP

Split Tunneling

Include Local Subnet € (B
Split Tunneling Subnet(s) Cy

Radio 1
fode Dizahled Dedicated Monitor
WIDS Profile »
Radio Resource Provision OB
Client Load Balancing Freguency Handoff AP Handoff
Band 24 GHz | 802.11nfg -
Channel \Width 20MHz
Short Guard Interval »
Channels 1 a] 11
TH Power Cantral Auto EEETE]
T Power = 100%
sS5Ds € Auto WEERDE]

&) EAP-TLS (EAP-TLS) b

+

Maonitor Channel Utilization »

4. Thengoto Policy & Objects > IPv4 Policy and create a policy that allows outbound traffic from the EAP-TLS
wireless interface to the Internet.
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Exporting user certificate from FortiAuthenticator
In order for the WiFi client to authenticate with the RADIUS server, the user certificate created in the FortiAuthenticator
must first be exported.

1. On the FortiAuthenticator, go to Certificate Management > End Entities > Users. Select the certificate and
select Export Key and Cert.

4 Creste New & Import | % Revoke & Export Certificate | & Export Key and Cert Search for user certificates b ¢
Certificate ID Subject lssuer Status Expiry
¥ E3p.usercert C=US, 5T=Indiana, L=Hawkins, O=HPD, OU=Chief of Police, CN=fh... C=CA, ST=0N, L=0Ottawa, O=Local Company, QU=IT, CN=FortiAuthen... Active July 18, 2020, 2:44 p.m.

2. Inthe Export User Certificate and Key File dialog, enter and confirm a Passphrase. This password will be
used when importing the certificate into a Windows 10 computer. Select OK.

Export Certificate and Key File

Subject: C=Us, 5T=Indiana, L=Hawkins, O=HPD, OU=Chief of Police, CN=jhopper, emailAddress=]hopper@hpd.com
Passphrase: rersrens
Confirm Passphrase: [TTRTR IR

3. Select Download PKCS#12 file to pull this certificate to the Widows 10 computer. Select Finish.

Importing user certificate into Windows 10

1. On the Windows 10 computer, double-click the downloaded certificate file from the FortiAuthenticator. This will
launch the Certificate Import Wizard. Select Next.
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Welcome to the Certificate Import Wizard

lists From wour disk to a certificate store.

and contains information used bo prokect data or ko eskablish secure network,
connections. & certificate store is the system area where certificates are kept,

Store Location
@ Current User
() Local Machine

To continue, click Mext,

This wizard helps wou copy certificates, certificate trust lisks, and certificate revocation

& certificate, which is issued by a certification autharity, is a confirmation of your idenkiky

Cancel

2. Make sure the correct certificate is shown in the File name section in the File to Import window. Select Next.
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File to mport

specify the file you want ko import,

File name:

ik, image Iibrary'l,Fau:'l,‘Eux'l,wiFi-Fac-radius-certs'l,eap.user.cert.plz| | Browse, .. |

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, .P12)
Cryphographic Message Syntax Standard- PECS #7 Certificates (P7E)

Microsaoft Serialized Certificate Store (35T

et Cancel

3. Enter the Password created on the FortiAuthenticator during the export of the certificate. Select Mark this key as
exportable and leave the remaining options to default. Select Next.
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Private key protection

To maintain security, the private key was protected with a password.

Type the password For the private key.

Passwiard:

[ ] Display Passward

Import options:

[ ]Enable strong private key pratection, ¥ou will be prompted every time the
private kew is used by an application if vou enable this option.

Mark: this kew as exportable, This will allow wou to back up of kransport wour
kews at a later time,

Praotect private key using wirtualized-based security(Mon-exportable)

Include all extended properties,

Cancel

4. Inthe Certificate Store, choose the Place all certificates in the following store. Select Browse and choose
Personal. Select Next, and then Finish. A dialog box will show up confirming the certificate was imported
successfully.
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Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate.

() automatically seleck the certificate store based on the type of certificate
(®) Place all certificates in the Following store

Certificate skore:

| Personal Browse, .,

Cancel

Configuring Windows 10 wireless profile to use certificate

Create a new wireless SSID for this secure connection, in this case EAP-TLS.

1. On Windows 10, got to Control Panel > Network and Sharing Center > Set up a new connection or
network > Manually connect to a wireless network. Enter a Network name and set Security type to WPA2-
Enterprise. The Encryption type is set to AES.
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Enter information for the wireless network you want to add

Metweork narme: | EAP-TLS |

Security type: WRAZ-Enterprise w

Encryption type: AES

Security Key: Hide characters

Start this connection autormatically

L] Connect even if the network is not broadcasting

Warning: If you select this option, your cormputer’s privacy rmight be at risk,

Cancel

2. Once created, you have the option to modify the wireless connection. Select Change connection settings.
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Successfully added EAP-TLS

— Change connection settings

Open the connection properties so that | can change the settings.

Cloze

3. Inthe Security tab, set Choose a network authentication method to Microsoft: Smart card or other

certificates, and select Settings.
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EAP-TLE Widireless Metwark Properties

Connection  Security

Security bype: WRAZ-Enkerprise e

Encryption type: LES e

Choose a nebwark, aukhentication method:
Microsoft: Smark Card or other certificat Settings

Remermber my credentials For this connection each
tirne I'm logged on

Advanced settings

Cancel

4. Enable both Use a certificate on this computer and Use simple certificate selection.
Note that, for simplification purposes, Verify the server's identity by validating the certificate has been
disabled. However EAP- TLS allows the client to validate the server as well as the server validate the client. To
enable this, you will need to import the CA from the FortiAuthenticator to the Windows 10 computer and make sure
that it is enabled as a Trusted Root Certification Authority.
Select OK for all dialog windows to confirm all settings. The configuration for the Windows 10 computer has been
completed and the user should be able to authenticate to WiFi via the certificate without using their username and
password.
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Smart Card or other Certificate Properties

YWhen connecting:

() Use my emart card dvarced

(®) ze a certificate on this computer
Uze simple certificate selection [Recommended]

[ ]Werify the server's identity by walidating the certificate

Connect to these servers [examples:zred zrees ™ zrv3h com]:

AddTruzt Esternal CA Root
[] Baltimare CyberT rust Foot
[] Certum Cé
[] Certum Truzsted Metwark T8
[] Class 3 Public Primary Certification Autharity
[] COMODO RS54 Certification Autharity
[] DigiCert &zsured 1D oot &

[ ] DigiCert Global Root Ca
£

>

Yieww Certifizate

Dron't prompt uzer to authaorize new sereers or tusted certification
authorities.

[]Use a different user name far the connection

Carcel
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Results

1. Onthe user's device, attempt to connect to the WiFi. Select the user's certificate and select OK.
this po

fortinet-us.com
Connected

fortiss|

EAP-TLS

Connecting

Choose a certificate

Jhopper

dy for | Cancel

bridged15

Secured
3 connection metered.

Mobile
Airplane mode  hotspot

2 3:43 PM
w ¥ ] i 13 Al
OV & P DI ENG esei =3

2. Onthe FortiAuthenticator, go to Logging > Log Access > Logs to confirm the successful authentication.
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< Refresh

& Download Raw Log

& Log Type Reference

& Debug Report | ~

[0} Timestamp

Level Category Sub category

Type d Action Status

Souree IP

Search for log records

Short messag‘ e e
Log Recard Detail
D 2173
EEE e Timestamp Vied Jul 17 15:44:28 2019
Level informatian
n
Action Authentication
= -y
Status Success
n Saurce IP 1722517637
6021 authentication suc
u w0 o Message et
o e
Log Type
n -y B e
Type ld 04z
EmmE B m Name £02.4¢ Authentication O
e - u s [ & | Sub Categary Authentication
Categary Event
" = " Descrintian 6021 authenticatien suc
(e S N ] = - = cesstul

3. Onthe FortiGate, go to Monitor > WiFi Client Monitor to view various information about the client.

& Refresh | | Search

Q)

5510 FortiAP

) EAPTLS ' FortiAP-S 221E (PS221ETF 18000452)

User P

You can also go to Log & Report > Forward Traffic to view more log details.

MAC Address Device

Channel

1001221222 10:5B8:AD:32B8:00 @D ot-abristo-nk 1 fortinet-us.com 112

Bandwicith TxdRx

400 bps —

Signal Strength/Noise Signal Strength

36d8

Association Time

-B8 dBm mEm I 2019/07417 12:44:08

ru
(¥

[ @ 2 Fiter

Date/Time ¥

20190717 12:51:44

Source

Jjhopper (10.122.122.2)
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Device

= ot-abristo-nb1 fortinet-us.com

Destination

172.16.95.16

Application Name

Result

« 73B/124B

Folicy

eap-tis-internet (3)
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Log Details 4
& General
Date 20190717
Tirme 12:51:49
Ciuration 180s=

Session D 7548
Yirtual Domain root
MAT Translation Source

& Source
IF 101221222
MAT IF 17225176357

Source Port laplals)

CountryHegion  Heserved

Frimary MATC 10:8h:ad: 32:ba:0d
Source Interface % BEAP-TLS (BAP-TLS)
Source S50 EAP-TLS

Host Mame ot-abristo-nk 1 fortinet-us .com
Device Type IUnknown

23 Mame &3 indows

Lszer jhopper

& Destination

P 17216 895 .16
FPaort 83
CountryHegion Feserved

Destination Interface M wan

& Application Control

Application Mame

Category unscanned
Fisk undefined
Frotocal 17

Service OMs

& Data

Fecered Bytes 124 B
Fecerved Packets 1
Sent Bytes 7aB
sent Packets 1

& Action

Action Accept
Fuolicy eap-tls-internet (3}
Falicy ULID bc365144-aBca-51e8-8fh7-7a1708beddbd
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WiFi RADIUS authentication with FortiAuthenticator

‘ﬁ\
EK : — (e
ij ] Q{g‘%: (( > J) - l Pt S Internet

FortiAP FortiGGate |

rgreen
Authorized
wireless user

FortiAuthenticator

In this example, you use a RADIUS server to authenticate your WiFi clients.

The RADIUS server is a FortiAuthenticator that is used authenticate users who belong to the employees user group.
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Creating users and user groups on the FortiAuthenticator

1. Go to Authentication > User Management > Local Users and create a user account.

Create New Local User

Username: rEreen
Password creation: Specify a password v
Password: PEYTYTre
Pazzword confirmation: serrrnes

O Allow EADIUS authentication

B Force password change on next logon

Eole
Fole: Administrator
Sponsor
» User

Account Expiration

B Enable account expiration

2. Then go to Authentication > User Management > User Groups and create a local user group (employees),

FortiAuthenticator 6.0.0 Cookbook
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adding the newly created user.

Create New User Group

Mame;

Type:

Users:

Paszword policy:
® Usage Profile

emploveess

® Local
Eemote LDAP
Rermote RADIUS
Remote SAML
MAC

Avallable users &
Q, Filter

o |

H

I

| =i

ETEE N

[ B |

Choose all visible

Crefault ¥

[ Flease Select] ¥

Selected users

TErEEn

Remove all

Registering the FortiGate as a RADIUS client on the FortiAuthenticator

1. Goto Authentication > RADIUS Service > Clients and create a client account.
Enable all EAP types, set Realm to local, and apply the employees user group.

FortiAuthenticator 6.0.0 Cookbook
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Add RADIUS client

MNarme: Fortitiate-1
Client address: ® IP/Hosthame Subnet Range

1722517837

Secret:
First profile name: Ciefault
Description:
W Apply this profile based on RADIUS attributes.
EAP types: @O EAP-GTC
& EAP-TLS
& PEAFR
@ EAP-TTLS

Device Authentication

B MAC Authentication Bypass(MAR)
W AD machine authentication
W MAC device filtering

User Authenticatian

Authentcaton method: Enforce two-factor authentication
Apply two-factor authentication if available [authenticate amy user)
® Password-only authentication (exclude users without a password)
FortiToken-only authentcation (exclude users without a ForbToken)

B Enable Token Mobile push notifications authentication

Username input format: ® usernama@realm
realmhusername
realm/username

Realms: Bt Allow local users | Use Windows AD
efau . .
~ Realm to overtide domain Groups @ | Delete
remote users authentication

e local | Local users v » > O Filter:

amplayeas [Edit)
Filter
local
users:
ok Add arealm

Configuring FortiGate to use the RADIUS server

1. Goto User & Device > RADIUS Servers and add the FortiAuthenticator as a RADIUS server.
Select Test Connectivity to confirm the successful connection.

FortiAuthenticator 6.0.0 Cookbook
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Mew RADIUS Server

Mame facRADIUS

Authentication methodd DEEDN Soecify
MAS P

Include in every user group O

Frimary Server

IFitarme 17225176141
SECrEt T
Connection status & Successful

Test Connectivity |

Test User Credentials

Secondary Server

IPiMame
Zecret
Test Connectivity

Test User Credentials
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Creating SSID and set up authentication

1. Goto WiFi & Switch Controller > SSID and define your wireless network.

ey
Interface Mame example-wifi
Alias
Type Wik 5510 v
Traffic Mode €@ ESIIGEN & Eridge 52 Mesh
Tags
& Add Tag Category
Address
IP/Metwork Mask 1010121424

IPvB Address/Prefix il

2. Set up DHCP for your clients.
@ DHCP Server

Address Fange

+ Create New 4 Edit [ Delete

Starting IP End IF
1010122 10.10.12.254
Metmask 20520026560

Default Gateway BEEEEERNEIERNIEE Specify

OME Server et =Rl =Bl S ame as Interface [P

Advanced. .

FortiAuthenticator 6.0.0 Cookbook
Fortinet Technologies Inc.

Specify

110



WiFi authentication

3. Configure WPA2 Enterprise security that uses the RADIUS server.

WiFI Settings

S50 example-staff

Security Mode WIEAZ Enterprise -

Client Limit »

Authentication Wl FADIUS Server
b facRADIUS v

Oynamic YLAN assignment OB

Broadcast SSID O

Schedule € alwiays v

Block Intra-SSI0 Traffic »

Split Tunneling »

Broadcast Suppression @© | ARPs for known clients x
DHCP unicast b 4
OHCP uplink b

+

Filter clients by MAC Address

RADIUS server »
YLAN Pooling €
Quarantine Host O

Connecting and authorizing the FortiAP

1. Goto Network > Interfaces and configure a dedicated interface for the FortiAP.
Under Administrative Access, enable PING and CAPWAP, and enable DHCP Server.

Under Networked Devices, enable Device Detection.

FortiAuthenticator 6.0.0 Cookbook
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Administrative Access

[P HTTFS HTTF & | PING Frz-Access
| CAPWVAP S5H SHMP FTh
RADIUS Accounting FaortiTelemetry
IPvE Administrative Access HTTPS HTTF €& FIMNG FWG-Access
CAPWAP 55H SHMP FTh
Feceive LLOP € WEERUB RSN Enable  Disahle

Transmit LLOP € WEERUB RSN Enable  Disahle

@O DHCP Server

Address Range

+ Create Mew 4 Edit i Delete

Starting IP End IF
10.10.201.1 10.10.201 .1
10.10.201.3 10.10.201.254

Metmask 2050255255000

Default Gatewary

Specify
OMS Server SR e BN EN Same as Interface IP . Specify

Advanced. .

Metworked Devices

Device Detection @@

2. Connect the FortiAP unit to the interface. Then go to WiFi & Switch Controller > Managed FortiAPs. Notice
the Status is showing Waiting for Authorization.
When the FortiAP is listed, select and Authorize it.

+ Create Mew~ | 4 Edit | 0 Delete & Refresh & Upgrade 032 Managed FortiaP= JEIEM Radio | Group

Access Paint « Status Cannected Yia S5l0s Channel Clients O35 Version FartidP Prafile Ref.

Radio 1: None Radiol: 0 Fadio 1: 0
Radio 2: Mone Radio2: 0 Radio 2: 0

FaortisP-3 221E IQ Waiting for Authnrizatiunl ek 10102011 - [ port3 PS221E-+6 2-huild0232 FAPS221E-default 0

3. The FortiAP is now Online. The Status may take a few minutes to update.

+ Create Mew~ 4 Cdit [ Delete & Refresh | & Upgrade | 1/32 Wanaged ForiAPs REsl Fadio | Group
Access Point « Status Cannected Yia 55I0= Channel Clients 05 versian FortiAP Prafile Ref.
- Radio 1: Mone  Radial: 0 Fadio 1: 0
FartisP-5 221E o ANI02011- B opont3  OuE o o PN D madipz PSZ21EVEZbuldlaz  FAPSIZIE-defaul i

4. Goto WiFi & Switch Controller > FortiAP Profiles and edit the profile.
This example uses a FortiAP-S 221E, so the FAPS221E-default profile applies.

For each radio, make sure to select your SSID.
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Radio 1
Mode Dizabled EaEEEEhl® Dedicated Monitor
WIDS Profile ® J
Radio Resource Provision CB
Client Load Balancing Frequency Handoff AP Handoff
Band 24 GHz | 802 1Mnigib v
Channel Width 20MHz
Short Guard Interyal »
Channels ¥ 1 CAls v 11
T Power Control Auto EEERIE]
T3 Power = 100%
5505 € Auto IEERDEL

) example-staff (example-wifi) b

+
Maonitar Channel Utilization »
FortiAuthenticator 6.0.0 Cookbook 113

Fortinet Technologies Inc.



WiFi authentication

Creating the security policy

1. Goto Policy & Objects > IPv4 Policy and add a policy that allows WiFi users to access the Internet.

Mew FPolicy
Mame € WWIFT Internet
Incoming Interface | %92 example-staff (example-wifi)
+
Outgoing Interface | M wan
+
Source = all
+
Destination = all
+
Schedule always
Service W ALL
+
Action

Inzpection Mode EENERGEEERE Froxy-based

Firewall f Metworl: Options

MAT O

2. Under Logging Options, enable Log Allowed Traffic and All Sessions.

Logging Options
Log Allowed Traffic @0 @ Security Events
Capture Packets O

Comments | YWrite a comment. .

Enahble this policy @

FortiAuthenticator 6.0.0 Cookbook
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Results

1. Connect to the example-staff network and browse Internet sites.
On the FortiGate, go to Monitor > WiFi Client Monitor to see that clients connect and authenticate.

2 Refresh | Search Q,
S50 FortisP User IP MAC Address Dievice Channel Bandwidth Tx/Rx
) example-staff ¥ FortiAP-S 221E (PS221ETF 18000452) 1010122 CO:CCFBEB14:68 & Adams-Phone 112 2 B0 khps

T e

T Internet
g FortiGate =
smaguire whunting Wireless device Jui - A-E_J\_
(teacher) (student) T
A
=
FortiAuthentlcator

RADIUS Server

This is an example of wireless single sign-on (WSSO) with a FortiGate and FortiAuthenticator. The WiFi users are
teachers and students at a school. These users each belong to a user group, either teachers (smaguire) or students
(whunting). The FortiAuthenticator performs user authentication and passes the user group name to the FortiGate so
that the appropriate security policy is applied.

This recipe assumes that an SSID and a FortiAP are configured on the FortiGate unit. In this configuration, you will be
changing the existing SSID’s WiFi settings so authentication is provided by the RADIUS server.

For this example, the student security policy applies a more restrictive web filter.

Registering the FortiGate as a RADIUS client on the FortiAuthenticator

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients and select Create New.
Enter a Name, the Internet-facing IP address of the FortiGate, and a Secret.
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Select the Password-only authentication method, select the Local users realm, and enable all EAP types.
Add RADIUS client
Mame: forfgate-radius-client

Client address: ® |IP/Hostname Subnet Range

172200121 57

Secret: rrreres
First profile narme: Crefault
Description:
B Apply thiz profile baged on RADIUS atttibutes.
EAP types: O EAP-GTC
@ EAP-TLS
& PEAP
@O EAP-TTLS

Device Authentication

O MAC Authentication Bypass(MAE)
W AD machine authentication
O MAC device filteting

User Authentication

Authentication method: Enforce two-factor authentication
Apply two-factor authentication If avallable (authenticate any user
& Password-only authentication (exclude users without a password)
FortfiToken-only authentication (exclude users without 2 FortiToken)

C Enable Token Mobile push notifications authentication

Username input format: ® usetrname@realm
realrmiusername
realm/username

Realms: Tk Allow local users | Use Windows AD
efau
~ Realm to override domain Groups @ Delete
remote users authentication

O local | Local users v o J » O Filter:

[Edit]
Filter
local
users:
ok Add a realm

Creating users on the FortiAuthenticator

1. Go to Authentication > User Management > Local Users and select Create New.
Create one teacher user (smaguire) and another student user (whunting).

FortiAuthenticator 6.0.0 Cookbook
Fortinet Technologies Inc.

116



WiFi authentication

Create New Local User

Usernarme: EMaguire

Pazzword creation: Specify 3 password v
Password: rrereree

Password cormhrmation: rrererns

O Allow RADIUS authentication

O Force password change on next logon

Role
Eole: Administrator
Sponsor
» Uszer

Account Expiration
2 Enable account expiration

Create New Local User

Usernarme: whunting
Password creation: Specify a password M
Password: reerrres

Password confirmation: reerrres

O Allow RADIUS authentication

3 Force password change on next logon

Role
Eole: Administrator
Sponsor
* User

Account Expiration

B Enable account expiration

2. Note that, after you create the users, RADIUS Attributes appears as an option.
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If your configuration involves multiple users, it is more efficient to add RADIUS attributes in their respective user
groups, in the next step.
Change local user

) Successfully added local user "whunting”. You may edit it again below.

Username: whunting

(2 Dizabled

O Pazsword-based authentication  [Change Password)
B Token-based authentication

O Allow RADIUS authentication

B Enable account expiration

B Force password change on next logon

User Role
Fole: Adrinistrator
Sponsor
» User

W Allow LDAP browsing
User Information
Alternative Emall Addreszes
Password Recovery Ophons
Groups
Usage Information

Ernail Routing

| RADIUS Attributes |

Certihicate Bindings

Devices

Creating user groups on the FortiAuthenticator

1. Goto Authentication > User Management > User Groups and create two user groups: teachers and
students.
Add the users to their respective groups.
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Create New User Group

MName: students

Type: * Local
Remote LDAP
Remote RADIUS
Remote SAML
MAC

Users: Avzlizble users @ Selected WErs

Q| Filter whunting -

Choose all visible Remove all

Password policy: Diefault ¥

B Usage Profile

[ Flease Select] ¥

2. Once created, edit both user groups and select Add Attribute.
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Edit User Group
Name: students
Type; Local
Remote LDAP
Remote RADIUS
Remote SAML
MAC
Users: vl wers ©
Q| Filter whunting
u
- ]
_ I
EoE n
| B
Choose all visible Remove all
Password policy: Drefault ¥

W Uszage Profile

[ Flease Select] ¥

RADIUS Attributes
Attribute Value Vendor

Add Attribute

Actions

3. Add the Fortinet-Group-Name RADIUS attribute to each group, which specifies the user group name to be sent to
the FortiGate.

Create New User Group RADIUS Attribute

x
Yendor: Fortinet v
Attribute [D: Forbnet-Group-MName v
Tiype: String
Yalue: students
Configuring the FortiGate to use the FortiAuthenticator as the RADIUS server
1. Onthe FortiGate, go to User & Device > RADIUS Servers and select Create New.
Enter a Name, the Internet-facing IP address of the FortiAuthenticator, and enter the same Primary Server
Secret entered on the FortiAuthenticator.
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Select Test Connectivity to confirm the successful connection.

Mew RADIUS Server

Marme fac-radius
Authentication method DEENS Specify
&S IF

Include in every user group B

Primary Server

IPiMame 17225176141
Secret T
Connection status & Successful

Test Connectivity

Test User Credentials

Secondary Server

IPiMame
Secret
Test Connectivity

Test User Credentials

Configuring user groups on the FortiGate

1. Goto User & Device > User Groups and create two groups named the same as the ones created on the
FortiAuthenticator.
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MNew User Group

Mame students

Type Firgrsall
Fortinet Single Sign-0On (FS50)
FADIUS Single Sign-On (RS50)
Guest

hMembers +

Femnote Groups

+ Add # Edit W Delete

Femote Server Group Mame
Mo matching entries found

Do not add any members to either group.

Creating security policies

1. Goto Policy & Objects > IPv4 Policy and select Create New.
Create two policies (student-wifi and teacher-wifi) with WiFi-to-Internet access: one policy with Source set to the
students user group, and the other set to teachers. Make sure to add the SSID address (example-wifi) to both
policies also.
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The student policy has a more restrictive Web Filter profile enabled.

e Policy
Narme € student-wifi
Incorming Interface | % exarmple-wifi (Exarmple-wifi) x
+
QOutgoing Interface | M wan »®
+
Source & example-wifi »
B students %
+
Destinatian = all x
+
Schedule abways v
Service W AL »
+
Action Vaelel=al © DENY O IPsec

Inspection Mode  [QEEAEEEERE Froso-hased

Firewsall / Metwork Options

MAT ©

IP Pool Configuration Use Qutgaing Interface Address kRN at=TeylTel| mleieTu]!
Preserve Source Port OB
Frotocol Options default v &

Security Profiles

Use Security Profile Group OB

Antivirus >
Web Filter ©  EEI student-web-filter - &
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Configuring the SSID to RADIUS authentication

1. Goto WiFi & Switch Controller > SSID and edit your pre-existing SSID interface.

Under WiFi Settings, set Security Mode to WPA2 Enterprise, set Authentication to RADIUS Server, and
add the RADIUS server configured on the FortiGate earlier from the dropdown menu.

Wik Settings
SsiD Example-wifi
Security Mode WRAZ Enterprise -
Client Limit »
Authentication Mals-|Il ~A00US Server
&b fac-radius -
Results

1. Connect to the WiFi network as a student.

ﬁ example-wifi
-

Secured
Enter your user name and password
I:l Use my Windows user account

whunting

Connect using a certificate

OK

Metwork & Intemet settings

Change settings, such as making a connection metered.

s )
Mobile
Airplane mode  hotspot

1219 PM

| * EPE E E.]:' EMG 2019-07-19
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2. Then on the FortiGate go to Monitor > Firewall User Monitor. From here you can verify the user, the user

group, and that the WSSO authentication method was used.

< Refrash Show all FSS0 Logons | Search
User Mame User Group Duration IP Address
whunting £ students 1 minute(=) and 24 second(s) 1010122

FortiAuthenticator 6.0.0 Cookbook
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LDAP Authentication

This section describes configuring LDAP authentication.

o G Suite integration using LDAP on page 126

G Suite integration using LDAP

This article explains how to integrate the FortiAuthenticator with G Suite Secure LDAP using client authentication
through a certificate. You will use the LDAP in Google DB to authenticate end users for 802.1X and VPN.

1. Generating the G Suite certificate on page 126

2. Importing the certificate to FortiAuthenticator on page 127

3. Configuring LDAP on the FortiAuthenticator on page 129

4. Troubleshooting on page 131

Generating the G Suite certificate

You must first generate certificates to authenticate the LDAP client with Secure LDAP service.

To generate certificate authentication:

From the Google Admin console, go to Apps > LDAP.

Select one of the clients in the list.

Click the Authentication card.

Click GENERATE NEW CERTIFICATE, then click the download icon to download the certificate.
Upload the certificate to your client, and configure the application.

Depending on the type of LDAP client, configuration may require LDAP access credentials. See Generate access
credentials.

I Authenicaton l

ok ODbd=

FAC

Once you have uploaded the certificate to your client, G Suite will generate a client certificate and key.

Example:
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o Cert: Google 2022 09 09 72372.crt
o Key: Google 2022 09 09 72372.key

wh Certificate

General Details Certification Path

[ 1) Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:

LDAP Client

Issued by: LDAP Client

valid from 10-Sep-19 to 09-Sep-22

Install Certificate...| Issuer Statement

o ]

Store the certificate and key in a safe place.

By default, FortiAuthenticator will not trust the certificate issued by Google. You must install a Google Trusted CA to
match the chain group, which can be downloaded at https://pki.goog/.

e GS Root

R2

CA certificates

Root CAs
Name Public Key Fingerprint (SHA1) Valid Until Links Tests
GTS Root R1 RSA 4096, SHA-384 e1:c9:50:e6:ef 22:8:4c:56:45:72:8b:92:20:60:d7.d5:a7.a3:e8 Jun 22, 2036 DER CRL gre
GTS Root R2 RSA 4096, SHA-384 d2:73:96:2a:2a:5e:39:97.73:3f.e1.c7-1e:64:3703:38:34:fc:4d Jun 22, 2036 DER CRL gre
GTSRootR3  ECC 384, SHA-384  30:d4:24:6f.07:ff.db:01:80:82:0b:20:49:66:11:eb:8c:5e:46:05 Jun22,2036 DERCRL gre
GTS Root R4 ECC 384, SHA-384 2a:1d:60:27:d9:4a'b1:0a:1c:4d:91:5c:cd:33:a0:cb:3e:2d:54:cb  Jun 22, 2036 DERCRL gre
GS Root R2 RSA 2048, SHA-1 75:e0:ab:b6:13:85:12:27:1c:04.f8:5f dd de:38.e4:b7:24 2e fe Dec 15, 2021 DER CRL gre
GS Root R4 ECC 256, SHA-256 69:69:56:2e:40:80:4:24-a1:e7-19:9f 14.ba f3.ee:58-ab-6a:bb Jan 19, 2038 DER CRL gre

You can test whether your products are compatible with our roots by following the test links for each root

Importing the certificate to FortiAuthenticator

This series of steps can be performed on the primary FortiAuthenticator.
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To import the trusted CA certificate:

1. Goto Certificate Management > Certificate Authorities > Trusted CAs > Import.

28 FortiAuthenticator VM FAC-VM0000000000

System > |[@ import
Authentication >
. u} Certificate ID
Fortinet SSO Methods >
Monitor , |0 Fortinet_CA1_Root
Certificate Management ~ |0 Fortinet_CA2_Intermediate
B Policies > |0 Fortinet CA2_Root
L3 End Entities >

3 trusted CA certificates

%85 Certificate Authorities v

Local CAs
CRLs
Trusted CAs
B scep >
Logging >

2. Enter a Certificate ID, select the certificate, and click OK.

E°2 FortiAuthenticator VM FA
L

System Import Trusted CA Certificate

Authentication
Certificate ID: Gsuite_CA
Fortinet SSO Methods

Certificate: Browse... | No file selected.

Certificate Management
B Policies
L3 End Entities

%85 Certificate Authorities v

>
>
>
Monitor >
>
>

Local CAs
CRLs
Trusted CAs
B scep >
Logging >

Loggedinas admin () 9 =

Search for trusted CA certificat

Subject Issuer Status
C=US, ST=California, L=Sun... C=US, ST=California.... Active
C=US, ST=California, L=Sun... C=US, ST=California.... Active
C=US, ST=California, L=Sun... C=US, ST=California.... Active

Loggedinas admin () 9 =

Cancel

> || @ import v
Certificate ID Subject Status
>
N Fortinet_CA1_Root C=Us, ST=Californ 1, OU=Certif C=Us, ST=California, Act
ment v Fortinet CA2 Intermediate C=Us, ST=California, L-Sunnyvale, O=Fortinet, OU=Certficate C=US, ST=Calfornia Act
> Fortinet_CA2_Root c=us, ST 1, 0U=Certifica C=US, ST=Ca - - Activ
— — —
n > | = 'OU=Globals gn Root CA - R2. O=Globalsign. CN=Globalsian OU=Clobalsien Root CA- R, O-Globalsien, CN-GlobaIsEn - Actve]
Local CAs
CRLs
Trusted CAs
3 scep

You can now import the LDAP certificate generated by G Suite.

To import the client authentication certificate:

1. Goto Certificate Management > End Entities > Local Services > Import.

28 FortiAuthenticator VM FAC-VM0000000000

System > || 4 Create New
Authentication >
Fortinet SSO Methods , |2 Certificate ID
Monitor , |0 Fortinet_CA1_Factory
Certificate Management v |3 Fortinet_CA2_Factory
B Policies > | 2
Users
Local Services
485 Certificate Authorities >
B scep >
Logging >

2. Asthe Type, select Certificate and Private Key.

3. Provide a Certificate ID, choose the file for the previously saved certificate and private key files, and select OK.
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Loggedinas admin () 9 =

Subject Issuer Status Expiry
C=US, ST=California, L=Sunn... Remote CA: C=US, S... Active
C=US, ST=California, L=Sunn... Remote CA: C=US, S... Active

Jan. 18,2038, 7:14 ...
Jan. 18,2056, 7:14 ...
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E25 FortiAuthenticator VM FAC-VM0000000000 Logseainzeanin 3 @ @
System Import Certificate
Authentication

>
’ Type: O PKCS12 Certificate
Fortinet SSO Methods > @ Certificate and Private Key
>
>

Monitor O Local certificate

Certificate Management Certificate ID: Gsuite_LDAP
B Policies Certificate file (.cer): Browse... | Nofil selected.
L3 End Entities v Private key file: Browse... | No file selected.

Users

Passphrase:
Local Services

88 Certificate Authorities > “ Cancel

B scep >
4 Logging >
Results:

=% FortiAuthenticator vMxen it 3 @

ol > | % Create New | & Import r ertificat T
Subject Issuer Status Expiry

C=Us, ST=California, L=Sunnyvale, O=Fortinet, OU=FortiAuthent. Remote CA: C=US, ST=California, L=Sunnyvale, O=Fortinet, OU=C. Active Jan. 19, 2038, 1:14 a.m.

C=US, ST=Caiifornia, L=Sunnyvale, O=Fortinet, OU=FortiAuthent Remote CA: C=US, ST=Califoria, L=S: - Active Jan. 19,2056, 1:14am
[ 0=Google Inc.. L=Mountain View, CN=LDAP Client. OU=GSuite, C=. Remote CA: O=Google Inc., L=Mountain View, CN=LDAP Client, OU. Active Sept. 9, 2022, 5:06 p.m. I

Configuring LDAP on the FortiAuthenticator

Now you can finish the LDAPS configuration using client authentication through certificate.

1. Goto Authentication > Remote Auth. Servers > LDAP > Create New.

ann X
25 FortiAuthenticator VM FAC-VM0000000000 Loggedinas admin (D) Q C3
System Search for LDAP servers
Authentication

0LDAP servers

& User Account Policies
& User Management
& Self-service Portal
% Guest Portals

£3 Remote Auth. Servers v

General

>
>
>
>
>

LDAP
RADIUS
OAUTH
SAML

Enter a name.

For Primary server name/IP enter Idap.google.com, and set the port to 636.
Enter the base distinguished name.

For the Username attribute, enter uid.

Select the option to obtain group memberships from Group attribute.

Enable Secure Connection and select either LDAPS or STARTTLS as the Protocol, and select the Google
CA certificate.

No oo
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8. Enable Use Client Certificate for TLS Authentication, and select the LDAP certificate.

System > | Create New LDAP Server
Authentication v
Name: GoogleLDAP
& User Account Policies >
& User 5 || Primary server namerip: Idap.google.com Port: 636
& Self-service Portal » | O Use secondary server
o Guest Portals 5 | [ Base distinguished name: de=blankde=com,dc=br &l
General O Add supported domain names (used only if this is not a Windows Active Directory server)
Lo Query Elements
RADIUS
Pre-defined templates: - Please select atemplate - [ Aoply
OAUTH
SAML User object class: person
& RADIUS Service > | [Username attribute: uid |
& LDAP Service > | Group object class: group
O @uieavizs > | Obtain group memberships from: O User attribute @ Group attribute
3 SAMLIdP
E > | Group membership attribute: memberOf
13 FAC Agent > . i
© Force use of administrator account for group membership lookups
Fortinet SSO Methods >
Monitor , | [secure Connection
) © Enable
Certificate Management >
Protocol: @LDAPS O STARTTLS
Logging > ;
CA certificate: [ Please Select ] -

© Use Client Certificate for TLS Authentication

Client certificate: [ Please Select ] v

Windows Active Directory Domain Authentication

@ Enable

“ Coneel

9. Select OK.

System > foroap
Authentication - o T
OUzfmmin o Name Primary server name/IP Primary server port
& User Management >
Gt sProxy me— 163 uid ——
2 >
N GoogleLDAP dap goole.com 63 uid

e Guest Porals

General
Loap
RADIUS
oauTH
samL
& RADIUS Service
& 1oAPservce
& otuth senvee
B s
5 FACAgent
Fortnet S5O Methods
Moritor

Certfcste Mansgement

Logging

If required, you can now import users by clicking the Go button next to the Import users dropdown. This is not a
required step, but can be done in cases where you want to include additional information to their accounts or assign

FortiTokens.

System > | Edit LDAP Server
Authentication v
Name: GoogleLDAP. @
& User Account Policies >
& User Management , | Primary server name/IP: Idap google.com Port: 636
& Self-service Portal 5 | Usesecondary server
& Guest Portals N Base distinguished name: - < ~com,dc=br =Y
Bind type: ® Simple Regular
General @ Add supported domain names (used only if this is not a Windows Active Directory server)
LDAP Query Elements .
RADIUS Pre-defined templates: —— Please select a template — ¥ “Apply
OAUTH U b L
ser object class: erson
SAML g B
& RADIUS Service 5 | Username attribute: uid
& LDAP Service > Group object class: group
& OAuth Service > | Obtain group memberships from: User attribute  ® Group attribute
B samLIdP > Group membership attribute: memberOf
§23 FACAgent > | ©Force use of administrator account for group membership lookups
Fortinet SSO Methods > | secure Connection
Monitor > | ©tnabie
Certificate Management. > | Pprotocol ® LDAPS STARTTLS
Logging > | CAcertificate: Guite_CA | OU=GlobalSign Root CA - R2, O+ GlobalSn, CN-Globilsign
© Use Client Certificate for TLS Authentication
Client certificate: Gsuite_LDAP | O=Google Inc., L=Mountain View, CN=LDAP Client, OU=GSuite, C=US, ST=California ¥
Windows Active Directory Domain Authentication
@ Enable
Remote LDAP Users
Username Token
port e v |
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Troubleshooting

Missing option to use client certificate for TLS authentication

Use Client Certificate for TLS Authentication is only supported in FortiAuthenticator 6.0.1 and higher.

FortiAuthenticator VMXEN

System > | Edit LDAP Server
Authentication v
Name: GoogleLDAP 0]
& User Account Policies >
Primary server name/IP: Idap.google.com Port: 636
& User Management 5 v food
i @ Use secondary server
& Self-service Portal >
Base distinguished name:
& Guest Portals ® B
" ®Simple O Regular
Remote Auth. Servers Bind type: " &
= @ Add supported domain names (used only if this is not a Windows Active Directory server)
LDAP Query Elements
RADIUS Pre-defined templates: --- Please select a template --- V. Apply
OAUTH User object class: person
SAML
Username attribute: uid
& RADIUS Service >
& LoAP Service , | Grous object class: o
& OAuth Service , | Obtain group memberships from: User attribute @ Group attribute
B savLie , | Group membership attribute memberOf
£8 FAC Agent , | ©Force use of administrator account for group membership lookups
Fortinet SSO Methods > | Secure Connection
Monitor > | @©Enable
Certificate Management > | Protocol: ®LDAPS O STARTTLS
Logging > | CAcertificate: Gauite CA | OU=GlobalSign Root CA - R2. O=GlobalSizn, CN=GlobalSizn
© Use Client Certincate for TLS Authentication
Client certificate: Gauite LDAP | O=Google Inc., L=Mountain View, CN=LDAP Client, OU=GSuite, C=US, ST=Callfornia ¥
Windows Active Directory Domain Authentication

Certificate error messages

The following is an example of an incorrect Trusted CA certificate entry. Please verify that you have followed the steps

included in Generating the G Suite certificate on page 126.

€23 Import Remote LDAP Users - Google Chrome

= a X

A Not secure | SEEEEEEER/|dap/userbrowser/?_popup=18&name=Idap.google.com&address=Idap.google.com&port=636&address2=&port2=389&root... &

Import Remote LDAP Users

LDAP server: Idap.google.com:636
Filter: (objectClass-person)
Apply Clear [ Configure use

O Filter child nodes and show number of children

r

Select user(s) to import below. Only LDAP entries that are marked green can be imported (indicating that these entries match the configured LOAP filter and their usemames can be found using
the configured username attribute). You can configure other user mapping attributes above.

Select Visible Select None

Query taled: dap_search,_ext_s connection falled: Can't contact LDAP server error:1416F0B&:SSL routinesds_process

Distinguished name: G dc-com.dc-br
Organization: [ Please Select] v
L}
am e sTEqaqn
[ paddras216239.32.50 -] Bpresson.. +
e - —
480 2019-09-13 16:43:17.494160 216.239.32.58 TP 66 35304 » 636 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=1197389700 TSecr=1577596695

T 66 636 » 35308 [ACK] Seq=1 Ack=318 Win=61440 Len=0 TSvals1577596697 TSecr=1197389700
TSvi.3 3119 Server Hello, Change Cipher Spec, Application Dota

T 66 35304 » 636 [ACK] Seq=318 Ack=3054 Win=35328 Len=0 TSval=1197389711 Tsecr=1577596706
T 73 Alert_(Level: Fotal, Description: Unknow CA)]

M Virchrk. Packe 435 snfer_port ()9cap.

Content Type: Alert (21)
Version: TLS 1.2 (6x0303)
Lengts
[ Rlert Fessoge
Level: Fatal (2)
Description: [k CA) (48)

%00 0a 30 7b a2 55 76 IANEE 35 f5 oe 08 00 45 00 o UEEEs 0 €
d a7 40 00 40 06 7f 36 02 320a B4 dB ef ;. @@ 62

20 3a 89 €8 02 7c 58 20 bf c5 32 1 80 7d 80 18 Ix 2}

0114 0e 0d 00 00 01 01 0B 0a 47 Se b7 BF Se 08 ~n
372215 03 03 00 02 02 30 e

TSecr-1197389711

[
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