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Change log

Date Change Description

2022-07-11 Initial release of FortiManager Cloud 7.0.4.
2022-08-11 Updated Upgrade information on page 7.
2022-08-18 Updated Upgrade information on page 7 and FortiGate model support on page 9.
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FortiManager Cloud 7.0.4 release

This document provides information about FortiManager Cloud version 7.0.4 build 5489.

\‘é', The recommended minimum screen resolution for the FortiManager Cloud GUI is 1920 x

1080. Please adjust the screen resolution accordingly. Otherwise, the GUI may not display
properly.
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Special Notices

This section highlights some of the operational changes that administrators should be aware of in 7.0.4.

FortiManager Cloud upgrade timing

You have two weeks to upgrade the FortiManager Cloud firmware to 7.0.4 after it is released. If you take no action, you
can no longer access FortiManager Cloud. The Enter button is grayed out until you upgrade to the required firmware.

FortiCloud Premium license

The FortiManager Cloud & Service portal checks for a FortiCloud Premium license. If the FortiManager Cloud license is
valid, but the FortiCloud Premium license is expired, a warning is displayed. Renew the FortiCloud Premium license to

access the portal.

In the following example, the FortiManager Cloud instance exists, but the license has expired.

FortiCloud

FortiManager Cloud & Service

Please choose your account

verus (svery) (IR
osk o790  (EEREN

3 REPRESH ) Can ind your sccount? Try 1o refresn .

Firmware Version: v6 4 2-bulld4468 200924 (CA|
Serial Number.
Expiry Date: 2023-10-14

RAM (160C)

Error
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Upgrade information

A notification is displayed in the FortiManager Cloud & Service portal when a new version of the firmware is available.
You can chose to upgrade immediately or schedule the upgrade for a later date.

Ay

~ P Primary users can upgrade FortiManager Cloud firmware to 7.0.4 by using the FortiManager
Cloud & Service portal. Secondary users can upgrade FortiManager Cloud firmware to 7.0.4
- by entering the instance and going to the System Settings module.
You have two weeks to upgrade the FortiManager Cloud firmware after it is released. If you
\ take no action, you can no longer access FortiManager Cloud. The Enter button is grayed out
I until you upgrade to the required firmware.

FortiManager Cloud supports FortiOS versions 6.4, and 7.0. You must upgrade all managed FortiGates to
FortiOS version 6.4.4 or later.

To upgrade firmware from the portal:

1. Goto FortiCloud (https://support.fortinet.com/), and use your FortiCloud account credentials to log in.
The FortiCloud portal is displayed.

2. From the Services menu, select FortiManager Cloud under Cloud Management.
The FortiManager Cloud & Service portal is displayed. An alert icon appears next your account when a new version
of firmware is available.

3. Expand your account.

4. Click Upgrade Now to update the firmware immediately, or click Upgrade Later to schedule upgrade of the firmware
for a later date.

FortiManager Cloud & Service Q@ Canada(Vancowver) v

1 1 0 0 ’ ] searet -
User ID User Name Owner Company Region
~ [ Primary ] Fortinet Canada (Vancouver] )
QW&: ‘w‘/ ‘W‘, »
= ) - ate: 2024-04-28
a - 3 e ate:  2023-03-10
& v "® V7.03-build5171 220314 (GA)
0.2% 14.7% 5.1%
VCPU (6 VCPUs) RAM (16 GB) Disk (100 GB) o ion is available!
OSver 7. il i 9
eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee S —
Al
S L 4
q The Upgrade Later option is only available for two weeks after the firmware is released.
-—
—
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Upgrade information

5. Click OK.
6. Click Enterto open FortiManager Cloud.

Downgrading to previous firmware versions

Downgrade to previous versions of FortiManager Cloud firmware is not supported.
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Product integration and support

FortiManager Cloud version 7.0.4 supports the following items:

» Web browser support on page 9

e FortiOS support on page 9

o FortiGate model support on page 9
« Language support on page 9

Web browser support

FortiManager Cloud version 7.0.4 supports the following web browsers:

» Microsoft Edge version 98 (98.0.1108.56 or later)
» Mozilla Firefox version 96
o Google Chrome version 97

FortiOS support

FortiManager Cloud version 7.0.4 supports the following FortiOS versions:
e 7.0.0and later
e 6.4.0 and later

FortiGate model support

FortiManager Cloud version 7.0.4 supports the same FortiGate models as FortiManager 7.0.4. FortiGate models must
be on FortiOS 6.4.4 or later.

For a list of supported FortiGate models, see the FortiManager 7.0.4 Release Notes on the Document Library.

Language support

The following table lists FortiManager Cloud language support information.
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Product integration and support

Language GUI Reports
English v v
Chinese (Simplified) v v
Chinese (Traditional) v v
Japanese v v
Korean v v
Spanish v v

To change the FortiManager Cloud language setting, go to System Settings > Admin > Admin Settings, in Administrative
Settings > Language select the desired language on the drop-down menu. The default value is Auto Detect.
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Resolved issues

The following issues have been fixed in 7.0.4. For inquires about a particular bug, please contact Customer Service &
Support.

Bug ID Description

819795 Heartbeat need improvement
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Limitations of FortiManager Cloud

This section lists the features currently unavailable in FortiManager Cloud.

Feature Feature Details of features unavailable
available?
Device Manager Yes ¢ Add Device: Cannot discover a new device, but can add a model

Policy & Objects Yes .
AP Manager Yes

VPN Manager Yes

Fabric View Yes

FortiGuard No

FortiSwitch Manager Yes
Fabric View Yes

System Settings Yes .

device.

Add FortiAnalyzer: Cannot add a managed FortiAnalyzer device.
Devices & Groups: The IP Address of managed devices displayed in
the Device Manager is the NATed IP address from the cloud
infrastructure, not the real connecting IP address.

Because Fortinet cannot host LDAP servers for customers,
FortiManager Cloud can only connect to a remote LDAP server on the
Internet. You can use NAT with a VIP.

License Information: License Information widget unavailable.
Administrator: The FortiCloud user ID is the administrator's user name.
Additional administrators cannot be added directly from FortiManager
Cloud.

Create Clone: Create Clone option is unavailable.

Profile: Profile option is unavailable.

ADOM: ADOMs cannot be created.

Enabling FortiAnalyzer: FortiAnalyzer Features cannot be enabled
from FortiManager Cloud.

Unit Operation: Unit Operation is unavailable.

Remote Authentication Server: Remote Authentication Server is
unavailable.

SAML SSO: SAML SSO unavailable.

HA: HA unavailable.

SNMP monitoring tool is not supported.

FortiMeter No FortiManager Cloud does not support FortiMeter.

Management No FortiManager Cloud does not support management extension applications,
Extensions such as Policy Analyzer.
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Limitations of FortiManager Cloud

Ay
b ] L4
? The FortiManager Cloud portal does not support IAM user groups.
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