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FortiNDR Cloud release notes

This document provides information about FortiNDR Cloud releases.

FortiNDR Cloud is a SaaS network security monitoring platform designed to facilitate rapid detection, investigations, and
threat hunting within your environment. FortiNDR Cloud is designed to be scalable and to remove the responsibilities of
maintaining tooling from security analysts. For more information, see the FortiNDR Cloud User Guide.
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Version history

Version history

11 December 2024 11 December version 2024.11.0 on page 6

05 November 2024 05 November 2024 version 2024.10.0 on page 14
25 September 2024 25 September 2024 version 2024.9.0 on page 20
09 September 2024 09 September 2024 version 2024.8.1 on page 26
28 August 2024 28 August 2024 version 2024.8.0 on page 26

31 July 2024 31 July 2024 version 2024.7.0 on page 35

26 June 2024 26 June 2024 version 2024.6.0 on page 39

29 May 2024 29 May 2024 version 2024.5.0 on page 43

15 May 2024 15 May 2024 version 2024.4.1 on page 46

01 May 2024 01 May 2024 version 2024.4.0 on page 46

10 April 2024 10 April 2024 version 2024.3.1 on page 49

27 March 2024 27 March 2024 version 2024.3.0 on page 49

13 March 2024 13 March 2024 version 2024.2.1 on page 53

29 February 2024 29 February 2024 version 2024.2.0 on page 54
14 February 2024 14 February 2024 version 2024.1.1 on page 59
31 January 2024 31 January 2024 Version 2024.1.0 on page 59

11 December version 2024.11.0

» New functionality
« Dashboard
» Behavioral Observations
 Investigations
« SNMP queries
» Improved functionality
» Sensors
e Tags
* Reports
o Otherimprovements
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Version history

New functionality
Dashboard

Behavioral Observations

The Observations widget in the dashboard has been replaced with the Behavioral Observations widget.

FortiNDR Cloud UAT & oeste - R o -
Default Dashboard ~ G o+ @

MITRE ATT&CK Go to MITRE Coverage Dashboard | Behavioral ehurvatlnns Confidence: Al

Detections Activity 12024 - 112724 T 11/28/24 - 12/04/24 ~ Observation Title (10) 11/21-11/27  11/28-12/047 % Change
= & Malicious PE File 209656 1 99.45

Domain Similar to Malware DGA Domain 385

HTTP C2 Similarity 132

New and Unusual NTLM Authentication

e

e

@@ New SSH Server 9
(]

.

TCP Port 139 (NetBIOS) Device Enumeration

TCP Port 445 (SMB) Device Enumeration

VOB e B il o Vi P

123 MR4 N2S 126 12T TI2E 128 1MA0 1201 1202 1203 1204

Click the widget title to open the Behavioral Observations list page. You can use the search field to find observations that
contain instances of a specific IP address or text in the Observation Title and Description columns.

> Behavioral Observations

Behavioral Observations

[ e v b ey - J o

Confidence  Category  Class

12000

198810

When you click an individual observation in the dashboard widget, it will open the Observation Details page.
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Version history

Observation: Malicious PE File

OBSERVATION CLASS: Specific
OBSERVATION CATEGORY: File
OBSERVATION DESCRIPTION: Fortiguard identified the hash of this file as malicious.

Malicious PE File ~ m Confidence = All nn 2024-11-01 00:00 - 2024-11-22 23:59

Frequency of Observation

moderate [l high

2024-11-22
low 1]
moderate 1,279
@ high 2,134

]
2024-11-01 2024-11-03 2024-11-05 2024-11-07 2024-11-09 2024-11-11 2024-11-13 2024-11-15 2024-11-17 2024-11-19 2024-11-21

When you click on any part of the observation frequency chart, the time range and confidence filter for that part of the
chart will be applied to the page.
Observation: Malicious PE File

OBSERVATION CLASS: Specific
OBSERVATION CATEGORY: File
OBSERVATION DESCRIPTION: Fortiguard identified the hash of this file as malicious.

Malicious PE File - Search Canﬂdencem“ M 2024-11-22 00:00 - 2024-11-22 23:58 ~

Frequency of Observation

moderate ([l high

2024-11-22

You can filter the observations in the widget by confidence level. When you click an observation with that confidence
level in the filter, the observations in the details page will reflect that confidence level.
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Version history

Default Dashboard ~ @

MITRE ATT&CK Go 1o MITRE Coverage Dashboard ~ Behavioral Observations Confident

High
Detections Activity 4 WD 11/28/24 - 12/04/24 ~ Observation Title (10) 1/21-1727 11728 - 12/04 | [T

Malicious PE File 209656
Domain Similar to Malware DGA Domain

HTTP C2 Similarity

New SSH Server

New and Unusual NTLM Authentication

TCP Port 139 (NetBIOS) Device Enumeration

TCP Port 445 (SMB) Device Enumeration

VOB Enmndad BE Bl S Vi P

121 1122 123 N24 NS 126 1127 1R N2 NA0 1201 1202 1203 1204

Behavioral Observations have also been added to the Detections menu which takes you to the Behavioral Observations
list page.

FortiNDR Cloud UAT @

Default Dashboard ~ & Triage Detections

Review and respond 1o

MITRE ATT&CK ¢ Go 1o MITRE Coverage Dashboard  Behavioral Observations

Detections Activity o :::'""":‘ W | 11/28/24 - 12/04/24 ~ Observation Title (10) 11/21-11/27 11/28-12/04 % Change
. Malicious PE File
Domain Similar to Malware DGA Domain
HTTP C2 Similarity
New SSH Server
New and Unusual NTLM Authentication

TCP Port 139 (NetBIOS) Device Enumeration

B e TCP Port 445 (SMB) Device Enumeration

backend analytic and machine

M2 122 123 1124 1RS 128 NRT 1128 1120 T80 1201 1202 1200 1204

Resolved Detections

An Observations section was also added to the Entity Panel.
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Version history

FortiNDR Cloud UAT @ o

> HTTP C2 Similarity

Observation: HTTP C2 Similarity

[ 2024-11-2100:00 - 2024-12-0521:29 ~

Add an Annotation Modify Annotations
moderate (@ high

2024-11-21 2024-11-25 41127 2024-11-29 12 2024-12-05

2024-12-05 ~

Observation Instances

Evidence Igl
20241204 135472 10.10.1.117 ‘event_type = "hitp” AND src.ip = *10.10.1.117 .. dLmycommerce.com 7 Observatio
412041532537 10.10.1.111 event_type = "http” AND src.ip = 10.10.1.111"
20241204 10:58427  10.10.1.110 event_type = "hitp" AND sre.ip = *10.10.1,110°
41203 23:34 10.10.1.110 event_type = "httg” AND src.ip = *10.10.1.110°
20241203183058Z  10.10.1.110 event_type = "hit” AND src.ip = *10.10.1.110° .. bejnz.com
1615092 10.10.1.118 event_type = "httg” AND src.ip =*10.10.1.118" . dlmycommet
20241203134331Z 10101114 event_typs = "hitp” AND src.ip = "10.10.1.114" .. dLmycommerce.com
412031122102 10.10.1.110 event_type = "http” AND src.ip =*10.10.1.110° .. dlmycommet
2024120310:5434Z  10.10.1.114 event_type = "hitp" AND src.ip = *10.10.1.114" .. dlmycommerce.com
41 10.10.1.114 event_type = "httg” AND src.ip =*10.10.1.114" . bej

024120219:5516Z  10.10.1.98 ‘event_type = "http” AND src.ip = "10.10.1.98" A temexplorer.net

IERNERERRNED

10.10.1.114 Q Search Events

Click the link, or the Observations icon to view the observations in the panel. When you click on an observation in the list
it will open the Observation Details page.
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> HTTP C2 Similarity

B Observations

Filter Resuhts by Date

Observation: HTTP C2 Similarity
OBSERVATION CLASS: Specific B 20241121 - 202412.08 ~

OBSERVATION CATEGORY: Relationship
OBSERVATION DESCRIPTION: HTTP connections were observed that resemble malware command & control (C2) traffic Observations within the time range

[ ] ] . J G-

Frequency of Observation

7 observations

2024-11-29 2024-12-01 2024-12-05

Observation Instances

 Timetrame s Confidence  Evidence lgl Host

20241204 2135472 10.10.1.117 [RpheR Low event_type = "hitp” AND src.ip = *10.10.1.117 .. dLmycommerce.com

202412041532532  10.00.0.111 [N Low event_type = "hitp" AND src.ip = *10.10.1.111° . www.aleov.com

An Observations table was also added to the Entity Lookup page which shows the observations for the IP within the
specified time range. When you click on the observation name in the table it will open the Observation Details page
preserving the time range and confidence level.

> Investigations >

Entity Lookup

l.-‘I)DI'Iv ‘Search

Perform an entity search on the following: (ip, domain or filehash

WHOIS Passive DNS

Last Audit: 2024-1205
No Passive DNS results found for 10.10.1.117

Network Information

Name N/A

Range 10.0.0.0-10.255.255.255
Status RESERVED

Created 2024-12-05 21:30:50 UTC
Updated 19950601 00:00:00 UTC

Security Intelligence

VirusTotal Detections VirusTotal Detections Over Time

No VirusTotal Detection results found for No VirusTotal Detection results found for
10.10.1.117 10.10.1.117

Detections Observations
31 detections 6 Observations

AsyNcRAT Default Certificate 20241203 155814 2 active Domain Similar to Malware DGA Domain 202412-04 1602172
Autoll User Agent 202412:081312172 active HITP C2 Similarity 20241204 2135472
AZORylt Check-in 202411:29 1549:51 active Malicious PE Fila 20241205 0042222
BifTorrent Client User Agent 2024-04-30 19:19:35Z resolved  2024-05-07 1920282 Malicious PE File 2024-12-05 00:42:05Z

BitTorrent Client User Agent 20240613 15:56552 resolved 2024-06-20 1557142 TCP Port 139 (NetBIOS) Device Enumeration 202412051017292 relationship

BilTorrent Client User Agent 20240308 101945 2 resolved  202403151019:48 2 TCP Port 445 (SMB) Davice Enymeration 2024120501750 2 relationship
BiTorent Client User Agent 20240804 20:14.04 Z resolved 2024-08-11 201437 2

BitTorrent Client User Agent 202403-28 11:11556 2 resolved 2024-04-04 11116272

jooog@@:ag

BitTorrent File MIME Type 20240803 142049 2 resolved  2024-08-10 1421:34Z

TN TR

Created by power user 2024120521:04372 active

FortiNDR Cloud 2024 Release Notes
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Version history

Investigations

SNMP queries

FortiNDR Cloud now supports SNMP event queries.

> FortiNDR Cloud M ® ossvscas  © Detecions

LB > Chun Hsu - 2024-12:02 17:00:31 (UTC)

Chun Hsu - 2024-12-02 17:00:31 (UTC) Ex BN K3
Created by: Chun Hew

Total Queries: 1 [ Completed: 1 [[E] Running:0 [ Queued: 0 [0 HideNotes | All Quaries

_ 2024-11-25 17:00 (UTC) to 202412-02 17:00 (UTC) By: Chun Hsu

sotbytmestar [ R 18 Lot 700 + ereve o o [ENEI e O Ersberces @ come

annotations

annotations.t
asn.asn

Improved functionality

Sensors

In sensors running version 2.0 or later, we have introduced a Pausing and Resuming state to indicate the sensor is in the
process of being paused or resumed.

We have also added context to the number of sensors to indicate the number sensors and the number of active sensors.

Shaming 49 senors (174 st sosers) oo e | =3 B

SENSOR D STATUS © LOCATION EPS (7 DAY AVERAGE) BITS/S (7 DAY AVERAGE)

0580685 (i Pausing 2 0EPS ob/s

gss0947 0EPS ob/s

Tags

We have improved the behavior of the Tags column in Investigations to make it is easier to find. To lock the tag column to
the left side of the table, in the Individual columns filter under Individual Columns, select Reset to Default or tag. You can
also lock the column by selecting Default under the Column Profile in the same menu.

FortiNDR Cloud 2024 Release Notes 12
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Version history

> > > Results

Investigation Results | AR EDR |

uwuid 1= null group by flow_state

ISR 202069 07:12 (UTC) - 20240907 07:12 (UTC)

Events

Showing first 2 events sorted by timestamp descending
type sre dst
2024-09-07 07:11:52 2 SURICATA & 101019842615 [N = 23.56.109.207:80 Suricata ETINFO Terse Request for txt - Lik entially Bad T|

2024090707137 SURICATA @ 100019747281 (SRS == 96.7.128.53.80 ‘Suricata e ET INFO Terse Request for .o - Lik entially Bad T|
‘Show All Columns

Hide All Columns

Reset to Default

=]
=
=)
=
O
0 srcpont
O srciotemal

1 Save this profile

Reports

We have added a Print button and print dialog with preview for PDF reports.

FortiNDR Cloud } Print 5 pages

> > Network Security Post
Destination B saveaspoF

FortiNDR Cloud Network S
Pages
Executive Summary
Layout Portrait

FOrtiNDR Cloud network sensors cc + and organized by their
capacity for risk. Detailed m

More settings

i

* y decreases the security
Total Hosts Receiving Telne:
Total Internal Hosts

Total Internal Hosts Receiv
Hosts Potentially Running E
Total Internal Hosts S

Total Hosts Communicating
Total Hosts Communicating
Total Hosts Using Remote <
Total Hosts Using Remote €
Internal Hosts Directly Usin

Internal Hosts Directl

—
®
CJ
C}
(C]
@

Total Revoked Accounts wit.

Telnet Connections

Other improvements / changes

o The Default width setting has been renamed Header width in the Investigations tab in the column headers.
* You can now sort all the columns in the Annotations table by clicking the column header.

FortiNDR Cloud 2024 Release Notes
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Version history

« We redesigned the tooltip in the Entity Lookup to include a scroll bar to fit the page.

05 November 2024 version 2024.10.0

+ New terminology

o New functionality
» Login with FortiCloud
» Improved functionality
e Sensors
» Account Management
o Detections
« Global Search
o Otherimprovements and updates

New terminology

We have updated our terminology to be consistent with standard industry terms so that our documentation and user
interface is more intuitive and accessible.

Please be aware we have changed the names of several modules in the portal:

¢ Rules are now referred to as Detections or Detectors.

(i) FortiNDR Cloud W @ sutc @ @ Anela-fornet~ B @ v B

A > Detections

Detections
2 Detectors Search | | Search  Severity u H oM L W - OrderBy  Severity v ¥ ™4 o &
é Test Rules Names 1 P 15 -
Posture: Anomalous Activity & Detections Visualizer { mon | 2023-08-19 00:42 (UTC) 2023-12:0815:54 (UTC) DEVICES =
Explore detections graphically
Suricata Rul I
uricata Rule B Detections Table —I —I 2 -
Attack: Exfiltration Review and respond ol LW 2023-11-08 23:20 (UTC) 2024-06+19 19:01 (UTC) T1020 Fortinet DEVICES

detections i a fierable table

@ Statistics
View statistcs aboutthe
istoric detections n the
account

B Manage My Detectors
dmanage custom
detection queries.

o Subscriptions are now Notifications.

25 FortiNDR Cloud B¢ & d  © Detections @ Investigations

i=| @ 201656 UTC @

# > Detections > Email Notifications Version: 2024.10.0 (US)

& Profile Settings

Manage: 1 Notiications ematroe (TR roviva | ovees | s [ a [ESSRR owsnes
& Email Notifications

Default Notification Individual @) Manage Annotations

Al Al All Fortinet 08:0000 Easterr

O sencors

@ Account Management
P Roles & Permissions
%y Diagnostics

o

20 user Activity

B wessaging

O intel Management

@ Lomoakiace
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« Signatures are now referred to as Query or Queries.

A > Detections > Test Rules Names 1

| % Test Rules Names 1 3 o =
Posture: Anomalous Activity 2023-12:08 15:54 (UTC)
2023-05-03 17:39 (UTC) 2023-11-2817:25 (UTC)
2023-08-19 00:42 (UTC) Manual DEVICES IMPACTED
Description -I 5
Testrule

Q start Investigation

Amelia - Fortinet Amelia - Fortinet srcip and/or dstip

» Playbooks are now named Guided Queries.

@ View Related Investigations

Add a Custom Filter

© Detections  Q Investigations = Reports

7=| © 21:00:42UuTc @ B Amelia-Fortinet v B3~ @ v

(22> FortiNDR Cloud Uil @

# > Investigations @ Entity Lookup

P tity searct

Investigations h (e

Q m Y~ 4 Newlnvestigation

Q Investigate

Create new invesiigations and
view investigation resuls.
Name Created by Date Created v | DateUpdated Activities | Queries | Notes
@ Packet Capture
Capture raw packets on the

-2024-09-18 19:44:50 (UTC)  [GigaSMART SoakTes  sensor 202409-1819:44 (UTC) | 2024-09-18 19:44 (UTC) 0 0

%5 Private Search

- 2024-08-29 19:16:11 (UTC) Ve pretesemen sty 202408291916 (UTC) | 2024-08-29 1931 (UTC) 1 0 =
- 2024-02-12 18:49:20 (UTC)  [Fortine| (@ Guided Queries 202402121849 (UTC) | 2024-06-28 19:38 (UTC) 5 0 =

Run 2 roup of quided queries
Fortine] 2024-01-10 2055 (UTC) 2024-03-2119:14 (UTC) 2 0 =-

New functionality

Login with FortiCloud

You can now log into the FortiNDR Cloud portal using your FortiCloud account. You must have a valid FortiCloud
account that matches an existing FortiNDR Cloud account to use this option.

Login to FortiNDR Cloud

®

or login with

FORTICLOUD

FortiNDR Cloud 2024 Release Notes
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Improved functionality

Sensors

We have also added a new Decommission Pending status to the Sensors page.

> Sensors

Sensors for Fortinet

6 Sensors out of 10

o Decommission Penaidy 200

Account Management

PCAP encryption keys

PCAP encryption keys are now validated in the Account Management > Settings page.

Set PCAP Encryption Key

RSA Key - 4096 bits or larger preferred
dkdidid

Accounts

A Last Login filter has been added to the Accounts page. This feature is only applicable to users with access to multiple
accounts. You can use this filter to view which accounts are in use to determine if an account should be deleted.

A > Account Management

Account Management

4 Accounts oo may- t v B wow

FortiNDR Cloud 2024 Release Notes
Fortinet Inc.
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Version history

MITRE ATT&CK Matrix

We have added a Download Coverage Details button to the MITRE ATT&CK Matrix dashboard. Click the button to

download the coverage details as a CSV file which contains the Date Updated, Name, Primary Attack ID, Secondary
Attack ID and Description.

4 > MITRE ATTRCK Dashboard

SetAs My Defaut & (] +

MITRE ATT&CK Matrix

B Download Goverage Details Attack Behaviors: Al >
RESOURCE PRIVILEGE COMMAND AND
RECONNAISSANCE DEVELOPMENT INITIAL ACCESS PERSISTENCE ESCALATION DEFENSE EVASION [l CREDENTIAL ACCESS DISCOVERY LATERAL MOVEMENT COLLECTION _ EXFILTRATION .
Active Scanning BITS Jobs Create o Modify BITS Jobs Adversary-in-the- Adversary-in-the- AppiEation Lafee Automated g o
! System Process [+ hoat | Middie Middle Exfltation =
owser mage on

mise

Au:oml

§§§
2

Gather Victim T
Ide: oteetior | Data Trarer 120
Inf + Exploitation for Gresis orModiy Indicator Credential Access ion o
System Process [+ Removal ¥ nmnmw‘,m r - Denis
Phi S fer Exfiftration Over
e . ‘o o - S -
vices nared Drive
Hardware Additions re 05 Boot Brdang edenti c + [+ | Protocol
, &05 Boo + Dumpin Email Collection e
Phishing - v Pre-0S Boot < mons Remote Services e Exfivation Over 2 o,
Instrumentation Server Software Seso e Ghannel +  Channe
Trusted Relationship Component + Rogue Domain Kerberos Tickets (¥ Fallback Channels Reso
Controlier

Modules

We have added a confirmation message when disabling an integration to prevent disabling an integration by accident.

Disable Integration

This: will disable the integration for all sers. Would you like to proceed?

Cancel
-

Detections

Triage detections

We have updated the Detection Status filter logic in the Triage Detections page:

» All: Returns all detections the user has access to regardless of whether or not it was triggered in the current
account.

« Idle: Returns all detections that have been triggered in the current account but are not currently active.
« Active: Returns all active detections.

FortiNDR Cloud 2024 Release Notes
Fortinet Inc.
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Version history

# > Detections

Detections

161 Detectors search | | Search Ssvemy“ H M L -DrderEy Severity v 3 [*] -] -

Additional Filte
CVE-2023-46805/CVE-2024-21887 Iva... tional Filters

o
/]

B Category
Attack: Exploitation N/A 2024-09-11 23:17 (UTC)
B = = A T .
oo Kerberoasting Assigned To . O
None. v . =
e Attack: Infection Vector W m N/A 2021-12-06 22:35 (UTC) bE
Created By
oo Anchor Panda Torn Rat Botnet Beacon Please choose an option - P 0
o Attack: Command and Control [ HicH | N/A 2024-09-10 0119 (UTC)  rechnique b= -
None v
o_p Atlassian Confluence OGNL Injection - ...
Confidence . 0 =
Attack: Exploitation [ HioH | N/A 2024-09-26 15:46 (UTC) " " . b2
oo Abnormal ISO File Download Detection Status O
Active Idle =
o Attack: Infection Vector [ Hion | [ Moo | N/A 2024-07-25 04:12 (UTC) 2
Muted
% Adwind Check-in o I e 0 =
PUA: Spyware [ HioH | { moo | N/A 2024-08-29 14:37 (UTC)  Disabled be
Al EZZE o
.@. CKnife Webshell HTTP POST Request Reset Default Filters O _
o Attack: Command and Control [ HioH | [ Moo | N/A 2023-03-30 17:31 (UTC)

Detections table

We have added a Detection Source column to the Detections Table which is determined by the detector's query. Note
that Suricata and Observation are the only sources that are displayed at this time, otherwise the field is empty.

& > Detections > Detections Table

Detections Table 2 Detectors, 120 Devices from 127 Detections
Search 20241018 - 20241101 v Severity [INI H M L petection stetus (L] Actve  Resoved W~ M~ X osv L'
O Detection UUID Assigned Comment Assignee Current Assign Time Initial Assign Time Detection Source Action
I D 98140ec7-ecc9-41ea-8d7d-... Amelia Train. 2024-08-20 23:22:06 Z 2024-08-2023:21:40 Z Suricata =
I D 430c2ef5-f513-4603-9237-6. Max Nudol 2024-08-20 2323116 Z 2024-08-2023:2316 Z Suricata =

We have also added three new Date Range Type options (Active Date, Creation Date, and Resolution Date). The date
displayed in the date picker will be displayed in the Entity Panel.

# > Detections > Detections Table

Detections Table 12 Detectors, 13 Devices from 23 Detections
Search 20201024 - 20281107 v severiy [ # M oetecton staus [ Actve  Resoved W~ M~ ¥ osv X%
O Detection UUID MAC Address Assigned Comment Assig Created By Action
2024-10-24 21:28:45 [(e)) through 202411-07 222845 (uTC)
1 cf3bb2c-625c-418f-803b-1 Fortinet =-
Maximum range is 90 days
00c82997-1837-4d6b-ba0o- Quick Ranges Fortinet =-
O 126f7603-8231-46b8-2662 < 1072024 11/2024 — Fortinet =-
21849177-67d7-4922.9297-. Last 24 Hours Fortinet =-
57d0345a-dafa-4b72-8dfb-9. 1/2]3]4]5 Last 7 days Fortinet =-
6 7 8 9 10 11 12
D 2a610552-27d7-4112-2450-. Last 30 days Fortinet =-
13 14 15 16 17 18 19
O cedaedb3-0b8e-43b2-ab60- 20 21 22 23 P kil Fortinet =-
[0 1c2baser-beb3-4se-89da- Last 50 days Fortinet =
O 755607d1-4413-4d5b-b073-. Date Range Type Fortinet =-
O 8348d66-2e21-495c-a1b9-. Active Date v Fortinet =-
8092fb9a-1818-49b6-bb56 Active Date Fortinet
07986502-815-424a-9d7e-. Fortinet =-
472002ae-df26-4470-ac0c- Creation Date Suricata Fortinet =-
61fd4fob-d59e-4585Sbcarb... Suricata Fortinet =-
bb8e8fc6-f58e-4593-b18af. Resolution Date Suricata Fortinet =-
2961901-34c5-47f5-934c-1 Observation Fortinet =-
9c33eb3c-cd98-43e4-9ee2- Observation Fortinet =-
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Global Search

We have added a Detections Coverage section to the Global Search results which shows matches in the detector name,
description or technique ID regardless of the detector status.

() FortiNDR Cloud S & o s suricata a-Forinety B+ @ v v

# > Global Search

Detections i address, detection name, and detection description

Device IP Lifetime Events Indicators LastSeen v Status Resolved By Resolution Date Resolved Detection Name Detection Description
2Events 0Oindicators 202210-25..  Active Suricata Rule
3 Events 0indicators 2022:08-02...  Active Suricata Rule
1 Event Oindicators 2022:08-11 Active Suricata Rule
5 Events Oindicators 2022.07-05..  Active Suricata Rule
1 Event Oindicators 202207-28..  Active Suricata Rule

Detections Coverage wame description, and mitre Technique

Suricata Rule

12 "ue

Attack: Exfiltration Low { Low | 2023-11-08 23:20 (UTC) 2024-06-1919:01 (UTC) T1020 Fortinet

Investigations wame, description, and comments

Name Description Created by Date Created ¥ | Date Updated Activities Queries Notes

Suricata Rule -2023-11-20 00'5... Unknown User 2023-11:2000:55 (UTC) | 2023-11-20 00:55 (UTC) 1 0| =

Cz \ FortiNDR Cloud " Dashboard  Detections  Investigations  Reports

A > Global Search

Detections ip address, detection name, and detection description

Search string does not have any IP address or matched rules

Detectlons Coverage Name, description, and Mitre Technique

li Windows Banner String in ICMP Request [ HicH | 2024-10-16 12:44 (UTC) IMPACTED —I MUTED:
= i
Attack: Command and Control 2021-12-06 22:34 (UTC) Fortinet DEVICES: LER
:( i Executable Retrieved with Minimal HTT... [ HiGH | 2024-11-04 17:08 (UTC) | T1105/T1059.001 IMPACTED 8 MUTED:
53 i
Attack: Installation [ Low | 2021-12-06 22:35 (UTC) Fortinet AL 1
m Cryptocurrency Mining Client Check-in [ map | 2024-11-03 10:16 (UTC) IMPACTED 2 MUTED
PUA: Unauthorized Resource Use [ mop | 2021-12-06 22:33 (UTC) Fortinet DEVICES 1
}i HTML Application (HTA) Download [ mop | 2024-10-25 17:09 (UTC) | T1105/T1218.005 | IMPACTED O MUTED:
Attack: Installation [ mop | 2021-12-06 22:34 (UTC) Fortinet LEVICES 1
j i Executable Binary or Script Downloade... [ mop | 2024-10-25 16:43 (UTC) T1105 IMPACTED O MUTED:
3 .
Attack: Installation [ mob | 2021-12-06 22:35 (UTC) Fortinet B2l Ll

InVeStIgatIOnS Name, description, and comments

No investigations found.

Private Search auery contents or comments

No queries found.

Other improvements and updates

« The Fit Width options has been added to the following pages:
» Triage Detections Detail
» Triage Device

FortiNDR Cloud 2024 Release Notes
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» Detection Table
» Sensors
o UserList
» the Zscaler sensor download has been removed. Zscaler integration is now via cloud upload.

25 September 2024 version 2024.9.0

o New functionality
o MetaStream Module
o User activity timeout
» Improved functionality
» Pivotto events
e Sensor Telemetry
o UserRoles
o Detection assignment
 Manage Annotations

New functionality

MetaStream Module

The MetaStream module is now included with all accounts. Going forward, Admins will only need to create, delete,
recreate or retrieve a credential.

Integration Module

E] MetaStream » CrowdStrike Falcon EDR ~ CrowdStrike Intelligence

& Enable Enable

&5 Create Cradentials

proofpoint TAP A ThreatConnect
nd

& Enable

FortiEDR =  FortiGate via FortiManager

FortiEDR infeg

& Enable

FortiNDR Cloud 2024 Release Notes
Fortinet Inc.
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User activity timeout

You can now set the amount of inactivity time before a user is automatically logged out of the portal. The new timeout

time goes into effect the next time users log into the portal.

Current key: nane.

P 56t PCAP encryption key

for more details

MULTI-FACTOR AUTHENTICATION

@D visabies

Android

USER ACTIVITY TIMEOUT

MAXIMUM NUMBER OF SENSORS

2

Improved functionality

Pivot to events

You can now click the tag icon to pivot directly to the Events table in an investigation. This saves time navigating to the

investigation with the GUI. This function is available on all tags in the investigation tooltip, the investigation detail page,

and tagged queries in the Private Search page.

G FortiNDR Cloud JIll ® osstiosrs  © Detections Q. imestigations & Reporis [
Default Dashboard
MITRE ATT&CK

Detections Activity

Gradential
oty

Notable Detection Rules (11 total) Investigations

Enumeration of Domain Objects

84 oevces

Name
Executable Retrieved with Minimal HTTP Headers 8 oevices
TeamViewer Remote Administration Tool 671 pevices
Created by power user 18 oevices
Executable Binary or Seript Downloaded from Dotted Quad 7 Devices

Cryptocurrency Mining Client Cheek-in 1 oevices

Network Security Posture Report .

FortiNDR Cloud 2024 Release Notes
Fortinet Inc.

T 09105124 - 08112124 [ | 09/13/24 -

. D application.name != null

| 20240912 18:15 (UTC) to 2024-09-19 18:18 (UTC)

= 2days

© 1920:11UTC g O

Goto MITRE Coverage Dashboard | | Observations

09/19/24 v Observation Title (26)
o ® Malicious PE File 1044 2013
@® Domain Similar to Malware DGA Domain
@® HTTP C2 Similarity
@® NewSSH Server
New Internal Enumeration Source

@D Suspiclous File Write to External FTP Server

700

600

@ Completed: 17 @ Running:0 @ Queued: 0
Error Running Query: 1

Investigation Queries:

[
202408:22 19:29 (UTC) to 2024-08-29 19:29 (UTC)

(0 to.domain =
20240911 1908 (UTE) to 2024-09-18 19:08 (UTC)

No Events

m
(0 src.ip != null group by src.ip

Evil: 1
Suspicious: 1
Escalate: 1

Include in Report: 1
Other: 1

=
1 1. |

20240826 20280001 20240907 20240913

Open  3months | Bobbys.

Open Tday  Ashoko.
Tday | Ashoko.
2 months

Ashok 0.

Jeremy H.

&+

Confidence: [ All

109/06- 09/12 09/13-09/19¥ % Change

9282

5112

7816

1 092 09M3 09N4 0915 0816 COM7 09MB  0B/19

B 0. B
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Version history

The Events table will display the same number of events tagged in the investigation dialog.

Investigation Results | - 2024-06-05 15:09:53 (UTC) |

src.ip != null group by src.ip

2024:09-12 18:15 (UTC) - 2024-09-19 18:18 (UTC)

Q search by query tag comment
timestamp type srcport  srcintemal  srcasn  srcasnasnorg srcasnisp
2024-09-19 18:14:07 Z SURICATA @ 10.10.1.97:33231 [l 10.10.1.97 33231
20240919 18:14:02 7 SURICATA @ 1010.1.98:57458 [BE 10.10.1.98 57458
202409-19 18:09:45Z FLOW. @ 1010111137372 [ 10100111 37372 357 Bytes
20240919 18:09:45Z SURICATA @ 1010.1.118:42803 [ 10101118 42803

20240919 18:09:45Z SURICATA @ 1010.1.118:42803 [ 10101118 42803

Sensor Telemetry

You can now filter the sensor Telemetry data by Day, Hour and last 5 Minutes.

> > > Throughput
Sensor Telemetry for Test

Throughput

600M Day

Hour

S Minutes

2024-09-18
Throughput : 505.437 Mbls

You can also group the page by Sensor.

FortiNDR Cloud 2024 Release Notes 22
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> > > Throughput
Sensor Telemetry for Test

Throughput

300M

—
e

) k\/~\/\

100M

User Roles

We have added a tooltip with a description of each role when you create a new user. The tooltip describes the privileges
and limitations of each role and offers suggestions to make sure you are assigning the appropriate role to the user. For
example, the new user may need both Admin and User roles to configure settings and perform queries. To view the
description, hover over the name of the role in the dialog.

The “Admin” role grants the ability to configure
account-level settings (such as PCAP encryption,
enforcing MFA requirements, and so on) and allows
grantees the ability to manage users within the

Aﬂmn < account.

Note: Admins must also have a User” permission in
order to perform actions in the portal such as viewing

Lastname Detections, or executing queries.
O vimited o o4

Create New User

Email

First name

User

Assign role Admin, User ~

Include child accounts (=]

AP Only O

FortiNDR Cloud 2024 Release Notes
Fortinet Inc.




Version history

An auto-check is performed when you select the user role. A warning appears to remind you of the limitations of the role.
If you choose to ignore the warning, it will not prevent you from creating the new user.

Create New User

Email

First name
Last name
Assign role

Include child accounts

AP Only

Caneel

Detection assignment

You can now assign a detection to any active user with any role in the current account. Previously you could only assign
detections to active users created in the current account.

Detections Table 16 Detection Rules, 2940 Devices from 5000 Detections (out of 5405 total Detections)

EEEE TN CECITRETIT - R - I k) EX X e K

Detaction UUID Davice I OHCPHo..  Usemame Hostname MAC Address. ... w FistSoen | Acton |

gory
3e30a4da d958-41dbB6/50...  1.92.70.96 All categories 20240910

B8752b0-808f-4b3c-aTbdc..  1.94.6.41 reated By 20240905

an
55580982- 507540100406~ 1.192.137.25 20240903

asdfasdidfasasdfasdfasdfasdl 37004429 7eSI-4161-503b..  2.22.139.27 — 20240821
cb746612.00344810-00cf4..  3.18.7.81 T 20240903
9740c1115540-4298-98c35..  3.19.116.195 20240914
BS85507-1671-4426-8200..  3.33.130.190 20240909

C3714792 66c2 46900980 3.33.244.179 20240909
Captain James Tiberius Kirk (i

55b26812-5006404491¢9- . 3.64.163.50 20240901
Chris Martin (chris. martin@for

957646 387-45c7-a80e .. 3.79.163.226 N 20240902
Hari Kumar (Proton) (Shariku.

982ebebB-der3-4967-26/63_  3.94.10.34 20240718
J H (jeremy. hubblesfnc@gmai

6b38019-162-46d3-95e1 39441167 20240916

1617600c-a08b-4036-507F-_.  3.130.204.160 Jeremy icebrg (jhubble@icebr. 20240914

ba3sddfafTec-dTebald?7.. 3.137.106.147 Jeremy Test (jeremy hubble@! 20240917

67284e9cb601-4C1b-a374-.  3.140.13.188 20240903

max test account (nattachai@
93b4d3b2<29649f-a0c4b..  3.161.213.99 20240905
Parent1 UAT (foriNDR#UATpa

cBJA7d42 2050 45438295 3.162.1282 20240905
‘Test User (jubble@fortinet-us.

ebf§2bal -JedBddde-aZcce.. 3163125117 20240912

Trapti Purohit ProtonMal (tpur

6ab16dbe-f06d-4ada-a529..  3.167.1524 20240912

O0O0OO0ODDO0ODOO0OO0OOODODO

Xiuyang Sun (xsun785+123+fn.

45435c29-c409-4178:8fe74..  3.208.14.195 20240830

Reset Default Filters
950d0c8d-61c7-480d-a667-..  3.200.127.253 20240904

5/9036a0-9a2c-40c7-8b75¢...  3.216.202.51 1 Even v e 20240830
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Manage Annotations

You can now open the Entity Panel when you click the Entity Name in the Manage Annotations page when the entity is a
valid IP, CIDR, domain, or URL.

> Manage Annotations

Manage Annotations Q summary Q

Connections from 10 internal devices yesterday
110 Annotations

T Y X7 P w2500 7535

Lastseen: 20240919 200958 UiC
‘ Annotation Type Annotation Name Annotation Description [ Action } 77 Entities for Annotation: finance Annctations:

owner it owned by IT = ‘apphcation:Tag after long tag
role ops Talalala test
role dev

Portland

EoL

virtual 169.254.0.0/16
application old_app applications that are set to be deprecated 169.254.0.0/17
owner test owner owner of test instance 169.2540.0/18
environment Prod prod 192.168.0.0/16
tag ms tags 2220
environment test 2222
tag data center 2223
tag important 2224
mail 2225
csute 2226

more tags
application cds Cleveland data center
role accounting
tag interesting

remote

o
m]
[m]
[m]
a
O
a
O
[m]
[m]
[m]
O
[m]
(m]
[m]
o
=]
[m]
O
[m]
]
]}
O
O

You can also right-click the entity with a valid IP to Search Events, View/Create Annotations, perform an Entity Lookup
and Global Search, or open a Playbook.

> Manage Annotations:

Manage Annotations

110 Annotations

T kY K77

‘ Annatation Type Annotation Name Annotation Description ‘ Aston | 77 Entities for Annotation: finance

owner it ‘owned by IT
role ops lalalala test
role dev

Portiand

E0L

virtual
application old_app applications that are set 1o be deprecated
owner testowner owner of test instance 0 o
environment Prod prod 192.168.00/16
tag ms tags 2220
environment test 2222
data center 2223
important 2224
mail 2225
esulte 2226

more tags
application cds Cleveland data center
role accounting

tag Interesting

remate

O0000O00DO0OO0ODO0OOO0OOOOOOOODO O
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09 September 2024 version 2024.8.1

FortiNDR Cloud version 2024.8.1 includes bug fixes, but no new features. See, Resolved issues on page 65.

28 August 2024 version 2024.8.0

« New functionality on page 26
« Share investigations on page 26
« Detection assignment on page 27
» Improved functionality on page 29
« Account region on page 29
» Events table on page 30
o Observations widget on page 30
« Manage Annotations on page 31
« User management on page 32
» Triage devices on page 33
o Otherimprovements on page 34
» Detections table on page 34
e Search Timeline on page 34
 Integrations guides on page 34

New functionality

Share investigations

Users with multiple accounts can share investigations in their primary account with users in their secondary account.
Sharing an investigation will allow all users with access to the secondary account to see and make changes to the
investigation. Once the investigation is shared, it cannot be undone. For more information, see Share investigations.

) FortiNDR Cloud URE © osstboart 1 Detections Q) Investigations
~> > - 20240823 174510 (UTC)

Max Nudol - 2024-08-23 17:45:10 (UTC)

Created by Max Nudol

Total Queries: 0 [ Completed: 0 [[f] Running:0 [ Queved: 0 [0 Hide Notes | All Queries

Sort by timestamp m 5 Lost 90 Days ~ Retrieve up fo “ rows [ Enable Facets (D

FortiNDR Cloud 2024 Release Notes 26
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Detection assignment

You can now assign active detections to a user from the Detections Table, Triage Device, and the Triage Rules page.
For more information, see Assigning detections.

To assign a detection to a user from the Detections Table, click the actions menu and select Assign Detection.

> Detections Table
Detections Table 13 Detection Rules, 3553 Devices from 3687 Detections
T ETEETI RS E3E BT e B3
DHCP Ho... Usemame Hostname  Action <l
10.10.1.118
4144-988a- 10.10.1.111
101ab111-8lec-4592-82d1-d5. 10101911
10.10.1.118
©15chb5d9-948b-4a3b-a%e0- 10.10.1.98
2adfb p7-4082-9818-cl.. | 10.10.1.114
bf39ad6a-62c1-46b1-8861-8 10.10.1.110

35277

O0O0OO0OO0OO0OO0OO0D0O .

10.10.1.114

10.10.1.111

10.10.1.110

10.10.1.98

10.10.1.97

10.10.1.101

211705032 2 135 10.10.1.911

a
[m]
O
(m]
(m]
[m]

10.10.1.117

> Detections Table

Detections Table 13 Detection Rules, 3553 Devices from 3687 Detections

I N EECETRETIE - EEC - oo I K X =]
Assignes Current Assign Time Initial Assign Time U [ DHCPHo..  Ussmame ; —l
202408-23 1338197 202408-2313:38197 15ch5d9-9480-4a3b-a%e0- 10.10.1.98 |

202408-23 1338192 2024-08-23 1338192 pdfbbeaf1b7-498a-58f8-cf 10.10.1.114

202408-23 1338192 2024-08-23 1338192 39ad6a-62c1-46b1-8861-8. 10.10.1.110

202408-21 1612152 20240819 16:24:352 D458145-2214-4885-910e- asamn

You can also assign a detection from the actions menu in the Triage Rules page.

FortiNDR Cloud 2024 Release Notes
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> Executable Retrieved with Minimal HTTP Headers

Executable Retrieved with Minimal HTTP Headers

DEVICES IMPACTED
jonage, Ransomware g 9

s logc s ntended to detect downloads of executabl files with very few HTTP header fieds set. Thisis common among first stage malware downloaders or shellcode, where ize s important and many header felds wil not be ncluded automaically by an API being used for HTTP requests.

Description

Gigamon A 5 any code execution to be high severty. Gigamon ATR considers thi rue to be low confidence, as instalers or updaters wil often make similar HTTP requests (see the whiteis included n the detection logic)

Next Steps
1. Investigate the listed events to determine if the downloaded fl was malcious.

paLm—

[C—

@ Fortne stip, dst asn.asn_org. hitphost. hitpuriuri and hitpe
@ View Related Investigations rinet dstip, o vorg. httphost, htp: d hitp:

Impacted Devices

Device P DHCPHo..  Usemame MAC Address. Liteime Events Indicators Account Stas
101010209 BatiteC 00306712463 25 Events Sindiators 20040871.. 20240877.. 20240871.. 20240827 Amela - Fortne Test Actve
10101110 675 Events 21 ndicators 5. | 20240827.. 20240305 Amelia-Fortinet Test Active
10101111 299 Events 21 ndicators 20240602 27.. 20240602 20240827 Amela - Fortne Test Active
10101117 173Events 21 ndicators 20240601 .. | 20240827.. 20240601 ... 2024 i Amelia-Fortinet Test Active
1010198 1Event Sindiators 20240827 27.. 2240827 20240827 Amelia - Fortnet Active
10101118 456 Events 21 ndicators 0306 2. 20 a i Amelia-Fortne Active
10101114 7926vents 21 ndicators 20240306 27.. 20240306 Amelia - Fortnet

10101101 56 Event 21 Indic 9 24.. 2040709 6.2 i ‘Amelia - Fortinet

o o I o o I s s

1010197 21 Events 19 Indica 23.. 2040876 ‘Amelia - Fortinet Test

1010198 17 Events 20 Indicators o 40820... | 20240816 i ‘Amelia - Fortinet Test

1010198 23 Events 21 Indicators 2 40808...  20240711.. 2 ‘Ameia - Fortinet Test Resolved

10.10.1.97 5Events 17 indicar 30.. 2040720 30.. gl Amela - Fortinet Test Resolved

Similarly, you can assign a detection from a rule in the events table in the Triage Device page. Select an impacted
device, and then select a rule and click the Assign Detection button.

n> > Triage Devices
Triage Devices
Impacted Devices 10101118

10101114

10101110
» Created by power user

10101118 Executable Binary or Script D.

10101117 2\ Patrick Test2_Surl_RAT

2\ Patrick's Test Rule_Suri_RAT
10101011
Executable Retrieved with Mi. TeamViewer Remote Adminis. BitTorrent File MIME Type

10.10.1.98

1010197

. Executable Retrieved with Minimal HTTP Headers | Attackinstallation

10.10.1.101 Summory
o Fortnet MITRE ATTRCK

sreip 1105 Ingress Tool Transfer

2024-03-06 06:50 (UTC) dstip, dst.asn.asn_org, htphost, htp:uriuri and httpresponse_mimes T1089.001
2024-08-27 06:57 (UTC) ’ P Procedure

10.10.10.200
10247.140.143
10245.167.82 Description

(age malware downloaders or shelc tant and many header fields will not be incuded aut by an API being used for HTTP req

17220219225 o X cution to be elo updaters will often mab whitelistincluded i th

101921259

10.1.201.82

O Mute Device ForRule | | [2] Assign Detection || %] Resole Detection
10.1.201.83

The following new columns were added to the Detections Table : Assigned Comment, Assignee, Current Assign Time,
and Initial Assign time. An Assigned | Unassigned value was also added to the table filter. You can filter the table based
on the user the detection was assigned to.
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12 Detection Rules, 3544 Devices from 3665 Detections

[(oevceromuen | tewen | 20200000 - 20200022 - ORUOR | | o [O8 EEECTIED 33 ®

Assigned Comment Assignee Current Assign Time Initial Assign Time |mun AT " Hostname I

“The quick brown fox jumps o 20240819 162521 2 #131fb13-dBBa-4aa’5-8221-6

Detections Table

788678dd-5a9d-4101-b484

06709cc2-cTbb-42c5-a9c5-

91919a30-eb12-4020-9888
12101542-1055-4e1c-96eb-
Gcde6-49b2-4bb3-B
bac427bé-1aca-4fde-b1b2-
982ebebl-def3 a66-3.
948d01d9-2863-4000-8¢5-
db19d: 4693-8800-1
Sb04cce0-2b81-407b-a229- @ chaose an option
5540
Rule Name
e5406eea-c8b-44b6-8711-
f3133bfc-b73e-4525
00642ab%-12c7-414b-82fe-4
2¢116891-3d46-4117-90b 1<
€a2(2073-3b05-4528-2522-.
46628d76-6344-4271-a4a1

70550467-418¢-419¢-b076-

Reset Default Filters

v vy

Improved functionality

Account region

The account region now appears at the top of the settings menu and sensor provisioning page.

FortiNDR Cloud 8 @ o

Default Dashboard ~

MITRE ATT&CK Go'te MITRE Coverage Dashboard | | Observations:
Detections Activity 080824 - 081524 W 08/16/24 - 08/22/24 ~ Observation Title (27) oure-canis. owris
@ TCP Device Enumeration 8
TCP Part Enumeration 28 .
TCP Port 3389 (RDP) Device Enumeration

Uncommon User Agents Associated with Uncommon URI Pa..

TCP Port 22 (SSH) Device Enumeration

0 = —
0808 0810 0841 0812 0813 08N4 0AN5 0816 08N7 O0BN8 0819 0820 0821 0822

The region can be either US or EU.
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) FortiNDR Cloud S ® o

New Registration Code

Below is the new sensor registration code for

Region: US

@

This code will expire at: 2024-08-24 17:32:22

Events table

When you show all columns in the Events table, you now have the option to quickly adjust the column width to the widest
cell in the table. To adjust the column width, right-click the column header and select either Fit Width or Default Width.

Investigation Results | Test Auto Size Column |

m 20240709 17.59 (UTC) - 2024-07-16 17.59 (UTC)

sre ‘section_names srcip srcport  srcimemal  srcasn
& 10101117486 | VER 1778180 @ rsrcidata @ uyydcjytipizsuan taggant (0 2024071617:4918 2 10.10.1.117
v ©

46617
& 10.10.1.117:557¢ Default Widh '847.3080 text data rdata bss edata idata CRT tis.rsrc 20240716 17:4852 2 . 0101117 s5104
& 10.10.1.117:465¢ 3 )1.77.8180  textrdata datarscreloc [0
& 1010.1.117:465¢ nnsiee 00 0 0 0D

@& 17220219.2251 118120080 text.rdata data rsrcreloc [

20240716 17:48442 10.10.1.117 46560
20240716 17:4816 10.10.1.117 46560

20240716 173106 Z 17220219225 50089

& 10.10.1.114:49: 125.34.4680  .textrdata.data (D 2024-07-1617:3057 Z 10.10.1.114 49424

Observations widget

The Observations widget in the default dashboard has been enhanced to make it easier to filter and view observations.
The filter toggles have been enlarged to make them easier to see and click. The widget also displays all the
observations. The total number of observations is displayed at the top of the widget and a scroll bar has been added to
scroll through the list. You can also Hide All Graphs and toggle the graphs you want to see.
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Observations Confidence: All

Observation Title (22) 08/09 - 08/15 08/16 - 08/22v % Change

@ Newly Observed HTTP WinRM Activity 0 5891 589100

Malicious PE File 780 470 39.74
Domain Similar to Malware DGA Domain 166 234 40.96
New SSH Server 58 84

HTTP C2 Similarity 51 n

e ——1

— % y. e
08/09 0810 0811 0812 0813 0814 0815 0816 0817 0&N8 0819 0820 0821 O&2

Manage Annotations

The tables in the Manage Annotations page have been enhanced. When you add entities, FortiNDR Cloud will validate
the field when you click Save.

> FortiNDR Cloud 3 @

> Manage Annatations

Manage Annotations

61 Annotations

Annotation Type Annotation Description. Add Entities
application Applications used by finance team Add 1 or more entities separated by comma, space, of return
Mazimum of 100 allowed.

awner owned by IT

Entity Type Entity Name
role
L fortinet.com
role dev
Portland
"~
EOL
Application
virtual

application old_app applications that are set to be deprecated

awner test owner owner of test instance

The search function has also been improved to support searching any text in the Annotation Name and Annotation
Description columns. In previous versions, search was limited to an exact match of the annotation name.

‘) FortiNDR Cloud I ©

M > Manage Annotations.

Manage Annotations

61 Annotations

I S Y T

‘Annotation Type Annotation Name Annotation Description Action 75 Entities for Annotation: finance

application cds Cleveland data center =3 - + Add Enity
[m] Entity Name

O | 10109

When you hover over an annotation in the Event table, it will show a tooltip with the annotation name and description.
When you click the annotation, all the annotation details are displayed in a pop-up window.
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“--) FortiNDR Cloud

Annotations for 192.168.1.18

Annatation(typename) [
e — Applications used by finance team
e lalalala test

role dev

Test Creating annotation Bobby
tagtestBobby

ngTont longtag 1o see Test support long tag to see how it looks like

Super long make na sense lag

— T PT—

User management

The Roles column in the Users page, now mirrors the roles and icons in the user details pane. When you download the
table as a CSV file, the roles are assigned a column for each role.

) FortiNDR Cloud Ml @ os

>
Fortinet Engineering
DISABLED

ENABLED PORTAL USERS
: Parent1 UAT

- o

Training User FortiNDR Cloud Training

2024-03-26 08:07:33 (UTC)
2024-03-26 08:07:33 (UTC)
DITABLED

Admin & , U . Admin Fortinet Engineering Child 1 1 , User Amelia - F
& User 1, Admin ] 2 - For 2 Portal User

)

-

User &, Training UserFortiNDR Cloud Training . ’ . - s .

Edit  Move Assign Reset Dissble Delete
Role Password User

Training User FortiNDR C

User Amelia - For
Fortinet E... 53
Fortinet ... 38

Fortinet £ 3§
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Triage devices

The Triage Devices page has been improved, with a scrollable Impacted Devices panel at the left side of the page. The
device detections table at the bottom of the page has also been replaced with a new scrollable table. All of the filters
have been moved to the top of the page.

> Troge Devices
Triage Devices
Impacted Devices 10101114

10101114
10.10.1.110

10101118 Executable Binary or ScriptD.

10101117 2\ Patrick_Test2_Suri RAT

2\ Patrick' Surl_RAT
10101111

[—— [E——— T ——
1010198

1010197

10101101

{|
{
§
f
i !
i
]

EEEHg;;

08132043597 20240827 0657462

10.10.10.200 20240821 161245

2026¢ &
2024823133819 reated by power user

10247140143

10245.167.82

ooooooao

17220219225

101921259

When you click the link in the Detection Rule column the rule details are displayed. and assign a detection. You can use
the pane to assign a detection to a user.

> Trage Devess
Triage Devices
impactedbevices Tor014
[ T A Dtsions
10101114

10101110
» Created by power user

10101118 Executable Binary or Script D.

10101117 2\ Patrick Test2_Surl_RAT

2\ Patrick's Test Rule_Suri_RAT
10101011

Executable Retrieved with Mi. TeamViewer Remote Adminis. £ BitTorrent File MIME Type
10.10.1.98

1010197
. Executable Retrieved with Minimal HTTP Headers | Attackinstallation

10101101 J—

o MITRE ATTACK:
101010209 st T1105 - Ingress Tool Transfer
2024-03-06 06:50 (UTC) stp, ds org, httphost, htp:uri.ur and hitp:response_mimes T1089.001
2024-08-27 06:57 (UTC) ’ P Procedure
10247.140.143

10245.167.82 Description

ly by an AP being used for HTTP requests.
17220219225

101921259

10.1.201.82

10120183
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Other improvements

Detections table

The can now use any column header in the Detections Table to sort the detections. This enhancement is only available
in the Detections Table.

Search Timeline

The Search Timeline feature has been renamed Private Search.

¢-) FortiNDR Cloud N oo s Q) v =) @ anuc m O

# > Private Search a Lachp

Parform an ety search (p

Search iy

Q investigate
Create new investigations and e = Seredbyme 4
v IveStGanOn resuts

2 - 2024-05-27 18:49 (UTC) to 20240528 16:49 (UTC)

Query- 2024-05-21 23:05 (UTC)

2024-05-20 23:03 (UTC) to 2024-05-21 23:03 (UTC) 0 Events

2024-04-29 17:36 (UTC) to 2024-04-30 17:36 (UTC) 100 Events

Query - 2024-04-30 C
B0 - wanrer e

20240829 17:36 (UTC) 10 2024-04-30 17:36 (UTC) 100 Events

Integrations guides

The integrations guides have been consolidated onto a dedicated page.

FLiRTINET

DOCUMENT Product Pillars Best Practices Hardware Guides Product A-Z

LIBRARY

Home > FortiNDR Integration Guides

FortiNDR Integration Guides

Q
conrex . CROWDSTRIKE A put
Cortex-XSOAR Crowdstrike Falcon EDR Crowdstrike Inte FNC Python Client Library

FoRATINET FoRTIET

FortiManager FortiSOAR IBM-QRadar
Qe proofpoint i Recorded Future ke
Microsoft Sentinel Proofpaint Recorded Future SIEM and SOAR
splunk splunk >
Sphunk Splunk-SOAR ThreatC

To access the page, in the Portal, click Portal Guides > Integrations.

FortiNDR Cloud 2024 Release Notes
Fortinet Inc.



Version history

(> FortiNDR Cloud 8 ©

% > Sensors
Sensors for

4 Sensors out of 10

EXIEETEE X T T

i
SENSOR ID STATUS &

wum?2 Decommissioned (legacy) Unknown

wum3 Decommissioned (legacy) Unknown

Decommissioned (legacy) Unknown

Decommissioned (legacy) Unknown

You can also access the page by clicking the Integration Guides button in the Fortinet Document Library.
F::RTINET
DOCUMENT

LIBRARY Product Pillars Best Practices Hardware Guides Product A-Z

(} FortiNDR Cloud "B

FortiNDR Cloud is a cloud-native network detection and response solution built for the rapid detection of threat activity,

investigation of suspicious behavior, proactive hunting for potential risks, and directing a fast and effective response to ‘ 1
active threats.

Related Products hd

31 July 2024 version 2024.7.0

» Improved functionality on page 35
« Investigation tooltip on page 35
» Sensors on page 36
« Investigations on page 37

o Otherimprovements on page 38

Improved functionality

Investigation tooltip

An investigation tooltip has been added to the Investigations widget in the default dashboard, the Investigations page,
and the search results in global search.

FortiNDR Cloud 2024 Release Notes
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FortiNDR Cloud © Detections £ Reports

A > Global Search

Detections irad

rule name, a on

Device IP Lifetime Events Indicators LastSeen y  Status Resolved By Resolution Date Resolved Rule Name
2 Events 0 Indicators 2022-10-25 Active Suricata Rule
3 Events 0 Indicators 2022-08-02 Active Suricata Rule
1 Event 0 Indicators 20220811 Active Suricata Rule
5 Events 0 Indicators 2022-07-05 Active Suricata Rule
1 Event 0 Indicators 2022-07-28 Active

Suricata Rule

Investigations v

Name Description Created by Date Created Y DateUpdated Activities  Queries  Notes
Suricata Rule E - -2 |’+ort|nu1} Unknown User 2023-11-2000:55 (UTC) 2023-11-20 00:55 (UTC) 1 0| =~
Suricata Rule ... @ completed: 1 Running: 0 Queued: 0

Search Timeline aueryconte

No queries found.

Investigation Queries

@ sig id
20231113

2018908 exclude source in ('Zscaler')
TC) 55 (UTC)

No Events

Entity LooKuUp s and bomains found

Search string does not have any IP or Domain

You can also disable the investigation tooltip from the Profile Settings page.

A > My Profile
My Profile
User Information Account Information
User Email teorreia@fortinet.com Account Name: Fortinet
User Name Tony Correia Account UUID b1f533b5-6360-494a-9f8b-9d90f1ad0207
User UUID: 7beb9e0f-b5f0-4e95-8198-2e7c093dc204 Subscription Serial Number: Unknown
User MFA: LED

tigation Tooltip: (3) «

Sensors

Filter by sensor version

A new filter was added to the Sensors page allowing you to filter by the sensor version.

FortiNDR Cloud \;h-j' @ Dashboard ) Detections Q) Investigations [— © 0 BTt B @+ B~

# > Sensors

Sensors for Test

4 Sansors ot f 1000 EEEE e T T T T B
SENSOR 1D STATUS & GEE N S OAVAVERAG) | Additional Filters we e |7‘
test16 1 ) (e e

test19 @ Frovisioning | Unknown -- Seattle

test826 Online Unknown

test859 - ng | Unknown
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Fortinet Inc.



Version history

PCAP column

A sortable PCAP column was added to the Sensors page indicating if Packet Capture is enabled or disabled.

(7> FortiNDR Cloud [Uf| © oswen

M > Sensors.

10 Detections

Sensors for Test
63 Sensors out of 1000

STATUS & 'VERSION LABELS. LOCATION.

@ Provisioning | Unknown

e -
- - Seattle 0EPS

test705 Oniine 1120 o

test19 @ Provisioning Unknown

test823 Provisoning | 1110
test824 Offine 1120
test826 Online Unknown
test831 Offline

test834 Offine

test836 Offine

test856 offine

test857

Sensor last update

A Last Updated field was added to the sensor detail page.

"> > test870

Sensors for Test

test870 offine oyl

20240429173239
| © staus

@ Telemetry
0 Settings

Connection Status
Status: O
Serial Number:
Management IP-
Last Updated: 2024-04:30 20:31 (UTC)

Interfaces

ens192 | ens224 | ens256

mgmt

Gy | dd | b

ob/s obss obss

Hardware

Processor(s). Intel(R) Xeon(R) CPU E5:2670 0 @ 2.60GHz

Number of Cores: 1%
Total Memory: 31388 GB
Total Disk Space: 97.278GB

Sensor History

User Name.

Investigations

Packet Capture page

The Investigations > Packet Capture page has been updated.

FortiNDR Cloud 2024 Release Notes
Fortinet Inc.

EPS (7 DAY AVERAGE)

EIEEIE X TR T S X B

BITS/S (7 DAY AVERAGE) TYPE

ob/s

ob/s

11.663 Kb/s EsXi

obrs Large (3rd Gen)

ob/s QEMU/KVM

ob/s Large (4th Gen)

9.358 Kb/s ESXi

23,322 Kb/s QEMU/KVM
Esxi
QEMU/KVM

Azure/HyperV'

rure/Hypery

LOCATION
Unknown

Software

Operating System:
ZEEK Version: 5010
6.0.16 RELEASE

Deblan GNU/Linu 12 (bookworm)

Suricata Version:

Sensor Version: 200
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The sensor filter only shows the sensors that have PCAPs configured. That is, the PCAPs where that sensor is
configured and any PCAP that has files from that sensor are shown. If there are any All PCAPs configured, All can be
selected. By default, No Filters is selected.

# > Investigations > Packet Capture

Packet Capture

Showing 34 tasks e K- e e r—

Additional Filters

port 80
ATU:

No Filters
all sensors pcap

ATUS F : 20240611 21:45 (UTC)

pcap-upload-interval
ATUS FiLes capTureD: [ sew testB01  CREATED: 2024-02-1300:16 (UTC)

pcap-task-1.12-d78c0ffe6a4222¢c9360aec6d27892122992efcf
AT F o N test801

testind

ATU: C 5 test780 2024-01-31 1843 (UTC)

testin3

ATU: F A C A 2024-01-29 2251 (UTC)

testin2

ATU A 2024-01-29 2027 (UTC)

testin

202401201915 (UTC)

In the Files section, a sortable Sensor column that lists the sensor IDs was added. The files table is also now scrollable,
instead of paginated.

> Investigations >
Packet Capture
port 80
aus (I
SPF. port 80

ART TIME:  2024:06-11 2183 (UTC) 1E. 202406122153 (UTC)  CR Jrubble@fortinet-us.com  CRE 20240611 21:53 (UTC)

3 sowempyries [] snowpcapony [

Size Created Sensor
1es1855-1718145115 peap.enc 1.025M8 202406112233 (UTC)  testdss

testB55-1718145482 peap.enc 1.025M8 202406112239 (UTC)  testass
testB55-1718145482-activitylog 3998KB 2024-06-11 22:39 (UTC)

testB55-1718145869-activitylog 34684 KB 20240611 22:45 (UTC) 1

test884-1718143185 peap.enc 1.023MB 20240611 22:00 (UTC)  testB84

test855-1718143265-activity Jog 32602KB 202406112202 (UTC)  testBSS
1es1855-1718143634 peap.enc 1261 M8 202406112208 (UTC)  testB55

1681856-1718143634-sctivitylog 34,606 KB 20240611 2208 (UTC)  test8SS

1e81855-1718144745 activity.log 39k 20240611 22:26 (UTC)  test8ss

1651884-1718144785-activity.log 34,604 KB 20240611 2227 (UTC)  test8sa

1651884-1718145155 activity.log 34296 KB 202406112233 (UTC)  testdsa

lestB84-1718145527 pcap.enc 1261 MB 20240611 2239 (UTC)  lest8sa

1718143049-activity log 3.036 KB 20240611 2244 (UTC)  test?18

Other improvements

Metastream module

The Metastream module has been redesigned to align with the look and feel of the other integrations on the page. If
there is an error while enabling the integration, an error will appear at the top of the page.
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Custom Dashboards

Custom dashboards now support default names, allowing users to add a dashboard without a unique name.

GUI

o The Copy button has been updated and standardized across the portal.
e Alink to the CSV guidelines document has been added on the Manage Annotations page.
» In Reports > Network Security Posture Report, you can now click an event to start an investigation.

26 June 2024 version 2024.6.0

e Improved functionality on page 39
» Sensors on page 39
« Create new detections on page 40
» API tokens on page 41
o Default dashboard on page 42
¢ MITRE ATT&CK widget on page 42
+ Observations widget on page 42
e Otherimprovements on page 43
o Detections Rules tab on page 43
» Packet Capture on page 43

Improved functionality

Sensors

The Sensor ID column now displays all the tags within the column. You can also click the sensor ID to open the Sensor
Details page. When you hover over the Sensor ID, a dialog displays all the annotations for the sensor. With the exception
of the Sensors page, this change applies to all tables that have the Sensor ID column including Search, Search Timeline
results page and the Events table.
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Search Y- m-

le

csv

In the Sensors page, when you hover over the Sensor ID in the list, a dialog will display the sensor information.

™ > Sensors

Sensors for

SENSOR ID | STATUS @ LABELS LOCATION EPS (7 DAY AVERAGE) BITS/S (7 DAY AVERAGE) 'rv{

chfl @ Provisioning - _| 0EPS ob/s

SENSOR CHF1

Account:

Location:

PCAP: Disabled

Annotations: Decom, Freq Low Evnt Rate,
Needs Attention, Offline Notification,
POC, Pending Decom,
Pending Decommison-12/05/2023,
abc, asdoifjasdf, decom, def,
icel, ice2
SUPEr SUPer SUper SUper Super super
super long tag

Create new detections

The facet filters are now included in the query field when you create a new detection from the results in the Search
Timeline page. To try this out, open the Search Timeline page and locate an entry with results. Click the actions menu
and select Create Detection. The facet filters are displayed in the query field.
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> > Fum a Detection Rule

Create A Detection Rule

Detection Rule Query:
(src.ip =

and ((event_t
and (method =

[ Impacted Device IP can appear in the fields: sre.ip and/or dst.ip Change Fields

[ Indicators are captured in the fields Change Fields

Severity Confidence

Choose a Severity v Choose a Confidence v~

Category

Choose a category

Primary Technique

API tokens

The term Permanent Tokens has been replaced with APl Tokens. An API Tokens column was also added to the Users
tab in the Account Management page.

EMAIL:

CREATED: 2019-10-22 09:34:46 (UTC)
Last Login Updated API Tokens

UPDATED:  2019-10-22 09:34:46 (UTC)
2024-06-1821:37.05  2019-10-22 16:34:46 2024-03-14 22:18:07 sensor testing, hail ...

MFA:

£ Settings
% Billing

2016033016:35:31  2019-04-09 21:06:54
TYPE: & Portal User

2023-04-20 18:41:51  2023-01-13 21:31:45 2023-01-13 21:31:45 STATUS: -

2021-01-1220:58:34 | 2016-03-30 16:35:33 2016-04-08 22:55:53
;s o 2 = g 8

202406-1517:27:46 | 2020-102000:31:13  2023-10-1908:20:40 | d,testeu Edit  Move Assign Reset Disable Disable
Role Password MFA  User

2024-01-2423:29:56 = 2023-08-29 22:25:28 2023-08-29 22:25:28

2023-04-2411:42:05 = 2023-04-17 13:46:01 2023-04-17 13:46:01 APITOKENS

Created 4  Description Age

2019-11-01...  sensor testing 5years

2023-11-1021:45:12 | 2023-09-21 22:10:55 2023-09-21 22:10:55

2024-06-04 21:53:51 = 2023-06-16 14:39:18 2024-04-10 08:34:04 sensor-ssh, sensor-...

2020-11-19 ... hail token 4years
2024-06-1221:18:15 | 2021-10-08 00:11:14 2024-06-1221:18:15

2020-1203... test hail token 4years
2024-06-18 17:27:48 = 2022-10-27 18:04:08 2024-04-04 23:37:18 Hail token

2024-05-01 sensorapi-util scr... 2 months
2024-06-1812:13:12 | 2022-05-24 17:04:00 2023-06-2219:31:22

O
O
O
O
O
O
[m]
O
O
O
O
O
O

You can also use API tokens to filter the page.
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REQUIRED: [[BiSABIEB] CODE

B users ENABLED PORTAL USERS

By subnets

& e

Last Login Created Updated API Tokens Filters

2024-06-1821:37:05 = 2019-10-22 16:34:46 2024-03-14 22:18:07 sensor testing, hail s Admin:Al..
2016-03-30 16:35:31 2019-04-09 21:06:54 DISABLED Admin:Al...
% Billing

User Type

2023-04-20 18:41:51  2023-01-13 21:31:45 2023-01-13 21:31:45 DISABLED Admin, U...

2021-01-1220:58:34 = 2016-03-30 16:35:33 2016-04-08 22:55:53 DISABLED Portal Re...
Account Access

2024-06-1517:27:46  2020-10-20 00:31:13 2023-10-19 08:20:40 d, test eu No Filters DISABLED Fortinet ...

2024-01-2423:20:56  2023-08-20 22:25:28 2023-08-29 22:25:28 User Role DISABLED User:Gig...
No Filters
2023-04-2411:42.05 = 2023-04-17 13:46:01 2023-04-17 13:46:01 DISABLED Fortinet ...
Oldest API Tol
2023-11-1021:45112  2023-09-21 22:10:55 2023-09-21 22:10:55 LT DISABLED User, Trai...

2024-06-04 21:53:51 2023-06-16 14:39:18 2024-04-10 08:34:04 sensor-ssh, sensor ‘7‘7 _ User, Us...

202406-1221:18:15 | 2021-10-0800:11:14  2024-06-1221:18:15 DisABiER)  Admin, U...
Any Token Age

2024-06-18 17:27- 2022-10-27 18:04:08 2024-04-04 23:37:18 Hail token No Tokens DISABLED User, A

2024-06-1812:13:12  2022-05-24 17:04:00 202306-22 19:31:22 No Filter DISABLED Admin:Al..

202406-1217:5255 | 2017-07-1100:20:19  2023012520:36:02  authtoken, new token >3 MONths [EABEES)  EventES..
>6 months

2023-12-2022:49:38  2023-03-1418:02:52 2023-052519:58:14 DISABLED User:All
>9 months

2024-06-17 15 19 2022-07-27 16:57:36 202403-18 16:39:24 Integrations-Icebrg... 12 months _ Fortinet ...

OO0OOO0OOOO0OOOO0Oo0aQgaonE

Default dashboard

MITRE ATT&CK widget

A date-range picker was added to the MITRE ATT&CK widget in the default dashboard.
Default Dashboard v th +

MITRE ATT&CK Go to MITRE Coverage Dashboard Observations Confidence: | All
Detections Acti U 06/04/24 - 06/11/24 W) 06/12/24 - 06/18/24 v

through 20240618

Maximum range is 31 days

Quick Ranges

0572024 —
RN
1
7 8

Notable Detection Rules (2 total) Resolved Detections

Test Rules Names 1

53 suricata Rule

Jeremy (Fortinet) ... 4months | MaxN.
Bobby Sun - 2024-... Smonths Bobby S.
query from AR 2 9months Chris G.

Backfill Test 3 10.... Zmorths . Ashok R.

Observations widget

You can now filter the graph in the widget by clicking an observation title in the graph's legend.
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Default Dashboard + fa +

MITRE ATT&CK Go to MITRE Coverage Dashboard Observations Confidence: |All

Detections Activity 04/19/24 - 05/19/24 @ |05/20/24 - 06/19/24 ~ Observation Title 06/05-06/11 06/12-06/18 v % Change

o Malicious PE File 3392 4537 3376

® Domain Similar to Malware DGA Domain 803 480 -40.22

Y i orepn 2 7 w90

z .
06/05 06/07 06/09 06/11 06/13 06/15 06/17

Notable Detection Rules (13 total) Investigations Resolved Detections

Executable Retrieved with Minimal HTTP Hea... / DEVICES Name Status Days Open Last Modified By M Auto Resolved #% True Positive No Action

Windows Banner String in ICMP Request 1 oevices M Nudol 2023 Sopen = =

Network Security ... Open 15 days Ashok t.
Created by power user 17 oevices ity Pe 4

Bobby Sun - 2024-...  Open 14days | BobbyS.
TeamViewer Remote Administration Tool Q oevices

Network Security ... 15 days Ashok R.

Executable Binary or Script Downloaded from ... 8 DEVICES
20240522 20240528 20240603 20200609 20240615

Network Security ... 15 davs Ashok R.

Other improvements

Detections Rules tab

The Detections Rules page no longer displays rules that have never been triggered when you filter the page by All.
Pagination has also been removed from the page to make it easier to scroll through the results. This change also applies
to the detail wheel.

Packet Capture

We have removed the option to select the number of rows to view on the page. The page now shows all the tasks on a
scrollable page.

29 May 2024 version 2024.5.0

» Improved functionality on page 44
« Manage annotations on page 44
» Search timeline on page 44
e Global Search on page 45
o Otherimprovements on page 45
e Queries on page 45
« Investigations on page 46
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Improved functionality

Manage annotations

A new Annotations Description column was added to the Manage Annotations page.

f> Manage Annotations

Manage Annotations

Annotations 1-1of 1 Annotation

Search Q + Add Annotations v

Annotation Type Annotation Name Annotation Description Actions | vities for Monitor 1-1 of 1 Enity
tag Monitor Monitor this event for possible suspicio... =
<+ Add Entity

F
D Entity Name Entity Type Actions

O ip =-

In the Entity Panel, the Manage Annotations button has been renamed Modify Annotations and the GUI was improved so
you can search for and quickly add or remove annotations.

Manage Annotations for

Search by name or type

Type A Name

[ tag Monitor

Search timeline

New icons have been added to the section_names column to add explanation and functionality to the data. Hover over
the information icon to view the number of empty strings and spaces . Use the copy icon to copy the information. You can
also click the link to view the values and icons in a dialog box.
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section_names

O
o
.imports
rsic
_themida
-boot
‘taggant

text

Global Search

Global search now supports search Rule descriptions. Copy and paste text from Rule description into the search field.
Search results will be highlighted in the Rule Description column of the in the Detections section. A highlight was also
added to the Device IP column when you search by IP.

This logic is intended to detect downloads of executable files wit

() FortiNDR Cloud W

Dashboard Detections Investigations Rep

& > Global Search

Detections ipaddress, rule name, and rule description

No queries found

Investigations Neme, description, and comments

No investigations found.

Search Timeline query contents or comments

Enﬁty Looku P 1Ps and Domains found from search string

Search string does not have any IP or Domain

Resolved By Resolution Date Resolved Rule Name Rule Description Severity Confidence
Executable Retrieved with Miniff This logic is intended to detec... | (EISl
Executable Retrieved with Miniff This logic is intended to detec... | (IS LOW
Executable Retrieved with Mini| This logic is intended to detec... | [[ETS
Executable Retrieved with Miniif This logic is intended to detec... | (IS
Automatically Resolved 2024-05-2219:48:37 Z Executable Retrieved with Miniff This logic is intended to detec... | (IS LOW

Other improvements

Queries

« The dashboard and report queries have been improved to make them faster.
* You can now query dnp3, dnp3_control, and dnp3_object event types in an investigation.
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Investigations

The scrc column in the Events tab now displays the annotation names (as opposed to the number of annotations).

15 May 2024 version 2024.4.1

» Improved functionality on page 46
» Navigation improvements on page 46

Improved functionality

Navigation improvements

You can now pivot to the Sensor Details page from the Sensor ID column in the Rules Details. Go to Detections > Triage
Rules and open a rule. Click a sensor in the Sensor ID column. If the sensor is available, the Sensor Details page opens.

A > Detections > Rules >

Posture: Anomalous Activity
2023-05-03 17:39 (UTC)
2023-08-19 00:42 (UTC)

Description

Test rule

Q| start investigation

@ View Related Investigations

Impacted Devices Signature

(] een Last Seen vy Created

I D 18-19 ... 2023-08-19.. 2023-08-19 ...

I D 15-16 ...  2023-06-08 .. 2023-05-16 ...

2023-12-08 15:54 (UTC)
2023-11-28 17:25 (UTC)
Manual

src.ip and/or dst.ip

Updated Sensor Id Account Status
2023-08-19 .. Active
2023-06-08 ... chf10 Active

01 May 2024 version 2024.4.0

» New functionality on page 47

o Global search on page 47

« Sensor lookup on page 48

» Modbus events on page 48
e Otherimprovements on page 49
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New functionality

Global search

A new Global Search function was added to the navigation banner allowing you to search FortiNDR Cloud with a text
string, IP address or domain. You can enter multiple IPs and domains separated by a comma or space.

(7> FOrtiNDR Cloud [UAT| Dsshboard  Detetions Investigations  Reports 9:41:53 UTC

A > Default Dashboard - Y M\ +

The search results are organized by Detections, Investigations, Search Tmeline and Entity Lookup. Global Search does
not support searching Rules at this time.

Detections 7 address

No detections found for the IP

Investigations neme, description and comments

No investigations found.

Search Timeling auery contents or comments

No queries found.

Entity Lookup s and bomains found from search string

Entity Type Count First Seen Last Seen
8888 P 25662 2023-05-08 17:44 (UTC) 2024-04-30 16:59 (UTC)
1119 P 3133413 2023-05-08 17:45 (UTC) 2024-04-30 17:01 (UTC)

You can configure how the results are displayed by clicking the menu next to the search field. You can show or hide a
category, limit the number of results, or arrange the order they appear in the page.

) FOrtiNDR Cloud [UAT oostoa beecions  estatons  repors )5456UTC TonyC Amla-Forinet+ B3+ @ « B

Configure Global Search
Include Name

Detections

IP Address
Investigations

Name, description and comments
Search Timeline

Query contents and comments
Entities

IP or Domain

Gancel m

You can also access Global Search when you right-click a scr IP.
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A > Search

Search

~
v

Search

~

2023-06-0122:20 - 2023-06-08 22:20 v Sortbytimestamp ~ Descending v Retrieve up to 100 v Rows [ Enable Facets ® m

event_type = 'flow'

Showing all 100 events, ordered by timestamp descending Q v~ mv ¥ csv
timestamp v type " src src.ip src.port src.internal src.asn src.asn.asn_org src.asn.isp
2023-06-08 22:09:54 Z FLOW N 2:56399 10.81.1.252 56399 True
202306-08 2200:54 7 FLOW @& @ searchEvents > 56186 True
2023-06-08 22:00:54 7 FLOW a @ Tergeted Search > 50162 True
2023-06-08 22:09:54 Z FLOW a O AND sre.port=56399 1 59190 True
2023-06-08 22:09:54 Z FLOW a © GROUPBYsrcip 1 59174 True
2023-06-08 22:09:54 Z FLOW &« & GROUPBY src.port 56112 True
2023-06-08 22:09:54 Z FLOW a* 4 Create Annotation 35764 True
2023-06-08 22:09:54 Z FLOW &« @ Entity Lookup 1 57332 True
202306-08 22.00:54 7 FLOW & W 44103 True
2023-06-08 22:09:54 Z FLOW a 1 43196 True

2] Copy to Clipboard

Sensor lookup

A new search function was added to the Sensors page allowing you to search the page by Sensor ID, Labels and
Location.

A > Sensors

Sensors for

1 Sensor | v - s Telemetry Dvisible Devices Actions v m- ¥ csv

SENSOR ID A STATUS ® VERSION LABELS LOCATION EPS (7 DAY AVERAGE) BITS/S (7 DAY AVERAGE) TYPE

c Provisioning Unknown H HHH n n New York, New York, USA  0EPS 0b/s

Modbus events

You can now query Modbus events in an investigation.
Total Queries: 1 Completed: 1 Running: 0 Queued: 0 [] Hide Notes | All Queries ~

Q

modbus :dst.annotations.roles

modbus :dst.annotations. tags
ip modbus :dst.asn.asn No Results 2023-11-13 06:53 (UTC) to 2023-11-20 06:53 (UTC) By: Ashok Raghunayakula 0 Events =-
modbus :dst.asn.asn_org
modbus :dst.asn.isp
modbus :dst.asn.org X
Add a Ne=: podbus :dst.geo.city
modbus :dst.geo.country

pane modbus :dst.geo.subdivision
modbus :dst.internal * Select Saved Query
modbus :dst.ip
Query: == modbus:dst.ip.S$tag
modbus @
Actions v Sortby timestamp ~ Descending v Last 7 Days v Retrieve up to 100 ~ rows [] EnableFacets ® Cancel

FortiNDR Cloud 2024 Release Notes
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Other improvements

« You can now open and close the date picker by clicking the date-range button. The date picker is responsive so the
dates are visible regardless of its position on the screen.

» The subscription serial number is displayed in the My Profile page. If the serial number is not displayed, you will see
a tooltip informing you the SN is available from your account representative. You can also update the serial number
in the Update account dialog.

« Abanneris displayed when your account is set to expire in less than 90 days.

10 April 2024 version 2024.3.1

» Improved functionality on page 49
« Detections table on page 49

Improved functionality

Detections table

A new Created by column was added to the Detections table.

27 March 2024 version 2024.3.0

« New Functionality on page 49
o Edit subnets on page 49
» Mandatory SSO on page 50
« Improved Functionality on page 51
« User management on page 51
e Run a private query on page 52
« Export sensor information on page 53

New Functionality

Edit subnets

You now have the ability to add and edit subnets. Go to Account Management > Subnets and click Add Subnet.

FortiNDR Cloud 2024 Release Notes
Fortinet Inc.



Version history

RED: [DiSABEED] CODE LAST LOGIN: 20 58:13 T USERS: 63 S 20

MANAGE INTERNAL SUBNET LIST ‘

A Description External Actions

Configure the subnet and click Add Subnet.

Add a Subnet

Subnet

Description

O External Cancel D Add Subnet

After the subnet is added, you can edit or delete the subnet from the menu in the Actions column.

REQUIRED: [[BigABIEBJ] CODE: LASTLOGIN: 2024 3 UUID: USERS: 3 sensors: 20
MANAGE INTERNAL SUBNET LIST ‘

4 Description External Actions

No

No

No

No

Mandatory SSO

You can now require all users to log in with SSO. Go to Account Management > Settings. When SAML SSO is enabled
the Require SSO Logging disable login with username/password) option is displayed. For more information, see
Settings (Account Management) > SAML SSO > Mandatory SSO in the FortiNDR Cloud User Guide.

FortiNDR Cloud 2024 Release Notes
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ement > Fortinet

' DISABLED CODE

SAML SSO
SAML Single Sign-on (SS0) initial setup

+) Update SAML Config W Disable SAML Settings

‘ Require SSO Login (disable login with username/password)

B silling PCAP ENCRYPTION KEYS

When mandatory SSO is enabled, API Only is selected by default when you create a new user.

Create New User

Email (
First name (
Last name [
Assign role [p—

APIOnly

The Edit User and Email Password Reset options are also disabled in the Users page and the user details pane when
mandatory SSO is enabled.

DISABIED] CODE LAST LOGIN
:'\ Users ENABLED PORTAL USERS

B subnets
|
Last Login Created Updated Accepted TOU | Actions

2024-03-2518:3416  2019-10-22 16:34:46 20240314 22:18:07 2019-10-23 17:56:24‘ =-

v
£ settings
% Billing

2016-03-30 16:35:31 2019-04-09 21:06:54
2023-04-2018:41:51  2023-01-13 21:31:45 2023-01-13 21:31:45 b Move User
2021-01-1220:58:34 | 2016-03-30 16:35:33 2016-04-08 22:55:53
2024-03-2518:58:11  2020-10-20 00:31:13 2023-10-19 08:20:40 [E Disable MFA

2024-01-2423:29:56 | 2023-08-2922:2528  2023-08292225:28 | %, pisable User

O
[}
O
O
O
O
[m]
O

2024-03-2118:29:56 = 2023-04-13 05:38:22 2024-03-21 19:21:33 2023-04-13 05:38:42| =

Improved Functionality

User management

You can now assign or remove roles in bulk from the User Management page. Go to Account Management > Users and
select the users you want to assign roles to.
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| DISABLED CODE:

ENABLED PORTAL USERS

REQUIRED: [[DISABIEB] CODE

ENABLED PORTAL USERS

3 Selected

Move Users
Enable Users

N Di
% Billing
Assign Role

analyst
Revoke Role

araghunay...

202403-2518:34:16

2023-04-20 18:41:51

Last Login
2024032518:34:16

2023-04-20 18:41:51
2021-01-12 20:58:34

2024-03-2518:58:11

2019-10-22 16:34:46

2016-03-30 16:35:31

2023-01-13 21:31:45

Created

2019-10-22 16:34:46
2016-03-30 16:35:31
20230113 21:31:45
2016-03-30 16:35:33

2020-10-20 00:31:13

202403-1422:18:07

2019-04-09 21:06:54

202301-1321:31:45

2024-03-14 22:18:07

2019-04-09 21:06:54

202301-13 21:31:45

2016-04-08 22:55:53

2023-10-19 08:20:40

2019-10-23 17:56:24|

1970-01-01 00:00:00;

2023-01-20 20:15:20;

2019-10-23 17:56:24]

1970-01-01 00:00:00;

2023-01-20 20:15:20;

1970-01-01 00:00:00

2020-10-20 00:32:42

Select an option from the list and the click Assign or Remove. If the user has access to more than one account, you will

see an On Account dropdown.

Assign role to 3 users

Role Please choose an option

On account

Select a role to see a description.

Run a private query

You can now add a query to an adhoc search. When you clone a query you will see a new Run a Private Query option at
the bottom of the dialog. This option is available anywhere the Add query to Investigation dialog appears. For

information, see Adding queries to an investigation.

FortiNDR Cloud 2024 Release Notes
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Add Query to Invnsllgallnn

Query Name:

Search Query

[ Lasts0Days ~ Sortby timastamp | Descending v

Retrieve up 1o 100 ~ Rows [ Fnable Facets (D

@ Create a New Investigation
id 1o Existing investigation
@ Run a Private Query

Choose Investigation

Bobby Sun - 2024-01-10 20:55:29 (UTC) (Most Recent) (current)

Cancel

Export sensor information

The Management IP column was added to he Sensor CSV export. If the there is no Management IP to display the cell is
blank.

d UAT
0 126% v @ &
. 1 hape  Media
oo .
| irocessor_name status. "_core_count _wersion _version  status.updated status.type interfaces admin prov_status type events. _raw L
0 2024-02-26T19:09:10.2832 decommissioned 0 0 [
(eon(R) CPU E5-2630 v3 @ 2.40GHz 16| 4.0.0-dev (rev 49) 4.1.1-0516 2024-01-22712:45:39.4302 | ESXi decommissioned | ESXi 0 0
o 2024-02-28T00:25:38.2802 decommissioned 0 0
o 2024-02-28T00:29:37.2682 decommissioned 0 o
0 2024-02-28T00:37:49.4772 decommissioned 0 0
o 2022-11-23T22:14:50.3732 provisioning (] ]
o 2022-12-01T19:52:26.084Z provisioning ] 0
<eon(R) CPU E5-2630 v3 @ 2.40GHz 16 4.0.0-dev (rev 49) 4.1.1-0516 2022-12-02T16:56:18.365Z | ESXi provisioning ESXi ] 0
o 2022-12-09T19:23:05.988Z provisioning 0 0
0 2022-12-12T22:06:51 4962 pravisioning 0 0
o 2022-12-12723:39:54.7582 provisioning ] 0
o 2022-12-13T00:38:45.045Z provisioning ] 0

13 March 2024 version 2024.2.1

o Improved Functionality
e Sensors
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Improved Functionality

Sensors

o Alink to the Sensors topic in the FortiNDR Cloud User Guide was added to the Status column header in the Sensors
page. This topic contains a description of each status.

o The Sensor History table in the Sensor detail page is hidden when there are no records to display.

29 February 2024 version 2024.2.0

« New Functionality

e Sensors page

« Sensor history

» FortiGate integration
» Improved Functionality

» Status definitions

e Otherimprovements
» Discontinued Functionality

» Enabled column

New Functionality

Sensors page

The Sensors page now displays a No sensors to display message when there are no sensors.

> Sensors
Sensors for

0 Sensors out of 10 max

No sensors to display

A new Decommissioned status was added. You can use this status to filter the page. The Decommissioned (legacy)
status indicates a sensor that was previously disabled.

Ay
‘?' In previous versions of FortiNDR Cloud a sensor with a status of Disabled could come back
- online and send data. A sensor with a status of Decommissioned will not send data.
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> Sensors

Sensors for GigaSMART Soak Test

12 Sensors out of 500 max A\ IELZTEE TN 1

‘m”' l =y Additional Filters DAY AVERAGE) BITS/S (7 DAY AVERAGE) TYPE I ‘

Status ©

9550591 online Unknown e 1.283 Mb/s ESXi

gss0619 online Unknown L /s Zscaler
Al
gssuﬁZO online Unknown / Zscaler
— No Filters

9559621 online Unknown Docorringloned > /s Zscaler

9390622 online Decommissioned (auto) ¢ /s Zscaler
Decommissioned (legacy)

gsso685 online 2. i >s 1.283 Mb/s ESXi
Offline

gsso0840 online I 1.532 Mb/s ESXi

Online

gss0865 online Pravalioning s 12.049 Kb/s Large (4th Gen)
0550920 online hadown 3 9.096 Kb/s
gss0932 online 2 1879 Kbis
gss0935 1713 Kb/s

gss0936 2.0 0EPS 414318 Kb/s Small (4th Gen)

Sensor history

A new Sensor History table was added to the Sensors details page. This table shows the actions performed, the user
who performed them as well as any comments from the user. The table is sorted in descending order by timestamp. A
message appears if there is no history to display.

> gusoBd7

[

Interfaces

ens192 ens224

mgmt

% I P

ob/s Ob/s

Hardware Software

[ Intel(R) Xeon(R) CPU E5-2630 v3 @ 2 40GHZ Operation System:  Debian GNU/Linux 10 (buster)
Number of Cores: ZEEK Version: 5010

Total Memory: 1563868 Suricata Version: 6.0.12 RELEASE

Total Disk Space: 67.944GB Sensor Version: 1120

Sensor History

34 record(s), sorted by Timestamp descending

Timestamp
-01-27T13:02:01.9989

2024-01-27T12:55:48 6425312
2024.01-27T02:07:50.7829042

2024-01-27T01:46:45.553064Z

The table supports filtering. However, you cannot sort the Timestamp column in ascending order and you cannot fix the
columns.
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> gssodd]
nieiaces

ens192 ens224

mgmt

D |

ob/s ob/s

Hardware Software

Processor(s): Intel(R) Xeon(R) CPU E5-2630 v3 @ 2 40GHz Operation System:  Debian GNU/Linux 10 (buster)

Number of Cores: 8 ZEEK Version: 50.10
‘Total Memory: 15.638GB ‘Suricata Version: 6.0.12 RELEASE

Total Disk Space: 67.944GB Sensor Version:

Sensor History

34 record(s), sorted by Timestamp descending

Timestamp
2024-0127T13:0201 9989632 pause Show All Columns
202401-27T12:56:07.13' resume [Hide All Columns

2024-01-27T12:55:48.642531Z pause
Timestamp

24-01-27T02:07:60.7829042 resume
Action

2024-01-27T01.46:45.553064Z pause

2024-01-27T01:28:18. 2 resume

2024-01-27T01:00:23.969226Z pause User Name

resume User LUID

]
=
[ User Account Name
]
]
=

FortiGate integration

A new FortiGate via FortiManager module was added to the Modules page. To add the integration, click the Configure
button and then enter your username, password and URL.

A > Account Management

Integration Module

B Metastream »  CrowdStrike Falcon EDR
 Modules n ht EDR integration delivers Network to Endpoint visibilit
’ wreats and adversary activity with endpoint context 1o investigate,
hunt, a 4 quickly.
& Enable
>  proofpoint TAP
Inte 1 for Proafpoint. It provides deeper context and integrates
seam ud
&) Enable
A ThreatConnect 4l Recorded Future Connect
nteilig eds integration for ThreatCannect, ! provides ontext and gence feeds integration for Recorded Future. I provides deeper context and
egrates seamiessly with FortiNOR Cloud 5 seamiessly with FortiN
& Enable & Enable
FortiEDR = FortiGate via FortiManager
/on with the FortiGate NGFW, analysts using FortiNDR Cloud can

& Configure & Dissble
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You can view the data collected by the integration and perform FortiGate actions in the Entity Panel when you click on an
IP in the portal.

A > Investigations > AR FortiManager Integration > Results 10.43.70.13%

Q Summary

Connections from O internal devices yesterday @

Investigation Results | AR FortiManager Integration |

event_type = 'flow’ and uuld =
First seen: N/A
Actions v 2024-02-04 0000 (UTC) - 2024-02-06 23 59 (UTC) Lastssen: N/A
Annotations.
Showing all 1 event, ordered by timestamp descending Q ¥+ @~ % csv Addan Annotation | Manage Annotations
timestamp vl dm B w @ e type intel source
20240205 1346342 & - FLOW Zoek
= FortiManager »
@l 1 device found

Ea WHOIS »
Updated: 19950601 00:00:00 UTC

Fiher Results by Date

[E) 2024-02-08 - 2024-02-06 ~

Improved Functionality

Status definitions

You can now click the help icon to view a status definition. The link redirects you to the Sensors topic in the User Guide.

A > Sensors > chft

Sensors for

chf1 € rrovisioning

20230717 18:10:23 Oeps 0b/s
I Status
@ Connection Status
M Telemetry
© settings Serial Number: Unknown
Management IP: Unknown
Hardware Software
Processor(s): Operation System:
Number of Cores: o BRO Version:
Total Memory: 0Bytes Suricata Version:
Total Disk Space: 0Bytes Sensor Version: Unknown

Other improvements

» The Entity Panel remains open when you perform an action such as creating a filter.
o The Status definitions have been added to the User Guide. See the Sensors topic in the User Guide.
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Discontinued Functionality

Enabled column

The Enabled column has been removed from the Sensors page.

» Sensors

Sensors for GigaSMART Soak Test

401 Sensors out of 500 max [ v - ) b veeneey | Qvsvieoesces | acion - ] @ ]

: SENSOR ID [ITA“ VERSION. LOCATION [EPS (7 DAY AVERAGE) BITS/S (7 DAY AVERAGE) TYPE |

gsso333 offline version2 Tracy A ot . T
gss0355 provisioning Unknown -
gss0368 provisioning Uninown

gsso0378 pre o Unknown

gsso0388 provisioning Unknown

gss0406 provisioning Uniknown

gsso0442 provisioning

gssod444 provisioning

gsso0453 provisioning

gsso458

gsso461 provisioning

gsso467 provisioning Unknown

gsso468 oniy Unknowr

By default, the table is filtered by any status that is not Decommissioned. The default status filter (any status other than
decommissioned) is the equivalent of the previous Enabled value.

> Sensors

Sensors for GigaSMART Soak Test

401 Sensors out o 500 max [l ey [ e oo e v |

 sENsORID [ STATUS VERSION Addmosal Fiers DAY AVERAGE) BITS/S (7 DAY AVERAGE) TvPE |

gsso355 provisioning Unknown !
Al
gss0368 provisioning Unknown

No Filters

gsso378 provisioning Unknown Decommissioned

Decommissioned (auto)

gsso388 provisioning Unknown

Oooao

Decommissioned (legacy)
gs50406 provisioning Unknown

)

Offline
gsso442 provisioning Unknown

Il

Online

al

gssod44 provisioning Unknown

Provisioning

al

Shutdown

gss0453 provisioning Unknown I,
gsso458 & provisioning Unknown

gss0461 provisioning

gss0467 provioning

gsso468
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14 February 2024 version 2024.1.1

FortiNDR Cloud includes bug fixes, but no new features. See Resolved issues on page 65.

31 January 2024 Version 2024.1.0

o Improved functionality
» Account management
» Sensor table

o Password enforcement

Improved functionality

Account management

You are now able to move, enable, and disable multiple users at once in the Account Management > Users page. Simply
select the users (or select all) and choose a bulk action from the menu. When you click Confirm, the bulk action status
dialog appears as well as a message with the results. If you attempt to perform a bulk action on your own user account,

the action will fail.

ENABLED PORTAL USERS

5 Selected

First Name. Status. Last Name wuip
df0bf1b8-3531-4196-b460-9e 2101942071
b91024c3-6154-4391-8293-937€19281274
90151383-91a9-4709-8d77-620fe39cesd
001487d4-h7e4-4820-9aB7-00bb74e915de  2024-01

22bdade]-s4b0-4ca5-81ed-a76ead3cBI17 20

22bdadel-e4b0-4ca5-81e3-a76ead3cBI17 2023-10-3117:
001487d4-b7e4-482b-9a87-00bb74e915de | 2024-01-24 20:
90151383-91a9-47e9-8d77-620fe39ceBd1
b91024c3-6f54-4391-8293-937¢19281274

df0bf1b8-3531-4196-b469-9e2fe1942071
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2023-10-2521:5224  2024-01-24 182632

2023-09-28 20:26:32

2023-08-25 21:36:48

2023-10-24 21:59:50

Filters

N Filters

No Filters

Reset Default Filters
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Sensor table

The sensor table has been updated to behave like the other tables in FortiNDR Cloud. The Location column now
displays an empty cell when the location is unknown. The 7 Day Average Throughput column as been split into two
columns: EPS (7 Day average) and BITS/S (7 Day average). This allows you to sort each column individually.

339 Sensors 7= | Svbiabeices o~ ] @~ ]

SENSOR D EPS (7 DAY AVERAGE) Tomseoowaea. e

B

gss0333

ftest testiest ) EPS ob/s QEMU/KVM

Password enforcement

The application will notify you when your password is about to expire. You can click the link in the dialog to open the reset
password page. After you change a password, it will expire in 180 days. Passwords must be at least eight characters
long.

ClearMyDetaut & @ + [@

External DNS Destinations Password Expiring Today

Pilease click here to change the password.
I

If you attempt to log in after your password has expired, you will be prompted to create a new password.

@

Your password has expired,
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New detection rules and observations

New detection rules and observations

This page lists the new detections rules and observations in FortiNDR Cloud. New rules are created every month;
however, it possible that a rule is created in a category that already exists.

2024.11.0

Primary ATT&CK Name ATR Category

Application Layer Protocol Attack:Command and Control > HTTP(S) Beaconing
Exploit Public-Facing Attack:Exploitation > Exploit Public-facing Application
Application

2024.10.0

Application Layer Protocol Attack:Command and Control > Connectivity Check

DNS Attack:Command and Control > DNS Tunneling

Ingress Tool Transfer Attack:Installation > Remote File Copy from External

LLMNR/NBT-NS Poisoning Posture:Anomalous Activity

and SMB Relay

Remote Access Software Posture:Potentially Unauthorized Software or Device > Remote Admin Tools
Symmetric Cryptography Attack:Command and Control > Other Protocol

2024.9.0

Primary ATT&CK Name ATR Category

Abuse Elevation Control Attack:Exploitation

Mechanism

Application Layer Protocol Attack:Command and Control > Web Shell

Exploit Public-Facing Attack:Exploitation > Exploit Public-facing Application
Application
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New detection rules and observations

Primary ATT&CK Name

ATR Category

Non-Application Layer
Protocol

Web Protocols

2024.8.0

Attack:Command and Control > Custom Protocol

Attack:Command and Control > HTTP(S) Beaconing

Primary ATT&CK Name

Application Layer Protocol

Domain Account

Domain Controller
Authentication

Exploit Public-Facing
Application

Exploitation for Client
Execution

Exploitation for Privilege
Escalation

Network Denial of Service

Non-Application Layer
Protocol

2024.5.0

ATR Category
Attack:Command and Control > Other Protocol
Attack:Discovery > Remote System Scanning

Attack:Miscellaneous

Attack:Exploitation > Exploit Public-facing Application

Attack:Exploitation

Attack:Miscellaneous

Attack:lmpact > Network DoS

Attack:Command and Control > Custom Protocol

Primary ATT&CK Name

Exploit Public-Facing
Application

Non-Application Layer
Protocol
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ATR Category

Attack: Command and Control > Other Protocol

Attack:Command and Control > Other Protocol
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New detection rules and observations

2024.4.0

Network Denial of Service Attack: Impact > Network DoS

Exploit Public-Facing Attack: Exploitation > Exploit Public-facing Application
Application

Network Denial of Service Attack: Impact > Network DoS

Network Denial of Service Posture: Anomalous Activity

Network Denial of Service Attack: Impact > Service DoS

Network Denial of Service Attack: Impact > Network DoS

2024.3.1

Primary ATT&CK Name ATR Category

Application Layer Protocol PUA:Adware

Command and Scripting Attack:Exploitation > Exploit Public-facing Application
Interpreter

Exfiltration Over Web Service  Attack:Exfiltration > C2 Server Upload

Exploit Public-Facing Attack:Exploitation > Exploit Public-facing Application
Application

Non-Application Layer Attack:Command and Control > Custom Protocol
Protocol

Web Protocols Attack:Command and Control > HTTP(S) Beaconing

2024.3.0

Primary ATT&CK Name ATR Category

Exploit Public-Facing Attack:Exploitation > Exploit Public-facing Application
Application

Non-Application Layer Posture:Potentially Unauthorized Software or Device
Protocol
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New detection rules and observations

2024.2.0

Primary ATT&CK Name
Web Protocols

Ingress Tool Transfer
Domain Groups

LLMNR/NBT-NS Poisoning
and SMB Relay

Exploitation for Client
Execution

Lateral Tool Transfer

Application Layer Protocol
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ATR Category

Attack:Command and Control > Web Shell
Attack:Installation > Remote File Copy from External
Attack:Discovery > Network Directory Scanning

Attack:Infection Vector > LLMNR/NBT-NS Poisoning

Attack:Exploitation

Attack:Installation > Remote File Copy from External

PUA:Spyware
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Resolved issues

Resolved issues

The following issues have been fixed in version 2024. To inquire about a particular bug, please contact Customer
Service & Support.

2024.11.0

Description

Fixed the CSV download of users in Account Management to honor the Account Access filter.

Resolved a UUID issue when updating an account.

2024.10.0

Description

Fixed the CSV download of users in Account Management to honor the Account Access filter.
Resolved a UUID issue when updating an account.

Fixedt he resizing in the Event Type field.

Resolved issues affecting PCAP tasks.

Fixed a Crowdstrike containment issue.

2024.9.0

Description

Fixed an issue where clicking Resolve deselected the items in a bulk action.
Sharing investigations in the EU portal no longer fails.

The legend in the detections Visualizer no longer overlaps with the data.
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Resolved issues

2024.8.1

Description
Three vulnerability bugs have been resolved.
Resolved an issue where the buttons on the Investigation Detail page were missing for some users.

Resolved an issue where certain columns were empty when viewing a query grouped by result.

2024.8.0

Description

Fixed a performance issue with the Search field in the Detection Triage Rules Page.
Fixed the Roles & Permissions page to display properly in Firefox.

The Notable Detection Rules widget is displayed when there are no rules as designed.
Fixed inconsistencies between menu names and the breadcrumb.

Resolved an issue where the Entity Panel was not loading the Summary panel.

Fixed the columns and rows to fit the Files dialog.

Fixed inconsistent title case for the Source Device list.

2024.7.0

Description

Fixed the MetaStream module.

No feedback was provided when a password reset failed.

The All Accounts option was sometimes missing in the Run on Accounts dialog.

Resolved a bug in the Default Dashboard. The Go back to dashboard link works as designed.
The sensor status updated timestamp is now visible on the sensor detail page.

Dashboards can be saved.

The count of visible devices had significant variations.

Fixed the security posture report query.

Fixed the New X.509 Certificates From VPS dashboard query.
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Resolved issues

Fixed the DCE/RPC Over Time dashboard query.

The correct IQL and Druid queries are used for the security report query Total Internal Hosts Serving TLSv1.1

2024.6.0

Description

Resolved an issue in the Detections List where the Resolution filter was missing Automatically Resolved.
Auto-closing characters in the IQL editor no longer disables the Search button.

Users can no longer disable themselves via the user details pane or with bulk actions.

The icons in the Entity Panel are no longer obscured by the scroll bar when viewed in Safari.

Disabled accounts no longer appear in the account list when you assign a role, move a user. or perform bulk actions.
Resolved an issue in Reports where users could not select dates older than the supported backlog.

The undo function has been fixed in the Add Query field in Investigations.

Fixed an error in the Hosts Potentially Running EOL Versions of Windows query.

The security posture report shows the correct IQL version of Total Hosts Using Remote Storage Services via SSL and
Total Hosts Using Remote Storage Services via HTTP.

Resolved an issue with the Users list where AP users could not be deleted.

Fixed a malformed URL and error message when logging in and out of FortiNDR Cloud from the Rules details page.

2024.5.0

Description

Account Management no longer displays two copies of an API token.
Fixed the example CSV file in the Manage Annotations page.
Fixed the All option in the Account dropdown menu.

Fixed the delete function in Modify Annotations in the Entity Panel.
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Resolved issues

2024.4.1

Description

The detection counts in the Mitre Attack dashboard widget match the Detections Table as intended.

When a user clicks a link in an email, they no longer land on the Dashboard after they log into the portal.

When searching the Detections Table with the device IP, the search box displays the IP after the page is refreshed.
Modifying the search in adhoc search results no longer clears the IQL query box.

The items in the notifications dropdown no longer blink.

2024.4.0

Description

Fixed the formatting in the Sensor detail page.

Clicking the Filehash indicators opens the Entity Panel as expected.

The Lifetime Events column in the Detections List no longer displays a Null value.
Fixed the Create button when creating a token.

Resolved an error message issue when resetting the password.

Resolved a navigation issue when creating a playbook.

Fixed the scroll bars in playbooks with a large number of queries.

2024.3.1

Description

Fixed the Isolate Device feature in the FortiEDR integration.
The filters in the Sensors list no longer persist when you pivot to an account that does not have any sensors.
Fixed a styling issue in Account Management that caused errors to overlap with the page content.

Resolved an error handing issue in the FortiManager integration configuration.
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Resolved issues

2024.3.0

Description

Power users can see the labels in the Sensors column in all accounts without Read/Write permissions.
Fixed a date picker issue where the start/end date does not update after resolving an error.

An SSO Account error page no longer appears when a page is refreshed.

Resolved an issue where all accounts displayed telemetry data in the Sensor page.

2024.2.1

Description

Refreshing the Account Management page no longer generates an error screen.

Resolved an issue where Observations dashboard was not recovering from a previous failed query.

The Account Management detail page no longer shows the wrong permissions.

Resolved all permission issues (such as Edit and Disable) in the Child Account tab in the Account Detail page.
Fixed issues with Admin permissions in the Subnet tab.

Fixed the permission in Settings tab.

Fixed the Admin permissions in the Device Tracking tab.

The Decommissioned status the sensor's details page now matches the status in the Sensors page .

2024.2.0

Description

Users with multiple accounts will see the Edit button for the accounts with Admin permissions.
Clicking an IP in the src column that has multiple annotations no longer opens the Entity Panel.
The error message styling has been improved to make it easier to read.

The Rule Name filter in the Detections table no longer disappears when the dropdown is closed.
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Resolved issues

2024.1.1

Description

GUI: Bulk Move is no longer available to Admins with one account .

GUI: Sensors list page no longer displays the Edit button to users with only a user role in an account.

GUI: The BITS/S (7 DAY AVERAGE) column on the Sensors list page no longer displays undefined/s units.

A scroll bar was added to the Update Account Dialog in the Parent Account dropdown.

Detections table does not show error if there are a large number of active rules.

Detail View: Resolved an issue where the description header was missing when switching pages in the Details view.

Resolved an issues where the investigation was not selected when clicking Add to existing investigation.

2024.1.0

Description

Account Management: The Account Management breadcrumb no longer appears as plain text when the user has
multiple admin roles.

Refreshing the Edit Rule page no longer takes you to the Rule Details page.
Resolved an issue where clicking the title in a Dashboard widget did not launch the Add query to Investigation dialog.

Investigations: When a user switches accounts after copying a URL in the Investigations page, the URL will redirect
back to the correct account as expected.

Sensors : Telemetry now displays the correct units in the Sensors page.
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