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FortiNDR Cloud release notes

This document provides information about FortiNDR Cloud releases.

FortiNDR Cloud is a SaaS network security monitoring platform designed to facilitate rapid detection,
investigations, and threat hunting within your environment. FortiNDR Cloud is designed to be scalable and to

remove the responsibilities of maintaining tooling from security analysts. For more information, see the FortiNDR
Cloud User Guide.
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https://docs.fortinet.com/document/fortindr-cloud/latest/user-guide/721384/
https://docs.fortinet.com/document/fortindr-cloud/latest/user-guide/721384/

Version history

10 December 2025 Version 25.4.a on page 9

05 November 2025 Version 25.4.0 on page 22
15 September 2025 Version 25.3.c on page 27
03 September 2025 Version 25.3.b on page 33
15 July 2025 Version 25.3.a on page 47
07 July 2025 Version 25.3.0 on page 48
26 June 2025 Version 25.2.c on page 49
21 May 2025 Version 25.2.b on page 60
08 May 2025 Version 25.2.a on page 64
30 April 2025 Version 25.2.0 on page 65
26 March 2025 Version 25.1.e on page 72
12 March 2026 Version 25.1.d on page 80
27 February 2025 Version 25.1.c on page 84
12 February 2025 Version 25.1.b on page 88
29 January 2025 Version 25.1.a on page 91

08 January 2025 Version 25.1.0 on page 97
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Version 25.4.a

Version 25.4.a

* New functionality
* Natural Language Queries
e FortiAl
* Device enrichment
e Gen Al Dashboard
¢ Improved functionality
e Entity panel
* Sensor metrics
e Sensors page
» Detections table
e Detection resolution comments
» Investigation results
e FortiNDR Essentials Solution Pack v1.0.1
¢ Otherimprovements
¢ Resolved issues on page 102

New functionality

Natural Language Queries

Natural Language (NL) Queries allow you to use simple statements for investigations and private searches as an
alternative to the Internal Query Language (IQL). You can start an NL query from the Investigations or Private
Search pages. Note: NL queries currently do not support all event types. For more information, see Natural
Language Queries.

To use an NL query in an investigation, click the Add Natural language Query button the investigations details
page.
>

MS_EDR | = |

Created by:

Total Queries: 1 [ Completed: 1 [ Running: 0 [ Queued: 0 [0 HideNotes | All Queries

© < Notes -202511-1417:19 (UTC) )

nvestigation Summary

Query - 20251114 17:19 (UTC)

ip - - 202511-13 00:00 (UTC) 0 2025-11-14 17:19 (UTC)
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Version 25.4.a

To use an NL query in Private Search, enable Natural Language Query at the top of the page.

B Last 7 Days v Sort by timestamp _ Retrieve up to Ruws Enable Facets @ Natural Language Query @

Insight Query Language Basics

Fiter by event type Add a clause
<event-type>:<field> <operator> <value>: dns:dst. <clause> <structural operator> <clause>: dns:dst.ip = 8.8.8.8 and dst.port = 53
Add an aggregation

<clause> group by <aggregation field>: dns:dst.ip = 8.8.8.8 and dst.port = 53 group by query.domain

For additional IQL learning resources, click here

Enter a query string such as Show me SSL events with weak ciphers in the search field and click Search or Add
Natural language Query depending on the page you are in.

ons > MS_EDR

3 EEN K33

Created by

Total Queries: 1 [ Completed: 1 [ Running:0 [ Queued: 0 [0 HideNotes | Al Queries

5 Notes -2025-11-14 17:19 (UTE)
Investigation Summary

 Query -2025-11-1417:19 (UTC)

ip = - 2025-11-13 00:00 (UTC) to 2025-11-14 17:19 (UTC) 981 Events

Add a New Natural Language Query

Natural Language Query: (®
Show me SSL events with weak clphers. @

The Explain button next to the query results displays how the system interpreted your request and the queries it
executed. You can copy this explanation and edit it to refine your queries. The Explain button is also available in
Private Search.

FortiNDR Cloud 25.4.a Release Notes 10
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Version 25.4.a

> > AR NL interpretation text

AR NL interpretation text n m

Created by

Total Queries: 2 [ Completed: 2  [[f] Running:0 [ Queued: 0 ! All Queries

Investigation Summary

View Results 2025-11-11 06:04 (UTC) 18 06:04 (UTC) By

View Results 202511-11 17:32 (UTC) to 2025-11-18 17:32 (UTC) By. Aggregations

Show me weak ciphers used in SSL and SSH

events between November 11, 2025

e S & -
17:32:00.633000Z. This query will searchin )

both SSL and SSH events, and will return

results from both event types. Limit results to

100 rows.

FortiAl

FortiAl in FortiNDR Cloud is Fortinet's generative Al assistant designed to accelerate threat investigation and
improve visibility into network activity. Integrated into the FortiNDR portal, FortiAl allows administrators to
interact in natural language and receive precise, context-aware insights about detections, understand which
threats and behaviors are being monitored, and generate detailed entity reports with historical context through
intuitive, conversational queries.

FortiAl requires a valid license and operates on a token-based entitlement system, where each query consumes
tokens based on complexity and response length.

Fortinet requires customers to optin to use FortAl features. Once enabled, administrators must assign roles to
specific users who need access to FortAl. If the organization has child accounts, FortAl must be enabled
individually for each child account.

For more information, see FortAl.
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Version 25.4.a

Default Dashboard v

® FortiAl x

High Risk Devices Detections By Severity Confidence: igh v Detections By MITRE Tactic Show me the latest ciicaldetections in my network.

Reconnaissance
‘The latest critical detaction in your

Initial Access

Execution

Persistence

Privilege Escalation

Lateral Movement
Collection  mmm—

Active Detections Assigned to me Command and Control - s
Exfiltration

s:1
N 2025-05-16 00:49:51, Last seer

NC I G
[ P g

mpact n: 2025.05-02 193016, Last see
0 detections assigned to you i

Attackcinfection Vector [l Attack:Exploitation o

Behavioral Observations Confidence: Al Notable Detections (3 total) Resolved Detections

Observation Title (5) 10/03-11/02  11/03-12/037 % Change ASyIGRAT Defaut Certificate 4 DEVICES
0

® NoEOR Salutions Installod Passible Brute Ratel C2 communication 1 DEVICES
@® HTTP C2 Simiarity (Natural Language Processing) 18

2 DEvicEs
@ FowTraffc Spike 6
@® DNS Request Spike 0

SS1 2 Banconing Similaritv 0
What can | do with FortiAl?  Show me the latest critical detections

oy
1108 1
8 Auto Resolved [ True Posi|
False Positive

Device enrichment

You can now enhance device identification using Device Enrichment. When configured, it retrieves hosthame
information from Windows Active Directory (AD) and DNS servers in the target network. Once enabled, the
enrichment process runs on the schedule defined in the enrichment settings.

After a cycle completes, the process schedules the next cycle based on the profile settings. If the current cycle
is still running when the next scheduled cycle is due, the system skips that cycle.

Only one sensor can be used for Device Enrichment per account. Device Enrichment requires sensors running
2.4.0 or higher.

USER ACTIVITY TIMEQUT

ut f there is no activity for the give

DEVICE ENRICHMENT CONFIGURATION
Con S settings for device enrichjent

Configure

CONTRACTED BANDWIDTH

‘Start Month

Once the profile is configured, it retrieves a list of devices and their names, performs DNS queries to resolve
corresponding IP addresses, and sends detailed information for each device, including its name, IP address,
operating system, and other attributes.

The fields related to the new newly added by Active Directory injection enrichment start with device
underscore.

FortiNDR Cloud 25.4.a Release Notes
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Version 25.4.a

e < null

[ dstdevice_data_timestamp

[ dstdevice_ hostnames.domain_..

E E

[ dstdevioe_hostnames.fadn

[ dstdevice_hostnames.name

[3
[ |

[ dstdevice hostnames.seconda

E E

[ dstdevice o5 name.with vers..

Column Profiles v

E E

i Creste New Profile

Zeek

[3
=

Zoek

dst
@
®
«®
@
3
®
«®
@
3
®
«®
@
3
®
«®
@
3
®
«®

Zeek

n>
Sensors for Sensor Test
c LocaTIoN cPu eps BT/
Onling 1128 Unknown 75% Oeps  53.205Kb/s

Connection Status Device Enrichment Status

Status: @ Online Last Run Time: 202! 6:53 (UTC)

Serial Number: LastUpload Time: 202 6:53 (UTC)

Management IP: Message: Done looking up AD information and found 23962/47984 computers are avallable; Done looking up DNS information for 17472

Last Updated: 20251209 16:53 (UTC) devices

Interfaces

Gen Al Dashboard

The Gen Al Dashboard provides a centralized view of generative Al usage within your organization, helping
analysts identify unauthorized activity, detect potential data exfiltration, investigate anomalies with full device
and detection context, and align Al activity with the organization's security policies.

The widgets consolidate all observation details from FortiNDR Cloud into a single view, giving analysts visibility
into Al usage across the organization. This unified perspective is useful for identifying patterns and anomalies
by turning raw observations into actionable insights, enabling faster, more informed investigations.

You can use the widgets in this dashboard to track which Al providers are accessed and by which devices and
identify large uploads and frequent connections that may indicate risky behavior.

The dashboard contains the following widgets:

FortiNDR Cloud 25.4.a Release Notes
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Version 25.4.a

Widget Description

No. of Connections to Gen Al  Tracks the number of connections and provider type for the last 14 days.
Providers The widget also identifies which generative Al is a General Assistant and a
Coding Assistant.

No. of Connections from Shows which IPs connect to which providers and the number of

Source connections to Al providers for the last 14 days. Click on the IP address to
open the Entity Panel. Hovering over the bar opens a tooltip that connects
to the Observation Details and Detection Context.

Large outbound traffic to Gen Displays size of large outbound transfers for the last 14 days. Click the IP to
Al open the Entity Panel. Hover over the lines in the chart to see details about
the upload.

Sum of Bytes Sent to Gen Al  Aggregates data volume per IP and provider for the last 14 days. The datais
sorted highest to lowest to identify top uploader IP address. Hovering over
the bar opens a tooltip that connects to the Observation Details and
Detection Context.

No. of Files Uploaded by Counts files sent to Al services for the last 14 days.

Source

Large outbound traffic Monitors connection frequency of large outbound connections. Hovering
sessions over the bar opens a tooltip that connects to the Observation Details and

Detection Context.

FortiNDR Cloud 25.4.a Release Notes
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Version 25.4.a

FortiNDR Cloud [UAT| Dashboard Detections Investigations  Reports | Q 19:06:51 UTC BobbyS SensorTest~ B3~ @ v %2+

Gen Al Dashboard ~ Seths MyDefauh & [ +

No. of Connections from Source (Last 14 days) Large outbound traffic to Gen Al (Last 14 days)

No. of Connections to Gen Al Providers (Last 7 days)

F ¢ <= B8 ¥ csv =] ¥ csv E € = B8 ¥ csv

General Assistant

200 400 600 800

o

Google ([ OpenAl Perplexity Deepl.

Sum of Bytes Sent to Gen Al (Last 14 days) No. of Files Uploaded by Source (Last 14 days) Large outbound traffic sessions (Last 14 days)

¥ csv = € <= B8 ¥ csv = ¢ < B8 ¥ csv

Perplexity

oM 1M 29M 38M 2 6

Google ([l Openal Perplexity DeepL Openal ([l GitHub DeepSeek

You can also create a custom dashboard based on the Gen Al widgets.

FortiNDR Cloud 25.4.a Release Notes
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+ Gen Al Observation

Large Outbound Data Transfer To Gen Al

Widget Header Large Upioads To Gen Al

Time Rangs Past 1 Week

Improved functionality

Entity panel

The Entity Panel now displays the history of actions performed on a device for CrowdStrike, EDR, and
FortiManager integrations. These actions include manual isolation, automatic isolation, and removal of isolation.
The list shows up to 50 of the most recent actions. Actions triggered by the Fortinet Automation Service appear
in the Fortinet Automation Service tab.

FortiNDR Cloud 25.4.a Release Notes
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>

Investigation Results | AR integrations testing | FortiEDR

' or - o Remove isolation in FortiEDR

Device Name DESKTOP-FINANCE
Status:

Last Logged:

os:

P

Events grouped by src.ip and dstip

Mac Addresses
@rie < Graph [ Hide Graph Version

State:

Showing top 35 src.ips and dstLips

Last Seen:
Event count

Investigate in FortiEDR (2

Sensors page

The Sensors page now includes a Features column that lists the enabled tools used to analyze network traffic
and detect anomalies, such as Suricata, PCAP or DPI.

# > Sensors

Sensors for

Showing 1 s (1 e srr) =

BITS/S (7 DAYS AVERAGE)

60.464 Kb/s

EsXi

i Pausing /s QEMU/KVM

A corresponding Features filter was also added to the page.

FortiNDR Cloud 25.4.a Release Notes
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# > Sensors

Sensors for

Shoug 15 sror 15 stvesrors) Ty

BITS/S (7 DAvS AVERAGE) Additional Filters
Status
Online 1.0 60.454 Kb/s Offline, Online, Pausing, Provisioning™

Type

% Pausing

Al

offiine

Offline
Pry——
Offline

Offiine

Sensor metrics

The Sensor Details page now displays the current CPU and memory usage for the sensor at the top of the page
and as a bar charts in the Hardware section. The usage values are color-coded:

e Greenifusageis 0-59%
* Yellow if usage exceeds 60%
e Red if usage exceeds 90%

A graph has been added to the Hardware section to track CPU and memory usage over the last 24 hours. You
can hover over the graph to view usage at a specific point in time. This graph was also added to a to the
Telemetry tab; to view it click CPU &Memory Usage.

' >

Sensors for Sensor Performance Test

Initializi { y ; poyres
nitlalizing 20240701 211802 Unknown Small (3rd Gen) 2.69% 29 2.333Gb/s

Connection Status

Stat Initializing

Serial Number:

Management IP:

Last Updated: 2025-11-21 17:10 (UTC)

Interfaces

enol enod ens1f0

o | e s P

3.467Gb/s 21.809 Kb/s
192.168.1.240

Hardware Software

Processor(s): Xeon(R) Silver 4110 CPU @ 2.10GHz Operating System: Debian GNU/Linux 12 (bookworm)
Number of Cores: ZEEK Version: 7051

Total Memory: 92 GB | 7.2 sed Suricata Version: 7.0.11 RELEASE

Total Disk Space: 437.15GB Sensor Version: 240

Current CPUUsage: @

2025-11-15 20:00 (UTC)
@ CPU:3441%
® Memory : 8.61%

FortiNDR Cloud 25.4.a Release Notes
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Version 25.4.a

Detections table

The filters in the Detections Table have been redesigned as a collapsible pane on the left side of the page. This
allows you to select all filters at once before applying them, reducing the number of page refreshes. To remove
all filters, simply click Clear All. This update was also applied to graph and timeline views of the table.

> > Detections Table

Detections Table

¥ Filters

Impacted Devices

20251124 - 202512:08

None

an

None

None

None

None

None

Detection Name

None

Clear Filter

Detection UUID.
7050046-6c04 452 2260
6304bd8d-850-49aB 96cs-..
12704b41-2110-4906 a65s-
196101b6-9205-4502.9054
10148418-b57b-4fc5bAS02.
6t
2529519-5196-420-9Ba7-

36630981 2694112581~

| essrsasc0e 4ea3ancs.
‘ 756202 d2-Jeaee.

05b0223d 6173 468d-a7ae-.

wisarmon
01w
046z
Toasz
046z
Toasz
1046z
Toasz
10462
to4sz
0463z
ryvers
toasz
046z
Toasz
046z
toasz
046z
Toasz
10462

10.4.637

.. | 104637

10.4.637

10.4.637

13 Detectors, 265 Devices from 5000 Detections (out of 6922 total Detections)

C38 £ (B

3Evens

Detection resolution comments

0 Indicators

0

0 Indicators

Ol

0 Indicators

20250529

20250620

20251105

2

202512

202512

2

20251105

20

20

2025105

202512

20

20251127

202571

20

rPPEPPPPERPRPRPPRPRPPRPRPRPRPRPRPDPEPRDEDD

20251130

We have also added the ability to update the resolution comment directly from the Actions menu.

> > Detections Table

Detections Table

¥ Filters

Impacted Devices

2025-11-21 -

2025-12-05

o .

ot

B

B

k-

B

Fortinet Test

Fortinet Test

Fortinet Test

Fortinet Test

Fortinet Test

Fortinet Test

Fortinet Test

Investigation results

14 Detectors, 272 Devices from 5000 Detections (out of 6856 total Detections)

(o QW « =] ¢]

Date Muted Mute Co... Resolved Comment

Test ABC 123

Initial resolution comment

Assignee

A new Sankey chart has been added to the investigation results and the Network Traffic Usage report. It is
available for aggregations where Group By includes two IP fields or when there are two dimensions and a
measure. The Sankey chart type appears only when there are 50 or fewer dimensions.

FortiNDR Cloud 25.4.a Release Notes
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Version 25.4.a

Showing top 5

«f Geaph  ®S Sankey ] vide Geaph

[ wide Table

192,168,200.12

130 13.962 MB

12.762 MB

1.066 MB
1.065 WB

1.064 M

FortiNDR Essentials Solution Pack v1.0.1

The FortiNDR Essentials Solution Pack version 1.0.1 contains connectors and playbooks for FortiGate and
Sentinel One.

- >

> Results

Investigation Results | FAS-FortiGate and FAS-SentinelOne

& Fortinet Automation Service
ip in ( )

Playbook List  Executed Playbooks

Available Playbooks (13)
Showing all 1 event, ordered by timestamp descending

o =]
timestamp type

* SentinelOne - (4)
observation_tide
O |asmizsnzeusz observation No EDR Solutions Installed

Get Agent Details from SentinelOne
Disconnect Agent via SentinelOne

Reconnect Agent via SentinelOne

Get Agent Details from SentinelOne (1)

FortiGate - (2)

> FortiClientEMS - (3)

> FortiDeceptor - (1)

> FortiEDR - (3)

FortiNDR Cloud 25.4.a Release Notes 20
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Version 25.4.a

LE

> Results
Investigation Results | FAS-FortiGate and FAS-SentinelOne
ipin (

& Fortinet Automation Service

Playbook List  Executed Playbooks

Showing all 1 event, ordered by timestamp descending

Available Playbooks (13)

> SentinelOne - (4)
[e] 202511-2301:29:43Z observation

No EDR Solutions Installed v FortiGate- (2)

Block IP address on Fortigate

Unblock IP address on Fortigate

Other improvements

* You can now download the data in the Behavioral Observations page as a CSV file.
» The Client Secret is masked when you configure an integration.

« Updated Security Posture queries to include checks for outdated web browsers and end-of-life operating
systems.

FortiNDR Cloud 25.4.a Release Notes 21
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Version 25.4.0

Version 25.4.0

New functionality

» Fortinet Automation Service
Improved functionality

» Default dashboard

e Detection device timeline

» Event fields
¢ Other improvements
Resolved issues on page 102

New functionality

Fortinet Automation Service

The Fortinet Automation Service integration streamlines and automates security operations within FortiNDR
Cloud. This service enables security teams to execute predefined playbooks that perform specific actions
based on connector configurations and conditional logic. A playbook can range from a simple APl call to a
complex, multi-step process involving several queries. Users can trigger playbooks without needing to
understand the underlying logic, allowing them to focus on the intended outcome rather than the
implementation details. This service enhances operational efficiency by simplifying tasks such as isolating
devices, retrieving deployment network details, and executing other automated actions.

When the Fortinet Automation Service is provisioned, the FNDR Essentials Solution Pack is installed
automatically. This service pack contains both connectors and playbooks. To configure and install the related
connectors and agents go to Account Management > Modules and click Configure.

For more information, see Fortinet Automation Service.

A > Account Management >

sTaTUS: (JENRBIEBN MFAREQUIRED: [[BISABIEBJ CODE SUBSCRIPTION SERIAL NUMBER: LAST LOGIN: 2025-10-30 18:03:08 USERS: 16 ACTIVE SENSORS: 3

UUID:

;" Users

Integration Module
.‘_] Subnets |

# Modules
&> Fortinet Automation Service CONFIGURED
¢ Settings

The Security Automation Service gives SOC teams access to hundreds of integrations
and response actions, allowing analysts to streamline and automate incident
response.

& Configure % Disable

FortiNDR Cloud 25.4.a Release Notes 22
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Version 25.4.0

Improved functionality

Default dashboard

The default dashboard has been redesigned with a cleaner, more modern layout. The new design introduces
enhanced functionality and richer visualizations. This redesign is driven by a focus on analyst workflows and
risk-based prioritization. All dashboard widgets (both default and custom) now feature a refreshed look with
simplified styling for a more streamlined appearance. Widgets also load in a structured sequence, improving
visual consistency during page load.

Key improvements:

The Global Date Picker (located above the Detections by MITRE Tactic widget) applies a selected date
range to all dashboard widgets with a time range, updating them simultaneously regardless of their
individual time settings.

The new High-Risk Devices widget helps you quickly identify high-risk assets by displaying risk scores next
to device IPs and using color-coded crown icons for identified assets. Click a device IP to open the Entity
Panel.

The Detections by Severity widget helps you identify high-severity detections by grouping them by
confidence level on initial load, with an added dropdown menu to switch between severity levels or view all.
The Notable Detections widget highlights detectors with tags such as New or Spike to help quickly identify
emerging or unusual activity.

The Detections by MITRE Tactic and Resolved Detections widgets now features redesigned visualizations
for improved clarity.

FortiNDR Cloud 25.4.a Release Notes
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Default Dashboard v © 2Weeks Ago v 20251020 20251103 [fa

High Risk Devices Detections By Severity Confidence: Detections By MITRE Tactic MITRE Coverage Dashboard

L Reconnaissance

Optin

Possible Brute Ratel. Resource Development

Possible Havoc C2 Co.. Il A

Test muted Detector v Detect

Large Data Upload o s Execution
100 38

Crowdstrike Auto-Rem

Executable Download . Privilege Escalation

Large Data Upload

Cobalt Strike Payloa.

Sliver C2 Credential Access

Persistence

Defense Evasion

109 Discovery
Cobalt Strike Payloa. ..
Executable Download . Lateral Movement
Large Data Upload

Collection
Sliver C2

Active Detections Assigned to me T e C

Exitration |

1

Attack:Command and Control MODERATE

Impact

0

Behavioral Observations Confidence: Al Notable Detections (3 total) Resolved Detections

Observation Title (5) 10/05-10/19 10/20-11/03¥ % Change AsyncRAT Default Certificate 4 DEVICES o

EOEEL o 36l Possible Brute Ratel G2 communication 1 DEVICES
HTTP G2 Similarity (Natural Language Processing) 692
T suricata Rule 2 DEVICES

Flow Traffic Spike 100

(]
(]
@® DNSs Request Spike 200
-

.

SSL C2 Beaconing Similarity -80

4 0
2 \\f\_\ — 1022 1024 1026 1028 1080 1101
LY.V e W e v. S900 U W odiiy: « U A A /\ LA

10/05  10/08  10/11  10/14 1017  10/20  10/23  10/26  10/29  11/01 @B Auto Resolved

Detection device timeline

The Detection Device Timeline now features a cleaner design for improved readability. A new Detection Detail

button has been added to the tooltip, allowing you to quickly navigate to the detection details page for a
selected detector.

> Detections Device Timeline

Detections Device Timeline 5 Detectors, 271 Devices from 1122 Detections (out of 1432 total Detections)
Corelate detections and categories by last-seen device time, prioritizing by high-risk devices

TR N CETIRETIE - S - I A IR

wssssmssmssssanssssews  1est Share Rule
P:
Category: Attack:Infection Vector
I T—
Confidence: Low

First Seen: 2025-10-01 22:37:10 UTC
Last Seen: 2025-10-19 00:53:22 UTC
Status: Active

m“hﬂ Detection Context

You can now filter the timeline to show detections from a specific detector by clicking its name. Risk scores are
displayed next to the IP addresses, providing quick insight into the risk level of the detection.
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> Detections Device Timeline

Timeline 1 Detectors, 271 Devices from 284 Detections (out of 340 total Detections)

ategories by last-seen device time, prioritizing by high-risk devices

TR N EETIERETIE - R o I kE ICREE KN

A crown icon appears next to an IP to indicate Identified Assets within the timeline view. The crown's color is
determined by the priority level: High, Moderate, or Low.

LB
_ Risk Score: 10.0
Annotations:
application: finance
identified_assets: Low_Priority_Email_Client

AL AL AL LA TS ST S S AT E LSS AL

Event fields

IQL queries have been expanded to include the following events and fields:

¢« BACnet events:

» BACnet Device control :A BACnet device control event occurs when BACnet messages like Reinitialize-
Device or Device-Communication-Control are detected. These events log administrative actions that
affect device availability and behavior.

e BACnet Discovery: A BACnet discovery event is created when Who-Is/I-Am/Who-Has/I-Have
messages are observed, recording device/object identifiers and vendor information for rapid inventory.
This log focuses on unconfirmed services used for discovery.

e BACnet Property: A BACnet property event is created when Read-Property-Request, Read-Property-
ACK, or Write-Property-Request messages are observed, capturing object type, instance number,
property identifier, array index, and value. This log focuses on confirmed services used for reading and
writing properties.

e BACnet header: A BACnet header event is created when any BACnet/IP packet is seen; the log
captures header information for both APDU and NPDU messages. BACnet is a building
automation/control protocol used for device discovery, property access, and supervisory functions.

» Profinet: A profinet event is created by the use of PROFINET an Ethernet protocol for communication
between devices in industrial automation systems.

e SSH: SSH events now support the following fields:

» ssf_hassh: Adds support for identifying SSH clients and servers using network fingerprinting, helping to
detect and classify SSH traffic more accurately.

» ssh_hassh_server: Adds network fingerprinting to help detect and classify specific SSH server
implementations based on their behavior.

« community_id: This field was added to Suricata and Flow events. This field makes it easier to match
network connections across different tools to help streamline investigations and improve event correlation.

FortiNDR Cloud 25.4.a Release Notes
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Other improvements

Improved Entity Panel performance:

« We have improved the responsiveness of the Entity Panel. Individual sections now appear sooner, providing
faster visibility and a smoother user experience.

MITRE techniques:

» The following techniques were added: Compromise Infrastructure - Network Devices, Wi-Fi Networks,
Remote Access Tools - Remote Desktop Software, Modify Registry, Account Manipulation - Additional
Local or Domain Groups, Application Layer Protocol - Publish/Subscribe Protocols, Software Extensions -
IDE Extensions, Exfiltration Over Web Service - Exfiltration Over Webhook, Resource Hijacking - Compute
Hijacking, Resource Hijacking - Bandwidth Hijacking, and Hide Infrastructure.

Improved visual styling:

» We have refined the appearance of the Investigation Details page by applying distinct colors and italic
styling to improve clarity and visibility.

« Dropdown menus have been improved to accommodate sub-menus that to do not fit a broswer page. We
have all also improved the performance of the context menus.

FortiNDR Cloud 25.4.a Release Notes 26
Fortinet Inc.



Version 25.3.c

Version 25.3.c

e New functionality
* DPI Dashboards
* Improved functionality
¢ Reports
e Entity Panel
¢ Otherimprovements
Resolved issues on page 102

New functionality

DPI Dashboards

Three new dashboards have been added for Fortinet DPI:

e DPI - Threats
¢ DPI - AppCtrl
e DPI-OT

These dashboards are available from the Dashboard menu but will only display data when Fortinet DPI is
enabled on the Sensor Settings page. The dashboards display DPI events from either the past 24 hours or the
past 7 days, depending on the dashboard. The data can be refreshed at any time. You can view the dashboards
as a chart, pie chart, or table, and export the data as a CSV file. DPI dashboards are useful when starting an
investigation. For example, if an IP address is flagged in one of the dashboards, you can enter it in the Global
Search field or use it to create a query in Private Search.

FortiNDR Cloud 25.4.a Release Notes
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> FOrtiNDR Cloud @ pestios

f  DPI-Threats -

Top Threats (default 24H)

From 16:44 (UTC) - 20250910 16:44 (UTC)

Top 100 dpLalert_skgnetures

DPI - Threats

T g @ tcc R Fotnetcone B @~ &

sammwostsn 2 @ + @

Top IP (default 24H)

UTE) - 2025-09-10 16:44 (UTC)

10.10.251.250
172.30.136.31
172.3093.88

172.30.35.152

Other (7) Entries

The DPI - Threats dashboard displays detected threats and their corresponding counts. The dashboard
provides a summary of the most frequently detected threats and highlights the IP addresses that are triggering
the highest number of signatures. When an IP address triggers a large number of IPS signatures, it's a strong
indicator that the IP should be investigated further.

This dashboard contains three monitors:

Top Threats

Top IP

Botnet from internal

FortiNDR Cloud 25.4.a Release Notes

Fortinet Inc.

This monitor queries high-severity IDS alerts (severity level 4) detected by
DPI, where either the source or destination is internal. It excludes alerts
triggered by device tagged as Scan and Nessus and filters out two noisy
Apache-related signatures. The results are grouped by alert signature,
helping identify which threat signatures are most frequently triggered.

This monitor retrieves high-severity IDS alerts (severity level 4) detected by
DPI, where either the source or destination is internal. It excludes alerts
triggered by devices tagged as Scan or Nessus and filters out two noisy
Apache-related signatures. The results are grouped by source IP, helping
identify which internal hosts are generating the most IDS alerts.

This monitor identifies outbound botnet-related DPI alerts where the source
IP is internal. It groups the results by both the internal source IP and the
specific botnet signature that was triggered, helping pinpoint which internal
hosts are attempting to communicate with known botnets.
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Y DPI-Threats v

Top Threats (24H)

From 2025-09-15 19:13 (UTC) - 2025-09-16 19:13 (UTC) Fetched 2 days ago

Top 100 dpi_alert_signatures s

dpl_alert_signature

WordPress.HTTP.Path.Traversal

Remote.CMD.Shell

PHPUnit.Eval-stdin.PHP.Remote.Code. Execution

Bash.Function. Definitions.Remote.Code.Execution
Atlassian.Confluence.CVE-2021-26084.Remote. Code. Execution
SMTPRCPT.TO.Command. Injection
Apache.Struts.2.0GNL.Script.Injection

Other (93) Entries

DPI - AppCtrl

Top IP (24H)
From 2025-09-17 13:11 (UTC) - 202509-18 13:11 (UTC)

Top 15 sre.ips

sreip
172.30.24.12
172.30.93.80
172.30.35.154

172.30.136.30

Botnet from internal (7 days)

From 2025-09-11 13:11 (UTC) - 2025:09-18 13:11 (UTC)

Top 6 src.ips and dpi_alert_signatures

srcip
172.30.24.12 Supershell.Botnet
172.30.136.30 Virut.Botnet
10.10.251.250 Mirai.Botnet

172.30.1.14 CIG Circular

Set As My Default

Fetched 3 hours ago

Fetched 3 hours ago

o th +

¢ 1= £x

The DPI - AppCtrl dashboard displays detections of applications and protocols used by IP addresses, such as
DNS, HTTP, and other common services. This provides insight into the types and volume of traffic an IP address

is generating.

Top Application - Exclude
Popular (24H)

This monitor filters out common or expected traffic (such as DNS, ICMP,
ping, and browser activity) to highlight less typical application usage.

The results are grouped by application signature, helping identify less
common or potentially suspicious applications being used internally

Top Application - All (24H)

activity, offering a complete view of application traffic.
The results are grouped by application signature, allowing you to see which
applications are being detected across internal traffic, without the noise
from automated scanners. This helps focus on legitimate or potentially
suspicious application usage within the network.

A opi-appor -

Fortiguard Search
Loap

Kerberos

auic
SNMP_GetRequest
HTTRERO
Microsoft PG
Miceoseft Portal
sure

Other (91) Entries

FortiNDR Cloud 25.4.a Release Notes
Fortinet Inc.

Top Application - All (24H)

091 21:45 (UTC)

Ping.

HTTRBROWSER

Fortiguard Seareh

oAP.

Other (91) Entries

This monitor includes all detected application types, including browser

sanmpetatt 2 @ + @

2560585
1085676
630168

sis08

ass534
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DPI - OT

The DPI - OT dashboard provides visibility into OT (Operational Technology) protocols used in industrial control
systems. Any OT-related activity detected on the network will be tracked and displayed here. The dashboard
highlights specific OT protocols (such as Bacnet, Profinet, and DNP3) with MP3 being one of the more
commonly observed.

OT Protocol This monitor displays DPI alerts categorized as OT - Protocol, which relate
to industrial control system protocols, where either the source or
destination IP is internal. It excludes alerts triggered by device tagged as
Scan and Nessus.

The results are grouped by both the OT protocol signature and the source
IP, allowing you to:
e See which internal IPs are generating OT protocol traffic.
« Identify which specific OT protocols are being used or triggered by
each IP.
This helps in monitoring legitimate OT activity and detecting unusual or
unauthorized use of industrial protocols.

OT Threats This monitor displays DPI alerts categorized as OT - Threats, which indicate
suspicious or malicious activity targeting Operational Technology (OT)
systems. It filters for alerts where either the source or destination IP is
internal and excludes alerts triggered by device tagged as Scan and
Nessus.

The results are grouped by both the OT threat signature and the source IP,
allowing you to:

« Identify which internal IPs are involved in OT-related threat activity.

» See which specific OT threat types are being detected per IP.
This helps in monitoring and investigating potential compromises or
unauthorized access attempts within industrial environments.

SetAsMyDefault & [+

OT - Protocol (7 days) OT - Threats (7 days)

From 2025-09-04 21:45 (UTC) - 2025-09-11 21:45 (UTC) Fetched 4 minutes ago From 2025-09-04 21:45 (UTC) - 2025-09-11 21:45 (UTC) Fetched 4 minutes ago  Refresh

Top 46 dpi_alert_signatures and src.ips + Top 1 dpi_alert_signatures and src.ips s c - * csv

dpi_alert_signature sre.ip dpi_alert_signature src.ip count
BACnet_Read.Property.Multiple 172.30.232.252 Siemens.SIMATIC.S7.Scanner 3.148.72.26 6
BACnet_Complex.ACK 10.65.131.250

DF1_Set.Data.Table.Size 192.168.110.11

BACnet_Complex.ACK 10.65.8.51

BACnet_Complex.ACK 10.160.4.2

BACnet_Segment ACK 172.30.232.252

DF1_Set.Data.Table.Size 10.10.246.24

DF1_Set.Data.Table.Size 192.168.110.38

|IEC.60870.5.104_Exception.Invalid.Protocol = others

|IEC.60870.5.104_Exception.Invalid.Protocol = 192.168.110.32
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Improved functionality

Reports

We've updated the sensor_id filter in the FortiNDR Cloud Network Traffic Usage of a Sensor Report and
Detections list page to a dropdown menu that displays all sensors in the account. The dropdown is divided into
two groups: online sensors appear at the top, while other statuses are listed below. Retrieving the list of sensors
may take a few moments. During this time, a spinner will appear to indicate that the request is in progress.

> Reports

Reports

FortiNDR Cloud Network Security Posture Report

FortiNDR Cloud network sensors collected network traffic. Fortinet uses
the collected metadata to identify metrics and potential security risks
that are present in the environment. The findings are summarized below
and organized by their capacity for risk. Detailed metrics are provided for
each finding in their respective sections

This Report Includes

«+ Telnet Connections

« SSH Connections

+ Outdatec
+ Deprecated

+ Third Party

+ DNS Risk

+ SMTP Risk

+ Revoked User Accounts

m 2025-09-03 20:27 - 2025-09-10 20:27 ~

Report History

Entity panel

FortiNDR Cloud Network Traffic Usage Report

Analyze overall network traffic to help improve monitoring, anomaly
detection, and overall network visibility.
This Report Includes:

= Source IPs that have sent the most bytes in each day

= Destination IPs that have received the most bytes each day

= Top Talkers: combinations of source and destination IP addresses
that exchange the highest volume of traffic.

« Destination ports that have received the greatest amount of traffic by
day

» Top destination ports with no identified protocol by day and by bytes

2025-09-03 20:27 2025-09-10 20:27 ~

Report History

FortiNDR Cloud Network Traffic Usage of a Sensor Report

Analyze overall network traffic on an individual sensor to help improve
monitoring, anomaly detection, and overall network visibility.
This Report Includes:

« Top destination ports with no identified protocol by day and by bytes

+ Source IPs that have sent the most bytes in each day

« Destination IPs that have received the most bytes each day

+ Top Talkers: combinations of source and destination IP addresses
that exchange the highest volume of traffic

« Destination ports that have received the greatest amount of traffic by
day

sensor_id

[ 200

Report 14

The Detections tab in the Entity Panel now displays the Active detections within the time range. In previous
versions, it displayed detections triggered within the time range. In the detection details, we have replaced

Account with the Created date.

Note that this update does not apply to the Detections Table page.

FortiNDR Cloud 25.4.a Release Notes
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> Results

Investigation Results | NL Queries -Advanced - VD | Show me failed DNS queries from the IP address that generated the most ‘no domain found' responses in the last 7 days

Show me failed DNS queries from the IP s that generated the most ‘no domain found' res in the last 7 d [ 202508-11 06:02 - 2025-09-1006:02
-

B | oetections R witin the e range

100 detections
Showing all 100 events, ordered by timestamp descending
sreip
192.168.200.10:56263 W 192.168.200.10

™ timestamp
20250910 00:4842 7

» 8§

2026-09-00 10:34:42 2

»

192.168.200.1050523 Wy | 192.168.200.10

2025:09-09 103412 Z 192.168.200.1060523 W | 192.168.200.10

» »

2025-09-09 10:33:42 192.168.200.1060523 W | 192.168.200.10

20250909 1033122 192.168.200.10.60523 W | 192.168.200.10
20260909 10:32:42 2 192.168.200.10:60523 W | 192.168.200.10

202509-0910:32:12Z 192.168.200.10:60523 W | 192.168.200.10

LN N N

20250909 10:31:42 2 192.168.200.10:60523 W | 192.168.200.10

2025090 1031122 192.168.200.1060523 W | 192.168.200.10
20260909 1031122 192.168.200.1060523 W | 192.168.200.10
2025-09-09 08:50:53 Z 192.168.200.10:59641 W | 192.168.200.10

2026-09-09 08:50:53 Z

U3

192.168.200.10:59641 W | 192.168.200.10
2025-09-08 08:57.17 2 A 192.168.200.1054034 W | 192.168.200.10
08 08:56:47 7 A 192.168.200.1054034 W | 192.168.200.10
09-08 08:56:07 Z - 192.168.200.10

08 dns b 19 2.168.200.10

You can also choose the Date Range Type (Active Date, Creation Date, or Resolution Date) when selecting the
time range in the date picker. This update is applied to Entity Panel throughout the portal.

> Results

Investigation Results | NL Queries -Advanced - VD | Show me failed DNS queries from the IP address that generated the most ‘no domain found’ responses in the last 7 days ® Detections

Filter Results by Date

Show me failed DNS queries from the IP address that generated the most ‘no domain found” s [ 20250811 06:02 - 2025-09-10 08:02

20250811 06:02:30 wre) through 20250510 06:0230 wre)
Quick Ranges
Showing all 100 events, ordered by timestamp descending tag e « 08/2025 09/2025

[
202509-10 00:48:422

» »§

20250909 10:34422

20250909 1034122

»»

20250909 10:33:422

20250909 1033122
202640909 10:32.42 2 Date Range Type
Active Date
202540909 1032122

&
&«
&®
L

Acti
202540909 10:3142Z ctive Date

20250909 1031122

» »

» — Creation Date »
20250909 1031122 o “

202540909 08:50532
Resolution Date
2025409-09 08:5053 2 "

202540908 08:57172

» B D DD

Other improvements

« This release includes internal hardening updates to improve system security and resilience.
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Version 25.3.b

e New functionality on page 33
» Mutes and Excludes page on page 33
» Detections Device Timeline on page 35
* NetFlow events on page 39
» DPIlevents on page 40
« Improved functionality on page 41
e Impacted device filter on page 41
» Notification emails on page 41
» Single Event View on page 42
* Notable detections on page 43
» Sensor details on page 43
» Bulk subnetimports on page 44
» Annotations on page 44
» Shared dashboards on page 45
e Otherimprovements on page 45
* Investigation Summary field on page 45
» Data sources on page 45
* Network Security Posture Report on page 46
» Deprecated features
» Resolved issues on page 102

New functionality

Mutes and Excludes page

A new Mutes and Excludes page has been added to the main settings menu. This page summarizes all muted
and excluded devices, including device-level mutes for detectors. It contains three tabs: Mutes, Excludes and

Subnets.
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(> FortiNDR Cloud BB @ osshooars 0 petections @ Investigations

© 1847:40UTC 6
A > Mutes and Excludes

Mutes and Excludes

Mutes
4)

Adylkuzz Botnet HTTP Request MUTED

=0

CONFIDENCE:

LAST SEEN: 2025-06-04 22:56
(utc)

UPDATED: 2024-10-31 01:33

CATEGORY: Attack: Command and Control [C) TECHNIQUES: T1071  AUTHOR: Fortinet

Test muted Detector CCONFIDENCE:

MoD

LAST SEEN: 2025-08-29 18:07
(uTE)

UPDATED: 2025-07-18 16:21
uTo)

AUTHOR: Amelia - Fortinet .

Test =9

Y: Attack: Infection Vector

MUTED
=1

CONFIDENCE:

EN: 2025-08-29 15:53 UPDATED: 2025-03-26 17:16

uTe)

AUTHOR: Amelia - Fortinet ~

Attack: Infection Vector Test

test crosslink MUTED

=0 @ Light/Dark Mode

AATEAADV.  Attmales tnkantinn nntan

Mutes tab

The Mutes tab shows Muted Detectors (detectors that are muted); Muted Devices (Devices that have muted all
detectors); Muted Devices for Detectors(Devices that are muted for specific detectors); and Muted Detections
(The detection is muted or impacted device is muted for the whole account or for a specific detector).

You can use this table to add a muted device for the whole account, unmute or edit existing muted devices, add
or update a muted device for a specific detector.

% > Mutes and Excludes

Mutes and Excludes

Mutes
Muted (4)
Adylkuzz Botnet HTTP Request
CATI JRY: Attack: Command and Control

Test muted Detector CONFIDENGE:

JRY: Attack: Infection Vector MoD

CONFIDENCE:
JRY: Attack: Infection Vector

test crosslink

Attonle: Infantinn Vnntnr

Devies(s)

8888
1237
123.0/24
1234
9.87.6
67.89

17219.241.21

Excludes tab

SEEN: 2025-06-04 22:56

(TE)

LAST SEEN: 2025-08-27 05:35

wTe)

UPDATED: 2024-10-31 01:33
(uTC)

EN: 2025-08-27 20:34
(uTE)

(uTe)

ARATER: 2017 A4 18 20-E0 AITEY

Muted Date

202508-06 20:45.08 (UTC)
202508-06 20:44:20 (UTC)
20250806 20:21:07 (UTC)
202508-06 19:59:56 (UTC)
20250714 17:20:23 (UTC)
2025-07-14 17:20:13 (UTC)

2023-09-26 20:27:19 (UTC)

UPDATED: 2025-07-18 16:21

UPDATED: 2025-03-26 17:16

TECHNIQUES: T1071  AUTHOR: Fortinet

AUTHOR: Amelia - Fortinet
Test

MUTED:
o1

AUTHOR: Amelia - Fortinet
Test

MUTED:
=0

Add New Device/Range [l ¥ csv

This tab shows devices that are excluded at the account level, meaning no detections will be triggered for them.

It also includes disabled detectors.
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> Mutes and Excludes

Mutes and Excludes

Excludes

© Exclude New Device ¥ csv

(4)
Y Attack: Infection Vector v: - CONFIDENCE: AST SEEN: N/A  UPDATED: 2023-12-08 07:41 (UTC)  TECHNIQUES: T1201/T1213.001  AUTHOR: Fortinet
o O MUTED
Y. Attack: Infection Vector Y - CONFIDENCE: AST SEEN: N/A  UPDATED: 2023-12-07 22:28 (UTC)  TECHNIQUES: T1056/T1056.004 AUTHOR: Fortinet \ =0
O MUTED
Y. Miscellaneous Al Low CONFIDENCE: AST SEEN: N/A  UPDATED: 2018-03-30 17:18 (UTC)  AUTHOR: Fortinet \ =0

O MUTED
2Y: Attack: Infection Vector v: Bl  CONFIDENCE UPDATED: 2025-07-09 20:44 (UTC)  AUTHOR X 40

Subnets tab

This tab displays all internal subnets for the account. Detections will only be created when the impacted device
is within an internal subnet

A > Mutes and Excludes

Mutes and Excludes

Subnets

Default RFC 1918 subnet
Default RFC 1122 subnet
Default RFC 3927 subnet
Default RFC 1918 subnet

Rezatest

reza-external

Default RFC 1918 subnet

Default RFC 5771 subnet

Detections Device Timeline

We have added a new view called Detections Device Timeline to Detections. This view shows all detections
sorted by the device risk score.

FortiNDR Cloud 25.4.a Release Notes
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> > Detections Device Timeline

Detections Device Timeline 12 Detectors, 513 Devices from 2127 Detections

Impacted Devices ~ “ 2025-08-14 - 2025-08-28 v EEVLLE || nn Resolution Status Al m = n

ar2
Test Share Rule
ar 44

Executable Download Via Powershe. .

Test Share Rule

, prerere————————
Execuiabie Download Via Pawershe Y

ard4

Test Share Rule
ard4
Executable Download Via Powershe. . A et A 28,

(277 507

ar 44

Test Share Rule

Evecutable Downlosd Via Powersre... (D

ar2

Executable Download Via Powershe..
ar 44
Test Share Rule

ar2

Test Share Rule

ar2

K 8 3 K3 o o ; o e & T § 2
& & & & & & & & & & & i &

Attack:Infection Vector Attack:Exploitation Attack:Installation Attack:Command and Control Attack:Exfiliration (il Posture:Anomalous Activity Miscellaneous @ Resolved Detections

A solid background color in each bar on the chart represents a detection category, as indicated in the legend at
the bottom of the page. If a bar is striped, it means all detections within that range have been resolved. Note
that a single bar does not correspond to one detection; instead, it may represent multiple detections that
occurred within the same time range.

Hover over a bar in the chart to view details about the detection. You can also click the Detection Context
button to view the detections and observations related to this IP on the Detection Context page.
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> > Detections Device Timeline

Detections Device Timeline

Impacted Devices v

ar2
ar44

Executable Download Via

V77224

Test Share Rule

Test Shar

ar2

Executable Do Confidence: High

G

First Seen: 2025-08-01 0

Last Seen: 2025-08-13 0°

Status: Resolved

Resolution: Automatically Resolved
Date Resolved: 2025-08-20 07:23:39 UTC

Detection Context
First Seen: 2025-08-20 18:06:28 UTC

Last Seen: 2025-08-22 15:57:08 UTC

hare Rule Status: Active

ar44 Detection Context

Attack:Infection Vector

5 Detectors, 310 Devices from 1748 Detections (out of 2272 total Detections)

[ 2025-08-13 - 2025-08-27 v [RECAVY | nn Resolution Status Al

TR 2 IR N

Attack:Exploitation @ Resolved Detections

Hover over the line next to the IP label to view its risk score. Any annotations related to the IP will be displayed

here

ar 44

A LT h A LA IS TS AT I TSI TSI LTI TSI LI IT IS

Executable Download Via Powershe. .
ar2

Test Share Rule

Test Share Rule

ar2

ar 44

A A A AL A AT LA AL LA S AL AL LA A AL LA LA SIS AL AT S S AA AL LA LS AL LA SIS AA LSS A S L L AL A A AL LA S SIS AL AT TS AALL A AT S,

i
llllllIlllIllllIlllllllIlllIIllIIlllllllIlllIIllIllllIlllIlllIIlllllllIlllIllllllllllllllllllllll;;:

Executable Download Via Powershe..
R A A o o o o o A A o/ A o o o S o /A A S A o/ A A S

Left-click the IP label to open the Entity Panel.
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A>D > Detections Device Timeline

Detections Device Timeline

o R -~ AN s IR KX

Bl
Test Share Rule
ar 44

Executable Download Via Powershe...

Test Share Rule
Executable Download Via Power.

ar 44

Test Share Rule
ar 44

Executable Download Via Powershe..

ar 44
Test Share Rule
Executable Download Via Powershe...

ar2

ar 44
Executable Download Via Powershe...
Test Share Rule

ar2

Test Share Rule

ar2

Right-click the IP label to open the context menu.

> > Detections Device Timeline

Detections Device Timeline

pacted Devices v

aro | @ EntityLookup

Tast§l @ Investigate

ar44) [ Detection Context

Execl @ Guided Queries  2/She--.

A Copy to Clipboard
Test &

Executable Download Via Powershe...

ar 44

ar2

You can filter the view to hide detections that have no associated events during the selected time range. Use

5 Detectors, 310 Devices from 1477 Detections (out of 2127 total Detections)

Attack:Infection Vector (l) Attack:Exploiti

5 Detectors, 310 Devices from 1477 Detections (out of 2127 total Detections)

R - A o - =) KX

Q Summary

First seen: 2024-12-18 04:54:19 (UTC)
Last seen: 2025-08-22 15:57:08 (UTC)
Risk score: 10.0

Annotations:

Add an Annotation | Modify Annotations

NOT INS’

Updated: 2018-06-22 22:34:30 (UTC)

Filter Results by Date
2025-07-29 22:54 - 2025-08-28 22:54

9 Detections

H Ob:

ound

4 Accounts @

No Accounts Found

oftware @

Q_ search Events & Create PCAP

Q Summary

First seen: 2024-12-18 04:54:19 (UTC)
Last seen: 2025-08-22 15:57:08 (UTC)
Risk score: 10.0

Annotations:

Add an Annotation | Modify Annotations

NOT INSTALLED

Updated: 2018-06-22 22:34:30 (UTC)

Filter Results by Date
2025-07-29 22:54 - 2025-08-28 22:54

the toggles on the right side of the page to switch between the Detections Table and Detections Visualizer
views. Both views also support the Detections Device Timeline toggle.
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> > Detections Device Timeline

Detections Device Timeline 12 Detectors, 505 Devices from 2272 Detections

PR TRaTe v CEEEEEETEr - IR oo o [ =

Timeline View
Hide detections without events in the selected time

range

77774

k77

o » N 9 »
° i ) A D
& & & & &

Attack:Infection Vector Attack:Exploitation Attack:installation Attack:Command and Control Attack:Exfiltration (i} Posture:Anomalous Activity Miscellaneous @B Resolved Detections

The Detections Device Timeline is available as a dedicated dashboard widget. By default, it displays the top five
IPs with the highest risk scores from the past seven days. These settings are customizable.

< Detections Device Timeline Dashboard Name

Detetectio Device Timelin

X cancel
Test Share Rule B save ancel

ar 44
Share Rule
Test Share Rule

ar2
ar 44

Attack:Infection Vector Attack:Exploitation @B Resolved Detectionsg

NetFlow events

NetFlow event types are now supported in investigations. NetFlow traffic is processed using source and
destination objects. The Entity Panel continues to treat this traffic as sensor data. If incoming NetFlow matches
your sensor’s configuration, it will be displayed accordingly.

FortiNDR Cloud 25.4.a Release Notes
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A NetFlow annual subscription license is required for FortiNDR Cloud to ingest
third-party logs for anomaly detection.

Only NetFlow-based botnet detections are currently displayed. Detections for
spam, phishing, Tor, and proxy traffic are not available at this time. Additionally, an
I0C (Indicator of Compromise) risk score may not be shown for every IP address.

Events grouped b

Events

202508-27 07:00 (UTC) - 2025-08-27 08:00 (UTC)

Showing all 4802 events, ordered by timestamp descending

type

netflow
netflow
netflow
netflow
netflow
netflow
netflow
netflow
netflow
netflow
netflow
netflow

netflow

timestamp

2025-08-2700:52:34 2
2025-08-27 00:52:34 Z.
20250827 00:5233Z
2025-08-27 00:5233Z
2025-08-2700:52:332
2025-08-2700:52:33 2
20250827 00:52:33 2
20250827 00:5233 2
20250827 00:52:33Z
2025-08-2700:52:33 2
20250827 00:52:33 2
20250827 00:5233 2
20250827 00:52:33Z

5096 10.97 A0-E2-25 7

DPI events

D DD DD DDD»BDDD DD F

»

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

NETFLOW

Deep Packet Inspection (DPI) is now a supported event type. Unlike traditional stateful packet inspection, which
only analyzes packet headers (e.g., source/destination IP and port), DPl examines both the header and the
payload of each packet. This allows for deeper visibility into network traffic by inspecting a broader range of

metadata and content. DPI events provide enhanced context for threat detection and investigation by capturing

detailed packet-level data as it passes through network checkpoints.

DPI alerts classify network activity and threats into key categories. AppID identifies applications like DNS, P2P,
and social media. OT - Protocol detects operational technology protocols, while OT - Threats flags malicious
activity in OT environments. Botnet alerts track known botnets, and IDS covers intrusion detection signatures.
Information includes general alerts such as insecure SSL configurations.

ustomer_id

:dpi_alert_category

:dpi_app_category
:dpl_app_language

:d)
1dpi_i

_name

:dpi_app_technology
:dpi_app_vendor

dpi

string

- 20250531 17:08 (UTC) 10 2025-08-20 17:08 (UTC)  By: 100 Events

* Select Saved Query

Sortoy mestos T resiove o o [IREI e 1 crobcrocess @ conce

To enable DPI events, go to the sensor's Settings and select Fortinet DPI.
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> se > sentest209

Sensors for Sensor Test

c ED LOCATION
2025.04-16 17:12:41 Unknown

sentest209 Offine

General

Location: Unknown
Labels: N/A

Features

PCAP Enabled: [ ) ]

Packet Inspection Engine: M Suricata
8 Fortinet DPI

Improved functionality

Impacted device filter

We have replaced the Device IP search box with a new filter called Impacted Devices in the Detections Table,
Detections Visualizer and Detection Device Timeline. The IPs in the list are sorted by Risk Score. You can filter
IPs with the search box and select the devices you want to include in the view.

s> tions > Detections Table

Detections Table 12 Detectors, 505 Devices from 2269 Detections

EETE R K CECTERETI - KN - - X SR

Detection UUID ch by Devi Indicators. Last Seen (Created Current Assign Time

i

29671208-9123-43d1-b370-. 0 Indicators 202506-04 .. | 2025-06-04 23:07:06 Z 20260610 15:20:45 Z

7ed5428f-d065-4975-bbda- e 0 Indicators 20250529 .. | 2025-052917:3110Z 20250602 21:05:36

8dc5ad51-7192-4203-9f551. 0 Indicators 202505-29.. | 2025-052917:31:10Z 20250602 21:05:36 Z

©7959946-6094-452€-a260-.. 0 Indicators 20250529 .. | 2025-052917:31:10Z 20250602 21:05:35Z

0e58b713-3d16-dee1-bf1d- 0 Indicators 202508-27 .. | 2025-08-2717:5048Z
192.168.180.15
85eab3d7-65a3-4bb6-b425- 0 Indicators 202508-27 .. | 2025-08-2717:50:482
Ris e
aafb988e-4a24-4d04-Bacar-.. .8.4. 0 Indicators 202508-27 .. | 2025-08-27 17:5048Z
10.106.17.13
6a94bd8d-8510-4928-96ca- ARK 0 Indicators 202507-30 .. | 2025-06-2005:20:43Z 20250623 17:15:18 7
R
10f9¢26-64ab-de6e-9060-4. 1. 0 Indicators 202508-27 .. | 2025-08-2001:00:50 Z

4428deff-7732-4058-29d6-2. 1112 0 Indicators 2025:08-27 .. | 2025-08-2001:00:50 Z

OO00DO0OO0OO0O000o0o0oA

4§72b3a2-79cc-4c4f-9ccl-7. 1. 0 Indicators 202508-27.. | 2025-08-2717:40:31Z

2ab3b0b1-f884-4004-b868- 0 Indicators 202508-22.. | 2025-08-2001:00:50 Z

e

b3d6c1e2-123f-48a3-913c- 0 Indicators 202508-27 .. | 2025-08-2001:00:49Z

27c33455-9985-40b0-8717-.. 1 0 Indicators 202508-27.. 2025-08-2008:00:40 2

3007b471-9¢9a-4006-2225-... 2. 0 Indicators 202508-27 .. | 2025-08-2008:0040Z

7beebasc-d500-ad62-9cd7-.. .2.¢ 0 Indicators 202508-27 .. | 2025-08-2306:00:48Z
10.15.45.244

294d4f6-3612-4ab3-84e0-1.. oo 0 Indicators 202508-27 .. | 2025-08-2008:00:39 Z

Ooo0ooOooanog
e

2fafe050-8362-48fe-b49-4.. 0 Indicators 20250817 .. | 2025-08-1500:40:49 Z
10.15.35.71

624634c3-5150-4263-b356- 0 Indicators 20250817 .. | 2025-08-1500:40:49 Z
R

Notification emails

The email notifications settings and page have been updated include resolved details in Digest emails.

FortiNDR Cloud 25.4.a Release Notes
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Create a New Notification

Detection Types.

© New Detections '® Assigned Detections

Notification Name:

Account

Al

Severities
Al

Confidences
Al

Categories
An

Email Type:
O individual Digest

Digest Time

Please choose an option ~ || Piease choose an option

[ include Resolved Details

] -

The Email Notifications page will display Digest with Resolve Details next to the email when this feature is
enabled. This feature is in limited availability. If you would like it enabled please contact your TSM.

aLTYPE: [ Individual Digest with Resolve Details

1 With Resolved £

SEVERITIES: Al CONFIDENCES: All CATEGORIES: All  ACCOUNTS: DIGEST TIME: 00:00:00 Cape Verde Time -01:00

| summary e [ Individual Digest (Summary only)

SEVERITIES: Al CONFIDENCES: All  CATEGORIES: All  ACCOUNTS: DIGEST TIME: 00:00:00 Newfoundland Time -02:30

Individual Notification EMAILTYPE: [ Individual [ Digest (Summary only)
SEVERITIES: Al  CONFIDENCES: All CA Ol S

Single Event View

You can now view all details for a single event by double-clicking a blank area within the event row. This opens a
pop-up displaying the full row data in JSON format. To copy the JSON, click the copy icon next to the first line.
This feature saves time by eliminating the need to scroll through individual cells in the investigation results
table.

> Results

Investigation Results | 2025-07-18 14:22:25 (UTC) | Query from ar 44

answers aws.action aws.inter

a

“uuid®

“customer_id" : "gig

“Ip_bytes™
“Dkts”

&
& 10
&
&
*®
«
«
«
«
«

19:
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Notable detections

We have added labels to the Notable Detections table in the Dashboard to highlight new detections and spikes

in detection activity.

« New indicates that there were no active detections during the baseline period (defined as 30 to 7 days
ago), but at least one detection has occurred in the past 7 days.

» Spike indicates that the number of active detections in the past 7 days is more than three times higher than

the baseline count.
#  Default Dashboard ~

MITRE ATT&CK

Detections Activity

Notable Detections (15 total) Investigations
AsyncRAT Default Certificate ( : | 4 vevices Name
FortiGuard Outbreak Alert: Apache OFBiz Re... 123 oevices
FortiGuard Outbreak Alert: D-Link NAS Device n... 19 oevices
FortiGuard Outbreak Alert: ScreenConnect Exploit to Vul... () pevices
FortiGuard Outbreak Alert: ScreenConnect Exploit to Vul... () pevices

PandaBanker DGA Lets Encrypt SSL Cert 0 oevices

Sensor details

Go to MITRE Coverage Dashboard | | Behavioral Observations Confidence: | All v
W 08121725 - 08/27725 ~ Observation Title (2) Hide All G 08/14-08/20 08/21-08/27v % Change
® HTTP Beaconing Activity to High Risk External Host 699 4125 49013

@® No EDR Solutions Installed 29 29 0

~ om14 0815 0816 08 /19 0820 0BI2L  0B/2 24 0BI25 0826 08127
Resolved Detections

Days Open  Last Modified By At Total

1758

<Tday

10 months
Average

sy ) 57

Maximum

180

20250803 202508 50815 20250821

On the Sensors details page, each interface now displays its IP address—if that information is included in the
APl response. This is especially useful when the interface is configured as a NetFlow collector.

> gig!
Sensors for
gigl

l@smm

@

Connection Status

Status: @ 0
b Serial Number:

Management IP-

Last Updated:

Interfaces

ens192 ens224
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Bulk subnet imports

We have added a new Import Subnets button to the Account Management > Subnets tab. This allows you to
upload thousands of subnets at once and delete them in bulk. Click the CSV button to download the current
subnets, then add or remove entries and re-upload the file. You can also click the Reset to Default button to
delete all subnets except the default.

>

AR test 1

STATUS: |[[ENABLED

UUID

:', Users

!_] Subnets
¥ Modules
Q Settings
B silling

Last Upd:

MFA REQUIRED: |JENABLED'

CODE: SUBSCRIPTION SERIAL NUMBER: LAST LOGIN: Unknown USERS: O ACTIVE SENSORS O

Annotations

Description Actions
Default RFC 1918 subnet
Default RFC 1918 subnet
Default RFC 1918 subnet
Default RFC 5771 subnet
Default RFC 3927 subnet

Default RFC 1122 subnet

A new annotation type, Identified Assets, has been added for FortiGuard ATR. This allows assets to be tagged
with priority levels—high, moderate, or low risk—which are then visible in the events and detections tables.

> Manage Annotations

Manage Annotations

134 Annotations

T (o | -+ s noaions |

Annotation Type
application
application
application
application
application
application
application
application

application

Annotation Name
finance

old_app

cds

testBobby

test

Tag after long tag
asdfgsadfgsdfgsdfg
1234567

123123123123

Annotation Description Select an annotation type:
Applications used by finance team

applications that are set to be deprecated =- ¢ Application

Cleveland data center — Environment

Test Creating annotation Bobby =- q Location

testing annotation Owner

Super EDb
Tag

Identified Assets

Assets marked as identified will display a crown icon, color-coded by priority: red for high, orange for moderate,
and yellow for low.
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> > Detections Table

Detections Table 12 Detectors, 512 Devices from 2124 Detections

Impacted Devices v n E' 2025-08-14 - 2025-08-28 v TGV V| nn Resolution Status All ¥ csv :=] n

Detection UUID Device IP DHCP Ho... Username Hostname MAC Address Lifetime Events
a9c71208-9123-43d1-b370-... = 3.17.7.232

7ed5428f-d065-4975-bbda-... | 4.153.170.17 0 Indicators
8dc5ad51-7192-4203-955-..  4.153.170.17 3Events 0 Indicators
©€7959946-6c94-452¢-a260-... = 4.153.170.17 0 Indicators
0e58b713-3d16-4ee1-bfd-.. = 8.8.4.4 2Events 0 Indicators
85eab3d7-65a3-4bb6-b425-. 8.8.44 2 Events 0 Indicators
aafb988e-4a24-4d04-8aca-.. = 8.8.4.4 2Events 0 Indicators

6a94bd8d-85f0-49a8-96ca-... 10.1.1.1 i [identifisd-assetsi 0 Indicators

u]
m]
[m]
m]
m]
]
m]
m]
[m]
u]

10f9c26f-64ab-4e6e-906c-4...  10.1.1.2 0 Indicators

Shared dashboards

In previous versions for FortiNDR Cloud when a user opened a shared dashboard containing query charts, the
associated investigations and results were tied to the account that originally created the dashboard. In version
25.3.b, when a user opens a shared dashboard with query charts, a new investigation is now created in their
own account. This ensures that:

¢ The query results shown are based on the current account's data, not the dashboard creator's.

 Clicking the chart title also opens the query inside the investigation specific to the current account.
When a user clones a dashboard that contains query charts, a new investigation is automatically created in the
user's account for each query chart widget. This ensures that the cloned dashboard runs fresh queries and

displays results based on the current account data. The investigation is independent of the original dashboard
and tailored to the account.

Users with only the Admin role (and no additional roles like User) will not see dashboards that contain query
charts. This ensures that only users with the appropriate permissions can access dashboards with query-based
data.

Other improvements

Investigation Summary field

When a new investigation is created, the system now automatically adds a summary note at the top. This
ensures the summary remains visible above any subsequent query entries, unlike regular notes which follow the
timeline order.

Data sources

Previously, users could only view included and excluded data sources by going to the Edit Detector page. Now,
this information is also visible in View mode under the Query tab, making it easier to access without needing to

FortiNDR Cloud 25.4.a Release Notes 45
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edit the detector.

Network Security Posture Report

A new query named DNS over HTTPS(DoH) Usage was added the Network Security Posture Report.

Deprecated features

The following dashboards, features and view have been deprecated in version 25.3.b

« Dashboards:
e Example Hunt Dashboard 2
» Security Posture - Deprecated SSL
e Security Posture -DNS
e Security Posture - Outdated / EOL software
» Security Posture - SSH Connections
» Device tracking
» Triage devices

FortiNDR Cloud 25.4.a Release Notes
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Version 25.3.a

FortiNDR Cloud 25.3.a includes bug fixes, but no new features. See Resolved issues on page 102.
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Version 25.3.0

Version 25.3.0

¢ Deprecation notice
¢ Otherimprovements
¢ Resolved issues on page 102

Deprecation notice

Enriched object field types

The asn.ispand asn.org fields are no longer supported. Please use asn.asn_org or asn.asn fields instead.
This change applies to all IP-related fields.

Other improvements

» The sensor filter on the Triage Detection page now remains active as you click through the detector rows.
This allows you to apply the same filter to different detectors.

e The funnelicon shows when a filter has been changed from its default setting. If the funnel only has one
filter, the number next to it will either show 1 (if the filter is changed) or nothing (if it's still set to default).

e The Query Chart widget has been re-sized to allow the graph to fit within the widget’s view.
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Version 25.2.c

« New functionality on page 49
» Automated integration response modules on page 49
» Share detectors with other accounts on page 50
» Network Traffic Usage reports on page 51
* Query chart widget on page 52
Improved functionality on page 53
e Manage endpoints in the Entity Panel on page 53
» Assigned detections notifications on page 54
* Version 25.2.c on page 49
e Sensor telemetry on page 58
e Otherimprovements on page 56
» Event fields on page 56
Scrollable Account list on page 56
» Network Traffic by Event Type widget improvements on page 56
» Sensor telemetry legend on page 57
« Intel hits dialog on page 58
e Group Detections by sensor on page 59
Resolved issues on page 102

New functionality

Automated integration response modules

Automated integration response modules are added for FortiEDR and CrowdStrike Falcon EDR. Only a single
integration can be set to Auto-Remediate at a time; others may be configured, but must be set up to respond
manually.

FortiNDR Cloud 25.4.a Release Notes 49
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Integration Response Configuration

Integrations Response

CrowdsStrike Falcon EDR Manual Response

FortiEDR Automatically ban IP address when a high-severity/high-confidence detection occurs

FortiGate via FortiManager Manual Response

Integrations can also be configured from the Account Management > <account> > Modules page.

Configure

Crowrdsirke Falcon Insight EDR integration delivers Network to Endpoint visibilty against

advanced d ady activity with investigate, hunt, and respond
quickly.

Update Configuration

Response O Auto-remediate
This will the device at
when a high severity/high-confidence detection occurs.

® Manual Response

Share detectors with other accounts

When creating a detector on a parent account, you have the option to run the detector on the current account
and child accounts by enabling the Current account and all children account option. Note that this cannot be

FortiNDR Cloud 25.4.a Release Notes
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undone.

On a child account, when you create a detector, it can run on the current account or it can be moved to the

parent account and run on the parent and all children accounts. Note that this selection also cannot be undone.

Run on Parent and All Children Accounts

‘Saving this detector with this option enabled will share it with all children accounts.

‘This change cannot be undone.

Cancel Acknowledge

Network Traffic Usage reports

Two new reports are added for network traffic usage of an account and network traffic usage of a specific
sensor over the past billing cycle (by default).

The reports include:
» Hosts send the most traffic by day and by bytes
» Hosts receive the most traffic by date and by bytes
« Top-talker pairs by bytes
« Top destination ports in my environment by day and by bytes
« Top destination ports with no identified protocol by day and by bytes

FortiNDR Cloud 25.4.a Release Notes
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A > Reports.
Reports
FortiNDR Cloud Network Security Posture Report FortiNDR Cloud Network Traffic Usage Report
FortiNDR Cloud network sensors collected network traffic. Fortinet uses. These guided queries help view the network traffic usage. These guided queries help view the network traffic usage of a sensor.

the collected metadata to identify metrics and potential security risks ‘This Report Includes: This Report Includes:
that are present in the environment. The findings are summarized below

« Hosts send the most traffic by day and by bytes + Hosts send the most trafic by day and by bytes
::::;«:‘«::ﬁm:ﬂs:;:’;?:: Detelledmetrios aee providud for « Hosts receive the most trafic by date and by bytes: + Hosts receive the most trffic by date and by bytes
v sl « Toptalker pairs by bytes + Toptalker pairs by bytes
. ports )y and by by « Top destination ports in the environment by day and by byte
= Teinet Connections . ion ports wi L if d by bytes + Top destination ports with no identified protocol by day and by bytes
« SSH Connections « Top d port protocol by . Top ed p y and by
- ROP Connections bytes Bytes
+ Outdted / EOL Windows OS and Web Browsers
« Deprecated SSL
- Third Party Storage & Access
« DS Risk
« SMTP Risk
= Revoked User Accounts
[ 20250611 204 - 20250618 20:45 v
Report History. ~
'sensor_id:
20250530 06:09- 20250530 0709
s g [ 20250611 2049 - 20250618 2049 v 2025:06-11 2049 - 20250618 20:49 v e
* 2025-05-07 23:02 - 2025-0514 23:02
+ 20250331 17:38 - 20250331 1839
« 20250313 21:33 - 20250320 21:33 Report History & Report History &
« 20241211 18:59- 20250311 1859
+ 20250304 17.28- 20250311 1728 + 202506-15 05:04 - 20250615 06:04 + 2025:06-15 05:02 - 2025-06-15 06:02
« 20250304 17:20 - 20250311 17:20 * 2025-06-02 20:50 - 2025-06-09 20:50 « 2025-06-02 20:53 - 2025-06-09 20:53
* 20250304 17:15- 20250311 1715 * 2025-06-04 06:24 - 2025-06-04 07:24 = 2025-06-02 20:52 - 2025-06-09 20:52
« 20250304 17:12- 20250311 1712 « 20250526 23:26 - 20250602 7326 - 20250528 07:32 - 2025-06-04 07:32
View Al Reports View All Reports View All Reports

Query chart widget

A Query Chart widget can be added to the dashboard. Saved group by queries from the investigations can be
added to the widget, the time range can be selected, and the widget can be given a custom Name. Different
types of charts or a table can be selected to display the data, and a CSV file can be downloaded. The refresh
button must be clicked to refresh the data.

Click on the widget title to go the underlying query object and view the particular events for that investigation.

@ > ar sxample T Delete [F

4 Query Chart 2@ | + Querychart o

From 2025-06-17 13:23 (UTC) - 20250618 13:23 (UTC) Esd From 20250617 14:14 (UTC) - 2025-06-18 14:14 (UTC) o ar example

Top 66 sre.ps and dst ips sl 8 o Top & srcips Ele 2 o B swe X Cancel

@ 15216820010 @) 15216820013 () 10112 @ 01012 @ 101013 @ 101008Ke

@ 1526820012 () 19216870128 () Ovor (11) snrios /\/Q/\/\/\

Betections Summary
jc==nnnns

192.168.200.12 % EEEErTTT

Mitre Attack.
Dooooo

bk

Notable Detections
12302
4502
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Improved functionality

Manage endpoints in the Entity Panel

The entity panel shows the current status of the device, and includes a button to contain, isolate, or ban the
endpoint.

> Results

Investigation Results | - 2025-04-30 16:35:28 (UTC) |

and src.ip

Showing all 1 event, ordered by timestamp descending

™ intel timestamp e
@ 1921687029.60101 [

[ Contain Device }

The button on the device panel is also moved to the top of the panel, and a confirmation box is shown when
containing, isolating, or banning the endpoint.

FortiNDR Cloud 25.4.a Release Notes 53
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Contain Device b3

You are about 1o contain the device. Click Continue to proceed or elick Cancel to
cancel the operation.

Gancel -

Assigned detections notifications

The Detections > Email Notifications page is a single, scrollable list, without the need to select how many rows
are shown.

When adding a new notification, you can choose to add a New Detections or Assigned Detections.

Create a New Notification X

Notification Name*

Detection Types

) New Detections ®Assigned Detections

Gancel m

New Detections is the current functionality. When Assigned Detections is selected, an email notification will be
sent to the user that it is assigned to and they will see the detection as Assigned to me.

FortiNDR Cloud 25.4.a Release Notes
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A > Detections > Emall Notifications

Status m IR oissbied =

Default Notification A [ ndwvidual Digest _
- A i A 08:00:00 Easter Time -04:00

Manage: 2 Notifications Email Type Al ~

n

ss N Assigned Detections
DET S Al

When a detection is assigned to you, or you assign one to yourself, you receive an email to let you know that the
detection has been assigned.

Detection Anchor Panda Torn Rat Botnet Beacon has been assigned at 2025-06-18T20:43:36.605688Z

o3
From @ no-reply@fortindr.forticloud.com @ B 143PM

To Max null

2@ e % v - S & o

You have been assigned 1 detection(s) on FortiNDR Cloud

Name: Anchor Panda Tom Rat Botnet Beacon
ommand trol

T1071 - Application Layer Protocol

Clicking the detector name link in the email takes you to that detector's page.

& > Detections > Anchor Panda Tom Rat Botnet Beacon

| E-): Anchor Panda Torn Rat Botnet Beacon severTy: [EENN  conrence: gl =
¥ Attack Command and Control P 2024-10-29 2020 (UTC)

EEN: 20250128 1931 (UTC) QUERY UPDATED: N/A
{: 202506-04 22:56 (UTC) R Automatic - After 3 weeks DEVICES IMPACTED

1

Start Investigation 3 o P
Q » Fortinet srcip dstip

Impacted Devices 4 L

B o e sssreso sesetiome s[RI e | vises [ e ¥~ me % ow
a Device IP DHCP Ho... Username Hostname MAC Address. Lifetime Events Indicators First Seen LastSeen y  Created Updated  Action
[m] 10.220.1.23 4 Events 1 Indicator 2025-06-04 202506-04 20250604.. 20250618 ﬁ =-

Clicking the View all Detections assigned to you link in the email will takes you to the Detections Table page,
showing all of the detections that you have been assigned.

A > Detections > Detections Table

2 Detectors, 5 Devices from 5 Detections

search [ 20250604 - 2025-06-18 sevemym H oM L Resnlunonsmus“ Active Resolved W v mv  * csv w®  #

Action

Detections Table

Device IP A  Name

10.10.1.110 AsyncRAT Default Certificate
10101111 RN [ AsyncRAT Defaut Certificate
10.10.1.114 AsyncRAT Default Certificate

10101117 ASyCRAT Defout Cerificate

oooooo
epeee
nwomomow

10.220.1.23 Anchor Panda Tom Rat Batnet £
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Other improvements

Event fields

You can now query QUIC events.

# > Search

Search

dst. i i

:flow_id

:quic_client_initial_dst_conn_id

:quic_client_protocol

:quic_client_src_conn_id

:quic_history

:quic_server_src_conn_id Add a clause
iquic_version <clause> <structural operator> <clause>: dns:dst. 8.8.8.8 and dst.port = 53
:server_name_indication

:sre.ip

isre.port Jup by query.domain

For additional IQL leaming resources, click here

Flow Examples DNS Examples

The ja4 field has been added to SSL events.

# > Search

Search

string

] Last 24 Hours + Sort by timestamp [ TS Retrieve up to m Rows [ Enable Facets (D

Filter by event type Add a clause
<event-type><field> <operator> <value>: dns:dst. 8., <clause> <structural operator> <clause>: 8.8.8 and dst.port = 53

Scrollable Account list

On the Account Management page, the account list is shown as a single, scrollable list, without the need to
select how many rows that are shown.

Network Traffic by Event Type widget improvements

The Network Traffic by Event Type widget includes a selectable legend with multiple colors to make it easy to
differentiate between the event types.
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Network Traffic by Event Type
5M ok .
2| Legend Hide
d
4M @ dns
@ conn
. 3 @ s
E @) =509
o
®oo2M @D nttp
@D suricata
M
Total suricata: 101,945
W) acerpc
0

2025-08-17

2025-06-19

2025-06-21

2025-06-23

AN Lkarkaran

Sensor telemetry legend

The legend has multiple colors to make it easy to differentiate between the event types, and the event types

stay in the same order when switching between Events and EPS views.

A > Sensors > Telemetry > Throughput
Sensor Telemetryfor .

Throughput Events. Visibiliy

Line v

Group by:

Event Type v

Interval

[o— 20250611 - 20250618 v

i

ers

2025-06-11 20250612 2025-06-13
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2025-06-14

2025-06-15

2025-06-16.

2025-06-17 2025-06-18

B csv

» Legend Hide All
@ dns:152

@ comn123
o ssi32

@ x509:32

@ hip:as

@ suricata: 0.8
@ notice:0

@ deerpc0

@ re:0

@D kerberos:0
@ smb_mapping: 0
@D software: 0
@ smb_files: 0
@ smpo

@ ssho

@ observation: 0
@ fip:0

@ dhepi0

@ ntm:0
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A > Sensors > Telemetry > Throughput
Sensor Telemetry for -

Throughput

Events. Visibill

y

Chart Type: Bar v Groupby:  Event Type v Interval Day v

2025-06-14
@ doe_rpe - 807
@ smb_mapping : 301

Date range:

2025-06-11

20250812

2025-06-13

2025-06-14

2025-06-15

2025-06-16

20250611 - 20250618 v
N

2025-06-18

B csv

» Legend Show All

©
@) conn: 10,644,850
@ 552,895,458
@) x509:2,835,044
@ hup:388,088

dns: 13,164,804

@) suricata: 85,077

@D notice: 17,699

@D dce_rpc: 8563
pe:3,924

@D kerberos: 3,694

@ smb_mapping: 3,212

@) software: 2,464

@) smb_files: 1,946

@ smp:ser

@ sshaza

@D observation: 304

@ fp:239

@ dhep:102

@ ntim:4

Sensor telemetry

You can now download the data in the Sensors detail page as a CSV file. The CSV file will download everything

in the graph. You can use the legend to select the sensor data that you want to download.

A > Sensors > gigl

Sensors for

: ) AEATED LOCATION EPS (7 DAY AVERAGH BITS/S (7 DAY AVERAGE) TYPE
gigl + onine 20241016 202909 Tracy, CA 1eps 37.124Kb/s ESXi
B status

Telemetry
| @ Telemerry An Overview of sensor throughput, activity and visibility
@ Settings
Throughput Events Visibility
(Chart Type: Line Graph v Group By: None v Interval Day v Date Range: @ 2025-06-11 - 2025-06-18 v n csv
» Legend Hide All
0K b
\ @D Throughput: 401.614 Kb
\
\
\
\
\
\
\
100K A
\
\
\
g \
§ \
F \
\
\
\
50K AN
\ p—_—
\ S | i e e e
0
2025-06-11 2025-06-12 2025-06-13 2025-06-14 2025-06-16 2025-06-16 2025-06-17 2025-06-18

Intel hits dialog

The general fields and additional information are separated into two sections. Clicking the indicator in the title

will open the Entity Panel.

FortiNDR Cloud 25.4.a Release
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Intel Hits

g

CobaltStrike Server MA True

2025-05-29 06:07:38 (UTC)

Group Detections by sensor

A new filter is added to the Detections page, allowing multiple sensors to be selected.

> Detections

Detections

Soaers o TN I - (NN 1 oo

Crowdstrike Auto-Remediation Test tional Filters

Atack: Infection Vector A A N: 2025-05-29 18:56 (UTC) i Fortinet Test
All eatagories “

Executable Download Via Powershell

Attack: Exploitation INFIDEN A {: 2025-06-18 20:49 (UTC)

RY: Attack: Infection Vector NFIDEN AST SEEN: 2025-06-18 2049 (UTC) s Fortinet Test

gign. 9ig2, gig3
Attack: Infection Vector NFIDEN ST SEEN: 2025-06-18 2049 (UTC) Fortinet Test

Test Share Rul
Shers Fule N: 2025-06-18 20:09 A 025

Attack: Infection Vector Test

The new filter is also added to the Triage Detections and Detections Table pages.

Note that observations will only identify a single sensor even if activity from multiple sensors was taken into
account in producing the observation.
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Version 25.2.b

* Improved functionality
e Sensors
e Telemetry
e Throughput
« Detection context
¢ Otherimprovements
¢ Resolved issues on page 102

Improved functionality

Sensors

Telemetry

We have improved the performance and responsiveness in the Telemetry page. The Telemetry Details page

now includes a legend that displays the total throughput count for each individual sensor.

({),, FortiNDR Cloud [BBT] @ osstboard @ Detections  Q investigations 2 Reporis [Q Z) @ 165216Uc @ MaxN [ Amelia-FortinetTest v B3~ @ v X~

> > gigl
Sensors for Amelia - Fortinet Test

. ) CREATED LOCATION ) BITS/S
g|g1 / Online 20241016 20:29:00 Tracy, CA 70.027 Kb/s

© status
@ Telemetry

& Ssettings

Visibility

crantype: [ Group By: Interval Date Range: 20250514 - 2025-05:21 v

#of events

2025-05-16 2025-05-17 2025-05-18 20250519 2025-05-20 2025-05-21

FortiNDR Cloud 25.4.a Release Notes
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» Legend
® conn:411,358
® dns:229,017
@® ssi41,391
x500: 33,601
http: 10,876
notice: 3,088
® software: 81
@® dhep: 66
@ pe 44

® suricata: 5
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Throughput

You can now download the data in the Sensors > Telemetry > Throughput page as a CSV file. The CSV file will
download everything in the graph. You can use the legend to select the sensor data you want to download.

A > Sensors > Telemetry > Throughput
Sensor Telemetry for Sensor Test

‘Throughput Events WVisivilty

Bl = coee Line v Groupby:  EventType v nterval: Hour Daterange:  [] 20250509 - e = Bosv » Legend Hide All
X

@D dns 87,266,758

dnp3_object:
© 14,480,944

@D ss: 10,701,607
@D hip:5,697,561
@D dnp3:5,351,952
@D x509.4,025134

smb_mapping:
1,376,907

@D ntim: 818,607

@D dpi- 537,507

@D Idap_search: 406,650
@D dhep: 398,692

@D suricata: 326973

#of evenls
2

@D modbus: 263,352
2M @D dee.rpe: 226,822

@D Idap: 193,187
@D kerberos: 190,961

sema aenaseey Rasmeli M"Y et
[ T

(s} A B (4 -] E F ] H ] J
1
2| 2025-06-09 2000:00 133 06 1 18 02 a2 1 0
© | aesosce210000 1400 08 1 7! 02| w2 ! 1
o+ | 2028 13m0 08 1 ™ 02| a8 1 1
1] 2025- 1462 08 1 17 02 a7 243 1] 17
o | 2026-06-10000:00 1256 06/ 1 15 o1 2| 2 ! 15
7| 2025-06-1001:00:00 1243 06 08 ) 02 | 254 o8 16
8 2025-05-10 02:00:00 1‘1“ n" ﬂ.‘ ‘5. 02. ‘5' 255. 08 17
i 1] 2025-05-10 03:00:00 1267 06 09 16 02 44 256 0.8 15
F 2025-05-10 04:00:00 1307 08 09 15 01 42 | 229 08 186
11 | 2025-05-10 08:00:00 1301 06 s 7 02 5 283 o3| 1
12| 2025-05-1006:00:00 1305 08| 08 7 02| 45| 254 o8] 1
12 | 2025-08-1007:00:00 1412 08 09 15 02 a3 226 08 | 17
i 2025-05-10 08:00:00 1434 08 09 7 02 45 252 038 | 17
6| 2025-05-1008:00:00 1258 08 0s 1 0z s 25 08 15
16| 2026-06-10 10:00:00 1313 06 08 15 02| s 2@ o8 16
17| 2025-05-10 11:00:00 1206 06| 08 7 02| w® 22 08 1
' | 2025-05-10 12:00:00 1485 06 08 17 02 % 249 08 17
-|°- 2025-05-10 13:00:00 1386 08 a9 16 02 45 244 08 16
20| 2025-05-10 14:00:00 |Mt ﬂ.‘- ﬂ.’_ |ﬂ—l _02 | 43| 244‘ 08 - |7.
7 2025-05-10 15:00:00 1212 08 09 1% 01 45 255 08 15
27 | 2025-05-10 16:00:00 “N. U‘. ﬂ-" ‘7‘ 02‘ 45. m‘ U‘I 17
25| 20250810 17:00:00 1278 08 08 15 o1 2 a2 os 16
24| 20260810 18:00:00 1417 06 [ 17 02 s 2 os 1
25| 2026-08-10 19:00:00 1483 06 09 7 02 w28 o8| 1
0 | masos10m00000| 1215 0s|  os . o1 “ au ol
27| 2025-06-1021:00:00 1095 07 [ 1 01 4| 2] o8 14
2 1977 06 [ 1 02 a 22 o8 17
1469 06 [ 17 02 | 22 o8 17
1232 08 08 15 o1 2 a1 oa 15

FortiNDR Cloud 25.4.a Release Notes
Fortinet Inc.



Version 25.2.b

Detection context

You can now pivot to the Detection Context page from any page that displays an IP address, this includes:

The Events table > Investigation results page. Note that the page will not display a selected detection
because you are pivoting from an event.

The Private Search page.

The Triage Detection page > Events tab.
Detections details > Lifetime Events column.
The Behavioral Observations details page

The Aggregation table including the table in a report. Note that when you pivot from the Aggregation table
in a report, the Detection Context page will always show the last 90 days.

The Entity lookup table. This includes the Entity Lookup table in Global Search results.

The Manage Annotations page. This is limited to valid IPs for the last 90 days.

The Entity Panel. You can pivot to the Detection Context page when the Entity Panel title is an IP address.
Detections Table > Indicators column.

Note that the Detection Context page will display a message indicating that there are no detections or
observations when none are present.

> Network Security Posture Report

RATING
LOwW
OVERVIEW

erally, corporate SMTP server

Showing top 8 src.ips :‘:—; - () vade Graph [ Group Graph Outtiars ) rse Tasie m

wip
320874172
10.244.129.58
10.10.1.118
10.10.1.114
10.10.1.118
10.10.
10,0, ¢
10.10.

10.10,
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Other improvements

« We have updated some of the names of the event fields in 1dap and 1dap_search.
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Version 25.2.a

FortiNDR Cloud 25.2.a includes bug fixes, but no new features. See Resolved issues on page 102.
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Version 25.2.0

* New functionality
» Detections table
¢ Detection context
¢ Improved functionality
e Sensor telemetry
¢ Traffic by event type widget
e Sensor telemetry page
* |IQL queries
¢ |dap and Idap_search
¢ Otherimprovements
e Localtime
» Performance improvements
¢ Resolved issues on page 102

New functionality

Detections table

Detection context

You can now view all the device detections that fall within a time range. In the Detections table, do one of the
following:

« Right-click an IP that was last seen is within the last year and select Detections Context.

« Click the Detections Context icon in the Actions column.

¢ Click the Actions menu in the Entity Panel and select Detections Context.

> > Detections Table

Detections Table 21 Detectors, 770 Devices from 3719 Detections

=0 EEERREEE -~ R s I k2 IR BN G X

Detection UUID Last Seen Created Initial Assign Time

i

047d7eBe-4727-4323-8292- LLX 202505-08 .. | 2025-05-06 23:30:38Z
4aBal6ea-82c3-4991-9351- LXX 202505-08 .. | 2025-05-07 21:40:47 Z
594d5871-0020-4328-9162- 0. ' 202505-08 .. | 2025-05-07 21:40:47 Z

31580695-8b9a-4090-a72b- a 202504-23... | 2025-03-26 22:55:302

84206a7f-bd42-48d1-941b-... | 1.1. = 202504-23... | 2025-03-26 22:55:30Z

85f88146-085c43268-833-2... | 1.1. 2 20250501 ... | 20250501 06:45:33Z
c61decc]-dbBe-4024-9103-... | 1.1. © 202505-01... | 2025-05-01 06:45:33Z
eebacf01-aaf3-4628-b71e-3. A are 202503-15... | 2026-03-1112:20:352

2e542954-47d2-42e8-Dea-.. | 1.1 G Queries 20250426 .. | 2025-04-23 21:20:57 2

.o~ o o i o i o N o J o o o]

87b141b2:b7b3-4912-8fa9-... 20250426 ... | 2025-04-23 21:20:56 Z
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The Detection Context page displays the detections and observations timeline, as well as Detections and
Behavioral Observations tables. The tables are sorted by Last Seen in descending order.

The detection you pivoted from in the Detections table will appear as the Selected Detection in the center of the
timeline and display details about the detection. The timeline is sorted by Last Seen in ascending order. To
change the Selected Detection, click a row in the Detections table. To change the selection to an observation,
click a row in the Behavioral Observations table. You can also use the scroll bar below the timeline to move back
and forth.

To pivot to the Detections or Behavioral Observations pages, click the Detection Name or observation Title in
the table, or click a tile in the timeline.
> > Detection Context
Related Detections and Observations

Show All - 2025-02-06 - 2025-05-07

1s before Same day 5 Same day
- - L4 -

1g Activity to High
- Autolt User Agent Check-in

Cryptocurrency Mining Client .E. HTTP C2 Similarity (Natural .E. DNS NXDOMAIN |
Language Processing) Suspicious Domal

105:52:43 (UTC) LAST SEEN: 2025-05-07 06:01:53 (UTC) LAST SEEN: 2025-05-07 06:17:56 (UTC) LAST SEEN: 2025-05-07 11:11:34 (UTC) LAST SEEN: 2025-05-07 11

317:55:49 (UTC) FIRST SEEN: 2025-05-06 09:42:15 (UTC) FIRST SEEN: 2025-05-07 06:12:05 (UTC) FIRST SEEN: 2025-05-07 11:03:34 (UTC) FIRST SEEN: 2025-03-06 1(
EVENT COUNT: 11 EVENT COUNT: 15 INSTANCE COUNT: 3 INSTANCE COUNT: 50

) CATEGORY: Attack:Installation CATEGORY: PUA:Unauthorized Resource Use CATEGORY: relationship CATEGORY: relationship
TECHNIQUES: T1059 TECHNIQUES: T1095 CLASS: SPECIFIC CLASS: SPECIFIC

ervation is triggered when STATUS: Active STATUS: Active DESCRIPTION: HTTP connections resembling DESCRIPTION: This observ

IP demenstrates a... malicious C2 detected using... a source IP

conripence: [T SEVERITY: [HiGH CONFIDENCE: | LOw severiTv: [liB) CONFIDENCE: [[MOD. conripence: [T

Detections Behavioral Observations
Confidence  LastSeen First Seen Category S| Title First Seen
2025-05-07 17:24:.. 2024-03-05 23:48:.. Miscellaneous HTTP C2 Similarity (Natural L... 2025-0507 15:55:... 2025-04-08 14:04....
2025-05-07 17:24:.. 2024-03-05 23:48:.. Miscellaneous DNS NXDOMAIN Response fo... 20250507 1 2025-03-06 07:57....
2025-05-07 12:22: 2024-03-05 21:04:. Attackiinstallation HTTP C2 Similarity 2026-05-07 12:15:. 2025-04-09 00:50:..
2026-05-07 12:22: 2024-03-06 06:50:. AttackiInstallation Domain Similar to Malware D... 2025-05-07 11:58:... 2025-02-06 20:58....
202505-07 06:17... 2025-05-07 06:12.... PUAUnauthorized R... DNS NXDOMAIN Response fo... 2025-05-07 11:47: 2025-03-06 10:53:.
2025-05-07 06:01.... 2025-05-06 09:42.... AttackInstallation HTTP C2 Similarity (Natural L... 2026-05-07 11:11 2026-05-07 11:03:.
2025-05-02 02:54:.. 2025-01-30 19:55:.. Miscellaneous HTTP Beaconing Activity o H... 2025-05-05 05:52:... 2025-04-26 17:55....
2025-05-02 02:54:.. 2025-01-30 19:56:.. Miscellaneous HTTP C2 Similarity 2025-0501 12:50.... 2025-04-28 20:21....
2025-04-29 19:34: 2025-04-22 18:55.. Posture:Potentially U... HTTP C2 Similarity (Natural L 2025-04-26 09:52:.. 2025-04-09 22:45...
2025-04-29 19:34: 2025-04-22 18:55:. Posture:Potentially U... TCP Port 135 (RPC) Device E... 2025-04-22 03:20:.. 2025-04-22 03:20...
2025-04-25 03:17:... 2025-04-25 02:34.... Attack:Installation XOR-Encoded PE File from Un... 2025-04-15 16:22: 2025-04-1516:22:.
2026-04-24 06:20.... 2025-04-08 00:14.... Attack:Command an... TCP Port 445 (SMB) Device E... 2026-04-15 08:04: 2026-02-08 23:32:.
2026-04-23 03:12:.. 2025-04-16 22:24... PUAUnauthorized R TCP Port 139 (NetBIOS) Devi... 2025-04-15 08:04.... 2025-03-10 03:16:...

2025-04-15 06:26 2025-04-15 06:25... Posture:Potentially U... New and Unusual NTLM Auth... 2025-04-11 20:47.... 2025-03-10 23:24:...

You can filter the Detection Context page by Detections and Observations.
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A > Dete > Detection Gontext

Related Detections and Observations

Same day

.

§- DNS NXDOMAIN Response for

Suspicious Domain

_AST SEEN: 2025-05-07 11:47:25 (UTC)

“IRST SEEN: 2025-03-06 10:53:45 (UTC)
NSTANCE COUNT: 50

SATEGORY: relationship

LASS: SPECIFIC

JESCRIPTION: This observation is triggered whe

asource IP queries domain;
CONFIDENCE:

Same day

-

.§. Domain Similar to Malware DGA
Domain

LAST SEEN: 2025-05-07 11:58:12 (UTC)

FIRST SEEN: 2025-02-08 00:00:09 (UTC)
INSTANCE COUNT: 409

CATEGORY: asset

CLASS: SPECIFIC

DESCRIPTION: A domain was observed that is

similar to what a domain..
CONFIDENCE: LOW.

Executable Binary or Script
Downloaded from Dotted Quad

LAST SEEN: 2025-05-07 12:22:00 (UTC)
FIRST SEEN: 2024-03-05 21:04:42 (UTC)
EVENT COUNT: 4668

CATEGORY: Attack-Installation
TECHNIQUES: T1105

STATUS: Active

severrty: (N8N

CONFIDENCE: [MOD!

Show All

Show All

$2 Detections

Observations

Executable Retrieved with Minimal
HTTP Headers

LAST SEEN: 2025-05-07 12:22:00 (UTC)
FIRST SEEN: 2024-03-06 06:50:23 (UTC)
EVENT COUNT: 2732

CATEGORY: Attack:Installation
TECHNIQUES: T1105/T1059.001
STATUS: Active

SEVERITY: [HIGH CONFIDENCE: | LOW

20250207 - 2025-05-08

1 day after
.

/& Patrick_Test2_Suri RAT

LAST SEEN: 2025-05-08 08:36:11 (UTC)
FIRST SEEN: 2024-03-05 23:48:26 (UTC)
EVENT COUNT: 13315

CATEGORY: Miscellaneous

STATUS: Active

SEVERITY:

You can use the Detection Context page to view the device details, mute or exclude the device.

f> > Detection Context

Related Detections and Observations

Same day

.

B_ DNS NXDOMAIN Response for
Suspicious Domain

_AST SEEN: 2025-05-07 1 5 (UTC)

“IRST SEEN: 2025-03-06 10:53:45 (UTC)
NSTANCE COUNT: 50

SATEGORY: relationship

SLASS: SPECIFIC

JESCRIPTION: Thig observation is triggered when

a source IP queries domain:
CONFIDENCE:

Same day

B_ Domain Similar to Malware DGA
Domain

LAST SEEN: 20250507 1 2 (UTC)

FIRST SEEN: 2025-02-08 00:00:09 (UTC)
INSTANCE COUNT: 409

CATEGORY: asset

CLASS: SPECIFIC

DESCRIPTION: A domain was observed that is

similar to what a domain.
CONFIDENCE: LOW.

Executable Binary or Script
Downloaded from Dotted Quad

LAST SEEN: 2025-05-07 12:22:00 (UTC)
FIRST SEEN: 2024-03-05 21:04:42 (UTC)
EVENT COUNT: 4668

CATEGORY: Attack-nstallation
TECHNIQUES:

STATUS: Active.

sevenrrv: (B

CONFIDENCE:

Show All

Same day

Executable Retrieved with Minimal
HTTP Headers

LAST SEEN: 2025-05-07 12:22:00 (UTC)
FIRST SEEN: 2024-03-06 06:50:23 (UTC)
EVENT COUNT: 2732

CATEGORY: Attack:Installation
TECHNIQUES:

STATUS: Active

SEVERITY: [HIGH

2025.02.07 - 2025-05-08

/#\ Patrick T) & Permalink

LAST SEEN: 2025-05-08 08:36:11 (UTC)
FIRST SEEN: 2024-03-05 23:48:26 (UTC)
EVENT COUNT: 13315

CATEGORY: Miscellaneous

STATUS: Active

SEveRITY

CONFIDENCE:

CONFIDENCE:

When you click a detection in the timeline, you are pivoted the Triage Detections details page. This page has
been updated to include the Status and Muted filters. By default, the page shows All detections and Unmuted
detections.

> Executable Download Via Powershell

Executable Download Via Powershell

RY: Attack: Exploitation
EEN: 20240311 19:53 (UTC)
2025-05-08 15:39 (UTC)

PDATED: 20250325 22:09 (UTC) y K
UERY UPDATED: 2025-03-25 22:00 (UTC) Y TECHNIQUE: T1071 - Application Layer Protocol
LUTION A Automatic - After 1 day Sl ITY: Procedure
Espionage, Ransomware

DEVICES IMPACTED

J 323

Description
“This logic is intended to detect the download of executable files over HTTP using PowerShell. While commonly used in systems administration, PowerShell can also be used extensively by malware authors for post-exploitation actions.

FortiGuard ATR considers this activity high severity because it implies that an attacker has achieved code execution on the impacted device. FortiGuard ATR considers this detection high confidence because this detection inspects the content of two packets with
specific strings.

Next Steps

1. Determine if this detection is a true positive by:
1. Determining if the seript retrieved was downloaded from a reputable source, and what the purpose may be.
2. Investigating the impacted device to determine what initiated the request.

2. Quarantine the impacted device.

3. Begin incident response procedures on the impacted device.

4. Block traffic to attacker infrastructure.
5. Search for other impacted devices.

NIN
Q_ start Investigation

Impacted Devices

[m] 2268357 Events

R
Amelia - Fortinet Test

AUTHOR IMPACTED DEVIC
Amelia - Fortinet Test src.ip and/or dstip
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Improved functionality

Sensor telemetry

Traffic by event type widget

You can now click the header in the Traffic by Event Type dashboard widget to pivot to the Sensor Telemetry
page.

|morkmﬂ\eby£vmam |

&

300K

200K

(] 1144 ! 1ot 4 |
2025-04-17 20:00:00 (UTC) 2025-04-19 13:00:00 (UTC) 2025-04-21 06:00:00 (UTC) 2025-04-22 23:00:00 (UTC) 2025-04-24 16:00:00

All the filters applied to the widget will be transferred to the Sensor Telemetry page.

4+ Network Traffic by Event Type fAc

Block Name:
Network Traffic by Event Type
Chart Type:

Line ~

FortiNDR Cloud 25.4.a Release Notes
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A > Sensors > Telemetry > Throughput
Sensor Telemetry for =
Events

Review the number of events captured Chart Type: Line ~ Group by Event Type ~ Interval Hour ~ Daterange:  [E] 20259897 - 20250424 -

| v N | ; \

e N [ e s A ! B

\ AV ‘\" [ \ "\‘ I\ [ VYVIA [\ \

Vo [\ ) [\ ] [\ M ‘ Vi |V M

| | v \ I v | [\ | | \
| | \ ' \ A \ ‘

\ [ | | | \ y " P ’ VAL \

A AL A \ . - | oy, Wy \
v/ /\J (P an WA N NPV LY A\ ./ vV ~ Ay
- v
/v AN h
./
\\ \\/\/ I!\\v A \\/ \'
" 2o L"‘J/\n"-—’ et J & »‘%wwj am/Lw‘A[
2025-04-17 20:00:00 (UTC) 2025-04-18 15mm rc) 2025-04-19 10:00:00 (UTC) 2025-04-20 05:00:00 (UTC) 2025-04-21 00:00:00 (UTC) 2025-04-21 19:00:00 (UTC) 2025-04-22 14:00:00 (UTC) 2025-04-23 09:00:00 (UTC) 2025-04-24 04 D0:00 (UTC)

Sensor telemetry page

We have added a legend to the Sensor Telemetry page. This is useful when you want to isolate entries on the
page. The legend displays the entries in descending order from highest to lowest. You can use the toggles in the
legend to show or hide a line in the graph. You also have the option of showing or hiding all entries.

> > > Throughput
Sensor Telemetry fol

Events

254 @ dns 14,844,641

@ conn 8,738,305

® ssl:2,009329

@ X509 1,940,646
@ hrp:365114
@ suricata: 114,366
@@ smb_files: 18,139
@9 dcepc: 16,429
@® notice: 15,885

® kerberos: 9,536

pe:9,117
.h

@ smb_mapping: 5,615

® software: 2,898
® observation: 895
o sshoaz7
smip: 358
tunnel: 176
dhep: 163
fip: 147
dp: 11

4
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IQL queries

Idap and Idap_search

We have added the following event fields to the IQL search:

1ldap

argument, diagnostic_message, message_id, object, opcode, result, version
ldap_search

attributes, base_object, deref_aliases, diagnostic_message, filter, message_
id, result, result_count, scope

Other improvements

Local time

We have added the local time to the timestamps throughout the portal. To view the local time, hover over the
UTC timestamp.

AsyncRAT Default Certificate

DEVICES IMPACTED

&3

First Seen Last Seen Created Updated Sensorid

S

Account | Acvon.
20250408.. 202504

-
v [

o9t

A

Investigation Results

Showing first 100 events sorted by timestamp descending

trana_depth

Performance improvements

< The CrowdStrike integration has been updated to ensure continued functionality after the deprecation of
the old API.

FortiNDR Cloud 25.4.a Release Notes
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» Email alerts for individual detections now include the detection name in the subject field.
* The APl now allows you to retrieve all detections that have been updated after a specified date.

FortiNDR Cloud 25.4.a Release Notes
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Version 25.1.e

e New functionality
» Custom dashboards

« Traffic by type widget
» Detections

¢ Automated response configuration
Improved functionality
* Investigations

e Column profiles
» IQL queries
» Detections

¢ Create new detectors
¢ Otherimprovements
e Sensors
* Encryption keys
Resolved issues on page 102

New functionality

Custom dashboards

Traffic by Event Type widget

We have added a new Network traffic by Event Type widget to the custom dashboard menu. The data in the
widget mirrors the Events tab in the Sensor telemetry page.

FortiNDR Cloud 25.4.a Release Notes 72
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+ Network Traffic by Event Type

(7> FortiNDR Cloud

The widget's default name is Network Traffic by Event. You can change the name of the widget as well as the
default chart type and data filters.

FortiNDR Cloud 25.4.a Release Notes
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) FortiNDR Cloud UAT

<+ Network Traffic by Event Type B

ork Traffic

Chart Type:

Bar v

Group by

Event Type

Date Range

Last 7 Days v

Cancel

Detections

Automated response configuration

Dashboard Name

demo march

B save

X Cancel

The new Response Configuration feature allows you to automatically ban an IP address when a high-severity
and high-confidence detection occurs. This feature is only available for FortiGate via FortiManager integrations

at this time.

Dashboard Detections Investigations

Reports

A > Default Dashboard v & Triage Detections

Review and respond to

MITRE ATT&CK detections.

By Triage Devices
Review and respond to
detections based on the risk
to the device they impact.

Detections Activity

¥ Detections Visualizer
Explore detections graphically

B Detections Table
Review and respond to all
detections in a fiterable table

B Behavioral Observations
Review multi-event
observations made using
backend analytic and machine
learning engine.

@ statistics
View statistics about the
historic detections in the

account,
22 16

o o o o 0

B Manage My Detectors
See and manage custom
detection queries.

Reconnaissance Execution Persistence

Priviege
Escalation

Go to MITRE Coverage Dashboard

Notable Detections (19 total)

ard

@ Response Configuration
26, See automated detection
response settings

16/25-03/23/25 (Wil 03/24/25 - 03/30/25 v
413
375
) Gl I
Discovery Gommand and Exiiration
Control
Status  Days Open  Last Modified By

Executable Download Via Powershell

~

DEVICES

FortiNDR Cloud 25.4.a Release Notes
Fortinet Inc.
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Open 4days

&+

Behavioral Observations

Confidence:

Observation Title (10) Hide All Graphs 03/17-03/23  03/24 - 03/30Vv % Change

@D Potentially Malicious HTTP Traffic 465 551 18.49
) Domain Similar to Malware DGA ... 339 174 -48.67
DNS NXDOMAIN Response for Su... 44 4 -6.82
) TCP Non-Standard Ports C2 Beac... 4 8 100
@D TCP Port 445 (SMB) Device Enu... 2 2 0
SSL Connections to Newly Obser... 1 1 0
300
250
200
150
100
,/‘\\/'\/\
50
o\
0 T ¥ 7 ¥ !
0317 0319 03/21 03/23 03/25 03/27 03/29

Resolved Detections

Total
1027

(@ Auto Resolved @ True Positive No Action

600
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To enable and configure the Response Configuration, go to Detections > Response Configuration. In the
Configure dialog, select Auto-remediate or Manual Response.

) FortiNDR Cloud

Configure

Through an integration with the FortiGate NGFW, analysts using FortiNDR Cloud can pivot from NDR Cloud's
network based detections to block malicious exteral traffic using NGFW tools, decreasing incident investigation
and response times.

Update Configuration ~

Response @ Auto-remediate
This will automatically ban the IP address at the FortiGate via FortiManager when o
high severity/high-confidence detection occurs

Manual Respanse

-

You can also enable Response Configuration in the Account Management > Modules page by clicking
Configure inthe FortiGate via FortiManager tile.

FortiNDR Cloud 25.4.a Release Notes
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4> Acoount Management »

LI

(w=) Tracking
Iﬂuunn
o s

& silin

7 MetaStream

MetaStream provides access 1o raw events from FortiNOR Cloud via an AWS 53

“»  CrowdStrike Falcon EDR

Growdstrike Faleon Insight EDR integration delivers Network to Endpoint visibility

bucket, This contains network metadata from each sensor as wel as
Suricata alerts, and devices seen on the account

] * " |

" CrowdStrike Intelligence

y activity i toinvestigate,
hunt, and respond quickly.

& configus s Disable

> proofpoint TAP

Falcon X Threat Intelligs bility reaktime
feed of global and endpoints with
enriched context 10 hunt and investigate

& Enable

A ThreatConnect
Intelligence feeds integration for ThreatConnect. It provides deeper context and
integates seamlessly with FOrtNDR Cloud.

& Configure 1% Disable

2 FortiEDR

FortiEDR integration shrinks the attack surface, prevents malware infection, detects
and defuses potential d

&1 Configwe || 5 Dissble

Endace

The Endace fabric connector allows you to investigate the PCAP related to the IP
addresses.

& Configue || L Dissble

o integration for Proofpaint. It provides deeper cantext and integrates
seamiessly with FartiNDR Cloud.

& Enable

4 Recorded Future Connect

Intelligence feeds integration for Recorded Future. It provides deeper context and
integrates seambessly with FortiNDR Cloud

& Configure 24 Disable

FortiGate via FortiManager

Through an integration with the FortiGate NGFW, analysts using FortiNDR Cloud can
pivot from NOR Cloud's to block traffic
using NGFW tools,

1
& Configire || 1 Dissble

Improved functionality

Investigations

Column profiles

We have improved the usability of the Column Profiles feature. For example, you no longer need to refresh the
page when you create a new profile for it to appear in the profile list. We have also added a radio button to
select the profile you want to edit or delete.

To create a new profile, simply add or remove columns to the current view and adjust the column width, then
click Create New Profile. Everything in the table will be saved to the profile including the column width. To
update changes to an existing profile. simply click Save this Profile. After you have finished creating or editing a
profile, the page refreshes automatically and applies your changes.
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G FortiNDR Cloud BOBAE| ovesroosrs e

A > > Results

Investigation Results - 2025-03-17 16:43:08 (UTC) |

ip 10.10.5.4 AND quer

Individual Columns |

10.10.5.4:59104 10.10.5.3:53

Column Profiles

10.10.5.4:58994 10.10.5.3:53

My Profiles
10.10.5.4:64585 10.10.5.3:53

10.10.5.4:53661 10.10.5.3:53 e L

10.10.5.455745 10.10.5.3:53
10.10.5.4.55717 10.10.5.3:53
10.10.5.4:54357 10.10.5.3:53
10.10.5.4.65521 10.10.5.3:53

10.10.5.4:57036 10.10.5.3:53

BB DD DD DD D DS
P D DD DRD DD DS

10.10.5.4.608 10.10.5.3:53

D

& 1010535

»
°
>
)

You can also create a new column profile from the Individual Columns menu in the Detections Table that will
include the filters you applied to the page.

> FortiNDR Cloud ard  Detections Investigations  Reports | Q =] 171349 uTC - @By @~ 8§
1, > Detections Table

Detections Table 26 Detectors, 270 Devices from 1315 Detections

EEIIEEN 5N CEETTEETTER] - RN oo —m & Eﬂ X [ © ]
q Action

0c45b110-7ed7-45b2-9baa A0 2025034

v
2fb7f964-e0eb-47a5-ab89-3 A 2025034

L] I‘#Il- New Profile

eebacf01-aaf3-4628-b71e-3 2025031
29d98e51-69eb-4871-bb02- 1.1.1.188 87 Events 0 Indicators 2025031

6dB64e4f-7000-43d7-8abb- 1.1.1.188 6 Events 0 Indicators 2025034

You can configure the profile to include a date range as well as the filters you have applied to the current view of
the table.
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FortiNDR Cloud |_-_ Dashb

Column Profile
Name
3 include time range

© Relative (Last 14 Days) @ Absolute (2025-03-07 - 2025-03-21)
I
[ include otherilters

[0 shared Profile Cancel <]

IQL queries

IQL queries now support HTTP server header names, client server names, and cookie variables.

Total Queries: 3 u Completed: 3 ﬂ Running: 0 ﬂ Queued: 0 [0 Hide Notes = All Queries

Query - 2025-03-19 16:50 (UTC]

headers.server_header_names != L or d t r_né 1= n
n T = = - - 2025-03-12 16:49 (UTC) to 2025-03-19 16:50 (UTC) By: Max Nudol 100 Events

Query - 2025-03-19 22:15 (UTC!

n s != null No Results 2025-03-12 22:08 (UTC) to 2025-03-19 22:15 (UTC) By: Max Nudol 0 Events
Query - 2025-03-

u http:cook vars ! 1 No Results 2025-03-12 22:15 (UTC) to 2025-03-19 22:15 (UTC) By: Max Nudol 0 Events

Add a New Query

Name:

FortiNDR Cloud 25.4.a Release Notes
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Detections

Create new detectors

You can now create a new detector with a new query. In the Create Detector page, either enter a new query in
the text field or click select a previously run query, to use a saved or existing query. If you enter a new query or
edit an existing one, you are required to click Test Query and resolve any errors before you can save it.

A > Detec > Create a Detector

Create A Detector

Detector Query:

Enter the query below or

Test Query

L impacted Device IP can appear in the fields: src.ip and/or dstip = Change Fields

L Indicators are captured inthe fields: | Change Fields

Other improvements

Sensors

» We have improved the tooltip in the Events tab of the Sensors telemetry page.
» We have added the Serial Number column to the Sensor list page.

Encryption keys

« We have added the Uploaded by and Uploaded date values to the Account management > Settings page.
Going forward the Settings page will display the full name and UUID of the user who uploaded the key, as
well as the date. If the user does not belong to the account, Unknown User is displayed.

FortiNDR Cloud 25.4.a Release Notes
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Version 25.1.d

« Improved functionality
¢ Reports
¢ Pending queries in reports
¢ Executive summary
e Otherimprovements
e Detectors
« Edit detector
» Entity lookup
« GUI
» Resolved issues on page 102

Improved functionality

Reports

Pending queries in reports

FortiNDR Cloud can support up to 35 pending queries simultaneously. To prevent system overload, we have
added a tooltip advising users to wait before running another report.

# > Reports
Reports Report Currently Running in Account

Another reportis running in the account. Piease
wait o1 the completon of the running report.

FortiNDR Cloud Detections Report FortiNDR Cloud Network Security Posture Report

ForuNDR Cloud network sensars collected network metadata to identity FortNDR Cloud network sensors collected network traffic. Fortinet uses

suspicious and potentially malicious activity present in the h d metadata to identify metrics and potential security risks

The findings are summarized beiow, and detailed metrics are provided for that are present in the environment. The findings are summarized below

‘each finding in theit respective sections ‘and organized by their capacity fof risk. Detalled metrics are provided for

This Report Includes: ‘each finding in their respective sections

This Report Includes:

« Detections Observed
+ Attack Category Breakdown
* Severity Levels + SSH Connections
* Confidence Levels = RDP Connections
+ Resolution Metrics + Outdated / EOL Windows OS and Web Browsers
+ Detectors Triggered + Deprecated SSL

« Third Party Storage & Access

« DNS Risk

+ SMTP Risk

« Revoked User Accounts

B 2025-03-0317:31 - 2025-03-1017:31 ~
[ 2025-03-0317:31 - 2025-03-1017:31 ~
Report History v

« Teinet Connections

For customers with multiple accounts, users in another account will see the following message:

FortiNDR Cloud 25.4.a Release Notes
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# > Reports
Reports & Many Pending Queries
You have 100 many pending queries. Please wait
for the completion of the pending queries.
FortiNDR Cloud Detections Report FortiNDR Cloud Network Security Posture Report

FortiNDR Cloud network sensors collected network metadata to identify

FortiNDR Cloud network sensors collected network traffic. Fortinet uses
he collected metadata to identify metrics and potential security risks

suspicious and potentially malicious activity present in the
The findings are summarized below, and detailed metrics are provided for
‘each finding in their respective sections.

This Report Includes:

« Detections Observed

« Attack Category Breakdown
« Severity Levels

« Confidence Levels

+ Resolution Metrics.

« Detectors Triggered

[E] 2025-03-0317:33 - 2025-03-1017:33 +

that are pr in The findings below
and organized by their capacity for risk. Detalled metrics are provided for
each finding in their respective sections

This Report Includes:

+ Teinet Connections
+ SSH Connections

+ ROP Connections

+ Outdated / EOL Windows OS and Web Browsers
+ Deprecated SSL

+ Third Party Storage & Access

+ DNS Risk

+ SMTP Risk

+ Revoked User Accounts

2025-03-0317:33 - 2025-03-1017:33 ~

Report History v

Run Report

Executive summary

If there are zero hosts for a finding, the Execute Summary will display No Answer (N/A) instead of High. You can
also click a heading in the Findings column to navigate to the corresponding section in the report.

Network Security Posture Report (03/03/2025 17:32:52 UTC to 03/10/2025 17:32:52 UTC)

Executive Summary

FortiNDR Cloud network sensors collected network trafc. Fortinet uses the collected metadata 1o identify metrics and potential security risks that are present in the s are d organized by their capacity for risk. Detailed metrics

are provided for each nding in their respective sections

HIGH
The observed activity indicates an ongoing security issue or significantly decreases the security posture of the
organization's environment.

Findings

Total Hosts Receiving Telnet Connections. 0 Hosts

Top SSH Clients 2 Hosts MODERATE
Total Internal Hosts Receiving ROP Connections 0 Hosts N/A The observed activity could lead to future security issues.

End-of-Life Operating Systems 9 Hosts HIGH

Third Party Data Storage Tools 4Hosts MODERATE The observed activity may not pose an immediate risk but does not follow best practices
Third Party Remote Access Tools 2Hosts MODERATE

Top ASNs Providing DNS Resolution 10 Hosts MODERATE

Internal Hosts Directly Using External DNS Servers 18 Hosts

Internal Hosts Directly Communicating with Extemal SMTP Servers 6 Hosts

Total Revoked Accounts with Authentication Attempts 0 Hosts N/A

You can click the query title in the report to view the query in the investigations results where you can view the
query, clone the query, and create a new detection.

FortiNDR Cloud 25.4.a Release Notes
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Outdated / EOL Windows OS and Web Browsers

RATING
HIGH

OVERVIEW
Microsoft does not continue to support patches for Windows systems itely. Instead, they to upgrade or migrate to newer versions. Legacy systems running older versions are at an increased risk of compromise due to security

the EOL date. Outdated are aiso subject 10

|End-of—Li@ Operating Systems with External Connections |

Showing top 10 dst.geo.countries out of 25 $ETreemap @ Pie m O Hide Graph [ videTable * csv
dst.geo.country ‘count v
(US) United States of America 2706
(null) 641
(DE) Germany n2
(BR) Brazil 205
(JP) Japan 163
(HK) Hong Kong 145
(CN) China 128

(VG) Virgin Islands, British

(CA) Canada 58
(NL) Netherlands
> Investigations > Network Security Posture Report (03/03/2025 17:32:52 UTC to 03/10/2025 17:32.52 UTC) > Results
Investigation Results | Network Security Posture Report (03/03/2025 17:32:52 UTC to 03/10/2025 17:32:52 UTC) | End-of-Life Operating Systems with External Connections <) (>

dst.internal = false and src.internal = true and (user_agent like 'WWindows XP%' or user_agent like 'SWindows/XP%' or user_agent like ‘SWindows 200

3%' or user_agent Like ‘WWindows NT 5.%' or user_agent like ‘SWindows 2000%' or user_agent like ‘wWindows NT 4.%') group by dst.geo.country
Actions v 2025-03-03 17:32 (UTC) - 20250310 17:32 (UTC)

1 Cione Query
° &
by det.geo. Create a Detection
Showing top 25 dst.geo.countries IEreemer | @ Pie m [ wide Graph D riderable B~ * csv
€ dst.geo.country count v
(US) United States of America 2,706
(null) 641
(DE) Germany 2
(BR) Brazil 205
(JP) Japan 163
5" (HK) Hong Kong 145
(CN) China 128

(VG) Virgin Islands, British

(CA) Canada 58
" (NL) Netherlands
/ ) (FR) France 1
s 4 (RU) Russia "
& -
(RO) Romania 9
(€2) Czech Republic 9
(TR) Turkey 7
(PL) Poland L]
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Other improvements

Detectors

Edit detector

e The Resolution Settings longer displays an Automatic Resolution Period when Resolution Style is set to
Manual.

Entity lookup

GUI

« The cursor no long appears as a pointer to prevent users from clicking on a table or chart.
» We have added the time range to the Entity information field at the top of the page.

Search and Private Search

Group Graph Outliers

* We have updated the Group Outliers view to match the contents shown in the graph.

FortiNDR Cloud 25.4.a Release Notes
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Version 25.1.c

e New functionality
¢ Reports
¢ FortiNDR Cloud Network Security Posture Report
* Improved functionality
e Sensors
¢ Download sensor images
¢ Other improvements
e Portal
» Deprecated functionality
» Dashboard
* Resolved issues on page 102

New functionality

Reports

FortiNDR Cloud Network Security Posture Report

We have added a Report History panel to the FortiNDR Cloud Network Security Posture Report in the Reports
page. When you click the Run Report button, the Report History panel displays a log of previously generated
reports. To view the report, click the date in the report history.
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# > Reports

Reports

FortiNDR Cloud Detections Report

FortiNDR Cloud network sensors collected network metadata 1o identity
suspicious and potentially malicious activity present in the environment
The findings are summarized below, and detailed metrics are provided for
each finding in their respective sections.

This Report Includes:

= Detections Observed

+ Attack Category Breakdown
« Severity Levels

« Confidence Levels

+ Resolution Metrics

« Detectors Triggered

2025-02-1421:34 - 2025-02-2121:34 v

FortiNOR Cloud Network Security Posture Report

FortiNDR Cloud network sensors collected network traffic. Fortinet used
the collected metadata o identify metrics and potential security risks
that are present in the environment. The findings are summarized below
and organized by their capacity for risk. Detailed metrics are provided for
each finding in their respective sections.

This Report Includes:

« Teinet Connections

= SSH Connections

= RDP Connections

» Outdated / EOL Windows OS and Web Browsers
- Deprecated SSL

= Third Party Storage & Access

- DNS Risk

= SMTP Risk

= Revoked User Accounts

B 20250214 21:34 - 2025-02-2121:34

Run Report

Report History ~

® 2025-02-20 13:34 - 2025-02-21 13:34
* 2024-11-22 1535 - 2025-02-20 15:35

L]

The FortiNDR Cloud Network Security Posture Report also contains a View Investigation button to view the

investigation in Read-Only mode.

A > Reports > Network Security Posture Report

Network Security Posture Report (11/22/2024 15:35:46 UTC to 02/20/2025 15:35:46 UTC)

Executive Summary

FortiNDR Cloud network sensors collected network trafc. Fortinet used the collected metadata to identify metrics and potential y that are ps inthe

provided for each nding in their respective sections.

Findings

Total Hosts Receiving Telnet Connections

Top SSH Clients

Total Internal Hosts Receiving RDP Connections.

End-of -Life Operating Systems.

Third Party Data Storage Tools

Third Party Remote Access Tools

Top ASNs Providing DNS Resolution

Internal Hosts Directly Using External DNS Servers

Internal Hosts Directly Communicating with Extemnal SMTP Servers

Total Revoked Accounts with Authentication Attempts

The ndings

HIGH

Hosts UNOBSERVED

Hosts UNOBSERVED MODERATE

Hosts UNOBSERVED

&

and organized by their capacity for risk Detailed metrics are

The observed activity indicates an ongoing security issue or significantly decreases the security posture of the
organization's environment

Hosts UNOBSERVED

Hosts UNOBSERVED

leadto

y issues.

Hosts UNOBSERVED
Hosts UNOBSERVED
Hosts UNOBSERVED
Hosts UNOBSERVED

Hosts UNOBSERVED

may not pose an

but does not foliow best practices

The investigation cannot be altered, however, you can view individual results or go back to the report.
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> jons > 20153548

Network Security Posture Report 2025-02-20 15:35:48

(Created by Ashok Raghunayakula
Total Queries; 32 [ Completed: 32 [ Running: 0 [ Quewed: 0 [ HideNotes ANl Queries -
&
Q se
© ¢ Guided Queries: Third Party Storage & Access - 2025-02-20 23:35 UTC) )
DESCRIPTION CATEGORY
Third Party Storage and Access 100ks can have legitimate uses. However, they are outside the control of corporate policies and could praascruianl
be threat vectors. LogMein, TeamViewer, and other remote enable comple control over hosts without
in any way. This softy access by both former employees and malicious
actors. Though not malicious in nature f such softy security risk. Recent mass.
f account details: g of users of and other remote deskiop services.
DropBox, Google Drive, and other third-party data storage services enable the storage of izati de
the control of corporate policies. This leaves the organization vuinerabile 10 insider threats, of data theft through the compromise of
accounts of systems beyond the control of the organization.
http:host matches *.x(dropbox.com|.box.com|idrive.com|sugarsync.com|onedrive.com|spideroak.
| fe. . live.con|free-h ¥ " . diafire,com|fli
com|certainsafe.cos|onedrive, live.con|free-hidrive.com|mega.nz |pcloud. com|mediafire.com| fli 2024-11-22 23:35 (UTC) 1o 2025-02-20 2335 (UTC) By Raghun 100 Events:

pdrive. com|ozibox. com|disk.yANDex. cos . sync. com|hubic.com| juspshare. com|mydrive. ch|eyun. 36
8.cn|mozy.com).+" GROUP BY src.ip, day(timestamp)
http:host matches *.=(dropbox.com|.box.com|idrive.com|sugarsync.com|onedrive,com|spideroak.
fe. ive. live. free-h N N . iafire. f
com|certainsafe.cos|onedrive. live.com|free-hidrive. :.om\leg? nz |pcloud. com|mediafire.com| fli m 202411.22 23:35 (UTC) 1o 2025-02:20 2335 (UTC) By Roghune S
pdrive.com|ozibox. com|disk.yANDex. com|. sync.com|hubic.com| jumpshare. com|mydrive. ch|eyun.36 shok elate
8.cn|mozy.com).=" GROUP BY http:host
http:host matches *.(gotomypc.com|logmein. com|bongar.com| teanviewer. con|screenconnect. con|
splashdot. com| realvnc.com|nomachine. com|anyplace-control.com|resoteutilities. com|anmyy.com|
v View Results 2024-11-22 23:35 (UTC) 1o 2025-02-20 23:35 (UTC Ashok hunayakula 100 Events
. join.me |beamyourscreen.com|uvnc. com|aeroadain, com| remotepc. com | seescreen, com|anydesk. com| 14 2 Ll wrc) oy Rag
temanager. com | comodo. com | showmypc.com).+* GROUP BY src.ip, day(timestamp)
http:host matches °.=(gotomypc.com|logmein.com|bomgar.com|teamviewer.com|screenconnect.com|
splashdot.com|realvnc.com|nomachine. com|anyplace-control.com|resoteutilities.com|ammyy.com
P | | P I faamyy.conl 20241122 23:35 (UTC) 10 202502-20 2335 (UTC)  By: Ashok Raghunayakula 100 Events
join.me|beamyourscreen. com|uvnc. com|aeroadmin. com| resotepc. com| seescreen. com|anydesk. com| i
temanager. com| Comodo. com | showmypc. com).«' GROUP BY http:host

We have also added a Report option to the Investigation Type filter in the Investigations page to view report

investigations.
# > Investigations
Investigations
a - BT v e
Additional Filters
Name Description Created by Date Created v | Created by: los Notes
Al -
Network Security Posture Report 2025-0... Fortinet Bobby Sun 2025-02-21 20:31 (UTC) 2( Relates o n 0 =-
Al v
Ashok Feb 20 one (Closed) Fortinet] Ashok Raghunayakula 2025-02-20 21:04 (UTC) 2 Teg 1 0 =-
All Investigations -
Ashok Raghunayakula - 2025-02-14 00:2...  |Fortinet Ashok Raghunayakula 2025-02-14 00:20 (UTC) 2 1 0 =-
Investigation Status
———— Open Closed
Network Security Posture Report 2025-0...  |Fortinet Ashok Raghunayakula 2025-02-07 17:36 (UTC) 2 32 0 =-
— Type L
Network Security Posture Report 2025-0...  |Fortinet Ashok Raghunayakula 2025-02-07 17:23 (UTC) 2 Al M 32 0 =-
Network Security Posture Report 2025-0...  |Fortinet Ashok Raghunayakula 2025-02-07 16:58 (UTC) 20250207 16:59 (UIL) 32 0 =-

Improved functionality

Sensors

Download sensor images

The Download FortiNDR Cloud Sensor Image dialog has been updated to include all the sensor images, as well
as links to sensor documentation and release notes. To download the KVM and ESXi sensor images, click ISO
Image Download.

FortiNDR Cloud 25.4.a Release Notes
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Download FortiNDR Cloud Sensor Image

@ 1S0 image Download

B Sensor Doc&mentahon

& Release Notes

Other improvements

Portal

When a user logs into the portal for first time, or when a user logs in using a private or incognito browser, the

portal defaults to the account the user was created in.

Deprecated functionality

Dashboard

Support for the following dashboards has been deprecated:

Example Hunt Dashboard 2

Security Posture - Deprecated SSL

Security Posture - DNS

Security Posture - Outdated / EOL Software
Security Posture - SSH Connections

Security Posture - Third Party Storage & Access

Please use Guided Queries instead.

FortiNDR Cloud 25.4.a Release Notes
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Version 25.1.b

« Improved functionality on page 88
 Integrations on page 88
¢ Sensorimages on page 88
« Account management on page 88
¢ User filters on page 88
e Sensors on page 89
 Static filters on page 89
» Resolved issues on page 102

Improved functionality

Integrations

Sensor images

The KVM and ESXi sensor images have been updated. For more information, see the KVM Sensor Installation
Guide and the ESXi Sensor Installation Guide.

Download FortiNDR Cloud Sensor Image x
B kvm

B Esxi

[@ ESXiInstallation Guide

& Release Notes

Close

Account management

User filters

We have added two new user filters to the Account Management page: User Status and User Type. These filters
make it easier to find APl Only users.

FortiNDR Cloud 25.4.a Release Notes
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Version 25.1.b

# > Account Management

Account Management

0 Accounts Search Order By Account Name v u 8- % csv B Create Account

Account Filters
Sensors
Account Status

w IR vt
Users @

Has None

User Filters @
User Status

w IR v
User Type

Reset Default Filters:

Static filters

Many of the status filters in the Sensors page are now static. These include:

» Provisioning

¢ Online

» Pausing

» Paused

* Resuming

» Decommissioning
* Decommissioned
» Offline

If none of the sensors in your account match the filter, a No sensors to display message appears. Other
statuses, such as Unknown), are displayed in the list dynamically.
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# > Sensors

Sensors for - Fortinet Test
Shoving 10 sansors (10 sctv sosors ot of 1000 Ty kX =3
SENSOR STATUS © N ITS/S (7 DAY AVERAGE) TveE

8.118 Kb/s ESXi

gigl 2 ; i Fiiabeaiag™
gig3

gig4 Offline

Mo Filters

gig5

QEMU/KVM
Decommission Pending QBAVM

Decommissioned 20.821 Ki/'s QEMU/KYM

gigé

: Decommissioned (suto)
g!gz QEMU/KVM
Decommissioned (legacy)

i Pr L
gig9 RN Offline

Online

gig10

Paused
16.333 Kb/s

gigl1

Pausing

O
m]
[m]
m]
=
=]
[m]
=]
=

aig12 =

Provisioning
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Version 25.1.a

« New functionality on page 91
* Integrations on page 91
¢ Endace integration on page 91
* Investigations on page 93
¢ Annotations on page 93
« Improved functionality on page 94
e Reports on page 94
¢ FortiNDR Cloud Network Security Posture Report on page 94
» Behavioral observations on page 95
¢ Time ranges on page 95
* Integrations on page 95
e FortiEDR on page 95
e Otherimprovements on page 96
e Tooltips on page 96
» Resolved issues on page 102

New functionality

Integrations

Endace integration

FortiNDR Cloud now supports integration with Endace. Endace probes packet capture data from on-premise,
public, and private cloud environments. To enable the integration, go to Account Management > Modules and

click Enable in the Endace module.
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> Allegiance
integration Module

B MetaStream CrowdStrike Falcon EDR

MetaStream provides access 10 raw events from FortiNDR Cloud via an AWS 53 dStrike Falcon Insight EDR integration delivers Network to Endpoint visibility
bucket This contains network metadata from each sensar as well as observations, ainst adv threats and adversary activity with endpoint context 1o investigate,
Suric: hunt, and respond quickly.

) Delete Cradentials -

» CrowdStrike Intelligence >  proofpoint TAP

Falcon X Threat Intelligence integration delivers visibility from CrowdStrike's reak-time Intelligence feeds integration for Proofpoint. It provides deeper context and integrates
feed of giobal indicators of compromise between adversaries and endpoints with seamiessly with FortiNDR Cloud

ennched ¢ hunt and nvests

A ThreatConnect 4l Recorded Future Connect

Intelligence feeds integration for ThreatConnect. It provides deeper Intelligence feeds integration for Recorded Future. It provides deeper context and
integrates seamiessly FortiNDR Cloud integrates seamiessly with FortiNDR Cloud

& Enable

FortiGate via FortiManager

FortiEDR integration shrinks the attack surface. prevents malware infection, detects Through an integration with the FortiGate NGFW, FortiNDR Cloud can
and defuses potential threats immes nd automates response and remediation pivot from NDR Cloud's network-based detections to block malicious extemal traffic
using NGFW tools, decreasing incident investigation and response times.

& Configure &) Disable

You can pivot to Endace by right-clicking an IP address in the Detections table or the Events table. After you
pivot from FortiNDR Cloud, Endace will automatically create a new investigation.

In the Detections table, right-click the IP address and select the timestamp you want to use (At created, First
seen and Last seen) to pivot to Endace.

) FortiNDR Cloud

» AZORuk Check-n

AZORult Check-in
03-30 17:30 (UTC)
N/A
13:36 (UTC) Automatic - After 3 weeks DEVICES IMPACTED

25 ¢x0

Q Start Investigation
Fortinet srcip dstip, suricatachitp. host, suricata hitp.uri and suricatachtip.user_agent

Impacted Devices

O  Devies)
O |1waer 448 Events 16 Indicators 20241042 ¥ 20241002
[+
O | 343 Events 15 Indieators 2024106 20250123 2024106
- il § ' R =
0O | 509 Events 13 Indicators 20241043 20250123 20241043 202501
O |10 o . by 337 Events 10 Indicators 20241013 | 20260121 20241013 202501
O |1030 Q G Aot — 411 Events 16 Indicators 20241093 20250119 20241013 202501
10.10] @) Copyto Clghoand 1 Event 4indicators 20241108 20241118 20241118 202411
10.10. B Guided Queries 1 Event 4indicaters 20241198 20241118 20241198 202411

10.10.1.101 1 Event 4Indicators 20241104 20241104 41104, 2024174

In the Events table, right-click the IP address and select the EndaceVisionto pivot to Endace.
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The time range used is generated from the value in the timestamp column +/- 5 minutes.

“-> FortiNDR Cloud

> B > Results

Investigation Results | vProbe_gig12 |

Showing first 100 events sorted by timestamp descending
ag tmestamp. e
20250116 17:56:42 2 - @ coooss

20250116 17:56:41 2 DNS e

& oo @ Towe

756172

202501-1617:5613 2

20250116

2025011617

20250116

20250116 17:55:56 2

IR os0v6070 50116 18:03 (UTC)

[Queetbramyigiomms ___________________________Jv-Jo-Jow]
‘

255.255.255.255:67

102:6:5353

255.255.255.255:67

#02:1:5353

255.255 255 255:67

102:1b:5353

02:b:5353

102:0:5353

285.255.285.255:67

#02:4b:5353

102:1b: 5353

255.255.255.255.67

255.255.255.255:67

B “

_ipp__top Jocal gti-ga-tgen loca

smb._tcp local

_ipp__tep.local

In the Entity Panel you can also pivot to Endace by right-clicking the IP address at the top of the panel.

The time range used will be the same as the Entity Panel.

7> FortiNDR Cloud © Deshsoard

> > > Results

Investigation Results | vProbe_gig12 |

Showing first 100 events sorted by timestamp descending

Investigations

Annotations

1 Annotations

We have added annotations to the impacted Device IPs in all of the Detection tables.

FortiNDR Cloud 25.4.a Release Notes
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‘> FortiNDR Cloud

Annotations for 10.10.1.114

Annctation(type:name) Deseription
prod

test

Improved functionality

Reports

FortiNDR Cloud Network Security Posture Report

The FortiNDR Cloud Network Security Posture Report has been redesigned to include images and more sections
with more information. This feature is available upon request.

Teinet Connections

RATING
HIGH
OVERVIEW
Teinet is a protocol that prowides remote access 10 & command-line interface (usually of an operating system) on a remote host Telnet does Not SUPPO encryplion, transmits all data, including usernames and password, via clea
text, and has largely been replaced by Secure Shell (SSH

Hosts Receiving Inbound External Telnet Connections

No results found

Y

Top ASNs Initiating Telnet Connections

No results found

Hosts Receiving Internal Telnet Connections

No resuhts found

Total Hosts Receiving Telnet Connections

No resuhts found

You can switch between charts, hide graphs and tables as well as group graph outliers.

FortiNDR Cloud 25.4.a Release Notes
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Top SSH Clients

Showing top 1 clients 83 Tree Map m [ wigg 6raph [] Group Graph Outiiers

S5H-2.0-OpenSSH_7.4

Behavioral observations

Time ranges

[ Hideroste & csv

count v

264

You can view behavioral observations for any 90 days within the last year. In previous versions you could only
view the previous 90 days. This functionality is also availble in the Observation Details page.

> FortiNDR Cloud
% > Behavioral Observations

Behavioral Observations

tory Enumeration

DNS NXDOMAIN Response for Susoicious Domain

Domain Simiar to Malware DGA Domain
abware

HITP C2 Similarity

Makicious PE File

ious PE File

Integrations

FortiEDR

50115 194125

501-10 18:4100

50115 19:40:48 =

0 00:0000

range Ia 90 days

072024

wre)

through

08/2024

W)

Admin users can now make changes to a multi-tenant flag the FortiEDR integration.

FortiNDR Cloud 25.4.a Release Notes
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Quick Ranges
Last 30 days -
Last 60 days
Last 90 days.

sers, groups,
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Configure

FortiEDR integ
potential threa

Other improvements

Tooltips

» The chart tooltips have been redesigned to make them easier to read.
» A scroll bar was added to longer tooltips allowing the information to fit the page.
» The Throughput tooltip in the Sensors widget now shows the time when you hover over a data point.
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Version 25.1.0

New functionality on page 97
* SNMP event fields on page 97
e Entity Panel on page 98
« Improved functionality on page 99
e Global Search on page 99
¢ Otherimprovements on page 99
Resolved issues on page 102

New functionality

SNMP event fields

SNMP event fields were added to the Change Fields option when creating and editing a Detector. Any SNMP
detections will appear in its own column in the Detector's Indicators tab.

Choose up to five fields to track

snmp:snmp_display_string

SAMp:SNMp_version

FortiNDR Cloud 25.4.a Release Notes 97
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Entity Panel

You can now the pin the Entity Panel to keep it open and visible when you switch between pages that support it.

> > Domain Similar to Malware DGA Domain
Observation: Domain Similar to Malware DGA Domain
OBSERVATION CLASS: Specific

OBSERVATION CATEGORY: Asset
OBSERVATION DESCRIPTION: A damasin was observed that is similar 1o what & domain generation aigorithm (DGA) would produce

‘Q Summary

First saen: 20230508 174919 UTC
Last seen: 20250102 213958 UTC

Frequency of Observation

20241210 20241220 20241221 0241222 0241223 41224 041225 2241226

Observation Instances

Showing most recent 983 out of 983 event(s)

20241227

Risk score: 10.0
Annotations

Add an Annotation  Madify Annotations

20241228 224122 20241230 20241231 Updated: 19950601 00:00:00 UTC

Finer Results by Date

B 20241219 - 20250102

202501021918022  10.10.1.114

“3ig" AND dns:query. domain ma

202501021916342  10.10.1.114 Jd = gig" AND dns:query.domain ma.

2025010219:1623Z 10100114 = "gig" AND dns-query.domain ma

20250102182921Z  10.10.1.118 Jd = "gig" AND dns:query.domain ma

20260102 17:5314Z  10.10.1.111 ="gig” AND dns:quary.domain ma

20250102 17:52492  10.10.0.111 “0ig" AND dns:query. domain ma.

0250102174451 10900111 “gig" AND dna-query domain ma

10101114 “gig" AND dns-query. domain ma
="gig" AND dns-query.

d = "gig” AND dns:query.domain ma

We have also limited the date picker in the Entity Panel to one year. If you attempt to enter a date that is more

Domain

abowtvuxykkum nu tinba
R — crypolocker
xidrvmisnvk museum tinba
mmvseskimawgt cm tinba
qauknmwl U tinba

aiyycasieggkr.tk rambo

than one year, the picker defaults to the last seven days and a yellow border appears around the date.

> > > Results

Investigation Results | - 2023-06-30 16:27:14 (UTC) |

AND sre.ip = "172.19.220.239% AND 172.16.77.46" AND

Showing all 1 event, ordered by timestamp descending

Q Summary

First seen: 20230508 17:45.10 UTC
Last seen: 20231127 231957 UTC
Annotations

Adg an Annctation | Madity Annctations.

|-. |-—. ype ™ -t

‘ 202307-16 23:49:08 2 3 & 172.19.220.239.48254 &® 17216774680
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Version 25.1.0

The summary First seen and Last seen fields will display a timestamp for the last year. If the summary is more
than a year old, More than a year ago is displayed.

A timestamp is displayed for detections within the current year in the Entity Panel. Detections that are more than

a year old, appear as More than a year ago.

NOTE: The Number of connections from internal devices yesterday section has been deprecated.

Improved functionality

Global Search

Behavioral Observations have been added to the Global Search results.

Automatically Resolved 20241223 07:5531 2 AnyDesk Remote Administratio

Autolt User Agent
336764 Events Created by power user

L ov ]

Executale Binary of Seript Dow This logic 1 intended to detec SRR
o

o

s

1144 Events 21 Ingicators Executable Retrieved with Minir This logic is intended 1o detec

No Detections coverage found

relationship

Malicious PE File
Mal

TCP Non-Standard Ports Beaconing 20241019 162020 2 TCP connections over non-standard ports were.

N investigations. found

2024-12-04 19:24 (UTC) 16 2024-12:05 1924 (UTC 100 Events

Other improvements

* We have a added a Back to Login Page button to the login error page.
« A Collapse button was added to the Triage Devices page to hide the Impacted Devices column.

< When you pivot to the Entity Lookup from a page that supports a time range of one year, the time range
picker will default to the Last Seven Days and a yellow border appears around the date field.
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Product integration and support

The following table lists FortiNDR Cloud product integration and support information.

SIEM

SOAR

EDR / Firewall

Intelligence Feeds

FortiNDR Cloud 25.4.a Release Notes

Fortinet Inc.

CrowdStrike
FortiSIEM

Microsoft
Sentinel

QRadar

Splunk

Cortex-XSOAR
FortiSOAR
Splunk SOAR

CrowdStrike EDR
FortiEDR
FortiEDR Manager

FortiEDR
Collector

FortiManager
FortiGate
CrowdStrike
Falcon Intel

Fortinet Botnet IP
List

Internet Scan
Data B (Shodan)

Known Sinkholes
PhishTank
Proofpoint TAP

Recorded Future
connect

Tested with Parser 1.0.2
7.1.0 or higher

Not applicable

IBM QRadar SIEM version 7.3.3 or higher
Splunk Cloud versions: 9.3, 9.2, 9.1

Tested on: 6.6
Tested on: 7.3.2-2150
7.3.2-2150 or higher

Latest Falcon EDR APIs
Not applicable
6.2.0 or higher
5.2.0 or higher

7.4.2 or higher
7.4.2 or higher

Available as Integration

Available to all customers.

Available to all customers.

Available to all customers.
Available to all customers.
Available to all customers.

Available as Integration.
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Other

FortiNDR Cloud 25.4.a Release Notes
Fortinet Inc.

ThreatConnect
Tor Nodes

URLHaus

Endace
Netskope

Zscaler

Available as Integration.

Available to all customers.

Available to all customers.

7.2.2 or higher
Not applicable
Not applicable
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Resolved issues

Resolved issues

The following issues have been fixed in version 25.4. To inquire about a particular bug, please contact Customer
Service & Support.

25.4.a

Resolved an issue where error code 586 occurred when switching from an investigation with a graph chart to
one without a graph chart.

Fixed an issue where Automated IR configuration did not work as expected.

Resolved an issue where users could not navigate back to the Dashboard.

Fixed an issue where the scroll bar flashed in the column picker when using Firefox.
Fixed an issue where the parent name was displayed for MITRE sub-techniques.
Resolved an issue where password fields were not masked in the integration modules.

Resolved an error handling issue in FortiAl.

25.4.0

Fixed an issue where the Add Query button remained disabled even after correcting IQL syntax errors.

The Submit button on both the Reset and Change Password pages now functions correctly and no longer
appears disabled.

Removed duplicate drop-downs in the Email Notification page.

Resolved an issue where an incorrect dialog appeared when unmuting a detection.

Fixed an issue in the Detection Device Timeline where the legend for resolved detections was not displayed.
Corrected the placement of Info icons in the Private Search page.

Resolved an issue with Multi-Factor Authentication (MFA) on EU portals.

Addressed a bug where src.mac and dst.mac fields were missing from NetFlow event data.
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Resolved issues
25.3.c

Fixed the date range in the Investigation Result page.
Resolved the errors being thrown in the Excludes tab in the Mutes and Excludes page
Fixed a display issue in the account subnets list table.

Fixed the training indicators in the Indicators tab.

25.3.b

Description

Fixed an issue with title case for event types in the results table.

Resolved an issue where invalid IQL queries behaved inconsistently depending on how the search was
initiated

Resolved an issue where using Fit Width on the Timeframe column in the Behavioral Observations page
caused the column to resize only one pixel at a time.

Fixed a spelling error on the Entity Lookup page

25.3.a

Description

Fixed an error when pivoting to the Detection Context page from Triage Detection page.

Resolved a styling issue in the Entity Panel that caused the bottom of the panel to be cut off in the
CrowdStrike tab.

Fixed an issue with displaying muted devices by supporting three mute options: Mute Device for Detection,
Mute Device for Detector, and Mute Device for Account.
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Resolved issues
25.3.0

Description

Fixed the styling in the Reports page to align the Report History link and Date selection.
Fixed the CrowdStrike redirect URL.
Corrected the text in the CrowdStrike EDR configuration dialog.

Fixed the button styles.

25.2.c

Description

When editing a rule, the test query is skipped if no changes have been made to the query.

Resolved an issue with the filters on the Telemetry page.

Fixed an issue with user role assignment on account creation.

Fixed an issue with muted devices not being displayed for a detector.

The search submit button is disabled after a query is submitted until there are changes to the query.
When pivoting from a detection table, the detection timeline now scrolls to the selected detection.
Editing a detector no longer requires running the test query unless the query has been modified.

The Sensor Telemetry page's Throughput tab now shows average values (bits/sec or EPS) in the legend
instead of sums, providing a more accurate view of rate-based metrics.

25.2.b

Description

Resolved an error in the Entity Panel.

Fixed an issue with the widgets in the Security Posture report.

Resolved an issue with the Telemetry page where the Throughput tab was not displaying all the sensors.
Resolved an issue with the default filters in the Detections Table.

The Mute and Unmute buttons in the Triage Device and Detections Table pages have been fixed.
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Resolved issues
25.2.a

Description

Fixed an issue where the Bandwidth chart title was getting cut off.

Resolved errors that occurred in the Event Aggregation table.

Corrected the sensor legend on the Sensor Telemetry page to display all sensors as intended.
Fixed sorting issue for timeline view in Detection Context page.

Fixed observation pivot from Detection Context when First Seen and Last Seen are the same.

25.2.0

Description

The column order in the Column Profile is now saved correctly.

An issue with custom widget error handling has been resolved.

25.1.e

Description

Fixed the date picker in Sensor Telemetry to match the date range in the graph.

An issue with creating and deleting custom filters on the Triage Detections page has been fixed.
The entity validation now works as designed when selecting the entity type as Domain.

Resolved an issue where event data with fields that have null values did not match against IQL queries using
the NOT operator. This issue also affected the EXCLUDE operator.

25.1.d

Description

Fixed inconsistent date selection behavior e in the Entity Panel
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Resolved issues

Description

Fixed broken links in the Security Posture Report.

The Resolution Style no longer displays an invalid resolution period when set to Auto.

25.1.c

Description

Resolved an issue with the Column Profiles feature.
Fixed the account picker so it does not show All accounts when it is not supposed to.

Resolved an issue in the Sensor Telemetry >Visibility chart where clicking a subnet did not do anything.

25.1.b

Description

The Observation tab in the Entity Panel no longer displays an error when selecting more than 90 days.
Fixed the Entity Panel so that it no longer changes the date range.

Fixed the behavior of the portal Login button to prevent users from clicking it more than once.

Fixed an issue with the Resolved filter in the Detections Table.

Fixed a styling issue in the Entity Lookup page.

25.1.a

Description

Resolved an issue where the Visualizer was not updating after searching for an IP.
Fixed the tool tip content in the Sensor widget.
Fixed the tool tip for the context fields in the Observations instance table.

Fixed the tooltip message in the Accounts and Software tabs.

FortiNDR Cloud 25.4.a Release Notes 106
Fortinet Inc.



Resolved issues
25.1.0

Description

Resolved an issue with the API Only filter in the Account Management page.
The Detections Table no longer displays a timestamp in the Mute Comment column.
Resolved an issue with role assignment during account creation for EU portals.

Events that are older than 90 days no longer generate an error in the Entity Panel.
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Known issues

Known issues

The following issues have been identified in version 25.4. To inquire about a particular bug or report a bug,
please contact Customer Service & Support.

25.4.a

Natural Language queries

* Fields with null values are not included in aggregation results.
 In certain cases, Event searches are incorrectly converted into aggregations.
* Queries on array fields such as intel or dns.answers return inconsistent or no results.
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