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Date Change Description

2025-09-29 Initial release.

2025-11-03 Updated Setting up the Fortilsolator environment on page 29.
2025-11-20 Updated Setting up the Fortilsolator environment on page 29.
2026-01-20 Updated Installing Fortilsolator VM for Linux KVM on page 7.
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Introduction

Introduction

Fortilsolator 3.0.1 supports deployment on the following VM platforms:

e Linux KVM
e VMware vSphere
¢ VMware ESXi

For information about using Fortilsolator in general, see the Fortilsolator Administration Guide.
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Deploying the Fortilsolator

The deployment of Fortilsolator includes the following steps:

System requirements on page 6

Downloading the Fortilsolator firmware and package files on page 6
Deploying the Fortilsolator on your VM platform on page 7

Setting up the Fortilsolator environment on page 29

P WD

System requirements

To deploy the Fortilsolator, you must set up VMs for each component. See the Fortilsolator 3.0.1
Administration Guide for more details about each component and how they communicate with each other.

The following tables lists the system requirements of each component VM. Make sure that all VMs on which
a Fortilsolator component will be installed comply with those requirements.

Component Number of CPUs Memory Number of VMs needed
Registry 2 16 GB 1 for standalone or 2 for HA
Controller HA 4 48 GB 1 for standalone and 3+ for HA

Kubernetes relies on an odd
\ 1, number of control plane
‘9' nodes (e.g., 3, 5, or more) to
W maintain quorum and ensure
=  continuous operation if one

node fails.
Worker controller 4 48 GB At least
Worker isolator 4 48 GB 1 per 50 sessions

Downloading the Fortilsolator firmware and
package files

Before you install the Fortilsolator on your VM, ensure you have downloaded the Fortilsolator firmware for
your VM by following the steps below:
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Deploying the Fortilsolator

a bk O =

N

Continue to install the firmware on your VM by referring to Deploying the Fortilsolator on your VM platform

Go to https://support.fortinet.com.

Click Login and log in to the Fortinet Support website.

From the Support > Downloads menu, select Firmware Download.
In the Select Product dropdown menu, select Fortilsolator.

On the Download tab, navigate to the Fortilsolator firmware file for your VM or appliance type in the
Image Folders/Files section.

Fortilsolator VM for Linux FIS_VM_KVM-v3-build@151.kvm.zip
KVM

Fortilsolator VM for VMware FIS_VM_VmWare-v3-build@151.vmware.zip
vSphere

Fortilsolator VM for VMware  FIS_VM_ESXi-v3-build@151.ovf.zip
ESXi

Click HTTPS to download the firmware.
Unzip the firmware package.

Download the following package files, which you will need to upload to the Fortilsolator GUI when
Setting up the Fortilsolator environment on page 29:

e FIS_auth_DOCKER-v3-build@117.xz

e FIS fisfs_DOCKER-v3-build@117.xz

e FIS_log DOCKER-v3-build@117.xz

e office-1.6.tar.gz

* FIS_postgres_DOCKER-v3-build@117.xz
e FIS_ update_DOCKER-v3-build@117.xz

e FIS_wf_DOCKER-v3-build@117.xz

on page 7.

Deploying the Fortilsolator on your VM platform

To deploy the Fortilsolator, you must set up VMs for each component in the correct order.

Refer to the following topics for detailed instructions about deploying the Fortilsolator on your VM platform:

 Installing Fortilsolator VM for Linux KVM on page 7
* Installing Fortilsolator VM for VMware vSphere on page 14
 Installing Fortilsolator VM for VMware ESXi on page 24

Installing Fortilsolator VM for Linux KVM

To install Fortilsolator, set up VM(s) for the following components in the exact order:
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Deploying the Fortilsolator

Registry
Controller HA
Worker isolator
Worker controller

P WD

See the Fortilsolator 3.0.1 Administration Guide for more details about each component and how they
communicate with each other.

L}
‘9' Fortilsolator VM for Linux KVM supports both Video Graphics Array (VGA) and

virtual serial console connections.

Prerequisites

* You have downloaded the Fortilsolator firmware for Linux KVM. See Downloading the Fortilsolator
firmware and package files on page 6.
* Ensure that your system has at least two hard disks of the following types:
« IDE
e SATA
» SCSI
» Virtio
e Ensure that your system has at least three network interfaces of the following types:
» Hypervisor default (Rt18139)
e E1000

To install Fortilsolator VM for Linux KVM:

1. Launch KVM with Virtual Machine Manager (https://virt-manager.org/).

@ About Virtual Machine Manager - O X

A"/} )\

Virtual Machine Manager

3.2
Powered by libwirt

Copyright (C) 2006-2014 Red Hat Inc.

Credits License Close
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Deploying the Fortilsolator

2. Create a new virtual machine.

W& Virtual Machine Manager — O *

a  CPU usage
l" QEMUSKENVM

3. Select Import existing disk image.

W Mew VM >

m Create a new wirtual machine

Connection: QEMUJENM

Choose how you would like to install the operating system
) Local install media (IS0 image or COROM)
") Network Install (HTTP, FTP, or NFS)
) Network Boot (PXE)
© Import existing disk image

Cancel Back Forward

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

4. Browse and select the Fortilsolator image (for example, fis.qcow2).

m Create a new virtual machine

Provide the existing storage path:

[ }'..rar,rlibflibuirt,fimagegxﬁg -demo-b69.qoow2 . Browse...

Choose an operating system type and version

OS type:  Generic -

Wersion: | Generic

5. Configure the CPU and memory as required by each VM. See System requirements on page 6.
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Deploying the Fortilsolator
¥ New VM X3

m Create a new virtual machine

Choose Memory and CPU settings
Mermory (RAM): | 1024 — <+ | MiB
Up to 193380 MIB available on the host

CPUs: | 1 = |+

Up to 32 available

Cancel Back | Forward |

8 i

6. Name the new virtual machine, and select Customize configuration before install.

hine

Ready to begin the installation
Name: | FIS-KVM
0S: Generic
Install: Import existing OS image
Mermory: 16384 MIB

CPUs: 6
Storage: /home/fjwu/fis-imgffis-GA-53.qcow2

Customize configuration before install

» Metwork selection

Cancel Back Einish

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

W FI5-KVM on QENVAVITA

! l CPUs

B Memory

?’g Boot Options

u IDE Disk 1
MIC dG-ae 2T

(%) mouse

W isplay spice

= Sound: ichs

g Consale

;’5 Channel spice

B des g

j Centraller USE

g LISE Radirector 1

LSE Redrector 2

Add Hardware

4? Begin Installation ﬁ Cancel installation

Basic Daetails

Harri: [Frserum

Uit 05426409 0205-45cb-97be-03d1 1241754
Status: B shuteff (Shutdewn)

Title: [

Desoripticn:

Hypervisor Detalls
Hypendsar: KM
Architecture: x86_64
Emulator:  jusrbnfloom-spice
Armwang;

" eios - @

AL a0Fx -

Cancel

Apply
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Deploying the Fortilsolator

7. Add an IDE disk. Accept the default values.

¥ Add Mew Virtual Hardware | 28 I
B storage Storage
Bl controller
Network © cCreate a disk image for the virtual machine
o Input — — -
B Graphics ' 200 = |+ |GiB
& Sound 4555 GIiE available in the default location
<8 serial
=@| Parallel " ) Select or create custormn storage
=6 console Manage...
=4| channel
“5 USE Host Device -
%. PC|Host Device Device type: . Disk device -
M ideo - - . )
H] Watchdog Bus type: IDE
@l Filesystemn
&= Smartcard + Advanced options
@ usE Redirection
o TPM
: RMNG
Panic Motifier
Cancel Finish

8. Add three network interfaces and configure them accordingly.

* Network 1: Internal Interface

e Network 2: External Interface

» Network 3: Management Interface
e Network 4: HA Interface

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

9.

10.
1.

Click Begin Installation to load the KVM image.

e in extract_kernel
AxABABABABA178e255
xBB888BBBBBAT75611c
xBBpBMBEBBA2806888
_ : BxPBBABABABAA1c37aB0
ernel_total_size: Bx0808808881981088

Decompressing Linux... Parsing ELF... done.
Booting the kermel.

lelcome to Isolator
ISUMBBABABBAAAA login: _

Wait for the installation to complete.

Repeat the steps above to create the remaining VMs. Note that you need to set up at least 3 controller
HA VMs,

Continue to set up the Fortilsolator environment by referring to Setting up the Fortilsolator environment on
page 29.

Installing Fortilsolator VM for VMware vSphere

To install Fortilsolator, set up VM(s) for the following components in the exact order:

P WONA

Registry
Controller HA
Worker isolator
Worker controller

See the Fortilsolator 3.0.1 Administration Guide for more details about each component and how they
communicate with each other.

Prerequisites

You have downloaded the Fortilsolator firmware for VMware. See Downloading the Fortilsolator
firmware and package files on page 6.

Install VMware vSphere Client.

Ensure that your system has one of the following combinations of hard disks and network adapters to
support ESXI 6.0:

e Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
* One IDE hard disk and one SCSI hard disk and three E1000 network adapters

Fortilsolator 3.0.1 Private Cloud Deployment Guide 14
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Deploying the Fortilsolator

To install Fortilsolator VM for Microsoft VMware vSphere:

1. Create a new virtual machine in vSphere Client by selecting File > Deploy OVF Template.

£ 10160154

FiIElEdit View Inventory Administration Plug-ins Help
|

ntory @ Inventory

[
IR

Mew

| port »
Report ] -
Print Maps 3
Exit

e L e

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

2. Browse to the folder that contains the Fortilsolator files and select FortiIsolator.ovf.

[ (3 Deploy OVF Template sle] = |
Source
Select the source location,
Source

OVF Template Details

Hame and Location

Storage

Disk: Format

Ready to Complete Deploy from a file or LRL

[CWsersVou\Downloads F1S_VM_ESX-v 1-buid0068.ovFFort v | | prowse... |

Enter a URL to download and install the OVF package from the Internet, or
spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

< Back Mext > I Cancel

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

3. Verify the OVF template details.
{2) Deploy OVF Template o8 2

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
End User License Agresment
Mame and Location

Storage

Disk Format

Mebaork Mapping

Ready to Complete Publisher:

Product: Fortilsolator-vM

Download sre: 126.3MB

Size on disk: Unknown (thin provisioned)
Description: Fortilsolator Virtual Appliance by Fortinet Technologies Inc.
(http:/fwww.fortinet.com)

Bk |[ mew> | conca |

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

4. Review and accept the Fortilsolator End User License Agreement.

End User License Agreement

Accept the end user license agresments.
Source
OWVF Template Details
End User License Agreems e j1jcer |icense Agreement for Fortilsclator Virtual Appliance -
Mame and Location I
Storage MOTICE TO ALL USERS: PLEASE READ THE TERMS AND COMDITIONS OF THE L
Dick Format LICENSE AGREEMENT CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE THIS E

Network Ma SOFTWARE TO YOU ONLY ON THE CONDITION THAT YOU ACCEFT ALL OF THE TERMS

' PRng OF THIS LICEMSE AGREEMENT. BY CLICKING THE ACCEPT BUTTON OR INSTALLING
Ready to Complete THE SOFTWARE, YOU (ETTHER AN INDIVIDUAL OR: A SIMGLE ENTITY) AGREE THAT
THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY YOU.
IF YOU DO NOT AGREE, CLICK ON THE BUTTOM THAT INDICATES THAT YOU DO NOT
ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AND DO MOT INSTALL THE
SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIBLE MEDIA (e.g., CD)
WITHOUT THE OPPORTUNITY TO REVIEW THIS LICENSE AND YOU DO NOT ACCEPT
THIS LICENSE AGREEMENT, YOU MAY OSTAIN A REFUND OF THE AMOUNT YOU
ORIGIMALLY PAID IF YOU: (A) DO NOT UISE THE SOFTWARE AND (B) RETURN IT,
WITH PROOF OF PAYMENT, WITHIN THIRTY (30) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WHICH IT WAS OBTAINED.

This End Uiser License Agreement (EULA) i an agreement between you and
Fortinet, Inc. (Fortinet™), which governs your use of this software
product. A software boense and abcense key or “unbock code”
("Software Licensa”), issued to & desgnated user only by Fortnet or

its authorized agents, isrequired for each computer on which the
Software is loaded.

[ Definitions: (a) “Software™ means (2) al means (2) al of the
contents of the files, disk(s), CO-ROM(s) or other media (induding
electronic media) with which this Agresment is provided or such
contents as are hosted by Fortinet or its dstributors, resellers,
OEMMSP partners, oF other business partners (oollectively "Authorzed

“Updates”), and Software, if any, licensad to you by Fortinet or an -

< Back Next = Cancel I

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

5. Name the new Fortilsolator virtual machine.

Hame and Location
Specify a name and location for the deployed template

Source: Hame:
e 2l [Fortitsolator-vM-Dem]
End User License Agresment
Name and L tion The name can contain up to 80 characters and it must be unigue within the inventory folder.
Storage
Disk Format

Metbwork Mapping
Ready to Complete

<Badc| M}I

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

6. Select the datastore where you want to install the Fortilsolator VM.

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual madhine files:

VE T !
E \ \ : , | Name | Drive Type | Capacity | Provisioned | Free | Type | "Thin Proe
Name and Location @ datastorel Non-SSD 411.00 GB S7243GB  S6.84GB VMFSS  Suppore
Storage Main-Disk Non-550 27378 698TH 1552 GB VMF55 Supports
Disk Format

Netwerk Mapping
Ready to Complete

1| mn ] C
o for this virtual machine

Mame Drive Type | Capacity | Provisioned | Free | Type | Thin Provi
1 it ] 3
Compatibility:

‘mﬁmtﬂmfﬂrﬁl capadty of 82,00 GB. Thin provisioned disk size is unknown.

<gack || next> Concel |

4

7. Select the disk provisioning format. For optimal performance, select a Thick Provision option. Configure
the CPU and memory as required by each VM. See System requirements on page 6.

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

Disk Format
In which format do you want to store the virtual disks?

Soyurce
WF Temy tails
End User License Agreement
Hame and Location
Storage
Disk Format
e bwork Mapping
Ready to Complete

Datastore: [Hnn-Dd:

Avalable space (G8): 15.3

= Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

< Back

o> | Lo ]

4

8. Configure the required network interfaces. Add four network interfaces for Network Mapping and
configure them accordingly:

» Network 1: Internal Interface

» Network 2: External Interface

» Network 3: Management Interface
» Network 4: HA Interface

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

What netwarks should the deployed template use?

Source
OVF Template Dwtails

End Liser License Agresment

Hame and Location

Hetwork Mapping
Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Source Networks | DestinationNetworks |
Network L | LocaiNetwork |
Metwark 2 LocalMetwod:
Metwork 3 LocalNetworkl2
Metwork 4 LocalMetworkd2

Description:

The Network 1 network

Warning: Multiple source networks are mapped to the host network: LocalNetwork

< Badk | Hext > I

cancel |

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

9. Verify the template deployment options, and click Finish.

Ready to Complete
Are these the options you want to use?

Source

OVE T te Details
End User License Agreement

Mame snd Location
storage

Disk Format
Metwork Mapping

Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:
OvFfile: C:\Users\lliv\Downloads\FIS_VM_ESKi-v1-buil di0sioviiF_
Download sz 126.3 MB
Size ondisk: Unknown
Name: FortilsolatoryiM-Dema
Host/Cluster: localhest
Datastaone Main-Disk
Disk provisioning: Thin Provision
Network Map ping: "Metwork 1" to "LocalMetwork”

Network Mapping: "Network 2" to "LocalNetwok”
Network Mapping: “Network 3" to "LocalNetworkiZ”
Network Mapping: "Metwork 47 to "LocalMetwork0Z”

™ Power on after deployment

<gack | [ Fmen ]

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

10. Start the Fortilsolator VM.

11. Repeat the steps above to create the remaining VMs. Note that you need to set up at least 3 controller
HA VMs,

12. Login to Fortilsolator. The default username is admin and the default password is fortinet.

Continue to set up the Fortilsolator environment by referring to Setting up the Fortilsolator environment on
page 29.

Installing Fortilsolator VM for VMware ESXi

To install Fortilsolator, set up VM(s) for the following components in the exact order:

Registry
Controller HA
Worker isolator

P WOWNA

Worker controller

See the Fortilsolator 3.0.1 Administration Guide for more details about each component and how they
communicate with each other.

Prerequisites

* You have download the Fortilsolator firmware for ESXi. See Downloading the Fortilsolator firmware and
package files on page 6.

¢ Install VMware ESXi.

« Ensure that your system has one of the following combinations of hard disks and network adapters to
support ESXI 6.5:

e Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
e Two SCSI hard disks and three E1000 network adapters

Fortilsolator 3.0.1 Private Cloud Deployment Guide 24
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Deploying the Fortilsolator

To install Fortilsolator VM for Microsoft VMware ESXi:

1. In the ESXi home page, click Virtual Machine, and then right-click and select Create/Register VM.

1% Navigator 1 || =1 localhost.lc
* [g Host
Manage % Create |
Monitor O | virtua

&1 Virtual machines

h Create/Register VM

% Open in new window

2. Inthe Select creation type step, click Deploy a virtual machine from an OVF or OVA file.

#31 New wirtual machine

CESEETITNE  Select creation type
2 Select OVF and VMDK files M woukd wou like to treate a Vinual Machine?

3 Select storape

4 License agreements
5 Deployment options
§ Additional settings |m:mmmuwamm
T Ready 1o complete

Craat a ninw viual maching

Rgsgisher an gxigling virtual maching

Fortilsolator 3.0.1 Private Cloud Deployment Guide
Fortinet Inc.
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Deploying the Fortilsolator

3. Inthe Select OVF and VMDK files step, select both the FortiIsolator.ovf and fis.vmdk files.

251 Hew virtual maching

+ 1 Select creation type Select OVF and VMDK files
2 Select OV and WIMDK files Seilect e OVF and VIMOK fes or OVA for the VM you would lice to dapioy
3 Select storage
4 Lconsa daresimints Eritie & Rami f9r e vitual mathing
5 Deployment options r
& Additional settings
T Raady o complets

Wirtual machine names can contain up ke 50 characters and they must be unigue within each ESX instance

= B Fortilsolator.ovf
* [0 fis.vmdk

Back || Nea || Finiss Cancal

Fl

4. In the Select storage step, select the datastore where you want to install the Fortilsolator VM. Configure
the CPU and memory as required by each VM. See System requirements on page 6.

31 Hew virtual machine - FIS-VM.demo

v (ECSECITIM  Select storage

¥ 2 Select OVF and VMO Bl Select e datasione in which 1o s500e the configuration and disk files
G soctsonee
4 License Wmmu The Tod Ioraing dalasiones ane accessibie from he destnabion rescurce that you sekecied. Select the destinalon datasione for the
5 Deployment oplions virtual maching conSguration fles and all of the vifual disks
& Additional settings
; W w P o w | Th £ e
TR to complete Mame Capaciy neg Ty i D ACCEss
datastore] 181 T8 176 T8 WMFS5 Supponed Single
ManDisk T28TE T15TB VMFSS Suppored Single
2 items
Back || Mex Fish || Cancl
a
Fortilsolator 3.0.1 Private Cloud Deployment Guide 26
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Deploying the Fortilsolator

5. Review and accept the Fortilsolator End User License Agreement.
5 New virtual maching - FIS-VM-demo

¥ 1 Select creation type License agreements
+ 2 Select OVF and VMDK files

Read and accepl the license agreements

& Ready 1o compete

End User License Agresment for Fortifsolstor Wirtusl Asplisnce

MOTICE TO ALL WUSERS: PLEASE READ THE TERMS AND OOMDITIONS OF THE
LICENSE AGREEMENT CAREFULLY. FORTIMET, INC. IS WILLING TO LICENSE THIS
SOFTHARE TO YOU DMLY ON THE CONDITION THAT WU ACCEPT ALL OF THE TERMS
OF THIS LICEMSE AGREEMENT. BY CLICKING THE ADDEFT EUTTOM OR IMSTALLING
THE SOFTHARE, YOU' {EITHER AN INDIVIDIML O & SINGLE ENTITY) AGREE THAT
THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEM COMTRACT SIGNED BY YOU.
IF YOU DO HOT AGREE, CLICK ONW THE BUTTON THAT INDICATES THAT YOU DO MOT
ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AND DO NOT IMSTALL THE
SOFTHARE. IF YOU PURCHASED THE SOFTWARE ON TANGIELE MEDIA (&.§., COD)
WITHOUT THE OPPORTUNITY TO' REVIEW THIS LICENSE AMD YOU DO NOT &CCEPT
THI5 LICEMSE AGREEMENT, YOU MAY OC2TAIN &4 SEFUND OF THE AMOUNT YOU
QRIGINALLY PAID IF YOUD (&) DO NOT USE THE SOFTWASE AND (B) RETUEM IT,
WITH PROOF OF PAYMENT, WITHMIN THIRTY (39) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WHICH IT WAS CBTAINED.

This End user License agresment (EULA) §5 aa apressent between you and
Fortinet, Inc, (["Fertinet™), which poverss your uie of this software
product, A seftware licenst and a License ey oF “unlock  code”
(“foftware License™), issutd to & desigeated user only by Fortinet or

i#r  metharired sasads ir ramsdead  Ean aeckh remeeran s which  EFhe

1| agré

Back Ii Next | Fish || Cancel |

Fl

6. In the Deployment options step, configure Network mappings with four network interfaces accordingly:
e Network 1: Internal Interface
» Network 2: External Interface
e Network 3: Management Interface
» Network 4: HA Interface

Fortilsolator 3.0.1 Private Cloud Deployment Guide
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Deploying the Fortilsolator

41 Mew virtual maching - FIS-VM-demo

* 1 Select creation type Deployment options
" 3 Select OVF and VMDK files Selert deployment apbons
3 Salect storage

+ 4 License agreements

& Ready 1o complote Network 2 | WM Mebwork -
Metwork 3 WM Mebwork v
Metwork 4 W Mebwork ¥
Disk provisioning & Tran U Thick
Powser on automatically o
| mack || mem Firisn Cancel
I | i

7. Configure Disk provisioning, and select the Power on automatically checkbox.
8. Verify the deployment options, and click Finish.

#43 Mew virfual machine - FIS-VM.demo

~ 1 Select creation type Ready to complete

+ 1 Selact OVF and VMDK files Review your semings sslection before finishing the wizard
~ 3 Select storape

" 4 License agreements

" § Deployment options

inome oo

Product Fortilgolaior-YM

Disks fish. v

Datastore Manbvsk

Pronigioning type Thin

Metwork MApEIngs Mitaar 1) Wi Metwon Netwerk 20V Nebwork Meteon 3 VI Mitwork Nibwork

4% Mebwork

Guest 05 Name Other Linuex 2.6 x (32-bat)

{ ' Do not redresh your beowser while this VM is being deployed
Lom

| Back || Met || Finish |l cancel |
= T4

9. To start the VM, right-click the Fortilsolator VM name, and select Power > Power on.
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10. To open the Fortilsolator VM console, click Console > Open browser console.

2arly ole in extract_kernel
input_data: BxH08808000178e255
input_len: BxHH0BBBBABAT75638a

utput:

putput_len: BxBB0BBBABAB1c37a88
cernel_total_size: BxBBBBBBBAA19B18868

Decompressing Linux... Parsing ELF... done.

11. Login to Fortilsolator. The default username is admin and the default password is fortinet.
12. Repeat the steps above to create the remaining VMs. Note that you need to set up at least 3 controller
HA VMs,

Continue to set up the Fortilsolator environment by referring to Setting up the Fortilsolator environment on
page 29.

Setting up the Fortilsolator environment

After installing the Fortilsolator firmware on your VMs, set up the Fortilsolator environment by configuring
each VM as follows in the exact order:

Configuring the host VM for registry

1. Loginto the CLI as root using the following credentials:
e username: root
» password: fortinet

2. Configure the network interfaces:

set internal-ip <ip>/<subnet>

set internal-gw 0.0.0.0/0 <gw>

set mgmt-ip <ip>/<subnet>

set set ha-ip <ip>/<subnet>

set dns <primary dns> <secondary dns>

3. Configure the host type to be registry:
set host-type 2

4. Configure the database server:
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set database-server <ip> 6379 admin <password>
5. Configure the run mode:
set run-mode 1

6. Reboot the machine. The process will take a few minutes.

7. After the machineis up, enter the registry management IP from a web browser and verify that the
System > Manage FIS Images page displays the following:

£22 Fortilsolator VM

Q. FiSimages

@ Dashboard
Image Wershon State

|¢' S T sl CLI_3.0.1.0134 Default
Administrators fis_db DE_2 010134 Default
Certificates fis_gul WEB_3.0_1 0134 Default
Login Disclaimer

& sers 3 Upload Images

[# Policies and Profiles > Choose File | Mo file chosen Upload

If the update container image is not included, upload it in the global GUI and apply it in the local GUI.
8. Set the region of the machine to be San Jose:

set region san-jose <total_session_per_region> <region_ip>

For example, set region san-jose 99 172.30.156.47.
9. If you are configuring registry HA, continue with the following steps:
a. Repeat the steps above on the second registry machine.
b. Setregistry on each registry node to include both primary and secondary:

set registry <primary-registry-ip> <secondary-registry-ip>

For example, set registry 192.168.3.23 192.168.3.24.
c. Set database server on each registry node to point to its own HA IP:

set database-server <HA IP> <port> <username> <password>

For example, set database-server 192.168.3.23 6379 admin password.

Configuring the host VM for controller HA

1. Loginto the CLI as root using the following credentials:
e username: root
» password: fortinet

2. Configure the network interfaces:
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set internal-ip <ip>/<subnet>
set internal-gw 0.0.0.0/0 <gw>
set mgmt-ip <ip>/<subnet>

set ha-ip <ip>/<subnet>

3. Configure the host type to be controller HA:
set host-type 3
4. Configure the host role to be controller:
set host-role controller
5. Configure the database server:
set database-server admin <password>
6. Configure the registry server:
set registry <registry ha-ip>
If you have set up registry HA with two registry servers, specify the HA IP for both registry servers:
set registry <primary-registry-ip> <secondary-registry-ip>.
For example, set registry 192.168.3.23 192.168.3.24.
7. Configure the run mode:
set run-mode 1
8. Configure the system model to be VM
set system-model VM
9. Reboot the machine.
10. Set the region of the machine to be San Jose:
set region san-jose
11. Repeat the steps above for each additional host VM for controller HA. You need at least three host VMs
for controller HA.
12. On each controller HA VM, run cli status and kubectl get nodes to verify that it has successfully
joined the registry.
S ! ’, Do not configure the registry VIP or Portal IP on controller VMs. Controller VMs will
? automatically retrieve these from the Redis database. Any VIPs configured directly
- on a controller VM will not be utilized.
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Configuring the host VM for worker isolator

1. Loginto the CLI as root using the following credentials:
e username: root
» password: fortinet

2. Configure the network interfaces:

set internal-ip <ip>/<subnet>
set internal-gw 0.0.0.0/0 <gw>
set mgmt-ip <ip>/<subnet>
set ha-ip <ip>/<subnet>
3. Configure the host type to be worker
set host-type ©
4. Configure the host role to be worker isolator:
set host-role worker_isolator
5. Configure the database server:
set database-server admin <password>
6. Configure the registry server:

set registry <registry ha-ip>

7. Reboot the machine.

Configuring the host VM for worker controller

1. Loginto the CLI as root using the following credentials:
e username: root
» password: fortinet

2. Configure the network interfaces:

set internal-ip <ip>/<subnet>
set internal-gw 0.0.0.0/0 <gw>
set mgmt-ip <ip>/<subnet>
set ha-ip <ip>/<subnet>

3. Configure the host type to be worker:
set host-type ©

4. Configure the host role to be worker controller:

set host-role worker_controller
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5. Configure the database server:

set database-server admin <password>
6. Configure the registry server:

set registry <registry ha-ip>

7. Reboot the machine.

A\,

~ s o Do not configure the registry VIP or Portal IP on worker VMs. Worker VMs will
q automatically retrieve these from the Redis database. Any VIPs configured directly
- on a worker VM will not be utilized.

Verifying the configuration

After the reboot is complete, verify the connection is established by visiting https://[internal -
ip]/isolator/https://www.google.com/. You may need to clear your browser cache before logging in to
the Fortilsolator GUI to make sure that the Fortilsolator GUI displays correctly.

Alternatively, run the following commands in the CLI to verify the configuration:

1. Run fnsysctl kubectl get pod to get the full list of pods.
2. Wait for one minute and run fnsysctl result to verify that all pods are functioning correctly.

Next steps

1. Install the packages that you downloaded earlier when Downloading the Fortilsolator firmware and
package files on page 6. See Manage FIS Images in the Administration Guide for detailed instructions.

2. Backup the system or configuration as needed. See System configuration in the Administration Guide.
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