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Change log

Date Change description

2022-04-11 Initial release.
2022-09-06 Add Compatibility for VM hardware versions on page 9.
Update Deploying the OVF file on page 10.
2022-09-07 Updated Minimum system requirements on page 7.
2022-11-18 Updated Minimum system requirements on page 7.
2023-08-09 Updated Minimum system requirements on page 7.
2023-09-08 Updated Deploying the OVF file on page 10.
2023-10-04 Updated Minimum system requirements on page 7.
2024-01-09 Updated information about extending the LVM.
2024-01-26 Updated note about virtual hard disk sizing when configuring hardware settings.
2024-03-07 Updated Minimum system requirements on page 7.
2024-03-14 Updated Minimum system requirements on page 7.
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About FortiManager on VMware ESXi

This document provides information about deploying a FortiManager virtual appliance in VMware vSphere Hypervisor
(ESX/ESXi) and VMware vSphere Client environments.

This includes how to configure the virtual appliance's virtual hardware settings. This guide presumes that the reader has
a thorough understanding of virtualization servers.

This document does not cover configuring and operating the virtual appliance after successfully installing and starting it.
For that information, see the FortiManager Administration Guide.

Licensing

Fortinet offers the FortiManager-VM with a limited, free trial license. Stackable licenses can be purchased, letting you
expand your VM solution as your environment expands. You can purchase perpetual or subscription-based licenses.
Perpetual licenses never expire.

For information on purchasing a FortiManager-VM license, contact your Fortinet-authorized reseller, or visit How To Buy.

When configuring your FortiManager-VM, ensure that you configure hardware settings acording to the minimum system
requirements and consider future expansion. Contact your Fortinet-authorized reseller for more information.

License Devices/VDOMs GB/day of logs with FortiAnalyzer

enabled (not stackable)

Trial License 3 0
FortiAnalyzer features not supported

VM-10-UG +10 2
VM-100-UG +100 5
VM-1000-UG +1000 10
VM-5000-UG +5000 25
VM-10K-UG +10000 50

See Minimum system requirements on page 7.

See also the FortiManager product datasheet.

Trial license

With a FortiCare account, FortiManager-VM includes a free limited non-expiring trial license.
The free trial license includes support to add 3 devices/VDOMS and use 3 ADOMs.

The free trial license does not include services or support.
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About FortiManager on VMware ESXi

You can activate the trial license when you connect to the GUI for the FortiManager-VM. Full-feature products and
services are available for purchase with an add-on license. See Connecting to the GUI and enabling a trial license on
page 18.

Add-on license

You must activate a trial license before you can upgrade FortiManager-VM to a purchased add-on license.

See also the FortiManager VM Trial License Guide on the Document Library.
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Preparing for deployment

You can prepare for deployment by reviewing the following information:

e Minimum system requirements
» Deployment package for VMware ESXi on page 8
» Downloading a deployment package

Minimum system requirements

FortiManager-VM has a minimum requirement of 4 CPU, 8 GB of RAM, and 500 GB of disk
A storage. Inv7.2.5 and later and 7.4.1 and later, the minimum requirement for RAM is

increased to 16 GB and 4 CPU cores.

The following table lists the minimum system requirements for your VM hardware, based on the number of devices,
VDOMSs, or ADOMs that your VM manages.

Maximum devices/ VDOMs VM hardware requirements
RAM (GB) CPU cores
100 8 4
300 16 6
1200 32 6
4000 64 16
10000 128 24
\‘ ! 'l
9 This table does not take into account other hardware specifications, such as bus speed, CPU
- model, or storage type.
vy
S L4
q Enabling FortiAnalyzer features requires more resources.
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Preparing for deployment

Deployment package for VMware ESXi

Firmware images on the Customer Service & Support site include FortiManager-VM deployment packages. The
following table lists the available VM deployment package:

VM platform Deployment file

VMware ESXi ESX/ESXi server:
FMG VM64-vX-buildxxxx-FORTINET.out.ovf.zip

L}
‘9' For the latest information on virtualization software support, see the corresponding

FortiManager Release Notes on the Fortinet Docs Library.

The .out.ovf.zip file contains:

File Description

DATADRIVE. vmdk FortiManager-VM log disk in VMDK format.

FMG. vmndk FortiManager system hard disk in Virtual Machine Disk (VMDK)
format.

FortiManager-VMé64.hwl4.ovf OVF template file for VMware ESXi 6.7 and later versions.

FortiManager-VMé64.hwl4.vapp.ovf OVF template file for VMware vSphere, vCenter, and vCloud (ESXi

6.7 and later).
FortiManager-VM64.ovf OVF template based on Intel 1000 NIC driver.

FortiManager-VMé64.vapp.ovf OVF template file for VMware vSphere, vCenter, and vCloud (earlier
than ESXi 6.7).

For more information about FortiManager, see the FortiManager datasheet.

Downloading a deployment package

Firmware image FTP directories are organized by firmware version, major release, and patch release. The firmware
images in the directories follow a specific naming convention. Each firmware image is specific to the device model. For
example, the FMG_VM64 HV-vX-buildxxxx-FORTINET.out.hyperv.zipimage, foundinthe 5.6.0 directory, is
specific to the 64-bit Microsoft Hyper-V Server virtualization environment.

Al
‘Q' You can download the FortiManager Release Notes and MIB file from this directory. The

Fortinet Core MIB file is located in the FortiManager > Download tab.
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Preparing for deployment

}\ Download the . out file to upgrade your existing FortiManager installation.

To download deployment packages:

1. Log in to the Fortinet Customer Service & Support portal then, from the toolbar select Download > Firmware
Images. The Firmware Images page opens.

Select FortiManager from the Select Product dropdown list, then select Download.

Browse to the appropriate directory for the version that you would like to download.
Download the appropriate firmware image and release notes to your management computer.
Extract the contents of the package to a new folder on your management computer.

o oD

Compatibility for VM hardware versions

FortiManager-VM supports ESXi 6.5 and later versions. Using corresponding hardware versions 13 and later is highly
recommended, as mentioned in Virtual machine hardware versions.

It is recommended to upgrade hardware versions incrementally with only one delta at a time. For example, upgrading

from10to 11, 11to 12, 12 to 13, then 13 to 14 is recommended, although directly upgrading from 10 to 14 generally has
no issues.

To upgrade hardware versions:

Log in to vSphere Client web console.
In the left pane tree-menu, right-click the FortiManager-VM.

From the shortcut menu, select Compatibility > Schedule VM Compatibility Upgrade.
Click YES.

From the Compatible with dropdown, select the desired compatibility.
Click OK.

Reboot the FortiManager-VM.

Nooahsoobdb-=
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Deployment

Prior to deploying the FortiManager, the VM platform must be installed and configured so that it is ready to create virtual
machines. The installation instructions for FortiManager presume that you are familiar with the management software
and terminology of your VM platform.

You might also need to refer to the documentation provided with your VM server. The deployment information in this
guide is provided as an example because, for any particular VM server, there are multiple ways of creating a virtual
machine - command line tools, APls, alternative graphical user interface tools.

Before you start your FortiManager appliance for the first time, you might need to adjust virtual disk sizes and networking
settings. The first time you start FortiManager, you will have access only through the console window of your VM server
environment. After you configure one network interface with an IP address and administrative access, you can access
the FortiManager GUI (see Enabling GUI access on page 17).

Deploying FortiManager on VMware vSphere

After you download the FMG VM64-vx-buildxxxx-FORTINET.out.ovf.zip file and extract the package contents
to a folder on your management computer, you can deploy the OVF package to your VMware environment.

Prior to deploying the FortiManager-VM, ensure that you configure the following and they are functioning properly:

o You mustinstall VMware vSphere Hypervisor™ (ESX/ESXi) software on a server and update it to the latest patch
release prior to installing FortiManager. Go to \What is a vSphere Hypervisor? for installation details.

« You must install VMware vSphere Client™ on the computer that you will use for managing the FortiManager-VM.
This section includes the following topics:

« Deploying the OVF file
« Configuring hardware settings
o Powering on the VM

Deploying the OVF file

To deploy the OVF file template:

1. Login to vSphere Client web console.
2. Inthe sidebar tree, right-click the intended physical host.
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Deployment

= vSphereClient O

< 0 10.3144.99 | :actions

DELLEMC

vvvvv

3. From the shortcut menu, select Deploy OVF Template....
The Deploy OVF Template wizard displays.

4. Using the Deploy OVF Template wizard, configure the FortiManager-VM:
a. Selectan OVF Template.

Deploy OVF Template Select an OVF template X

Select an OVF template from remate URL or local file system

1 Select an OVF template Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer.
such as a local hard drive, a network share, or a CD/DVD drive.

URL

® Lacal file

UPLOAD FILES | 3files

CANCEL NEXT

i. Selectthe Local file radio button.
ii. Click Browse and select the two VMDK files and the appropriate OVF template file for your platform.

The VMDK and OVF files are included in the deployment package. See Deployment package for VMware
ESXion page 8.

Alternatively, you can upload the files from a remote server. In this case, select the
ﬂ URL radio button and enter the URL of the files.
I Make sure the VMDK files and the appropriate OVF template file from the

deployment package are in the same path.

iii. Click NEXT.
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Deployment

b. Select a name and folder.

Deploy OVF Template Select a name and folder X
Specify a unique name and target location

Virtual machine name: FortiAnalyzer-VM64

| 1 Select an OVF template

2 select a name and folder . N
Select a location for the virtual machine.

v 4

pY [h Datacenter

CANCEL NEXT

i. Inthe Virtual machine name field, enter a name for the VM.
The name can contain up to 80 characters and must be unique within the inventory folder.
ii. From the tree menu, select the location for the VM.
iii. Click NEXT.
c. Selecta compute resource.

Deploy OVF Template Select a compute resource X

Select the destination compute resource for this aperation

1 Select an OVF template ~ B

2 Select a name and folder

3 Select a compute resource

Compatibility

./ Compatibility checks succeeded

CANCEL NEXT

i. From the tree menu, select the physical machine.
ii. Click NEXT.
d. Review details.

FortiManager 7.2.0 VMware ESXi Administration Guide
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Deployment

Deploy OVF Template Review details X
Verify the template details.

1 Select an OVF template

Publisher No certificate present
2 Select a name and folder
Description
FortiAnalyzer Virtual Appliance by Fortinet Technologies Inc. (http://www.fortinet com!
3 Select a compute resource
Download size 3257 M8

4 Review del
Size on disk Unknown (thin pr

504.0 GB (thick prot

CANCEL
i. After reviewing the OVF details, click NEXT.
e. License agreements.
Deploy OVF Template License agreements X

The end-user license agreement must be accepted

1 Select an OVF template Read and accent the terms for the license agreement.

3 Select a name and folder End User License Agreement for FortiAnalyzer Virtual Appliance

NOTICE TO ALL USERS: PLEASE READ THE TERMS AND CONDITIONS OF THE
3 Select a compute resource
LICENSE AGREEMENT CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE THIS

SOFTWARE TC YOU ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
4 Review details

OF THIS LICENSE AGRI

MENT. BY CLICKING THE ACCEPT BUTTON OR INSTALLING

. THE SOFTWARE, YOU (EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AGREE THAT
5 License agreements
THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY YOU.

IF YOU DO NOT AGREE, CLICK ON THE BUTTON THAT INDICATES THAT YOU DO NOT
ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AND DO NOT INSTALL THE
SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIBLE MEDIA (e.9., €D)
WITHOUT THE OPPORTUNITY TQ REVIEW THIS LICENSE AND YOU DO NOT ACCEPT
THIS LICENSE AGREEMENT, YOU MAY OBTAIN A REFUND OF THE AMOUNT YOU

| accept all license agreements

CANCEL

NEXT

i. After reviewing the license agreements, select the checkbox for | accept all license agreements.
ii. Click NEXT.
f. Select storage.

FortiManager 7.2.0 VMware ESXi Administration Guide
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Deployment

g. S

Deploy OVF Template Select storage X

Select the sterage for the configuration and disk files

1 Select an OVF template
Select virtual disk format Thick Provision Lazy Zeroed ~

VM Storage Policy [ Datastore Default

([0 Disable Storage DRS for this virtual machine

v | storage

1 T T isi T T T
Name Companity Capacity Provisioned i Free Type Cluster

| B data - 69878 14.87 T8 602.09GB VMFS 6

5 1ents
6 Select storage

m 1item

Compatibility

Compatibility checks succeeded.

CANCEL NEXT

From the Select virtual disk format dropdown, select one of the following:

o Thick Provision Lazy Zeroed: Allocates the disk space statically (no other volumes can take the
space), but does not write zeros to the blocks until the first write takes place to that block during
runtime (which includes a full disk format).

o Thick Provision Eager Zeroed: Allocates the disk space statically (no other volumes can take the
space), and writes zeros to all the blocks.

o Thin Provision: Allocates the disk space only when a write occurs to a block, but the Virtual Machine
File System (VMFS) reports the total volume size to the OS. Other volumes can take the remaining
space. This allows you to float space between your servers, and expand your storage when your size
monitoring indicates there is a problem. Once a Thin Provisioned block is allocated, it remains in the
volume regardless of whether you have deleted data.

If you know your environment will expand in the future, adding hard disks larger

< ! - than the FortiManager base license requirement and utilizing Thin Provision
9 when setting the OVF Template disk format is recommended. This allows your
- environment to expand as required while not taking up more space in the SAN

than needed.

From the menu, select the data storage location.
Click NEXT.
elect networks.

FortiManager 7.2.0 VMware ESXi Administration Guide
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Deployment

Deploy OVF Template Select networks

1

2

3

4

5

6

Select a destination network for each source network
Select an OVF template
Source Network

Select a name and folder

Network 1
Select a compute resource Network 2
Network 3
Review details
Network 4
License agreements
¢ m

Select storage
IP Allocation Settings

7 Select networks N
IP allocation,

IP protocol

X
Destination Network
VM Network
VM Network v
VM Network v
VM Network -
4items

Static - Manua

CANCEL NEXT

Map the networks used in this OVF template to networks in your inventory.

Network 1 maps to port1 of the FortiManager. You must set the destination network for this entry to access

the device console.
Click NEXT.

h. Ready to complete.

Deploy OVF Template Ready to complete

1

2

3

4

5

6

7

_ All disks Datastore: data: Format: Thick provision lazy zeroed

v Select a name and folder
Select an OVF template

Name FortiAnalyzer-VM64
. Template name FortiAnalyzer-VM64
Select a name and folder ° ’
Folder Datacenter

Select a compute resource
v Select a compute resource

Resource 10.3.144.99
Review details

v Review details
License agreements

Download size 325.7 MB
Select storage v Select storage

Size on disk
Selectr ks

Storage mapping 1

8 Ready to complete

v Select networks

Network mapping 4
Network 1 VM Network
Network 2 VM Netwerk
Network 3 VM Network
Network 4 VM Network

IP allocation settings

CANCEL BACK FINISH

After verifying the information, click FINISH to start the deployment.

You may need to configure the FortiManager hardware settings before powering on the VM. See

Configuring hardware settings on page 15.

Configuring hardware settings

Before powering on your FortiManager-VM, you must configure the virtual memory, virtual CPU, and virtual disk.

FortiManager 7
Fortinet Inc.

.2.0 VMware ESXi Administration Guide



Deployment

To configure hardware settings:

1. Inthe vSphere Client, select the VM from the tree menu in the left pane.
2. Inthe VM Hardware pane, click Edit Settings....
The Edit Settings dialog displays.

Edit Settings = FortiAnalyzer-VM64 X
Virtual Hardware VM Options
ADD NEW DEVICE ¥

> CPU 4 v ®

> Memory 8 v GB v

> Hard disk 1 4.0048828125 6B ~

> Hard disk 2 500 6B~

> SCSI controller 0 VMware Paravirtual

» Network adapter 1 VM Network  connect

> Network adapter 2 VM Network v @ connect

» Network adapter 3 VM Network ~ 4 connect

> Network adapter 4

> Video card

VMCI device

> Other Additional Hardware

CANCEL n

3. Inthe CPUfield, adjust the number of CPU cores as required.

4. Inthe Memory field, adjust the memory size as required. See Minimum system requirements on page 7 to
determine your required memory.

5. Inthe Hard disk 2 field (the log disk), adjust the size required. You should not edit Hard disk 1.

The FortiManager-VM allows you to add twelve virtual log disks to a deployed instance.

\ﬂ When adding additional hard disks, use the following CLI command to extend the LVM

logical volume:
execute lvm extend

For more information, see the FortiManager CLI Reference.

The FortiManager-VM requires at least two virtual hard disks. Before powering on the
FortiManager-VM, you must add at least one more virtual hard disk (ideally above 500

GB).
L The VM should therefore be configured with the following disks:
? ¢ The default hard drive that contains the OS and should not be modified.
- ¢ One or more additional disks, for example Disk1 and Disk2, used by LVM for logs,

reports, swap, and other storage requirements.
The default virtual hard disk storage size should not be modified to increase capacity, only
increasing Disk1 or adding extra disks will extend LVM disk on the FortiManager-VM.

6. Click OKto apply your changes.

Powering on the VM

You can now proceed to power on your FortiManager.

FortiManager 7.2.0 VMware ESXi Administration Guide 16
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Deployment

To power on the VM:

In the vSphere Client, select the VM from the tree menu in the left pane.

From the ACTIONS dropdown, select Power > Power On.

Once itis enabled, click Launch Web Console.

Once the VM starts, proceed with the initial configuration. See Configuring initial settings on page 17.

o bd-=

Configuring initial settings

Before you can connect to the FortiManager-VM, you must configure basic network settings via the CLI console. Once
configured, you can connect to the FortiManager GUI.

Enabling GUI access

To enable GUI access to the FortiManager, you must configure the IP address and network mask of the appropriate port
on the FortiManager. The following instructions use port 1.

x You can determine the appropriate by matching the network adapter's MAC address and the

HWaddr thatthe CLI command diagnose fmnetwork interface 1list provides.

To configure the port1 IP address and netmask:

1. Inyour hypervisor manager, start the FortiManager and access the console window. You might need to press Enter
to see the login prompt.

2. Atthe FortiManager login prompt, enter the username admin, then press Enter. By default, there is no password.
3. Using CLI commands, configure the port1 IP address and netmask.
config system interface
edit portl
set ip <IP address> <netmask>
end

x The port management interface should match the first network adapter and virtual switch

that you have configured in the hypervisor VM settings.

4. To configure the default gateway, enter the following commands:
config system route
edit 1
set device portl
set gateway <gateway ipv4 address>

end
The Customer Service & Support portal does not currently support IPv6 for FortiManager
license validation. You must specify an IPv4 address in the support portal and the port
management interface.
FortiManager 7.2.0 VMware ESXi Administration Guide 17
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Deployment

Connecting to the GUI and enabling a trial license

Once you have configured a port's IP address and network mask, you can connect to the GUI by using a web browser.

To connect to the GUI and enable a trial license:

1. Launch a web browser, and enter the IP address you configured for the port management interface.

2. Atthe login page, select Free Trial, and click Login with FortiCloud to start the process of activating your free trial
license.

If you do not have a FortiCloud account, click Register with FortiCloud to create one.

See also the FortiManager VM Trial License Guide on the Document Library.

Upgrading to an add-on license

You must activate a trial license before you can upgrade FortiManager-VM to a purchased add-on license.

See also the FortiManager VM Trial License Guide on the Document Library.

Configuring your FortiManager

Once the FortiManager license has been validated, you can configure your device.

drive space is less than the licensed VM storage volume, warning messages show in the GUI
in the System Resources widget on the dashboard and in the Notification list.

\ﬂ If the amount of memory or number of CPUs is too small for the VM, or if the allocated hard

For more information on configuring your FortiManager, see the FortiManager Administration Guide.

FortiManager 7.2.0 VMware ESXi Administration Guide
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Security Fabric connector integration with VMware vCenter

You can create SDN connectors for VMware vCentre to allow FortiGate to retrieve dynamic addresses from VMware
vCenter via FortiManager.

For more information, see the FortiManager Administration Guide.
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vMotion in a VMware environment

This guide provides sample configuration of a vMotion FortiManager-VM in a VMware environment. VMware vMotion
enables the live migration of a running FortiManager-VM from one physical server to another with zero downtime,
continuous service availability, and complete transaction integrity. It also provides transparency to users.

The following depicts the network topology for this sample deployment. In this sample deployment, there are two hosts,

Host 48 (100.64.30.48) and Host 50 (100.64.30.50), that are members of Cluster 1 in the DataCenter 1. The vCenter
server (vcenter67.fmg.lab) manages DataCenter 1.

wm wm
Host 50 Host 48
100.64.30.50 — 100.64.30.48
o - il

DataStore-50 i ’

DataStore-48

@

This configuration requires the following prerequisites:

» You have set up the vCenter server and created the data center and cluster.
o Host 48 and Host 50 are members of the cluster.
» A Gigabit Ethernet network interface card with a VMkernel port enabled for vMotion exists on both ESXi hosts.
o A FortiManager-VM that is set up and able to handle traffic.

To migrate the FortiManager-VM on the vCenter web portal:

1. Log in to the vCenter web portal.
2. Verify the current location of the FortiManager-VM:
a. Goto the FortiManager-VM.
b. Onthe Summary tab, check the Host. In this example, the host is currently Host 48 (100.64.30.48).

vm vSphere Client Menu v

B 2 8

(5 veenter67.fmglab
[ Datacenter

i 100643048
 131-fmgvm64-5292
5 132-mg
{31 135-sdn-connector-11.1-b114
5 135-50n-connector-112-GAB7
B 141-fmg-meterv6.2 2-01183-5
5 142-mgvm-o1085
{31 coreos_production_vmware_ova
1 FAZ-logtool vapp
{31 p3-Kubernete

3 100643050
{1 132-fosvm-b3633-v5.6.3-ha-m-133-5
{1 133-FortiGate-VM64-v56
5 133-FOIOS-YME4-16.2.2-b1010
{31 133-fosvm-s-3633-v5.6.3
5} 134-FOrI0S-VMB4-v6.2 251010
{1 134-fosvm-sI-b3633-v5.6.3
{31 135-fosvm-b231
5 Be-fosm-51010-140
& 137-19tvm-v62
& 138-19tvm-v60
2 1205

RecentTasks  Alarms

Task Name v Target

Q_ searct

% 141-fmg-meter-v6.2.2-b1183-s & 5 ©

Summary  Monitor  Configure

Guest OS:
Compatibility
VMware Tools:

DNS Name:
L IP Addresses

Launch Web Console
Host.
Launch Remote Console @

VM Hardware

Related Obijects
Host
Networks

Storage

Permissions

Datastores  Networks
FortiManager-VM64 v6.2.0-build1182 191007 (Interim)
ESX/ESXi 4.0 and later (VM version 7)

Running, version:2147483647 (Guest Managed)
More info

FMG-VM64-141

17218.37.141

View all 2 1P addresses

100.64.30.48

[& 100643048
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vMotion in a VMware environment

c. Goto Storage > Files. Check that the FortiManager-VM is located in the correct datastore. In this example, the

datastore is currently Datastore 48, in Host 48.

vm vSphere Client

]

V3 veenter67.fmglab
+ [ Datacenter

> [ NSX-T and VIO

Recent Tasks

] all_dsag
3 al_dss0

Task Name

Alarms

v Target

all_ds48 | actions~
Summary  Monitor  Configure
Q sear
v D alasas
O sddst
C3131mgvm64-5292
Ci132-1mg

3 141-fmg-meter-v6.2.2-b1183-s
[3144-fmgvm-b1085

3 coreos_production_vmware_ova
3 FAZ-logtool.vapp

£ Fortios-vMe4

3 p3-Kubernete

[ photon3-template

£ san-connector-111

£ san-connector-11.2

Staws o

Permissions

Initiator

Files  Hosts  VMs

13 New Folder 4 Upload Flles
Name -
O sadst
O 13Hmgum64-5292
O 132:mg
3 tatimg-meter6.2.2-b1ie3
£3 144-fmgvm-b1085
3 coreos_production_vmvier.
3 Faz-iogroolvapp
O ForwosvMea
£ pa-Kubernete
3 photon3-template
3 san-connector-111

3 sdn-connector-112

v QueuedFor

3. Right-click the FortiManager-VM and select Migrate.

vm vSphere Client

Size

2 Upload Folder

T Moditea
01282019, 10:0:27 PM
0973072019, 8:30:54 AM
0973072019, 852:54 AM
101612019, 10:48:45 AM
0513072019, 0:32:00 AM
0210712015, 12:0719 PM
0211372018, 3:39:38PM
101072019, 8:33:23 AM
06/14/2019, 522:22 PM
067147201, 51716 PM
0712012019, 2:48:45 P

093012019, 9:38:51 AM

v sanTime |

Type
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder

Folder

Completion Time

<

Patn
[all_ds48;
[all_ds48;
[all_ds48;
[all_ds48;
[all_ds4g;
[all_ds48;
[all_ds48;
[all_ds48;
[all_ds48;
[all_ds48;
[all_ds48;

[all_ds48;

Server

sddsf
13Hmgvm64-5202
132mg
14Himg-meter-v6.2.2-
133-fmgvm-1005
coreos_production_v.
FAZ-logioolvapp
FortiOSVM64
p3-Kubernete
photon3-template
sdn-connector-411

san-connector-112

12 tems

]

V3 veenter67.fmglab
~ [ Datacenter
A 100.6430.48

8

 131-fmgvm64-5292
5 132-mg
{31 135-sdn-connector-1

{5 135-sdn-connector-1
3 141-fmg-meter-v6.2.2
£ 1498-fmgvm-b1085

{31 coreos_production_
{31 FAZ-logtool vapp
1 p3-Kubernete

100.64.30.50

{31 132-fosvm-p3633-V5.
{31 133-FortiGate-VM64-
5 133-FortOs-YMo4-v
{31 133-fosvm-s-p3633-v]
5 134-FortiOS-VME4-v
{1 134-fosvm-sI-b3633-y
{31 135-fosvm-b231

5 36-fosm-51010-140
& 137-tatvm-ve2

& 138-19tvm-v60

£ 120 FEArHNG A MAA 8

Recent Tasks

Task Name

Al

Alarms

% 141-fmg-meter-v6.2.2-b1183-s & B © | aconsv
5 Actions - 41mg-meter-v6.22-bii. Monitor ~ Configure ~ Permissions ~ Datastores  Networks  Updates
Power . GuestOS:  FortiManager-VMG4 v6.2.0-buidiig2 191007 (interim)
Compatibility: ESX/ESXi 4.0 and later (VM version 7)
Guest OS " VMware Tools: Running, version:2147483647 (Guest Managed)
Snapshots » CERLD
DNSName:  FMG-VM64-141
& Open Remote Console P Addresses: 172.18.37.141
P—— View all 2 P addresses
& Migrate. Host 100.64.30.48
Remote Console @
Cione .
Fault Tolerance .
Hardware
VM Policies .
Template .
ited Objects
Compatibility .
Host [& 100.64.30.48
Export System Logs.
Networks VM Network
£ Edit Settings.
Storage 3 all_dsas
Move to foider.
Rename.
Edit Notes.
Tags & Custom Attributes b kianed Tan — —
‘Add Permission.
Status Rr— | Quevearor
Atarms
Update Manager .
vsan .
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v sanTime | o

Completion Time

Value

v Server

cPUU

SAGE

O Hz

122

(ORY USAGE

MB

STORAGE USAGE

7.32GB
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vMotion in a VMware environment

4. Configure the migration options:

a. For Select a migration type, select Change both compute resource and storage. Click NEXT.

141-fmg-meter-v6.2.2-b1183-s - Migrate
Select a migration type

2 Select a compute resource  Change the virtual machines' compute resource, storage, or both
3 Select storage

4 Select networke O change compute resource only
Migrate the virtual machines to another host or cluster
5 Select vMotion priority
6 Ready to complete O change storage only
Migrate the virtual machines' storage to a compatible datastore or datastore cluster.

@ Change both compute resource and storage

Migrate the virtual machines to a specific host or cluster and their storage to a specific datastore or datastore cluster.

CANCEL NEXT

4

b. For Select a compute resource, select the desired new compute resource. In this example, Host 50
(100.64.30.50) is selected. Click NEXT.

141-fmg-meter-v6.2.2-b1183-s - Migrate

+ 1Select a migration type Select a compute resource
B TRy Select a cluster, host, vApp or resource pool to run the virtual machines.
3 Select storage

4 Select networks

+ (3 veenter67.img.ab
« [ Datacenter

> [210064.30.48

> [310064.3050

> [NSX-Tand VIO

5 Select vMotion priority
& Reaay to complete

Compatibility

+/ Compatibility checks succeeded

CANCEL BACK NEXT

4

c. For Select storage, select the storage associated with the selected compute resource. In this example,
Datastore 50 (as corresponds to Host 50) is selected. Click NEXT.
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vMotion in a VMware environment

141-fmg-meter-v6.2.2-b1183-s - Migrate

+ 1Select a migration type Select storage

+ 2 Select a compute resource  Select the destination storage for the virtual machine migration
3 Select storage
2 Select networks Configure per disk ()
Select virtual disk format:  Same format as source v
5 Select vMotion priority camejormerassowres 7
6 Ready to complete

VM Storage Policy: Keep existing VM storage policies v

Name Capacity Provisioned Cluster
4 Storage Compatibiliy: Compatible

= all_ds50 72778

<

Compatibility

+/ Compatibility checks succeeded

CANCEL BACK NEXT

4

d. For Select networks, select the desired destination network at the selected compute resource. In this example,
the source network is at Host 48, and the destination network is at Host 50. Click NEXT.

141-fmg-meter-v6.2.2-b1183-s - Migrate

+ 1Select a migration type Select networks

v 2 Select a compute resource  Select destination networks for the virtual machine migration.
v 3 Select storage

W e rerers Migrate VM networking by selecting a new destination network for all VM network adapters attached to the same source network.
5 Select vMotion priority Source Network

Used By Destination Network
6 Ready to complete VM Network 1VMs /4 Network adapters VM Network

+/ Compatibility checks succeeded

CANCEL BACK NEXT

4
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vMotion in a VMware environment
e. For Select vMotion priority, select Schedule vMotion with high priority (recommended). Click NEXT.

141-fmg-meter-v6.2.2-b1183-s - Migrate

v 1Select a migration type Select vMotion priority

v 4 Select networks

+ 2 Select a compute resource  Protect the performance of your running virtual machines by prioritizing the alocation of CPU resources.
v 3 Select storage

@ Schedule vMotion with high priority (recommended)
5 Select vMotion priority

VMotion receives higher CPU scheduling preference relative to normal priority migrations. vMotion might complete more quickly.
O schedule normal vMotion

VMotion receives lower CPU scheduling preference relative to high priority migrations. You can extend vMotion duration.

5. Before initiating the migration, open the CLI for the FortiManager-VM to check on traffic during the migration. Enter

diagnose sniffer packet any 'icmp and host 8.8.8.8"' tocheckiftraffic is stable. If no traffic is lost
during migration and the FortiManager-VM SSH session does not break, the output resembles the following:
EP 1721837141 - PuTTY

O X
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vMotion in a VMware environment

6. Click FINISH.

141-fmg-meter-v6.2.2-b1183-s - Migrate

¥ 1Selectamigrationtype  Ready to complete

v 2 Select a compute resource  Verify that the information is correct and click Finish to start the migration
v 3 Select storage

v 4 Select networks

5 Seact et prorty | Miaraton Tyoe crange compute esource and storage
et img-meter-622-0183-5
100643050
o
atosso
same format as source

Networks No network reassignments

CANCEL FINISH

4

After a few seconds, the FortiManager-VM is migrated to the new compute resources, in this case Host 50.

7. Loginto the vCenter web portal. Go to the FortiManager-VM. On the Summary tab, the Host is now the new
compute resources, in this case Host 50 (100.64.30.50).

@ g8 @ % 141-fmg-meter-v6.2.2-b1183-s & ACTIONS v
&) coreos_production_vmware_ova o Summary  Monitor  Configure ~ Permissions  Datastores  Networks  Updates
1 FAZ-logtool vapp —
B pakubernets GuestOS:  FortiManager-VMG v6.2.0-buid1182 191007 (interim) cpu UsAGE
© 3 100643050 Compatibiity:  ESX/ESXi 4.0 and later (VM version 7) O Hz
VMware Tools: Running, version:2147483647 (Guest Managed)
Vore e MEMORY USAGE
) 133 FortiGate-VMB4-v56 IO BN 81 MB
£ 133-FortioS-VM64-v6.22-61010 P Addresses: 172.18.37.141 . SEREEUEEE
1 133 fosvm-s-63633.v5.6.3 Launch web Console "% [ERCATRED 8 732068
£ 134-FortioS-YM64-v6.22-01010 Launch Remote Console @
{1 134-fosvm-sI-b3633-v5.6.3
{31 135-fosvm-b231
£ 136-fosym-b1010-140
3 137-19tvm-v62
3 138-fgtvm-v60 Related Objects ~
£ 139-FortioS-YM64-v6.22-01010 —
53 140-fmg-meter-v6.22-b1183-m Host 3 100643050

[m]

{1 132-fosvm-b3633-v5.6.3-ha-m-133-5

VM Hardware v Notes ~

FortiManager Virtual Appliance by Fortinet Technologies Inc. (ttp-//www.fortinet com)

Edit Notes.

Custom Attributes ~

{1 140-fmgvm64-b8100 e e
{53 141 fmg-meter-v6 22-b1183-s = Adrioute Value
{3 141-fmgvm64-b8100-5 Storage 3 all_ass0
{3 142-fmgvm-clone-from-143
{1 142-fmgvm-meter-standalone-v6.2 (orphaned)
1 143-mavm-o1s5 Tags ~
5 143 fmovm-ve2-new-ca

Assigned Ta Categor Description
{1 149-Centos7 v oned Tea i "

Recent Tasks  Alarms v
Tosk Name v Terget v saus v initiator v Queued For v StnTime | ~ | Completion Time v | semver v

Relocate vitual machine B rmg-meter-v6.2 211835 « Complted VSPHERELOCALIellen oms 1o/m12019,818.03 AM 101772019, 82126 AM [r—

8. Go to Storage > Files. It shows that the FortiManager-VM is now located in a new datastore, in this example
Datastore 50.
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