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Change Log

Date Change Description

2021-09-09 Initial release.

2021-10-13 Updated to remove mention of 360 Bundle.

2022-01-07 Added Adding IAM users on page 22.

2022-02-25 Added Adding API users on page 24.

2022-03-02 Added support for logging from FortiMail. See Configuring FortiMail on page 10.

2022-08-30 Release of 7.0.4 r1 and updated Requirements on page 5 and Licensing on page 6.

2023-12-18 Updated Checking requirements and licenses on page 7.
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Introduction

FortiAnalyzer Cloud is a cloud-based logging platform based on FortiAnalyzer.

FortiAnalyzer Cloud is designed for system health monitoring and alerting using Event Logs, Security Logs, and IOC
scans. FortiAnalyzer Cloud 6.4.4 and later can receive Traffic, UTM, and other logs from FortiGates running firmware
version 6.4.1 or later.

Logging from non-FortiGate devices, such as FortiClient, is supported with a storage add-on license.

Once the FortiGate device or non-FortiGate device has acquired the required license, FortiCloud can be used to create a
FortiAnalyzer instance under the user account. You can launch the portal for the cloud-based FortiAnalyzer from
FortiCloud, and its URL starts with the User ID.

This section includes the following topics:

l Requirements on page 5
l Licensing on page 6

Requirements

The following items are required before you can initialize FortiAnalyzer Cloud:

l Internet access
l Browser
l FortiCare/FortiCloud account with Fortinet Technical Support (https://support.fortinet.com/)
Create a FortiCloud account if you do not have one.
A primary FortiCloud account is required to deploy FortiAnalyzer Cloud. A primary FortiCloud account can invite
other users to launch FortiAnalyzer Cloud as sub users. See Adding a secondary account on page 20.

Only one FortiAnalyzer Cloud instance can be created per FortiCloud account.

l FortiAnalyzer Cloud SOCaaS subscription (optional)

See Licensing on page 6 for further license details.

This entitles you to a fixed daily rate of logging dependent on the FortiGate model:

Form Factor FortiGate Model Total daily log limit for FortiAnalyzer-
VM v6.4 and later

Desktop or
FGT-VM models with 2 CPU

FortiGate 30 to FortiGate 90 200MB/Day

1RU or FortiGate 100 to FortiGate 600 1GB/Day
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Introduction

Form Factor FortiGate Model Total daily log limit for FortiAnalyzer-
VM v6.4 and later

FGT-VMmodels with 4 CPU

2 RU and above or
FGT-VM models with 8 CPU and
above

FortiGate 800 and higher 5GB/Day

l Logs from non-FortiGate devices, such as FortiClient and FortiMail require additional
licensing. See Licensing on page 6 for more information.

l See the FortiAnalyzer Cloud release notes for more information on supported software
versions.

Licensing

License requirements are enforced when you log in to the FortiAnalyzer Cloud & Service portal.

FortiAnalyzer Cloud requires one of the following licenses:

l FortiAnalyzer Cloud subscription with SOCaaS

FortiGate hardware FC‐10‐[FortiGate Model Code]‐464‐02‐DD

FortiGate-VM FC‐10‐[FortiGate VMModel Code]‐464‐02‐DD

l FortiAnalyzer Cloud subscription

FortiGate hardware FC-10-[FortiGate Model Code]-585-02-DD

FortiGate-VM FC-10-[FortiGate VMModel Code]-585-02-DD

Additional FortiGate storage may also be added as required. Multiple of the same SKU may be combined.

l Additional storage

+5 GB/day FC1-10-AZCLD-463-01-DD

+50 GB/day FC2-10-AZCLD-463-01-DD

+500 GB/day FC3-10-AZCLD-463-01-DD
Purchasing any of the Additional Storage licenses above (for example, FC1-10-AZCLD-463-01-DD) also enables
FortiAnalyzer Cloud to receive logs from FortiClient and FortiMail in addition to expanding the amount of logs it may
store from FortiGates.
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Deploying FortiAnalyzer Cloud

The section describes how to deploy FortiAnalyzer Cloud. Following is an overview of the process:

1. On FortiCloud, check requirements and licenses. See Checking requirements and licenses on page 7.
2. On FortiCloud, deploy a FortiAnalyzer Cloud instance. See Deploying a FortiAnalyzer Cloud instance on page 7.

By default, FortiAnalyzer Cloud version 7.0.x is deployed. You can upgrade to later versions. See Upgrading
firmware from the portal on page 17.

3. On FortiOS or FortiMail, enable logging to FortiAnalyzer Cloud:
l For FortiOS, see Configuring FortiOS on page 9.
l For FortiMail, see Configuring FortiMail on page 10.

At the time of the 7.4 release, FortiAnalyzer Cloud supports new deployments in version 7.2
and upgrades to version 7.4. 
Check the latest FortiAnalyzer Cloud Deployment Guide to see the current FortiAnalyzer
Cloud versions available for deployment.
FortiAnalyzer Cloud 7.0.3 or later is required to support logging from non-FortiGate devices.

Checking requirements and licenses

This section explains how to check whether you have the requirements and licenses needed for FortiAnalyzer Cloud.

To check for requirements and license for FortiAnalyzer Cloud:

1. Go to FortiCloud (https://support.fortinet.com/), and use your FortiCloud account credentials to log in.
The FortiCloud portal is displayed.

2. Ensure that the license for the registered FortiGate units or non-FortiGate units include a FortiAnalyzer Cloud
entitlement:
a. Go to Products > Product List.
b. In the View Options menu, selectGroup by Category, and click Apply.

The Product List is displayed by categories, such as FortiGate.
c. Expand the FortiGate category to confirm that its license includes FortiAnalyzer Cloud.

3. Deploy the FortiAnalyzer Cloud instance. See Deploying a FortiAnalyzer Cloud instance on page 7.

Deploying a FortiAnalyzer Cloud instance

This section explains how to deploy FortiAnalyzer Cloud. You can select a region, and then deploy the instance of
FortiAnalyzer Cloud Cloud to the region.
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Deploying FortiAnalyzer Cloud

A primary FortiCloud account is required to deploy FortiAnalyzer Cloud. A primary FortiCloud account can invite other
users to launch FortiAnalyzer Cloud as sub users. See Adding a secondary account on page 20.

When deploying FortiAnalyzer Cloud to receive logs from non-FortiGate devices, such as FortiClient, a storage add-on
license is also required.

Only one FortiAnalyzer Cloud instance can be created per FortiCloud account.

At the time of the 7.4 release, FortiAnalyzer Cloud supports new deployments in version 7.2
and upgrades to version 7.4. 
Check the latest FortiAnalyzer Cloud Deployment Guide to see the current FortiAnalyzer
Cloud versions available for deployment.

To deploy a FortiAnalyzer Cloud instance:

1. If not done already, go to FortiCloud (https://support.fortinet.com/), and use your FortiCloud account credentials to
log in.
The FortiCloud portal is displayed.

2. From the Servicesmenu, select FortiAnalyzer Cloud.

The FortiAnalyzer Cloud & Service portal is displayed.
3. On the FortiAnalyzer Cloud & Service portal, select a region for the FortiAnalyzer Cloud instance from the top-right

corner.
In the examples in this section, the Canada (Vancouver) region is selected.

4. Expand the primary account that includes the FortiAnalyzer Cloud entitlement, and click Provision Instance.
The User ID on FortiAnalyzer Cloud & Service portal represents the dedicated instance.

A message about the selected region is displayed.
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Deploying FortiAnalyzer Cloud

5. Click Yes to provision in the FortiAnalyzer Cloud instance in the selected region.
Click No to stop provisioning the instance, and change the region.
FortiAnalyzer Cloud instance is provisioned in a few minutes.

6. Once provisioned, expand the account, and click Enter to access the FortiAnalyzer Cloud instance.

7. (Optional) Upgrade FortiAnalyzer Cloud to 7.0.x. See Upgrading firmware from the portal on page 17.
8. Configure FortiOS to work with FortiAnalyzer Cloud. See Configuring FortiOS on page 9.

Configuring FortiOS

This section explains how to enable FortiOS to send logs to FortiAnalyzer Cloud.
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Deploying FortiAnalyzer Cloud

To configure FortiOS:

1. In FortiOS, enable FortiAnalyzer Cloud.
a. Go to Security Fabric > Settings, and enable Cloud Logging.
b. Click FortiAnalyzer Cloud, and then Apply.

The FortiAnalyzer Cloud button is only available when you have a FortiAnalyzer Cloud product entitlement; the
FortiAnalyzer Cloud button is not available without a FortiAnalyzer Cloud product entitlement.

2. In the FortiAnalyzer Cloud instance, go to Device Manager and authorize the FortiGate.
In some cases, FortiAnalyzer automatically authorizes the FortiGate, and you can skip this step. For example,
FortiAnalyzer can automatically authorize a FortiGate when both devices are part of the same FortiCloud account,
and the FortiAnalyzer API can verify the serial number and entitlement for the FortiGate with FortiCare.
FortiAnalyzer cannot automatically authorize a FortiGate in an HA cluster or in a Security Fabric.
When using FortiGate to enable FortiAnalyzer Cloud, the FortiGate device appears as an unauthorized device.
When successfully authorized, the cloud logging status displays as Successful.

Configuring FortiMail

This section explains how to enable FortiMail 7.2.0 and later to send logs to FortiAnalyzer Cloud.

FortiAnalyzer 7.0.x Cloud Deployment Guide 10
Fortinet Inc.



Deploying FortiAnalyzer Cloud

To configure FortiMail:

1. In FortiMail, enable logging to FortiAnalyzer Cloud.
a. Go to Log & Report > Log Setting.
b. On the FortiAnalyzer Cloud tab, toggle on the Enable option, and click Apply.

As long as FortiMail has the correct license registered with FortiCare, a connection is established with
FortiAnalyzer Cloud.

2. In the FortiAnalyzer Cloud instance, go to Device Manager, and authorize FortiMail.

After FortiMail is authorized, FortiAnalyzer Cloud can start receiving logs.
3. In FortiAnalyzer Cloud, go to Log View to see the logs.
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Using the FortiAnalyzer Cloud & Service portal

After deploying a FortiAnalyzer Cloud instance, you can use the FortiAnalyzer Cloud & Service portal to access
deployed instances.

This section includes the following procedures about using the portal:

l Accessing the portal and instances on page 12
l Using Map View on page 14
l Viewing information about instances on page 15
l Upgrading firmware from the portal on page 17

Accessing the portal and instances

After deploying one or more FortiAnalyzer Cloud instances, you can access the instances from the FortiAnalyzer Cloud
& Service portal.

When you access the FortiAnalyzer Cloud & Service portal, an automatic instance login
process begins, and a countdown is displayed. The process automatically logs you in to the
last instance that you accessed. You can stop the automatic login process by clicking
anywhere on the screen.

To access the portal and instances:

1. Go to FortiCloud (https://support.fortinet.com/), and use your FortiCloud account credentials to log in.
The FortiCloud portal is displayed.

2. From the Servicesmenu, select FortiAnalyzer Cloud under Cloud Management.

An automatic instance login process begins, and a countdown is displayed.
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Using the FortiAnalyzer Cloud & Service portal

3. Click any where on the screen to stop logging in to the FortiAnalyzer instance, and access the FortiAnalyzer Cloud
& Service portal.

If you let the countdown complete, you are automatically logged in to the FortiAnalyzer
instance. After logging in to the FortiAnalyzer instance, you can return to the portal. In the
top-right corner, click your name and select FortiAnalyzer Cloud.

The FortiAnalyzer Cloud & Service portal is displayed.

The following options are displayed:

Region list The top-right corner displays the selected region. Click the region list to select another region.
When you change the region, the URL for the FortiAnalyzer & Service portal changes.
Before deploying an instance, select the region for deployment.

Dashboard The top-left includes a dashboard summary of the accounts displayed on the pane:
l Accounts: Displays the number of accounts you can access.
l Regions: Displays the number of regions that contain deployed instances of
FortiAnalyzer Cloud.

l Alarms: Displays the number of notifications or alarms that need your attention.
Notifications and alarms display in the banner. For alarms, you can also scroll down
through the accounts to find an alarm icon on affected accounts.

l Expiring: Displays the number of licenses that will expire soon.

Map View Toggle on to display a world map with locations of deployed instances. You can click each
location for details about the instance. See Using Map View on page 14.
Toggle off to display a summary table of account information. Expand each account to view
additional options and information.

Account Filters Select one of the following filters to change how the list of accounts display:
l User ID
l Name

FortiAnalyzer 7.0.x Cloud Deployment Guide 13
Fortinet Inc.



Using the FortiAnalyzer Cloud & Service portal

l Owner
l Company
l Region

Account Search Use to search for accounts. In the Search box, type search criteria, and press Enter.
Delete the search criteria, and press Enter to display all accounts again.

Refresh Click to manually retrieve the latest license information from FortiCare and refresh the pane.
Information from FortiCare is also automatically retrieved on a regular interval.

Accounts summary
in table view

Available whenMap View is toggled off.
Each account displays as a row with the following columns:
l User ID: Displays the ID associated with the FortiCloud user and whether the user is a
primary or secondary user.
Primary users can deploy and upgrade FortiAnalyzer Cloud instances from the
FortiAnalyzer Cloud & Service portal.
Secondary users can enter FortiAnalyzer Cloud instances from the FortiAnalyzer Cloud
& Service portal.

l User Name: Displays the name of the user.
l Owner: Displays the name of the primary account holder.
l Company: Displays the name of the company for the user.
l Region: Displays the name of the region where the instance is deployed.

Expand the account to access more information and options:
l Provision Instance: Displays for primary accounts without a deployed instance that meet
requirements for deployment.

l Enter: Displays for primary and secondary accounts with deployed instances to let you
enter the instance.

l Upgrade: Displays for primary accounts when a firmware version is available for
upgrade.

See also Viewing information about instances on page 15 and Upgrading firmware from the
portal on page 17.

Using Map View

After accessing the FortiAnalyzer Cloud & Service portal, you can display deployed instances on a map.

To use Map View:

1. Access the portal. See Accessing the portal and instances on page 12.
The FortiAnalyzer Cloud & Service portal is displayed.
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Using the FortiAnalyzer Cloud & Service portal

2. From the top-right corner, select a region, such as Canada.
Notice that the URL for the FortiAnalyzer & Service portal changes.

3. ToggleMap View on.
The Map View is displayed.

4. Click the location to display information about the instance.
Details about the instance are displayed on the right-hand pane. Click X to close the right-hand pane.

5. At the bottom-right of the map, click the + button to zoom in to the map, and click the - button to zoom out of the map.
6. ToggleMap View off to exit the map and display the list of accounts in table view.

Viewing information about instances

After accessing the FortiAnalyzer Cloud & Service portal, you can expand each account and view information about the
account and any deployed instances.
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Using the FortiAnalyzer Cloud & Service portal

To view information about instances:

1. Access the portal. See Accessing the portal and instances on page 12.
The FortiAnalyzer Cloud & Service portal is displayed.

2. Expand an account with no instances deployed.
The account details are displayed. If it is a primary account, you can click Provision Instance to provision a
FortiAnalyzer Cloud instance.

3. Expand an account with deployed instances.
Information about the VM resources and the instance is displayed. If a firmware upgrade is available, a message is
displayed, and you can upgrade now or later. You can also click Enter to access the instance.
When a firmware upgrade is available, information about the firmware upgrade is also displayed.
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Using the FortiAnalyzer Cloud & Service portal

Upgrading firmware from the portal

FortiAnalyzer Cloud firmware can be upgraded. The FortiAnalyzer Cloud & Service portal displays a message when a
new version of firmware is available.

The following types of upgrade are available:

l Required
For required firmware upgrades, you have a limited amount of time (such as two weeks) to upgrade the firmware
after it is released. If you take no action after the grace period ends, you can no longer access the instance until you
upgrade to the required firmware.

l Optional
For optional firmware upgrades, you can choose whether to upgrade to the latest firmware.

The primary account holder can upgrade firmware from the FortiAnalyzer Cloud & Service portal.

See also Upgrading firmware from System Settings on page 19.

To upgrade firmware from the portal:

1. Access the portal. See Accessing the portal and instances on page 12.
The FortiAnalyzer Cloud & Service portal is displayed.

2. Expand your account.
3. Click Upgrade Now to update the firmware immediately, or click Upgrade Later to schedule upgrade of the firmware

for a later date.
4. ClickOK.
5. Click Enter to open FortiAnalyzer Cloud.
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Using FortiAnalyzer Cloud

After you have deployed FortiAnalyzer Cloud and configured FortiOS, you are ready to use the instance. Using
FortiAnalyzer Cloud is similar to using FortiAnalyzer.

For information about using FortiAnalyzer and FortiAnalyzer Cloud, see the FortiAnalyzer 7.0.1 Administration Guide.

This section includes the following topics that are specific to using FortiAnalyzer Cloud:

l Upgrading firmware from System Settings on page 19
l Identifying the public IP address on page 18
l Enabling managed SOC service on page 18

Identifying the public IP address

You can use the FortiAnalyzer Cloud CLI to determine the public IP address for FortiAnalyzer Cloud.

To determine the public IP address:

1. Access the instance. See Accessing the portal and instances on page 12.
2. In FortiAnalyzer Cloud, go to System Settings > Dashboard.
3. Click inside the CLI Console widget, and run the following commands:

If the widget is not available, select Toggle Widgets from the toolbar to add the widget to
the dashboard.

FMG-VM64-VIO-CLOUD # Config sys admin setting
Set shell enable
End
FMG-VM64-VIO-CLOUD # execute shell
Enter password:
bash$
bash$ curl ifconfig.me
173.243.137.11

In this example, the public IP address for FortiAnalyzer Cloud is 173.243.137.11. You can use the public IP address
to set up connections with third-party services, such as LDAP or AWSManagement Portal for vCenter.

Enabling managed SOC service

With a valid license, you can enable theManaged SOC Service option to give the Fortinet SOC service team permission
to manage your instance of FortiAnalyzer Cloud. Once the service is enabled, Fortinet will configure your instance to

FortiAnalyzer 7.0.x Cloud Deployment Guide 18
Fortinet Inc.

https://docs.fortinet.com/document/fortimanager/7.0.1/administration-guide/512210/setting-up-fortimanager


Using FortiAnalyzer Cloud

enable the SOC team to monitor FortiGate logs for incident detection. For more information about enabling the service
from FortiAnalyzer Cloud, see the SOCaaS User Guide.

You can continue configuring FortiAnalyzer after you enable the service. If you disable or delete a custom event handler
with the prefix SOCaaS, the SOC service will not work as designed.

To disable the service, submit a service request from the SOC portal.

To enable SOC management:

1. Go to System Settings > Dashboard.
2. In the System Information widget, enableManaged SOC Service. TheManaged SOC Service dialog is displayed.
3. ClickOK.

Upgrading firmware from System Settings

The primary and secondary account holders can upgrade firmware from the System Settingsmodule in the
FortiAnalyzer Cloud instance.

For information about upgrading firmware from the FortiAnalyzer & Service portal, see Upgrading firmware from the
portal on page 17.

To upgrade firmware from System Settings:

1. Access the instance. See Accessing the portal and instances on page 12.
2. In FortiAnalyzer Cloud, go to System Settings.
3. In the System Information widget, click the Upgrade Firmware button beside Firmware Version.

The Firmware Management dialog box is displayed.
4. From the Select Firmware list, select the firmware version, and clickOK.
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Using account services

Using account services

The FortiCare/FortiCloud account offer several services. This section includes the following topics:

l Adding a secondary account on page 20
l Modifying a secondary account on page 22
l Supporting IAM users and IAM API users on page 22

For information about using FortiCloud portal, see the FortiCloud Account Services page on the Fortinet Document
Library.

Adding a secondary account

Only the primary account holder can create secondary account holders in FortiCloud. The secondary account holder can
log in to the same instance. Be default, the secondary account holder is assigned the default administrator profile named
Restricted_User. However, the primary account holder can modify the admin profile for the secondary user.

A secondary account allows the Fortinet support team to troubleshoot the FortiAnalyzer Cloud deployment.

With FortiAnalyzer Cloud 6.4.5 and later, you can use the Identity and Access Management
(IAM) portal, and you can migrate secondary accounts to the IAM portal. In IAM portal,
secondary accounts are called sub users. For information about migrating sub users, see the
Identity & Access Management Guide.

To add a secondary account:

1. Go to FortiCloud (https://support.fortinet.com/), and use your FortiCloud account credentials to log in.
2. From the top-right corner, click your login name, and selectMy Account.

3. ClickManage User.
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Using account services

4. Click the new user icon to add a new user.

5. When creating an account for the Fortinet support team, specify an email for the secondary account, and select Full
Access or Limit Access.
A user with full access has the same access level as a primary account user. A user with limited access can only
manage the assigned product serial number and will be unable to receive renewal notices or create additional
secondary account users.

6. Log in to the personal FortiCare portal. Under FortiAnalyzer Cloud section, you will see an account listed as a
secondary member.

7. Click the entry to expand the view.
8. Ask the new user to log in to FortiAnalyzer Cloud.

After the new user logs in to FortiAnalyzer Cloud, the user is displayed on the FortiAnalyzer Cloud instance, and the
administrator can modify the account. See Modifying a secondary account on page 22.

A secondary account can access the portal thirty days after it expires.

FortiAnalyzer 7.0.x Cloud Deployment Guide 21
Fortinet Inc.



Using account services

Modifying a secondary account

The new user must log in to FortiAnalyzer Cloud for the account to be displayed in the FortiAnalyzer instance. When new
users log in to the account, they are automatically assigned the default administrator profile named Restricted_User.

After the new user has logged in to the account, the primary user or a super user can modify the account.

For information about creating a secondary account, see Adding a secondary account on page 20.

To modify a secondary account:

1. Log in to FortiAnalyzer Cloud.
2. Go to System Settings > Administrators.
3. Edit the administrator, and assign a different profile.

Supporting IAM users and IAM API users

FortiAnalyzer Cloud 7.0.x and later supports user credentials created in the Identity & Access Management (IAM) portal.
On FortiCloud, you can create IAM users and IAM API users, and use them with FortiAnalyzer Cloud.

For more information about using the IAM portal, see the Identity & Access Management Administration Guide.

See also Adding IAM users on page 22 and Adding API users on page 24.

Adding IAM users

FortiAnalyzer Cloud supports FortiCloud Identity and Access Management (IAM). You can use the FortiCloud portal to
manage users, authentication credentials, and access permissions for FortiAnalyzer Cloud.

To add an IAM user:

1. Go to FortiCloud (https://support.fortinet.com/), and log in.
2. From the Servicesmenu, select IAM .

The IAM portal is displayed.
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Using account services

3. Create a new IAM user.
For more information, see Adding IAM Users in the Identity & Access Management (IAM) guide on the Fortinet
Documents Library.

4. Add an IAM user group, and add the user to it.
For more information, see Adding IAM User Groups in the Identity & Access Management (IAM) guide on the
Fortinet Documents Library.

5. Generate an IAM user login password.
a. Go to IAM Users, and click the full name of the user. The User Profile tab is displayed.
b. Go to the Security Credentials tab, and clickGenerate Password.

TheGenerate Password dialog box is displayed.
c. Click Proceed. A file of credentials in csv format is generated and downloaded to your computer.
d. Open the csv file to view the credentials for the IAM user.

e. Share the credentials with the IAM user.
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Using account services

6. The IAM user can use the credentials to log in to FortiCloud.

After logging in to FortiCloud, the IAM user has access to FortiAnalyzer Cloud & Service portal.
7. Enter the FortiAnalyzer Cloud instance, and go to System Settings > Administrators to view the IAM user.

Adding API users

API users can access FortiCloud services through the API. API users can only use OAuth 2.0 for authentication.

See Adding an API user in the FortiCloud Account Services documentation for instructions on how to add API users.
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