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About FortiAnalyzer for Azure

FortiAnalyzer-VM for Azure delivers centralized logging, analytics, and reporting features. As an Azure VM instance,
FortiAnalyzer allows you to collect, correlate, and analyze geographically and chronologically diverse security data.
Aggregate alerts and log information from Fortinet appliances and third-party devices in a single location to get a
simplified, consolidated view of your security position. In addition, you will have detailed data capture for forensic
purposes to comply with policies regarding privacy and disclosure of security breaches.

Highlights of FortiAnalyzer for Azure include the following:

« Graphical summary reports provide network-wide reporting of events, activities, and trends occurring on FortiGates
and third-party devices.

» Network event correlation enables IT administrators to quickly identify and react to security threats across the
network.

« Scalable performance and capacity supports thousands of FortiGates and can dynamically scale storage based on
retention and compliance requirements.

» Choice of standalone, collector, or analyzer mode allows deployment of individual instances or optimization for a
specific operation, such as store and forward, or analytics.

o Seamless integration with the Fortinet product portfolio enables tight integration to allow FortiAnalyzer resources to
be managed from FortiGate or FortiManager user interfaces.

Instance type support

FortiAnalyzer supports the following instance types on Azure.
Supported instances on the Azure marketplace listing may change without prior notice.

FortiAnalyzer has a minimum requirement of 4 vCPU and 8GB of RAM on an instance.

Ay
‘Q' Instance Types of A- and D-series may no longer appear as deployable at the time you install
- the FortiAnalyzer virtual machine (VM) via the Azure Marketplace.

For up-to-date information on each instance type, see the following links:

 Sizes for virtual machines in Azure
» General purpose virtual machine sizes
« Previous generations of virtual machine sizes

The following table shows all instance types currently supported on FortiAnalyzer:

Instance Type vCPU RAM (GB)
Dsv2 Series
Standard_DS4 v2 8 28
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About FortiAnalyzer for Azure

Instance Type vCPU RAM (GB)
Standard_DS5_v2 16 56

Dv3 Series

Standard_D4_v3 4 16
Standard_D8 v3 8 32
Standard_D16_v3 16 64

Standard Dav4 Series

Standard_D4a_v4 4 16
Standard_D8a_v4 8 32
Standard_D16a_v4 16 64
Standard_D32a_v4 32 128
Standard_D48a_v4 48 192
Standard_D64a_v4 64 256
Standard_D96a_v4 96 384

Standard Dasv4 Series

Standard_D4as_v4 4 16
Standard_D8as_v4 8 32
Standard_D16as_v4 16 64
Standard_D32as_v4 32 128
Standard_D48as_v4 48 192
Standard_D64as_v4 64 256
Standard_D96as_v4 96 384

Dasv4 Series

D4as_v4 4 16
D8as_v4 8 32
D16as_v4 16 64
D32as_v4 32 128
D48as_v4 48 192
D64as_v4 64 256
D96as_v4 96 384
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About FortiAnalyzer for Azure

Previous Generation Instance Types vCPU RAM (GB)

Previous Generation

Standard_A®6 (retiring soon) 4 28
Standard_A7 (retiring soon) 8 56
Standard_A8 v2 8 16
Standard_D4 8 28
Standard_DS4 8 28

Models

FortiAnalyzer-VM is licensed based on the amount of logging per day and storage capacity. Refer to price lists and order
SKUs available through your resellers/distributors. These are also referred to as bring your own license (BYOL) models.

You can deploy FortiAnalyzer-VM using different CPU and RAM sizes and launch it on various private and public
platforms.

Licensing

You must have a license to deploy FortiAnalyzer for Azure.

o Order types on page 6
» Creating a support account on page 6
» Registering and downloading your license on page 7

Order types

On Azure, there is only one order type available for FortiAnalyzer: BYOL. Currently pay as you go/on-demand (PAYG) is
not listed.

BYOL is annual perpetual licensing, as opposed to PAYG, which is an hourly subscription available with marketplace-
listed products. BYOL licenses are available for purchase from resellers or your distributors, and the publicly available
price list, which is updated quarterly, lists prices. BYOL licensing provides the same ordering practice across all private
and public clouds, no matter the platform. You must activate a license the first time you access the instance from the GUI
or the CLI before you start using features.

For BYOL, you typically order a combination of products and services.
See Creating a support account on page 6. Also see Support on the FortiAnalyzer BYOL marketplace product page.

Creating a support account

FortiAnalyzer for Azure supports BYOL licensing models.
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About FortiAnalyzer for Azure

For BYOL, you typically order a combination of products and services, including support entitlement.

You must create a FortiCare support account and obtain a license to activate the product through the FortiCare support
portal. If you have not activated the license, you will see the license upload screen when logging into FortiAnalyzer and
cannot proceed to configure FortiAnalyzer. See Registering and downloading your license on page 7.

Registering and downloading your license

Licenses for the BYOL licensing model can be obtained through any Fortinet partner. After you purchase a license or
obtain an evaluation license (60-day term), you will receive a PDF with an activation code.

1. Go to Customer Service & Support and create a new account or log in with an existing account.

2. Goto Asset > Register/Renew to start the registration process. In the Specify Registration Code field, enter your
license activation code and select Next to continue registering the product. Enter your details in the other fields.

3. Atthe end of the registration process, download the license (.lic) file to your computer. You will upload this license
later to activate the FortiAnalyzer-VM.

4. Afterregistering a license, Fortinet servers may take up to 30 minutes to fully recognize the new license. When you
upload the license (.lic) file to activate the FortiAnalyzer-VM, if you get an error that the license is invalid, wait 30
minutes and try again.
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Deploying a FortiAnalyzer-VM on Azure

Creating a FortiAnalyzer-VM

1. Find FortiAnalyzer-VM in the Microsoft Azure Portal:

a.
b.

Log into the Microsoft Azure Portal and click Create a resource.
Find FortiAnalyzer Centralized Log Analytics and click GET IT NOW.

2. Under Select a deployment model, ensure that Resource Manager is selected. Select Create.
3. Configure the Basics section:

a.

b.
c.
d

Set a FortiAnalyzer-VM name in the FortiAnalyzer virtual appliance name field.
Under Version, select BYOL.
Set a FortiAnalyzer administrative username. This name cannot be admin or root.

Choose a FortiAnalyzer password for the new account and confirm the password. For security reasons, it is not
possible to reset this password through the Microsoft Azure portal, so make sure that you remember the
password.

Select the appropriate Subscription from the dropdown list. You may have only one option here. Ensure your
organization's subscription allows you to purchase the product.

Create a new Resource group. Currently, it is not possible to select an existing resource group for a Microsoft
Azure Marketplace template set, so you must create a new one.

Set a Location for the VM. Click OK.

Configure basic settings

w

Subscription
5 BYOL-DevOps v

rce group @

®) Create new ) Use existing
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Deploying a FortiAnalyzer-VM on Azure

4. Configure the Network and Storage Settings section:
a. Select Virtual network. You can either create a new virtual network (VNet) or select an existing one.
b. Inthe Address space field, accept the default values or specify your own. Click OK.

Create virtual netw

1 Basics - * Virtual network @ 5 * Name
v ; No virtual networks found in the
Dene liewiiabiahzal et selected subscription and location FortiAnahzeryhlet
'Korea Central',
Subnet @ o> * Address space
2 Network and Instance Settings Configure subnets 10.24.0.0/16

536 addresses)

Configure the network and instan... Create new 0.

* Virtual machine size @
3 1x Standard DS2 v2 No results

5. Inthe Subnet section, the Subnet name and Subnet address prefix are pre-defined and you should not need to
change the default values. Click OK.

Create Fortinet FortiAnalyze.. O X Network and storage settings B X Subnet

* Subnet name

sics * Virtual network @
1 Sasics v ) > Subnet] v
Done (new) FortiAnalyzerVNet
* Subnet address prefix
Subnet @
0> 1026.0.0/24 v
2 Network and Storage Settings > Configure subnets
Configure the network and stor...
* Virtual machine size @
>
3 1x Standard D2 w2
* Storage account @
5 >

Configure required settings
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Deploying a FortiAnalyzer-VM on Azure

6. Inthe Virtual machine size section, select the appropriate VM size for your deployment. In the Microsoft Azure
Marketplace, the FortiAnalyzer-VMs come in a variety of sizes. Each VM size within each series has different limits
for the amount of memory, number of NICS, maximum number of data disks, size of cache, and maximum IOPS and
bandwidth. Click OK.

Create Fortinet FortiAnalyze... O X Network and storage settings B X Choose a size

Browse the available sizes and their fe

- Prices presented are estimates in your local currency that include Azure infrastructure applicable
i *V k@ f ¥ ¥ F
1 Basics v rual netwa > software costs, as well a5 any discounts for the subscription and location, Recommended sizes are
Done new) FortiAnalyzerVMet determined by the publisher of the selected image based on hardware and software requirements.
) Y Y F 9 q
Subnet @ > Supported disk type Minimum cores Minimum memory (GiB)
2 Network and Storage Settings > Review subnet configuration |:| 1 |:| 0
Configure the netwark and stor...
¥ Virtal machine =22 0 5 % Recommended | View all
3 e EiEmeans] D D2_V2 Standard D3_V2 Standard D4_V2 Standard
B * Storage account @ s 2 Cores 4 Cores 8 Cores
Configure required settings 7 GB 14 GB 28 GB
4 - 4 e 8 & 16
Fortinet FortiAnalyzer Centralize = Daudisks = Data disks = Data disks
4x500 =y Bx500 =y 16x300
Max IOPS Max IOPS Max IOPS
100 GB 200 GB 400 GB
5 W oaiso W oaiso W oaiso
& Load balancing & Load balancing & Load balancing

o | —

7. Configure the FortiAnalyzer IP address assignments section:

a. Select First public IP address resource name. In the Name field, set a name for the public IP address of the
FortiAnalyzer.

b. Inthe Public IP address type field, select Dynamic or Static. Click OK.
In the SKU field, select Basic or Standard. Click OK.

et FortiAnal e

1 Basics ; * First public IP address resource na.. @ 5 * Name
S x " These are the public IP addresses in the selected subscription and location 'Korea
Done (new) FortiAnalyzer-PubliclP o o P P FortiAnahyzer-PubliclP
Public | e
2 Neworkandiminceseting: ] createnew ® Basic O Standard
Done

None

3 FortiAnalyzer IP address assign.. %

Configure Public IP Address
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Deploying a FortiAnalyzer-VM on Azure

8. Wait for validation to pass, then select OK. If an error occurs at this stage, resolve it or contact Microsoft support.

1

2

[Oa]

Basics

Done

Network and Instance Settings . #
Done

FortiAnalyzer IP address assign... .z
Done

Summary
Fortinet FortiAnalyzer Centralized ...

@ siication passed

Basics

Subscription BYOL-DevOps

Resource group jkatorsgrpD2

Location Karea Central
FortiAnalyzer virtual appliance ... FortiAnalyzer

FortiMail Version FortiAnalyzer 6.0.0 (BYOL)
FortiAnalyzer administrative us... fortiadmin

FortiAnalyzer password

MNetwork and Instance Settings

Virtual netwaork FortiAnalyzerVNet
Subnet Subnet1
Subnet address prefix 10.24.0.0/24

Virtual machine size Standard D52 v2

IP assignment

First public IP address resource ...
Domain Name

Public IP address type

FortiAnalyzer-PubliclP

Static

[oc [ I——

A\,

FortiAnalyzer-VM requires a minimum disk size of 500GB. By default, a log disk of 1 TB is

automatically allocated to a FortiAnalyzer-VM instance.

9. Select Purchase to buy the FortiAnalyzer-VM instance from Microsoft Azure. Once the FortiAnalyzer-VM is
deployed, you will see a “Deployment succeeded” message. The deployment may take 30 minutes or longer to
complete.

FortiAnalyzer 7.0 Azure Administration Guide
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Deploying a FortiAnalyzer-VM on Azure

Purchase a X

FortiAnalyzer Centralized Log Analytics
by Fortinet
Terms of use | privacy policy

Deplaying this template will result in various actions being performed, which may include the
deployment of one of more Azure resources or Marketplace offerings and/or transmission of the
infarmation you provided as part of the deplayment process to one or more parties, as specified in
the template. You are responsible for reviewing the text of the template to determine which
will be performed and which resources or offerings will be deployed, and for locating and reviewing
the pricing and legal terms associated with those resources or offerings.

ons

Current retail prices for Azure resources are set forth here and may not reflect discounts applicable
10 your Azure subscription,

Prices for Marketplace offerings are set forth here, and the legal terms associated with any
Marketplace offering may be found in the Azure portal; bath are subject to change at any time prior
to deployment.

Neither subsription credits nor monetary commitment funds may be used to purchase non-
Microsoft offerings. These purchases are billed separately. If any Microsoft products are included in a
Marketplace offering (e.g., Windows Server or SQL Server), such products are licensed by Microsoft

and not by any third pa

Template deployment is intended for advanced users only. If you are uncertain which actions will
be performed by this template, which resources or offerings will be deployed, or what prices or legal
terms pertain to these resources or offerings, do not deploy this template.

Terms of use

ided above as well
be

By clicking “Purchase,” | (a) agree to the legal terms and privacy statement(s) provi
as the legal terms and privacy statement(s) associated with each Marketplace offering that
deployed using this template, if any; (b) authorize Microsoft to charge or bill my current payment
method for the fees associated with my use of the offering(s), including applicable taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s); (c) agree
that Microsoft may share my contact information and transaction details with any third-party sellers
of the offering(s); and (d) give Microsoft permission to share my contact information so that the
provider of the template can contact me regarding this product and related products. Microsoft
ons perfarm third-party templates and does nat pr
es. See the Azure Marketplace Terms for additional terms.

assumes no responsibility for any
rights for third-party products or se

iy
‘9' The terms of use you see at the time of your deployment may differ from the screenshot

above.
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Deploying a FortiAnalyzer-VM on Azure

Connecting to the FortiAnalyzer-VM

To activate a license for FortiAnalyzer VM:

1. Connect to the FortiAnalyzer using your browser.
The login dialog box is displayed.

FortiAnalyzer-llllN

This product requires a valid license. You could log in to FortiCloud
to activate your purchased license, or use a free trial license.

-

@® Free Trial

O Activate License

Login with FortiCloud

Register with FortiCloud

Upload license

2. Take one of the following actions:

Action Description

If a valid license is not associated with the account, you can start a free trial license.

Select Free Trial, and click Login with FortiCloud.

Use your FortiCloud account credentials to log in, or create a new account.
FortiAnalyzer connects to FortiCloud to get the trial license. The system will restart to
apply the trial license.

Read and accept the license agreement.

For more information, see the FortiAnalyzer7.0.0 VM Trial License Guide.

If you have a license file, you can activate it .

1.

2.
Free Trial

3.

1.
Activate License 2.

Upload License

Select Activate License, and click Login with FortiCloud.

Use your FortiCloud account credentials to log in.

FortiAnalyzer connects to FortiCloud, and the license agreement is displayed.
Read and accept the license agreement.

Click Browse to upload the license file, or drag it onto the field.
Click Upload. After the license file is uploaded, the system will restart to verify it. This
may take a few moments.

NP To download the license file, go to the Fortinet Technical Support
‘9' site (https://support.fortinet.com/), and use your FortiCloud

- credentials to log in. Go to Asset Managmeent > Products

- > Product List, then click the product serial number.

FortiAnalyzer 7.0 Azure Administration Guide 13
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Deploying a FortiAnalyzer-VM on Azure

3. Once registration is complete, log into the FortiAnalyzer-VM with the configured FortiWeb administrative username
and FortiAnalyzer password.

Adding a disk to the FortiAnalyzer-VM for logging (optional)

In the future or depending on your license requirements, you may need to add more disks to your FortiAnalyzer-VM
instances.

1. Create and configure an additional empty disk as below.

Create mal

* Mame

jkato-newdisk002

* Subscription

BYOL-DevOps v

* Resource group

(®) Crestenew () Use existing

jkatorsgrp002

* Location

Korea Central v

Availability zone @

v
@ "o availabilty ones are aveileble for the location you have selecied. To view Iocations that support sveilability zones, go to 2
aka.ms/zonedregions.

* Account type @

Standard HDD v
* Source type @

None (empty disk) v
* Size (GiB) @

1023

ESTIMATED PERFORMANCE @
10PS limit 500

Throughput limit (MB/5) &0

FI—
2. Attach it to the FortiAnalyzer-VM and click Save.

= [o r - Di

o « Rsave X Discard L Refresh
=
= Oveniew | Managed disks created since June 10, 2017 are encrypted at rest with Storage Service Encryption (SSE). You may also want to enable Azure Disk Encryption. (24}
B Activity log i
0S disk
aM Access control (IAM)
NAME sIZE STORAGE ACCOUNT .. ENCRYPTION HOST CACHING
& g 7 7 g ;
FortiAnalyzer_OsDisk_1_dd3750ce3ba24c9aba3bicebd?.. 26iB Premium SSD Not enabled Read/write ~
¥ Diagnose and solve problems
Data disks
SETTINGS
LUN NAME SIZE STORAGE ACCOUNT ... ENCRYPTION HOST CACHING
=& Networking
] FortiAnalyzer_disk2_7b339baB95af4fed.. 1023 GiB Premium SSD Not enabled None v |
£ Disks
1 Jjkato-newdisk002 v 1023 GiB Standard HDD Not enabled None | e
@ Size
+ Add data disk
O Security

Refer to Azure Managed Disks Overview for details about Azure disks.
3. Loginto the FortiAnalyzer-VM management GUI console.
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Deploying a FortiAnalyzer-VM on Azure

4. Goto System Settings. Invoke the CLI console.

Unit Operation ox

SRl FORTINET

Fortinalyres-VMé4-GCP

Disk Usag Alert Message Cansole EOO X

Time Message

FortiAnalyzer #
FortiZnalyzer # exec lvm info
LVM Status: OK

Used

Unused
Unavallable
Unavailable
Unavailable

k14 : Unavailable
Diskl5 : Unavailable

FortiAnalyzer # I

iAnalyzer # exec lvm extend
will be added to LVM.
operation will need to reboot the system.
Do you want to continue? (yfn)l

7. Navigate to the FortiAnalyzer dashboard. You will see now that the available disk size has changed. You can also
run exec lvm info againin the CLI to see that the additional disk is now in use.

FortiAnalyzer # exec lvm info
LVM Status: CK

Di = Used
Di B Used
D1
Di
Di
Di

Di
Di
Di
Di
Di
Di
Di

Unavailable

The FortiAnalyzer system reserves a certain portion of disk space for system use and unexpected quota overflow.
The remaining space is available for allocation to devices. Reports are stored in the reserved space. The following
describes the reserved disk quota relative to the total available disk size (other than the root device):

FortiAnalyzer 7.0 Azure Administration Guide 15
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Deploying a FortiAnalyzer-VM on Azure

« Small disk (equal to 500 GB): reserves 20% or 50 GB of disk space, whichever is smaller.

« Medium disk (less than or equal to 1 TB): reserves 15% or 100 GB of disk space, whichever is smaller.

» Medium to large disk (less than or equal to 5 TB): reserves 10% or 200 GB of disk space, whichever is smaller.
« Large disk (less than 5 TB): reserves 5% or 300 GB of disk space, whichever is smaller.

8. Configure the consumable disk space for logging. 200 GB is reserved. Therefore, 1.8 TB is available for
consumption out of the 2 TB of disks.

E:E System Settings v

€3 Dashboard “ | Edit Log Storage Policy - ADOM : root
EE Logging Topology
Data Policy
All ADOM
5 Keep Logs for 60 = Days
C storage Info Analytics
£ Network Keep Logs for Archive | 365 = Days
ah HA Disk Utilization
2 Admin - Maximum Allowed 1800 = GB - Out of Available: 1.8 TB
Administrators Analytics : Archive 70% ¥ 30% O Modify
Profile Alert and Delete 90%
o When Usage Reaches
Remote Authentication Server
“If analytic or archive log usages exceed the configured disk quota before the retention period expires, the oldest logs will be deleted.
Admin Settings

Changing a disk type on the FortiAnalyzer-VM (optional)

Sign in to the Azure portal.

Select the FortiAnalyzer-VM from the list of Virtual Machines.

Stop the VM by selecting Stop at the top of the VM Overview pane, and wait for the VM to stop.
In the navigation pane for the VM, select Disks.

Select the disk that is to be converted.

Select Configuration.

Select the Account Type dropdown and choose the new disk type.
For example, select Standard SSD.

Home > Virtual machines > TestWindows - Disks > TestWindows

Noabkowobh-=

f TestWindows

A save X Discard
® Oveniow Account type @
[ standard HoD ~
B Activitylog Standard 55D
ul Access control (IAM) Standard HDD
not Premium Storage-compatible. -
@ Togs =
settings * size (GIE) @
]
& Configuration
&1 Disk Export ESTIMATED PERFORMANCE &
8 tLocks 1075 imit 500
Throughput limit (MB/s) 60

E3 Automation script

Support + troubleshooting

& New support request

8. Select Save.
The new disk type is displayed in the FortiAnalyzer-VM Disks pane.

FortiAnalyzer 7.0 Azure Administration Guide
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Deploying a FortiAnalyzer-VM on Azure

“ #edit U Refresh

3 Overdew o
Managed disks created since June 10, 2017 are encrypted at rest with Storage Service Encryption (SSE). You may also want to enable Azure Disk  [2
B Activity log Encryption.
.
o Access control (JAM) Disk settings
& Tags o
X Diagnose and solve proble...
OS disk
Settings
X NAME SIZE STORAGE ACCOUN... ENCRYPTION HOST CACHING
Networking
£ Disks far12310:Disk_fa7e5cobfef34d5d9adad f48e4... 8GiB Standard HDD Mot enabled Read/write
3 Size
Data disks
Security
LUN NAME SIZE STORAGE ACCOL.. ENCRYPTION HOST CACHING
T Extensions
i 0 faz1231_datadisk1_9b2- 10 GiB Standard HDD Not enabled Readjwrite
&% Continucus delivery (Previe...
1 faz1231-2 16GiB Standard HDD Not enabled Read/write
Availability set
I H az1231-20180830-162127_4187..  1GiB Standard 55D Not enabled MNone
& Configuration

Identity + Add data disk

9. Once the disk type has been changed, you can check the status of your FortiAnalyzer LVM with the CLI command:
exe lvm info.

-+

e
fa 31 # exe 1v
LVM Status: OK

Diskl
Dizsk2
Di=sk3

[

LT
[5i M5 sl

Disks
Di=ks
Di=ke
DiskT7T
Dis

N

01 G1 @l
(5 Is

0
1
1
LE
0
0
0
0
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HA for FortiAnalyzer on Azure

HA for FortiAnalyzer on Azure

The following topics provide an overview of how to deploy FortiAnalyzer in high availability (HA) mode on Azure:

1. Deploying FortiAnalyzer HA instances on Azure on page 18
2, Configuring FortiAnalyzer HA on page 20

Deploying FortiAnalyzer HA instances on Azure

To deploy FortiAnalyzer instances on Azure:

1. Inthe Azure GUI, create the FortiAnalyzer instances in one Resource Group in the same or different subnets.
Different VNET is currently not supported as the Public IP being assigned is regional resource.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Create Public IP address

Basics  Configuration Tags R

irtual machines. Internet re: communicate inbound

North Europe

Basic
Standard
2. Inthe same Resource Group, create a Static Public IP to be used as the Virtual IP (VIP) of the FortiAnalyzer HA.
Alternatively, a Secondary Internal IP can also be used as the VIP if necessary.
While creating the External IP, ensure that SKU is Basic and Tier is Regional, and the location is the same as that of
the FortiAnalyzer instances.

Al
‘Q' For a more secure deployment, use Standard as the Public IP SKU. For further

configuration information, see Azure Public IP and Azure Network Security Groups.

The External VIP is assigned to an instance when its mode is transitioned to Primary by the fazutil to call Azure APIs
from within the instance.

FortiAnalyzer 7.0 Azure Administration Guide
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HA for FortiAnalyzer on Azure

signed to ON.

For each FortiAnalyzer instance, navigate to the instance, go to Settings > Identity, and set System as
[E T » 7?0

= Microsoft Azure £ Search resources, services, and docs (G+/)

L A faz2193 | Identity

Virtual machine

enabled, all necess

thenticate
of Virtual Machin

of man

ommendations
Got feedback?

% Identity
Il Properties

Locks

Operations

4. Under Azure role assignments, add a role capable of editing the VM with the Scope set as Resource Group.
= Microsoft Azure £ Search resources, services, and docs (G+/) 7?7 ©

Azure role assignments

ssignment (Pr Refresh
be shown in the list.

If this identity has role assignments that you don't have permission to re

Resource Name

No role assignments found for the selected subscription.

5. Onthe Azure Network Security Group, create an inbound rule that allows traffic for the following ports between the
primary and secondary units:

Protocol Port Purpose

Other* 112 To allow the keepalived adverts from the primary.
TCP 514 To allow initial log sync.

TCP 5199 To allow for configuration sync.

*112 VRRP (Virtual Router Redundancy Protocol), Common Address Redundancy Protocol (not IANA assigned)

You can now configure the HA settings in FortiAnalyzer. See Configuring FortiAnalyzer HA on page 20.

Transition of secondary IP address during failover topography

In the example below, FortiAnalyzer-A is the Primary-HA and FortiAnalyzer-B is the Secondary-HA.

During failover, FortiAnalyzer-B becomes the new Primary unit. The Static Public IP is transitioned from FortiAnalyzer-A
to FortiAnalyzer-B, and can be accessed from the internet using the same IP. The addresses does not change during

transition.
Prior to failover, the Secondary-HA (FortiAnalyzer-B) is not configured with a Static Public IP address.
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Azure Resource Group

FortiAnalyzer A FortiAnalyzer B
Primary-HA Secondary-HA

No heartbeat

Primary IP address

Static Public IP transitions to Secondary HA !
during failover

Virtual IP
Azure Static Public IP

Prior to failover, the Secondary-HA does not have a Static Public IP.
During failover, the Static Public IP is transitioned to the Secondary-HA.

Configuring FortiAnalyzer HA

To configure FortiAnalyzer HA:

1. On FortiAnalyzer, configure high availability at System Settings > HA.
See the FortiAnalyzer Administration Guide for more information on configuring HA.

When configuring HA, use the primary private IP as the Peer IP and the external static IP as the Cluster Virtual IP.
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HA for FortiAnalyzer on Azure

Cluster Status
Q|
O | Role Serial Number P Host Name Uptime/Downtime Initial Logs Sync Lo ion Sync ap

No record found.

Cluster Settings
Operation Mode Standalone
Preferred Role Primary
(®Secondary
Cluster Virtual IP
Interface portl
1P Address I
Cluster Settings
Peer IP and Peer SN Peer IP Peer SN

— ve

Group Name

Group ID [ 0 2] (1-255)
Password ssesssse
Heart Beat Interval 1 2 Seconds
Failover Threshold
Priority 100 2 (80-120)
Log Data Sync m

Apply

2. Import the Azure Root CA to FortiAnalyzer. In order for the fazutil to call the Azure API successfully, you must import
the Azure Cloud CA certificate to each FortiAnalyzer instance.
For more information on the CA used by Microsoft Entra ID (formerly Azure AD), see https://learn.microsoft.com/en-
us/azure/security/fundamentals/azure-CA-details.

a. Goto System Settings > Certificates > CA Certificates.

b. Click Import.

c. Browse to the file location and select it, or drag-and-drop it into the pop-up window.
d. Click OK.
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