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About This Guide

This preface includes the following sections:

® Audience

® Purpose

Audience

This guide is for network administrators who are implementing FortiConnect to manage secure User and
Device connectivity on their networks. FortiConnect works alongside Wireless Controllers, LAN
Switches, NAC Systems, Firewalls and other Network Enforcement devices which provide the captive
portal and enforcement point for User connectivity and Smart Connect functionality for onboarding
devices.

Purpose

The FortiConnect Installation and Configuration Guide describes how to install and configure the
FortiConnect appliance. It describes the simple initial installation of the appliance via CLI and the
configuration and administration of the FortiConnect Portal through the web-based interface.






Welcome to FortiConnect

FortiConnect is a complete provisioning, management, and reporting system that provides temporary
network access for guests, visitors, contractors, consultants, or customers. FortiConnect works
alongside Wireless Controllers, LAN Switches, NAC Systems, Firewalls and other Network Enforcement
devices which provide the captive portal and enforcement point for User access.

FortiConnect allows any user with privileges to easily create temporary User accounts and sponsor

those users for network access. FortiConnect performs full authentication of sponsors, the users who
create accounts, and allows sponsors to provide account details to the User by printout, email, or SMS.
The entire experience, from user account creation to network access, is stored for audit and reporting.

When User accounts are created, they are stored within the built-in database on the FortiConnect
server. When using FortiConnects built-in database, external network access devices, such as the
Wireless LAN Controller, can authenticate users against FortiConnect using the RADIUS (Remote
Authentication Dial In User Service) protocol.

FortiConnect provisions the User account for the amount of time specified when the account is
created. Upon expiry of the account, FortiConnect either deletes the account or sends a RADIUS
message which notifies the controller of the amount of valid time remaining for the account before
the controller should remove the user.

FortiConnect provides vital network access accounting by consolidating the entire audit trail from
account creation to actual use of the account so that reports can be performed through a central
management interface.

FortiConnect Concepts

FortiConnect makes use of a number of terms to explain the components needed to provide User access.

The Guest/User

The Guest/User is the person who needs an account to access the network. A Guest or a User normally
accesses the network using their own device, connecting to a wired or wireless hotspot provided by an
organization. They normally have their browser connection redirected to a portal where they can login
by the Network Enforcement Device. Throughout the documentation you will see references to a Guest
or a User whereas these are essentially the same person.



Sponsor

The sponsor user is the person who creates the User account. This person is often an employee of the
organization that provides the network access. Sponsors can be specific individuals with certain job
roles, or can be any employee who can authenticate against a corporate directory such as Microsoft
Active Directory (AD).

Admin

The admin user is the administrator who configures and maintains the FortiConnect appliance.

Network Enforcement Device

These devices are the network infrastructure components that provide the network access.
Additionally, network enforcement devices are responsible for pushing Users to a captive portal where
they can enter their account details. The captive portal can sit on either the Network Enforcement
Device, or FortiConnect. When a User enters his or her temporary user name and password, the network
enforcement device checks those credentials against the accounts created by the FortiConnect.

FortiConnect

FortiConnect ties together all the pieces of User access. FortiConnect links the sponsor creating the
account, the account details passed to the User, the User authentication against the network
enforcement device, and the network enforcement device’s verification of the User with the
FortiConnect. Additionally, FortiConnect consolidates accounting information from network
enforcement devices to provide a single point of User access reporting from who created the account,
to when the User accessed the network and exactly what they did while on the network.



Installing FortiConnect

FortiConnect is supported on the following platforms:

® VMware ESXi
® Microsoft Hyper-V
® Linux KVM

The following sections walk you through installing FortiConnect on each of these platforms.

Prerequisites

FortiConnect can be installed into a virtual machine. The following platforms are supported for install

® ESXi 6.5 and above
® Microsoft Hyper V on Windows 2008 or later
® Linux KVM virtual server version 1.5.3 and above

Installing FortiConnect on VMWare ESXi

1. Login to your ESXi server.

“I% Navigator 1 localhost.localdomain - Virtual Machines
~ [ Host
Manage ¥ Create / Register VM | | | @ Refresh |
Monitor _| Virtual machine a ~ | Status + | Used space ~ | Guest 0S ~
.. s AD_250 @ Nor... | 53211 GB Microsoft Windows S...
E3 storage o @ FAPC _Beta APPORTAL1_10.36.231.224 @ Nor...  288.14GB Red Hat Enterprise Li...
+ &) Networking .. (3 FAPC_Beta APPORTAL2 10.36.231.225 | @ Nor... 288.14 GB Red Hat Enterprise Li...
~ 6 vLAN-231 .| B FAPC_Beta_CONTROLLER_10.36.231.... | @ Nor... | 144.14 GB Red Hat Enterprise Li...
RN . (3 FAPC Beta DATABASE 10.36.231.222 @ Nor...  176.37 GB Red Hat Enterprise Li...
More networks... .. (4 FAPC Beta DISPATCHER 10.36.231.221 | @ Nor... | 144.14 GB Red Hat Enterprise Li...



2. Click Create/Register VM to create a new virtual machine and select Deploy a virtual machine
from an OVF or OVA file. Click Next.

31 New virtual machine

4 1 Select creation type

2 Select OVF and VMDK files
3 Select storage
4 License agreemen

5 Deployment

Select creation type

How would you like to create a Virtual Machine?

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

Create a new virtual machine

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

|

3. Enter a name for the new virtual machine and drag/drop the OVA file to deploy the virtual machine.

Click Next.

4. Modify the Select Storage settings, if required. Click Next.

51 New virtual machine - FCT 64bit VMware Test

+ 1 Select creation type
2 Select OVF and VMDK files
3 Select storage
4 License agreements

5 Deployment op

Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy

Enter a name for the virtual machine.

FCT 64bit VMware Tesi

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

X @ FortiConnect-v17.0.0-devbuild0008.ova

Back l[ Next | Finish




5. Click I agree in the License agreements page. Click Next.

¥9 New virtual machine - FCT 64bit VMware Test

+ 1 Select creation type

v 2 Select OVF and VMDK files

+ 3 Select storage
4 License agreements

11. Notice to United States Government End Users. The Software

and accompanying Documentation are deemed to be &quot ; commercial

computer software&quot; and &quot;commercial computer software documentation,&quot;
respectively, pursuant to DFAR Section 227.7282 and FAR Section

12.212, as applicable. Any use, modification, reproduction, release,

performance, display or disclosure of the Software and accompanying

Documentation by the United States Government shall be governed solely

by the terms of this Agreement and shall be prohibited except to the

extent expressly permitted by the terms of this Agreement.

5 Deployment op
6 Ready tg

12. Free Software. The Software may include software elements that are
licensed (or sublicensed) to you under the GNU General Public License
(GPL) or other similar free software licenses. The 1list free software
contained in the Software may be viewed in Fortinet's standard product
end user license agreement, available at +the following web page
http://www.fortinet.com/legal.html.

13. Audit for Volume Licenses. Fortinet reserves the right to
periodically audit you to ensure that you are not using any Software in

vFalation AL Hhic Acmaamoant  Dominea ckandand hoacinace hoone  and sman

[ Back H Next || Finish

6. Select the appropriate Network Mappings as per ESXi configuration and select Thick as the Disk
provisioning setting. Click Next.

1 Select creation type Deployment options
2 Select OVF and VMDK files

3 Select storage

Select deployment options

4 License agreements

L L4

Network mappings
5 Deployment options pping VM Network | VLAN-226 1

6 Ready tg
Disk provisioning

Thick

Power on automatically

=]

Back ” Next Finish




7. Click Finish. The new virtual machine is created.

T3 New virtual machine - FCT 64bit VMware Test

+ 1 Select creation type Ready to complete
" 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
" 3 Select storage
" 4 License agreements
Product A Virtual Machine
~ 5 Deployment op
i 6 Ready to complete VM Name FCT 64bit VMware Test
Disks FortiConnect-v17.0.0-devbuild0008-disk

FortiConnect-v17.0.0-devbuild0008-disk

Datastore DATA
Provisioning type Thin
Network mappings VM Network: VLAN-231
Guest OS Name Unknown
:"' ' \2 Do not refresh your browser while this VM is being deployed.
-

| Back

8. [Optional] Right-click the new virtual machine and select Edit Settings to modify configurations.
This may not be required as the OVA file has all requisite configurations to set up the virtual
machine.

| Virtual Hardware VM Options

3 Add hard disk  HM Add network adapter (&) Add other device

» @ cPU s v @

» @l Memory MB —
» 2 Hard disk 1 GB v
» = Hard disk 2 500 GB v

g2 sSATA Contraller 0

» BN Network Adapter 1 VLAN-231 ¥ | ¥ Connect
» [ Floppy drive 1 Use existing floppy image v
» I8 Video Card Specify custom settings E

Save l [ Cancel




9. Right-click the new virtual machine and click Power On.

FCT 64bit VMware Test : A

Doing Batch post install whww/htmlsadmin
etc/rc5.ds599%ayanos: line 22: 712 Rilled php —-f Zguest/wlmW/h
Ml7admin/BatchPostInstall. php
ounting other partitions
ount: “data: special device /dev/disk/by-partlabel/data does not exist.
/firmuare_misc: special device /dev/disk/by-partlabel/firmuare_misc does

oing to mark image sane.
ot able to get running root.

Starting server: pgbouncer2819-18-18 17:56:28.231 15668 LOG file descriptor limi
: 1824 (H:4896), max_client_conn: 4888, max fds possible: 4218

Starting radsecproxy
imount: /mnt/.psplash: not mMounted.

yan (Fortinet Wireless Reference Distro) v17.8.8-devbuildBBB8 forticon-x86_64.1
jocaldomain Zdev/ttyl

lUnauthorized access to this system is forbidden and will be prosecuted by law.
By accessing this system, you agree that your actions may be monitored if

hing nrized ane =Ti
10. The install can take around 2-3 minutes and may appear to pause at times. When the login prompt
appears installation is complete.

Installing VMWare on ESXi 6.7 and above will throw an OS error. This is due to the OVA generated with
Other Linux 3.x 64 bit as the default setting for backward compatibility to support older versions.

ns. £# Actions

You can either ignore this message or go to VM Options and change the OS type to Other Linux 4.x 64
bit. To obtain the Other Linux 4.x 64 bit option, go to Edit Settings and upgrade the VM compatibility.

» Configune Wk Compatibility

Power on the virtual machine.



Installing FortiConnect on Microsoft Hyper-V

FortiConnect can be installed on Microsoft Hyper-V.

1. Open the Hyper-V manager.

| Hyper-V Manager

ile  Action View Help

vop | 2@ B

3 Hyper-V Manager
Bl WIN-GC5VDOOBATO Virtual Machines

Name : State CPU Usage

E FCT_Nagraj_17.0 Running 0%

E Scale-Controller1 Running 0%

E Scale-Controller-2 Running 0%

Checkpoints

FCT_Nagraj_17.0

Configuration Version: 8.0
Generation: 1
Notes: None

Summary Memory Networking Replication

Assigned Memory
4096 MB
4096 MB
4096 MB

Created: 9/30/2019 4:06:27 PM

Uptime Status
6.23:08:44

56.23:55:56

56.23:56:03

The selected virtual machine has no checkpoints.

Clustered: No
Heartbeat: No Contact

e}

Actions
WIN-GC5VDOOB4TO

New

Import Virtual Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View

Help

FCT_Nagraj_17.0

8
E

Connect...
Settings...
Turn Off...
Shut Down...
Save

Pause

Reset

Checkpoint



2. To bring up the New Virtual Machine Wizard, click on New in the Actions column and select virtual
machine.

EH New Virtual Machine Wizard X

a Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Specify Name and Location you can change the configuration later using Hyper-V Manager.
Specify Generation

peafy To create a virtual machine, do one of the following:
Assign Memory

) « Click Finish to create a virtual machine that is configured with default values.
Configure Networking « Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

L8]
m

| [ o

3. Click Next to create a virtual machine with a custom configuration.




4. Enter a Name and select a Location for the virtual machine. Click Next.

EH New Virtual Machine Wizard

L Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Name: |HyperV_FCT _Demol

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Cormect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Installation Options [[] store the virtual machine in a different location

Summary Location: |C:\ProgramDataMicrosoft\Windows\Hyper-Vv\ Browse...

A TFyo plan to take checkpoints of this virtual machine, select a location that has enough free

< Previous Next > Finish Cancel



5. Select Generation1. Click Next.

EH New Virtual Machine Wizard X

a Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location @ Generation 1
This virtual machine generation supports 32-bit and 64-bit gquest operating systems and provides
i virtual hardware which has been available in all previous versions of Hyper-V.
Configure Networking (O Generation 2
Comect it e rbalmachne et s aport fo e tlatn e o e o
< Instalation Oplions A Once a virtual machine has been created, you cannot change its generation.
mmary

More about virtual machine generation support

ctomn | [ ] [ o || om



6. Select the amount of memory you wish to allocate to your virtual machine, a minimum of 4GB is
required. Click Next.

EH New Virtual Machine Wizard X
(a Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Specify Generation Startup memory: MB
[] use Dynamic Memory for this virtual machine.

Specify Name and Location

Configure Networking
. When you decide how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk o use the virtual machine and the operating system that it will run.
Installation Options
Summary

< Previous Finish Cancel



7. The Connection is set to your default switch. Click Next.
You can connect to any switch configured in your network.

E New Virtual Machine Wizard

- Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

CHET virtual switch, or it can remain disconnected.

Specify Generation Connection: | Intel(R) 82574L Gigabit Network Connection - Virtual Switch v

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel



8. Select Use an existing virtual hard disk and browse to the Hyper-V disk (.vhd). Click Next.
The new virtual machine is created.

EH New Virtual Machine Wizard

a Connect Virtual Hard Disk

Before You Begin

Specify Name and Location
Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Summary

A virtual machine requires storage so that you can install an operating system. You can specify the

storage now or configure it later by modifying the virtual machine’s properties.

(O Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Nama: HyperV_FCT_Demo.vhdx
ocation: |C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\

Size: 127 GB (Maximum: 64 TB)

(® Use an existing virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Browse...

Location: |‘.::\JJserS\Administrator\Downloads\FortjConnectw17.0.0-devbuild[ Browse...

(O Attach a virtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later.

P -

Cancel



Creating a Virtual Disk

1. Right-click the new VM instance and select Settings.

ii Hyper-V Manager
File Action View Help

&=z @  HE

E Hyper-V Manager
Bl WIN-GC5VDOOB4TO Virtual Machines
Name State CPU Usage Assigned Memory Uptime Status
B FCT_Nagraj_17.0 Running 0% 4096 MB 6.23:27:39
B ScaleCor Connect... % 4096 MB 57.00:14:53
B scaleCor Settings... % 4096 MB 57.00:14:59
Start
<
Checkpoint
Checkpoint:
S Move...
Export... The selected virtual machine has no checkpoints.
Rename...
Delete...
Enable Replication...
Help
HyperV_FCT_Demo
Created: 10/10/2019 12:47:41 PM Clustered: No
Configuration Version: 8.0
Generation: 1
Notes: None
Summary Memory Networking Replication




2. Select SCSI Controller and select Hard Drive. Click Add.

&“} Settings for HyperV_FCT_Demo on WIN-GC5VDOOB4TO —

‘ HyperV_FCT_Demo v ‘ 4 » D
2 Hardware A | &8 scsi Controller
r Add Hardware
@ BIOS You can add hard drives to your SCSI controller or remove the SCSI controller from the
Boot from CD virtuel machine.
. Security Click Add to add a new hard drive to this SCSI controller.
Key Storage Drive disabled
W Memory Shared Drive
4096 MB
[ Processor

1 Virtual processor
= W IDE Controller 0
= Hard Drive
FortiConnect-v17.0.0-dev...
= [ 1DE Controller 1
../ DVD Drive
None
%! scsi Controller
U Network Adapter
Intel(R) 82574L Gigabit Networ...
@ com1
None
@ com2
None
[ Diskette Drive
None
A Management

1] Name

Uummarl! CFT Nanas

You can configure a hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive to the controller.

To remove the SCSI controller from this virtual machine, dick Remove. All virtual hard
disks attached to this controller will be removed but not deleted.

| Remov



3. Click New to create a new virtual hard disk.

&‘] Settings for HyperV_FCT_Demo on WIN-GC5VDOOBATO -

‘ HyperV_FCT_Demo v 4 p»r | D
A Hardware A o Hard Drive
r Add Hardware
@ BI0S You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from CD operating system is installed on this disk, changing the attachment might prevent the
o potTem virtual machine from starting.
Security X S_—
Key Storage Drive disabled Controller: Localion:
W Memory SCSI Controller v | |0 (in use) e
4096 MB Media

[ Processor
1 Virtual processor
= | IDE Controller 0
= Hard Drive
FortiConnect-v17.0.0-dev...
= [l IDE Controller 1
‘..’ DVD Drive
None
= & scslI Controller
== Hard Drive
<file>
¥ Network Adapter
Intel(R) 82574L Gigabit Networ...
@ com1
None
@ com2
None
[ Diskette Drive

None

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Spedify the full path to the file.

(® Virtual hard disk:

| |
New Edit Inspect Browse...

o If the physical hard disk you want to use is not listed, make sure that the

disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the assodated file.

Remove



4. Select VHDX as the virtual disk format. Click Next.

wa New Virtual Hard Disk Wizard

- Choose Disk Format
Before You Begin What format do you want to use for the virtual hard disk?
O wo
Choose Disk Type Supports virtual hard disks up to 2,040 GB in size.
Specify Name and Location @® VHDX
Configure Disk This format supports virtual disks up to 64 TB and is resilient to consistency issues that might occur
Summary from power failures. This format is not supported in operating systems earlier than Windows
Server 2012,

< Previous Next > Finish Cancel



5. Select Fixed size (recommended) as the disk type. Click Next.

wa New Virtual Hard Disk Wizard

- Choose Disk Type

Before You Begin

Choose Disk Format
Specify Name and Location
Configure Disk

Summary

What type of virtual hard disk do you want to create?

(O Fixed size
This type of disk provides better performance and is recommended for servers running applications
with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
virtual hard disk and does not change when data is deleted or added.

(® Dynamically expanding

This type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

(O Dpifferencing
This type of disk is assodated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent

disk, so that you can revert the changes easily. All children must have the same virtual hard disk
format as the parent (VHD or VHDX).

< Previous Next > Finish Cancel



6. Enter the Name of the virtual hard disk and browse to the Location to store it. Click Next.

= New Virtual Hard Disk Wizard

- Specify Name and Location

Before You Begin Specify the name and location of the virtual hard disk file.
Choose Disk Format e l |
Choose Disk Type
Location: |C: \Users\Public\Documents\Hyper-V\Virtual Hard Disks)| l Browse...
Configure Disk
Summary

< Previous Finish Cancel



7. Enter the Size of the virtual hard disk. The minimum size in 500 GB. Click Next and then Finish.

e New Virtual Hard Disk Wizard X

- Configure Disk

Before You Begin You can create a blank virtual hard disk or copy the contents of an existing physical disk.
Choose Disk Format (® Create a new blank virtual hard disk
Choose Disk Type Size: GB (Maximum: 64 TE)
Specify Name and Location
. (O Copy the contents of the specified physical disk:
Summary Physical Hard Disk Size
\\. \PHYSICALDRIVED 299 GB

(O Copy the contents of the specified virtual hard disk

Fath Browse...

< Previous Next > Finish Cancel



8. Select the Processor and enter the Number of virtual processors. The minimum supported number
of processors is 4. Click Apply and then OK.

E_] Settings for HyperV_FCT_Demo on WIN-GC5VDOOB4TO =

HyperV_FCT_Demo vl 4 p O
X Hardware ~ D Processor
l" Add Hardware
@ BIOS You can modify the number of virtual processors based on the number of processors on
Eoot fram €0 the physical computer. You can also modify other resource control settings.
. Security Number of virtual processors: h =
M Memory Resource control
4096 MB You can use resource controls to balance resources among virtual machines.
£3) u Processor : .
e R— Virtual machine reserve (percentage): Ij’
= [ 1DE Controller 0 Percent of total system resources: 0
[+ o HardDrive
FortiConnect-v17.0.0-dev.. Virtual machine limit (percentage):
= IDE Controller 1 =
- onreler Percent of total system resources: 50

DVD Drive
, e Relative weight:
= & scsI Controller
[#] o= Hard Drive
DemoHD.vhdx
® U Network Adapter

@ com1

§ com2
[5) Diskette Drive

2 Management

vl Ml

9. Right-click the new VM instance and click Start.
10. Ensure that the Install an operating system later option is checked then click on Next.

11. The install can take around 5-10 minutes and may appear to pause at times. When the login prompt
appears installation is complete.

Installing FortiConnect on Linux KVM

FortiConnect can be installed on the Linux KVM virtual server (version 1.5.3).



1. Create a new virtual machine. Enter the name of the VM and select Import existing disk image.
Click Forward.

New VM x

m Create a new virtual machine

Connection: QEMU/KVM

Choose how you would like to install the operating system
() Local install media (ISO image or CDROM)
() Network Install (HTTP, FTP, or NFS)
() Network Boot (PXE)

(&) Import existing disk image

Cancel Back Forward



2. Select the image file (.tar), set the OS type as Linux and the Version as CentOS 6.0
(recommended). Click Forward.

New VM X

m Create a new virtual machine

Ready to begin the installation
Name: KVMDemo_FCT

0S: CentOS 6.0
Install: Import existing OS image
Memory: 4096 MiB
CPUs: 4
Storage: ...rtiConnect-v17.0.0-devbuild0008.img

|+ Customize configuration before install

w Metwork selection

Bridge br0: Host device vnet0 =




3. Enter the Memory (RAM) size and the number of CPUs. The minimum required RAM is 4GB and the
number of CPUs is 4. Click Forward.

New VM x

m Create a new virtual machine

Choose Memory and CPU settings

Memory (RAM): | 4096 -+
Up to 16383 MiB available on the host
CPUs: | 4 - | +

Up to 8 available

Cancel Back Forward




4. Enter the Name of the new VM and select Customize configuration before install. Retain the other
default settings. Click Forward.

m Create a new virtual machine

Ready to begin the installation
Name: | KVMDemo_FCT

0S: CentOS 6.0
Install: Import existing OS5 image
Memory: 4096 MIB
CPUs: 4
Storage: ...rtiConnect-v17.0.0-devbuild0008.img

|+ Customize configuration before install

- MNetwork selection

Cancel Back Finish




5. Click Add Hardware to create a new hard disk. Enter the required disk size (minimum 500 GB) and
select the Device type and Bus type as SCSI.

Add New Virtual Hardware x

B Controller i
& Network () Create a disk image for the virtual machine
| Graphics 94,2 GiB available in the default location
® Sound () Select or create custom storage
= Serial
Manage...
=| Parallel -
=¢| Console ‘ — -
Device type: | -] Disk device -
= Channel
@5 USB Host Device Bus type: | SCSI v
& PClHostDeviee |
B Video + Advanced options
B Watchdog Cache mode:  Hypervisor default «
£ Filesystem
&= Smartcard
@ USB Redirection
J TPM
=% RNG
&2 Panic Motifier
Cancel Finish

6. Click Begin Installation. The install can take around 5-10 minutes and may appear to pause at times.
When the login prompt appears installation is complete.



Post Installation

After successful installation of FortiConnect, configure the network parameters and the DNS server IP
address.

Run the set interface ipv4 and set interface ipvé commands configure and IPv4 and IPvé
addresses for the network.

Run the set interface dns command configures the DNS server.



System Setup

FortiConnect is administered using a web interface over either HTTP or HTTPS, or via the FortiConnect
CLI. However, after initial installation, the system needs to be configured through the CLI to provide
the networking configuration for the appliance so it can be accessed via the web interface to perform
other admin tasks.

This chapter includes the following sections:

Command Line Configuration

Installing the Product License and Accessing the Administration Interface
Setup Wizard

Configuring Network Settings

Date and Time Settings

Configuring SSL Certificates

Configuring Administrator Authentication

Command Line Configuration

This section describes the commands available at the FortiConnect Command Line interface.

Initial Login

When logging in for the first time after initial installation, you need to set up a password.

Connect to the command line interface
Login as the admin user. The login user name for the console is admin.

Change the password at the admin prompt. Type a password and then confirm the password by re-
entering it at the prompt. Once completed you are presented with the CLI administration menu.



set Commands

set certs

This command resets certificates; you can generate new temporary certificates and private keys with
corresponding certificates.

® The set certs cert command generates a new temporary/self-signed certificate.

® The set certs key command generates a new private key and the corresponding certificate.

Syntax
set certs cert

set certs key

set interface
This command configures the network parameters.

® The set interface ipv4 and set interface ipvé commands configure and IPv4 and IPvé
addresses for the network.

® The set interface dns command configures the DNS server.
Syntax

set interface ipvi4

set interface ipvé

set interface dns

set reset
This command resets the admin and sponsor portal settings.

The set reset cli-admin-password command resets the admin CLI password to admin.
The set reset admin-password command resets the admin portal user password.

The set reset admin-auth-source command resets the admin authentication source.

The set reset allowed-ips command resets the admin/sponsor portal allowed IP addresses.

Syntax
set reset cli-admin-password
set reset admin-password

set reset admin-auth-source



set reset allowed-ips

set system
This command configure system settings.

® The set system date, set system time, and set system timezone commands set the system date,
time, and timezone

® The set system cli timeout command sets the CLI idle timeout limit.

Syntax

set system date
set system time
set system timezone

set system cli timeout

request Commands

request firmware upgrade

This command upgrades the device firmware.
Syntax

request firmware upgrade <file path>

For example, request firmware upgrade ftp://administrator@dcOl.wl-cse.net:/FortiConnect-
v17.0.0-build0007.tar.fwout

request system

This command requests the system to perform specific tasks such as reboot, halting the system, and
drops in system shell.

Syntax
request system reboot
request system shell

request system halt



show Commands

show interface

This command displays the system interface configurations such as the configured DNS for the NIC and
the configured IPv4 and IPv6 addresses.

The show interface routing command displays the network routing table.

Syntax

show interface

show interface routing

show system

This command displays the system configurations.

The show
The show
The show
The show

The show

Syntax

show

show

show

show

show

show

show

system
system
system
system
system
system

system

The show system

system
system
system
system

system

backups command displays the available backup files.

time command displays the configured system time.

ntp command displays the NTPD status.

process command displays the processes running on the system.

service command displays the services running on the system and their status.

cli timeout command displays the configured CLI session timeout.

backups

time

ntp

process

service

cli

cli timeout

debug Commands

Run debug at the CLI prompt to enter the debug mode.

dns-lookup

This command performs a DNS lookup.



® The dns-lookup lookup/ip lookup/ipvé lookup commands perform DNS lookup to determine the
IPv4/IPv6 address for the specified host name.

® The dns-lookup reverse/ip reverse/ipvé reverse commands reverse the DNS lookup to
determine the host name for the specified IPv4/IPvé addresses.

Syntax

dns-lookup lookup <hostname>
dns-lookup reverse <ip address>
dns-lookup ip lookup <hostname>
dns-lookup ip reverse <ip address>
dns-lookup ipv6 lookup <hostname>

dns-lookup ipv6 reverse <ip address>

ping
This command tests basic network connectivity to a device.

® The ping and ping ip commands send ICMP IPv4 messages to network hosts.
® The ping ipvé command sends ICMP IPvé messages to network hosts.

® The ping arp command sends ARP requests to the neighboring hosts.
Syntax

ping <ip address>|<hostname>

ping ip <ip address>|<hostname>

ping i1ipv6 <ip address>|<hostname>

ping arp <ip address>|<hostname>

traceroute

This command prints the route of packets across a network for the specified IP address/host name.
Syntax

traceroute <ip address>|<hostname>

traceroute ip <ip address>|<hostname>

traceroute 1ipv6 <ipvé address>|<hostname>



General

?

This command displays the list of commands and subcommands available at the command level. Help
is available at any level of the CLI by typing -.

Syntax

?

exit
This command exits you from the current CLI mode or from the CLI session.
Syntax

exit

help
This command displays help information that describes each command.
Syntax

help

history

This command configures the size of the history list, that is, the number of entries the user can
navigate back to using the arrow key.

Syntax

history <size>

logout
This command logs you out of the current CLI session.
Syntax

logout

failsafe Mode

FortiConnect operates in the failsafe mode when it reboots due to issues or is manually booted into the failsafe
mode. When booted in the failsafe mode, login using the admin/admin username/password combination. The
failsafe mode has an idle timeout of 5 minutes.

® The set reset cli-admin-password command resets the password.



® The system check file-system command checks the file systems for errors.

® The request system shell command grants access to the system shell.

Syntax

set reset cli-admin-password
system check file-system

request system shell

Installing the Product License and Accessing the
Administration Interface

Before accessing the web administration interface of FortiConnect, you need to install a product
license.

This section describes the following:

® Obtain and Install a FortiConnect License

® Access the FortiConnect Interface.

Obtain and Install a FortiConnect License

To obtain a product license please follow the intructions on the Entitlement Certificate that ships with
the product.

Access the FortiConnect Interface

1. If you have installed a license, the admin login is automatically displayed. Otherwise, open a web
browser to the FortiConnect Administration interface by entering the IP address that you configured
through the command line as the URL, followed by /admin :

o For HTTP access, open http://<Forticonnect_ip_address>/admin
e For HTTPS access, open https://<Forticonnect_ip_address>/admin

2. The FortiConnect Administration interface is displayed as shown below. This is the administrator
interface to the appliance.

3. Login as the admin user. The default user name/password for the admin console is admin/admin.


http://winscp.net/

==RTINET.
FortiConnect
Administration

Version: 17.0.0, Build 0007 (GA)

Username:

Username

Password:

Password

Login

Note: Fortinet recommends setting up SSL access and also to change the default admin user password
for security.

Note: Entering the FortiConnect Appliance IP address without the” /admin” as the URL brings up the

Sponsor Interface, details about the Sponsor Interface are detailed later in the document.

Setup Wizard

Getting started within FortiConnect is made easy using a Setup Wizard to help configure basic settings
before performing any other operations. This minimizes the need to restart the appliance later on.

1. Upon logging into the FortiConnect Administration Interface for the first time the SetupWizard will
automatically start as seen below.

Note: To access the Setup Wizard at anytime after exiting navigate to Home-->Setup Wizard

2. Click Next to continue.



o Weltame Welkame to Ehe Meru Cornect setup wizard
The wazard vl take pou through bullding the basic configuration,

Sehect Next to start the wizard.

Note: Clicking on the Exit button at anytime will exit the Setup Wizard and any changes made up
to that point will be saved.

3. The next step in the Setup Wizard allows you to change the Administrator Password, this must be
changed the first time you go through the setup wizard, the Administrator Password is the password
for the default admin account. Enter and repeat the new password, or simply leave blank if you wish
to keep the existing password.

Note: The password must be at least six characters and must contain at least four different characters

4. Click Next to continue



W Wislcome P in arder ta continue the default admin password must be changed naw.

W Administrator Password Adrmin Padivword: Confirmc

5. Now enter any DNS settings in the next step below, you will be required to enter :
e Hostname - Hostname of your server

« Domain - Domain name
e Primary DNS - IP address of Primary DNS server

e Secondary DNS - IP address of secondary DNS server

Note: If you don't setup a valid DNS server the setup process may take longer as DNS requests time out.



W Welcome Hotrame: lecalhost

W Admirestrator Passwand Diomain: lecaldomain

W Netwark Primary OMS: 192.168.137.2
Secondary DM

6. Click Next to continue

7. You will then be required to enter in your Date/Time Settings as shown below, you can manually
enter your Date/Time Settings or use an NTP server.

Note: Upon changing the date and time settings you will be shown a pop up message saying "Please
wait, system services are being restarted”. The system is rebooting to allow the date and time
settings to take effect.



Setup Wizard

9.

W Wielcome HTP s wsad To sutomatically synchronize your sereer time, i your onganization has its awn NTP sarver(s) you should uwse them, if not
YO May be able 10 use servers from DT s Dol e,

' Acministrator Passwond
The sy=tern trmezane is used by the server admiristrators (& affects shel logins, system services and the dates displayed in log files)

of Merwark DatelTime
W Dabe/Time Settings . . o i
System Date: 1 [7] oec =] zoe[=] B8
03824
System Timezona: | Amencailos_Angeies [=]

NTP

Lise TP 1o sym System Date & Time;

NOTE: NTP is automatically used to synchronize server time. If your organization has your own NTP Server
(s) use them, if not you may be able to use server (s) from htp://www.pool.ntp.org.

» To Manually enter your Date/Time Settings - set the System Date using the Date Picker and
System Timezone from the drop down menu.

o To use an NTP Server - Click inside the check box Use NTP to sync System Date & Time: and
enter NTP server settings.

Click Next to continue

Then you can set up the Sponsor Authentication, below. Sponsors are users within your organization
who are responsible for offering access to guests. Sponsor Authentication settings determine how
these Sponsors are authenticated in FortiConnect.



yf Wialcome Sponsors are users within your organisation who are respansible for offenng sccess to guests. Sponsor Authentication settings
detarming how these Sponsars are authenticated in the Meru Connect.
W Aoministraton Passwiond
whan the wizard is complete you may specify additional authentication methods in tha Sponsor Portal -> Authentication page.
W Matwark
Authentication Type:  Microsof Active Directony B
o Date/Time Sattings
Servar

W Spensor Authentication

10. From the Authentication Type dropdown menu, select from the following methods of
Authentication (for the purpose of documentation the most popular methods have been captured

below) :

Microsoft Active Directory - Enter Hostname or IP Address. Upon entering this, click Next and you will
then be asked to enter more information

Name - Server name

Server - Server IP Address

Domain - Server Domain Name

Encryption - From the dropdown menu select the required encryption method.

Base DN - Base DN information

With this information entered, click Next. You will then be prompted to enter the Search Credentials for
the Active Directory server. Enter the appropriate Username and Password for your Active Directory

server.

OpenLDAP - Enter Hostname or IP Address. Upon entering this, click Next and you will then be asked to
enter more information

Name - Server name

Server - Server IP Address



e Encryption - From the dropdown menu select the required encryption method.

» Base DN - Base DN information

Novell eDirectory - Enter Hostname or IP Address
» Name - Server name
» Server - Server IP Address

e Encryption - From the dropdown menu select the required encryption method.

e Base DN - Base DN information
LDAP - Enter Hostname or IP Address

« Name - Server name
» Server - Server IP Address
e Encryption - From the dropdown menu select the required encryption method.

e Base DN - Base DN information
RADIUS - Enter Hostname or IP Address

e« Name - Server name
e Server - Server IP Address
e Port - Port number

e Secret - Secret information, and confirm.
Internal Sponsor Database

e First name - First name of Sponsor to be created.
e Last name - Last name of Sponsor to be created.
« Email - Email Address of Sponsor to be created.

e User Name - User Name of Sponsor to be created.
« Password - Password and confirmation.

e Click Add to Add Sponsor

11. Click Next to continue

Note: If Sponsor Authentication has already been set up, you will see the screen below.



Setup Wizard

v weelome Create local Spordors who are permitted to iSsue guest actounts.

W' Administrator Passward

Usermams | First Name | Surname | Email | Groug |
W Matwark W spansors defimed

W Date/Time Sattings
W Sponsar Authonticetien First Mame:

nticatior Last Mame
Ernail

LHername;

Paszward: Confirm:

12. Then you can setup User Authentication as per below, Users are authenticated by network devices
acting as a policy enforcement point in the network. These are normally the devices that intercept
the Users web requests and redirect them to a login page.



Setup Wizard

W Winlcome GLaEsrs ane authenticated Dy nerwork devices acing as the policy enforosment point in the network, These are nonmally the devices
that intercept the gusts weh requets and redinsct them to a lagin page.

o Aomirisirator Passwornd
Mieru Connect supports authenticating the guests from these devices using RADIUS in the case of wirskess controllers, LAM switches,

of Merwark firerwalls aitc.

o Date/Time Settings Enter the details of the initial desice that you would like to autherticats the puests,
W Spomaar Authentication Metwaork Device Type: | RADIUS 3
W Guest Authentication Merweork Device:

13. From the Network Device Type drop down menu, select which Authentication method you wish to
use:

RADIUS - Enter the network device's IP Address and click on Next to continue.

» Name - Enter the RADIUS Server name
» Network Device IP / mask - Enter the Network Devices Hostname or IP Address
o Secret - Enter the RADIUS Secret and confirm
« Type - From the drop down menu select the type of authentication device being used.
o Description - Enter any description necessary.
14. Click Next to complete
15. You have now completed the Setup Wizard, click on Close to exit.

Configuring Network Settings

Any network settings not configured during the Setup Wizard can be setup at any time. To configure
remaining network settings follow the steps below:



1. From the administration interface, select Server > Network Settings from the left panel to go to
the Network Settings page. This page provides all the network settings that can be changed on
FortiConnect as shown below.

Metwork Settings

Hastname

Hosmnamee  localast

Diomair: localdomain

DhE

Brrvury DN 193 188,137.2
Sacondary OMS:

1Pud

IF Address 1516813720
Subnet Mask 2552552550
Gty 12 18B1372
1PwE

Enalle:

You can change the following Network Settings:
« Hostname—Assign the name of the appliance as defined in DNS (without DNS suffix).
« Domain—Enter the domain name for your organization (e.g. fortinet.com).
e Primary DNS—Enter the IP address of the primary DNS server.
e Secondary DNS—Enter the IP address of the secondary DNS server.
IPv4 Addresses - Enter your IP Address settings for Networks using IPv4
o |P Address—Modify the IP address on the appliance.
e Subnet Mask—Enter the corresponding subnet mask.
« Gateway—Modify the default gateway for the network to which the appliance is connected.
IPv6 Addresses - Click the Enable checkbox if your Network uses IPv6
o |P Address—Modify the IP address on the appliance.



o Prefix Length - From the drop down list select the Prefix Length.
» Gateway—Modify the default gateway for the network to which the appliance is connected.
2. Click the Save button to save the changes that you made.

Note: For any changes of the Network Settings to take effect FortiConnect requires a restart. Clicking
Save will initiate the restart process on FortiConnect within 60 seconds.

Date and Time Settings

Correct date and time are critical to FortiConnect as FortiConnect authenticates Users based upon the
time their accounts are valid. It is important for the time to be correct so that User accounts are
Activated and Expired at the correct time. If possible, Fortinet recommends using a Network Time
Protocol (NTP) server to synchronize the time and date.

1. From the administration interface, select Server > Date/Time Settings to display the Date/Time
Settings page as shown below.

Date/Time Settings

DateTme
System Diats: 1 (=] Dec[=] 2014[=] 1
OSagay

Syatem Timezone  Amercalos_Armeks =

NTP

Lise NTP pe gy Systam Date & Tavs:

2. Select the correct System Date and System Time for the location of your FortiConnect.
3. Select the correct System Timezone for the location of your FortiConnect.
4. Click the Save button to apply any changes.



Note: Changing the System Timezone automatically adjusts the date and time on the FortiConnect
appliance and during this time you will be alerted that the change is taking place by a notification
-"The application may not respond for a short time while your changes are applied”

5. If you have one, two or three NTP servers available on the network, click the Use NTP to set System
Date & Time checkbox.

Enter the IP address of each NTP server available into the fields provided.

Upon clicking the Save button, the system will automatically restart the services and start using
NTP.

Access Restrictions

You can configure FortiConnect to restrict access to only certain IP address ranges for the
administration interface and the sponsor interface at any one time.

Administration Access

1. From the administration interface, select Server > Access Restrictions and click the
Administration tab as shown below.

Adminitration Sponsor

Allgwed IP Addrassas

1P Rarge |

0.0.0.0¢0 w

saa e



2. In the Allowed IP Addresses field, type a range of IP addresses that are allowed access to the
FortiConnect Administration interface, and apply a CIDR subnet range using the dropdown menu.

3. Click Add IP Range to add the addresses to the list.

Note: Leaving the IP Range field blank allows all IP addresses to access the Administration interface,
if users have the required admin account permissions.

Sponsor Access

1. From the administration interface, select Server > Access Restrictions and click the Sponsor tab
as shown below.

Access Restrictions

Administration = Sponsar

Allowed 1P Addresses

1P Range
0.0.0.000 '

2. Type the range of IP addresses that are allowed to access the Sponsor interface, and apply a CIDR
subnet range using the dropdown menu.

3. Click on Add IP Range to add them to the list.

Note: Leaving the IP Range field blank allows all IP addresses to access the Sponsor interface, if users
have the required sponsor account permissions.



Configuring SSL Certificates

Both sponsors and administrators can access FortiConnect using either HTTP or HTTPS. For more secure
access Fortinet recommends using HTTPS.

This section describes the following:

Accessing FortiConnect Using HTTP or HTTPS
Generating Temporary Certificates/CSRs/Private Key
Downloading Certificate Files

Uploading Certificate Files

Accessing FortiConnect using HTTP or HTTPS

You can configure whether sponsors and administrators access the portal using HTTP, HTTP and
HTTPS, or HTTPS only.

1. From the administration interface, select Server > SSL Settings from the left panel to display the
SSL Settings page as shown below.

HTTP and HTTPS  Server Certificate  Trusted CA Certificates  Certficate Revocation Lists 551 Renegotiation

Allow Orily HTTRS
Mllow Only HTTR
@ Allow HTTPS and HTTP
Allcw Orily HTTS [with HTTP Resdirectsd to HTTPS)



2. Click on the HTTP and HTTPS tab and select from one of the following options:

e Allow Only HTTPS—When selected, only allows HTTPS access to the sponsor and administration
interfaces of FortiConnect.

e Allow Only HTTP—When selected, only allows HTTP access to the sponsor and administration
interfaces of FortiConnect.

o Allow HTTPS and HTTP—When selected, allows both HTTPS and HTTP access to the sponsor and
administration interfaces of FortiConnect.

e Allow Only HTTPS (with HTTP Redirected to HTTPS)—When selected, allows sponsors and
administrators to access the portal with HTTPS only, however, sponsors and administrators are
redirected via HTTPS if using a standard HTTP connection.

3. When you have made your selection, click the Save button.

Security Assertion Markup Language (SAML)
Support

You can configure an authentication server that supports the SAML protocol to access the Admin Portal and
the Sponsor Portal. A SAML supporting authentication server is the Identity Provider and FortiConnect is the
Service Provider.

The FortiConnect login page provides the Login with SAML option, when SAML support authentication server
is configured. After successful authentication, you can access the FortiConnect portal.

Admin Users

Navigate to Server > Admin Users > External Authentication, select Microsoft ADFS SAML or Generic SAML as
the Authentication Type. Configure the related data.



SPUNSUK PUKIAL

GUEST PORTALS

SMART CONNECT

DEVICES

REPORTS & LOGS

SERVER

Admin Users
Interface Timeout
Network Settings
Date/Time Settings

... Access Restrictions
SSL Settings
Backup/Restore
Data Retention
Licensing
Cluster Configuration
SNMP

... Upgrades

... Packet Capture

:

Local Database  External Authentication

Authentication Type: Microsoft ADFs samL [v|

Export metadata file t|

Identity Provider

Microsoft: ADFS SAML

Server:

Entity Id:
Single SignOn Service Endpoint:

single Logout Service Endpoint:

in the trusted Identity Provider.

Generic SAML

m.appsaa.com
https://nm.appsqa.com/adfs/servicesftrust
https://nm.appsqa.com/adfsfis/

https://nm.appsga.com/adfs/ls/

Select Identity Provider Server's Certificate:  ADFS Signing - nm.appsqa.com [¥]

Select Identity Provider Encryption Certificate:

Service Provider

Entity Id:

Assertion Consumer Service Endpoint:
single Logout Service Endpoint:

Select NamelD Format:

ADFS Encryption - nm.appsqa.com

https://test2.appsqa.com/admin/SamlAuthentication.php
https://test2 appsqa.com/zdmin/SamiAuthentication.php?cmad-samIACSResponse
https://test2.appsqa.com/zdmin/samlAuthentication.php?cmd=samiSLSResponse

Email [

e ol

Identity Provider: Configures the data FortiConnect requires to connect to the authentication server.

Field

Description

Server

The IDP server hostname or IP address.

Entity ID

The identifier of the IDP server.

Single SignOn Service EndPoint

The target URL where authentication request from

FortiConnect is sent.

Single LogOut Service EndPoint

The URL where logout request from FortiConnect is sent.

Select
Certificate

Identity Provider

’

Servers

Select Identity Provider Encryption

Certificate

SAML response validators issued by the IDP servers.

Service Provider — Configures the data IDP requires connecting to FortiConnect.

Field

Description

Entity ID

The identifier of the FortiConnect.




Assertion Consumer Service Endpoint: | The target URL that specifies where and how messages

must be returned.

Single Logout Service Endpoint: The URL where logout request from is sent.

Select NamelD Format: The name identifier of the user.

Select Signature Algorithm For Party | The signature algorithm user in the sign-on process.
Trust:

Select Digest Algorithm For Party The digest algorithm used in the digest process.
Trust:

Authorization Mode: Specify the group whose members will have access privileges.
Group: Specify the access rights; users are placed in this group when authenticated.

You can export the metadata file to add the Service Provider in the trusted Identity Provider.

Sponsor Portal
The Sponsor portal authentication allows SAML authentication when adding the authentication server type.

Navigate to Sponsor Portal > Authentication > Add Authentication Server.

Microsoft Active Directory

OpenLDAP

Apple Open Directory
Novell eDirectory
Genaric LDAP

RADIUS

Generic SAML IDP
Microsoft ADFS SAML IDP

N aEm




Generating Temporary
Certificates/CSRs/Private Key

FortiConnect generates a default certificate when first installed. If you are planning on using HTTPS,

Fortinet strongly recommends generating a new temporary certificate and private key. When doing this,
a certificate signing request (CSR) is also generated that can be used to obtain a Certificate Authority
(CA) signed certificate.

1. From the administration interface, select Server > SSL Settings from the left hand menu.Select the
Server Certificate tab and click the Create CSR link from the section of the page as shown below
to bring up the Create CSR form shown below that.

S5L Setrings
HTTPand HTTPS  Sorver Cortiflcate  Trusted CA Certificates  Ceriificate Rewocation Lists 551 Renegotiation

Certificate Signing Request

Create C5F

Create Terngorany Cerificate froem C5R
Jerwe sl TSR

Drawniload

Download Current 550 Certficate

Dipwnioad Cuerent 551 Private Kiy
Wplaad Certificate
Uplaad this Server's S5L Certificate: | Choose File | ya file chosen

Upload Certificate and Private Key

Uphoad this Serser's 5L Certificate Choose Fike | no file chosen

Upload this Server's 51 Private Key: | Choose File | i file chiosen

[ uplosd ] cancel ]

Create CSR Form



Create CSR

HTTP and HTTP5  Server Cartificate  Trusted CA Certficates  Centificate Revocation Lists 550 Renggatiation

C5R

Common Mame [FODN or 1P Address);
Organization:

Ovganizatianal it {Sectian)

Locality (e.g. Cityl:

State of Provinge:

Country nired Kingdam Ll

Private Key Regeneration
warning: if you regenarate your privats ey your current certficate will be replaced by a self-signed tamporany certificats

Regenerale Private Key

2. Provide the details for the temporary certificate and CSR in the Create CSR form:

e« Common Name (FQDN or IP Address)—This is either the IP address of FortiConnect or the fully
qualified domain name (FQDN) for the FortiConnect appliance. The FQDN must resolve correctly
in DNS.

« Organization—The name of your organization or company.

o Organizational Unit (Section)—The name of the department or business unit that owns the
device.

e Locality (e.g. City)—The city where the server is located.
« State or Province—The state where the server is located.
e Country—Select the relevant country from the dropdown menu.

3. The Regenerate Private Key checkbox is optional and should be used if you think your existing
private key has been compromised. If you regenerate your private key, the current certificate is
invalidated and a new self-signed temporary certificate is generated using the new private key and
CSR. Select this option to regenerate a private key.

4. Click Create.



5. The Certificate Signing Request page is again displayed as shown previously. If you chose to
regenerate the private key, services will be restarted to enable you to use the new certificate and
private key.

6. The Create Temporary Certificate from CSR and Download CSR options are now available as shown
below.

55L Settings

CZA Created
HTTPF and HTTPS  Sorver Cortificate  Trusted CA Cerbficates  Certificate Revocation Lists  S5L Renegatiation

Certificate Signing Request

Creats COF

Create Temporary Cergificate from C5R
| el CGR

Daownload

Poanload Clarent 551 Certificaty

Doramload Current 551 Privat

Upload Certificate
Uphoad this Sernver's 551 Cermificats: Chopse Fie Mo filke chosen
Upload Certificate and Private Key

Upload this Server’s 551 Certificate: | Choose File M Nle chosen

Upload this Server's 551 Private Key: | Choose F82 | yao file chosen

[ vposd | cancnl |

7. Selecting Create Temporary Certificate from CSR generates a temporary certificate from the
previously requested Certificate Signing Request that you created in Steps 1 to 4.

8. You can download the CSR by clicking the Download CSR option as shown above. Once you have sent
the CSR to a Certificate Authority and obtained the CA-signed certificate in return, you can upload
it by following the instructions in the Uploading Certificate Files section.

Note: The installed and generated private keys are 2048 bits in length

Downloading the Certificate

Fortinet strongly recommends backing up the certificate and private key. The certificate can be
downloaded from the administration interface for manual backup to a secure location.



1. From the administration interface, select Server > SSL Settings from the left hand menu. Open the
Server Certificate tab

2. Select Download Current SSL Certificate from the Download Certificate section of the page as
shown below.

S5L Settings
HTTP and HTTPS  Sorver Cortifieate  Trusted CA Certficates  Certificate Revocation Lists S50 Renggatiation
Certificate Signing Request

Creags CSR

Create Temgorary Cerificate from C5R

Daowwniload

Download Current 551 Certificate

EE| Private Kay

e | aed ICisrent

Upload Certificate
Updoad this Server's 551 Cortificate: | Choose Fle | wo file chosen
Upload Certificate and Private Key

Upload this Server's 51 Cermificate: Choose Bk | ya file chosen

Upload this Server’'s 551 Private Key: | thoose File | ya file chosen

[ uposd ] cancel |

3. Save the SSL Certificate to a secure backup location.

Uploading Certificate and Private Key Files

FortiConnect provides a method of importing/uploading certificate files to the appliance. The Upload
Certificates option is used to install a CA-signed certificate or to restore Base 64 PEM format certificate
files previously backed up.

NOTE: You must upload certificate files in Base 64 PEM format or DER format. The certificate files are not
backed up as part of any backup process. You must manually back them up as described in Downloading
Certificate Files

1. From the administrationinterface, select Server > SSL Settings from the left hand menu. Select the
Server Certificate tab.

2. View the Upload Certificates section at the bottom of the page as shown below.
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3. Click the Choose File button to locate the SSL Certificate file you want to upload and click the
Upload button.

4. If the private key have been created separately, then you can select them both from different
locations and upload them under the Upload Certificate and Private Key section on the same page.

WARNING -When uploading a certificate, it must match the private key installed.

Uploading Trusted CA Certificates
FortiConnect allows you to upload Trusted CA Certificates so that it can trust devices that it makes SSL
connections to.

1. From the FortiConnect interface select Server > SSL Settings and click on the Trusted CA
Certificates tab as below.
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2. Click on the Choose File button next to the Upload new Root CA option and click on the upload
button once you have selected the desired Certificate to upload.

3. You can also click on the Download All Certificates link to download all certificates.

Certificate Revocation Lists

A certificate is irreversibly revoked if, for example, it is discovered that the Certificate Authority (CA)
had improperly issued a certificate, or if a private-key is thought to have been compromised.
Certificates may also be revoked for failure of the identified entity to adhere to policy requirements
such as publication of false documents, mis-representation of software behavior, or violation of any
other policy specified by the CA operator or its customer. The most common reason for revocation is the
user no longer being in sole possession of the private key (e.g., the token containing the private key has
been lost or stolen).

FortiConnect automatically uploads Trusted Certificates to a Revocation List and updates the Certificate
at a set specific time period to ensure the Certificate is still valid.

1. The list can be viewed by navigating to Server --> SSL Settings and then clicking on the Certificate
Revocation List tab on the FortiConnect Administration database as shown below.
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2. CRL's can be manually added to this list by entering the URL of the stored CRL into the New CRL box.

3. Enter a time value that you wish this CRL to be updated and then click on the Add button to add this
to the list.

SSL Renegotiation

In October 2009 a serious SSL vulnerability (CVE-2009-3555) was disclosed that affected Client
Certificate authentication on all common web server and browsers. The issue has been addressed by a
change to the SSL protocol. FortiConnect has support for the updated protocol but many common
browsers do not. To support browsers that have not been updated you can enable the previous
behaviour.

From the FortiConnect Administration Interface go to Server --> SSL Settings and click on the SSL
Renegotiation tab as shown below.
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Click on the Allow pre-CVE-2009-3555 SSL Renegotiation box to enable renegotiation. This setting
will apply to all web SSL connections to the server.

Configuring Administrator Authentication

FortiConnect has a single default administrator account, called “admin.” The Admin Accounts pages
under the Authentication menu allow you to create, edit and delete additional administrator accounts.
You can additionally configure FortiConnect to authenticate administrators against an external RADIUS
server.

This section describes the following:
Add New Admin Account

Edit Existing Admin Account
Delete Existing Admin Account
Admin Session Timeout

Configuring RADIUS for Administrator Authentication



Add New Admin Account

1. From the administration interface, select Server > Admin Users from the left hand menu.

2. In the Local Database tab of the Administrators page as shown below, click the Add Administrator
button.

Admin Users

Local Database RADILS Authentication

Usernarme | Frst Mame | Last ame | Email Groug
admin admin user admin@a.com  Ful Acess o
pdsar i | acom Poital Manager '

3. In the Add Administrator page as shown below, enter all the admin user credentials.



Add Administrator

Ussrmama:
First Mames:
Last Mama:
Emaik:

Passworct Condiewr

Group: Full Afcess -

e First Name—Type the first name of the admin user

e Surname—Type the last name of the admin user.

o Email —Type the email address of the admin user

+ Username—Type the user name for the admin account.
» Password—Type the password for the admin account.

» Confirm—Retype the password for the admin account
Note: The password must be at least six characters long and contain at least four different characters

o Group - from the drop down menu add your Admin to a group based on access permissions -

Full access - Full Administration access
Portal Manager - can only see Portal, Portal Rules, Themes and Hosted Files entries.
Portal Content Editor - can only edit portal text, images and colours.

4. Click the Add button.

o If there are any errors, the account is not added and an error message is displayed at the top of
the page.

o If successfully added, a success message is displayed at the top of the page and you can add
additional admin accounts.



Edit Existing Admin Account

You can modify the settings of admin accounts that already exist.

1.
2,

From the administration interface, select Server > Admin users from the left hand menu.

Inthe Local Database tab of the Administrators page as shown below, click the usemame from
the list.

Admin Users

3.

Local Database RADIUS Authentication

Username | First Name | Last Name | Emall Group

admin admin user admin@a.com | Full Access 1]

editor | ) | ] | J@a.com - Portal Manager | w
Add

Inthe Edit Administrator page as shown below, edit the user credentials.



Edit Administrator

Usermame:  admin
First Mamsz  admin

Last Mame: user

Emai: adminacom
Paspward: ConSine
Group: Full Access j

« First Name—Edit the first name of the admin user

« Surname—Edit the last name of the admin user.

« Email —Edit the email address of the admin user

o Password—Edit the password for the admin account.

« Confirm—Edit the password for the admin account.

e Group - from the drop down menu add your Admin to a group based on access permissions -

Full access - Full Administration access
Portal Manager - can only see Portal, Portal Rules, Themes and Hosted Files entries.
Portal Content Editor - can only edit portal text, images and colours.

Note: Leaving the Password and Confirm Password fields empty keeps the existing password.

4. Click the Save Settings button.
« If there are any errors, the account is not changed and an error message is displayed at the top
of the page.

« If successfully changed, a success message is displayed at the top of the page and you can make
additional changes to the same admin account.



Delete Existing Admin Account

You can remove existing admin accounts from the administration interface.

1. From the administration interface, select Server > Admin Users from the left hand menu.

Admin Users

Local Database RADIUS Authentication

Username | First Mame | Last Mame | Email Group

admin admin user admin@a.com  Full Access ]

editor i j j@a.com Portal Manager 1]
Add

2. In the Admin Accounts page as shown above, click the bin icon at the end of the user entry that you
want to delete.

3. When prompted, click OK to delete the user or Cancel to cancel the deletion. If successfully deleted,
a success message is displayed at the top of the page.

Configuring RADIUS for Administrator
Authentication

As an alternative to configuring local administrator accounts, you can configure admin users to be
authenticated over RADIUS to a RADIUS server. To configure RADIUS authentication for Administrator
Authentication, perform the following steps:

1. From the administration interface, select Server > Admin Users.



2. Click the RADIUS Authentication tab as shown below.
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Type the Server IP Address for the Primary RADIUS Server.
Type the Port that RADIUS authentication is running on for that server (default is 1645 or1812).

5. In the RADIUS Secret field, type the shared secret to be used between the RADIUS Server and
FortiConnect.

Confirm the secret to make sure that it is set correctly.

Enter details for a Secondary RADIUS Server. These details are used when FortiConnect does not
receive a response from the Primary RADIUS Server. These fields are optional.
8. Group - from the drop down menu add your Admin to a group based on access permissions -
Full access - Full Administration access
Portal Manager - can only see Portal, Portal Rules, Themes and Hosted Files entries.
Portal Content Editor - can only edit portal text, images and colours.
9. Check the Authentication Mode checkbox so that Local Admin account is only allowed if both the

RADIUS Servers cannot be contacted. If this option is unchecked, Local Admin account is allowed if
authentication is denied for any one of the RADIUS Servers.



10. Click the Save button to save the Administrator RADIUS settings.

Note: FortiConnect only allows access to admin users who are successfully authenticated. The RADIUS
server must return the IETF Service-Type attribute set to 6 (administrative).

Configuring TACACS+ for Administrator
Authentication

Admin authentication can be configured with TACACS+ server. Authentication Type can be None,
TACACS+ or RADIUS.

Select None if no external authentication (RADIUS or TACACS+) is used and Admin will be authenticated
against the local FortiConnect database.

Select TACACS+ is selected, you must specify a primary server and secondary server. Secondary server
will be used if Primary server is not reachable/unable to connect.

Default port number is 49 and Secret can be any string which matches the Secret configured in TACACS+
server. FortiConnect should be added as AAA client in TACACS+ server. Only PAP mode authentication
is supported.

o Admin Users

Local Database External Authentication
NETWORK ACCESS POLICY
Authentication Type: | TACACS+ ¥

POLICY SETTINGS s

: Radius
Primary Server Radius
| TAcacs+ i
; T A
ARESHSERR! Server |P Address: 172.18.1.5
Port: 49
GUEST PORTALS
Secret: Confirm:
SMART CONNECT
Secondary Server
DEVICES
Server |P Address:
Port:
REPORTS & LOGS
Secret: Confirm:
SERVER
Group
L Admin Users
!.  Interface Timeout Users will be placed in this group when authenticated.

Group: Full Access

Asiehamelnntine Mada




Data Retention

FortiConnect allows you to delete or archive old data from the system, to configure the settings from
the administration interface go to Server-->Data Retention, you will see the screen below.

Data Retention

Settings Schedule

Erable: o

Process data cider than: 1 Days | =

Palicy Dislate gy :

v ] oot |

Unuped Accaunts

Expire inactive fom 0 Days 'r! uTh*:a.'upmc o all accounts
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1. Click on the Settings tab to set the archive details :-
e Place a check in the Enable check box to enable Data Retention.
« In the Process data older than fields use the drop down menu to select whether you wish to

process data in days, weeks, months or years, then enter your desired figure into the field next
to it.

o From the Policy drop down menu select whether you wish to Delete only (no further action in
this section will be needed) or whether you wish to Archive to FTP and delete, or Archive to
SFTP and delete.

2. If you have selected to FTP or SFTP you will be required to enter further information :-
+ In the Server field, enter the IP address or hostname of your server.

+ In the Port field, enter the required port number.



« in the Directory field, enter the required directory.
* In the Username field, enter the required Username
« In the Password field, enter the required Password and then enter again to Confirm.
Click on Save to save your settings, or click on Process Now to start the process immediately.

You can expire any Unused Accounts if they have been inactive for a certain amount of time.
o From the drop down menu, choose from years, days, hours or minutes.

» Enter a specified time in the Expire inactive for field
o Click on Process Unused Accounts

5. To configure the schedule from the administration interface go to Server-->Data Retention, you
will see the screen below.

Data Retention

Sattings  Schadule

P ueniy: Weakly =
Day of thewesk:  Monday T_

Dy of the manth:

6. Click on the Schedule tab to set the schedule details :-

« From the Frequency drop down menu, select whether the schedule should run Daily, Weekly or
Monthly.

» If necessary, from the Day of the week drop down menu, select what day of the week the
schedule should run.

o If necessary, from the Day of the month drop down menu, select what day of the month the



schedule should run.



Managing Sponsor Portals

Configuring Sponsor Authentication

Sponsors are the people who use FortiConnect to create User accounts.

Sponsor authentication authenticates those sponsor users to the Sponsor interface of
FortiConnect. There are five options available:

Local User Authentication—Create local sponsor accounts directly on
FortiConnect. See Configuring Local Sponsor Authentication.

Active Directory Authentication—Authenticate sponsors against an existing Active
Directory (AD) infrastructure. See Configuring Active Directory (AD)
Authentication.

LDAP Authentication—Authenticate sponsors against a Lightweight Directory
Access Protocol (LDAP) server. See Configuring LDAP Authentication.

Novell eDirectory - Authenticate sponsors against a Novell eDirectory server. See
Configuring Novell eDirectory.

RADIUS Authentication—Authenticate sponsors against a RADIUS server. See
Configuring RADIUS Authentication.

Active Directory Single Sign-On—This option uses Kerberos between the client’s
web browser and FortiConnect to automatically authenticate a sponsor against an
Active Directory Domain Controller. See Configuring Active Directory Single Sign-
On.

Client Certificate Authentication - This option allows a sponsor to present a
certificate through their browser to authenticate themselves. Once this has been
done the sponsor can be mapped to a role based upon an LDAP server.

You can configure multiple authentication servers in FortiConnect as well as the order
in which the authentication servers are used to authenticate sponsors. For details, see
Configuring Sponsor Authentication Settings.

Configuring Local Sponsor Authentication

Local authentication allows you to set up sponsor user accounts directly on
FortiConnect. You can do the following with local authentication:

Add New Local User Account
Edit Existing User Account

Delete Existing User Account



Adding a Local User Account

1. From the administration interface, select Sponsor Portal > Authentication and
then click on the Internal Sponsors tab from the menu as shown below.

Authenuicanon

Authantication Servers | Imtennad Sponsors
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2. Click the Add User button to bring up the local sponsor configuration page as
shown below.
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3. In the Add a Local User Account page, enter all the sponsor user credentials:
« Username - Type the sponsors username.

o Password - Enter the sponsors password.
e Confirm - Confirm the sponsors password.
Note: The password must be at least six characters and must contain at least four
different characters
« First Name—Type the first name of the sponsor.
« Last Name—Type the last name of the sponsor.
« Email —Type email address of the sponsor.
o Group—Select the group for the sponsor account from the dropdown.

4. Click the Save button.
» If there are any errors, the account is not added and an error message is
displayed at the top of the page.

» If successfully added, a success message is displayed at the top of the page
and you can add additional user accounts.



Editing a Local User Account

1. From the administration interface, select Sponsor Portal > Authentication and
then click on the Internal Sponsors tab from the menu as shown below.

Authenticanon
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2. Click on the link of the sponsor you wish to edit, this will bring up the Edit User page
as shown below.
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3. In the Edit User page, enter all the sponsor user credentials:
» Username - Type the sponsors username.

» Password - Enter the sponsors password.

e Confirm - Confirm the sponsors password.
Note: Leave passwords blank to retain current password.

« First Name—Type the first name of the sponsor.

o Last Name—Type the last name of the sponsor.

« Email —Type email address of the sponsor.

e Group—Select the group for the sponsor account from the dropdown.

4. Click the Save button.

« If there are any errors, the account is not added and an error message is
displayed at the top of the page.

o If successfully added, a success message is displayed at the top of the page
and you can add additional user accounts.

Deleting a Local User Account

You can delete existing sponsor user accounts from the administration interface.



1. From the administration interface, select Sponsor Portal > Authentication and
then click on the Internal Sponsors tab from the menu as shown below.

Authentication
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2. A list of local users appears on the page. Choose the user you wish to delete by
clicking the dustbin icon to the right of the Group field.

3. Confirm deletion of the user at the prompt.

o If successfully deleted, a success message is displayed at the top of the page
and you can perform additional local user account operations.

Configuring Active Directory (AD) Authentication

Active Directory authentication authenticates sponsor users to FortiConnect using
their existing AD user accounts. The sponsors need not have another set of user names
and passwords to authenticate to the FortiConnect appliance. It also enables the
administrator to quickly roll out User Access because there is no need to create and
manage additional local sponsor accounts.

Active Directory authentication allows you to do the following:

® Add Active Directory Domain Controller
e Edit Existing Domain Controller

® Delete Existing Domain Controller Entry



AD authentication supports authentication against multiple domain controllers. The
domain controllers can be part of the same Active Directory to provide resilience, or
they can be in different Active Directories. FortiConnect can authenticate sponsor
users from separate domains, even where no trust relationship is configured.

All Active Directory authentication are performed against individual domain controller
entries.

FortiConnect attempts to authenticate sponsors against each Domain Controller entry
according to the Authentication Order (specified in Configuring Sponsor
Authentication Settings).

Note: If below security settings are present in Domain Controller Security

Domain controller: LDAP server signing requirements - Set to "Require Signing"

Network security: LDAP client signing requirements - Set to "Negotiate signing" or "Require
signing

Then the encryption type for the AD Server in MCT should not be "None".

Adding Active Directory Domain Controller

1. From the administration interface, select Sponsor Portal > Authentication.
Select the Authentication Servers tab below.

Authentication

Authenticatien Servers  Intemal Sponsors
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Click the Add Server button.
From the Authentication type drop down menu, select Microsoft Active Directory.

In the Server text box insert the Hostname or IP address of the AD server as shown
below.

Add Avithentization Sarvr

Authentication Type:  Miroanft Actiee Directory | =

SEYEn

Enter details required as shown in the screenshot below.

« Name—Type a text description of the Server Name or IP Address.
« Server Type - Will auto populate with the server type.

o Server - Will auto populate with the servers IP address.

« Domain - Will auto populate with the system domain.

« Encryption - From the drop down menu, select the desired encryption
method.

« Base DN— From the drop down menu, select the Base Distinguished Name
(DN) of the domain controller. This is the name of the root of the directory
tree. It is used so that when group searches are performed, the FortiConnect
knows from where to start. An example of the base DN for the domain cca.
identitynetworks.com is DC=cca,DC=identitynetworks,DC=com.
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Click on Next and then Enter details required as shown below.

Username—Type a username that has permissions to search the Active
Directory using LDAP. This allows FortiConnect to find out details about users
such as the list of groups to which they belong.

Password—In addition to the AD Username, type the password for that
account.

Confirm— Retype the password for confirmation.
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Click on next to complete.

Once the above details have been entered you can enable/disable the server by
clicking on the circle underneath the Enabled column.

Editing Active Directory Domain Controller

1. From the administration interface, select Sponsor Portal > Authentication and
click on the Authentication Servers tab from the menu.

2. Select the Active Directory Domain Controller from the list and click the
underlined domain name to select and edit the domain controller as shown below.
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3. In the Edit Active Directory Domain Controller page as shown in the screenshot
below, edit the details for authenticating against this AD domain controller

Edit Authentication Server
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Server: a2

Domaire Elantityneiworis.com
Encryption: | Nors v]

Chiodse Fle Mo fle chosen

Base Dn: DC=identitynetworks. DC=com [server default] E

4. Modify settings as needed:
+ Name - Type a text description of the Server Name or IP Address.

« Server Type - Will auto populate with the server type.



o Server - Will auto populate with the servers IP address.
+ Domain - Will auto populate with the system domain.

« Encryption - From the drop down menu, select the desired encryption
method.

« Base DN - From the drop down menu, select the Base Distinguished Name
(DN) of the domain controller. This is the name of the root of the directory
tree. It is used so that when group searches are performed, FortiConnect
knows from where to start. An example of the base DN for the domain cca.
fortinet.com is DC=cca,DC=fortinet,DC=com.

Click on next and edit search credentials, below.
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« Username - Type a username that has permissions to search the Active
Directory using LDAP. This allows FortiConnect to find out details about users
such as the list of groups to which they belong.

o Password - In addition to the AD Username, type the password for that
account.

« Confirm - Retype the password for confirmation
Click on Next to finish

Once the above details have been entered you can enable/disable the server by
clicking on the circle underneath the Enabled column.



Deleting Active Directory Domain Controller

1. From the administration interface, select Sponsor Portal > Authentication from
the menu and click on the Authentication Servers tab.

2. Click the underlined name of the domain controller from the list as shown below.
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3. Delete the domain controller by clicking the bin icon to the right of the Enabled
field.

4. Confirm deletion of the Domain Controller at the prompt.

Configuring LDAP Authentication

LDAP authentication allows FortiConnect to authenticate sponsor users using their
existing LDAP user accounts. The sponsors need not have another set of user names
and passwords to authenticate to FortiConnect. It also enables the administrator to
quickly roll out User Access because there is no need to create and manage additional
local sponsor accounts. LDAP authentication allows you to do the following:

® Add an LDAP Server



® Edit an Existing LDAP Server
® Delete an Existing LDAP Server Entry

LDAP authentication supports authentication against multiple LDAP Servers. An LDAP
server entry consists of multiple items:

® LDAP Server Name—A text description to identify the LDAP Server.

LDAP Server URL—This is the URL to access the LDAP server such as
ldap://ldap.fortinet.com.

® Base DN—This is the Distinguished Name of the container object where an LDAP
search to find the user begins, such as OU=Engineering,O=fortinet.

® User Search Filter—The User Search Filter defines how user entries are named in
the LDAP server. For example, you can define them as uid (uid=%USERNAME%) or
cn (cn=% USERNAMEX%).

® Group Mapping—There are two main methods that LDAP servers use for assigning
users to groups:

Storing the group membership in an attribute of the user object. With this method,
the user object has one or more attributes that list the groups to which the user
belongs. If your LDAP server uses this method of storing group membership, you need
to enter the name of the attribute which holds the groups of which the user is a
member.

Storing the user membership in an attribute of the group object. With this method,
there is a group object that contains a list of the users who are members of the
group. If your LDAP server uses this method, you need to specify the group to check
under the LDAP mapping section of a User Group for which you want to match the
user.

To determine the method to be used, Fortinet recommends checking the LDAP
documentation for your server or using a third party LDAP browser e.g. from
http://directory.apache to check the attributes of the server.

® Username—The user account that has permissions to search the LDAP server. This
is needed so that FortiConnect can search for the user account and group mapping
information.

® Password—The password for the user account that has permissions to search the
LDAP server.

To provide resilience in the event of an LDAP server failure, you can enter multiple
entries for high availability LDAP servers pointing to the same database. The Server
name and URL need to be different in each entry.

FortiConnect attempts to authenticate sponsors against each LDAP server entry in the
order specified by Authentication Order (as detailed in Configuring Sponsor
Authentication Settings)

To verify that you have the correct LDAP credentials for connecting to your LDAP
server,



Adding an LDAP Server

1. From the administration interface, select Sponsor Portal > Authentication from
the menu and click on the Authentication Servers tab as shown below.

Authentication

Authontication Sarvers  Intermal Sponsors

Wihien a Sponsor attempts to log in their tredentials are tested against these servers in order untldl an authentiiation attempt suciesds. However if a b
supplies a Client Certificate or Single Sign On credentials thess are checked before any other authentication methads.

Order | Enabled | Mame Type Server Chent Certificates | Single Sign On
1 * & 100092 Misrodoh Adtive Direttary 1001012 Confipure Confure w
F %] Local Internal sponsor databasa

ocsene) S

Click the Add Server button.

In the Add LDAP Server page, from the drop down menu select the type of LDAP
server you wish to add and enter all the details for authenticating against a
specific LDAP server as shown in the screenshot below.



Add authontication Server

Authantication Type:  Gerwsric LDAP =l

Servr

Note: When selecting Open LDAP the FortiConnect wizard will automatically
populate and detect certain settings, For the purpose of the documentation,
Generic LDAP will be used as an example as to detail all the settings
FortiConnect requires.

4. Enter the following details as show below.
*  Name—Type a text description of the LDAP Server Name or IP Address.

+  Server Type - Server type is auto populated.
»  Server - Server IP address is auto populated.

«  Encryption - Select the Encryption method desired for this server. (If the certificate is not
trusted then you will be given an option to upload a certificate. Click on Choose File to select
one.)

+ Base DN—This is the Distinguished Name of the container object from which an LDAP
search to find the user is started, select the desired BASE DN from the drop down list such as
OU=Users,O=fortinet.com or OU=Engineering,O=fortinet.



Add Authantication Sarvar

Warne: 10,1002

Server Types Generic LDAP

L a2
This server SUpPOITs encryption, but you must use a hostname that matchas the CH (Comman Mame} in the sarver's S50 certificate.
Encryption: | Mare -

Base DN: DC=identitynetworksDC=com [server defaul) Iz

5. Now click on next to continue and enter further LDAP settings.
Server

» Server - Enter Server IP Address

« Encryption - Enter Encryption method

« Non Default Port - Enter non default port number.

» Network Timeout - Enter the network timeout in seconds.

o BASE DN - This is the Distinguished Name of the container object from which
an LDAP search to find the user is started, select the desired BASE DN from
the drop down list such as OU=Users,O=fortinet.com or
OU=Engineering,O=fortinet.

o Server Supports Paged Results - Click box to support this.

» Page Size - Enter page size if Server Supports Paged Results is checked.

Users
« Fixed Bind DN for login - Enter the Fixed Bind DN for login, if left blank the
system will determine the Bind DNs automatically.
« User Name Query - Returns information for a user. Enter query here.
Groups

o Username Query Returns Groups - Check box to enable. Some LDAP server



implementations (e.g. Active Directory or eDirectory) have the user's group
memberships as an attribute of the user. Other implementations (e.g.
OpenLDAP) require an additional query be run to find a user's group
memberships.

o User Group Membership Query - Returns the groups that a user is in when
the query is run.

» Active Groups Query - Returns a list of groups when a query is run.
Attributes

« First Name - Enter the attribute that contains a user's First name.
o Last Name - Enter the attribute that contains a user's Last name.
« Email - Enter the attribute that contains a user's email address.

* Manager - Some LDAP Servers or user configurations may not have a manager
attribute.

« Username - Enter the attribute that contains a user's username.

e Group name - Enter the attribute that contains a user's group name, if
supported by the LDAP Server.

e« UUID - UUDI of the Server

6. Click on next to continue



The following settings are common defaults that may wark on mamy LDAP servers, some detailed knowledge of your LDAP server may be required to modéy a
complete the configuration.

SErver
Servern: 104012
Encryption: Mong E
Part:

Metwork Timeout [secondsk 10
Base DN DC=identitynatwgrks D =com
Server Supports Paged Results: [

Page Ska: 1000
Users

Fimed Bined DM for Login:

Usamams Qusny: [TE ]

Emiail Query: (& objectClass=Person)imail=# s}

7. Now enter the Search Credentials as shown in the screenshot below.
« Use anonymous bind — Select the check box to enable.

« Password - The password for the user account that has permissions to search
the LDAP server.

« Confirm —Repeat the password for confirmation.



Add Authentication Server

Comnotiomn

Mame: 10.10.1.2
Sarver Type: Generi; LDAR
Server: 1032

Entryption: Mone
Bags DM Al T L R B TR

Saarch Credentlals
LHe anonyrmous bind:
Bingd Dbz

Pazzwarct

8. Click next to complete setup

Editing an LDAP Server

1. From the administration interface, select Sponsor Portal > Authentication from
the menu and click on the Authentication Servers tab as shown below.



Authentication

Authentleatlon Sarvars  Internal Sponsors

When 3 Spansor amempts o log in their oredentials are tested against these servers in order until an authentication attemgn sulceeds. However if a b
supplies a Cient Certficate or Single Sign On credentials these are checked befiore any other authentikation methods,

Order | Enabled | Mame Typs Server Client Certificates | Single Sign On

1 v Q I 10101.2  Generic LDAP 10012 Configure fia I o
i&v @ 10,1012 | Microsaft Actree Directory  10.10.1.2 rifigLr Configure '
&a | o Logal | Internal sponsor database W Wa

[ | =
m S  Ordler Caniced

2. Click the underlined link of the LDAP Server you wish to edit.

3. In the Edit LDAP Server page, Edit the details as detailed below server as shown
below.

Ediit Authentication Ssrrer

e 101082

Server Type: Generic LOAP
Serven .2

This Sérver SUPROMS endrypUion, Bul you must use a hostnams that matches the (N (Common Mame) in the server's 550 certficate
Encryption: | More 7]

Buase Dn; DC=identitynetwarks, DC=tom [Server defaut) E

« Name—Type a text description of the LDAP Server Name or IP Address.



Server Type - Server type is auto populated.
Server - Server IP address is auto populated.

Encryption - Select the Encryption method desired for this server. (If the
certificate is not trusted then you will be given an option to upload a
certificate. Click on Choose File to select one.)

Base DN—This is the Distinguished Name of the container object from which
an LDAP search to find the user is started, select the desired BASE DN from
the drop down list such as OU=Users,O=fortinet.com or
OU=Engineering,O=fortinet.

4. Now click on next to continue and edit further LDAP settings as shown in the
screenshot below.

Edit Authentication Server

Groups

Server
Sarver: 11012
EnCryption: MNone  |=
Port:
Metwark Timeout {secondsk 10
Base Dk D =igentnyneta0rks, DC=com

Sarver Supports Paged Resuls: &

Page Size 000
hsers
Fixed Bind DM for Login
Username CQueny: (Ll =55
Email Queny: [AobjectClass=Fersanymailsies))

Some LRGP server implementations (8.8 Acthe Directony of eDireciony] have the user's group memberships a5 an attrisgte of the user. Other implementations

Server

Server - Enter Server IP Address
Encryption - Enter Encryption method
Non Default Port - Enter non default port number.

Network Timeout - Enter the network timeout in seconds.



Users

Groups

Attributes

BASE DN - This is the Distinguished Name of the container object from which
an LDAP search to find the user is started, select the desired BASE DN from
the drop down list such as OU=Users,O=fortinet.com or
OU=Engineering,O=fortinet.

Server Supports Paged Results - Click box to support this.

Page Size - Enter page size if Server Supports Paged Results is checked.

Fixed Bind DN for login - Enter the Fixed Bind DN for login, if left blank the
system will determine the Bind DNs automatically.

User Name Query - Returns information for a user. Enter query here.

Username Query Returns Groups - Check box to enable. Some LDAP server
implementations (e.g. Active Directory or eDirectory) have the user's group
memberships as an attribute of the user. Other implementations (e.g.
OpenLDAP) require an additional query be run to find a user's group
memberships.

User Group Membership Query - Returns the groups that a user is in when
the query is run.

Active Groups Query - Returns a list of groups when a query is run.

First Name - Enter the attribute that contains a user's First name.
Last Name - Enter the attribute that contains a user's Last name.
Email - Enter the attribute that contains a user's email address.
Username - Enter the attribute that contains a user's username.

Group name - Enter the attribute that contains a user's groups, if supported
by the LDAP Server.

Click on next to continue

Now enter the Search Credentials as shown below.

Use anonymous bind — Select the check box to enable.

Password - The password for the user account that has permissions to search
the LDAP server.

Confirm —Repeat the password for confirmation.



Edit Authentication Server

Connaction

Mame: 101012
Sarver Type: Genemn: LDAP
Server: 10.10.1.2

Encryption: Mong
Base Dh:  DCeidentitynetworks. DiC=cam

Saarch Cradantialy

Use anonymous binck
Bind DiN:

Passesaro:

BN S I

7. Click next to complete setup

Deleting an LDAP Server

1. From the administration interface, select Sponsor Portal > Authentication from
the menu and click on the Authentication Servers tab.

2. Select the LDAP Server from the list as shown below.



Authentication

| Authentication Servers Internal Sponsors

[
When a Sponsor attempts to kog in their credentials are tested against these servers in order until an authentication attempt succeeds. However if a b
supphes a Chent Certificate or Sngle Sign On credentials these are chedoed before any other authentication methods.

| Order | Enabled @ Mame | Type | Server | Client Certificates | Single Sign On |

| 1 ¥ @9 11012 Generic LDAP 102 Configure 13 L]
zav i@ 101012 Mecrosof Active Directory 100012 | Configure Configure o

é 3 & (] Lol Intermal sponsor database

R ) SR

3. Choose the server you wish to delete by clicking the bin icon to the right of the
Status field.

4. Confirm deletion of the LDAP Server at the prompt.

If there are any errors, the LDAP Server is not changed and an error message is
displayed at the top of the page. If successfully deleted, a success message is
displayed at the top of the page and you can perform additional LDAP Server
operations.

Configuring Novell eDirectory Server Authentication

The following section describes how to Configure Novell eDirectory Server
Authentication.

® Add a Novell eDirectory Server.
e Edit a Novell eDirectory Server.
® Delete a Novell eDirectory Server.

Adding Novell eDirectory Server

1. From the administration interface, select Sponsor Portal > Authentication from
the menu and click on the Authentication Servers tab as shown below.



Aut I enucaticn

Authentication Servers  Internal Sponsors

wWheen @ Sponsor attempts to log in their credentials are tested against these servers in onder until an authentication attermpt succesds. However if & browssr
supplies a Client Certificate or Single Sign On credentials these are chedoed before any other authentication methods.

Order | Enablsd | Mame | Type Server Client Certificates | Single Sign On

1 * 8 101012 Generic LD&P 10012 Confipure nia o
2av @ 101012 | Microsaoft Active Directory 100012 | Configure Configure [ ]
3 & [} Le<cal Internal sponsor database fa a

E s o
Add Server. .. [l SEVE OFOEr Cants

Click the Add Server button.

In the Add Authentication Server page, from the drop down menu select Novell
eDirectory and enter the hostname or the IP adress of the Novell eDirectory

Server youwish to authenticate against.



Add Authentication Server

Sarver:

Authentication Type:  Mowell slirecony -

4. Enter the following details as show below.

Name—Type a text description of the Novell eDirectory Server Server Name or
IP Address.

Server Type - Server type is auto populated.
Server - Server IP address is auto populated.

Encryption - Select the Encryption method desired for this server. (If the
certificate is not trusted then you will be given the option to upload a
certificate. Click on Choose file to select)

Base DN—This is the Distinguished Name of the container object from which a
Novell eDirectory Server search to find the user is started, select the desired
BASE DN from the drop down list such as OU=Users,O=fortinet.com or
OU=Engineering,O=fortinet.



Add Authentication Server

Mame: 0012

Sarver Type! Mol elirectony
Sanier: innaz

Encryption:  None =]

Choose Fie | gofile chasen

Base DM DeC=ientityretworks.[C=com [server default] [z

5. Now enter the Search Credentials as shown in the screenshot below.
« Use anonymous bind — Select the check box to enable.

« Password - The password for the user account that has permissions to search
the Novell eDirectory server.

» Confirm —Repeat the password for confirmation.



Add Authentication Sarver

Connection

Marme: 101012
Sarver Typa: Mowvell siractary

Server: 11002

Encrypticn: Mone
Base Dk D=kl entityrepwores.L=com

Search Credentials

Use anonymous binct
Bind DN:

Passwaord:

6. Click Next to complete the setup.

Editing Novell eDirectory Server
1. From the administration interface, select Sponsor Portal > Authentication from
the menu and click on the Authentication Servers tab as shown below.



Authentication

Authentication Servers  Internal Sporsars

When a Sponsor attempts 1o log in their credentials are tested against these servers in order until an authentication attempt succesds, Howsver if a browsar
supplies a Client Certificate ar Single Sign On credentials these are checked before any other authentication methods.

JECICEE [J FRUASYE 25 1§ HBMe Sl T BRI S SCRRTIEICR SV SN SR N
1 * & 100092 Movell eDirectony 104012  Confisurs na w
24 @ W01 Generic LDAP 101012 | Confisure ia w
ERC A ﬁ 101012 | Microsoft Active Directory | 101012 | Confieurs Configure '.'
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2. Click the underlined link of the Novell eDirectory Server you wish to edit.

3. In the Edit Authentication Server page, Edit the details as detailed below server as
shown below.

Bdit Authantication farvar

M 10.10.8.2

Server Types Novell eDinertony
Seraen a2

Encryption: | Mane _v_-

¥F

Choose Filk | o file chosen

Base DM: DC=igentitynenworks DC=Com [server defaut) E

B

« Name—Type a text description of the Novell eDirectory Server Name or IP



Address.
« Server Type - Server type is auto populated.
o Server - Server IP address is auto populated.

« Encryption - Select the Encryption method desired for this server. (If the
certificate is not trusted then you will be given an option to upload a
certificate. Click on Choose File to select one.)

o Base DN—This is the Distinguished Name of the container object from which a
Novell eDirecotry Server search to find the user is started, select the desired
BASE DN from the drop down list such as OU=Users,O=fortinet.com or
OU=Engineering,O=fortinet.

4. Now click on next to continue and edit further Novell eDirectory Server settings as
shown in the screenshot below.

Edit Authantication S rwar

Connectian

Marme: a2
Sereer Types Movel eDiregiony
SEraT iz

Encryptior:  Mans

BaseDd:  DC=-identitynetwarks DC=tom

Search Credentials

Use ararmymiaus bird:
Birdd Dis

Pamswoird:

« Use anonymous bind — Select the check box to enable.

« Password - The password for the user account that has permissions to search
the Novell eDirectory Server.

» Confirm —Repeat the password for confirmation.

5. Click on Next to complete.



Deleting Novell eDirectory Server

1. From the administration interface, select Sponsor Portal > Authentication from
the menu and click on the Authentication Servers tab.

2. Select the Novell eDirectory Server from the list as shown below.

Authentication

Authentication Servers  Internal Sponsors

Wwhen a Spansar attempts to lag in their oredentials are tested against these servers in onder until an authentkation attempt sucoeeds. Howsever if a browsar
supplies a Client Certificate or Single Sign On credentials these are chacked before any ather authentication methods.

Order Enablad | Name T}'Dl':" Server Chient Cermificates 5i|'lg|E Si,gn on J
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147" @ 109012 | Micresaf Active Directory  10.101.2  Configure Configure '
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3. Choose the server you wish to delete by clicking the bin icon to the right of the
Status field.

4. Confirm deletion of the Novell eDirectory Server at the prompt.

Configuring RADIUS Authentication

RADIUS authentication allows FortiConnect to authenticate sponsors using their
existing RADIUS user accounts. The sponsors need not have another set of user names
and passwords to authenticate to FortiConnect. It also enables the administrator to
quickly roll out User Access because there is no need to create and manage additional
local sponsor accounts. RADIUS authentication allows you to do the following:

® Add a RADIUS Server
® Edit an Existing RADIUS Server
® Delete an Existing RADIUS Server Entry

Adding a RADIUS Server

1. From the administration interface, select Sponsor Portal > Authentication.
Select the Authentication Servers tab as shown below.



Authentication

Authentication Servers Internal Sponsors

When a Spansor attempts to log In their credentials are tested against these servers in order until an authentication attempt succeeds, Howsever fa b
supplies a Chent Certificate or Sngle Sign On credentials these are checked before any other authentication methads.
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Click the Add Server button
From the Authentication type drop down menu, select Radius.

In the Server text box insert the Hostname or IP address of the RADIUS server as
shown below, and click Next



Add Authentication Server

Aushentication Type:  RADILS =]
Sarver:

5. Insert the requested Radius Server details into the appropriate fields as shown in
the screenshot below.

Add Authantication Sarvaer

Maima: 10,9082

Authentication Types RADIUS

Prirmary RADIUS sarver

Server 1P Address: g0

Authentication Port: 1812

Secret: Confirm:




» Server Name—Type a text description of the RADIUS Server Name. For
example: Fortinet RADIUS - radius.identitynetworks.com.

e Server—Enter the IP address or domain name of the RADIUS server.

e Port—Enter the UDP port used to connect to the RADIUS server. The common
ports for RADIUS authentication are ports 1645 or 1812.

« RADIUS Secret—The shared secret used to secure the communications
between FortiConnect and the RADIUS server.

» Confirm—Repeat the shared secret for confirmation.

6. Click the Next button to complete.

Add Fortigate as a RADIUS server

Fortigate can be added as a Radius client in FortiConnect. However, there are
following limitations:

»  Device Authentication feature will not work as Fortigate does not send NAS IP
Address/Called-Station-Id parameters.

*  OAuth feature is supported if the required host names are in the allowed list on FortiGate.
This enables client redirection to the OAuth provider site for authentication.

* As Fortigate does not send AP name and AP id some guest reports and accounting logs will
have empty fields against them.

+ Redirection URL after successful guest authentication must be set in Fortigate configuration.

* InMac/iPad, when using Safari to perform guest authentication, intermittently the browser
will timeout or will take long time to redirect to the portal success page.

To integrate, start by creating a RADIUS client entry of type Fortigate.Provide
Fortigate server IP address.

— 1 RADIUS Clients

Client Attributes SNMP MAC Authentication RadSec Authentication
NETWORK ACCESS POLICY
Name: Fortigate

POLICY SETTINGS

Device IP Address / Prefix Length: :_72?1 82"‘26[3‘2 :

SPONSOR PORTAL Secret: Confims
Fortigate ¥
GUEST PORTALS Type: : ",,,_I S e - e
Description:

SMART CONNECT

DEVICES

l... RADIUS Clients
i
L. RADIUS Accounting Servers

t EMail Settings




In the attributes tab, add Acct-Interim-Interval = <nnn> (between 600 - 86400

seconds) entry

HOME

MNETWORK ACCESS POLICY
POLICY SETTINGS
SPONSOR PORTAL

GUEST PORTALS

SMART CONNECT

DEVICES

[ RADIUS Clients

jon RADIUS Accounting Servers

= RADIUS Clients

Client Attributes SNMP MAC Authentication RadSec Authentication

IETF A

Access-Loop-Encapsulation A

Acct-Interim-Interval = 600

[ save ] cancel |

After you have completed configuring Fortigate server details in the FortiConnect
server, log in to your Fortigate server and do the following to complete the

integration.

Step 1  In the Fortigate server WebUI, go to WiFI Controller > SSID. Create a new SSID
and ensure that you provide details as listed after the following screenshot.

WiFi Settings
S5ID
Security Mode o

Portal Type 9

Authentication Portal e

User Groups o

Exempt List

Redirect after Captive Portal @)

Broadcast SSID

Block Intra-SSID Traffic

Maximum Clients

Optional VLAN ID

fortinet-clear

Captive Portal -

+ Authentication — Disclaimer + Authentication Disclaimer Only Email Collection

© Local # External 172.19.40.249/portal/172.18.26.26

Guest-group -

Click to add... -

o Original Request = Specific URL http://172.19.40.249/portal/login/172.18.26.26/succes

1. Set Security Mode to Captive Portal.
2. Select Portal Type as Authentication.

3. Enter the Authentication Portal address in this format: <FortiConnect-
serverlP>/portal/Fortigate-serverlP>.

For example, if FortiConnect server IP is 172.19.40.249 and Fortigate server IP is
172.18.26.26, then your IP address is 172.19.40.249/portal/172.18.26.26.

4. Provide a destination URL to Redirect after Captive Portal authentication.



Step 2 Go to Wifi Controller > FortiAP Profiles and create or edit a profile. In the
profile, set the SSID of each radio to the SSID created in step 1.

" [

slect Channel Width 20MHz -
hannel 36 40 44 48 149 153 157 161 165

uto TX Power Control @ Disable © Enable

Fone —T ]|

100 %
SID >
adio 2 ' Please Select X |
ode | @ forti-clear (SSID: fortinet-clear) | iated Monitor
pectrum Analysis |
'IDS Profile Click to set... -

adio Resource Provision &

lient Load Balancing @ Frequency Handoff @ AP Handoff

and 2.4GHz 802.11n/g/b -

hannel W1l 02 03 04 05 w6 07 08 09 010 w1l

uto TX Power Control @ Disable © Enable

‘Fover — ]

100 %

SIp =

’ Please Select X ‘
Cancel

| @ forti-clear (SSID: fortinet-clear)

Step 3  Go to Policies and Objects > Objects > Addresses. Create a new entry with a
name for the FortiConnect Server and its IP address.

e Meru Connect RADIUS

’ IP/Netmask —
et / IP Range 172.18.26.26/255.255.255.255

face any -
v in Address List

ments 0/255

oK Cancel




Step 4 Go to Policies and Objects > Policy > IPv4. Create the following rules:
m—m-

forti-clear (SSID: fortinet-clear) =] Meru Connect Eall T always AL v ACCEPT QEnable Qni
EE :EnEme:—c ear, I any Eall =] Meru Connect 3 always DAL  ACCEPT @Enable @Al 96,893 |
DNS
any Eall Eall T always v ACCEPT @Enable @an 62,194
[ DHCP
all
(SSID: fortinet-clear) any Eall T always AL v ACCEPT QEnable @um 2,053 1
& Guest-group |

Step 5 Go to User & Device > Authentication > RADIUS Servers. Create a new entry of
the FortiConnect server. The secret key entered here should be used while
adding the Fortigate server in FortiConnect. Ensure that you enter the Fortigate
server IP address as the NAS IP / Called Station ID.

2 Meru Connect RADIUS

ary Server IP/Name 172.19.40.249

ary Server Secret F—— Test Connectivit

ndary Server IP/Name

ndary Server Secret

antication Method @ Default © Specify —

IP / Called Station ID 172.18.26.26  4———%_ This Fortigate ey

je ineveryUserGoous ® 200 e ]
OK Cancel

Step 6 Now, go to the Fortigate CLI, and execute the following commands to complete
the integration:

Allow external web access

# set captive portal exempt enable

Configure accounting time interval

# set acct-interim-interval [duration] (between 600 - 86400 seconds]
Configure FortiConnect as the Radius accounting server

# config accounting-server

# edit 1

# set status enable



# set server <IP Address of FortiConnect>

# Set secret <Secret>

Editing a RADIUS Server

1. From the administration interface, select Sponsor Portal > Authentication and
select the Authentication Servers tab.

2. Select the RADIUS server from the list and click the underlined name of the server
you wish to edit as shown below.

Authentication Servers  Internal Sporsars

When a Sponsor attempts o log in their credentials are tested against thete servers In arder until an authentication attempt surceeds. Howawer If 2 b
supplies a Client Certificate or Single Sign On oredentials these are checked before any other authentication methods.

| Order | Enabled | Name | Type | Server | Client Certificates | Single Signan |
1 * 9 104037  RADIUS 01012 i nva o
2av @ 109012 Mevell sDirectary 104012  Configurs o
3 av | B 10,1012 Generic LODAP o2 | Configure o
4 av B 100002  Microsoft Active Directory | 1001012 Confieurs Configure W
|5« | @ Local Internal sporsor database 3 2 |

3. In the Edit RADIUS Server Details page as shown below, edit the details for
authenticating against this RADIUS server.



Edit Authentication Server

Mame: 10012

Authentication Typs: RADILS

Primary RADIUS server

Servar P Address 90,2
Authentication Part 1812

SecreT Comfirm:

4. Modify settings as needed:
e Server IP Address—Enter the IP address or domain name of the RADIUS server.

e Port—Enter the UDP port used to connect to the RADIUS server. The common
ports for RADIUS authentication are ports 1645 or 1812.

« RADIUS Secret—The shared secret used to secure the communications
between FortiConnect and the RADIUS server.

Note: If you do not want to change the shared secret, leave the Secret and Confirm
fields to retain the existing shared secret.

« Enabled—Check the checkbox to enable FortiConnect to use this RADIUS
server to authenticate sponsors. If not checked, the RADIUS server will not be
used.

5. Click the Next button.

Deleting a RADIUS Server

1. From the administration interface, select Sponsor Portal > Authentication and
select the Authentication Servers tab.

2. Find the RADIUS server in the list that you wish to delete and click the bin icon to
the right of the Status field as shown below.



Authentication

Authentication Servers  Internal Sponsaors

Wihen a Sponsor attempts 1@ log in their credentials are tested aganst these servers in arder wuntil an authentication attempt succeeds. However Ifa b
supplies a Client Certificate or Singhe Sign On oredentials these are checked before any other suthentication methods.

Ordes | Enabled | Name | Type | Server Client Certificates | Single Sgn On |

1 e 1010312 RADIUS 10.00.1.2 W
2 av @ 109092 | Newell Directary 100012 Configure o
3av @ 10,0012 | Generic LOAP etz Confipurs /]
4 av 9 100002 Microsoft Active Directory | 101012 Configyre Configure w
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3. Confirm deletion of the RADIUS server at the prompt.

If there are any errors, the RADIUS server is not changed and an error message is
displayed at the top of the page. If successfully deleted, a success message is
displayed at the top of the page and you can perform additional RADIUS operations.

Active Directory Single Sign-On

The Active Directory Single Sign-On (AD SSO) feature uses Kerberos between the
client’s web browser and FortiConnect to automatically authenticate a Sponsor
against an Active Directory Domain Controller.

An Active Directory Domain Controller in the same domain as the single sign on
configuration must have been previously configured as described in Configuring Active
Directory (AD) Authentication.

Requirements for Active Directory Single Sign-On

The following requirements must be met for Active Directory Single Sign-On to be
configured successfully:

DNS must be configured and working on FortiConnect
® DNS must be configured and working on the Domain Controller

® Both of the following DNS entries for FortiConnect must be defined and must be
available to both FortiConnect and all Windows servers in the domain:

i. Forward (“A”) record



Reverse (“PTR”) record

Both of the following DNS entries for the Domain Controller must be defined must
be defined and must be available to both FortiConnect and all Windows servers in
the domain:

Forward (“A”) record
Reverse (“PTR”) record
FortiConnect time settings must be synchronized with the Active Directory Domain

Sponsors web browser may require configuration to allow the single sign on
function

Single Sign on must be configured separately for each replicated server

If any of these setting are not met, then AD SSO configuration will fail.

Note: Fortinet strongly recommends configuring NTP so that time is synchronized

with the Active Directory Domain. Single Sign-On will fail if the time on the
FortiConnect appliance differs by more than 5 minutes from the client or the
domain.

Configuring Active Directory Single Sign-On

1.

Configure an Active Directory Server as described in Configuring Active Directory
(AD) Authentication. An Active Directory Server is needed so that users performing
Single Sign-On can be correctly mapped against a sponsor group. The Active
Directory Server must be in the same domain as in the Single Sign-On settings that
you undertake.

From the administration interface, select Sponsor Portal > Authentication from
the left menu and click on Configure under the Single Sign On column for the
domain that you want to enable AD Single Sign On, as shown below.



Authentication Servers  Internal Sponsors

‘When a Sponsor attempts to log in their credentials are tested against these sereers in order undl an authentication attempt succeeds. Howewer if a b
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3. Enter the Domain Admin Username and Password in the fields provided.

4. Click on Next then click on Close to finish.

Sponsors you have created on Active Directory should now be able to login to the
domain and access the Sponsor user interface. Sponsors should be entering the
Domain name in the browser and not the IP Address of FortiConnect.

Note: If you have multiple FortiConnect appliances you will need to configure single
sign on each appliance. This is so the account for each FortiConnect is
successfully created in Active Directory.

Managing Client Certificates

If your infrastructure is set up to use Client Certificates you may configure
FortiConnect to accept a sponsor's Client Certificate as an alternative to logging in
with a username and password.

The Client Certificate is installed on each sponsor's browser and typically the
management of these certificates is managed by your local administrators.

*  The following chapter details how to install and use your client certificates with FortiConnect.

Note: Client Certificate Authentication is not supported with RADIUS and local
sponsor authentication.



Installing Client Certificates

In order to configure Client Certificate support you must possess a sample Client
Certificate (possibly your own) that is in PKCS#12, PEM or DER format. FortiConnect
will inspect this certificate and attempt to find a user in the selected authentication
server based upon the certificate contents.

To use client certificates with FortiConnect follow the instructions below.

1. From the FortiConnect administration interface select Sponsor Portal -->
Authentication.

Authentication Servers  Internal Sponsors

When a Spansor atempts to log in their credentials are tested against these servers in arder until an authentication sttempt succesds, Howsever if a browser
supplies a Chent Certificate or Single Sign On credentials these are checked before any other authentication methods.

| Order | Enabled = hame Type | Server Client Certificates | Single Sign On |
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2. Click on the Configure link underneath the Client Certificates column.



Configura Client Cartificate

Taconfigure dient certificates you can upload a sample user centificate, By inspecting this certificate the system will automatically deter mine how to map the cb
certificate to a user on an authentication server.

& Parse 3 sample PRICSE2 file

—— —
PECSEZ File: | Choase Fl.ll-l Mo file chasen

Paszword:

Parse a sarnple X 504 certificate in PEM ar DER format

3. Depending on your certificates file type, select the appropriate parsing method
and then click on the browse button to browse to and select your certificate file.
If PKCS#12 has been selected as your format you must also enter the Password of

the file and then click on next.



Sample Client Certificate
Common Hame (CH): John Carter

Subvject DN: SC=GRST=Rarkshire/L=Newbury/O=My Company Ltd/CH=John Carterfemailsdddress=johncartenfmerutest.com
Parsad Subject ON:  CH=lohn Cartar,O=ky Company Ltd, L=Hawbury, ST=Berkshira, C=G8

Emal Address Johncartenfmenstest. com

User ID: chat part of certificates

User Principal Mame: <Nat part of cartificates

Find wser on servar by mapping Chant Cartificate |Parsed Subject DN d to usar attribute lm .
agvanced

User Search Results
[ £ Mo user found

< Back I Naxt » Euit

4. FortiConnect will attempt to find a user on your authentication server using the
certificate properties. If an initial search finds no matching results, you will be
required to change your server mapping accordingly using the drop down menus to
obtain the results as shown in the example below.

Note: The advanced setting lets you perform regular expression replacements on
certificate properties before searching in your authentication server.



Sample Client Certificate
Common Nama (CHY Jobn Cartar

Subject DN: FC=GR/ST=Bearkshirg/L=Hewbury,O=My Comgany Ltd/CH=lobm Carter/emaldddresssjohncartenmerutest.com
Parsed Subject DN CH=lohn Carter,O=mMy Company Ltd, L=Mewbury, ST=Berkshire, C=Ga

Emall Addrass: Jahncartenfmerutest. com

Usar 10: <Hot part of certfficate=

Usar Principal Mama: <Mot part of certificates

Find user an server by mapping Clisnt Certificate | Common Name (CH) = ta user attribute [N =

i BT ]

User Search Results
User found

CH: Jahn Carter

il Ch=John Carter, CH=Users, DC=marutest, DS=cam
Email Addrass: Mot S8t

UsErmame: johncarter

Usar Principal Mama; johncartar@merutast.com

< Back I Rt =

5. Some authentication servers have a copy of the full client certificate of a user as
part of the user properties. As an additional check FortiConnect can directly
compare that Client Certificate with the one supplied by the browser. The SSL
renegotiation option allows FortiConnect to support the old and insecure method
of authenticating with Client Certificates. If your browsers have been updated you
may deselect this option.



Certificate Matching

Some authentcation servers have the clhient certificate of each user. ‘she can comgpare that certificate with the one supplied by tha
browser and the user will only be kagged inif the ceruficates match

This authentication sarver does not appaar to store the usar's cartificate

r werify the user's certificate stored an the server matches the client certificate supplied by the browser.

551 Renegoliation

In Cctober 20089 a serious 551 vulnerability (CYE-2009-3555) was disclosad that affacted Clisnt Certificate authentication on all common
wieh fervers and brawsers. The issue has been addressed by & change to the S50 pratocol. Identity Manager has support far the
updated protocol but many common browsess do not. To support browsars that have not been updated you can enzble the previous
behawiour

This setting will spply to &l web S5L connections to the server.

W allow pre-CYE-2009-3555 S5 Renagatiation

< Back Maxt = Enit

6. Click on the next button and then close.

Administrators can then apply certificates ready for sponsor use using Internet
Options on the sponsor's browser. After the certificate has been successfully imported
onto the browser, the sponsors can login automatically to the sponsor interface using
an SSL connection.

Defining the Order of Authentication Servers

When a sponsor authenticates against FortiConnect it tries each authentication server
that has been defined, in order, until it successfully authenticates a sponsor. If none
of the authentication servers can authenticate the sponsor, an error message is
returned.

As you can define many different authentication servers of different kinds, you can
order them in any way you want on a server-by-server basis.

1. From the administration interface, select Sponsor Portal > Authentication and
click on the Authentication Servers Tab from the menu as shown below.



Authentication

Authentication Servard  Intemal Sponsors

Witien a Sponsor attemprs o kg in their credentials are tested against thess servers in order until an authentication attempt U cieeds, Foveser if a D
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4 a¥ @ 10,1012 Mcrosaft Actiee Directory | 101812 Confieure Carfigurg m
5« @ Lo internal sponsor database

The first server to be authenticated against is at the top of the list and the last one at
the bottom.

2. Select the server that you want to re-order from the list and click either the up or
down button. Perform this action with all the servers until they are in the correct
order.

3. To save the authentication order click the Save Order button.

Configuring Sponsor User Groups

Sponsor user groups are the method by which you assign permissions to the sponsors.
You can set role-based permissions for sponsors to allow or restrict access to different
functions, such as creating accounts, modifying accounts, generating reports, and
sending account details to Users by email or SMS.

Once you have created a User group, create mapping rules to map the sponsor to a
group based upon information returned from the authentication server such as Active
Directory Group, LDAP Group membership, or RADIUS Class attribute.

TIP - By default, all Users are assigned to the DEFAULT group. If you only want to have
a single classification of sponsors, you can edit the DEFAULT group.

This chapter describes the following:

e Adding Sponsor User Groups

o Editing Sponsor User Groups



o Deleting User Groups

» Specifying the Order of Sponsor User Groups
* Mapping to Active Directory Groups

e Mapping to LDAP Groups

e Mapping to RADIUS Groups

e Assigning User Account Groups

» Assigning Usage Profiles

Adding Sponsor User Groups

You can create a new sponsor user group using the following steps.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions
as shown below.

Sponsor Permissions
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2. Click the Add Sponsor Group button to add a new user group.

3. From the Add a New Sponsor Group page as shown below, type the name for a new
user group in the Sponsor Group Name field.



Add Sponsor Group

Mamsa;

4. Click the Add Sponsor Group button to add a user group. You can now edit the
settings for the new user group as detailed below.

5. Edit and set the permissions for the new User Group as follows:

Allow Login—Select Yes to allow sponsors in this group to access
FortiConnect.

Create Guest Accounts—Select Yes to allow sponsors to create accounts.

Create Multiple Guest Accounts—Select Yes to allow sponsors to be able to
create multiple accounts at a time by pasting in the details.

Create Random Guest Accounts—Select Yes to allow sponsors to be able to
create multiple random accounts without initially capturing the Users details.

Email Manager on Guest Account Creation - Automatically email a sponsors
manager when an account has been created. (LDAP setup only)

Create Device Accounts - Select Yes to allow sponsors to be able to create
device accounts.

Create Multiple Device Accounts - Select Yes to allow sponsors to be able to
create multiple accounts at a time by filling in the appropriate form or
importing a csv in the details.



« Email Manager on Device Account Creation - Automatically email a
sponsor’s manager when a device account has been created. (LDAP setup
only)

+ Send Email—Select Yes to allow sponsors to send account details via email
from FortiConnect to the user.

e Send SMS—Select Yes to allow sponsors to send account details via SMS from
the FortiConnect to the User.

» View Guest Account Password—Select Yes to allow sponsors to view the
password that has been created for the User.

e Print Account Details—Select Yes to allow sponsors to print out the account
details.

Note: Select No, if you want to disable any of the above permissions.

® Reset Account Password - Choose one of the following options to allow a sponsor
to reset account passwords.
No—Sponsors are not allowed to reset any account passwords.

Own Account—Sponsors are allowed to reset only the account passwords they created.
Group Accounts—Sponsors are allowed to reset account passwords created by

anyone in the same sponsor user group.

All Accounts—Sponsors are allowed to reset any account passwords in any User
accounts

® Suspend Account—Choose one of the following options for suspending accounts:
No—Sponsors are not allowed to suspend any User accounts.
Own Account—Sponsors are allowed to suspend only the User accounts they created.
Group Accounts—Sponsors are allowed to suspend User accounts created by

anyone in the same sponsor user group.
All Accounts—Sponsors are allowed to suspend any User accounts.

® Edit Account—Choose one of the following permissions for editing the end
date/time on User accounts:
No—Sponsors are not allowed to edit any guest accounts.

Own Account—Sponsors are allowed to edit only the User accounts they created.

Group Accounts—Sponsors are allowed to edit User accounts created by anyone in the
same sSponsor user group.

All Accounts—Sponsors are allowed to edit any User accounts.

® UnSuspend Account—Choose one of the following options for suspending
accounts:
No—Sponsors are not allowed to unsuspend any User accounts.

Own Account—Sponsors are allowed to unsuspend only the User accounts they created.

Group Accounts—Sponsors are allowed to unsuspend User accounts created by anyone in
the same sponsor user group.



All Accounts—Sponsors are allowed to unsuspend any User accounts.

® Reactivate Expired Account :
No—Sponsors are not allowed to reactivate any accounts.

Own Account—Sponsors are allowed to reactivate only the accounts they created.

Group Accounts—Sponsors are allowed to reactivate accounts created by anyone in the
same sponsor user group.

All Accounts—Sponsors are allowed to reactivate User accounts.

® Report & Manage Accounts—Choose one of the following permissions for viewing
reporting details for full reporting. See Reporting on Users for additional details.
No—Sponsors are not allowed to view reporting details on any User accounts.

Own Account—Sponsors are allowed to view reporting details for only the User accounts
they created.

Group Accounts—Sponsors are allowed to view active User accounts created by anyone in
the same sponsor user group.

All Accounts—Sponsors are allowed to view reporting details on any active User accounts.

® Guest Accounts Detailed Reports-Accounting Log —Choose one of the following
permissions for running a full report on accounting logs:
No—Sponsors are not allowed to run accounting log reporting on any User accounts.

Own Account—Sponsors are allowed to run full accounting log reporting for only the User
accounts they created.

Group Accounts—Sponsors are allowed to run full reporting on User accounts
created by anyone in the same sponsor user group.

All Accounts—Sponsors are allowed to run full accounting log reporting on any active User
accounts.

® Guest Accounts Detailed Reports - Audit Log—Choose one of the following
permissions for running a full report on audit logs:

No—Sponsors are not allowed to run an audit log report on logs on any accounts. Own
Account—Sponsors are allowed to run an audit log report on logs for only the User accounts
they created.

Group Accounts—Sponsors are allowed to run an audit log report on logs for User accounts
created by anyone in the same sponsor user group.

All Accounts—Sponsors are allowed to a run an audit log report on logs on any active User
accounts.

® Guest Accounts Detailed Reports - Activity Log—Choose one of the following
permissions for running a full report on activity logs.
No—Sponsors are not allowed to run detailed reports on activity logs on any User accounts.

Own Account—Sponsors are allowed to run detailed reports on activity logs for only the
User accounts they created.

Group Accounts—Sponsors are allowed to run a detailed report on activity logs for
User accounts created by anyone in the same sponsor user group.

All Accounts—Sponsors are allowed to run detailed reports on activity logs on any active
User accounts.



® View Guest Payments Report - Choose one of the following permissions for
viewing User Payments
No - Sponsors are not allowed to run detailed reports on User Payments.

Own Account - Sponsors are allowed to run detailed reports on User Payments for accounts
only they have created.

Group Accounts - Sponsors are allowed to run reports on User Payments for only accounts
created by anyone in the same sponsor group.

All Accounts - Sponsors are allowed to run reports on User Payments on any active User
account.

® Charge/Refund Paid User Accounts - Choose one of the following permissions for
allowing sponsors to charge or refund paid User accounts.

No - Sponsors are not allowed to charge or refund paid User accounts.

Own Account - Sponsors are allowed to charge or refund paid User accounts on
accounts only they have created.

Group Accounts - Sponsors are allowed to charge or refund paid User accounts
created by anyone in the same sponsor group.

All Accounts - Sponsors are allowed to charge or refund paid User accounts on any
active User account.

® (Concurrent User Reports —Select Yes to allow the sponsors to run the concurrent
User reports. If you select No, the sponsors are not allowed to run the reports.

® Management Reports—Select Yes to allow the sponsors to run the management
reports. If you select No, the sponsors are not allowed to run the reports.

® C(Create Event Codes - Select Yes to allow the sponsors to Create Event Codes.

Edit Event Codes - Choose one of the following permissions for Editing Event Codes
No - Sponsors are not allowed to Edit Event Codes

Own Event Codes - Sponsors can only Edit Event Codes they create.
Group Event Codes - Sponsors can Edit Event Codes within a Group.
All Event Codes - Sponsors can Edit All Event Codes.

® Suspend Event Codes - Choose one of the following permissions for Suspending
Event Codes
No - Sponsors are not allowed to Suspend Event Codes.

Own Event Codes - Sponsors can only Suspend Event Codes they create.
Group Event Codes - Sponsors can only Suspend Event Codes in a Group.
All Event Codes - Sponsors can Suspend all Event Codes

® Manage Event Codes - Choose one of the following permissions for Managing Event
Codes.
No - Sponsors are not allowed to Manage Event Codes

Own Event Codes - Sponsors can only Manage Event Codes they create.
Group Event Codes - Sponsors can only Manage Event Codes in a Group.

All Event Codes - Sponsors Manage all Event Codes.



6.

Approve Accounts - Select Yes to allow the sponsors to Approve Accounts.

Account start time within - Select the amount of days the account should start in.
Specify the time interval in days, hours, or minutes.

Maximum duration of User account—This specifies the maximum duration for
which the sponsor can configure an account. Specify the duration in days, hours,
or minutes.

Maximum duration of device account - This specifies the maximum duration for
which the sponsor can configure a device account. Specify the duration in days,
hours, or minutes.

Maximum duration restriction calculated from - From the drop down menu select
whether restrictions apply from current time or from start time.

User Account limit - Specify the maximum number of allowed active User
accounts a sponsor from this group can have at any given time, 0 for unlimited.

Device Account limit - Specify the maximum number of allowed active device
accounts a sponsor from this group can have at any given time, 0 for unlimited.

Click the Save button to add the group with the permissions specified.

Note: Until you click the Save button, the group is not created.

7.

Execute one of the following set of instructions to correctly map sponsor users to
your group based upon groupinformation from the authentication server:

» Mapping to Active Directory Groups
« Mapping to LDAP Groups
» Mapping to RADIUS GroupsSee “Adding Sponsor User Groups” on page 126.

Editing Sponsor User Groups

The following steps describe how to edit sponsor user groups.

1.

From the administration interface, select Sponsor Portal > Sponsor Permissions
from the left hand menu.

Select and highlight the group you wish to edit, then click Edit Sponsor Group
button to get the screen as shown below



Sponsor Permissions: Sponsor Group One

Group Permissions Group Mapgings  Guest Account Graupd  Guédt Udage Profiled  Device Actount Groupd  Dewvice Usage Profiles  Sponsar Preference

Allow Login: Me [=]

Create Guest ACDounts: D E

Craate Multiple Guest ACcoungs: Mo E

Create Random Guest Arcounts: B H

£ Ra ol -

Email Manager on Guest Account Creation: My ILl

Create Device Accounts: wo [=]

Create Multiple Dewiie Actaunts: M E

Email Manager on Device ACcount Creation: M E

Send Email: Mo |:|

Send Shis: he [=]

Wiew Account Passward: e [=]

Print Acount Details: wo [=]

Reset Accours Passwand: Mo [=]

Suspend Account: Mo :l

Edit Acoount: Mg ::l
1

3. Edit and set Group Permissions; See “Adding Sponsor User Groups” on page 126. To edit
other tabs on this page see See “Managing Sponsor User Groups” on page 134.

Deleting User Groups

1. From the administration interface, select Sponsor Portal > Sponsor Permissions
from the left hand menu.



Sponsor Permissions
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2. Select and highlight the group you wish to delete and click the Delete Group
button as shown above.

3. Confirm deletion at the prompt.

Note: If any Local Users are part of this group, you must delete the user before
deleting the user group. Alternatively, you can move Local Users to another
group to “empty” the user group before deleting it.

Defining the Order of Sponsor User Groups

When a sponsor logs into the FortiConnect, the system checks each group in turn to
see if the sponsor should be given the privileges of that group. The groups are
processed in the order in which they appear in the Sponsor User Groups list box. If a
user does not match a user group, they are given the privileges of the DEFAULT group.

1. From the administration interface, select Sponsor Portal> Sponsor Permissions
from the left hand menu.



Sponsor Permissions
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2. Select the group you wish to order. Each group can be ordered by clicking the up
or down arrow icon button until the group is in position as shown in above.

3. Repeat for all groups until they appear in the required order.
4. Click the Change Order button to save the order.

Managing Sponsor User Groups

Mapping to User Groups

Mapping to Active Directory Groups

If a sponsor authenticates to the FortiConnect using Active Directory authentication,
the FortiConnect can map the sponsors into a user group using their membership in
Active Directory groups.

Note: FortiConnect does support recursive group lookups.
If you have configured AD authentication (as described in Configuring Active Directory

(AD) Authentication), then the FortiConnect automatically retrieves a list of all the
groups configured within all the AD servers.



Selecting an Active Directory Group from the dropdown provides all sponsor users in
this AD group the permissions assigned to this Sponsor Group.

Mapping to LDAP Groups

If a sponsor authenticates to the FortiConnect using LDAP authentication, the
FortiConnect can map the sponsor into a user group by their membership of LDAP
groups.

Note: FortiConnect does support recursive group lookups.

Based on the settings of the LDAP server that you authenticate against, the
FortiConnect uses one of the following methods for mapping the sponsor using group
information.

Mapping to RADIUS Groups

If a sponsor authenticates to the FortiConnect using RADIUS authentication, the
FortiConnect can map the sponsor into a user group by using information returned to
the FortiConnect in the authentication request.

The information must be placed into the class attribute on the RADIUS server.

Mapping the Group

1. From the administration interface, select Sponsor Portal > Sponsor Permissions
from the left hand menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group
button.

Click on the Group Mappings tab.

Using the rule underneath the Sponsor Group table, shown below, you can create
new rules using the Sponsor Authentication methods you have added.



Sponsor Permissions: Sponsor Group One

Group PErmissans  Group Mappings Guest Actount Groups  Guest Usage Profiles  Device Atcount Groups  Device Usage Profiles  Spansor Preferences

The Sponsor will be in this group if they match any of the folowing rules:

[ooon o

Server & ¥ Rihe: &
Mo Group Mappings defined

IFthe Spansor is authentcated sgainat server | 10.1001.2 '! check clais attribute  equals ."'.I Add Aule

« From the drop down menu, select the desired server you wish to create a rule
for.

« Then select whether the group class names equals or contains the term from
the drop down menu.

« Enter the term the mapping should be based on into the empty field and click
Add Rule.

5. The rule is then added to the table.
6. To remove a rule click on the bin icon to the right of the rule.

Note: By default, Active Directory only returns a maximum of 1000 groups in
response to a FortiConnect search. If you have more than 1000 groups and
have not increased the LDAP search size, it is possible that the group you want
to match does not appear. In this situation, you can manually enter the group
name in the Active Directory Group combo box.

Assigning Guest Account Groups

Guest Groups allow a sponsor to assign different levels of access to a User account.
You can choose which sponsor user groups are allowed to assign certain profiles to
Users.



By default, a sponsor user group has the ability to assign Users to the default profile.
The administrator can choose the additional groups the sponsor can assign, or can
remove the default profile from the user group.

Each sponsor user group must have the ability to assign Users to at least one role.

If only one role is selected for the user group, the sponsor cannot have the option to
select roles. If there is more than one role, sponsors get a dropdown menu to select
the role to be assighed to the account during the account creation.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions
from the left hand menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group
button.

3. Click the Guest Account Groups tab to bring up the Available Account groups as
shown below.

Sponsor Permissions: Sponsor Group One

Group Permissions  Group Mappings  Guekt AScount Grouipd  Guest Usage Profiles  Dewvice Account Grougs  Device Usage Profiles  Sponsor Pre

" Selected Acoount Groups are the groups that a sponsor can sekect when Ccreating guest afoounis,

Available Account Groups Selected Account Groups

Default Account Group

4. The roles that the sponsor has permission to assign are displayed in the Selected
Account Groups list. Move the roles between the Available Account Groups and
Selected Account Groups lists using the arrow buttons.

5. Click the Save button to assign the permission to create Users in the specified
profiles to the sponsor user group.



Assigning Guest Usage Profiles

Usage Profiles allow a sponsor to assign different levels of access usage to a User
account. You can choose the sponsor user groups that are allowed to assign certain
Usage Profiles to guests.

By default, a user group has the ability to assign guests to the default usage profile.
The administrator can choose which additional usage profiles the sponsor can be
assigned, or can remove the default usage profile from the user group.

Each user group must have the ability to assign Users in at least one usage profile.

If a user group has only one usage profile selected, the sponsor does not view an
option to select the usage profile. If they have the ability to choose more than one
usage profile, they can view a dropdown menu from which they can choose the usage
profile to be assigned to the account during the account creation.

Refer to Configuring Usage Profiles for additional details on usage profiles.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions
from the left hand menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group
button.

3. Click the Guest Usage Profiles tab to bring up the Edit Usage Profiles as shown
below.
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4. The profiles that the sponsor user group has permission to assign are displayed in
the Available Profiles list. Move the roles between the Available Profiles and
Selected Profiles lists using the arrow buttons.

5. Click the Save button to assign the permission to create Users in the usage profiles
to the sponsor user group.

Assigning Device Account Groups

Device Account Groups allow a sponsor to assign different levels of access to a device
account. You can choose which sponsor user profiles are allowed to assign certain
Account Groups to device accounts.

By default, a sponsor user group has the ability to assign device accounts to the default
role. The administrator can choose the additional groups the sponsor can assign, or can
remove the default role from the user group.

Each sponsor user group must have the ability to assign Users to at least one role.

If only one group is selected for the user group, the sponsor will not have the option to
select groups. If there is more than one group, sponsors get a dropdown menu to select
the role to be assigned to the account during the account creation.



1. From the administration interface, select Sponsor Portal > Sponsor Permissions
from the left hand menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group
button.

3. Click the Device Account Groups tab to bring up the Edit Authorization Profiles as
shown below.

Sponsor Permissions: Sponsor Group One

Group Permissions  Group Mappings  GUeST Account Groups  Guest Usage Profles  Devies Acceunt Groups  Device Usage Profies  Sponsor Preferences

W colocted Account Groups ane the groups that a Spansor can select whan creating davics acoounts.

sosailable Arcount Groups Selected Actount Graups

Deefault ADoount Group

4. The groups that the sponsor user group has permission to assign are displayed in
the Selected Account Groups list. Move the groups between the Available Account
Groups and Selected Account Groups lists using the arrow buttons.

5. Click the Save button to assign the permission to create Users in the specified
groups to the sponsor user group.

Assigning Device Usage Profiles

Device Usage Profiles allow a sponsor to assign different levels of access usage to a
device account. You can choose the sponsor user groups that are allowed to assign
certain Device Usage Profiles to Users.

By default, a user group has the ability to assign Users to the default device usage
profile. The administrator can choose which additional usage profiles the sponsor can
be assigned, or can remove the default device usage profile from the user group.



1.

Each user group must have the ability to assign Users in at least one device usage
profile.

If a user group has only one usage profile selected, the sponsor does not view an
option to select the usage profile. If they have the ability to choose more than one
usage profile, they can view a dropdown menu from which they can choose the usage
profile to be assigned to the account during the account creation.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions
from the left hand menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group

button.

3. Click the Device Usage Profiles tab to bring up the Edit Usage Profiles as shown

below.

Sponsor Permissions: Sponsor Group One

Group Permissiaons  Group Mappings  Guest Account Groups  Guest Usage Profiles  Device Account Groups  Daviea Laaga Profiles  Sponsor Preferences

O sotected Profiks ans the Usage Profiles 3 sponsor in this group can select when creating device accounts,
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The usage profiles that the sponsor user group has permission to assign are
displayed in the Available Profiles list. Move the roles between the Available
Profiles and Selected Profiles lists using the arrow buttons.

Click the Save button to assign the permission to create Users in the usage profiles
to the sponsor user group.



Sponsor Preferences

Administrators can restrict/disable or enable controls on a sponsors default
preferences page. The section below details the default values for these preferences.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions
from the left hand menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group
button.

3. Click the Sponsor Preferences tab to bring up the Edit Sponsor Settings as shown
below.

Sponsor Permissions: Sponsor Group Cne

Group Permissions  Group Mappings  Guest ACCount Groups  Guest Usage Profiles  Device Actount Groups  Device Usage Profiles  Spensar Praferancas

D Thise sertings assign default values & enable / disable consrols an the Sponsor Interface * My Sattings = Praferences page

Language Template
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— Finnish
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4. Language Template -
o Default Template - Choose a template from the drop down menu provided

« Allow Sponsor to change - Choose yes or no from the drop down menu.

* Move any templates you wish to be available to the currently selected list by
highlighting the template and clicking the correct arrow.

5. Timezone -
o Default Timezone - Select a default timezone from the drop down menu



provided.

» Allow Sponsor to change - Choose yes or no from the drop down menu.

o

Country Code -

o Default Country Code - Select a default country code from the drop down
menu provided.

« Allow Sponsor to change - Choose yes or no from the drop down menu.

7. Guest/User Account Group -
o Default Group - Select a default group from the drop down menu provided.

» Allow Sponsor to change - Choose yes or no from the drop down menu.

8. Device Account Group -

« Default Device Group - Select a default device group from the drop down
menu provided.

« Allow Sponsor to change - Choose yes or no from the drop down menu.

Email Address -
» Enter a check in the Retrieve from LDAP box if this function is required.

©

o Allow Sponsor to change - Choose yes or no from the drop down menu.

10. Email Confirmation -
« Default setting - Select a default setting from the drop down menu provided

« Allow Sponsor to change - Choose yes or no from the drop down menu.
11. Login Page -

« Default page - Select a default page from the drop down menu provided.

o Allow Sponsor to change - Choose yes or no from the drop down menu.

12. Click on the Save button to save all changes.

Currency Denomination for Access Codes

In some environments, credit card based purchases are not widely used, and there is
a larger interest in using access codes with currency denominations attached to
them.

FortiConnect can set a Currency Denomination which will allow a sponsor to create
multiple numbers of random User accounts assigned to a time profile, and then
export them to a CSV file to print and create an offline coupon or scratch card to
distribute to the User.

1. From the FortiConnect Administration Interface go to Sponsor Portal -->
Currency as shown below.



Sponsor Portal Currency: US Dollar -

2. From the dropdown menu, select the Sponsor Portal Currency you wish to set.

Customizing the Application

This chapter describes the following

User Interface Templates

Adding a User Interface Template
Editing a User Interface Template
Deleting a Template

Setting the Default Interface Mapping
Setting User Default Redirection
Session Time outs

Login Page Message



Configuring User Interface Templates

FortiConnect allows you to customize the sponsor user interface text and User
notification text using User Interface Templates. You can:

Change the labels for the sponsor interface.
Provide different instructions for users.

Change the default Acceptable Use Policy.

Create a translated template to provide the sponsor interface and User
instructions in another language altogether.

FortiConnect provides a several template’s (in English) that can be used as is without
any further modification. If you want to change the default presentation for sponsors
and Users, you can add one or multiple templates that you can store separately on the
FortiConnect and modify as desired.

Typically, you create a customized template when you need to modify the account
details and instructions that are provided to the User, such as the Acceptable Usage
Policy. FortiConnect provides Print, Email, and SMS templates that allow you to
customize the information that is printed, emailed, or text messaged to Users.

If you are customizing the interface for another language, create a new template for
the language and edit all pages with the translated text.

Once your user interface template is configured, you need to set the default template
mapping so

that the FortiConnect starts using the correct template. Once a sponsor has
authenticated, the sponsor can choose a different template to use and save it under
My Settings > Preferences > Language Template in the sponsor interface. This
enables each sponsor to have the application displayed in a different template or
language.

Note: You can set the default user interface template globally for the FortiConnect
sponsor and User interfaces under User Interfaces > User Defaults.

TIP - When customizing, it is a good idea to open the sponsor interface in a second
browser for reference. This allows you to view how the configuration tabs map to the
actual sponsor interface pages. You can bring up the sponsor interface by entering the
FortiConnect IP address without the “/admin” as the URL, for example,
http://<forticonnect_ip_address> or https://<forticonnect_ip_address>. The sponsor
must logout and login again to view the changes.

Adding a User Interface Template

When you add a new template, it is automatically based on the default template to
facilitate editing.

1. From the administration interface, select Sponsor Portal > Language Templates
from the left hand menu.



2. On the User Interface Templates page as shown below, click the Add Template
button.

Language Templates

showing 1-10 of 38 E
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3. In the Add New Template page as shown below, type a Template Name. This can
be any descriptive text to identify the template later from the User Interface
Templates list as shown above.



Add Template

Template Mame:

o] o

4. Click the Add Template button.

The Edit User Interface Template page for the new template is displayed, initially,
with all details copied from the default template. If you only need to make small
changes, this allows you not to have to retype all the entries.

5. Modify these settings as desired, as described in Editing a User Interface Template.

6. FortiConnect also allows you to Import a template, this can be done by clicking on
the Import Template button.

Editing a User Interface Template

1. From the administration interface, select Sponsor Portal > Language Templates
from the left hand menu.



Language Templates
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2. From the User Interface Templates list as shown above, click the underlined name
of the template you wish to edit.

3. The Edit Home Page for the template is displayed as shown below.



Language Templates: User Template One
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4. Click the menu tabs at the top of the page to select any of the sponsor page
settings that you want to edit.

5. Make any changes to the fields and click the Save button. Some example edits are
described in the following sections:

o Editing the Guest Print Template

o Editing the Guest Email Template
o Editing the Guest SMS Template

Note: The Upload Logo feature allows upload an image with maximum height of 75
pixels and maximum width of 150 pixels. The image can be in .png, .jpg, or

.gif format.

Editing the Guest Print Template

The Guest Print Template page contains the User account details that the sponsor can
bring up in a browser to print out for handing to the User after the account is created.
The page is configured in HTML and can be fully customized.

TIP - Navigating to Account Management > Manage Accounts on the sponsor interface
and clicking the Print button next to the User account entry brings up the output of
the Print Template for printing.



Go to Sponsor Portal > Language Templates and click the underlined name of the
template you wish to edit in the Templates list.

2. Under Edit Home Page, click the Notification tab to bring up the Edit Notification
Page as shown below.

3. From the Select Template for dropdown menu, choose Guest Print Template and
click the Show button.

Language Templates: Liser Template One
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4. In the Page Body text field, edit the default HTML code for the web page. The Page
Body contains all the HTML code that appears between the BODY tags on a HTML
page. All HTML code outside these tags is used by the application.

5. In the HTML code you can use the following special variables to replace them with
the details from the created User account.

*  %USERNAME% = The Username created for the User.

*  %PASSWORD% = The Password created for the User.

*  %STARTTIME% = The time from which the User account will be valid.
*  %ENDTIME% = The time at which the User account will expire.

*  %FIRSTNAME% = The first name of the User.

*  %LASTNAME% = The last name of the User.

*  %TIMEZONE% = The timezone of the user.

*  %MOBILENUMBER% = The mobile number of the User.

*  %OPTION1% = Optional field 1.



%OPTION2% = Optional field 2.
%OPTION3% = Optional field 3.
%OPTION4% = Optional field 4.
%OPTION5% = Optional field 5.

%MOBILENUMBER_ONLY% = Mobile phone number of User without country code pre-
pended.

%COUNTRYCODE% = Country code of the mobile phone number.
%DURATION% = Duration of time for which the account will be valid.

%ALLOWEDWINDOW% = The time window during which the account can be used after first
login.

%TIMEPROFILE% = The name of the time profile assigned.

6. Click the Save button to save your changes.

Editing the Guest Email Template

The Guest Email Template page contains the User account details that the sponsor can
email to the User after creating the account.

TIP - Navigating to Account Management > Manage Accounts on the sponsor interface
and clicking the Email button next to the User account entry brings up the output of
the Email Template and also emails the User.

1. Go to Sponsor Portal > Language Templates and click the underlined name of the
template you wish to edit in the Templates list.

2. Under Edit Home Page, click the Notification tab to bring up the Edit Notification
Page as shown below.

3. From the Select Template for dropdown menu, choose Guest Email Template and
click the Show button.



Language Templates: User Template One
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Change the Email Subject as desired.

In the Email Body text field,

page.

edit the default email text to be sent to the guest

In the Email Body you can use the following special variables to replace them with
the details from the created User account.

o %USERNAMEY% = The Username created for the User.

o %PASSWORDY% = The Password created for the User.

o %STARTTIME% = The time from which the User account will be valid.
o %ENDTIME% = The time at which the User account will expire.
o %FIRSTNAME% = The first name of the User.

o %LASTNAMEY% = The last name of the User.

o %TIMEZONEY% = The timezone of the user.

e %MOBILENUMBER% = The mobile number of the User.

« %OPTION1% = Optional field 1.

«  %OPTION2% = Optional field 2.

«  %OPTION3% = Optional field 3.

«  %OPTION4% = Optional field 4.

«  %OPTION5% = Optional field 5.



o %MOBILENUMBER_ONLY% = Mobile phone number of User without country code
pre- pended.

o %COUNTRYCODEY% = Country code of the mobile phone number.
e  %DURATIONY% = Duration of time for which the account will be valid.

o %ALLOWEDWINDOWY = The time window during which the account can be
used after first login.

o %TIMEPROFILE% = The name of the time profile assigned.

7. Click the Save button to save your changes

Editing the Guest SMS Template

The Guest SMS Template page contains the User account details that the sponsor can
text message to the User after creating the account. The contents of the text message
can be fully customized.

TIP - Navigating to Account Management > Manage Accounts on the sponsor interface
and clicking the SMS button next to the User account entry brings up the output of the
SMS Template and also text messages the User.

1. Go to Sponsor Portal > Language Templates and click the underlined name of the
template you wish to edit in the Templates list.

2. Under Edit Home Page, click the Notification tab to bring up the Edit Notification
Page as shown below.

3. From the Select Template for dropdown menu, choose Guest SMS Template and
click the Show button.
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4. Change the SMS Subject as desired.

5. Change the SMS Destination to be the email address of the SMS gateway that you
use.

To send the text message to the mobile phone number of the User, use the variable %
MOBILENUMBER%. The %MOBILENUMBERY% variable is replaced by the mobile phone
number, including country code of the User as entered by the sponsor. For example,
if the country code selected is the UK (+44) and the User’s phone number is 055 555-
5555, then % MOBILENUMBER% will contain 44555555555.

Note: The initial plus symbol (+) is not inserted and the initial 0, any spaces, or
hyphens (-) are removed from the phone number. If you need (+) to be
inserted, then enter +% MOBILENUMBERY%.

6. The SMS Body contains the SMS text to be sent to the User. In the SMS Body you can
use the following special variables to replace them with the details from the
created User account.

o %USERNAME% = The Username created for the User.

o %PASSWORD% = The Password created for the User.

o %STARTTIME% = The time from which the User account will be valid.
o %ENDTIME% = The time at which the User account will expire.

o  %FIRSTNAME% = The first name of the User.



o %LASTNAME% = The last name of the User.

o %TIMEZONEY% = The timezone of the user.

o %MOBILENUMBER% = The mobile number of the User.
e %OPTION1% = Optional field 1.

o %OPTION2% = Optional field 2.

o %OPTION3% = Optional field 3.

o %OPTION4% = Optional field 4.

o %OPTION5% = Optional field 5.

o %MOBILENUMBER_ONLY% = Mobile phone number of User without country code
pre- pended.

e %COUNTRYCODEY% = Country code of the mobile phone number.
e  %DURATIONY% = Duration of time for which the account will be valid.

o %ALLOWEDWINDOWY = The time window during which the account can be
used after first login.

o %TIMEPROFILE% = The name of the time profile assigned.

7. Click the Save button to save your changes.

Deletmg a Template

From the administration interface, select Sponsor Portal > Language Templates
from the left hand menu.

2. Select the template you want to delete from the User Interface Templates list and
click the dustbin icon to the right of the template name field.

3. Confirm deletion of the template.

Setting the Sponsor Interface Defaults

1. From the administration interface, select Sponsor Portal > Interface Settings to
bring up the Sponsor Defaults page as shown below and click on the Sponsor
Defaults tab.



Interface Settings

Sponsar Defaults Logn Page Message

Defsult Larguage Template:  English (Default) Bl

Defaubt Thema: Defaulk Meru Connect ."._ =]
Default High Contrast Theame:  Defaulk Meru Connect High Cantrass ' =]

2. Select the Default Language Template from the drop down menu provided.
Default will be selected if no Default Language Templates have been created. This
is used for the login screen and the template the sponsor uses the first time they
login.

3. Select the Theme from the drop down menu provided. Default will be selected if
no themes have been created. Click on the preview link to see what your theme
will look like before applying.

4. Select the High Contrast Theme from the drop down menu provided. Default will
be selected if no High Contrast Themes have been created. Click on the preview
link to see what your theme will look like before applying.

5. Click the Save button.

Sponsor Themes

Sponsor Themes can be created specifically for your organizations branding needs and
are stored on the FortiConnect.

1. From the administration interface go to Sponsor Portal > Themes as show below.
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2. A list of Sponsor Themes are shown:
e Click on the Disk icon to Copy the selected theme.

o Click on the Edit icon to Edit the selected theme
e Click on the Export Icon to Export the selected theme.
e Click on the Bin icon to Delete the selected theme.
» Click on the Preview link to Preview the selected theme.
3. To set a Sponsor Theme from the list see the Sponsor Defaults Section.
4. Toimport a theme that has been created specifically for your requirements, click
on the Import Theme button and locate and select your theme.

Note: Themes can be created and then imported onto the FortiConnect database to
suit your organizations specific requirements.



Session Timeouts

A sponsor or administrator that logs in to the FortiConnect is logged out after a period
of inactivity. You can set the inactivity period through the Session Timeout Settings

page.

Note: The Session Timeout defined here applies to both the Sponsor and
Administration interfaces.

1. From the administration interface, select Server > Interface Timeout from the
menu as shown below.

Interface Timeout

SpOrG0rs and AdminsTrators are logped out automagically it they do nat use the application far this period,

Timwsowt: &0

2. Enter the Session Timeout value in minutes (default is 10 minutes). When users are
inactive for this amount of time, their sessions expire and the next action they
perform takes them to the login page.

3. Click the Save button to save the session timeout.



Login Page Message

Administrators can place a message onto the Sponsors login page if they need to be
alerted or notified of anything.

1. From the Admin interface, go Sponsor Portal-->Interface Settings and click on
the Login Page Message tab.

Interface Settings

Sponsar Defsults  Login Page Message

D rhis missage will s shown on the Sponsar login page

Shwy A s

Trile:

Miessage:

2. To display a message on the Sponsor Interface place a check in the Show Message
check box.

3. Enter a Title of your message in the Title field.
Enter the content of your message into the Message field.
5. Click Save when completed.






Network Access Policy

Configuring Authentication Policy

FortiConnect allows Users to be authenticated via either the internal User database or an external
authentication server if required. For an authentication attempt against FortiConnect each server is
tried in order against the relevant domain. If an external server rejects the authentication attempt then
the user is rejected by FortiConnect. If a server does not respond the next server in the realm is tested.

Adding Authentication Servers

To add an external authentication server for Authentication go to Network Access Policy -->
Authentication Policy from the FortiConnect Administration Interface.

Authentication Policy

For every authertcation the user credentials are verified in the following order

& Servers that match the realm of the user account. For example f the usernams was user@realm then the account would be vertfied against sach server for
that realm untd 3 sucCess ofF rejedt is redeived
= If a Server daes not respond, then the next server for tha realm is ted.

Order Enabled Marms Type _Sewer _HeaI*n

Mo authentication sersers defined

s =n



1. Click on the Add Server button and select what type of server you wish to add from the drop down
menu provided

Note: For this example we will add a Microsoft Active Directory server, other parameters maybe
required when adding other types of Authentication Servers

Add Authantication Sarvar

Autherbcaton Type:  Mrosoft Ative Dirediory 1=

Serven

2. Enter the hostname or IP address of the server and click on next
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3. Select additional details from the drop down menus provided
« Encryption - From the drop down menu select which encryption method the server will use.

« Base DN - From the drop down menu select the Base DN the server will use from the options
provided.

4. Click on Next and then enter the username and password of the server.
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5. Enter any attribute mappings required for the server and then map them to the usage profile you
require and also set the Account Group.
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6. Autocomplete will assist you when entering your rules.
7. Continue to add rules and then click Next once complete.



Add Authentication Server

Comnootion

Mame 11002

Server Type: Microsoft Acive Directany
Sarver: 10z

Damain: identitynetwarks.oam

Secura Authantication
Ta enable MS3CHAPYZ authentication from Windows dients this server must be joined to the AD domain. Thes is not reguired for EAR-TLS authentication,

This server is not jeined to the deomain

N ET T

8. Place a check in Allow Windows computer authentication to allow the authentication server to
allow machine/host authentication.

9. Click on the Join Domain to join the server to the domain as shown below.



Join server to domain

Domain Administratoe Ussrname:

Pazsword:

10. Enter the Domain Administrator Username and Password then click on Join.
11. You will then be presented with a screen as shown below, this is to allow EAP-TLS authentication,



Add Authantication Sarver
Connection

Famg: LRV B
Server Types Microsoft Active Directary
GErET itz

Domaire dentitynatwarks.com

EAP-TLS Authentication

Certificate AUtRGALES g Comificate Authorities defired
Sl Clams 3 Public Primarny Certification Authority

Class 3 Public Primarny Certification Authority - G2 [c} 1998 WenSIgn, Inc. - Fc
DAgiCert High Assurance CA-3

DigiCert High Assurance EV Root CA

Entrust Cartification Authority - L1C

Entrust.res Cemification Autherity (2048)

Entrust.ret Secure Server Certfication Authorty

Equifas Serure Certificate Authanty

GeaTrust Global CA4

Thawte 0¥ S5L CA pl

Upload a CA cemificate: ‘_CFH}GSE File | N file chiosen

12. You will be required to determine your EAP-TLS Authentication method, if this does not apply to
you, then click on next to complete setup.

» Certificate Authorities - FortiConnect allows you to define a SCEP server or to define an
internal CA authority method. Any that have been setup within FortiConnect will be displayed in
this drop down menu. Select your appropriate method.

o CA Certificates - Place a check in the check box next to any CA Certificates you wish to install.

» Upload a CA Certificate - Click on the choose file button and manually select a CA certificate to
install.

13. Click Next to continue.

Note: If no certificates are installed then installation is now complete.



Add Authentication Server

To configure dient certficates you can upload a samphe wser certificate. By nspecting this certificate the system will automatically determine how to map the chent
certificate to a user on an authentication server.

& Parse a sample PRCSE12 fle

pKcsa2 File: | COCSE FlE | ra file chosen

Passwand:

Parse a famplg X500 certificate in FEM or DER format

Choose Fle | Mg file

TS BT

14. To configure client certificates you can upload a sample user certificate. By inspecting this
certificate the system will automatically determine how to map the client certificate to a user on
an authentication server.

o Parse a sample PKCS#12 file - Select and browse to Parse a sample PKCS#12 file. Enter the
relevant password and click next to continue.

« Parse a sample X.509 certificate in PEM or DER format - Select and browse to Parse sample
X.509 certificate in PEM or DER format and click next to continue.



Sample Client Certificate
Cormman Wame

oy Johin Carter
Sublect O: JC=CE/ST =Craatar ManchasterL=Manchaster O=han Matworks, Ol =ldantty Managaer/CH=lxhn
I g Carter/emailaddress=jcarter@merunetworks, com
;;r_ud Subject CH=lchn Carter, DU=Identty Manager, O=hiens Networics, L=Manchester, 5T=Greater Manchester, C=GB
Email &ddress: jearter@merunetworks.com
User ID: ot part of certificate
u’r - lirrn:pal upnibidentitynetworks.com
Find user on genves by mapping Chent Certificate | Commen Mamea [CN) _j b user attribute IC_N H .
Advanced =
— User Search Reculis
User found
(= H John Carter
[+, 5 CM=John Carter, CH=Usars, DCadantitynatworks, D =com
Email dddress: johreidentitymanvorks, com
Usamamma Johin

User Principal Mama: johndidentitynatworks.com

15. This will match the certificate with a user. Click on Next to continue.

Certificate Matching
Somae authentication servars have the chent certificate of each usar. We can compare that certificate with the one suppbed by the browser and
tha usar wil only ba leggad in if the cartificates match.

This authentbicaton server does not appear to store the users cerbficata.

B werfy the user's ceroficale stored on the server matches the client certficate supplied by the browser,

| <Back || mWext> || Esit




16. Some authentication servers have the client certificate of each user. We can compare that
certificate with the one supplied by the browser and the user will only be logged in if the certificate
matches. To verify if the users certificate stored on the server matches the client certificate by
the browser then place a check in the check box.

17. Click on Next to continue..
18. To allow secure connections from Windows clients the server must be added to the AD domain.

Note: FortiConnect supports MSCHAPv2 authentication so that a Windows client can connect to a
controller that uses the FortiConnect as a RADIUS server that in turns authenticates against an
Active Directory server.

FortiConnect supports authentication from users in domains that are trusted by the domain that
FortiConnect is joined to, so if Domain A trusts Domain B, then users from Domain B can also be
authenticated to the FortiConnect.

19. Once the server has been added click on Next and then click on the Close button.

Adding an External Database

FortiConnect allows an External Database to be configured for external authentication.

To add an external database for authentication go to Network Access Policy --> Authentication Policy
from the FortiConnect Administration Interface.



For ewery authertication the user credentials are verified in the fallowing arder

& Sgreers that match the realm of the user account. For example if the usernams was user@realm then the account would be verfied against sach server for
that realm untd 3 suciess o rejedt is redeived.
# If a Server does not respond. then the next server for the realm is tried.

Order Enalled M Type Carver Realr
| No authantication sereers defined

1. Click on the Add Server button and select External Database.



Add Authantication Servar

suthentication Type:  External Database [=]

- BN

2. Click on Next to continue.



G Quary e o o Ta_roup fate whans L s e

3. Enter the required credentials in the fields provided -
+ Name - Enter the name of your External Database

o Type - From the drop down menu select the type of external database

o Server IP Address - Enter the server IP Address

o Port - Enter the required port number, leave blank to use the selected types default port

e Username - Enter the required username

» Password - Enter the required password

» Database Name - Enter the database name
4. Define the Authentication Query and Group Query required to get user groups from the database.
5. Click on the Test Settings button to check your settings are correct.

6. Click on Next to continue.



Coanmartiomn

Mame: Test Server
suthentication Type: External Database
Laryer: 1090012

Ty micrasaf GOL Server

Lagin Faramaters

Realme

Authanticates with! wsamanme
Group Mappings

The user groupds) returned by external databaze server i tested against each rule below in arder. If a ruke 15 matched the specied usage prafile and account groug are
appled and guest authantication suCceads.

v i group name | equals = 5e1 Lsage profila to [=] and account group o
1 r—
2 Mo rues match | Repst sutherioation L1
acd Aule
=

7. Enter the Login Parameters required -
« Realm - Enter the Realm

8. Enter the relevant Group Mappings required, each user group returned will be tested against each
rule created in order.

9. Use the drop down menu to select and amend rules.
10. Click on the add rule link to add further rules.

11. Click Next once complete.

12. Click on Close to complete.

Deleting the External Database

To delete an External Authentication server once its has been added go to Network Access Policy -->
Authentication Policy from the FortiConnect Administration interface



Authentication Policy

For gvery authenticatian the user credentials are verified in the following arder:

» Sprvers that match the realm of the user account. For example i the usernams was useri@realm then the account would be werifiad against each server for that
realm unil a success o reject is recsived.,
& If a Server does not respond. then the next server for the realm is treed.

Cirder | Enabded | Mame | Type | SErver | Reakn |
|1 [®] TpsiServer External Database 100002 tess [
s

Click on the bin icon to the right of the server you wish to delete and click on yes at the prompt.

Adding RADIUS and RadSec for Eduroam

Eduroam (education roaming) is the secure, world-wide roaming access service developed for the
international research and education community.

Eduroam allows students, researchers and staff from participating institutions to obtain Internet
connectivity across campus and when visiting other participating institutions by simply opening their
laptop.

RADIUS and RadSec authentication servers can be added to support this feature.

To add a RADIUS or a RadSec authentication server go to Network Access Policy --> Authentication
Policy from the FortiConnect Interface as shown below.



Authentication Policy

Fior ewery authentication the wser credentials are werifed in the following onden

® Servers that match the realm of the user acoount, For exampls if the usermame was usen@veaim then the account wauld be verified againss each server for that
realm until & SLeosEs oF reject IS recsed,
= If a Server does not respond, then the nest sereer for the realm is tried.

Order | Emabled | Name .Typn Sarver Amalm
1 [s] Test Server Externad Database 100002 test W

1. Click on the Add Server button

Note: Only the first two screen shots differ for RADIUS and RadSec. For documentation purposes we
will document the different screenshots, then continue with the setup which is the same for
both RADIUS and RadSec from step 10 onwards



RADIUS Authentication Server

Add Authantication Jerver

Authentication Typs: | RADIUS |=]

Sarver:

I .

2. Enter the Hostname or IP Address of the RADIUS server.
3. Click on Next



Faimss: 10,1012
Autherbcation Type: RADIUS
Suppeart edurcam: q AuTherDeation fég ests Trom unknoem realms will be proxied 1o this senyer

Cperatian Mode: Fall Cver |

Primary RLADIUS sorver

Server 1P Address g2

Authertcation Part 1612
Praxy Arcounting:
ACCOUNTINE Poem: 1613

Seiran Corifinm:

Secondary RADIUS servor [Dptlanal)

Server |P Acdress

Authercation Port: 1B12
Proy Aroounting:
ACCOURTINE Dort 1813

Secrel: Confinm:

4. Enter the relevant settings in the fields provided -
e Support Eduroam - Check the box to enable Eduroam support.

« Operation Mode - Use the drop down menu to determine whether the two servers should
operate in failover mode or load balance mode.

Primary RADIUS Server

o Server IP Address - IP address of the server
« Authentication Port - Authentication Port number
e Proxy Accounting - Check the box to enable Proxy Accounting
e Accounting Port - Accounting Port number
e Secret - Enter and confirm the shared Secret
Secondary RADIUS Server (Optional)
« Server IP Address - IP address of the server
« Authentication Port - Authentication Port number

e Proxy Accounting - Check the box to enable Proxy Accounting



e Accounting Port - Accounting Port number
e Secret - Enter and confirm the shared Secret

5. Click on Next to continue and go to step 10.

RadSec Authentication Server

Aidd Authentication Server

Autharibabon Typs:  RadSec II

SRrvern

6. Enter the Hostname or IP Address of the RadSec server.
7. Click on Next



Add Authentication Torver

Mame

Aushentication Type: Radsac

SR eduraam: T authentication requests from unknown realms vil be proosed to this server

Primary Radiac servar

Sarven

Werifly 551 Cartifcate OW: [

Baitad Type

Authenticaton Part a3

Sacret:

PO ACCR MTING:

Failover RadSac servar [Optional)

Server:

Wenfy S5L Cartdfcats OM: [

Hadlec [ypes

Authenticaton Part a3

Seoret:

Pngay ACL N

10012

1010.1.2

TLS =

Confirme

TS =

Confirme

8. Enter the relevant settings in the fields provided -

Support Eduroam - Check the box to enable Eduroam support.

Primary RadSec Server

Server - Enter the hostname or IP address of the server
Verify Certificate CN - Enable this checkbox to enable verification
RadSec Type - From the drop down menu select TLS or DTLS as RadSec type

Authentication Port - Enter the Authentication port number (If Support Eduroam was selected
then this option will not be available)

Secret - Enter then confirm the shared secret (If Support Eduroam was selected then this option
will not be available)

Proxy Accounting - Check to enable proxy accounting

Fallover RadSec Server (Optional)

Server - Enter the hostname or IP address of the server

Verify Certificate CN - Enable this checkbox to enable verification



o RadSec Type - From the drop down menu select TLS or DTLS as RadSec type

e Authentication Port - Enter the Authentication port number (If Support Eduroam was selected
then this option will not be available)

o Secret - Enter then confirm the shared secret (If Support Eduroam was selected then this option
will not be available)

e Proxy Accounting - Check to enable proxy accounting

9. Click on Next to continue and go to step 10.

10. You should now see the screen below, the next steps are applicable to both RADIUS and RadSec
setup.

Add Authontication Sarier

Add attributes to reguest
These attributes will be ingscned ina RADILIS requests sant to this RADILS server,

vandor:  IETF |

Artiibute:  ACcess-Loop-Encapsulation "':

Value:

T N

« Vendor - Enter the relevant Vendor from the drop down list
« Authenticate with - Select the relevant username format

11. Now you can add any attributes you wish to inject into RADIUS requests sent to the RADIUS server
e Vendor - From the drop down menu select which vendor is required



o Attribute - Select an attribute from the drop down menu
e Value - Enter the required value
e Add AV Pair - Click to add your pairing to the list.

o Use the Buttons on the right hand side of your list to order your attributes, click on remove to
remove an attribute.

12. To add a mapping click on the add mapping link and create your rule as shown below.
cannection

e 10.10.9.2
Server Type: RADIUS
Serven 101012

Legin Paramatars

Resalr; aduroam
Autheritaiats with: e Und AT LSerETe
BLINGA MY LFRTaTe
# uremamefeduroam
AT

Enahle 5510 Mapping:

Attribute Mappings

The response from the external server is tested against each nule below in order. If a rule is matched the spedfied usage profile and account group are appled and guest
authensication sucieeds.

o f atiribute eguals |: 5ot usage profile to d and account group o _1'_-
2 ITna rules match | Bepct authentication | =
add mapping

13. Click Next to continue.



Add Authenticstion Surner

Phease select the Chcertificates that should be used tovalidate this server.

Claess 2 Public Primary Certification Authority

Clasg 3 Public Poifrary Certifoation Authority - G2 (¢ 1988 varifign, i, - For suthoriied uls nly VedS@n Trust Nebwork
DigiCarr High Assurants A3

DigiCert High Assurance EY Root CA

Ermtrust Certfication Authorfty - L1C

Entrustret Certificabom Sutharity [2048)

Errust et Saoune Sendar Cermification Authority

Equifax Serure Cenificate Autharoy

Ge0Trust Global CA

Thaste 0% 55L CA

TriawTe Pramium Server CA

Tharwte SGC CA

Wen5ign Class 3 Fulbhc Frimary Certfication Authoriy - G5
VerSign Clasd 3 Secure Server Ca- G2

VerniSign Class 3 Seoure Sender CA - Gi

ocahostlotaldaman [localhost] -

Upload Certificate: | Chocse FiR | wo file chasen m

14. Now select the CA certificates that should be used to validate your server, choose from the list
provided or upload a certificate using the Choose File option.

15. Click Next once complete.

16. You have now successfully added an authentication server for RADIUS/RadSec Eduroam support.

Configuring Authorization Policy

Authorization Policy enables you to give different authorization to users on different devices. For
example allowing users on corporate devices to access internal resources, while giving users on
personal devices less access to sensitive data — maybe allowing access only to the internet.

Administrators can add devices to a list using their MAC address as the identifier and then write a policy so
that upon a RADIUS authentication the system can assign a different authorization if the calling-station-id

(MAC Address) is in the admin defined list.



Adding an Authorization Policy

1. From the FortiConnect Administration Interface go to Network Access Policy --> Authorization
Policy as shown below.

Authorization Policy

Each Authorzation policy i3 checked in the following order. Airst matehed polioy = applied and no cther polices are checked.

| Cinder | blame | Bule Authorization Profle | Eralbed | Acticn
! Oefault | Applyprofie | Default o -]

2. Each Authorization Policy is checked in the order displayed on the screen, if no policies match then
the default policy will be applied

3. To add another Authorization Policy click on the Add button which will launch the Authorization
Rule Wizard and then click on Next.



RADIUS Authorization Rule Wiard

W Welcome

Welcome to the Authorization rule wizard
This wazand wall uide you through the SI8ps needed 1o create a RADILE sahanzaion rule,

Select Maxt to stan the wizard

4. Enter a Name and Description of your Rule as shown below.



RADIUS Autharization Rubs Wizard

¥ wekome Rule Name
W Details Mamae:
Coreditions Desoription:

5. You will then be required to enter all the conditions that need to be met, click on Next to do this.



RADIUS Autherizatian Rule Wizard

¥ weltams Rule Conditions
W Datails &l the concitions bablow must be mat for this nuk to match,
# Conditions

o faount-group egualto l Dwﬁultnmuwt&nupu

add Condaion

KT T

The Default Rule Condition will initially be displayed, this can be deleted or amended as necessary.
To create a new rule condition, click on the Add Condition link.

This will then display an attribute link, click on that to select the attribute for the rule as shown
below.



RADIUS Autharization Rubs Wizard

W Wekome Rule Conditions
V Lo Al the conditions Deebom musT b2 miet for this ke o masch,

& Conditons 3 .
] If ACcount-grosip  equal to 7| Dafault Accownt Group |= |

T iracoun

Type: Idemtity 3

Identity: | IDM Accounk Group | =

<tack B ner J e

9. From the drop down menu select the Attribute type and then choose from -
o RADIUS - Selecting RADIUS will then require you to enter Vendor and Attribute Types for your
rule condition

» Identity - Selecting Identity will then require you to select from an Account Group or a Group
Membership for your rule condition

o Time - Selecting Time will then require you to select Day Of Week or Time Of Day criteria for
your rule condition

* MDM - Selecting MDM will then require you to enter Vendor and Attribute Types for your rule
condition

10. Click on Set once complete.
11. Enter any remaining conditions you require then click on Next when complete.

12. You should now select an authorization profile you want to assign to the users/devices that matches
the authorization rule as shown below. Profiles can set up in Network Access Policy -->
Authorization Profiles.



RADIUS Autherizatiarn Rule Wizard

o Welcoms Policy

W' Dl Salect the profile that you want to assign To users/oevicss that match this autharization rule.
' Condtions Atiorc @ Assign Profile | pefauk E|

W Asmign Policy Mo access

IS TS

13. Select the appropriate Action :-
Assign Profile - from the drop down menu select the profile that matches the authorization

rule.
* No Access - select this to prevent users which match this policy from accessing the network

14. Click on Next to complete the Setup.



BADIUS Autharization Rubs Wisard

o wekcome RADIUS Authorization Rule Setup Complete

o Datals Vo have sucoessiuly complated the RADIUS autharization nle setup wizard,
\f Conditions

o Assign Palicy

Editing an Authorization Policy

1. From the FortiConnect Administration Interface go to Network Access Policy --> Authorization
Policy as shown below.



Authorization Policy

Each Authosization policy & chickad in the following order, Rrst matched policy & appkad and no other policies are checked,

Onder | Name Rule Autharization Profile | Enabled | Adien
1 Connect Bule  atcount-group eguals Default Account Growup and | Default o Iﬂ
arcount-proug eguals Default Arcount Group
| 2 Defaut Apply profile Defsult o} (<]

2. Click on the Edit icon to the right of the policy you wish to Edit.

3. Repeat steps 6 - 13 in the Add Authorization Policy section above to make your changes.

Deleting an Authorization Policy

1. From the FortiConnect Administration Interface go to Network Access Policy --> Authorization
Policy as shown below.



Authorization Policy

Each Authcoeization policy i checked in the following onder, Firss matched policy 5 applied and no other policies are checked,

| Codar | Mams Rule Autharization Profiie | Enabled | Acion
1 Connect Bule  atcount-grouwp eguals Default Account Group and | Default o I'ﬂ
arcouns-groun eguals Default Aroount Group
2 | Detaut Apply prafile | Default @ &

2. Click on the Bin icon to remove the profile you wish to delete.
3. Click on Yes to confirm.

Configuring Authorization Profiles

Authorization Profiles provide a way to give different levels of access to different accounts. For
example, to assign different RADIUS attributes, or to only allow access to users from certain IP address
ranges.

Once Authorization Profiles have been created, you must change the sponsor group to allow sponsors in
that group to be able to provision accounts in the appropriate role.

Adding Authorization Profiles

You can add a new Authorization Profile using the following steps.



1. From the administrationinterface, select Network Access Policy > Authorization Profiles as shown
below.

Authorization Profiles

|MameAY | Desoptiona¥ |
| Default Default authorization profie I |
. | | F‘aa{!lu‘f'Eﬁob >

2. Click the Add Profile button to add a new Profile.
3. From the Add Profile page as shown below, enter the name for a new Authorization Profile.



Portal Setwp Wirard

W wislcome Fortal Pages
w' Portal Mame
Specify which pages your portal should hawve enabled and at what stage they should be available.
w' Portal Themea

& Portal Settings

Portal Policy Displayead imn meanu

Fage

I Pre-fuchenticacion Posc-Authentication
Login =
Fassweord Change
Self Service o b
Device Regisoration
Credit Card Eilling
Suwccessful Aucthentication b

Walcome Back
Smart Connect

PRiS Billing

SAccess without Login
Passweord Recowery
by Account

Help

Walcome

Session Management

Allows user to cloze existing sessions when the conourrent session limit is exceeded:

WWiFi Marketing Integration

Emnable WiFi fMarketing Integration:

Logout Options

Enable Logout Buttor: by

Enable Logout Pop-up windowe:

4. Enter a Profile Name and its Description in the fields provided.

5. Click the Add Profile button to add the guest role. You can now edit the settings for the new guest
role as described in Editing Authorization Profiles.

Editing Authorization Profiles

The following steps describe how to edit the profiles.

1. From the administration interface, select Network Access Policy > Authorization Profiles from the
left hand menu.



Authorization Profiles

. : I
AR 10 per page [+ E

Mame & ¥ Desoription & %

awth Profile Ong | Test w

Default Default authorization prafie w
i Page1of1 E| G

Add Profile

2. Select the profile you wish to edit and click the underlined name of that profile as shown above to
bring up the Edit Profiles page. From there you can edit the following attributes:

Edit RADIUS Attributes
Edit Locations

Edit Notification Settings
Edit Device Restrictions
Edit Auto MAC Registration

RADIUS Attributes

If a User authenticates using a RADIUS client device such as a Wireless LAN controller, then for each role
you can specify additional RADIUS attributes that are sent upon successful authentication.

1. From the administrationinterface, select Network Access Policy > Authorization Profiles and click
the underlined name of that role you want to edit.

2. Select RADIUS Attributes from the tab at the top of the page as shown below.



Authorization Profiles: Auth Profile One

RADIUE Attributes Locations  Wotfication Settings  Devios Restrictions  Auto MAC Regiration

Vendor  IETF B
Attribute;  Acoess-Loop-Encapsulstion =

Malue

From the drop down menu select the appropriate Vendor from the list.

If the selected Vendor has been successfully highlighted in step 3, then the Attribute field will auto-
populate with the appropriate Attributes for that Vendor, select the desired Attribute from the drop
down menu.

Enter the Value in the field provided.

Click on Add AV Pair

If you need to re-order the attributes that are sent, use the Move up and Move down buttons.
Click the Save button to save the RADIUS Attributes.

@ N o o

Locations

If a User authenticates uses a RADIUS client device such as a Wireless LAN Controller, you can specify
from which IP address ranges the User is allowed to authenticate for each profile. This enables you to
specify profiles based upon location so that Users assigned to a specific profile can only login from
locations that you specify.

1. From the administrationinterface, select Network Access Policy > Authorization Profiles and click
the underlined name of that profile you want to edit.

2. Click the Locations tab as shown below.



Authorization Profiles: Auth Profile One

RADIUS Attributes  Locations  Motification Settings  Device Restrictions  Auto MAC Registration

Locations anly apply 1o RADIUS Authentcation

I Metwark Address: ¥ &|

P Metwork Addrass: ! hd

s acaon] coc |

3. Enter each Network Address and select the appropriate prefix length from the dropdown menu.
Only valid Network Addresses will be accepted—host addresses must be specified using a /32 prefix
length.

If your network uses IPv6 networking addresses then please use the section provided.
Click the Add Location button to add the Network Address.

Note: When you add a profile, the location 0.0.0.0/0 is automatically added. This means that the
profile is valid from any IP address. If you want to restrict to other IP address ranges you must
remove this address.

Note: Locations only apply to Users authenticating through RADIUS clients such as the Wireless LAN
Controller.

Note: Thisonly works when the RADIUS Client sends the Users IP address in the RADIUS authentication.
The IP address must be contained in the Framed-IP-Address attribute.

Notification Settings

Admin can configure the User Profile to send an Email and SMS notification after a User first logs on and to
also send an expiry notification before a User Account expires.

1. From the FortiConnect administration interface, go to Network Access Policy --> Authorization
Profiles and click on the Notification Settings tab as shown below.



Authorization Profiles: Auth Prafile One

RADILS attributes Locatons Motiflcation Settimgs  Device Restrictions  Auto MAC Registration

SMIS Email
A% Login: ] ¥
Minutes since last logine
Expiry: - ¥
MinLtes before xping:

Language Template: English |{Defaulty |

2. To enable an SMS Notification At Login, place a check in the Enable box and then specify how often
you wish to send notifications. Leave blank to send an SMS at every login

3. To enable Email Notification At Login, place a check in the Enable box and then specify how often
you wish to send notifications. Leave blank to send an email at every login

4. To enable an SMS Notification before Expiry, place a check in the Enable box and specify how many
minutes before a Guest Account expires before an SMS is sent.

5. To enable an Email Notification before Expiry, place a checkin the Enable box and specify how many
minutes before a Guest Account expires before an Email is sent.

6. From the drop down menu select the Language Template you wish to use (Only used for login
notifications)

7. Click on Save to continue.

Device Restrictions
Admin can configure the User Profile to place Device Restrictions when a User logs in.

1. From the FortiConnect administration interface, go to Network Access Policy --> Authorization
Profiles and click on the Device Restrictions tab as shown below.



Authorization Profiles: Auth Profile One

RADIUS Attributes  Lodations  Maotffication Settings  Davico Reserictisns  Auto MAC Registration

Allow Login with: different deviges
Restrict login with device to accountz) within |0 bays [z

2. To allow login with different devices, enter the number of different devices you wish to allow in
the Allow to Login with field.

3. To restrict login with a device to a certain amount of accounts within a specific time period, enter
the number of accounts in the Restrict login with device to field, then use the field and drop down
menu to select the amount of years, days, hours or minutes.

4. Click Save once complete.

Auto MAC Registration

Admin can enable this setting to register MAC addresses, so that when a device is used to login it is
remembered on the network.

1. From the FortiConnect administration interface, go to Network Access Policy --> Authorization
Profiles and click on the Auto MAC Registration tab as shown below.

Authorization Profiles: Auth Prafile One

RADILS aztributes  Locations  Motfication Settings  Dewice Restrictions  Auto MAC Rogistration

ﬂ W enabled. 3 device a{opunt |5 automatically Created for a users device when they login via 3 pomal,
Automatic device registration is subject to the imit set in Pobcy Seitings = Aorount Groy o

Enahle:

If this is enabled, a device account is automatically created for a Users device when they login via a
portal. Automatic device registration is subject to the limit set in Policy Settings --> Account Groups



To enable Auto MAC Registration place a check in the Enable check box.

From the Account Group drop down menu, select the Account Group used to create the device
account.

4. From the Usage Profile drop down menu, select the Usage Profile used to create the device
account.

5. Click on Save once complete.

Configuring RADIUS Attribute Placeholders

You can dynamically change the RADIUS attributes returned on authentication. These attributes are set by
the authorisation profiles on device configuration.

You can add, edit and delete the RADIUS placeholder attributes under the Network Access Policy.

Navigate to Network Access Policy > Radius Attribute Placeholders > Add Radius Placeholder Attribute to add
new RADIUS placeholders.

O Radius Attribute Placeholder

Placeholder

NETWORK ACCESS POL

L. Authentication Policy NS SAMPLE_PLACEHOLDERS

.. Autharization Policy

. Authorization Profiles Description: RADIUS Placeholders

Radlus Attribute Place User Property: | Account Group ¥

The RADIUS placeholder is added. In the Mappings tab create any number of mappings for the placeholder.



Radius Placeholder Mappings

Mappings saved

Placeholder Mappings

Add Radius Placeholder Mapping

Match Value:

Replacement Value:

Add
owing 0 10 perpage Y BG
Match Value &4 ¥ | Replacement & ¥
Match Matchl lIIl
MatchAB Match3 lIIl

[||4| Pagel1of1 ¥ r M

From the list displayed, you can delete or edit any placeholder. Click on the placeholder name to edit the
placeholder or the mappings.

= Radius Attribute Placeholders
HOME

NETWORK ACCESS POL owing 1-2 of 2 RURSSCEEM €
. Name & ¥ Description & ¥ User Property 4 ¥
i Authentication Policy
i S 3 SAMPLE PLACEHOLDERS | RADIUS Placeholders | accountGroup ]
b Mutherization Policy
i TEST tast realm ]
.. Authorization Profiles
I4||4| Page10of1 ¥ > M|

i Radius Attribute Place

]
Add Radius Attribute Placeholder




User Policy Settings

Organizations commonly have policies in place for creating accounts for their internal users and
systems, such as the format or length of the username and/or complexity of password. FortiConnect
allows you to configure username and password creation policies to match your organization’s policy or
to create a policy specific to User’s accounts.

Usage Profiles allow you to provide different levels of access to different User accounts (for example,
to assign different RADIUS attributes, or to only allow access to guests from certain IP address ranges).

This chapter describes the following:

Setting Username Policy
Setting Password Policy
Setting Guest Details Policy
Configuring Usage Profiles

Adding Account Groups

Currency Denomination for Access Codes

Configuring Username Policy

The Username Policy determines how to create user names for all accounts.

1. From the administration interface, select Policy Settings > Guest Usernames as shown below and
click in the Standard Accounts tab.



Guest Usernames

Standard Accounts  Random ACCounts

0 These settings camtrol vsername pobcy for standard account creation

Usarmame Prafoc

Email address as usernama

@ Emal ackdress as usemamse

Create Usernarme VWitth Case:  Case entered by sponsor =

Craata usernams basad on first and last namas

Create username based on first and Last names

Crieati randem usernama

Create randam usernams

2. Username Prefix - All generated usernames will be prefixed with any text/number entered.

3. Choose one of the username policy options for creating the user name for your user accounts:

Username Policy 1 - Email address as username

Use the users email address as the username. If an overlapping account with the same email address
exists, a random number is added to the end of the email address to make the username unique.
Overlapping accounts are accounts that have the same email address and are valid for an overlapping
period of time.

With the Create Username With Case option, you can determine the case of the username created by
the sponsor:

Case entered by sponsor—The username remains in the same case set by the sponsor.
UPPERCASE—The username is forced into uppercase after being set by the sponsor.

lowercase—The username is forced into lowercase after being set by the sponsor.

Username Policy 2 - Create username based on first and last names



Create a username based on combining the first name and last name of the User. You can set a Minimum
username length for this username from 1 to 20 characters (default is 8). Usernames shorter than the
minimum length are padded up to the minimum specified length with a random number.

With the Create Username With Case option, you can determine the case of the username created by
the sponsor:

+ Case entered by sponsor—The username remains in the same case set by the sponsor.
» UPPERCASE—The username is forced into uppercase after being set by the sponsor.

+ lowercase—The username is forced into lowercase after being set by the sponsor.

e Username Policy 3 - Create random username

Create a username based upon a random mixture of Alphabetic, Numeric or Other characters. Insert the
characters to be included in the randomly generated Username, and select and the number to use from
each set of characters.

Note: The total length of the username is determined by the total number of characters included.

Sponsor specified username

@  Sponsor specified username

Minimum username length: 5 -

Set Policy Cancel

+ Username Policy 4 - Sponsor Specified username

Sponsors can create a username at account creation, click on the dropdown menu and select the
minimum username length the sponsor must use.

4. When done, click Set Policy to have the username policy take effect.
To set a policy for Random Bulk Account creation click on the Random Accounts Tab as shown below.

Determine your random account creation policy using the fields provided.



Guest Usernames

Standard Accounts  Randarm Accouwnts

q These settings control usemame policy for multiple random account creation

Username Frefic

alphabetic chara P abcdefghikimnoporstusssocyzABC DEFGHIIL MM OFQRSTUNWIOE

UMb U0 i e 6 [=]

Numeric characters to include; 0 23436789
Mumbser to iIndude: 1 iT
Other characters to indude BT HIRE -7

M besr D0 induss

i |=
=

Create username based on the above prefic followed by a sequental rumber: |

Configuring Password Policy

The Password Policy determines how to create the password for all User accounts.

1. From the administration interface, select Policy Settings > Guest Passwords as shown below.



Guest Passwords

L These settings control password palicy for standard acoount creatian
Allaw sponsor to change passward:
Auta penerated password

& Ayt generated passeord
Fazsword case: Mlined T|

Alphabetic tharacers 1o inchude: abcdefghijkimnaporstuwonyz

Mumbs b induds & [=]

Mumerkc characters to inchude:  334567g9

Mumbser to inouce: rd T

Other charadters o induds Al mi[|(jiEe- o,
Mumbss to induds: o [=

Sponsor specified password

Sponsor specified password

| setroicy Jcancel

Check the Allow sponsor to change password box if you wish to allow sponsors to do this.

From the Password case drop down menu select whether the password that is generated will have
a mixed, lowercase or uppercase character base.

4. In the Alphabetic Characters section, enter the characters to be used in the password and the
number to be included.

5. In the Numeric Characters section, enter the numerals to be used in the password and the number
to be included.

6. In the Other Characters section, enter the special characters to be used in the password and the
number to be included.

7. You may also allow the sponsor to specify the password. If you wish to select this option, place a
check in the Sponsor specified password section and using the drop down menu choose the
minimum number of characters a sponsor should use when creating a passwordfor the User.

Note: For passwords, use only the following characters for the “Other Characters” field: !$"&*()-
_=+[I{};:@#-,>?



8. Click the Set Policy button to save the settings.

Note: The total length of the password is determined by the total number of characters included. You
can choose between 0 and 20 characters per type (alphabetic, numeric, or other).

Configuring Account Details Policy

The Guest Details policy determines the data the sponsor needs to enter to create a User account.

1. From the administration interface, select Policy Settings > Guest Details as shown below.

Guest Details

Standard Fields

First Name  popyired -
LastMame! popuired -

Compamy=  Reguired | =

Moile: Options =
Additional Fields

The text for additional fields is defined in the Language Templates section

Dption 1: | Unused rl
Option 2: | Unused 'r|
Opsion 3: | Unused TI
Opsion4: | Unused T|

Option 5 Unused _'|

2. You can specify one of three settings for each requirement:

» Required—If a field is set to required it is displayed on the Create Guest Account page and it is
mandatory for the sponsor to complete.

« Optional—If a field is set to optional it is displayed on the Create Guest Account page. However



the sponsor can choose not to complete the field.

« Unused—If a field is set to unused then it is not displayed on the Create Guest Account page and
no value is required.

3. Click the Save Settings button to save the guest details policy.

Note: There are five Additional Fields that you can use to add any additional information that you
require sponsors to fill out when creating guest accounts. These are described on the Guest
Details page as Option 1 through Option 5. If you want to use these fields, Fortinet recommends
customizing the text that is shown to the sponsor by editing the templates as described in User
Interface Templates.

Configuring Usage Profiles

Usage Profiles provide a way to give levels of time access to different User accounts, or, also a level of
Data Usage. For example, you can assignh a usage profile that allows access during a working week day
and not on a weekend.

Once Usage profiles are created, you must change the sponsor user group to allow sponsors in that group
to be able to provision accounts to the appropriate usage profiles created.

You can add a new usage profile using the following steps.

1. From the administration interface, select Policy Settings > Usage Profiles as shown below.



Mame | Destription | Accourt Type | Timezone |

12Hours 12 hours vsage from fisst login |~ From Arst Login |~ America/Los_angeles 1]
1 Hour 1 haur usage from first login From Frst Lagin | AmericasLos_Angeles [ ]
Jd4Hours 24 hours usage from first login |~ From Arst Login© Amenica/Los_Angeles o
& Hourg & hours usage from firstlogin -~ From Frst Lagin | America/Los_Angeles o
default  Defsult ime profile Start End americaiLos_Angeles I
Unlireted | Urlimited time prafile Unlirmited | AmericalLos_Anpeles | '

2. Click the Add button to add a new Usage Profile.

3. From the Usage Profile page as shown below, Click on the Time Usage tab and type the Name and
Description of the new time profile.



Usage Profile:

Time Usage Time Aestrichons  Data Usage

Mame:

Descripiion:

Time zone: America’Los_Angeles ::
Acoount Type: Start End [=]
Expire if inactive for. Days  [=]

4. From the Timezone dropdown menu, specify the timezone for which any Account Restrictions will

apply.

5. From the Account Type dropdown menu, you can choose one of the predefined options.

Start End—Allows sponsors to define start and end times for account durations.

From First Login—Allows sponsors to define a length of time for User access from their first
login.

From Creation - Allows sponsors to define a length of time for User access from the moment of
account creation.

Time Used—Allows sponsors to create a time period during which the User can login. For
example, account can be valid for 2 hours and usable for any time within 24 hours from first
login.

Unlimited - Unlimited time profiles

6. Expire if inactive for - Allows the admin to specify the time period after which an account with
this usage profile should be considered inactive.

Note: When creating an account type of Time Used, you may also repeat the time used as many times
as you require by entering an amount into the Repeat Field, as shown below



Tlme Usage Time Restrictions  Data Usage

Mama:

Description:

Time pone: Amencallos_Angeles |T

Arccournt Typsc Time Ussd LI

Duration: 0 Hours [=] within |0 Hours (=]
Repeat: 0 e times (ends after O howrs)

Expire Finactive for Diarys 3

7. Once you have selected your account type, click on Save.
8. Next, click on the Time Restrictions tab as shown below.

Usage Profile: test

Time Usage Time Restrictions Data Usage

Guests cannot login or will be logged out during these periods

Mo current restrictions for this profile

.Mc:n-da:.- |:| oo z] |:||:||;|. 23] s9[z] @

9. Once a Time Profile is created, you can implement Account Restrictions in the Time Restrictions
section. Use the dropdown menus to select the days and time you wish to restrict guest access to
and from. Once a time criteria is complete, click Add, then create the next restriction.

10. Depending on the Account Type selected, enter the duration in the following fields:
o Start End—Allows sponsors to define start and end times for account durations; therefore, no
duration is necessary.



From First Login—Allows sponsors to define a length of time for User access from their first
login. Duration in days is required.

From Creation - Allows sponsors to define a length of time for User access from the moment of
account creation.

Time Used—Allows sponsors to create a time period during which the User can login. For
example account can be valid for 2 hours and usable for any time within 24 hours from first
login. You need to specify how long the sponsor can allocate a User account for, and the time
frame in which it must end.

Unlimited - No action necessary.

Click the Save button to save.

11. Next Click on the Data Usage tab as shown below.

Usage Profile: test

Time Usage Time Restrictions Data Usage

Accounts will be expired when the first limit is reached

Data Up: 0 KB EI
Data Down: 0 KB EI
Total Up & Down: | KB E|

oo ] o

12. You can also add Data Usage restriction to your Usage Profiles.

13. From the drop down menus, determine whether to apply the following -

Data Up - Apply a Data Usage up restriction to your profile, use the drop down menu to
determine whether it be in KB, MB or GB.

Data Down - Apply a Data Usage down restriction to your profile, use the drop down menu to
determine whether it be in KB, MB or GB.

Total Up & Down - Apply a Total Data Usage restriction to your profile, use the drop down menu
to determine whether it be in KB, MB or GB.

14. Click on Save once complete.



Editing Usage Profiles

The following steps describe how to edit Usage Profiles.

1. From the administration interface, select Policy Settings > Usage Profiles from the left hand menu.

Usage Profiles

Mame Description Account Type Timezone

12 Hours 12 hours usage from first login~ From First Login~ America/Los_Angeles [ ]
1 Hour 1 hour usage from first login From First Login ~ America/Los_Angeles .
24Hours 24 hours usage from first login~ From First Login©~ Amenca/Los_Angeles [ |
& Hours 6 hours usage from first login From First Login ~ America/Los_Angeles v
default Default time profile Start End America/Los_Angeles [ |
test test Start End AmericalLos_Angeles [ ]

| Unlimited | Unlimited time profile Unlimited America/Los_Angeles | | |

2. Select the usage profile you wish to edit and click the underlined name of that profile as shown
above.

3. Repeat the steps in the Adding a Usage Profile section above to make the necessary amendments.

Deleting Time Profiles

The following steps describe how to delete Usage Profiles.

1. From the administration interface, select Policy Settings > Usage Profiles from the left hand menu.



Usage Profiles

Mame | Description | Account Type | Timezone |

12 Hours = 12 hours usage from first login = From First Login =~ America/Los_Angeles U]
1 Hour 1 hour usage from first login From First Login ~ America/Los_Angeles L]
24Hours 24 hours usage from first login ~ From First Login = America/Los_Angeles o
& Hours 6 hours usage from first login Fram First Login AmaricalLos_Angeles U
default Default time profile Start End AmericalLos_Angeles 1]
test test Start End Amearicallos_Angeles o
Unlimited = Unlimited time profile Unlimited America/Los_Angeles 1]

Add

2. From the Usage Profiles page as shown above, choose the profile you wish to delete and click the
dustbin icon.

3. Confirm the deletion when prompted.

Configuring Account Groups

Account Groups are used to group User & device accounts and are assigned at the point of account
creation. If no additional account groups are created, User & device accounts will be assigned to the
default account group.

In previous versions of FortiConnect, User and device accounts could be assigned an authorization
profile at creation. This is no longer the case and instead we assign an account group to the User or
device account.

An Authorization Profile will be assigned via the Authorization Policy which may reference an Account
Group as part of its mapping criteria.



From the FortiConnect Administration Interface go to Policy Settings --> Account Groups as shown
below.

Account Groups

Q Guest (user) & device accounts will be assigned to an account group on creation.

LR B RSN 10 per page ﬂ E
Group Name & ¥ Description & ¥

Default Account Group | Default Account Group o

| Page!aHlEHG_o] e[ M

Add

1. By default User and device accounts will be assigned to the Default Account Group, to add another
group click on the Add button.



Add Account Group

Details

Mama:

Detenpltion:

Authentication Settings

Macormum Concunment Connections

Sarmium Faded Aurhentications: I

Allow Passward Changs:

Require Passward Change:

Guest Portal Dévice Registration Limit

Mamimium Number Of Different Devices:

2. Edit the fields as required -

Name - Enter the name of your group
Description - Enter the group description

Maximum Concurrent Connections - Enter the maximum amount of concurrent connections
allowed

Maximum Failed Authentications - Enter the maximum amount of failed authentications
allowed

Allow Password Change - Check box to allow passwords to be changed

Require Password Change - Check box to require passwords be changed (applies to accounts
create on FortiConnect only)

Maximum Number Of Different Devices - Specify the maximum number of different devices a
user can register

3. Click on Save once complete

Editing Account Groups

From the FortiConnect Administration Interface go to Policy Settings --> Account Groups as shown

below.



Account Groups

ﬂ Guest (user) & device accounts will be assigned to an account group on reation.

Sl A RN E N 10 per page u a

Group Name & ¥ Description & ¥

Default Account Group = Default Account Group '

4| 4 Fage1uf1E|¢o| E b

1. Click on the Group Name of the group you wish to edit.
2. Edit the fields as required -

Name - Enter the name of your group
Description - Enter the group description

Maximum Concurrent Connections - Enter the maximum amount of concurrent connections
allowed

Maximum Failed Authentications - Enter the maximum amount of failed authentications
allowed

Allow Password Change - Check box to allow passwords to be changed
Require Password Change - Check box to require passwords be changed

Maximum Number Of Different Devices - Specify the maximum number of different devices
allowed to be registered.

3. Click on Save once complete.

Deleting Account Groups



From the FortiConnect Administration Interface go to Policy Settings --> Account Groups as shown
below.

Account Groups

Q Guest (user) & device accounts will be assigned to an account group on creation.

LR B RSN 10 per page ﬂ E
Group Name & ¥ Description & ¥

Default Account Group | Default Account Group o

| Page!aHlEHG_o] e[ M

Add

1. Click on the Bin Icon of the group you wish to delete.
2. Click on Ok to delete.






Managing Devices

This chapter describes the following:

Overview

Adding RADIUS Clients

Editing RADIUS Clients

Deleting RADIUS Clients

Support Syslog for RADIUS accounting

Configuring RADIUS Clients

Remote Authentication Dial In User Service (RADIUS) is an AAA (authentication, authorization and
accounting) protocol. FortiConnect uses the RADIUS protocol to authenticate and audit Users who login
through RADIUS-capable network enforcement devices, such as Wireless LAN Controllers.

When a User authenticates against a RADIUS client, such as a Wireless LAN Controller, the RADIUS client
performs a RADIUS authentication check with FortiConnect to validate whether the credentials supplied
by the user/device are valid. If the User authentication is successful, FortiConnect returns a message
stating that the user is valid and the duration of time remaining before the user session expires. The
RADIUS client must honour the session-timeout attribute to remove the User when the account time
expires (unless the account is unlimited).

Note: The Wireless LAN Controller needs to be specifically configured to Allow AAA Override. This
enables it to honour the session-timeout attribute returned to it by FortiConnect.

In addition to authentication, the RADIUS client device reports details to FortiConnect, such as the time
the session started, time session ended, user IP address, and so on. This information is transported over
the RADIUS Accounting protocol.

TIP - If there is a Firewall between FortiConnect and the RADIUS client, you need to allow traffic from
UDP Port 1812 or 1645(RADIUS authentication) and UDP Port 1813 or 1646 (RADIUS accounting) to pass.

Note: The Debug button under Devices > RADIUS Clients turns the RADIUS server on in debugging mode.
This enables detailed debug information to be viewed under Server > System Logs > Support Logs.
See Support Logs for additional details.



Adding RADIUS Clients

1. From the administration interface, select Devices > RADIUS Clients from the left hand menu.

2. Before adding a RADIUS client you can determine whether you wish RADIUS authentication to be
performed in a case sensitive or insensitive manner as show in the screen shot below. From the drop
down menu in the RADIUS Authentication section, select the option you wish authenticate the
RADIUS username in.

3. In the RADIUS Clients page as shown below, click the Add RADIUS Client button to add a RADIUS
client.

RADIUS Clients

BADIUS Chients

Mame Dweine Typ= Deseription
M RADILIS Cliants defined

Add RADILS Cliens|

FADIUS Debug

RADNLIS Support logs cam be found in Beporms & Lops * System LOps * Suppait Logs

RADHLIS Is running normialhy,

Restart RADIUS mn Debug

BADIUS Auchanticatian

This satting controls whether AADIUS authentication i parfarmied in 3 case senstive or Insen sitha manner.

AADIUS username i3 Case sensitive 3

4. In the Add RADIUS page, click on the Client tab as shown below, type a descriptive Name for the
RADIUS client.



RADILUS Clients

Client Attributes SNMP  MAC Authentication  RadSec Authentication

Marre

Davice IF Address f Prefix Langth:

Secrel  resaseress Confirm:
Type: Meru S0 6.0 & Later '

Description:

Change-af-Authorization

Use COw;

In Name - Type the name of the RADIUS Client

In Device IP Address / Prefix Length- Type the IP Address / Prefix Length of the RADIUS client, if
you do not know the Prefix Length, the FortiConnect will automatically enter this for you. This
needs to match the IP address from which the RADIUS request is originated.

7. Type a shared Secret for the RADIUS client. This must match the shared secret specified in the
configuration of the RADIUS client.

Retype the shared secret in the Confirm field.

From the Type drop down menu select the type or vendor of the RADIUS client, if you select
Fortinet, an extra tab will appear at the end of the set of tabs on the screen called Automatic
Setup, for details on this screen goto step 22 for details on how to configure the options within.

Note: If selecting Generic Radius Device an Guest Portal along the top will appear, see step 18 for
details on this.

Note: Depending on the Type of Radius Device you select, the options on this screen may differ
slightly.

10. Type a Description of the client and any other information needed.

11. To turn on the use of Change-of-Authorization then place a check in the Use COA box.

12. Click the Save Button and the system will automatically restart and save the settings. Please wait
whilst this occurs.

13. If you want the RADIUS client to send any additional attributes upon successful authentication, click
on the Attributes tab as shown in the figure below.



RADIUS Clients

Cient  Attributes SNMP  MAC Authentication  RadSec Authentication  Autormnatic Setup

vendor: | IETF =]
Artribute: | Access-Loop-EncapsLiation =]
Wl

14. You can use the drop down menus to select :
* Vendor - A list of predefined Vendors are available using the drop down menu.

o Attribute - A list of predefined Attributes will appear depending on what Vendor you selected,
use the drop down menu to select the appropriate one.

e Value - Enter the appropriate value in the field provided.

15. Click on the Add AV Pair button to add attribute and value pair to the table below.

« If you want to remove an attribute, select the attribute from the table and click the Remove
button.

o Use the Move up and Move down buttons to change the order of the RADIUS attributes as they
are sent in the RADIUS Accept Message.

16. Click the Save Button and the system will automatically restart and save the settings. Please wait
whilst this occurs.

Note: FortiConnect supports TLS, PAP, CHAP, PEAP-MSCHAPv2 and PEAP-GTC in RADIUS Authentication

Note: SNMP is used for recording the Framed-IP-Address of the guest when the RADIUS client does not
set this in RADIUS accounting messages. You do not need to set this if the device sets it correctly.



17. To set this click on the SNMP tab as shown in the figure below

RADIUS Clients

Chent  Attributes SMBIP  MAC suthentication  RadSec Authentication  Automatic Setup

SMMIP i used Tor recording the Framed-IR-Address of the pusst whien the RADIUE chant diss Aot 521 ths in RADIUS a0counting messages,
fou da not need to enable this if the devicos sets it comecthy.

Emalile: Ll

Alnarnative SHMP device 1P Address:

Wersiar: LE] EI

Authentication Protock A0k} EI

Authentication Username:

Authentication Passphrass; Confirm:
Privacy Protoood DES :""
Privacy Passphrase; Cornfirm:
Seurity Type Authentication | =

[ sve ] Concel ]

18. Place a check in the enable check box.
« Version - Select the correct version number from the drop down box.

» Read Community - Enter the read community string.
» Authentication Protocol - Select the correct authentication protocol from the drop down box.
» Authentication Username - Enter the authentication username.

« Authentication Passphrase - Enter the authentication passphrase and confirm it in the field
provided.

o Privacy Protocol - Select the correct privacy protocol from the drop down menu provided.
« Privacy Passphrase - Enter the privacy passphrase and confirm it in the field provided.

o Security Type - Select the correct security type from the drop down menu provided.

Click the Save button and the system will automatically restart and save the settings. Please wait whilst
this occurs.

To set up and enable MAC Authentication, click on the MAC Authentication tab as shown below.



RADIUS Clients

Client  Amributes SMMP MAC Authantication RadSe Authentcation Automati Semup

Enatle MAC authentization: 7
User-Mams attriouts contains: Chant MAC Address .:_
User-Passvword attribute contairg:  Shared Secret =4

Sarvice-Typa attribute contain: Lagindlsar |=

5o o |

Note: MAC Auth settings depend on what the controller sends when it does a MAC Auth request

19. Place a check in the Enable MAC authentication check box :-

o User-Name attribute contains - From the drop down menu select whether the User Name
attribute contains Client MAC Address, Shared Secret, whether its Not Present, or Don’t
Check.

« User-Password attribute contains - From the drop down menu select whether the User

Password attribute contains Client MAC Address, Shared Secret, whether its Not Present, or

Don’t Check.

« Service-Type attribute contains - From the drop down menu select whether the Service Type

attribute should contain the Login User, Call Check, or Don’t Check.
20. Click on Save once complete.
21. When creating certain client of 'Type' the tab below is shown



RADIUS Clients

Cient  Attributes  SKMP  MAC Authenbication  AadSec Authentication  Guest Portal

These settings abow the AADIUS dient to interfate with a guest portal,

Methiod:

Logim URL:

posT (=]

LHar T ragquest key:

Password request ket

Aedrachan requast key:

Custom Login Parameters:

Lagowi URL:

Custoem LOBout Parameters;

The setting on the tab can allow a generic RADIUS client to interface with a Portal by providing
login/logout parameters and request keys

Enter the relevant settings to allow the RADIUS client to interface with a Portal :

Method - Choose the HTTP method with which forms are submitted to the Generic RADIUS
device.

Login URL - Enter the URL used to login users to the device

Username request key - Enter the username key, this normally corresponds to the name of the
HTML element that takes the username.

Password request key - Enter the password key

Redirection request key - Enter the redirect key

Custom Login Parameters - Enter any custom login parameters the device may require.
Logout URL - Enter the URL used to logout users on the device.

Custom Logout Parameters - Enter any custom logout parameters the device may require.

Click on the Save button once completed.

22. If you are adding RADIUS for authentication with a Fortinet Controller you will see the tab as shown

below.



RADIUS Clients

£, Tha Meru Cannect Is using a salf-signed S5L centificate, you may get certticate wamings an your dients when they attamps to authemticate

Cient Aftrnbutes ShP  MAL Authenbcaton RadSes Authentication Altomatic Setup

bderu Connect Address: §2.1p8.15720
Device P Address 101042
A USET Namse

Admin Password: 00 sseeases
Configure RADIUS profikes: J

St Caphive Portsl RADIVS profles |

St Captive Portal External LIRL: 4

Configure Qob RAules: o

Wirite Changes (o staru p-oondig

Setup Contraller

23. Within this tab you can automate several configuration steps between FortiConnect and the
Fortinet Controller. Steps you previously took when setting up the client and SNMP will also be
automated once you click on the Setup Controller button :-

FortiConnect Address - Enter the IP Address of FortiConnect (should match the SSL cert
common name)

Device IP Address - Enter the IP Address of the controller, this can be IP address or FQDN
Admin User Name - Enter the admin user name for the controller
Admin Password - Enter the admin password for the controller

Configure RADIUS Profiles - Check the box to Configure RADIUS profiles for authentication and
account

Set Captive portal RADIUS profiles - Check the box to set captive portal RADIUS profiles

Set Captive portal mode - Check the box to set the captive portal mode to customized
Configure QOS Rules - Check the box to configure Pre Authentication QoS Rules

Transfer Pages to Controller - Check the box to transfer portal redirection pages to controller

Write changes to startup-config- Check the box to write changes to startup config.

24. Click on the Setup Controller button to apply the selection confirmation to the controller.

25. Click on the Download portal pages link for manual upload to the RADIUS client



Note: System Director 6.0 & Later - for versions of System Director 6.0 and later we configure the
Captive Portal External URL with a redirection URL pointing to FortiConnect. Also, Automatic
Setup no longer requires you to Transfer Custom Portal Pages from FortiConnect to the
controller, Set the Captive Portal Mode to Customized and Set the Captive Portal Authentication
Method to Internal as shown in the screenshot below.

192.168.137.20
Idenbity Manager Address:
Davice P Address: 10,10, 10.1
Admin user nams:

Admin Password:

Configure RADIUS profiles: ¥
Set Capbrve Portal RADIUS 7
profiles:

Set Captive Portal External URL: +
Configure QoS Fules: +

Write changes to startup-config:

Setup Contraller

RadSec Authentication

The main focus of RadSec is to provide a means to secure the communication between RADIUS/TCP
peers on the transport layer. The most important use of RadSec lies in roaming environments where
RADIUS packets need to be transferred through different administrative domains and untrusted,
potentially hostile networks. An example for a world-wide roaming environment that uses RadSec to
secure communication is Eduroam of which FortiConnect supports (see Network Access Policy section
for Eduroam)

To enable RadSec Authentication on your RADIUS client go to Devices --> RADIUS Clients and click on
the RadSec Authentication tab as shown below.



RADIUS Clients

Clisnt  Aftributes SMMP  MAC Authenticstion RadSec Authentication Automsbe Sstup

Enable Rad5ec &
Rad3ec Type: TS =]

Warify S5 Camificats Common M

. Click the Enable RadSec checkbox to enable RadSec
From the RadSec Type dropdown menu, select TLS or DTLS as your RadSec type.

Enter the RADIUS Client Hostname in the field provided.

1
2
3. Click the Verify SSL Certificate Common Name checkbox to enable verification.
4
5. Click Save to continue.

Editing RADIUS Clients

1. From the administration interface, select Devices > RADIUS Clients from the left hand menu.

2. In the RADIUS Clients page as shown below, select the RADIUS client from the list you wish to edit
and click the underlined name of that client.



RADIUS Clients

RADIUE Clianes

Name Device Type | Descrigtion
BADIE T  T0O01.2/32 Meru SD &0 ELater RADNS 1 .

Add RADIUS Chent

RADIUE Debug

RADIUS Support lags can be fownd in 3

RADIUS i running noemmally.

Aastart RADILES in Debisg

RADIUS Authentication

This seming conrols whether RADILIS authentication is performed in 2 case Sensitiee OF inSensithe manner.

RADIUS ussrname is | case sensithe T-J

3. In the Edit RADIUS Client page as shown below, click on the tabs you wish to Edit and follow the
instructions as shown in Adding RADIUS Clients.

Click on Save once complete.

Deleting RADIUS Clients

1. From the administration interface, select Devices > RADIUS Clients from the left hand menu.



RADIUS Clients

RADIUS Clients

| Hame Device Type Descrigtion

| BADIVG T | 10.10.1.2/32  Mieru SO G0 E Later | RADWIS 1 1]
Add RADILS Chent

RADILE Dabug

AADIUS Support logs can be found in Beparts & Logs = Systern Logs » Supgort Logs

RADIUS 8 running noermally.

Aestart RADIUS i Debisg

RADIUS Awthentication

This s2ming contrals whether RADILIS authentication is performed in 3 case sensitiee o ingensitive manner,

RADIUS usermame i5  cass sensithee ri

2. In the RADIUS Clients page as shown above, click the underlined name of the RADIUS client in the
list to edit it.

3. Click the dustbin icon to the right of the entry to delete it, and confirm the action.

RADIUS Accounting Servers

To add a RADIUS Accounting Server go to Devices --> RADIUS Accounting Servers and click on the Add
RADIUS Accounting Server button as shown below. FortiConnect can replicate and forward any
accounting packets to an admin defined server.



RADIUS Accounting Servers

RADIUS Accaunting Sorvors

Mame Device Action
o RADIUS Accounting servers defined

Audd RADIUE ADtounting Server

User-Mama Format

Madify User-bame valus

1. On the Add RADIUS Accounting Server, enter the server details you wish to forward accounting
packets to.

RADIUS Accounting Server

M

Servar [P Adoress:

Safret: Ry Canfirrn:

Accounting Port: 1813

2. In the fields provided, enter :-
« Name - The name of the RADIUS Accounting Server

o Server IP Address - The IP Address of the RADIUS Accounting Server



e Secret - The shared Secret of the RADIUS Accounting Server
e Confirm - Confirm the shared Secret
e Accounting Port - The Accounting Port

3. Click on Save once complete

4. If you wish to Modify the User-Name value of your server, then place a check in the Modify User-
Name value check box as shown below.

RADIUS Accounting Sensers

RADILS Accaunting Servers

Kama Daice Actian
Rapacc 1waoaz W

Usar-Mama Farmat

Wodfy User-Mame values [

Realiv:
[P
MRS

uEarnamal resim
o LEETIATE

Authenboate wirth:

5. Realm - Enter the Realm details
6. Authenticate with - Place a check next to the format you wish to authenticate with
7. Click on Save to complete your changes

Editing a RADIUS Accounting Server

1. To Edit a RADIUS Accounting Server go to Devices --> RADIUS Accounting Servers and click on the
link of the RADIUS Accounting Server you wish to edit as shown below



RADIUS Accounting Servers

RADIUS Actounting Servers

Hama Dwraice Action
Rapacc 10012 W

Add RADIUS Arcounting Server

Usar-Nama Farmat

kadfy User-Mame valee:  [5]

Aealm:
FERIT LLFaTIATE
N v PRI
hentc h: E

& LFETATE

Save

2. Follow steps 2 and 3 in the Add RADIUS Accounting Server section to Edit the server.

Deleting a RADIUS Accounting Server

1. To Delete a RADIUS Accounting Server go to Devices --> RADIUS Accounting Servers and click on

the Bin lcon of the RADIUS Accounting Server you wish to delete as shown below



RADIUS Accounting Servers

RADIUE Accounting Servers

| wama | Device | Action
Rapact ooz W

User-Nama Farmat

Wadfy User-Name value:  [¥]

Realm:
reaimiurarname
PRAITLUEATIATS

LEeTATAEd remim
LTI

Authenbcate vaith:

2. Click on OK to delete the server details or click on Cancel to abort.

Syslog for RADIUS Accounting

FortiConnect can send RADIUS accounting information as Syslog messages to a firewall’s and other
devices to allow access to the client once they have logged onto the network via FortiConnect.

1. From the FortiConnect Administration interface go to Devices --> Syslog Servers.



Whan RADILS accounting is recsivad 2 5 0g message i sent 1o these servers.

Whessage Format: | Smaothwal Frewall =]

[ 1P Acdress part
i There is nd syslog server configured ta send messages to

I G

2. Select how the Syslog message should be formatted by selecting the Message Format from the drop
down menu -

3. Smoothwall Firewall - this option will apply predefined format as under:
o Start = "name=%{User-Name} mac=%{Calling-Station-ld} ip=%{Framed-IP-Address} $"

o Stop = "name=%{User-Name} mac=%{Calling-Station-ld} ip=%{Framed-IP-Address} $"
o Interim = "name=%{User-Name} mac=%{Calling-Station-Id} ip=%{Framed-IP-Address} $"

4. Custom - this option lets admin define format against each point e.g Start, Stop and Interim as
shown below.



Syslog Servers

Wwhen RADIUS sccounting is received a syslog message i sent to these servers,

Message Forrnat: | Custom EI

Start: name=kJLiser-Nama) mar=w{Caling-Station-id) ip=w{Framed-1P-Address) §

STap name=#{lser-Harme} mat=#{Caling-Station-id} ip=#{Framed-IP-Address) §

Interime name=i{Liser-Nama) mac=w{Caling-Station-id) ip=w{Framed-1P-Address) §
IF Address Port

There ks no sysiog serser configured o send messages to
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5. Once completed click on Save to continue, this will send a message to all configured servers in this
format.

Now add a syslog server to send messages to -
Enter the server IP Address and the Port number, click on the Add button once complete.
Click on Save.

User Account Notification

When a User account is created, the details of the account need to be passed from the sponsor to the
User. The FortiConnect provides a number of ways to do this:

Manually reading the details to the User from the screen.
Printing the details out on paper.

Sending the details in an email.

® Sending the details as an SMS text message.

Sponsors always have the option of reading and printing out User account details to Users. Email and
SMS text message notification require email servers to be configured, but can be configured based upon
policy.

Note: Email and SMS User account notification policies need to be configured globally, then enabled
per user group for individual sponsor permissions.

This chapter describes the following:



® Configuring Email Notification
® (Configuring SMS Notification
® Print Notification

Configuring Email Notification

The following steps describe how to configure email settings for the FortiConnect to correctly deliver
User account details via email.

1. From the administration interface, select Devices > Email Settings from the left hand menu

Email 5ettings

SMTP Sattings

Enable Email: o

Serd Ernails From:

SKITP Serven

EMTP Encryption: s [=]
SMTP Port: 5

LSMTP authenticaton:  Plain '
SMITP Lisarmame:

SMTP Password: Confirmc

2. In the Email Settings page as shown above, check the Enable Email option to enable email
functionality globally for the FortiConnect.

3. For SMTP Server, type the IP address of the outbound SMTP server to which you need to deliver
email. If you enter localhost, or leave this field empty, the FortiConnect attempts to deliver the
email directly to the User’s SMTP server.

4. In the Sent From field, type the email address from which you want User notification emails to be
sent (for example, host@company.com).



5. From the SMTP Encryption drop down box, select whether SSL or TLS encryption is required.
Certificates can be uploaded in the Server -->SSl Settings section.

6. From the SMTP Authentication drop down box you can select from three different types of
authentication modes, select from Plain, Login or CRAM-MDS and enter the SMTP username and
password details where required.

Click the Save Settings button.

Once this has been set up, you can perform an SMTP test by entering an email address in the Send
test email to field.

Note: Refer to Editing the Email Template for additional details.

Configuring SMS Notification

Short Message Service (SMS) is delivered through an SMS gateway service that supports SMTP (Simple
Mail Transport Protocol) delivery. You need to have an internal SMS gateway service or subscribe to an
external service to be able to deliver User details via SMS.

1. From the administration interface, select Devices > SMS Settings from the left hand menu.

SMS Settings

Enable SM5: |+

SMS Service: SMTP to SMS gateway
Twilio
SMPP

® ThundersMs
HTTR API

ThundersSms Account

Sender 1D: HTCART

APLERYT  wvrnenes Confirm: [sesesess
Verify

Server S5L #
Certificate:

SMS Test

2. In the SMS Settings page as shown above, check the Enable SMS checkbox to globally enable SMS on
the FortiConnect.
+  SMTP to SMS Gateway - Check this for SMTP to SMS gateway. SMS requires an SMTP server to deliver the



email to the SMS gateway. Click on the Email Settings link to configure the SMTP Server as described in the
Configuring Email Notification section.

*  Twilio - Check this to send SMS using Twilio.

*  SMPP- Check this to send using SMPP.

*  ThunderSMS - Check this to send SMS via ThunderSMS provider.

*  HTTP API - Check this to send an SMS via an HTTP(S) API.

In the Sent From field, type the sending email address for the email to be sent to the SMS gateway.
Click Save Settings.

Once this has been set up, you can perform an SMS test by entering a destination in the Destination
field.

Note: FortiConnect supports Twilio and SMPP, see below on how to set this up.

6.

Twilio - A Twilio APl account along with a Twilio enabled phone number would be required to
configure with the FortiConnect, enter the relevant details.

SMPP - (Short Message Peer to Peer) An SMPP APl account would be required from the SMSC (Short
Message Service Centre) to configure with FortiConnect.

ThunderSMS - Enter the Thunder SMS account details. The sender ID, API key, and a ThunderSMS enabled phone
number are required.

HTTP API - This option integrates SMS providers that offer a HTTP(S) API for sending SMS. Enter the API URL
and HTTP message details as shown below.

SMS Settings

Enable SMS:

SMS Service:  SMTP to SMS gateway
Twilio
SMPP
ThundersMs
© HTTP API

HTTP API

The following variables should be used to customise the e-mail message.

* %DESTINATION% - The mobile number the message is addressed to.
® %MESSAGE% - The SMS message text.

API URL: https://api.twilio.com/2010-04-01/Accounts/AC28’

HTTP Method: ~ POST ~ |

HTTP Headers:  Authorization: Basic
QUMyODczOTYA4ZGJhZDhiMjY4AMmN]NWM1YWZIYzBIZDhmODo4OGRIOThiIMWNIN2VjM2UOMTBIY]JiMG)mZDQXN2NIMA==
DNT:1

HTTP POST body: From=+447481341052&T0=%DESTINATION%&Body=%MESSAGE%

10. Click on Save once you have completed entering all the required details.



Note: Depending on how details are routed to the SMS provider, you need to customize the SMS portion
of the User Interface template to include the User’s mobile phone number in the correct format
for your SMS gateway. See Editing the SMS Template for details.

Print Notification

See “Editing the Guest Print Template” on page 175.

User Activity Logging

User Activity Logging provides the ability for the FortiConnect to receive syslog information from
network devices such as Firewalls, Proxy Servers and Routers. This information can provide details on
all the connections that a User has made and Layer 7 information such as URLs accessed, depending on
the network device.

User Activity Logging relies on knowing the IP address for each User as they authenticate to the
network. The FortiConnect receives this information from RADIUS accounting, so you need to configure
the network device that the user authenticates through to send this information. Commonly, this is the
Wireless LAN Controller or NAC Appliance. Refer to the information in, “Configuring RADIUS Clients” for
details on adding these devices as a RADIUS client.

Note: User Activity Logging relies on correlating the syslog information with the IP Address received
from RADIUS accounting. This means that it will not work if you use a deployment method where
the User’s IP address changes after authentication and no additional RADIUS accounting
messages are sent.

Once the FortiConnect has the IP Address of each of the Users, then it needs to receive syslog
information from the network devices. You should configure each of your network devices to send syslog
to UDP port 514 on the FortiConnect. The FortiConnect then processes the syslog information and
correlates it against each User. This correlation enables you to view the User’s activity on the User
activity log details page for each User as described in Reporting on Users.

User Activity is correlated into individual files that are stored on the disk of the appliance. The
appliance can store log files until less than 30% disk space remains; it then either deletes the oldest log
files or archives the log files to an external FTP server as described in Configuring

Syslog Monitoring Settings. In addition if archiving is configured, logs are archived every hour to the
external FTP server.

Configuring Syslog Monitoring Settings

Archiving of logs to an FTP server provides the ability to store logs for long periods of time, and also
provides the ability to back them up.



When viewing the logs through the sponsor interface, the FortiConnect automatically searches for logs
on the archive server and displays them in the report for you.

1. From the administration interface, select Devices > Syslog Monitoring from the left hand menu as
shown below.

Syslog Monitoring

Oid Log Fles:  Delete oldest local log files when less than 30% free disk space |v|

2. Todelete local log files when disk space is low, select Delete oldest local log files when disk space
is low and click on save.



Syslog Monitoring

Old Lag Files: | Archive to FTP Server =]
Server

Port 21

Directory:

Uisername:

Password: Confirmec

Passive Mode:

3. To archive logs to an FTP Server select the Archive to FTP Server from the drop down menu and
enter the relevant details

» Server - Server name or IP address

e Port - Port of the FTP Server

« Directory - Directory of the FTP server you wish files to be stored in.

« Username - Username of the account that has the ability to log onto the FTP server
« Password - Password of the account that has the ability to log onto the FTP server

« Passive Mode - check box if you wish to use passive mode

Click the Save Button when complete

Syslog Monitaring

Old Log Files:  Archive to SFTP Sanver F
Serven

Part: Fry

Directony:

Username:

Pasmannd; Confirm:

4. To archive logs to an SFTP Server select the Archive to SFTP Server from the drop down menu and
enter the relevant details.



e Server - Server name or IP address

e Port - Port of the SFTP Server

o Directory - Directory of the SFTP server you wish files to be stored in.

« Username - Username of the account that has the ability to log onto the SFTP server
« Password - Password of the account that has the ability to log onto the SFTP server

» Passive Mode - check box if you wish to use passive mode.

Click on the Save Button when complete

User Activity Logging with Replication Enabled

If you have a Cluster of FortiConnects replicating database information for resilience, then the User
activity logs are not replicated between each box.

However, if you view the report in the Sponsor interface, the FortiConnect contacts the replication box
and retrieves the logs from there. It then displays all logs in a consolidated view. This enables you to
have some network devices send syslog to one FortiConnect and some to another, but then view all the
results through a single interface.

Each FortiConnect retrieves the logs from the other FortiConnect in the replication pair securely over
HTTPS. Each FortiConnect must trust the certificate of the other FortiConnect so that the retrieval can
occur properly. To enable this, ensure that the root CA certificate for the other FortiConnect is uploaded
as described in Uploading Certificate Files.

Configuring the LDAP Server

FortiConnect has a built-in LDAP server that exposes User and Device accounts to applications that use
the LDAP for User authentication and Device validation.

It is also possible to use the LDAP server to browse the current active User and Device accounts. This is
unrelated to using an external LDAP server for Sponsor authentication.

Administer the FortiConnect LDAP Server by following the steps below.

1. From the administration interface select Devices --> LDAP Server and place a tick inside the Enable
LDAP Server check box as shown below.



LDAP Server

Enable LDAP Server: o
Admin Bind Lsernams:  admin

Admin Bind Fassward: Corfirm:

Protocal: LOAP
& LDAP. LDAPS and Star TLS
LDAPS ad Start TLS

2. Create an Admin Bind Username in the field provided.
3. Create an Admin Bind Password and Confirm in the fields provided.

Select the required protocol by placing a check in the relevant check box.
o LDAP - Allow Unencrypted only.

o LDAP, LDAPS and Start TLS - Allow Unencrypted and encrypted.
o LDAPS and Start TLS - Allow encrypted only.

5. Click on Save once you have finished.

Authenticating a User Account via LDAP

To authenticate a user account the client must bind to the LDAP server using the bind DN and password
of the User account. The bind DN is always of the form:

cn=username,ou=users,dc=FortiCOnnect

where username is that of the user account. For example if we have a user account with username “test”
the bind DN would be:

cn=test,ou=users,dc=FortiConnect



The base DN for searching is always:
ou=users,dc=FortiConnect

Users can only be authenticated if they are active and are not currently under any time restrictions.

Troubleshooting User Authentication

We can use command-line tools and graphical tools to test the behaviour of the LDAP server. For example
if the l[dapsearch command is available on a client machine we can test authentication using the
following (where testpassword and testusername are the users credentials and x.x.x.xis the IP address
of the FortiConnect server):

ldapsearch -h x.x.x.x -x -D "cn=testusername,ou=users,dc=FortiConnect” -w testpassword
This will return all the detail of the account, including the DN:

dn: cn=test,ou=users,dc=FortiConnect

If the username or password is incorrect it will return:

ldap_bind: Invalid credentials (49)

Validating a Device Account via LDAP

Device accounts may be validated in a similar way to User accounts, however device accounts do not
have passwords so we must use the admin bind credentials to search for the existence of a device
account.

The device DN is always of the form:
cn=aa:bb:cc:dd:ee:ff,ou=Devices,dc=FortiConnect
Where the CN is the MAC address of the device in a canonical format.

We may search for a device using ou=Devices,dc=FortiConnect as the base DN and cn=aa:bb:cc:dd:ee:ff
as the filter.

Many other MAC address formats are supported for searching, the altMacAddressFormat attribute should
be used e.g. using a filter of altMacAddressFormat=aabb-ccdd-eeff.

Testing Device Validation

We can use command-Lline tools and graphical tools to test the behaviour of the LDAP server. For example
if the ldapsearch command is available on a client machine we can test valiation of device accounts with
the following (where x.x.x.x is the IP address of the FortiConnect server and adminuser and
adminpassword are the admin bind username and password respectively and we assume we have a
device with a MAC address of aa:bb:cc:dd:ee:ff):

ldapsearch -h x.x.x.x -LLL -x -D "cn=adminuser,dc=FortiConnect” -w adminpassword
(cn=aa:bb:cc:dd:ee:ff)



This will return all the details of the device, including:

dn: cn=aa:bb:cc:dd:ee:ff,ou=Devicess,dc=FortiConnect
If the username or password is incorrect it will return:

ldap_bind: Invalid credentials (49)

It will not display any results if the device is not found.

Browsing Guest and Device Accounts

While configuring clients that access the LDAP server it may be useful to view the LDAP

database using a LDAP browsing application. The following screenshots are taken of the free LDAP
Browser application from Softera (http://www.ldapadministrator.com).

In the examples that follow the FortiConnect is running on 192.168.137.20 and the LDAP server has been
configured with the username “admin” and password “password”:

® Guest Authentication
® Device Validation

® Browsing

User Authentication

1. Click on File then New Profile from the drop down menus and select Create New File and name it
Guest Authentication

i Prod ke Wirard
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Conreciinn piphis ngre
Husgt fulterboshior|
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| fmaty. For Haip, press F1 n ]




Click Next
Host - IP Address of the FortiConnect
Leave the Port and Protocol version as they appear.

2,
3.
4,
5.

Host Infarmation

Base DN = ou=Guests,dc=GuestManager

Pleaze enter zerver host information

X]

Host i1 92.168.137.20

Baze DN: ll:uu=l3 uests do=Guestt anager

=

Pt 389 Pratocol version: I 3 - i

| Fetch DN [anly LDAP v.3]

[ Anonymous bind

Click Mest to continue.

< Back Meut > Finizh Cancel Help

Click Next
User DN = Guest User DN

Password = Guest User Password

© e N

Click on the check box to Save Password.




Credentials

Fleaze enter uzer information

Idzer DIM:

Paszwaord:

icn=test@test.cum,uu=l3 Lests, do=Guesthd anager

lxxxxxxxa1

[ Save password

Chek Mest to continue.

cBack | Mewt> | Fifish ]

Cancel I Help I

10. Click Next

11. Click Finish as shown below.

LDAP Settings

— Connection Options

Filter: | EleEen E =]

Timeout: I3D Entry count limit; Im':“:'

[ Ty to use secure connection [only LOAP .3

— Dereference Aliases -
i Mever

" Finding

" Searching
i Always

¥ Enable Referals

¥ Connect now

Advanced... I

< Back ] Mest » J Finizh i

Cancel i Help ]




The results should be shown in the Guest Authentication folder.

Click on the folder to see the results and prove the Guest has authenticated.
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Device Validation

1. From the drop down menu select File-->New Profile and create a new profile called
DeviceValidation.
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Click Next
Host - FortiConnect IP Address

- Feng -

Base DN - ou=Devices,dc=GuestManager

o b

Port and Protocol remain how they are.



Host Information

Fleaze enter zerver host information

Host: i1 92.168.137.20

Fart: 283 Protocol version: I 3 - !

Baze DM: iu:uu=D evices, do=Guesthd anager _ﬂ

| Fetch DNs [only LDAP v.3) |

[ Anonymous bind

Click Mest ta continue.

¢ Back I M et > i Finizh Cancel Help

Click Next

User DN, this is the username created when setting up LDAP FortiConnect -
cn=Admin,dc=GuestManager

8. Password, this is the password created when setting up LDAP FortiConnect.



Credentials

Fleaze enter uzer information

Idzer DIM:

icn=admin,n:h:=l3 Liesthd anager

Paszwaord:

lxmma1

[ Save password

Chek Mest to continue.

¢ Back I Mewt > I Finizh Cancel Help

9. Click Next

10. You must then setup a filter to find whether the Device exists. Filter - MAC Address of the Device.

11. Leave all other options as they are.



— Connection Options

In::n='|'|:'|'|:'|'|:1'|:'|1:'|1|

Filker:

Timeout: i3':| Entry count limit; Im':":'

[T T to use secure connection [only LDAP « 3)

— Dereference Aliazes
& Newer
" Finding

" Searching
i Always

¥ Enable Refernals

W Connect now

Advanced... I

¢ Back I et =

Cancel | Help

| Firish |

12. Click Finish

Under the Device Validation
validated as shown below.
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Browsing the LDAP Database

1. From the drop down menu select File-->New Profile and create a new profile called Browse LDAP
Server.
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Click Next

Host is the IP Address of your FortiConnect

Base DN is - dc=GuestManager

Leave the Port and Protocol settings as they appear.

o Mo N



Host Information

Flease enter server host information

Host: i1 92.168.137.20

Fart: 383 Protocol version: I K] - i

Base DM: (=S EIN=E0 El R ;I

| Fetch DMs [only LDAP v.3) |

[ Anonymous bind

Click Mest to continue,

< Back I et = i Finizh Cancel Help

6. Click Next
7. User DN is - cn=admin,dc=GuestManager

8. Password is the password you created when setting up the LDAP FortiConnect.



Credentials

Pleaze enter ugzer infarmation

IJzer DM:

;cn=admin,dc:=l3 Liesthd anager

Paszwaord:

lxxxx>1

[ Save password

Click Mest to continue,

< Back I Mewt = I Finizh Cancel Help

9. Click Next
10. Leave the filter as it appears, this will search for all entries.

LDAP Settings

— Connection Options

Filter: |l

Timeout; ;35 Entry count limit; IWDU

[T T to use secure connection [only LDAP + 3]

— Dereference Aliazes
o Never ™ Searching

" Finding 7 Always

¥ Enable Referals

¥ Connect now

Advanced... I
< Back i f et I Finizh I Cancel I Help I




11. Click Finish

Search results will display everything in the Database under the Browse LDAP Server folder as shown
below.
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MDM Servers

FortiConnect can now integrate with MDM Vendors, current supported vendors are -
« Xenmobile
e Airwatch

e Mobile Iron

An MDM server can be added, then Authorization Policies created with rules based on the MDM

integration by going to Network Access Policy --> Authorization Policy from the FortiConnect Admin
interface.

To add an MDM server, go to Devices --> MDM Servers as shown on the screen below.



1.

MDM Servers

Mame | Description Verdor | Enabled | Action
‘ Mo MDM servers defined

Click on the Add MDM Server button to enter the MDM Server details as shown below

Add New MDM Server

Server Nama:

Sarver Description:

vendor: Airwatch [z
Senver

valdate Certificate; (&

LIsarmanme:
Password: ETTI ] confirm:
AP Ky




2. Now enter your Server details -

Server Name - Enter the MDM server name
Server Description - Enter the description of the MDM server

Vendor - From the drop down menu select which Vendor of MDM server you wish to integrate
with

Server - Enter the IP address or the hostname of the server

Validate Certificate - Check this box to validate the SSL cert on the server (CA certs must be
installed on the FortiConnect for this to work)

Username - Enter the username of the MDM server
Password - Enter the password of the MDM server and confirm it

Tenant Code - Enter the Tenant Code of the MDM server

3. Click on Save once complete

Editing an MDM Server

To Edit an MDM Server go to Devices --> MDM Servers as shown on the screen below.

MDM Servers

Maime

Destription | Vendor Enabled | Action

MOM Server One | Test airwatch | gy m




1. Click on the Name of the MDM Server you wish to Edit and perform any necessary changes.

2. Click on Save once complete.

Deleting an MDM Server

To Delete an MDM Server go to Devices --> MDM Servers as shown on the screen below.

MDM Servers

Marme Destription | Vendor | Enabled | Action
MO Server One | Test airwatch | gy (i1}
Add MOM Server

1. Click on the Bin Icon next to the MDM Server you wish to delete.

2. Click on Ok to confirm deletion.

Wi-Fi Based Marketing Notification Services

FortiConnect introduces support for 3rd party Wi-Fi based marketing notification services. Wi-Fi Based
marketing notification services enables merchants to push promotions and other related notifications
to customers in their close proximity.



How This Works

In FortiConnect, add the server / services details of the notification service provide. After adding this
service, enable it in the Guest Portal settings. Any user authenticating via the FortiConnect guest
portal login will start seeing the notifications pushed from the server enabled in Guest Portal Settings.

Note: Only one server can be enabled per portal. Guest users will receive promotions from the server
that is enabled in the guest portal and used by the guests to login

Adding and Configuring the Service

1. Login to FortiConnect Administration Ul and go to Devices > WiFi Marketing Providers.

DEVICES

e RADIUS Client=
e RADIUS Accountin
f.... Ennail Settings

i

Lo SMS Settings

....... Sysiog Monitoring

....... LOAR Server

2. Click Add New Server to add a new service provider and enter the following details:

Field Name Description

Specify a name to identify the service provide. For ease of use, use the actual name

Server Name . -
of the service provider

Server Description Specify additional information about the service provider



Field Name

Vendor

Host

Service ID

Username

Password

Description

Select the vendor from the list.

NOTE: This release supports only WiForia

Enter the IP address or domain name provided by the service provider

This is provided by the service provider and is used to authenticate FortiConnect in
their server

This is provided by the service provider

This is provided by the service provider

Server Name: WiForia Server
Server Description: \WiForia Server for Digital Marketing
Vendor: WiForia ¥
Host: a Lt E )
Service |ID: I -e:’ﬁ
Usermame: ! Twiforia.com

Confirm:
Password: SO

F—

3. After adding server details, click the SAVE button to continue.

In the Portal settings page, enable Wi-Fi marketing service. Go to Portals. You can select an existing
portal or create a new one. If you already have portal to which you plan to enable the Wi-Fi marketing
service, do the following:

Click an existing portal to open the Portal Settings Wizard. Click the Next button to navigate to the
Portal Settings section. In this section, select WiFi Marketing Integration option to enable notification

services.



dromsse | I

Portal Policy B Displayed in menu
! age
Pre-Authentication | Post-Authentication

Login

| &

Password Change

3

Self Service

Device Registration
Credit Card Billing
Successful Authentication
Welcome Back

® Ot

Smart Connect =
PMS Billing

Access without Login

Password Recovery =

My Account =]

Help
Welcome '] )

Session Management

Allow user to close existing sessions when the concurrent session limit is exceeded: ¥

WiFi Marketing Integration

Enable WiFi Marketing Integration: ¥




For the Users

To receive notifications from the service providers, users login in using the captive portal page, must
opt-in to receive notifications.

MGRﬁ\ Login  Self Service

NETWORKS

Login to the network

Username

Password

s w

Remember me on this device

Tick this box to receive offers

LOGIN

Limitations

1. When a guest moves from one AP to another (change in location), FortiConnect can notify WiForia
of this change only after 10 minutes, as the Controller will do the radius update only after 10
minutes (this can be changed based on the configuration in the controller, minimum value is 10
minutes).

2. The feature will work only for users who would do Self Service. i.e feature will not work for Guest
accounts created by Sponsor.

3. Feature will not work for guests who authenticate with their Twitter accounts as Twitter will not
send us the email address of the guest user.

4. This feature will not work for Mac authentication as Controller does not send Radius Accounting for
this.









Managing Guest Portals

Portals on the FortiConnect are used to allow administrators to create their own portal pages and host
them on the FortiConnect.

Portals created by administrators can be fully customized and used as the portal to provide the
following:

Customized authentication pages—Allow portal pages to be located on the FortiConnect instead of
on each captive portal device, providing a centralized location for configuration and display.

Guest Self Service—Allows Users to self register by entering their details to create their own User
accounts.

Credit Card Billing support—Enables administrators to allow guests to purchase guest accounts by
linking into payment gateways to purchase accounts.

PMS Integration - Property Management System Integration
Smart Connect - Secure Smart Connect provisioning for devices.

This chapter explains the following:

Configuring Portals Sites
Configuring Payment Providers
Creating Portal Web Pages

Event Codes

Creating a Guest Portal

When adding a Portal Site, the FortiConnect will take you through the Portal Wizard to enable easy
setup.

1.

From the FortiConnect Admin interface, select Guest Portals-->Portals as shown below.



| Mame Descrgton

augess garisd  Defauk portal that denies access L& BB

| login Default lagin portal . CoBem
L] Pap1uf1|E|_c-.c|:r *

2. Click on the Add Portal button to bring up the Portal Wizard as shown below.



Portal Setup Wizgard

W Walcome Welcome to the Guest Portal setup wizard
Portal Mame This witzard will puide you through the steps nesded to edit a Guest Partal. Please finish the wizard completehy ta swoid
any errars which may arise  left incomplete.
Partal Ther
Select Mext to start the wizard.
(3} {4
rtal Policy

3. Now click on Next to start the wizard and bring up the Basic Settings page.



Portal Setup Wizard

W iekame MNams

& Portal Name Flease provide a name and desoription for the portal Guests will see the name in the portal URL:
armes
Descriptian:

4. Enter a Site Name and a Site Description, note that the name you enter will be visible by Portal
users as it will be part of the site url.

5. Click on Next to continue.

Configuring Portal Theme

1. Select a predefined Portal Theme as shown above (contact Fortinet to create a customized theme
for your company), you can also upload new themes via Guest Portals --> Themes.

2. You will be asked to confirm your selection and be made aware that changing the theme will result
in the new theme definition being used throughout the rest of the portal. Click Yes to acknowledge.



Partal Sutup Wizard

' Weicome Theme

&' Foral Name Tha thiema & the look and fesl of your partal. You can uplosd new thames fram Guest Partals > Themas.

W Portal Themse 2 Harme: Maru Metwerks (R pansive Thame)

e T
” e Aithion ey Manwivis
Portal Policy Description: Respanshe thems based an the Mary Netwarks celor schema and logo
Rl ™ Hame: Meru Metworks {white)

Author e Aefwoncs

Descriptian: Thems based an the Maru Natwarks color schema and loge

% fame: White Mabile Theme (Al Devices)
Me ﬁu}l - Author: ks Mamonks

Diescription: This theme = for mobile devices,

Hame: Access Danbod

.

AR

Note:

3. Click on Next.



Portal Setup Wizard

W Wekcome Theme Colors
o Portal Kame Thase are the main colors defined for the thems you selected, you tan use the color picker controls to select
alterrative colors.

W Pertal Thame

Body background colon

Content Bakground (olor

Texk coloan

Input border colon

Bumen folor

Bution gradient colom

ENagons Lol

Top bar colon

Vertcal spacer colon

Link calar:

Lk hwer colar,

IEEOEOENOEO0

4. Select a color scheme for your Portal Theme, click on the relevant boxes next to the text to change
their color.

5. Click on Next to continue.



¥ Welcoma Theme Images
o Ponal Mame The images vl be used on the Pomal

& Portal Theme Supported fle formans ane PG, GIF and PG, Using langer images may resullin the ponal not keoking as the theme
inmended.

Pormal Settings

| MeRL N

Company loga large:
HETWORKS®

fhnns:Fle. Mo file chosen

Mern N\

Campany kopa madium: HNETW ORE 8"

l:hunth_ Ha file choden

Camaany kaga small:

Chause Fi | no fls chosen

6. Select a corporate image to use with your Portal.
7. Click Next to continue.



Configuring Portal Settings

V Welcome

V Portal Name

V Portal Thems
# Portal Settings

Portal Palicy

Portal Pages

Portal Setup Wizard

Specify which pages your portal should have enabled and at what stage they should be available.

Dizplayed in menu

Page
& Pre-Authentication | Post-Authentication

Login W

Pazsword Change

Self Service i ¥
Device Registration

Credit Card Billing

Successful Authentication e
Welcome Back

Smart Connect

PMIS Billing

Access without Login

Pazsword Recovery

My Account

Help

‘Welcome

Session Management

Allow user to cloze existing seszions when the concurrent session limit is exceaded:

WiFi Marketing Integration

Enable WiFi Marketing Integration:

Logout Options

Enable Logout Button: ]

Enable Logout Pop-up window:

o

1. You can add or remove features to the Portal by modifying the selection of pages that should be
available to users as shown above. In each case, select Pre-Authentication to make the feature
available before authentication, select Post-Authentication to make the feature available after

authentication, or leave both check boxes blank to disable that feature.

Select :

e Login - Display a screen that will allow a user to Login in.

o Password Change - Display a screen allowing the user to change their password.
« Self Service - Display a screen that allows a user to create their own account using Self Service.

« Device Registration - Display a screen that enables a user to register their own device.

o Credit Card Billing- Display a screen that enables Credit Card Billing.

o Successful Authentication - Display a screen that shows Successful Authentication.
« Welcome Back - Display a welcome back page if the user has authenticated previously.

« Smart Connect - Check to enable Smart Connect on the portal.




e PMS Billing - Display a screen that enables PMS Billing.
* Access Without Login - Allow access without having to authenticate.
« Password Recovery - Display a page allowing password recovery options.

e My Account - Display My Account’ details for the user to manage their account once logged in.
My Account page offers following features after log in for the user.

— View account details
— Change password provided when change password feature is enabled

Detail If it is a purchased account
— List all the payments a User made to purchase access plans
— Printing purchased receipts

If logged in as an active account
— Top-up a Users usage by extending account time and data allowance by purchasing an Access Plan
— If logged in as expired account

Reactivate their account to get connect to the network

« Help - Display a Help page screen. (optional page)

* Welcome - Display a Welcome page screen. (optional page)

2. Session Management -
» Allow users to close existing sessions when the concurrent session limit is exceeded - Check
to allow users to close existing sessions when the concurrent session limit is exceeded.
3. WiFi Marketing Integration -

e Support for 3rd party Wi-Fi based marketing notification services. Wi-Fi Based marketing
notification services enables merchants to push promotions and other related notifications to
customers in their close proximity

4. Now enter your Logout Options for the user :-
« Enable Logout Button - Check to enable a logout button.

« Enable Logout Pop-up Window - Check to enable a pop-up window to logout.

All text on these screens and all Portals can be amended if necessary in Guest Portals --> Portals and by
clicking on the Edit icon.

5. Click on Next to continue.

6. Depending on what options you selected in the Portal Pages section above, you will be presented
with some or all of the following screens.



Fortal Sotup Wizsrd

B Remember User on Device

yf Partal Mame ‘Witeen configured the user logn will be remembered for this device. If the user recannects to the open network they will be automatically logged
in

o Portal Thems

MR detection reguines that the cantroller sendhs the MAC acd ress &5 pan of initial redirection 1o Meru Conrect. This is supporbed an Mera
# Portal Settings Sysram Directar 5.0 o later, othier controllars may not prosics this,

if a user pbtaing access via “Access without Login® page the user will only be rememibersd if "Remembar credentials” i set to “Ahays".

Remember credentials:  Let user choase, default s "ol =
Remambar far: L Days v:

Bemember a user by Stowing encrypred credentials on a cookde in the user's browser
Remsm baring the deuica they praviously lgped in with (detecnad via tha MAC addnass)
@ Inibalky sttempt o use & cookie, f that fals try the MAC sddress

10.

1"

If configured, the users credentials will be remembered for this device. If the user reconnects to
the open network they will automatically be logged in using these credentials. MAC detection
requires that the controller sends the MAC address as part of initial redirection to FortiConnect.
This is supported on Fortinet System Director 6.0 or later, other controllers may not provide this.
If a user obtains access via "Access without Login" page the user will only be remembered if
"Remember credentials” is set to "Always".

Remember Credentials - From the drop down menu select if and how the credentials are stored
Remember for - Select how long you wish the credentials to stored for.

Remember a user by - How you wish a user to remembered

. Click on Next once you have selected all your options.



\f—'\o':aix.‘-¢

o Poral Theme

W Portal Setrings

EET Account Options

Thie foll owirg, options define what should happen after an aooouns sthaer guest or devios s oeated.

Ao bogin — If this opbion 15 sebected the user will be presented with a logn button that will alow them to
autherticate without having 1o type in the new sttount oredential.

Display account detals - ¥ This opTion i5 sekecad the new a0oount cradentials will be displaged on the soneen,
Sand account datails wia SMS - If this aptions k& seacted the resw account credentials il ba sent to the user's
muobile phore.

Send actount detals wa emal - ¥ this options 15 selected the new socount oradartiall will b sant to the ysers e
il ackdress,

Sand purchasa racaipt by a-miail - if this aptions s sekoed a receigt for purchased account will be sent to the
user's g-mail address.

" &

-

Aurta Login:

Display account details: ¥
Send pioount detail by SheS; Ll
Send account details by e-maik [

Send purchase receipt by e-maik

self Service Acoswnt Verification Options

Use event codes +

Uge spanicr soprovak o

Dwvica Regitration Verificatian Optiam
Use sponsor spprovak [

smart Connect Options

Smart Conrect language template: | Defaulk -]

12. Define what should happen after the account has been created :-

Auto Login - Select so the user will be presented with a login button that will allow them to
authenticate without having to type in the new account credentials.

Display Account Details - Select to display the new account details on screen.

Send Account Details by SMS - Select to send the new account details to the users mobile
phone.

Send Account Details by e-mail - Select to send the new account details to the users e-mail
address.

Send Purchase Receipt by e-mail - If this option is selected a receipt for a purchased account
will be sent to the users e-mail address.

13. Under the Self Service Account Verification Options, select :-

Use Event Codes - If enabled the user will be required to provide a valid event code for an
account to be generated.

Use Sponsor Approval - Select so that a sponsor must approve the account before it is
activated.

14. Under the Device Registration Verification Options, select :-

Use Sponsor Approval - Select so that a sponsor must approve the account before it is



activated.

15. Under the Smart Connect Options, select :-

» Smart Connect Language Template - From the drop down menu select the language to be used

by the Smart Connect Apps.

16. Click on Next once you have selected all your options.

W wekome Sponsor Approval Options
f Porta Name The Tolkraing opbons defire what should happen whan a gusst acoount nesds spproval by 2 spomsor
' Dortal Thema = S notfication to guest when account ks refcted — When enatikd guests will recela an e-mail andior SMS

maszape letting than know ther scoount requests have besn rejected,

& Pertal Sertings -
internal sponsor database and authentication servers.

Viaiify SPOREOF S-al - IFERIE St is enatiled the mal address antened by the Buest vl be validated againss the

& E-mai sponsor on spproval e out - Fehis & enabled. an e-mal message will be sent to & designated e-mai

address aftar the defined time out period.

# Sporeor e-mail - The e-mail address of the sporsar In change of dealing with puest acoounts waking for approval
& Apgdiondal TIfes Ul i - Th DFie varsdiw SRanasrs Rave 16 BpErove oF rejedt the scoaunt belare 3 notlcation &mal

b5 sert to tha deskgnated sponsor.

# Send notfications until sccount is dealt weth - fthis option s enabled notfication e-mailz wil be sent out

TECUTENChy Wkl The ACoowng is ARroved, reced or expines,

Eared notiflcation to guest when stcownt b rejeced:
Verify sporsor e-mak

E-mal spodisor an snproval tims ous 3
Sponsor e-maik

Approval times aut ine o Houwrs ;|

Saind notfications untll aocount B dealt vach:

17. Define the Sponsor Approval Options, what should happen when a User account needs approval by

a sponsor :-

» Send notification to Guest when account is rejected - When enabled Users will receive an e-
mail and/or SMS message letting then know their account requests have been rejected.

» Verify sponsor e-mail - If this option is enabled the e-mail address entered by the User will be
validated against the internal sponsor database and authentication servers.

« E-mail sponsor on approval time out - If this is enabled, an e-mail message will be sent to a

designated e-mail address after the defined time out period.

o Sponsor e-mail - The e-mail address of the sponsor in charge of dealing with User accounts

waiting for approval.

» Approval times out in - The time window sponsors have to approve or reject the account before

a notification e-mail is sent to the designated sponsor.



« Send notifications until account is dealt with - If this option is enabled notification e-mails will
be sent out recurrently until the account is approved, rejected or expires.

18. Click on Next once this has been complete.

3 N Motification Options
o Fortal Mame This step aliows you to set e-mail ard SMS header fields.
You should use the falowing vanables ta build the 53 destination fleld 30 & complies weth your 5845 Zateway reguirements
' Portal Theme
# Portal Settings ® SEMDEILENLIMBERY - The mabiks numbsr of the guest.

* WMOS|LENUMBER_OMLY% - Mabike phonse numbsr of guest without country code pre-pended.
* SWCOUNTEVCOOEH - Country code of the mobie phone number.

E-iall from il o rephy@partal.com

ShES Trom fakd: ao-replylportal.com

SIS to field: w1 D3ILEM UMBERW s magateways.com
Pasrward Recowery Dptians

Sand Via: | Emal Oniy '

19. Define your Notification Options, this allows you to set up e-mail and SMS header fields.
« E-Mail from field - Enter the E-Mail from address in this field.

e SMS from field - Enter the SMS from address in this field.
e SMS to field - Enter the SMS to address string in this field.

20. Define how FortiConnect will send out a password when Password Recovery has been selected,
from the drop down menu, choose from -

« Email Only

e SMS Only

e Both Email and SMS

« Email then if not successful via SMS
e SMS then if not successful via Email

21. Click on Next when you have finished.



Partal Setup Wizard

of Partal M
o Poma

o T

Select Payment Provider

Tha paymient pravider details are nesded o alow WOLF paymient pravider to perfarm credit card Blling into your
Elaaally s

SElCT AN exiET g pRYMEnt prowidar o anter the details for 3 new 000t

o Portal Settings

Payment Pronicer;  ConfEuns few papment prosder | = _

Moot Nams:

Arcount Description:

Payment Provden Authorizenet E
Opsration Made: Production Z

AP LoEre

Transactaon Ky

Ayalable Cards Suppaoned Cards
(o) a

MastenZard

American Express

Dinars Club =

Discaver Card E a

En Routa

i a:]

Carte Blanche =

Payrant Page Satting

Show'Hida input fiekds on the payment page of the Guest Portal using this account.

22. Select your Payment Provider details, these are needed to allow your payment provider to perform
credit card billing into your account :-

Payment Provider - From the drop down menu, Configure a new payment provider, or select a
pre-configured payment provider. You can click on the Test connection button to test a
transaction by sending gateway specific details to the payment provider.

Account Name - Enter a name for your account.
Account Description - Enter a description for your account.
Payment Provider - From the drop down menu, select a payment provider.

Operation Mode - From the drop down menu choose between it being a Production or Test
interface.

API Login - Enter the API login details.
Transaction Key - Enter the transaction key details.

Available Cards - Move any supported cards from the Available Cards section to the Supported
Cards section using the arrows provided.



23. In the Payment Page Settings section, you can show or hide the input fields on the payment page
of the Portal, determine whether you wish use each field using the drop down menu -

» Required - Field requires input
» Optional - Field can be left blank
* Unused - Field will not appear

24. Click on Next once you have finished.

Portal Setup Wizard

v/ Weicome Select Default Country for the Credit Card Address

Portal Name
v Select the country that is displayed by default for the address of a credit card

P
¥/ Portal Theme Country:  United States 'q

% Portal Settings

oo J o> | o

25. Select a Default Country thats is displayed for the Credit Card Address :-
e Country - From the drop down menu select your country.

26. Click on Next to continue.
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27. Select your PMS Provider details, these are needed to enable room billing.

+ Property Management System - From the drop down menu choose an existing Property
Management System or Configure new Property Management System.

Note: Existing Property Management Systems can be added at Guest Portals --> Hotel PMS

+ Name - Enter a name for the Property Management System.

o Description - Enter a description for the Property Management System.

e Type - From the drop down menu, select the type of Property Management System you will be

using.
o IP Address - Enter the IP address of the Property Management System.
e Port - Enter the port number.

28. Click on Next to continue.
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29. Select which currencies the portal should use for billing credit cards and for Hotel PMS systems.
« Payment Gateway Currency - Select the currency for your payment gateway.

e PMS Currency - Select the currency for your Property Management System.

30. Click on Next to continue.
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31. Manage the access plans users accessing the portal will be able to select :-

Use Access Plan for - From the drop down menu select whether the access plan is for Self
Service users, Credit Card Billing, PMS Billing, Device Registration, Access without Login or the
My Account option where users can provision their own account after login.

Name - Enter the name of your plan.
Description - Enter a description for your plan.

Usage Profile - From the drop down menu choose from a pre-defined Usage profile. Usage
profiles can be defined in Policy Settings --> Usage Profiles.

Account Group - From the drop down menu choose from a pre-defined Account Group. Account
Groups can be defined in Policy Settings --> Account Groups.

Pre-tax Price - If your time profile is assigned to a billing plan, then enter the price of your
plan, pre-tax.

Tax - Enter the percentage of tax you wish to charge. Leave blank of no tax applied.

Total Price - The total price of the plan will appear automatically in this field.



32. Click on Add to add your plan.
33. Click on Next to continue.

Configuring Portal Policy

+/ Welcome

+/ Portal Name
V' Portal Theme
+/ Portal Settings

# Portal Policy

Portal Redirect Palicy

® Acceptable Usage Policy — Use this option to specify when should guests be shown the Acceptable usage policy.

® Show Acceptable Usage Policy to the user — Use this option to specify when Acceptable usage policy needs accepting by a user after authentication.
® |nitial Page — This is the portal page guests will be taken to once they first get on the network.

® After Authentication Redirect To — Use this option to specify where the user should be taken to after a successful authentication.

® First login portal success page — Use this option to specify which portal page first time users should be taken to after authentication.

® Subsequent login portal success page — Use this option to specify which portal page returning users should be taken to after authentication.

Acceptable Usage Policy: Disabled j
Show Acceptable Usage Policy to the user:

Initial Page:

After Authentication Redirect To:

Redirect to: http://dev.dfcf.com/?id=%ID%8uname=;

It's possible to use the following variables to build the redirect URL.

® 5|D% - The account id number.
%USERNAMES - The account username.
SFIRSTNAME®Y - The user's first name.
$%LASTNAME% - The user's last name.

.
L]
.
* S%MACADDRESSY - The MAC address of the device from which the user is authenticating.

1. You are now presented with the Portal Redirect Policy screen, choose from the following :
» Acceptable Usage Policy - From the drop down menu select whether an acceptable usage
policy should be displayed Pre-Authentication, Post-Authentication, or whether it should
be Disabled.

» Show Acceptable Usage Policy - From the drop down menu select how often you wish to show
the Acceptable Usage Policy, whether it be Every Login, On First Login, and on First Login and
any Subsequent Acceptable Usage Policy Changes.

« Initial Page - From the drop down menu select which portal page the Users will be taken to once
they first get on the network. Your options will differ depending on the choices you made on the
Portal Pages screen previous.

« After Authentication Redirect To - From the drop down menu select as to where the Users
should be directed to after a successful authentication.

«Portal Success Page - Redirect to a Portal Success Page, from the drop down menu select

which page you wish to use as a Portal Success Page.

«Predefined URL - Redirect users to a predefined URL once they authenticate successfully. You

can pass certain properties of the User as GET requests of the redirect. To do this, construct
the URL using the following placeholders:

«%ID% - placeholder for the MCT internal id of the authenticated account

*%USERNAMEY% - placeholder for the username of the authenticated account




*%FIRSTNAMEY% - placeholder for the first name of the authenticated account
«"%LASTNAMEY - placeholder for the last name for the authenticated account

*%MACADDRESSY% - placeholder for the MAC address of the device of the authenticated
account

For example if the customer website is at http://example.com and you need info the username of the
authenticated user, you configure redirect URL like
http://mywebsite.com?username=%USERNAME% it would then be up to the customer website to
parse and use that information as required.

2. If on the Portal Pages setup screen you chose to display a Welcome Back page after authentication
you will see a set of different options to define landing pages as shown below.

3. The option to land at a subsequent portal page if the user is recognized can now be defined -

o First login portal success page - From the drop down menu select what portal success page a
user should land on after first login.

« Subsequent login portal success page - From the drop down menu select which portal success
page a user should land on upon their return.

4. Click on Next to continue.

Partal Setup Witard
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5. Now you can select which realms should be displayed to the User on the login page, the realms are
defined on the external Users page Policy Settings --> Account Groups and are used to authenticate
Users against different external servers for a realm.



6. Portal External Authentication Policy - If you use OAuth using any of the social login (Facebook, Twitter, and
Google), you can specify what social profile information you wish to capture on the MCT database when a user
authenticates. This is done through the Guest Portal wizard, new portal stages are displayed when Facebook or
Google authentication is enabled for the portal, Twitter does not allow extra user information to be gathered
and as such this feature does not apply to it.

On the wizard stage for the different services its possible to select different categories of
information, these depend on the service used, you will notice there are more options for Facebook
when compared to Google.

Portal Setup Wizard

 Welcome Facebook Authentication Settings
V/ Portal Name Please select which additional information should be requested from Facebook users at login.

/ Portal Theme. Keep in mind that requesting additional information might require your app to be approved by Facebook.

* Portal settings

(]

eoco

V/ Welcome Google Authentication Settings

/ Portal Name Please select which additional information should be requested from Google users at login.

/ Portal Theme. Keep in mind that requesting additional information might require your app to be approved by Google

* Portal settings
L]

's Google Plus profile details: @

When available the user information will be recorded on the MCT database, it will not be visible
through any Sponsor/Admin portal reports. The only way to access this information is through the
MCT Sponsor API, Any API call that returns account objects will include a <socialProfile> XML
element containing the available information for that account.

Note: Only the information authorized by the social app can be collected. In some cases, depending
on the type of information this will require the OAuth app to be approved by the OAuth
provider, this is outside the scope of the MCT documentation. Also the user has ultimate control
over what he/she shares with MCT, if the user refuses to share information MCT will not get
access to it.

To enable OAuth in FortiConnect with Fortigate, ensure that you whitelist the following OAuth service
provider URLs inthe Fortigate Server:

Facebook

config firewall address

edit "FBO"

set subnet 5.178.32.0 255.255.240.0
next

edit "FBL"



set subnet 195.27.154.0 255.255.255.0

next

edit "FB2"

set subnet 80.150.154.0 255.255.255.0

next

edit "FB3"

set subnet 77.67.96.0 255.255.252.0

next

edit "FB4"

set subnet 212.119.27.0 255.255.255.128

next

edit "FBS"

set subnet 2.16.0.0 255.248.0.0

next

edit "FB6"

set subnet 66.171.231.0 255.255.255.0

next

edit "FB7"

set subnet 31.13.24.0 255.255.248.0

next

edit "FB8"

set subnet 31.13.64.0 255.255.192.0

next

edit "FB9"

set subnet 23.67.246.0 255.255.255.0

next

edit "akamai-subnet-23.74.8"

set subnet 23.74.8.0 255.255.255.0

next

edit "akamai-subnet-23.74.9"

set subnet 23.74.9.0 255.255.255.0



next

edit

"akamaihd.net"

set type fgdn

set fgdn "akamaihd.net"

next

edit "channel-proxy-06-frcl.facebook.com"
set type fgdn

set fgdn "channel-proxy-06-frcl.facebook.
next

edit "code.jquery.com"

set type fgdn

set fgdn "code.jquery.com"

next

edit "connect.facebook.com"

set type fgdn

set fgdn "connect.facebook.com"

next

edit "fbcdn-photos-c-a.akamaihd.net"

set type fgdn

set fgdn "fbcdn-photos-c-a.akamaihd.net"
next

edit "fbcdn-profile-a.akamaihd.net"

set type fgdn

set fgdn "fbcdn-profile-a.akamaihd.net"
next

edit "fbexternal-a.akamaihd.net"

set type fgdn

set fgdn "fbexternal-a.akamaihd.net"
next

edit "fbstatic-a.akamaihd.net"

com"



set type fgdn

set fgdn "fbstatic-a.akamaihd.net"
next

edit "m.facebook.com"

set type fgdn

set fgdn "m.facebook.com"

next

edit "ogp.me"

set type fgdn

set fgdn "ogp.me"

next

edit "s-static.ak.facebook.com"
set type fgdn

set fgdn "s-static.ak.facebook.com"
next

edit "static.ak.facebook.com"

set type fgdn

set fgdn "static.ak.facebook.com"
next

edit "static.ak.fbcdn.com"

set type fgdn

set fgdn "static.ak.fbcdn.com"
next

edit "web ext addr SocialWiFi"

set type fgdn

set fgdn "web ext addr SocialWiFi"
next

edit "www.facebook.com"

set type fqgdn

set fgdn "www.facebook.com"

next



end

Google+

config firewall address

edit "www.googleapis.com"

set type fgdn

set fgdn "www.googleapis.com"

next

edit "accounts.google.com"

set type fgdn

set fgdn "accounts.google.com"

next

edit "ssl.gstatic.com"

set type fgdn

set fgdn "ssl.gstatic.com"

next

edit "fonts.gstatic.com"

set type fgdn

set fgdn "fonts.gstatic.com"

next

edit "www.gstatic.com"

set type fgdn

set fgdn "www.gstatic.com"

next

edit "Google 13"

set subnet 216.58.192.0 255.255.224.0
Accounts.google.com is too dynamic for an FQDN policy to function.
This IP policy covers the whole range of possible subnets.
next

end



Twitter

config firewall address
edit "api.twitter.com"

set type fgdn

set fgdn "api.twitter.com"
next

edit "abs.twimg.com"

set type fqgdn

set fgdn "abs.twimg.com"
next

edit "abs-0.twimg.com"

set type fgdn

set fgdn "abs-0.twimg.com"
next

end

7. Manual Selection - Select this mode for the user to select an appropriate realm from the ’selected

realms’ list.

8. Automatic Selection - Select this mode so that each realm is selected in order from the list rather
than asking the user to select one. The realm selection starts from the top of the order first and if
authentication fails the next realm in the order is tried and so on.

9. The first realm in the order is treated as a default realm, the default realm is selected by default
when the user navigates to the Login Page in the Manual Selection mode above.

Note: If Automatic Selection is selected then internet services such as Google, Facebook and Twitter
will always be checked last.

10. Click on Next to continue.



11. In the Portal Restrictions page, you can set the time interval that Prevents the creation of self-
service accounts with the same personal details (email/phone) for a specified period of time post
the original account creation.

Portal Setup Wizard

v/ Welcome Portal Restrictions
v/ Portal Name Please configure the account re-creation restrictions.
‘/ Portal Theme If unrestricted users will be able to create new accounts as
expires.
+/ Portal Settings
% Portal Policy Restriction Length: 0 Days
Set to 0 for unrestricted account creation.
Restriction Type: Email X

12. Click on Next to continue.
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13. We can now control which account groups can authenticate against a particular portal (User/device
accounts belong to account groups). This is done on the Portal Account Groups Authentication
Policy screen. The default behaviour is to permit All account groups.

14. From the drop down menu you choose between All or Selected.

15. If you have chosen to select account groups, use the arrows to place the selected account groups
into the Permitted Account Groups section.
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16. Now you can select and choose your site policy, choose how usernames for User accounts for the

Portal should be generated.
« Email address as username - The User e-mail address will be used as the username for the
account.

e Create

usernames based on first and last name - The Users first name and last names will be

combined to generate the account username.

e Create

random username - The username for the account will be randomly created.

« Username Prefix - This will be used as a prefix to generate the account username.

17. Click on Next to continue
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18. Choose whether you want the passwords to be -

Auto generated password - password is generated using conditions below

Guest specified password - password is specified by the user creating the account

19. Choose how passwords for User accounts for the User Portal should be generated.

Alphabetic Characters - Decide the number of characters to use.
Numeric Characters - Decide the number of characters to use.

Other Characters - Decide the number of characters to use.

20. Click on Next to continue.
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21. Select which fields should be used to capture User Account Details :-

First Name - From the drop down menu decide whether this field is Required, Unused or
Optional.

Last Name - From the drop down menu decide whether this field is Required, Unused or
Optional.

Company - From the drop down menu decide whether this field is Required, Unused or Optional.
Email - From the drop down menu decide whether this field is Required, Unused or Optional.
Mobile - From the drop down menu decide whether this field is Required, Unused or Optional.

Additional Fields - From the drop down menu decide whether this field is Required, Unused or
Optional.

22. Click on Next to continue.
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23. Select how many fields should be used to capture additional information for Purchased Accounts:-
e Option 1 - From the drop down menu decide whether this field is Required, Unused or Optional.

« Option 2- From the drop down menu decide whether this field is Required, Unused or Optional.
e Option 3 - From the drop down menu decide whether this field is Required, Unused or Optional.
e Option 4 - From the drop down menu decide whether this field is Required, Unused or Optional.
e Option 5 - From the drop down menu decide whether this field is Required, Unused or Optional.

24. Click on Next to continue.
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The Portal setup is now complete. Click on Close to finish.

Guest Portal Operations

Previewing a Portal

You can preview a Portal once its been setup.

1. From the Administration interface go to Guest Portals --> Portals as shown below.
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2. Select the Portal you wish to preview by clicking on the Preview Icon next to the Description field.

3. The Portal you have created should then appear as shown below.



C Login to the network - Google Cheome =T ST

(B e 15:15«:1;:- : :
MeRD \ e

HETWOREKS®

ORK ACCESS PO
¥ SETTINGS
SOR PORTAL

[ PORTALS

i Login to the network
1oed PRS
e Fibes Lsamame

oy Aute Discoy

FPasswaorng
T COMMECT
Remember me on this device
ES
1Ts & LOGS —
3

Editing a Portal

Once a Portal has been created, you can edit and customize the content of the Portal, go to Guest
Portals --> Portals



1.
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Choose the portal you wish to edit of its content and click on the edit content icon.
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On the left hand side of the screen you can see all the different pages/options that have been
created when the portal was set upusing the Portal Wizard. Click on the page/option tab that you
wish to edit, for the example above we have selected the LoginPage. You can amend any text

within the box and insert your own.
3. Click Save once you have amended/added any text.
Continue to edit another page/option by clicking on the relevant tab.

Deleting a Portal

You can delete an existing Portal Site from the administration interface.

1. From the administration interface, select Guest Portals --> Portals as shown below.
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2. Select the portal you wish to delete and click on the Bin icon next the descriptions field.
3. Click Yes to confirm deletion.

Copying a Portal

Administrators can copy Portals that have already been created to save time going through the setup
wizard if a duplicate portal is needed.

From the Administration interface go to Guest Portals --> Portals as shown below.
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Click on the Copy Portal icon next to the portal that you have created

Copy Portal: |

MNew Portal Mame:  CopesdPortal

ooy | coce |



Enter your New Portal Name and then click on the Copy button, your portal will have been copied as
shown below

Portals
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Custom Portal

In this chapter we take a look at how to Create a Portal Theme

® The Sample Theme

— The style.css file

— The theme.xml file

Name

Description
Author
Preview
Pages
Images
Colours

® ® ® ® O ©

® C(reating a Custom Theme
® Installing a Theme



® Available Widgets

Default Themes

You can download any of the existing default themes that the FortiConnect provides to view its
structure.

Log into the web admin user interface of the FortiConnect and browse to Guest Portals-->Themes and
click on the export button next to 'The Default Fortinet Theme' as show below.

cnovans 17017 (T

Marma | Descriptian [
Arcess Denied This thermse only dsplays an acoess denied massage. It 5 based on the Menu Networks white thema. 210
identity Memworks (Bhue) The defaut Identity Metwarks theme., 1]
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Unzip the default.zip file and confirm you have the following files :

® (css/
— style.css

® html/
— caup.html
— login.html
— password.html
— payment.html
— selfservice.html
— success.html
— logout.html
— loggedOut.html

® images/



® theme.xml

The style.css file

This file should be placed in the css directory of the theme structure and should contain all the CSS
styles that will be applied to the several HTML pages that make up the Portal site.

The theme.xml file

The theme.xml file list all resources used by the theme as well as defining the default values for several
elements.

The file has 10 main elements:

Name

Public name
Description
Author
Preview

Pages
Optional pages

© N o a kb=

Navigation
9. Images
10. Colours

11. Scripts

Name

This is a mandatory element, it should only contain letters, digits and the underscore symbol, theme
names are unique so if there is already a theme with this name installed on the FortiConnect you won’t
be able to install this theme.

Public Name

This is an optional element, it should contain the name displayed on the administration
interface when referring to the theme, this element does not have the restrictions that apply
to the name element.

If the publicName element is not present the theme internal name will be displayed.

Author

This attribute can be used by the theme author to place his name and/or contact details.

Preview

This attribute has two elements:



® small

® large

Both should have the name of two image files containing thumbnails for the theme, these are used by
the hotspot setup pages to give the administrator an idea of how the hotspot will look if he chooses the
theme. The recommended size for the small thumbnail is 200 pixels wide by 115 pixels tall and for the
large thumbnail 800 pixels wide by 455 pixels tall. The files should be placed at the same level as the
theme.xml file.

Pages

In the pages section of the theme.xml file you will list the HTML templates for every kind of page the
Portal uses as well as declaring what content areas each page has and what should be it’s default value.

A simple example would be:

<pages>

<login>

<file>login.html</file>

<components>

<component>

<tag>$TITLE%</tag>

<default>Login to the network</default>
</component>

<component>

<tag>%$HEADER%</tag>

<default>Login to the network</default>
</component>

<component>

<tag>3%$MAIN%</tag>

<default/>

</component>

<component>

<tag>$FOOTER%</tag>
<default><! [CDATA [Copyright &copy; yourcompany 2010]]></default>

</component>



</components>
<label>Login</label>
</login>

</pages>

The previous XML snippet tells us the HTML template for the login page is located at html/login.html,
and on this page we have defined four components that the administrator users can customize with their
content, we have also declared the default content for each component:

Table 1:
Component Default Value
Title Login to the network
Header Login to the network
Main
Footer copyright © yourcompany 2010

If we open the login.html file with a text editor we can see where these components are used:
<h1>%HEADER%</h1>

<div class="main">%$MAIN%</div>

<div class="widgetContainer">%LOGIN WIDGET%</div>

<div id="navigation">%NAVIGATION MENU%</div>

<div id="footer">%FOOTER%</div>

As we can see on the HTML the placeholder variables for the several components defined in theme.xml
are placed amongst the markup, when the portal pages are generated the placeholders will be replaced
with the content associated with them.

We can also see a few placeholders that weren’t specified in the theme.xml file, these are:
® %LOGIN_WIDGET% - this will be replaced with the login widget if we were looking at

the self service page template we should use %SELF_SERVICE_WIDGET% you can find a list of available
widgets at the of this chapter.

® %NAVIGATION_MENUY% - this will be replaced with a set of links to other pages available to users of
the Portal.



The content of these placeholders is built dynamically by the FortiConnect depending on what options
are selected during the Portal setup. When creating your own themes you should make sure that these
placeholders are in your template files otherwise the Portal might not work as expected

Optional Pages

This section allows you to specify any optional pages you want to make available to portals using your
theme. The default theme defines several optional pages, to add more you can copy one of the existing
definitions and edit it as appropriate.

Navigation

Users can now add links to portal pages, to do this they have to add the following html:

<a $TAG%>this is a link</a>
%TAG% can be one of the following:

%LINK_TO_LOGIN% - Link to the login page

%LINK_TO_PMS% - Link to the pms login page

%LINK_TO_PAYMENT?% - Link to the Credit card payment page
%LINK_TO_SELFSERVICE% - Link to the self service page
%LINK_TO_PASSWORDY - Link to the password change page
%LINK_TO_CLIENTCONFIGURATION% - Link to the smart connect page

%LINK_TO_SUCCESS% - Link to the successful authentication page, this link will only work after
successful authentication

To link to a optional page you should have a tag similar to

%LINK_TO_OPTIONAL_[PAGENAME]%

Where page name matches the name you gave the page on the theme.xml file so if in that file you have
a generic page defined like:

<optionalPage menultemWeight="10000">
<file>help.html</file>

<components>

<component>

<tag>%TITLE%</tag>

<default>Your title here</default>
</component>

<component>

<tag>%HEADER%</tag>

<default/>

</component>

<component>

<tag>%MAIN%</tag>

<default>Your content here</default>



</component>
<component>
<tag>%FOOTER%</tag>
<default><![CDATA[ &copy; 2020 Fortinet. All Rights Reserved.]]></default>
</component>
</components>
<label>Help</label>
<name>help</name>
</optionalPage>
Your tag should be 3LINK TO OPTIONAL HELP%
Images
The images section of the theme.xml file should be used to list all image files that are referenced by the
HTML and CSS for the theme.

When you open theme.xml and scroll down to the <images> section you will notice it is empty, you can
add an image by replacing the <images/> tag with the following:

<images>

<image>

<label>Header image</label>

<description>Image placed on the header of the page</description>
<tag>%$IMG_LOGO%</tag>

<file>Logo.png</file>

<dimensions>100x100</dimensions>

</image>

</images>

This snippet specifies the label, description and recommended dimensions for the image this
information will be displayed on the Portal setup page so the administrator knows what this image is
used for and can upload the right image for this purpose. The <tag> element specifies what placeholder
variable will be used in HTML and CSS template files to reference this

particular image, the <file> element specifies which file is the default value for this image, this file
should be placed in images/Logo.png.

To use this image in the login HTML template we could change the HTML to:
<div id="headerImage"><img src="%IMG LOGO%"/></div>
<h1>%$HEADER%</h1>

<div class="main">%$MAIN%</div>



<div class="widgetContainer">%LOGIN WIDGET%</div>
<div id:"navigation">%NAVIGATION_MENU%</diV>
<div id="footer">%FOOTER%</div>

If we wanted to reference this image on our CSS file, lets say as a background image we would have
code like this:

.cssClass {
background-image:url ('$IMG_LOGO%') ;

}

Colors
The colours section should contain a list of all customizable colours used in the theme.

The default theme already has a set of colours defined, to add a new one we would insert the following
snippet between the <colour></colour> tags:

<colour>

<label>Default font colour</label>
<description/>
<tag>%CL_DEFAULT FONT COLOUR%</tag>
<value>#001844</value>

</colour>

This snippet specifies the label and description for the colour, this information will be displayed on the
Portal setup page so the administrator knows where and what for the colour is used for. The <tag>
element specifies what placeholder variable will be used in HTML and CSS template files to reference
this colour, the <value> element specifies the colour hex value.

To use this colour in CSS we should have code like the following:
.cssClass {
color:%CL DEFAULT FONT COLOURS%;

}

Scripts
The script section should contain a list of all javascript files you wish to use.

The default theme does not use any custom javascript files, to add a new javascript file we would
insert the following snippet in the theme.xml file:

<scripts>

<script>



<tag>$JS UTILS%</tag>
<value>utils.js</value>
</script>

</scripts>

The <tag> element specifies what placeholder variable will be used in HTML to reference this file, the
<value> element specifies the file name, the file should be placed in the "js" directory at the root of
the theme package. To include the code in utils.js on the html template files we should have code like
the following:

<script type="text/javascript" src="%JS UTILS%"></script>

Creating a Custom Theme

Now that we know what are the building blocks of a Portal theme we can use the default theme we
downloaded to create our own theme.

Lets start by defining the requirements for our pages:

® layout - Content displayed on the midle of the page, with three main areas that will be customizable
by the administrator.

® Images - We will use two images one will be displayed on the page header and the other will be the
favicon displayed on the browser address bar.

® Colours - We will define a background colour for the page and a different background colour for the
main content area.

Start by editing the login.html template and modifying the HTML to suit your needs, in our case we
should have something similar to:

<div id="content">

<div id="header">
<div id="headerImage"><img src="../images/Logo.png"/></div>
<hl class="pageTitle">%HEADER%</h1>

</div>

<div id="main">
<div class="mainContent">$MAINS</div>
<div class="widgetContainer">%LOGIN WIDGET%</div>

</div>

<div id="footer">

<div id="navigation">$NAVIGATION MENU%</div>



<div class="copyright">%FOOTER%</div>
</div>
</div>
You will need to copy any image files to the images/ directory.

The next step will be to edit the css/style.css file and define the styles that we will apply to the HTML
markup we defined previously. The following code would implement the layout we proposed:

body {
font-family:Arial;
background-color:#333333;

}

#content{d width:45%;
margin:auto;
padding:20px;
margin-top:50px;
background-color: #eeeeee;

}

#header
text-align:center;
margin-bottom:25px;

padding:5px;

#main{
padding:25px;

}

.widgetContainer {
width:80%;
padding:50px; }

#footer(
text-align:center;

margin-top:25px;



padding:5px;
font-size:x-small;
}
.navigation{
padding:5px;

}

Again you will notice that the actual colour values are used in this file instead of placeholders, this
allows us to view the page in the browser while we develop the design of our pages.

If you open the login.html file in your browser you will see something like:

identity networks
%HEADER%

SLOGIN WIDGET%

SRAIATIN (VEWL,
IpOnE,

You can also replace the placeholders visible on the body of the page with dummy content to get a
better feel of how it would look on your page, this is also useful to take preview screenshots to include

in your theme package.

Once you are happy with the layout, its time to update the theme.xml, so all elements that are
customizable by the administrator are declared, in our case the file would look similar to:

<?xml version="1.0"?>



<hotspotTheme>
<name>sample theme</name>
<description>plain theme</description>d<author></author>d <preview>d
<small>thumb.png</small>d <large>preview.png</large>d </preview>
<pages>
<login>
<file>login.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>$HEADERS</tag>
<default>Login to the network</default>
</component>
<component>
<tag>$MAIN%</tag>
<default/>
</component>
<component>
<tag>$FOOTER%</tag>
<default><! [CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Login</label>
</login>
<selfService>

<file>selfservice.html</file>



<components>
<component>
<tag>$TITLES%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%$HEADERS%</tag>
<default>Create your guest account</default>
</component>
<component>
<tag>%$MAINS%</tag>
<default/>
</component>
<component>
<tag>%$FOOTERS%</tag>
<default><! [CDATA [Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Self Service</label>
</selfService>
<payment>
<file>payment.html</file>
<components>
<component>
<tag>$TITLES%</tag>
<default>Login to the network</default>
</component>
<component>

<tag>$HEADERS</tag>



<default>Purchase your account</default>
</component>
<component>
<tag>$MAINS%</tag>
<default/>
</component>
<component>
<tag>$FOOTER%</tag>
<default><! [CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Purchase Account</label>
</payment>
<password>
<file>password.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>$HEADERS</tag>
<default>Change your password</default>
</component>
<component>
<tag>$MAINS%</tag>
<default/>
</component>

<component>



<tag>$FOOTER%</tag>
<default><! [CDATA [Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Change Password</label>
</password>
<aup>
<file>aup.html</file>
<components>
<component>
<tag>$TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>$HEADERS</tag>
<default>Acceptable Usage Policy</default>
</component>
<component>
<tag>$MAIN%</tag>

<default>By clicking "Accept" you agree to the terms and
conditions..... </default>

</component>
<component>
<tag>%$FOOTERS%</tag>
<default><! [CDATA [Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Acceptable Usage Policy</label>
</aup>

<generic>



<file>generic.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>$HEADERS</tag>
<default/>
</component>
<component>
<tag>$MAINS</tag>
<default>your text here</default>
</component>
<component>
<tag>$FOOTERS%</tag>
<default><![CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Generic page</label>
</generic>
</pages>
<images>
<image>
<label>Header image</label>
<description>Image placed on the header of every page</description>
<tag>%IMG_LOGO%</tag>
<file>Logo.png</file>

<dimensions>100x100</dimensions>



</image>
<image>
<label>Favicon</label>
<description>Image to be displayed in browser address bar</description>
<tag>%IMG_FAV ICON%</tag>
<file>Faviconl6.ico</file>
<dimensions>16x16</dimensions>
</image>
</images>
<colours>
<colour>
<label>Body background color</label>
<description/>
<tag>%CL_BODY_BACKGROUND%</tag>
<value>#333333</value>
</colour>
<colour>
<label>Content area background color</label>
<description/>
<tag>%CL_CONTENT_BACKGROUND%</tag>
<value>feeeeee</value>
</colour>
</colours>
</hotspotTheme>

Since we are using the same customizable areas we didn’t make any changes to the <pages> element
content, it is generally a good idea to use the same names for the content areas e.g. % HEADERY%,
%FOOTER%, etc... as this will allow users to switch between themes using the content they have defined
already.

Now that we have updated the theme.xml and we are happy with the design of our page we should
replace any colour and image references with their respective placeholder on both the login.html file
and the style.css file.



The login html file should look similar to :

<div id="content">

<div id="header">

<div id="headerImage"><img src="$%$IMG_ LOGOS%"/></div>

<hl class="pageTitle">%HEADER%</hl1>
</div>
<div id="main">
<div class="mainContent">%$MAIN%</div>
<div class="widgetContainer">%LOGIN WIDGET%</div>
</div>
<div id="footer">
<div id="navigation" >%NAVIGATION_MENU%</diV>
<div class="copyright">%FOOTER%</div>

</div>

</div>

The style.css file should look similar to:

body{

font-family:Arial;
background-color:%CL_BODY_BACKGROUND%;

3
#content{
width:45%;
margin:auto;
padding:20px;
margin-top:50px;
background-color:%CL_CONTENT_BACKGROUND¥%;
3
#header{

text-align:center;
margin-bottom:25px;
padding:5px;



#main {

padding:25px;

3

.widgetContainer {
width:80%;
padding:50px;

3

#footer{
text-align:center;
margin-top:25px;
padding:5px;
font-size:x-small;

3

.navigation{
padding:5px;

3

In this case we want all pages to have the same basic layout, so we need edit the remaining files in the
html/ directory and replace their contents with the code from login.html, the only change we need to
do is replace the %$LOGIN_WIDGET% placeholder with the relevant widget for the page in question, the
following code would be present in the selfservice.html file:

<div id="content">
<div id="header">
<div id="headerImage"><img src="%$IMG_ LOGOS%"/></div>
<hl class="pageTitle">%$HEADER%</hl>
</div>
<div id="main">
<div class="mainContent">$MAIN%</div>
<div class="widgetContainer">%SELF SERVICE WIDGET%</div>
</div>
<div id="footer">
<div id="navigation">$NAVIGATION MENU%</div>

<div class="copyright">%FOOTER%</div>



</div>
</div>

Now that the HTML and CSS files are done we need to give our theme a name and description, declare
our preview images and fill in the author information in theme.xml.

Assuming we took two screenshots of our page, preview_small.png and preview_large.png and placed
these files in the root directory of our theme we should edit the theme.xml file to look similar to:

<?xml version="1.0"?>
<hotspotTheme>
<name>tutorial theme</name>
<description>Simple theme built during the tutorial</description>
<author>myname</author>
<preview>
<small>preview small.png</small>
<large>preview large.png</large>
</preview>
<pages>
<login>
<file>login.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%MAIN%</tag>

<default/>



</component>
<component>
<tag>%$FOOTER%</tag>

<default><! [CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>

</components>
<label>Login</label>
</login>
<selfService>
<file>selfservice.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>$HEADERS</tag>
<default>Create your guest account</default>
</component>
<component>
<tag>$MAINS</tag>
<default/>
</component>
<component>
<tag>$FOOTER%</tag>
<default><! [CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Self Service</label>

</selfService>



<payment>
<file>payment.html</file>
<components>
<component>
<tag>$TITLE%$</tag>
<default>Login to the network</default>
</component>
<component>
<tag>$HEADERS</tag>
<default>Purchase your account</default>
</component>
<component>
<tag>$MAIN%</tag>
<default/>
</component>
<component>
<tag>$FOOTER%</tag>
<default><! [CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Purchase Account</label>
</payment>
<password>
<file>password.html</file>
<components>
<component>
<tag>$TITLE%$</tag>
<default>Login to the network</default>

</component>



<component>
<tag>$HEADERS</tag>
<default>Change your password</default>
</component>
<component>
<tag>$MAINS</tag>
<default/>
</component>
<component>
<tag>$FOOTER%</tag>
<default><! [CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Change Password</label>
</password>
<aup>
<file>aup.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>$HEADERS</tag>
<default>Acceptable Usage Policy</default>
</component>
<component>
<tag>$MAINS</tag>

<default>By clicking "Accept" you agree to the terms and
conditions..... </default>



</component>
<component>
<tag>%$FOOTERS%</tag>
<default><! [CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Acceptable Usage Policy</label>
</aup>
<generic>
<file>generic.html</file>
<components>
<component>
<tag>$TITLES%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%$HEADERS%</tag>
<default/>
</component>
<component>
<tag>%$MAINS%</tag>
<default>your text here</default>
</component>
<component>
<tag>%$FOOTERS%</tag>
<default><! [CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>

<label>Generic page</label>



</generic>
</pages>
<images>
<image>
<label>Header image</label>
<description>Image placed on the header of every page</description>
<tag>%IMG_LOGO%</tag>
<file>Logo.png</file>
<dimensions>100x100</dimensions>
</image>
<image>
<label>Favicon</label>
<description>Image to be displayed in browser address bar</description>
<tag>$IMG_FAV ICON%</tag>
<file>Faviconl6.ico</file>
<dimensions>16x16</dimensions>
</image>
</images>
<colours>
<colour>
<label>Body background color</label>
<description/>
<tag>%CL_BODY_BACKGROUND%</tag>
<value>#333333</value>
</colour>
<colour>
<label>Content area background color</label>
<description/>

<tag>%CL_CONTENT BACKGROUND%</tag>



<value>feeeeee</value>
</colour>
</colours>
</hotspotTheme>

The final step is to create a zip file containing all the theme files, the directory structure of the zip file
should be similar to that of the default theme.

Installing a Custom Theme

To install a theme go to the Guest Portals --> Themes from the Administration interface.

Themes
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Click the Choose File button and browse your computer for the theme file, after selecting the file click
the Import button and verify the page is refreshed and the new theme is present in the Themes list.



Available Widgets

Table 2:
Page Widget
Login %LOGIN_WIDGET%
Payment %PAYMENT_WIDGET%
Self Service %SELF_SERVICE_WIDGET%
Acceptable Usage Policy %AUP_WIDGET%
Password Change %PASSWORD_WIDGET%
Logout %LOGOUT_WIDGET%
Logout Popup %LOGOUT_POPUP%
Time Left %TIME_LEFT_WIDGET%

Portal Rules

The FortiConnect can be used to create a set of Portal Rules for redirecting Users to different Portals
that have been created.

From the FortiConnect Administration interface go to Guest Portals --> Portal Rules as shown below.



Portal Rules

Each nale is chedked in the I'Qlll:rmﬂg arger. i a rule is matched the Buestis directed 1o the rule’s portal {or is denied access) and no ather rules are chacked, if no
nule matches the default rule 5 applied.

SET your Metwork devices 1o redirect to the following URL to use poral rues:

https://{MERU_COMMECTportal/{DEVICE_ WP}

Order  Mame | Description Rule | Portal | Hit Count
1 Defaul; Default f no other rules match login o
Test postad rubes

N T T

Each rule that is created is checked in the order shown. If a rule is matched, the User is directed to the
rules portal (or denied access) and no other rules are checked. If no rule matches then the default rule
is applied.

Note: FortiConnect comes with the Default rule.

1. To add a rule click on the Add Rule button.



Edit Rule

Guests are directed to the specified portal if all the spedfied conditions are met.
Aule Mame:

Aule Description:

W dmhostipaddess  [=] [equalto =]

SO0 ComdiTign.

Aula Action: @ Goto portal epess-denied =]

Mo poral

2. In the fields provided input the following -
e Rule Name - Create a name for your rule.

e Rule Description - Enter a description for your rule.

e Rule Action - Check the Go To Portal option and then use the drop down menu to select from
one of the portals you have created, or one of the default portals, to direct the User to the
relevant portal. Check No portal if you do not wish to redirect the User.

3. From the drop down lists provided create a set of rules that applies to your portal. The example that
has been created above reflects Users using ‘Mobile’ as their device, you will see that the Rule Action
has been set to Go To Portal’mobile’. Therefore any Users using a mobile device will be directed to
a portal is designed for mobile users.

Click add condition once created.
Click Save to complete.



Partal rukie saved

Eachirule is checked in the followang arder. if a rule s matched the guest is directed to the rule’s portal (or is denied access) and no other rules are checked. If no
rule ratches the defawlt rule i@ appled.

Set your netwark devices to redirect to the following URL to use portal rules:

httpe/{MERU_CONMNECTVportal {DEVICE_IF}

QOrder  Nama Description Rule Partal Hit Caunt
1 Fulg Ong  test idm-host-ip-address eguals 10.10.1.1  access-denied o OB
2 Defauls | Default if no other nules match Iogin o B

Test partal rules

e | corca | i |

As you can see the rule has now been created and added to the list.
6. Use the up and down arrow icons next to the order number to move the order of the rules. Click on
Add Rule to create any further rules.

7. You can test any portal rules you have created by clicking on the Test Portal Rules link, this will
display a screen as shown below.



Test Portal Rules

This finds the rule that rastches the environment you define bekow,

Brawiers Ll = 120 af  Windows ' Dty rivy bifowias
Mobile device:

Browssr Language: Englizh 1=

Tirmees 1120700 an | Tuesday ‘=] in Americallos_sngeles = | liow
AADILS Client 1P Andress

LHar 1P Address: 192.168.137.1

Mgru Connect IP Address:  192.168.137.20

Find Matching Rule | Back te Rules

8. Find any rule that matches the environment you define :-

Browser - From the drop down menu’s select and define the browser you wish to test against.
Mobile Device - Check if using a mobile device.

Browser Language - From the drop down menu select the browser language.

Time - From the drop down menu’s select a time you wish to test.

RADIUS Client IP Address - Enter the RADIUS Clients IP address.

User IP Address - Enter the User’s IP Address.

FortiConnect IP Address - Enter the FortiConnects IP Address.

9. Click on Find Matching Rule to test.

Hotel Property Management System Integration

FortiConnect supports integration with a number of Hotel Property Management Systems. FortiConnect
allows communication with the Hotel Property Management System to enable billing for internet access
direct to a guest’s hotel room bill. This is achieved by adding a Hotel Property Management System
login widget to a portal which will communicate with the Hotel Property Management System.



Different Hotel Property Management Systems can be added via the Admin Interface > Guest Portals >
Hotel PMS.

Supported Hotel Property Management System’s include:-
« HOBIC (via TCP/IP)
«  MICROS Fidelio Suite / Opera (via TCP/IP)
» Infoden RMS

o Comtrol Lodging Link (via TCP/IP) - a list of support Hotel Property Management Systems are
available here http://www.comtrol.com/pub/en/Property-Management-Systems-Partners

Each Portal will be able to define it's own access plans which determine the access time allowed and
associated charge to be posted to the Hotel Property Management System configured for that portal.

The first time a user goes to the portal and supplies their credentials (these can be last name and room
number, username and password, etc) they will be taken to a page with the available access plans,
once the user select ones and proceeds with the authentication process their room will be charged.

The user will be able to login without being charged until their account expires, once the account
expires the user will be again taken to the access plan selection where they can purchase more time
on the network.

Ordering and Support with PMS Vendors

Some PMS vendors require additional part numbers to be ordered to allow integration, please check
with the vendor you wish to integrate with before ordering.

For support with Opera PMS, the following part number needs to be ordered from Micros

What Part Numbers Do | Need?

Part No Product ID [FKT) Description
10-5009-271 IFC_IMN Identity Manager by Meru Networks)

Adding a Hotel Property Management System

To add a Hotel Property Managament System from the administration interface:

1. Select Guest Portals > Hotel PMS as shown below.



[ LS

Mama & ¥ | Type & ¥ | DecCription & ¥

Mo Praperty Management Systems cefined |

2. Click the Add button



Add New Hotel Property Management System

Mame;

Description:

Type: HOEBIC

E]

1P Address:

Port:

3. Fill in the appropriate fields to add the Hotel Property Management System :-
o Name - Name of the Hotel Property Management System

o Description - Description of the Hotel Property Management System.

o Type - From the drop down menu select the type of Hotel Property Management System you will
integrate with.

o |IP Address - Enter the IP address of the Hotel Property Management System.
o Port - Enter the Port Number required for the Hotel Property Management System.

4. Click on Save once complete.

Editing and Deleting a Hotel Property Management System

5. To Edit an existing Hotel Property Management System go to Guest Portals --> Hotel PMS as shown
below



Hotel Property Management Systems

PS5 Ding HOEIC Test PG '
o | | 4 Dage1u‘f136-:q: I

6. Click on the link of the Hotel Property Management System you wish to edit

Edit Hotel Property Management Systerm

Marms: Phi5 One

Descriphan: | Tecy PRS

[=]

Type: HOBIC
1P Address: | 10.12.10.10

Port: k]

7. Fill in the appropriate fields to edit the Hotel Property Management System :-
» Name - Name of the Hotel Property Management System

o Description - Description of the Hotel Property Management System.



e Type - From the drop down menu select the type of Hotel Property Management System you will
integrate with.

o [P Address - Enter the IP address of the Hotel Property Management System.
e Port - Enter the Port Number required for the Hotel Property Management System.

Click on Save once complete.

8. To delete a Hotel Property Management System go to Guest Portals --> Hotel PMS as shown below

Hotel Property Management Systems

| Mama & ¥ | Type & ¥ | Description & ¥

| EMSDne | HOBIC Test PMS [ ]
! 4 4| Page 1of1 E] G

9. Click on the Bin icon to the right of the Hotel Property Management System you wish to delete and
click on yes to confirm as shown below.



Hotel Property Management Systems

 MemeaY | Typed ¥ | Descripion a¥ |
PM5One | HOBIC  Tast PMS ]
THE DBEE“I:I'”H Go | # | M

I The page #1 192 168.137.20 1oy

Are you sure you want to delete this PMS?

[ Tee ][ caneal

PMS Payment Reports

Administrators can run a Payment Report which details all transactions purchased through a Property
Management Systems account.

1. From the Admin Ul Interface, go to Reports & Logs-->Payments Report, you will be presented with
a screen similar to the one below.



Payments Report

Payment Method:  Credit Card Biling [ = Payreent Provides:  ANl[=]
portal Al = Access Plan: Anf=]
Transaction |0z Fram: 5[x] mov[=] 2014[x]
Lsamanme: = =] [=]

g Ta: 2 |z D T| 4= @
Marme an Cand:

Purchased Guast Accounts Summary

Portal | Mumber of accounts Total
M Recards Found

Transaction ID & | MameonCard & ¥ | Portal & ¥ | Payment Praovider & ¥ | Arcess Plan | Username &% | Amount & ¥ Date & 7

Mo Retoras Foumnd

2. To run a report on PMS Billing select the PMS Billing option from the Payment Method field :-
« Hotel PMS - From the drop down menu select a Hotel PMS.

o Portal - From the drop down menu select a Portal.

e Access Plan - From the drop down menu select an access plan.

o Transaction ID - From the drop down menu select a Transaction ID.

e Username - From the drop down menu select a Username.

e Customer Name - From the drop down menu select a Customer Name.
e« Room Number - From the drop down menu select a Room Number.

e From - From the drop down menu select a From Date.

e To - From the drop down menu select a To Date.

3. Click Run to display the report on screen, or click Download CSV to download as a file to your
desktop.

4. A detailed report will show.
e Transaction ID - Guests Transaction ID

+ Name on Card - Guests name on card provided.



o Portal - Portal the Guest accessed.

e Guest - Guest account username.

« Payment Provider - Which Payment Provider the Guest used.
e Access Plan - Access plan the Guest used for Guest access.

» Username - Username of the Guest.

e Amount - Amount the Guest was charged.

« Date - Date and Time the Guest user accessed.

Configuring Payment Providers for Credit Card
Billing

When using the FortiConnect to allow Users to purchase accounts using credit card billing, you need to
add the details of the payment provider. The payment provider details are needed to allow your
payment provider to perform credit card billing into your account.

Adding a Payment Provider

From the administration interface, select Guest Portals > Payment Providers as shown below.



Payment Providers

[=rTEE 2

Name 4 ¥ | Type & ¥ | Description &% |

Mo payment providers defined |

1. Click Add and enter the relevant details in the fields as shown below.



Add New Payment Provider

Azcount Dataila

ALY WA

Arcoare Description:

Paymrant Providen  AutFewizenst -

Operation Mode
APY Legie

Transaction Key:

Avaiable Cards

Wiga
hlasnerCand

Armerican Expres

Diners Jub
Distdnodr Card
En Routs

ICE

Carte Blanche

Production | =

Supporied Canc

Paymaent Pape Settings

Showr=ide input fields on the payment page of the Guest Fortal using this scoount.

Serurfy Code;  Urnesed ':
Issu@ bumber:  Lirersid -:
Mobile Mumber:  Urnised [=]
Biling Address:  Urersed =
Postali2IF Code Used | 7|
Country: Urnsid ||
L see ) cancel |

2. Enter the details as follows:

Account Name—Enter the name of the payment provider account.
Account Description—Enter the description of the payment provider account.
Payment Provider—Choose the relevant payment provider from the dropdown menu provided.

Operation Mode - From the dropdown menu select whether this will be a production or test
payment gateway. The link to the right shows.the URL that will be used for the payment
gateways API.

API Login—Enter the API login for the payment provider account.
Transaction Key—Enter the transaction key for the payment provider account.

From the Available Cards list, select the cards you wish to allow for transactions and click the
relevant arrows to add or remove them.

You can test your connection and send a send a test transaction by clicking on the Test
Connection button.

3. In the Payment Page Settings section, you can show or hide the input fields on the payment page
of the Portal, determine whether you wish use each field using the drop down menu -

Required - Field requires input



« Optional - Field can be left blank
e Unused - Field will not appear

4. Once completed, click the Save button.

Selecting a different payment provider will enable more or less options depending on the payment
provider settings required, this is shown below using Payflow Pro as an example.

Add New Payment Provider

Acesunt Detalls

ACCOUNT Mams:

Acrount Descrigtion:

Payment Prowider:  PayPal Payflow Pra El

Operation Mode:  Production [z

Liger

Fassword: Confirm:
Merchant Mame:

Partmeds

Aslable Currendies Cupparted Currendes

Afghand (AFH} - -
Algerian Dinar [DID) =
Argantinge Peco [AR5]

Armarian Dram (28D E =
Aruban Guildsr [AWGE)

Avistralian Dedlar (AUDY

Argrbaijanian Manat (AIM)
Sahamian Dollar {ESD}

Awallable Cards Supparted Cards

Wisa = =
MasterCard
Armerican Express
Diners Chubs

Disoaver Card E a

n.

Editing or Deleting a Payment Provider

1. From the administration interface, select Guest Portals > Payment Providers as shown below.



Payment Providers

Showing 1-1 of 1 ST R E
Mame ¥ | Type & ™ | Desaiption & ¥ |

|E‘axmer1:_:lne PayPal Payflow Pro  Payment w

| | Dagn-1|:|f1|: G0 | B

Click the name of the payment provider you want to edit.

Enter the details as follows::

Account Name—Enter the name of the payment provider account.

Account Description—Enter the description of the payment provider account.

Payment Provider—Choose the relevant payment provider from the dropdown menu provided.
API Login—Enter the API login for the payment provider account.

Transaction Key—Enter the transaction key for the payment provider account.

4. Once completed, click the Save Payment Provider button.

To delete a payment provider :



5. Click on the Bin icon next to the payment provider you wish to delete and click on yes to confirm as
shown below.

Payment Providers

l Nameg & ¥ ] Type & ¥ ] Description & ¥
| Fayment One | FayPal Payflow Fro | Payment
|| 4 || Page 1 ':“15". G |

o
]

§ The page a1 152.168.137 20 says

dire you sure you werk fo delebe this provader?

[

ok || cexa

Payments Reports
Administrators can now run a Payment Report which details all transactions purchased through a
Hotspot account.

1. From the Admin Ul Interface, go to Reports & Logs->Payments Report, you will be presented with
a screen similar to the one below



Payments Report

Payment Methad Er'edrtCachllmz:'i Payment Provider, | All b

Paortal: All E Acpess Plan: .!-Ilz

Trarsaction I0: Froeme ] 1: wov |=| 2014 "I 51 |
USermarmia: T = T e T :‘:II-!_TI:ﬂ
Mame on Carck

[ mun  Joowniosd csv

Purchaped Guast Accaunts Surmmary

| Partal Mumber of Accounts Total ]

| Me Records Found |

| Transaction ID & | MamsanCard & ¥ | Portal & ¥ | Payment Provider & ¥ | Access Plan | Usemams &% | Amount & ¥ | Dake &7

| Mo Records Found

2. To run a report on Credit Card Billing select the Credit Card Billing option from the Payment
Method field :-
« Payment Provider - From the drop down menu select a Payment Provider.

« Portal - From the drop down menu select a Portal.

e Access Plan - From the drop down menu select an access plan.

e Transaction ID - From the drop down menu select a Transaction ID.
e Username - From the drop down menu select a Username.

« Name on Card - From the drop down menu select a Name on Card.
e From - From the drop down menu select a From Date.

e To - From the drop down menu select a To Date.

3. Click Run to display the report on screen, or click Download CSV to download as a file to your
desktop.

4. A detailed report will show :-.

« Transaction ID - Users Transaction ID

o Customer - Users name on card provided.



Guest Portal - Portal the User accessed.

Guest - User account username.

Payment Account - Which Payment Provider the User used.
Access Plan - Access plan the Used for Guest access.
Amount - Amount the User was charged plus tax if required.

Date - Date and Time the User user accessed.

5. You can then manually add a transaction for the User.

Transaction Type - Select whether you wish to Charge or Refund the User.
Amount - Select the amount you with to Charge or Refund the User.

Reason - Add a reason for the Charge or Refund.

Click add to confirm.

Click on the Send Purchase Receipt button to send a receipt of the transaction to the users email
address.

Hosted Files

FortiConnect supports the uploading of arbitrary files for use in Portals.

To upload any files, go to Guest Portals-->Hosted Files on the FortiConnect Administration interface
as shown below.

Hosted Files

Filemame

Content Type Size

Mo files uploaded

BROWSE



1. To upload a file click on the BROWSE button to locate the file you wish to upload for use in a Portal
as shown below.

Hosted Files

Filename Content Type Size
Mo files uploaded

Organize Mew folder = -

4 Libraries - Mame Date modified
11 Documents
o' Music
| Prictures
B videos

8 Homegroup Select a file

B aanjum to preview.

'S Computer
S guest (110101
¥ guest (\\10.10.

&, Windows7_05

ca Lenovo Recowt » 4 [

& Printer_Locations 01/09/2011 10:03

File mame:

2. Select the file you wish to upload and click on Save, the file will then be displayed as shown below.



Hosted Files

“Printer_Locations.pdf" uploaded

Filemame Content Type Size

Printer Locations.pdf = application/pdf 274Kb Qm

BROWSE

3. To view the file click on the magnifying glass icon.
4. To delete a file click on the bin icon.

Adding links to Portals

To add your link to a page in your Portal, we can follow the instructions below.

Note: For this example we will add to the Login Page on the Portal using pre authentication, steps
and screen shots for other pages will differ.

Go to Guest Portals-->Hosted Files on the FortiConnect Administration interface.

1. Click on the Filename of the link you wish to add to your page as shown below.



Printer_Locations.pdf

Filename: Printer_Locations.pdf

Size; 27AKD (280 244 bytes)

Uploaded: 17-Dec-2014 14:12

MD5: B967d09077d1036fc35a234396059512

Content Type: applicationspdf

Cnaracter et

Copy the URL of the link you wish to use for your Portal and click on close.
Go to Guest Portals-->Portals on the FortiConnect Administration interface.

Click on the Edit Portal Content Icon next to the Portal you wish to add the link to, and identify
which area on the Portal you wish have the link displayed.



Login Page

Cookies instructions Page

Customise the content of the Login page
Close this window Page

Authenticating waiting Page
P label: i
Session management Page ot Login
Login Page Header: Login to the nebwork
Acceptable Usage Policy Page
it A Main: =a hrefs"hetps=/10.10.1.37/hosted_filese_a_0_0_2fa
Successful Authentication Page M601/Printer_Locations.pdf=Please click for printer locations</a>
Logout Page
Title: Login to the network
Logged Qut Page

Client Configuration Page

125 auto login Page

Fr [ seve

5. Copy the Link into the appropriate area and wrap it with Standard HTML Anchor Tags.
6. Click Save

Proxy Auto Discovery

Administrators can host Web Proxy Auto Discovery PAC files on the FortiConnect, to do this go to Guest
Portals --> Proxy Auto Discovery as shown in the screen shot below.



Web Proxy Auto Discovery Settings

Enable Web Froxy suto Discovery: Fy
Proscy Senver:
Pare

Do mot proxy requests to Meru Connect:

1. Check the Enable Web Proxy Auto Discovery check box.
2. Enter the Proxy Server settings in the field provided.

3. Enter the Port number in the field provided.
4

Check the Do not proxy requests to FortiConnect if you wish to do so.

Click on Save to continue.



Integrating with a FortiWwLC

FortiConnect can be integrated with FortiWLC enterprise wireless LAN controllers and integrated
FortiGate enterprise firewall LAN controllers to provide a fully integrated solution for authenticating,
managing and reporting on users accessing the network with web authentication.

There are two different options for FortiConnect integration:

1. Internal Captive Portal on Fortinet Controllers - You can use the integrated portal pages on the
Fortinet Controller to provide the portal web pages. users authenticate against the Fortinet
Controller which in turn authenticates the user against the FortiConnect using RADIUS.

1) Sponsor creates account ™ soonsor

on ldentity Manager 6‘ ‘
HTTRfS

3) Guest submits authentication
to Meru Controller which
authenticates guest via RADIUS

Mdentity Manager

2) Guest is redirected to

Meru Controller
HTTP
Redirect

v Mery Contraller

Guest

RADIUS

IntErmet

2. External Captive Portal on FortiConnect - You can host the portal pages directly on the
FortiConnect, this provides additional benefits and features such as Self Service, Smart Connect,
Password Change, Billing Support and Acceptable Use Pages. This works by having the Fortinet
Controller redirect the user to the FortiConnect. The FortiConnect web pages submit the
authentication to the Fortinet Controller which then authenticates the user against the
FortiConnect using RADIUS.



1) Sponsor creates account
on ldentity Manager

3) Guest submits authentication
to Meru Controller which
authenticates guest via RADIUS

2) Guest is redirected to
Identity Manager by

Meru Controller
Identity Manager

RADILS ol

Intermet

Meru Controller '\.I
Guest i

Baseline Configuration

Prior to configuring the integration the following was carried out using the steps shown in the relevant
configuration guides for FortiConnect and Fortinet Configuration Guides.

e Fortinet

®

initial setup

licenses installed

access points added to the system
add an ESS profile

« FortiConnect

® ® @

®

initial setup
licenses installed
sponsors configured and permitted to create user accounts

® @

This configuration must be performed before moving on with following the instructions in the rest of
this chapter.



Adding the Fortinet Controller to FortiConnect

Adding a RADIUS Client to the FortiConnect

The first step is to configure the FortiConnect to allow the Fortinet Controller to authenticate using
RADIUS.

1. Login to the admin interface of the FortiConnect at https://identitymanager/admin
2. Navigate to Devices > RADIUS Clients
3. Click the Add RADIUS Client button and you will see the screen as shown below

RADIUS Clients

Client Attributes SNMPF  MAC Authentication RadSec Authentcation

Name;

Device P Address { Prefic Length:

semet Confinme
Type: Meru S0 6.0 & Later _-I

Description:

Change-af-Autherization

Lse COA

4. Enter the Name that you want to remember the device with.

5. Enter the Device IP Address of the Fortinet Controller. This is the IP address that will be sending
RADIUS requests to the FortiConnect.

6. Enter a shared Secret and Confirm it, this value will need to be entered onto the Fortinet
Controllers RADIUS setup.

7. Set the Type to Fortinet (Two Options are available, Fortinet SD 5.3 & Earlier and Fortinet SD 6.0
& Later)

Click Save.



Automatically Configuring the Fortinet
Controller to authenticate against FortiConnect

8. When you are adding RADIUS for authentication with a Fortinet Controller you will see the tab
appear as shown below.

RADIUS Clients

&, Tha Meru Cannact Is using a selfsigned S51 centificate, you may get certificate wamings an your dients when they attamps to authenticate

Cient  Aftributes S MAC Authenbcaban  RadSec Authentication Automatic Setup

162,168.137.30
Meru Connect Address: 1RSI0

Device P Address 11042
AT USET Mamme:

Admin Pazsword: 0 |ssesseew
Configure RADIUS profiles: ¥
Tt Captive Partsl RADIUS profles: |

3t Captive Portal External LIRL: d
Configure Qo5 Rules: cd

wirite changes to stamup-tondis

Setup Contraller

9. Within this tab you can automate several configuration steps between the FortiConnect and the
Fortinet Controller. Steps you previously took when setting up the client and SNMP will also be
automated once you click on the Setup Controller button :-

o FortiConnect Address - Enter the Address of the FortiConnect

« Device IP Address - Enter the IP Address of the controller, this is the IP address
e Admin User Name - Enter the admin user name for the controller

e Admin Password - Enter the admin password for the controller

o Configure RADIUS Profiles - Check the box to Configure RADIUS profiles for authentication and
account

« Set Captive portal RADIUS profiles - Check the box to set captive portal RADIUS profiles



« Set Captive portal mode - Check the box to set the captive portal mode to customized
o Configure QOS Rules - Check the box to configure Pre Authentication QoS Rules
« Transfer Pages to Controller - Check the box to transfer portal redirection pages to controller

o Configure SNMP - Check the box to configure SNMP settings (only visible when SNMP has been
enabled within the SNMP tab)

» Write changes to startup-config - Check this box to write the current controller running
configuration to the startup-config file, this allows config to be retained between reboots.

10. Click on the Setup Controller button to apply the selection confirmation to the controller.
11. Click on the Download portal pages link for manual upload to the RADIUS client

12. Configuration of the settings above do not include configuration of ESS and Security Profile on the
Fortinet Controller, the sections below will detail how to do this.

Note: System Director 6.0 & Later - for versions of System Director 6.0 and later we configure the
Captive Portal External URL with a redirection URL pointing to the FortiConnect. Also,
Automatic Setup no longer requires you to Transfer Custom Portal Pages from the FortiConnect
to the controller, Set the Captive Portal Mode to Customized and Set the Captive Portal
Authentication Method to Internal as shown in the screenshot below.

192.168.137.20
Idenbity Manager Address:
Device 1P Address: 10.10.10.1
Admin User nams:

Admin Password:

Configure RADIUS profiles: ¥
Set Captive Portal RADIUS 7
profiles:

Set Captive Portal External URL: o
Configure Qas Fulas: ¥

Writa changes to startup-config:

Setup Contraller



Manually Configuring the Fortinet Controller to
authenticate against FortiConnect

Adding the FortiConnect as a RADIUS Server

You can manually configure the Fortinet Controller to authenticate against the FortiConnect. The first
step is to configure the FortiConnect as a RADIUS server to allow the Fortinet Controller to
authenticate users using RADIUS against the FortiConnect.

RADIUS for Authentication

Login to the admin interface of the Fortinet Controller
Navigate to Configuration > Security > Radius

Click Add

Enter the RADIUS Profile Name as IDM-Auth

Enter a Description

Enter the RADIUS IP as the IP address of your FortiConnect
Enter the RADIUS Secret to match the value you entered on the FortiConnect.
Enter the RADIUS Port as 1812

Set the MAC Address Delimiter to Hyphen (-)

10. Enter the Password Type as Shared Key

11. Click OK

© o NSO R Db



RADIUS Profile Table - Add

RADIUS Profile Mame (D bA-Aith Enter 1-16 chars,, Required
Drescripkion tanager Authentication| Enter 0-128 chars,

RADILS TP [10 {10 |10 | [z00

RADILS Secret ------|

RADIUS Port 1812 Yalid range: [1024-65535)
MAC Address Delimiter | Hyphen (—) w

Passwiord Tyvpe | Shared Hey W

RADIUS for Accounting

Navigate to Configuration > Security > Radius

Click Add

Enter the RADIUS Profile Name as IDM-Acct

Enter a Description

Enter the RADIUS IP as the IP address of your FortiConnect

Enter the RADIUS Secret to match the value you entered on the FortiConnect.
Enter the RADIUS Port as 1813

Set the MAC Address Delimiter to Hyphen (-)

Click OK

© 9o N R ODd=



RADIUS Profile Table - Add

RADIUS Profile Marme
Descripkion

RADIUS IP

RADILS Secret
RADIUS Part

MAC Address Delimiter

Password Type

DhA-Acct Enter 1-16 chars., Required

tity hdanager Accounting|  Enter 0-128 chars,

[1o | |10 | |10 ||zo0

TII1L
1812 Yalid range: [1024-65535]
|Hyphen -} v

|Shared Eey |

Configure RADIUS Authentication for Captive Portals

Once you have added the FortiConnect as a RADIUS server you need to tell the Fortinet Controller to
use these RADIUS servers for web authentication.

a 0 bh =

Click OK

Navigate to Configuration > Security > Captive Portal

Set the Primary RADIUS Profile Name to IDM-Auth

Set the Primary Accounting Radius Server Profile Name to IDM-Acct
Set the Captive Portal Authentication Type to radius



Managrment

S5 Server - Update

Configure the Security Profile for Captive Portal

To enable the captive portal you need to change the security profile for the ESS profile that you want

to use for user access.

In the following configuration example we will modify the default Security Profile, and create a new

ESS profile which uses it.

Configure the Security Profile

Navigate to Configuration > Security > Profile

Change the Captive Portal setting to WebAuth

o bd =

Click Ok.

Check the default Security Profile and click Settings

Set the Captive Portal Authentication Method to internal

| BB AL LI Beweh 0 13509 PN




Security Profile Table - Update

Summary Selection
Prafile Marme idrm

Clear [ 202, 1 [ static wer kevs T wea
L2 Mades Allowed [T wea psk O weaz O weaz psk O mixeo
] mrxeD_psk
weped || weptzs || ke [ comp-ags
compiTkIP | Clear

Dakta Encrypk

Primary RADIUS Profile Mame

Secondary RADIUS Profile Mame

Skakic WEP Kew Index | Walid range: [1-4]

|
|
WEP Key (alphanurmericfHexadecimal) | |
|
|

Re-Key Perind (seconds)

Captive Portal | WMebiuth

Captive Portal Authentication Method

a0z, 1% Metwork Initiation |

| Yalid range: [0-65535]

Create an ESS

Navigate to Configuration > Wireless > ESS

Add a new ESS by clicking the Add button

Set the ESS Profile Name and SSID to guestnetwork
Set the Security Profile Name to default

Click Add

o wDbd =



ESS Profile - Add

ES3 Profile Marme

Enable/Disable

551D

Security Profile Mame

Primary RADILS Accounting Server
Secondary RADIIS Accounting Server
Accounting Interim Inkerval (seconds)
Beacon Inkerval (msec)

5510 Broadcast

Bridaing

Mew AF's Join ESS

guestnetwork Enter 1-32 chars., B
Enahle #

guestnetwork Enter 0-32 chars,
| 1 v

|No RADIUS v

|No RADIUS v

3k00 valid range: [G00-360
100 valid range: [20-1000
on W

[ sirFartress [ 1pve O AppleTalk

On W

You should now be able to authenticate a user with web authentication against the FortiConnect.

SNMP Integration

For audit purposes you will want to know the IP address assigned to each of your users. The IP address
of the user is also required for correlating the syslog messages from firewalls.

SNMP needs to be setup to obtain the IP address of the user from the Fortinet Controller as it isn't sent
in the RADIUS Accounting messages (before System Director Release 5.1). When a user authenticates
the FortiConnect receives the MAC address of user from the Fortinet Controller in the calling-station-
id field. The FortiConnect then contacts the Fortinet Controller using SNMP to find the IP address for
this device and fills in the Framed-IP-Address details in the RADIUS Accounting database.



Configuring SNMP on the Fortinet Controller

The best way of setting up SNMP on the Fortinet Controller is to use the command line. This enables
you to setup SNMP version 3 which supports authentication and encryption. SNMPv3 is also more
efficient in terms of communication than SNMPv1. Only SNMP version 1 can be setup from the web
interface on the Fortinet Controller.

To setup SNMP on the controller perform the following steps:

Connect to the command line of the controller, using the console port, telnet or ssh. Login as the admin
user.

1. Enter configuration mode by entering the following:

fortinet-mc1500(15)# configure terminal

2. Enter the SNMP global settings:

fortinet-mc1500(15)(config)# snmp-server contact admin@fortinet.com
fortinet-mc1500(15)(config)# snmp-server description fortinet_MC-1500_Controller
fortinet-mc1500(15)(config)# snmp-server location Manchester

3. Configure an SNMPv3 User:

fortinet-mc1500(15)(config)# snmpv3-user identitymanager

4. Setup the authentication and privacy protocols and passwords
fortinet-mc1500(15)(config-snmpv3-user)# auth-protocol md5-auth
fortinet-mc1500(15)(config-snmpv3-user)# auth-key 1Dent1ty
fortinet-mc1500(15)(config-snmpv3-user)# priv-protocol des-priv
fortinet-mc1500(15)(config-snmpv3-user)# priv-key 1Dent1ty

5. Setup the IP address of the FortiConnect that can connect to the Controller using SNMP
fortinet-mc1500(15)(config-snmpv3-user)# target-ip-address [FortiConnect IP address]
6. Finish configuration.

fortinet-mc1500(15)(config-snmpv3-user)# end

7. Lastly you need to start SNMP running on the controller:

fortinet-mc1500(15)# snmp start

8. You can verify that the snmp service is running by entering snmp status

SNMP is now configured correctly on the controller.



Configuring SNMP on the FortiConnect

To enable the FortiConnect to use SNMP to fill in missing Framed-IP-Address for RADIUS clients you need
to enable SNMP on each RADIUS client.

Perform the following steps to enable SNMP for the FortWLC:

1. From the FortiConnect Administration interface navigate to Devices > RADIUS Clients
2. Select the Fortinet Controller from the list of devices.
3. Select the SNMP tab

RADIUS Clients

Cliemt  Atfriputes SNMP  MAC Authentication RadSer Authentication  Automatic Setup

SHMP is used for recording the Framed-IP-address of the guest when the RADIUS cient does nat set tis in RADIUS accounting messages
¥ou do not need to enable this f the desice sets it comecthy.

Enable: &l
Altermative SNMP device IP Address:

Wersion: W3 :l

Authertication Protocal: MDS Tl

Authertication Lsermame;

Autherntication Passphrase: Confirm:
Privacy Protecok pes =]

Privacy Passphrase: Confirm;
Security Type: AuThenticarion il

Check the Enable checkbox
Set the Version to V3
Select the Authentication Protocol as MD5

Enter the Authentication Username as identitymanager

© N o a &

Set the Authentication Passphrase to 1Dent1ty and Confirm it



9. Set the Privacy Protocol to DES

10. Set the Privacy Passphrase to 1Dent1ty and Confirm it
11. Set the Security Type to Encryption

12. Click Save.

Now that you have enabled SNMP every minute after a user has logged in the FortiConnect will obtain
their IP address from the Fortinet Controller and record it in the RADIUS Accounting record.

Using FortiConnects Portals with Fortinet
Controllers

Allowing access to the FortiConnect

To allow traffic to reach the FortiConnect so that it can be used as the external portal you need to
have the Personal Enforcement Firewall feature enabled on the controller and then setup QoS rules to
allow the traffic through

Controller Qos Rules

Configure the 2 QOS rules one for incoming and other for outgoing traffic to the FortiConnect. At this
point you should have the FortiConnects system’s Ip address and the corresponding Port number is 443
for HTTPS.

To add the QOS Rules
1. Click on the Configuration Panel-->QOS-->System Settings.
2. Click on QOS and Firewall Rules Tab as shown in the figure below.

3. Click on the ADD button below as shown in the figure below






QoS and Firewall Rules (18 entries)

Global Quality-of-Service Parameters

Qos and Firewall Rules

QoS Codec Rules

] i Destination IP g:;ﬁ::rnn gzlsfnatinn Source IR Source Metmask ﬁi;::ce
M= 3 0.0.0.0 0.0.0.0 S0&0 0.0.0.0 0.0.0.0 1]
MNe 4 0.0.0.0 0.0.0.0 1] 0.0.0.0 0.0.0.0 3060
M= 7 0.0.0.0 0.0.0.0 S200 0.0.0.0 0.0.0.0 1]
MNe i 0.0.0.0 0.0.0.0 1] 0.0.0.0 0.0.0.0 5200
M= 119 | 0.0.0.0 0.0.0.0 n 0.0.0.0 0.0.0.0 1]
MNe 10 10.0.0.0 £33.0.0.0 1] 192,168.37.0 £55,255.255.0 1]
M= 11 172.27.0.0 255.255.192.0 n 192,165.37.0 255,255,255.0 1]
MNe 13 172.26.0.0 255,255.192.0 1] 192,168.37.0 £55,255.255.0 1]
M= 14 172.27.0.0 255.255.192.0 n 192,165.37.0 255,255,255.0 1]
MNe 15 172.26.0.0 255,255.192.0 1] 192,168.37.0 £55,255.255.0 1]
M= 16 0.0.0.0 0.0.0.0 4500 0.0.0.0 0.0.0.0 4500
MNe 27 10.0.0.10 £39.255.255.255 | 0 192,168.37.0 £55,255.255.0 1]
M= 26 10.0.0.0 255.0.0.0 n 192,165.37.0 255,255,255.0 1]
MNe 23 192.168.34.0 £55,255.255.0 1] 0.0.0.0 0.0.0.0 1]
M= 1 0.0.0.0 0.0.0.0 1720 0.0.0.0 0.0.0.0 1]
MNe z 0.0.0.0 0.0.0.0 1] 0.0.0.0 0.0.0.0 1720
M= 30 192,168,34.20 | 255.255.255.255 | 443 0.0.0.0 0.0.0.0 1]
MNe 31 0.0.0.0 0.0.0.0 1] 192,165.34.20 | 255.255.255.255 | 443




Add a QOS Rule for Destination Traffic

Once you have clicked the Add button, you will see the screen below.

QoS and Firewall Rules - Add

I

Destination IP
Destination Metmask
Destination Park
Source IR

Source Mekmask,
Source Pork

Metwork Protocol
Firevaall Filker ID
Packet minimurm length
Packet maximum length
QoS Prokocol

Average Packek Rate
Action

Drop Policy

Token Bucket Rate
Priariky

Traffic Control

Diff Sery Codepoint

| | YWalid range;: [0-G0C

| 0 | Yalid range: [0-655

|D | Yalid range: [0-655
|D | Yalid range: [0-255
| | Enter 0-16 chars
|D | Yalid range: [0-15C
|D | Yalid range: [0-15C
SIP W

|D | Yalid range: [0-20C

FORWARD
Tail #

|E| |KI:||:|5 Cmbps

| 0 | Yalid range: [0-5]

Off »

|piffserv Disabled

Configure the following with



ID should be a unique number not used for any other rule.

2. Destination IP address should be the FortiConnects IP address, The Net Mask should be
255.255.255.255. Select the check box in the Match column next to it.

3. Set the Destination port to 443. Select the check box in the Match column next to it.
Set the Network Protocol to 6. Select the check box in the Match column next to it.

Enter Firewall Filter ID ensuring there are no spaces (use a name such as IdentityManager) and
select the check box in the Match column next to it.

Select the QOS protocol as other.

Once done click on OK

Similarly Add a QOS Rule for Source Traffic
To Configure the Source Rule follow the steps below:

1. Click on ADD
ID should be a unique number not used for any other rule.

2. Source IP address should be the FortiConnects IP address, The Net Mask should be
255.255.255.255. Select the check box in the Match column next to it.

3. Set the Source port to 443. Select the check box in the Match column next to it.
Set the Network Protocol to 6, Select the check box in the Match column next to it.

Enter Firewall Filter ID (give same name as given above for destination traffic) and select the
check box in the Match column next to it.

Select the QOS protocol as others.

Once done click on OK

Once the above steps are completed you will get a screen as shown below

: 30 192.163,34,20 | 235.255,255.255 443 0.0.0.0 0.0.0.0 ] &
[
: 3 0.0.0.0 0.0.0.0 0 192.168.34,20 | 255.255,255.255 | 443 £
[
Security Profile

To configure a security profile for the FortiConnect portal authentication follow the following steps:
click Configuration > Security > Profile. Then you will get a Security profile table with list security
profiles if configured. Click on ADD as shown in the figure below



Security Profile Table - Add

Security Profile Mame idm-security Enker 1-32 chars., Ry

Clear [ 802, 1 [ static WeP kews [ wea

L2 Modes Allowed 1 wea psk O] weaz [T weaz psk [ mixeD
] mrzep_psk
Data Encrypt wepsd || wertza || Tkie || coMp-aES

CCMPYTEIP Clear

Primary RADIUS Profile Mame |

Secondary RADIUS Profile Mame |
WEP Key (AlphanumericfHexadecimal)

Skakic WEP ey Index Walid range: [1-4]

Fe-Key Period (seconds) Walid range; [0-65535

Captive Portal Mehiuth
Captive Portal Authentication Method internal «
802, 1% Mekwork, Initiation

Configure a security profile for the External Captive Portal as shown below,

Enter a name to the Security Profile
Select Captive Portal to WebAuth

Select Captive Portal Authentication method to internal

A

Set the Passthrough Firewall Filter ID to the same name as the Firewall Filter ID defined in the
QOS rule.

Uploading Custom Portal Pages

This section details how to upload the custom portal pages to the FortWLC.

1. To upload the pages Manually, go to Devices --> RADIUS Clients and click on the Automatic Setup
Tab as shown below.



Chent Attibubes SNMP - MAC Authenticabon RadSec Authenticabion | Automatic Setup

192,168.137..20
Identity Manager Address:
Device IP Address: 10.10.10.1
Admin user name:

Admin Password:

Configure RADIUS profiles: o
Set Caphbive Portal RADIUS 7
profiles:

Set Capbive portal mode: o
Configure QoS Rules: o
Transfer pages to controller: o

Write changes to startup-

config:

Setup Controller

Downlead portal pages for manual upload to the RADIUS client.

Click on the Download Portal Pages link and this will download a .zip file containing the pages
which you can then manually upload to the controller.

To manually upload go to Maintenance-->Captive Portal on the FortWLC and click on the Import
File link.



Import File

Step 1 Select a File
® licking the Browse... button allows to choose the file wou wish to Import.
® Only Files with the extensions.html, .gif, .jpg, .png, .bmp, .css, .js are allowed,

® The extension defines the content of the file ko be imported,

Step 2 Import the selected File

® lick Innport File button to skark the Import Process,

4. Click on Choose File and select the pages that are in the .zip file.

5. Then browse to your FortWLC and select Maintenance-->Captive Portal and click on the
Customization link as shown below.

Captive Portal Customization

Step 1 Select a Mode
Capkive Portal has 2 Modes of Operation: Default and Customized
® Defaulk Mode: HTML documents are generated at installation and the user cannot change the
® Customized Mode: The login page and ather GUI elements are served from a cuskom directary,

2 Get Files Downloads the HTML pages which can be customized{.htmil).
O Delete Files Erase the custom directoryl.agif, .jpg, .png, .bmp, .css, .js, .html, .pl}).
2 Restare Default The custom direckary is restored to the installation contentl.htmil),

3 To test the customization:
1. Import the customized fileds)(.gif, .jpa, .png, .bmp, .css, .js, .html, .pl)
2, Twpe the test URLhttps: }fcontroller fvpn/ custamedie, hitml
3, See Online Help for mare infarmation

Step 2 Change the Mode




6. Set the Mode Selection to Customized and click "Change Mode"

Add Fortigate as a RADIUS server

Fortigate can be added as a Radius client in FortiConnect. However, there are following limitations:

+  Device Authentication feature will not work as Fortigate does not send NAS IP Address/Called-Station-Id

parameters.

«  OAuth feature is supported only if the required host names are in the allowed list on FortiGate. This enables client

redirection to the OAuth provider site for authentication.

* As Fortigate does not send AP name and AP id some guest reports and accounting logs will have empty fields

against them.

+ Redirection URL after successful guest authentication must be set in Fortigate configuration.

* InMac/iPad, when using Safari to perform guest authentication, intermittently the browser will timeout or will take

long time to redirect to the portal success page.

To integrate, start by creating a RADIUS client entry of type Fortigate.Provide Fortigate server IP

address.

HOME

NETWORK ACCESS POLICY

POLICY SETTINGS

SPONSOR PORTAL

GUEST PORTALS

SMART CONNECT

DEVICES

- RADIUS Clients
i RADIUS Accounting Servers

,,,,,,, Email Settings

RADIUS Clients

Client Attributes SNMP MAC Authentication RadSec Authentication

Name: Fortigate
Device IP Address / Prefix Length: 1_72j1 82626[3‘2 g o~

Secret: Confirm:

Type: Fortigate v

If your RADIUS client vendor is not listed please select Generic RADIUS Device

Description:




In the attributes tab, add Acct-Interim-Interval = <nnn> (between 600 - 86400 seconds) entry

= RADI lien
e US Clients
Client Attributes SNMP MAC Authentication RadSec Authentication

NETWORK ACCESS POLICY

Vendor: IETF b
POLICY SETTINGS Attribute:  Access-Loop-Encapsulation v

value:
SPONSOR PORTAL - =

|Add AV Pair |

GUEST PORTALS Acct-Interim-Interval = 600 =
SMART CONNECT
DEVICES .
joun RADIUS Clients . . "
- RADILS Accounting Servers

After you have completed configuring Fortigate server details in the FortiConnect server, log in to your
Fortigate server and do the following to complete the integration.

Step 1  In the Fortigate server WebUI, go to WiFl Controller > SSID. Create a new SSID and ensure that you
provide details as listed after the following screenshot.

WiFi Settings
SSID fortinet-clear
Security Mode o Captive Portal -
Portal Type 9 + Authentication — Disclaimer + Authentication Disclaimer Only Email Collection
Authentication Portal e o Local = External 172.19.40.249/portalf172.18.26.26
User Groups o Guest-group -
Exempt List Click to add... -
Redirect after Captive Portal 6 o Original Request = Specific URL http://172.19.40.249/portal/login/172.18.26.26/succes
Broadcast SSID £l
Block Intra-SSID Traffic Ell
Maximum Clients m]
Optional VLAN ID 0

1. Set Security Mode to Captive Portal.

2. Select Portal Type as Authentication.

3. Enter the Authentication Portal address in this format: <FortiConnect-
serverlP>/portal/Fortigate-serverlP>.

For example, if FortiConnect server IP is 172.19.40.249 and Fortigate server IP is 172.18.26.26, then
your IP address is 172.19.40.249/portal/172.18.26.26.

4. Provide a destination URL to Redirect after Captive Portal authentication.



Step 2

Go to Wifi Controller > FortiAP Profiles and create or edit a profile. In the profile, set the SSID of

each radio to the SSID created in step 1.

Select Channel Width
Channel

Auto TX Power Control
TX Power

SSID =————)>

¥ Radio 2
Mode
Spectrum Analysis
WIDS Profile

[

20MHz ~
W36 W40 @44 @48 @ 149 @ 153 @ 157 @ 161 @ 165
@ Disable © Enable

100 %

’ Please Select X ‘

| @ forti-clear (SSID: fortinet-clear) ! rated Monitor

"Click to set... v

Radio Resource Provision [

Client Load Balancing
Band
Channel

Auto TX Power Control
TX Power

SSID =———————>

O Frequency Handoff @ AP Handoff

2.4GHz 802.11n/g/b -~
1 02 03 04 @5

@ Disable © Enable

100 %

w6 07 08 09 D10 w11

’ Please Select X ‘
Cancel

| @ forti-clear (SSID: fortinet-clear)

Step 3  Go to Policies and Objects > Objects > Addresses. Create a new entry with a name for the
FortiConnect Server and its IP address.
Name Meru Connect RADIUS
Type IP/Netmask -

Subnet / IP Range
Interface
Show in Address List

Comments

172.18.26.26/255.255.255.255

any -

0/255

oK Cancel




Step 4 Go to Policies and Objects > Policy > IPv4. Create the following rules:

St vRew v | vSwwe | Viestimtion | VSchedie 755t Ispection] _viog | vooun [
1 | any forti-clear (SSID: fortinet-clear) | Meru Connect Eall 3 always DAL v ACCEPT QEnable Gal 0 Packets / 0B |
2 any Eall =] Meru Connect [T always DAL v ACCEPT @Enable @Al 96,893 Packets / 57.75 MB
DNS
3 any any Eall Eall 5 always v ACCEPT @enable Ga 62,194 Packets / 6.37 NB
[ DHCP
all
4 forti-clear (SSID: fortinet-clear) any Er—— Eall T always AL v ACCEPT QEnable @um 2,053 Packets / 1.15 MB
2! Guest-group

Step 5 Go to User & Device > Authentication > RADIUS Servers. Create a new entry of the FortiConnect
server. The secret key entered here should be used while adding the Fortigate server in
FortiConnect. Ensure that you enter the Fortigate server IP address as the NAS IP / Called Station

ID.
Name Meru Connect RADIUS
Primary Server IP/Name 172.19.40.249
Primary Server Secret escsccse Test Connectivity
Secondary Server IP/Name
Secondary Server Secret
Authentication Method o Default © Specify S — N
NAS IP / Called Station ID 172.18.26.26 4————-{:;““-" Fortigate Se""e’f}
Include in every User Group e -

OK Cancel

Step 6 Now, go to the Fortigate CLI, and execute the following commands to complete the integration:
Allow external web access

# set captive portal exempt enable

Configure accounting time interval

# set acct-interim-interval [duration] (between 600 - 86400 seconds]

Configure FortiConnect as the Radius accounting server

# config accounting-server

# edit 1

# set status enable

# set server <IP Address of FortiConnect>



# Set secret <Secret>



Backup and Restore

You should backup the FortiConnect on a regular basis so that in the event of a hardware failure you do
not lose critical data. The FortiConnect backup process backs up the system setup, account database,
and all audit records, enabling you to recover everything you need in the event of a failure. You can
either create a “point-in-time” snapshot, or schedule system backups to be automatically saved to the
FortiConnect or a remote FTP server.

This chapter includes the following sections:

® Configuring Backup

® Restoring Backups

Configuring Backup

This section describes the following

® Setting Backup Settings
® Taking Snapshots
® Scheduling Backups

Setting Backup Settings

1. From the administration home page, select Server > Backup/Restore as shown below.



Backup/Restore

Backup Settings Backup Sthedule Restore a Backup File  Manage Backup Fles

Backup Typsc FTP and |ocal backup T|

Server

Part: 21

Fassive Mode: )

Directony:

Ussrname:

Passwiond: Confirm:

Man numiber of server Dackups

Srapibet

2. To perform the backup to a remote FTP server, click the Backup Settings tab:
» Enter the Remote Server Address for the FTP server.

o Enter the TCP Port to be used (usually port 21).
« Enter the Directory to store the backup.
o Enter a Username and Password (confirming the password) that allows access to the FTP server.

» Selecting the Mode is Passive box activates passive for the FTP Mode. Leaving it unchecked
keeps this inactive.

3. Click the Save Settings button to save the backup settings.

Taking Snapshots

You can save a point-in-time snapshot to allow you to download a backup of the FortiConnect at an exact
moment.

1. From the administration home page, select Server > Backup/Restore and select the Backup
Settings tab.

2. To save a snapshot backup, click the Snapshot button at the bottom of the form.



3. You are prompted by your web browser to save the backup file to disk.

Note: You will receive a warning in your ’Audit Log’ messages if there is insufficient disk space to
complete the operation. The default disk space requirement is 40% of the database.

Scheduling Backups

You can schedule backups to occur every day, week, or month at 1:00 AM. Scheduled backups are stored
in either the /guest/backup directory of the FortiConnect or on a remote FTP server.

1. From the administration home page, select Server > Backup/Restore and select the Backup
Schedule tab as shown below.

Backup/Restore

Backup Settng:  Backup Schedube Restore 8 Backup Ale  Manage Backup Files

Max number of backups: 10

Fraquency: wekdy =]
Dy of the week: Monday =
Dy ol the Mianth;

Time; o= ogl=

2. To perform local backups:
e Enter the Maximum number of backups that you want to save. The FortiConnect removes old
backups that exceed this amount by discarding the oldest backup when new ones are created.
Note - If you do not want to limit the number of files, you can specify a number less than 1, for
example, 0 or -1.

« Specify how often you want the FortiConnect to perform backups in the Frequency dropdown
menu. You can specify Daily, Weekly, or Monthly. If you select Weekly you must also specify which
day of the week. If you select Monthly, you must specify which day of the month.

Note: Fortinetrecommends specifying a date between the 1st and 28th day of the month to ensure that
you automatically back up your system every month of the year.

3. Click the Save Settings button to save settings.



Note: You will receive a warning in your ’Audit Log’ messages if there is insufficient disk space to
complete the operation. The default disk space requirement is 40% of the database.

Restoring Backups

You can restore a backup to the FortiConnect from the administration interface.

Note: Since FortiConnect 17.0 operates exclusively on a 64-bit 0S, direct upgrade from FortiConnect
16.9 and older versions cannot be performed. Hence, you are required to migrate data from 16.9 to
17.0 and to facilitate this, restore a backup from version 16.9 onto an appliance running 17.0 using

this procedure.

1. From the administration home page, select Server > Backup/Restore and click the Restore a
Backup File tab as shown below.

Backup/Restore

Backup Settings Backup Scheduls Restorc a Backup File Manage Backup Files

f you have dustering enabled pleass disable it on the remase hostis) befare restoring the system

Wihen the restore is complete you may need to recanfigure the fallowing features:

#* Artive Directony Single 5ign On Authentication
#* Clustering
* Mernbership of an AD domain for secure Windows authentcation

Backups  salaca backup =

From the Backup dropdown menu select the backup archive you want to restore.

Click the Restore button.

The backup is uploaded to the FortiConnect and the data is restored. Once the data has been
restored, the server will reboot so that the database is correctly loaded.

Manage Backups

You can manage all the backups you have performed using FortiConnect.



1. From the FortiConnect Administration interface select Server --> Backup/Restore and click on the
Manage Backup Files tab as shown below.

Backup/R

Backup Settings  Backup Sthedule  Restore a Backug Filk  Manage Backup Files

P The page alkows you to download or delete local backup files stored on the Mens Connect.

[Fie [ created [ Size (kb} | MDS
Mo Back Lip Files Fourd.

2. From here you can click on the Download Icon to save a file locally, or click on the Bin icon to delete
the file.






Smart Connect

In large secure wireless enterprise networks configuring and managing an enormous
number of secure clients to operate in a desired manner is a challenge. Smart
Connect uses the FortiConnect's in-built database and infrastructure to automatically
configure both wireless and wired client devices, categorized as different device
types and requiring different wireless settings. This avoids manual configuration of
these large number of devices.

Smart Connect solution allows you to create and apply different policies to a device
based on the identified device type after it classifies the device. Hence, Smart
Connect allows your wireless settings to be automatically configured to securely
connect you to a wireless network. It allows you to download a profile from a network
that uses

the FortiConnect to automatically setup the settings, username, password and any
certificates that you require.

Smart Connect has the ability to configure wireless profiles and ensure that users are
provisioned and

connected to the secure network across a range of laptops, phones, and tablets.

Smart Connect allows you to define a set of rules known as a Smart Connect Policy.
This policy defines which Smart Connect Profile is applied to each user. Once a user
is authenticated and authorized, FortiConnect applies Smart Connect Policy rules on
that user to find the appropriate Smart Connect Profile for that user to connect to
the secure network.

All policies are checked in a specific order, defined by the Administrator, if a policy
is matched then the remaining policies are ignored. If no policy gets matched then
the Default Smart Connect Policy is applied.

This section details how to use the setup wizard within FortiConnect to enable Smart
Connect.

Smart Connect has the ability to configure wireless profiles and ensure that users are
provisioned and connected to the secure network across a range of laptops, phones,
and tablets.



Smart Connect Profile

Create a Smart Connect Profile defining your network type and authentication
settings for client in your network.

To add a Network Profile for Smart Connect go to the Smart Connect --> Smart
Connect Profiles section on the FortiConnect administrative console and click Add.
The Smart Connect Profile Wizard appears.

Click on Next to begin configuring the profile. The following settings are configured
in a Smart Connect profile.

Network Settings
Authentication

Proxy Settings
Certificates
Additional Certificates
Other Options

Network Settings

Update the basic configurations of your network in this tab.

1. Enter a unique Network Name for your network.

2. Select the applicable Network Type.

Wired - If it is a wired network then no further information is required, click on Next to
continue.

Wireless - If it is a wireless network then update the following.
« Enter the SSID name.
« Place a check in the checkbox if the SSID is broadcast.

« Optionally, you can specify the SSIDs you wish to remove from the client. This
may be required for any open network where client access is to be restricted.



‘Smart Connect Profile Wizard

V Welcome Network Settings

Network Setti . .
% [Ectorcortinas Please provide a name and type for the network.

Network Name: MyNetwork

Network Type: wired
® wireless

S5ID: 5510123

SSID is Broadcast:  #

Remove SSIDs

Please enter the S5IDs that you would like to remove from the client.
It is advisable te remove the SSIDs for any cpen networks that you don't want the client to sutomatically connect to

3. Click on Next to continue.

Authentication

Based on the network type that you specify in the previous tab, you are provided the
authentication methods. If in the Network Settings page you selected a wireless
network type, then there are two main types of authentication methods to choose
from, Enterprise and Pre-Shared Key, depending on the option you choose you will
be required to enter different credentials.

If you select WPA, WPA2, or WPA/WPA2 Enterprise authentication method, update
the following.

1. Using the drop down menu select an EAP Type for authentication for different
client devices, Windows, Apple i0OS, Android, Linux, and Chrome OS.
EAP-TLS and PEAP cannot be configured automatically for Windows XP.

2. Determine in the Include Credentials option whether you want to include or not
include the user name and password in the profile sent to the user.

3. Select a specific user name format for the client to Authenticate with. If you
select realm, then define the realm.

4. Select the Detect and override username format when authenticating against
Active Directory based on your requirement.

5. If your EAP Type is EAP-TLS then use the drop down menu to select where to
generate certificates from. Details on how to do this are at the bottom of the
Smart Connect Section under SCEP Server and User Certificate Authority.



Smart Connect Profile Wizard

¥/ Vielcome Authentication

V/ Network settings Please provide the authentication details for the network.

W Authentication
Authentication: | WVPAW
Wi

Proxy Settings

- EAP Type: Windows PEAP/MSCHAPV2 ¥
Certificates
Apple i0S/ 05 X PEAP/MSCHAPY2 and PEAR/GTC ¥
Additional Certificates Android PEAP/GTC v
Other Options Linux PEAP/GTC v
Chrome OS PEAP/MSCHAPYVZ ¥

PEAP/MSCHAPv2 and PEAP/GTC

Include Credentials: ® Include username/password in profile sent to user
Den't include username/password in profile sent to user

Authenticate with: realm\username
realm/username
username@realm

@ username

Realm:

Detect and override username format and realm when authenticating against Active Directory: |#)

[
If selecting a Pre-Shared Key option then your options differ as shown below.

If you select Pre-Shared Key authentication method, enter the Pre-Shared Key in the
field provided and click the show box if you wish to display this. When WPA/WPA2 is
selected as the pre-shared key, Windows uses WPA2.

Smart Connect Profile Wizard

Viwclome Authentication
W/ etwrk Settings Please provide the authentication details for the network.

% Authentication
Authentication:  WPA Pra-Shared Key v

Proxy Settings
o 2 Pre-Shared Kay: -ewwesed | Show
Certificates

Additional Certificates

Other Options

=3

If in the Network Settings page you selected a wired network type, then only 802.1X
authentication method is available.

When 802.1X authentication method, update the following.



1. Using the drop down menu select an EAP Type for authentication for different
client devices, Windows, Apple i0OS, Android, Linux, and Chrome OS.
EAP-TLS and PEAP cannot be configured automatically for Windows XP.

2. Determine in the Include Credentials option whether you want to include or not
include the user name and password in the profile sent to the user.

3. Select a specific user name format for the client to Authenticate with. If you
select realm, then define the realm.

4. Select the Detect and override username format when authenticating against
Active Directory based on your requirement.

5. If your EAP Type is EAP-TLS then use the drop down menu to select where to
generate certificates from. Details on how to do this are at the bottom of the
Smart Connect Section under SCEP Server and User Certificate Authority.

Smart Connect Profile Wizard

V weicome Authentication

V/ Network Settings Please provide the authentication details for the netwark.

% Authentication
Authentication: | IEEE 802.1x ¥

EAP Type: Windows PEAP/MSCHAPVZ ¥

Apple 105/ 0S5 X | PEAP/MSCHAPVZ and PEAP/GTC v
. Android PEAP/GTC v
5 Linux PEAP/GTC v

Chrome OS PEAP/MSCHAPV2 ¥

PEAP/MSCHAPvZ and PEAP/GTC

Include Credentials: ® Include username/password in profile sent to user
Don'tinclude username/password in profile sent to user

Authenticate with: realm \username
realm/username
username@realm

® username

Detect and override username format and realm when authenticating against Active Directery: ¥

Once completed click Next to continue configuring the profile.

Proxy Settings
This tab allows configuring the proxy server settings for the client.
Using the drop down menus select from the following.

*  Apple OS X proxy Mode - From the drop down menu, select whether Proxy Server Settings
should be Disabled or set to Auto Discovery.

*  Windows Proxy Mode - From the drop down menu, select whether Proxy Server Settings
should be Disabled or set to Auto Discovery.

* Android Proxy Mode - From the drop down menu, select whether Proxy Server Settings
should be Disabled or set to Manual Settings. For info on manual settings see below.

*  Linux Proxy Mode - From the drop down menu, select whether Proxy Server Settings
should be Disabled or set to Auto Discovery.



«  Apple I0S Proxy Mode - From the drop down menu, select whether Proxy Server Settings

should be Auto Discovery, PAC URL, Disabled or set to Manual Settings.

*  Chrome OS Proxy Mode: - From the drop down menu, select whether Proxy Server
Settings should be Auto Discovery, PAC URL, Disabled or set to Manual Settings.

Smart Connect Profile Wizard

V welcome Proxy Server Settings

W/ Network Settings Please specify how you would like to configure the client's proxy server settings.
' Authentication
Apple OS X Proxy Mode: | Auto Discovery ¥
* Proxy Settings

Windows Proxy Mode: Dizabled v
Android Proxy Mode: | Dis3bled ¥
. Pro s are sup
Linux Proxy Mode: Auto Discovery ¥
Stner Oofiors Apple i0S Proxy Mode: Dizabled v
Chrome OS Proxy Mode: | Disabled v

Eua

If you select Manual Settings for your proxy server settings, update the following.

«  Server - Enter your server’s hostname or IP Address.

*  Port - Enter the appropriate port number.

*  Authentication - From the drop down menu select whether no authentication is needed or

whether a login is required. If a login is required then update the following.

. Username - Enter the username for authentication.
+ Password - Enter and confirm the password.
* Username Format - Select a method of username format.

* Realm - Enter the Realm if required.



Manual settings

Server:

Port

Authentication:

IIzername:

Password:

Username Format:

google.com

4443

realm \username

realm/username

username@realm
® ysername

If you select PAC URL settings for your proxy server, update the following.

*  ProxyPACURLString Optional - The URL of the PAC file that defines the proxy

configuration.

*  ProxyPACFallbackAllowed Boolean Optional - When disabled the device is prevented
from connecting directly to the destination if the PAC file is unreachable. This is enabled by

default.

PAC Settings

FAC URL:

http://pac.smartconnect.global.fo.con

PAC Fallback Allowed: [+

Once completed click on Next to continue configuration.

Certificates

Note: This screen is displayed only if the authentication method is NOT Pre-shared
key. If Pre-Shared Key has been selected then you are not required to
configure this tab.

You can upload any certificates you wish to install or select any pre-installed
certificates available on the Identity Manager. Click on Next to continue

configurations.



Smart Connect Profile Wizard

+/ Welcome

' Network Settings

 Authentication

+ Proxy Settings

* Certificates
Additional Certificates

Other Options

Certificates

Please select the CA certificates that you want to install into the trusted root CA store on the client.

| ADFS Encryption - nm.appsga.com
| ADFS Signing - nm.appsga.com
| AddTrust External CA Root

| COMODO RSA Certification Authority

COMODO RSA Organization Validation Secure Server CA

| Entrust Certification Autharity - L1K

Entrust Root Certification Authority

Entrust Root Certification Authority - G2

| Equifax Secure Certificate Authority

| GeoTrust DV SSL CA- G4

| GeoTrust Global CA

| GeoTrust Primary Certification Authority - G3

! GeoTrust SHA256 SSL CA

| GeoTrust55L CA-G3

Upload Certificate: ose File | No file chosen

e

Additional Certificates

This tab allows you to upload or install some additional CA certificates.

o Welcome

o Network Settings

' Authentication

\f Proxy Settings

o/ Certificates

% Additional Certificates

Other Options

Note:

Additional Certificates

Please select the CA certificates that you want te install into the trusted root CA store on the client.

Upload Certificate: | Choose File | No file chosen

Other Options

[ ADFS Encryption - nm.appsga.com
[ ADFS Signing - nm.appsga.com
| AddTrust External CA Root

[/ COMODDO RSA Certification Authority

COMODO RSA Organization Validation Secure Server CA

Entrust Certification Authority - L1K

[l Entrust Root Certification Authority

Entrust Root Certification Authority - G2

| Equifax Secure Certificate Authority
GeoTrust DV SSL CA - G4

|# GeoTrust Global CA

[ GeoTrust Primary Certification Authority - G3

GeoTrust SHA256 SSL CA

¢ GeoTrustSSLCA-G3

< Back

The certificate for the FortiConnect is denoted by [localhost]

Enter the URL you wish to direct the browser to once connected, after Smart Connect

has run.



Note: This does not apply to Apple Devices configured using an Apple configuration
profile.

v Welcome URL

\/ Network Settings Open the clients browser to this URL when connected for the first time (Leave blank if you don’t want the browser to be opened).
/ Authentication URL: https://fc.smartconnect.com

o/ Proxy Settings

J Certificates

\/Add itional Certificates

% Other Options

Click Close to complete.
To edit or delete a profile go to Smart Connect --> Smart Connect Profiles.

Click on the link of the Smart Connect Profile you wish to edit underneath the Name
Column. This will open up the Smart Connect Profile setup wizard to complete your
changes. To delete a Smart Connect Profile, click on the Bin Icon to the right of the
profile you wish to delete, click on yes to confirm deletion.

Smart Connect Policy

Create a Smart Connect Policy defining which Smart Connect Profile is applied to
each secure client. To add a Smart Connect Policy from the FortiConnect
Administrative console, go to Smart Connect --> Smart Connect Policy and click
Add. The Smart Connect Rule Wizard appears.

Details

Enter a name for your Rule and a Description in the fields provided then click on
Next.



Smart Connect Rule Wizard

v Wigloome

W Details

Conditions

Rule Name
Marme:

Description:

You can add conditions to your policy by adding attributes, click on the attribute link
to add as shown below. To add more conditions click on the Add Condition link.
Select the appropriate Attribute from the drop down menu and click on Set.

By Default, all users are assigned to the Default Account Group.



Smart Connect Rule Wizard

v/ vielcorme Rule Conditions
Deetail 5
" i &l the conditions below must be met for this rule to match, Click attribute link against a condition to change it
W Conditions w i .
If account-group  equal to _'l Default Account Group | = |
“ LRIt nens  Select Attribute
Add Condition
Type: | Identity [«]

Idantity: IDM Account Graup =]

Assign Profile

Select the Smart Connect profiles that you want to assign to users that match the
rule you have created.

* No Smart Connect - Select if the profile should not be assigned a Smart Connect Profile.
« Assign Smart Connect Profiles - Select to assign a Smart Connect profile. Select and
order the available wired and wireless profiles to be assigned.

Note: FortiConnect supports multiple wired and wireless profiles.

1. Enable/Disable Allow users to continue using the open networks instead of
running Smart Connect when they authenticate as per your requirement.

2. Enable/Disable Use Apple Configuration profiles for clients running OS X 10.7
or greater.

To edit of delete a policy go to Smart Connect --> Smart Connect Policy. Click on
the Edit Policy icon next to the policy you wish to edit and make the required
changes. To delete a policy click on the Bin Icon next to the Policy you wish to delete.



Language Templates

Administrators can add and remove different language templates for different
network clients.

Click on the Default link to check the language, you will open up a screen as shown
below detailing different platforms.

Language Templates: Default

Androld Windows Linux MacOSX  Apple 105

Applicatian Loga: Chase File | Mo file chosen
Lisgrmama Laiak Lizarname

Passward Labsl Pasgwaand

Liogin Buttane Lagin

Connecting: Cannething..

Failed to Connect 1o Netwons  Ealed to Conmect to Metwork

Conneted: Connstted

Conneded Message: Y are now conreched to the Sasidie secure winsless network,
Irrealid Crederbals: Irealid Credentials

[ swe |

® From the tabs select which Platform you wish to edit.

® To upload an application logo, click on choose file and select a logo from your
files.

® Edit any language as necessary by changing the text in the fields provided.
Note: Different platforms may have different fields.

® C(lick on Save to keep any changes made to the text.

To add a Language Template go to Smart Connect --> Language Templates from the
Administrative console and click Add.



Enter the name of your Template and click on Add once complete. Your template will
be created and be based on the pre-defined default template and will automatically
direct you to the Android tab. You can make the required changes in the appropriate
tabs. To upload a logo click on Choose File and upload a logo from your files. Click
Save once completed.

Language Templates: Meru Template

ﬂ Template “Merw Templete” crested based on default template

Android Windows Lnux  Mac 05K Appls |05

Application Logoo Lhacse File | rag file chosen

Usarnama Labek Username

Passward Labak: Password

Login Buttan: Lagin

Cannecting: CONMECing..

Falad to Cannect 1o MEtwone  Fulad to Conrt 1o Network

Cannected: Cinmecied

Canneted Mestage: Vs are Fow Conneced 1o the Hssidi se0uns wirekess nemwork
Irrvalid Credentials: Invalid Credentials

| sae  J cancel |

To edit or delete a template, go to Smart Connect --> Language Templates from the
Administrative console and click on the edit icon ext to the template you wish to edit.
Make any necessary changes and click on Save once completed.

To delete a Language Template cClick on the Bin icon next to the template you wish
to delete and click on yes to confirm deletion.

Code Signing Certificates

FortiConnect supports the upload of Authenticode Code Signing Certificates & CSR /
Key generation. This allows the Windows Smart Connect executable to be signed on
generation and reduces the number of security warnings that appear when it's
downloaded and run.



If certificates are uploaded, the executable will be 'published’ by the organization
name specified on the certificate and no longer show as having an 'unknown
publisher'.

The nature of Windows messages should now be informational alerts rather than
security warnings.

Note: Contact should be made to the Certificate Authority with a view to
purchasing any relevant certificates, in this case a Microsoft Authenticode
Code Signing Certificate is required. Depending on the Certificate Authority
you approach, they may require a CSR (Certificate Signing Request), you can
create the CSR following instructions in the next section.

From the FortiConnect Interface go to Smart Connect -->Code Signing Certificates
and select the following.

Certificate Signing Request

* Create CSR - Create a CSR (detailed further below)
* Download CSR - Download the CSR file

Download

* Download Current Certificate - Downloads the current certificate.
+ Download Current Private Key - Download the current private key.

* Download Current Combined Certificate & Private Key - Download the current combined
certificate and private key.

Upload Certificate

+ Upload Code Signing Certificate - Click on Choose File and select and upload a code
signing certificate.

Upload Certificate and Private Key

» Upload Code Signing Certificate - Click on Choose File and select and upload a code
signing certificate.

+ Upload Code Signing Private Key - Click on Choose File and select and upload a code
signing private key.
Upload Combined Certificate and Private Key (*.pfx, *.p12)

+  Upload Combined Code Signing File - Click on Choose File and select and upload the
combined certificate and private key.

+ Passphrase - Enter the passphrase if one is associated with the combined certificate and
private key file.



Code Signing Certificates

Certificate Signing Reguwest

Create C5R

Downboad

Upload Certificate

Upioad Code Sigring Certificate: | Choose File | e file chosen
Uplaad Cortificate and Private Kay

Uphoad Code Sigring Cemificats: EI‘WQEW:\J: file chosen
Uphoad Code Sgreng Private Key: | Choose Fle Mo filke chosen
Wpload Combined Certificate & Private Key (*.pfe ®p13)
Upload Combined Code Sgring Fike | Chocse Sl | i e chosen

Passphrase:

3. Click on Upload to upload certificates.

Create CSR

If you are required to create a CSR then click on the Create CSR link and you will be
presented with the screen below.

1. Using the fields provided enter the following required information.
*  Organization - The legal name of your organization

+  Email - Email address

+ Organizational Unit (Section) - Organizational Unit

* Locality - City or Area

+  State or Province - State or Province

+  Country - From the drop down menu select your country.

Enable Regenerate Private Key if you wish to regenerate the private key.

Click on Create to create your CSR



Code Signing L3R

OrEanization

Emaik

Organizational Unit [Sectionk
Localry {eg. Criyk:

State or Provinoe:

Country: United States -

Private Koy Repaneration
O wannG: Eepenerating the private ey wil invabdate any exsting code signing certficates

Aegenarats Private Key: [F

SCEP and User Certificate Authorities

FortiConnect allows distribution of certificates to devices when they are
authenticated onto the network. This can be done in a few different ways.

» If you wish to generate user certificates on an external server (e.g. Active Directory) then you
can add an entry in Smart Connect--> SCEP Servers.

*  You can also generate certificates internally on the FortiConnect, you may configure this in
Smart Connect --> User Certificate Authorities.

«  Certificates can be uploaded manually during setup in Network Access Policy -->
Authentication Policy.

To allow authentication with a user certificate you must edit a Network Access Policy
by going to Network Access Policy --> Authentication Policy. and select the
certificate source(s) that are associated with the policy during setup.

When the network user requests a Smart Connect profile, a user certificate is
generated, this is done by selecting EAP-TLS as an EAP type in a Smart Connect Profile
using the wizard in Smart Connect --> Smart Connect Profiles, you may then choose
one of the above certificate sources so when the network user requests a Smart
Connect profile the user certificate is generated.

The sections below detail how to Add a SCEP Server and how to generate Certificates
internally using User Certificate Authorities.



Managing an SCEP Server

If you wish to generate user certificates on an external server (e.g. Active Directory)
then you can add an entry from the FortiConnect Interface at Smart Connect--> SCEP
Servers.

To add a SCEP server click on Add the SCEP Server Wizard is displayed.
Click Next to configure the SCEP Server settings.

In the fields provided, enter the following -
* Name - Enter the Name of the SCEP Server

*  SCEP URL - Enter the URL of the SCEP Server (HTTP only)

+  CA Identifier - Enter the CA Identifier for your SCEP Server (note that this is not required if
connecting to NDES on a windows server)

* Challenge Password - Required if connecting to NDES on a Windows Server. If left blank
then the users current password is used when generating their client certificate.

+ Key Size - From the drop down menu select whether the key size should be 1024 or 2048
bits

+ OCSP Responder URL - Optional Field, but if required enter the URL to send an OCSP
request for validating user certificates when authenticating.

SCEP Server Wizard

' Welcoms M
" SCEP Sattings SCEF URL:
A bentifier
Challenge Passward:
oz [=]
Ky Siza: 604 i

OeCSP Responcer LIAL:

4. Click Next to continue.



5. Click Perform Test Certificate Request on the Test SCEP Server screen to test
the configured certificate request. The test result is populated.

SCEP Server Wizard

W Weltome Common Mame: test

f SCER Settings Perform Test Certificate Request

¥ Test SCEP Server Certificate: z
Duatac

Version: 3 (0x2)
Serial Numbes: i
420001726801 S T 0127121 2:06: 30000 00: 00:01 -7 26
Signature Algarithm: shai WithRSAEncryption
ssuer: DC=COM, DC=MERUTESTS, CH=MERUTEST3-WIN-EFNALMSVHH2-CA
Walidity
Mot Before: Dec 17 14:06: 30 2014 GMT
Mot After : Dec 16 14:08:20 2016 GMT
Subject: Ch=test
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Moduhe {1024 bit)
Ocld:08: b1 zaaced:ad: 57 1d: 2a:40:9d:25: M2 7!
T4 acaTod8:56: 27 e:77:00:a3:5a:3ecb 1:bE3S:
G4:350e 2 bb6 5009 X2 30050 08: 52:06:41 jed:
a4:6a:a4:50:8:71: T achd: 2b:De: 91 6:15: 701 2
83:9b:88:73:1 bebe:atc 3:d Fa b 1 112:05:65:
A4: 561 ol D Ol £ Sea b6 T4 2062 2 Tt
F3:06chd4063:4: de: 55060 50606 2-81:58:d53a
bd: 26:e8:62-a5:09:47 6bc Se:2 7: 01 4:50: 66080
S2:8ced: Tatdb:edb
Expanent: 65537 (Dx10001)
5063 extensiond:
X509y Subject Alternative Narme: critica
ernailtest@adrm.oom

6. Click Next to complete the setup.

To edit or delete an SCEP Server click on the name of the SCEP Server you wish to
edit and perform the appropriate changes. If you wish to delete an SCEP Server click
on the Bin icon next to the SCEP Server you wish to delete. Click Ok to confirm.

Managing a User Certificate Authority

Certificates can be generated internally on the FortiConnect, you may configure this
in Smart Connect --> User Certificate Authorities.

To Add a Certificate Authority click the Create.

7. In the fields provided, enter the following -
+  Common Name - Common Name of the Certificate Authority

* Organization - Organization
»  Organization Unit - Organization Unit or Section of the Certificate Authority

* Locality - Locality of the Certificate Authority



«  State or Province - State or Province of the Certificate Authority
*  Country - From the drop down menu select the country of the Certificate Authority

*  Maximum Lifetime - Use the drop down menus to define the Maximum Lifetime of any
generated certificate.

Add Certificate Authority

Common MNamae:

Organization:

Organizational Unit (Section):

Locality (e.g. Citylk

State or Province:

Country: United States T|

Maximum Lifetime: 2 Years F

e | carce |

8. Click Create once complete

To edit or delete a User Certificate Authority, go to Smart Connect --> User
Certificate Authorities. Click on the Name of the User Certificate Authority you wish
to edit and perform the appropriate changes. If you wish to delete a User Certificate
Authority, click on the Bin Icon next to the Name of the User Certificate Authority
you wish to Delete. Click on Ok to confirm.

Note: EAP-TLS & PEAP/EAP-TLS cannot be provisioned automatically on Windows XP
Clients by Smart Connect.

Device Logs

Smart Connect uses Device Logs as a troubleshooting functionality for devices
connected to the network using Smart Connect.

1. To view the Device Logs go to Reports & Logs --> Smart Connect Device Logs on
the FortiConnect Administration Interface as shown below.



Smart Connect Device Logs

Liserrianms: Plarfarm: &l =]

1 [=] oec[z] ame[z]@ 2 [z] | Dec [z] | 2ma[z] B
Betwean S =i Ani et Xk

o [x] |oo[=] EE B RETIEY

10 per page | = E

Usermarme & " | Platform &% | Model 4% | Tirme &% | Device Logs
Mo Records Faund

2. Using the fields provided you can tailor your search as defined:-
« Username - If you are searching for a specific user enter the username here.

+ Platform - From the drop down menu select which platform you wish to
perform your search on.

« Between - Enter the date and time you wish to start your search from.
e And - Enter the date and time you wish to end your search from.
3. Click on Run to perform the search.

Once the search has been completed, the table will populate with your search
results, to view the Device Logs from a specific search click on the View link next
to the result as shown below.



Device Log

bkt D5V

Leg Time &

Showsding 1-10 of 66 mp.erpage b E

Message & ¥

17-Dec-204 1241:28
17-Dec-2004 12:41:28
17-Dec-2014 12:41:28
17-Dec-2004 12:41:28
17-Dec-2014 12:41:28
17-Dec-2004 12:41:28
17-Dec-2014 12:41:28
17-Dec-2004 12:41:28
17-Dec-2014 12:41:28
17-Dec-2044 12:41:28

201 4-12-17T1 2:41 : 2540000 Install seccessiul

2014-12-17T12:41:24+00:00 Set profile priority [0]

20141 2-07T1 2:41:24+00:00 Applying profile [CAllsers\ashiag AppDataiLocal Temph7ZipShe 000\ sam-sepure.omi]
20141 2-17T1 2:41:24+00:00 Wireless adapter found. adapter Des=Intel(R] PROMWIreless 3045486 Metwork Connaction
2014-12-17T1 2:41:24+00:00 Enumerating wireless adapter.

2014-12-17T12:41:24+00:00 Appdying wireless profile for sam-secure

201 4-12-07T1 2:41:24+00:00 Adding profile [C\Lsers\ashiag\AppDatatLecal TempiTZipSh. 0004

2014-12-17T1 204 1:24+00:00 1 addtional wireless profiles to add: ChserswashfagappDataiLocalhTemph TDipS . 0000
2014-12-17T1 2:41:24+00:00 Adding secondary wirehess profiles

2014-12-17T12:41:24+00:00 Wireless adapter found. adapter Des=Intel(R] PROMIreless 39495486 Network Connection

i| 4 [page1o67[x] [Ga|[ » | M

5. The Device log will display the:-
e Log Time - Date and Time of the log

e Message - Log message.

6. Click on the Download CSV button if you wish to download the logs as a CSV file.

Click on the Back to Devices button to perform another search.







Replication and High Availability

To provide high availability, the FortiConnect solution can be configured so it is part of a cluster with
all members of the cluster synchronizing their databases between one another. This provides the ability
for the solution to carry on working in the event of loss of connectivity or failure to a single unit.

High availability is provided in an active/active scenario, where all FortiConnect can service requests
from sponsors or network devices at the same time. This capability also allows you to load balance the
requests between the boxes.

Note:

Note:

Note:

Not all system settings are replicated. Refer to Data Replicated to review which settings are not
replicated.

For load balancing, external load balancers must be used to load balance the web interface.
RADIUS requests can also be load balanced via external load balancers or by configuration.

Replication is only supported on FortiConnect servers running identical versions of software.
This chapter includes the following sections:

Configuring Replication
Configuring Provisioning
Replication Status
Recovering from Failures

Deployment Considerations

Cluster Configuration

Multiple instances of FortiConnect are supported in a cluster. Each system is fully active at any point
in time and can receive and respond to requests with no dependence on any other system in the cluster.

Note:

Note:

Note:

You will need to set up one of your FortiConnect systems as the Registration Server then add
any other Normal Servers afterwards.

To enable replication, all servers in a cluster must be able to validate each others certificate,
to do this, each server will need a certificate signed by a trusted CA and can be uploaded to
Server --> SSL Settings before you continue.

In previous versions of FortiConnect files/certificates/themes would have to be uploaded
individually to each box in the cluster, however, in FortiConnect 13.6 an upload to a
FortiConnect will automatically be applied to all others in the cluster at the same time.



1. From the FortiConnect Interface go to Server --> Cluster Configuration and you will be presented
with the Setup screen as shown below.

Cluster Configuration

Satip

nAery Connect supports multiple Fetances of MCT in the cluster, Esch matance is fully actre st sy point in e and can recene snd respond bo requessts with no dependence on
Ay othar instards in the disstar.
® Disabded - Cluster support is disabled,
® Fepistration Server - In each cluster one and only one systemn should be enabled as Registrabion Server. All other semers contact the Aepsitration Server during inkial setup
i keaim about 2l othed sereers i the dustes,
® mormal Server - Each other server should be setup as a Hormal senser,

Once initial setup has taken place all servers bahave ideanticaly.
Server Mode: Dizalbad

Registratian Sensgs
& Normal Servar

Registration Server:

Shared Secret: Confirm:
walidate Certificate commen rame: % P Cartificates can be uplasded in e = 55| Sefhres

2. There are 3 options to choose from for server mode -
« Disabled - Cluster support is disabled.

« Registration Server - In each cluster one and only one system should be enabled as Registration
Server. All other servers contact the Registration server at initial setup to learn about all other
servers in the cluster.

« Normal Server - Each server should behave identically.

3. Once you have made your selection enter the appropriate details in the fields provided.
« Registration Server - If Normal Server Mode has been selected, enter the Hostname or the IP
Address of your chosen Registration Server.

« Shared Secret - Enter the Shared Secret and Confirm. The Shared Secret should be the same for
all servers in the cluster.

o Validate Certificate Common Name - SSL is used to encrypt connections between servers, you
can select this option to validate the certificates presented by each FortiConnect.

4. Click on Save to continue.
5. You screen will change and some extra tabs will appear along the top as shown below.

Note: When adding a new server other than the Registration Server, all data will be wiped from that
server when it is added to the cluster.



Cluster Configuration

10 Churster configuration sased.
Setup  Status 1P Addrass High Awailab ity
Replicaticn Service

Serdos B nunning

Servers in Chuster

Sandar Status Cionifigurad Az P hddress | Owtgoing Satches | Provisioning
idmET.identtynatworke.oom [this server]  Working  Regitration Server | 10010137 o

6. You will then be taken to the Status Tab which will detail -
» Replication Service - Whether your replication service is running.

« Servers in Cluster - A list of servers in your cluster, their status, what they have been
Configured As, its IP Address, any Outgoing Batches and Provisioning.

IP Address High Availability (VRRP)

IP Address high availability allows a single virtual IP Address to be defined and shared between two
FortiConnect Servers so that in the event of failure, the Virtual IP address is picked up by the backup
server of the pair which then continues to service requests.

FortiConnect provides High Availability between 2 nodes in a local cluster belonging to the same subnet
by using the VRRP Protocol. IP Address High Availability can be performed by following the steps below.



1. From the FortiConnect Interface go to Server --> Cluster Configuration and click on the IP Address
High Availability tab as shown below.

Cluster Configuration

Setup  Satus 1P Address High Availabality

L Addrass High Avsilabiity uses e VERP protccal o sllow bao Mer Conmect boxes 16 provde activebackyp serviced Tor & sharad 1P Addreas,
Dwwvices are condigured to use this Virual I Address which by default runs on the Master node

7 Ehe denl of the Master nods Taileg, the Backup rade will take cver the 2 addeess arel Servite regueas,

Status: This server is currently inactive

Eruble VRRP: [
Sarver Jatlings

Sarver Mode: Master :I
wirbual IF Address: |

Shared Secret: Confirms

2. |IP Address High Availability uses the VRRP protocol to allow two FortiConnects to provide
active/backup services for a shared IP Address. Devices are configured to use this virtual IP Address
which by default runs on the Master node. In the event of the Master node failing the Backup node
will take over the IP address and service requests.

» Enable VRRP - Check this box to enable VRRP settings.

» Server Mode - From the drop down menu select whether you wish to setup the Master or
Backup mode.

e Virtual IP Address - Enter the virtual IP address for the server.
o Shared Secret - Enter and then confirm the shared secret for the server.
Click on Save once completed.

Once this has been completed the Server Status will change as shown on the screen below.
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Server Wode; Mlazter | =
Wirtaal 1P Address T0LI0G1, 199

Shared Secrat: Cifinm:

Configuring Provisioning

Certain operations should only be performed by one of the FortiConnects in the cluster, provisioning
accounts on external devices and sending notifications to users are examples of such operations.

One FortiConnect should be defined as the provisioning node. The provisioning server will perform the
provisioning by default. If an FortiConnect is not the provisioning server, it checks the status of the
provisioning server and the other servers in the cluster. If it fails to contact the provisioning server and
fallback servers three times, then it will assume these are down and will then perform the provisioning.
This process happens every minute when the provisioning service runs.

1. From the administration interface of the cluster registration server, select Server > Cluster
Configuration--> Status.

Click on the grey circle in the Provisioning column to specify the server should handle provisioning.
The circle should turn green.

Note: Only one of the servers should have Provisioning enabled, otherwise you may get errors when
creating or deleting accounts twice.



Replication Status

At any time, you can check the replication status of the FortiConnects. This is useful to make sure
replication is happening as set.

From the administration interface, select Server > Cluster Configuration --> Status.

Here you can check the status of the replication service, list the FortiConnects in the cluster, identify
the provisioning server and see the number of records waiting to be replicated from the FortiConnect
you are connected to the remaining nodes.

Recovering from Failures

Network Connectivity

When the network connectivity between two FortiConnects fails, the FortiConnect stores upto 1GB of
changes. When connectivity is restored, if the amount of changes is less than 1GB, they will synchronize
with each other. If more than 1GB of changes are stored, the FortiConnect stops the replication process
and you need to setup replication again.

Device Failure

If one of the FortiConnects in a cluster fails and needs to be replaced, you should simply join the
replacement FortiConnect to the cluster. If the FortiConnect that failed was the registration server,
you will need to promote one of the remaining servers in the cluster to the position of registration
server before joining the new FortiConnect to the cluster.

To elevate one FortiConnect to the position of registration server you will need to -

1. From the administration interface of the Identity Manger that will be the new registration server
you will need to, select Server > Cluster Configuration--> Setup as shown below.

Set the Server Mode to Registration Server.
Click Save.



Deployment Considerations

Connectivity

The FortiConnects need to be provided with IP connectivity between the units. Fortinet recommends
making the network path between the devices resilient so that synchronization can always be
performed. However, if the devices are disconnected, they will continue to function and store changes
until they are connected back together and can re-establish communication. At this point, they will re-
synchronize databases.

Depending on the amount of activity that your FortiConnect performs, you need to make sure that there
is enough bandwidth between the servers to enable synchronization to occur as rapidly as possible.

You can test connectivity by creating a large number of accounts and watching how quickly the
appliances synchronize by watching the status on the replication.

Load Balancing

Web Interface

Sponsor and Administration sessions can be serviced by both FortiConnects when configured for
replication. However, the FortiConnect does not perform any redirection or automatic load balancing
of requests.

To enable requests to both FortiConnects concurrently, you must implement an external load balancing
mechanism. Options include:

® Network based Load Balancing— devices can be used to load balance web requests to the
FortiConnects. The only requirement for the load balancing is that clients are serviced by the same
FortiConnect for their entire session. Individual requests cannot be load balanced between servers,
as the FortiConnect does not replicate sponsor/admin session information to reduce bandwidth
requirements. The most common method of achieving this is sticking connections to the same
FortiConnect based upon source IP address.

® DNS Round robin—Using your DNS server, configure the domain name of the FortiConnect to return
all IP addresses for the FortiConnect in a round-robin configuration. This method does not provide
failover between appliances in the event of a failure.



® Publishing multiple URLs—This allows each user to choose the server they want to use.

RADIUS Interface

The RADIUS interface on either FortiConnect can take requests at the same time.

Fortinet recommends configuring one to be the primary for some RADIUS clients and another
FortiConnect to be the primary for the other RADIUS clients. For failover, the RADIUS clients can have
secondary RADIUS servers defined as another FortiConnect, if they support configuration of two servers.

Data Replicated

FortiConnect Replication replicates data that is stored in the database between all FortiConnects in the
cluster. The following information is not replicated and is locally defined on each FortiConnect.

® Email settings—SMTP Server

® Network settings
Domain name
Hostname
IP Address
Subnet mask
Default gateway
Nameserver 1
Nameserver 2

® Date/Time settings
Date Time Locale
NTP server 1
NTP server 2

® SSL settings
SSL Certificate
Root CA Certificate
Private key

® Backup
Max number of backups
Frequency
FTP settings



Management, Logging and Troubleshooting

This chapter describes the following:

Dashboard

SNMP Configuration

System Logging

RADIUS Authentication Logs
User Accounts

RADIUS Accounting

System Performance

PCI Compliance

Packet Capture

Auto Updates

Dashboard

Once the FortiConnect Setup Wizard has been completed the Dashboard will be the first thing an
Administrator will see when they login to the network and can be reached by navigating to Home -->
Dashboard
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There are 4 sections this dashboard contains as follows:

Critical Alerts & Messages
Guest Statistics
System

Do nN =

Application Logs

Critical Alerts & Messages

This section refreshes itself automatically every minute to display the latest data and also shows the 10
latest critical alerts.

It will also show the following messages as and when the conditions are met :

® Packet capture is running
® The server has less than 1GB of memory



The total disc spaces is less then 20GB
The free disc space is less than 1GB
RADIUS is running in debug mode

No response from the DNS server

License is going to expire within 30 days
Have set detailed log level in Log Settings

Replication is on but service is stopped

CPU usage is high

Guest Statistics

This sections refreshes itself automatically after 67 seconds to display the latest data on the number of
different users with different statuses.

Statuses that will be displayed are as listed :

Created
Authenticated
Connected
Active

Pending Approval
Rejected
Suspended

Expired
It also shows the following in this section :

® License expiry date - It will detail whether the license installed on the system is a permanent license
or if expiry remains is less than 61 days then the number of days remaining will be shown.

® Users limit - Number of times the limit has been exceeded in the last 7 days.

System

This section refreshes itself periodically to display the latest data on performance as follows :

® (PU usage
® Average CPU load in the last 1, 5 and 15 minutes



Total system memory in GB
Total disc space

Free space available

NTP status

Replication status

Application Logs

This section does not refresh itself automatically but does contain a link to refresh once clicked and
displays the most recent 100 application log entries into the system.

SNMP Configuration

FortiConnect supports management applications monitoring the system over SNMP (Simple Network
Management Protocol). SNMP Versions 1, 2c and 3 are supported.

The appliance can also send SNMP traps and informs when certain settings exceed a defined value.

SNMP Agent Configuration

From the administration interface, select Server > SNMP as shown below.
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You can configure the following options:

Configuring SNMP Version 1
Configuring SNMP Version 2c
Configuring SNMP Version 3
Configuring SNMP Allowed Addresses

Configuring SNMP Version 1

1. To enable SNMP Version 1, check the Enable V1 checkbox.
2. Enter an SNMP Read Community name to be used for read access.



3. Configure the Allowed IP Addresses allowed to access the appliance using SNMP by following the
instructions in Configuring SNMP Allowed Addresses.

4. Click Save

Configuring SNMP Version 2c

1. To enable SNMP Version 2c, check the Enable V2c checkbox.
Enter an SNMP Read Community name to be used for read access.

Configure the Allowed IP Addresses allowed to access the appliance using SNMP by following the
instructions in Configuring SNMP Allowed Addresses.

4. Click Save.

Configuring SNMP Version 3

To enable SNMP Version 3, check the Enable V3 checkbox.
Enter a Username to be used for read access.
Enter the Password and confirm it to make sure it has been entered correctly.

Select an Authentication Protocol from the dropdown menu: MD5 (HMAC-MD5-96) or SHA (HMAC-SHA-
96).

Select a Privacy Protocol from the dropdown menu: DES or AES.

A oobh =

Select the Security Type to use from the dropdown menu: Authentication or Encryption.

Configure the Allowed IP Addresses allowed to access the appliance using SNMP by following the
instructions in Configuring SNMP Allowed Addresses.

8. Click Save.

Configuring SNMP Allowed Addresses

1. Enter an IP Address Range made up of an IP Address and a prefix length. For example:
0.0.0.0/0 to allow any address to access the appliance by SNMP.

192.168.1.0/24 to allow any address from the 192.168.1.0-255 to access the appliance.
* 172.16.45.2/32 to allow only the host 172.16.45.2 to access the appliance.



2. Click the Add button.
3. You can repeat Step 1 and Step 2 for as many addresses as you like.
4. Click Save.

Configuring SNMP Trap Support

The FortiConnect can be configured to send SNMP Traps to an SNMP Manager based upon certain system
events.

Configuring SNMP Traps

1. From the administration interface, select Server > SNMP and click on the Traps tab as shown below.

SMMP Traps

Agent  Traps

Traps

Enable Traps: [
Trap Version: | Version 1 :]

Community:  pullic

Disk Space

Send trap if fres disk space less than: | 50% T (ourrenthy G0 free)
Load Avarage

Send trap if Load Average goes abaves 25 aver ane minute (curmently 2.20)
Send trap if Load Average goes aboves 10 awer five minutes [currently 7.74)

Send trap if Load sverage goes above: 5 aver fifteen minutes (currenthy 4.65)

Sand Traps To

| 1P Address |
£3

2. Check the Enable Traps checkbox if you want to enable traps.



Select the Trap Version from the dropdown: Version 1, Version 2c or Informs.
Enter the community string which will be validated by the receiving trap service.

5. The FortiConnect sends a trap if the disk space goes below a specified value. Enter the value you
want the trap to be sent at in the Disk Space dropdown field.

6. Specify the Load Average that you want a trap to be sent if it exceeds the value over 1 minute, 5
minutes or 15 minutes. Load Average is calculated using the standard Linux formula and can be seen
from the command line with the uptime command.

7. Enter each IP Address that you want to send a SNMP trap to and click the Add button.

8. Click the Save button to save the changes.
The following traps are sent :-
e acold start trap is sent when SNMP traps are enabled or reconfigured
« atrap is sent when disk space falls below the percentage set in the Ul
« aCPU load trap is sent if the load averages exceed those that are set in the Ul
« when the server is low on temporary (swap) disk space

« support dskTable to give an simpler view of disk statistics.

Reports and Logging

System Logging

All actions within the FortiConnect are logged into the database. This enables you to:

« View any action that occurred as part of the normal operating process of the application
« Log administrator and sponsor actions

e Create system logs

Note: Itisimportant to create and constantly maintain logging levels. Refer to Log Settings for details.



Audit Logs

Audit logs create a record of administrator and sponsor actions and can be created using four different
methods.

1. To access the audit log functions from the administration interface, select Reports & Logs > System
Logs as shown below and click the Audit Logs tab.

System Logs

Audit Legs Application Logs Support Logs  Log Settings

Action By: Chent 1P
Srver [P | Shaw Al [=]
Between: 1 [®] Dec [=] 2014[=] @ anct: 2 [=] pec [=] |2012[=] B8

2. Audit log reports can be run using four different categories:
e Action by—Displays logs using admin/sponsor user name as its search criteria.

e Client IP—Displays logs using Client IP address as its search criteria.

« Server IP—Displays logs using Server IP as its search criteria.

You can run log reports for a single category, multiple categories, or all categories at the same time.



3. Select a time duration for your search criteria using the date pickers provided, then click the Run
button.

Application Logs

Application Logs shows the application log containing application debugs.

1. To access the Application Logs function from the administration interface, select Reports & Logs >
System Logs and click the Application Logs tab as shown below.

System Logs

o

Audit Logs Application Logs SupportLogs Log Settings

Action By: Chent IP:

Betweerc 1 || Dec [=] 201a[=] B anc: 2 [=] [pec [2] 2014 )
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admin Client nebwork configuration [Clent Access) saved 02-Dec-2014 11:48:39
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2. Application Log reports can be run using different categories:
e Action By—Displays logs using admin/sponsor user name as its search criteria.

e Client IP—Displays logs using Client IP address as its search criteria.

You can run log reports for a single category, multiple categories, or all categories at the same time.



3. Select a time duration for your search criteria using the date pickers provided then click the Run
button.

Support Logs

Support Logs provide an area that stores:

e HTTP error logs

o RADIUS logs

e Mail logs

« Twin (Replication logs only applicable if running replication between FortiConnects)
o Debug logs

e Audit logs

o Application logs

* An XML file

1. To access the Support Logs function from the administration interface, select Reports & Logs >
System Logs and click the Support Logs tab as shown below

System Logs

AuditLogs Application LOgs Support Logs Lo Settings

ynlioad rt log barsd|
I
File ! Size | Lines | Action
. HTTP Error Log 4870 | View
HTTPS Error Log 288 § | Migw
RADIUS Log 97283 | 1129  View
RadSec log 1206 18 | Wiew
Mail Log 1968 M | View
Systern Messages 56037 650 | View
Application Log 1133 11 | View
Postgres Startup Log 1264 33 | View
Postgres Tuesday Log 2145 3 View
pEbouncer 5185 52 | View
Cron Log 566530 | 5076 View




2. You can view or download the logs listed by clicking the underlined Action links.

Note: The Support Logs page only displays the latest details of each available log. However, clicking
View or Download retrieves and displays ALL logs for that category.

Log Settings

The Log Settings page allows an administrator to set the level of logging and administer syslog settings.

1. To access the Log Settings page from the administration interface, select Reports & Logs > System
Logs and click the Log Settings tab as shown below.

System Logs

AuditLogs  Application Logs  SupportLogs  Log Settings

Logging Lavals
Generak Errors and Notices Only |
Sponsor Authentication: Errars and Notices Only B
Admin Authentication: Errors amd Motices Only L
o

Account Creation: Errars amd Motices Only =
Account Managenment: Errors and Notices Only [E]
Admin Operations: Errors amd Motices Only -1
RADILIS User Authentication: Errors amd Motices Only =]
Guest Portals: Errors and Motices Only (=]

Syslog Settings

Send Application Log Events to Remobe Senver: [none) El

Send System Log Events to Remote Server: [none) j

N



2. Logging Levels allow an administrator to choose the level of logging for multiple criteria:

General—Allows an administrator to set logging of Errors and Notices only, Errors Notices and
Info, or Errors Notices Info and Debugs.

Sponsor Authentication—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

Admin Authentication—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

Account Creation—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

Account Management—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

Admin Operations—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

Radius User Authentication—Allows an administrator to set logging of Errors and Notices only,
Errors Notices and Info, or Errors Notices Info and Debugs.

Guest Portals—Allows an administrator to set logging of Errors and Notices only, Errors Notices
and Info, or Errors Notices Info and Debugs.

3. Syslog Settings allows an administrator to determine what log events are sent to a predefined syslog

server.

Send Application Log Events to Remote Server—This determines what type of application
errors are logged and sent to the server. The administrator can decide on none, Audit, Errors or
Audit and Errors.

Send System Log Events to Remote Server—This determines what type of system errors are
logged and sent to the server. The administrator can decide on Emergency, Emergency and
Alerts, Emergency Alerts and Critical, or Emergency Alerts Critical and Errors.

Syslog Server—Enter the DNS or IP Address of the syslog server to which the logs to be sent.
Syslog Protocol—Choose between UDP and TCP protocols.

Syslog Port—Define a port for your syslog server.

4. Click the Save button to save your settings.

Note: To test basic syslog functionality, go to the Log Settings page and click Save. This sends a test
message to the syslog server with priority info (6).

Note: IdentityNetworks recommends disabling debugging immediately after use so as not to
potentially disrupt any other FortiConnect functionality.

RADIUS Authentications

To run a report on successful or failed RADIUS Authentications, go to Reports & Logs > System Logs



and click on RADIUS Authentications as shown below.

RADIUS Authentications

Enable RADIUS Authentication reporting: [
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1. Choose your search criteria using the fields available :-
» Between - Choose the start date and time for your search.

» and - Choose the end date and time for your search.

» Username - Enter the Username of the account you wish to search against.

o Client IP Address - Enter the Client IP Address you wish to search against.

o Client MAC Address - Enter the Client MAC Address you wish to search against.
o NAS IP Address - Enter the NAS IP Address you wish to search against.

o Status - From the drop down menu select whether you wish to search for Failed Authentications,
Successful Authentications or All Authentications.

2. Click on Run to start your report.



User Accounts

FortiConnect can also perform a detailed search on User Accounts

To run this report follow the instructions below.

1.

To access the User Accounts reporting function from the administration interface, select Reports &

Logs > User Accounts and click the Advanced Search tab as shown below

User Accounts
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And:
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Usage Profile:
Account Group:
Event Code:
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Inactive:
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Display Report | Download POF | Downdoad Excel | Download ODS | Download ODT

Created By 4 ¥ | Lssmame & ¥ | Password

WAL Address & v
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Mo Records Found

2. Using the search filters, enter any information relevant to your search.

e Sponsor Group - Use the drop down menu to select which Sponsor Group you wish to search

under.

e Active Time Between - Enter a start and end time to search under.

o Created By - Search using Created By as your search criteria.

Email & " | Company & ¥



o Guest Portal - Search using Guest Portal as your search criteria.

e Username - Search using Username as your search criteria.

e MAC Address - Search using MAC Address as your search criteria.

e First Name - Search using First Name as your search criteria.

o Last Name - Search using Last Name as your search criteria.

o Company - Search using Company as your search criteria.

e Mobile Number - Search using Mobile Number as your search criteria.
« Timezone - Search using a specific Timezone as your search criteria.
o [P Address - Search using IP Address as your search criteria.

» Usage Profile - Search using Usage Profile as your search criteria.

» Time Profile- Search using Time Profile as your search criteria.

e Guest Role - Search using Guest Role as your search criteria.

+ Event Code - Search using Event Code as your search criteria.

e Email - Search using Email as your search criteria.

3. Check the appropriate check box for the account status -
e Active

« Inactive

« Suspended

» Rejected

o Expired

o Pending Approval

4. Now decide how you want your report format -
« Display Report - Display report on screen

« Download PDF - Downloads report as a PDF file
« Download Excel - Download report as an excel spreadsheet
« Download ODS - Download report as an ODS file

« Download ODT - Download report as an ODT file

RADIUS Accounting

FortiConnect can also perform a detailed search on RADIUS Accounting

1. To access the RADIUS Accounting reporting function from the administration interface, select
Reports & Logs > RADIUS Accounting and click the Advanced Search button as shown below.



RADIUS Accounting
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2. Using the search filters, enter any information relevant to your search.
« Between - Enter a start date for your search

« and -Enter and end date for your search

« Username - Enter a username to search against

o Calling Station ID - Enter a calling station ID to search against
o Called Station ID - Enter a called station ID to search against
e NAS IP Address - Enter a NAS IP Address to search against

o User IP Address - Enter a user IP address to search against

3. Now decide how you want your report format -
» Display Report - Display report on screen

» Download PDF - Downloads report as a PDF file
» Download Excel - Download report as an excel spreadsheet
» Download ODS - Download report as an ODS file

» Download ODT - Download report as an ODT file



System Performance

FortiConnect Identity can also perform a detailed report on System Performance.

1. To access the System Performance reporting function from the administration interface, select
Reports & Logs > System Performance as shown below.



System Performance
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02-Dec-2014 12:10 145 0.00 2.26 0.89 0.00 B9
02-Dec-201413:00 123  0.00 9.44 0.88 000 8845
02-Dec-2014 12:50 2.09 0.00 11.86 6.65 0.00 7940
02-Dec-2014 12:40 0.88 0.00 744 0.76 0.00 5091
02-Dec-2014 12:30 130 0.00 838 1.2 0.00 89.10
02-Dec-2014 12:20 1.28 0.00 7.66 1.02 0.00  90.04
02-Dec-2014 12:10 133 0.00 7.24 077 0.00 90,66
02-Dec-201412:00 130  0.00 7.06 050 000 9114
02-Dec-2014 11:50 133 0.00 7.6 0.90 0.00 9061
02-Dec-2014 11:40 113 0.00 65.94 0.52 0.00 91.40
02-Dec-2014 11:30 1.05 0.00 65.93 0.36 0.00 91.66
02-Dec-2014 11:20 1.29 0.00 17 0.62 0.00 9092
02-Dec-201411:10 132 0.0 747 047 | 000 9104
02-Dec-201411:00 186  0.00 9.31 0.76 000 88.07
02-Dec-2014 10:50 1.12 0.00 a.70 0.54 0.00 89.64
02-Dec-2014 10:40 1.61 0.00 7.81 0.87 0.00 89.M

2. Using the Date Picker, select the relevant dates to search between and click on Run.
3. Your report should appear below.
4. Click on the Download CSV button to download the report in a CSV format,



PCl Compliance

This is a report to verify that all the settings required to be PCl 2.0 compliant are enabled.

It shows the status, and provides help/links to actions required to remediate any issues.

1. To access the System Performance reporting function from the administration interface, select
Reports & Logs > PCl 2.0 Compliance as shown below.

PCI 2.0, Compliance Report

D this repart desplays the current state of P01 2.0 compliance for the existing 1I0M configuration.

Shawing 1-5 af 42 m E
PCI D55 Raquiramant & ¥ | Component & ¥ State | Detalls / Action

0. Maintain Firgwall Opan Poriz 1812 & 1813 Required by RADIUS serace
Configuration Ta Protect
Cardheldder Data

0. Mantain Firewall Open Port: 16843 & 1646 Required by RADIUS serace
Configuration Ta Protect

Cardhiolder Data

0. Maritain Firewall Open Part: 443 & 8423 Requirsd by web serser for HTTPS traffic
C-:-ﬁﬁgura:m To Profect

Cardholder Data

0. Mantain Firgwall Open Port 22 Required by sequre shell (S5H)
Configuration To Protect

Cardholder Data

0. Maintain Firgwall Opan Port 31415 Requirad by rephiation sendces
Configuration To Protect

Cardholder Data

4| Page1of9[=] Gd|w M

2. Columns detailed in this report are :-
« PCI DSS Requirement - PCl requirement

o Component - Component effected
o State - A green tick shows this is captured, a red cross states that its required for compliance

o Details / Action - Details of requirement and any actions needed to make it compliant



Packet Capture

FortiConnect allows the admin user to record packet data from an IP address / network range for all
network traffic or packets to specific ports.

The packet capture tool generates log files which can be downloaded & viewed using a packet viewing
utility such as wireshark.

Only the last 10 generated capture logs are shown in the log table.

1. From the FortiConnect Administration Database browse to Server --> Packet Capture as shown

below.
Packet Capture

Capture Settings

Metwork Range: | 0.0.0.0 do [z AlTefic @

Capture Logs

“ The last 10 capture kogs penerated are shown.

File Size (ki)
| No log files found

2. Enter the Network Range you wish to capture traffic to, or place a check in the All Traffic check box
to capture all traffic.

3. If you do not wish to capture all traffic, you may place a check in the check boxes provided to
capture the relevant traffic.



4. Click on the Start button.

5. Once the logs have been completed you will see them listed as per below.

Capture Logs

D The last 10 capture logs generated are shown.

File | Size (kb) |

2011-09-12T14:58:23-07:00.pcap  268.98 W M
2011-09-12T14:58:04-07:00.pcap 17834 T W
2011-09-12T14:57:47-07:00.pcap 162 T W

6. Download the logs by clicking on the download icon.

7. You can delete any logs by clicking on the bin icon.

Automatic Updates

As Smart Connect clients are updated and released more quickly than FortiConnect releases Automatic
Updates is a feature used to update certain parts of FortiConnect to support those new clients.

Enable Automatic Updates to allow FortiConnect to securely download browser detection rules and
Smart Connect updates.

This enables the system to identify the latest browser versions & client platforms without needing to
update the main FortiConnect software.

Updates can be scheduled as a batch job to run on a daily, weekly or monthly basis at a given time.

Updates are retrieved from a cloud based CDN. Proxy settings (with / without basic authentication)
can be used if needed for external network access.



From the FortiConnect Administration interface go to Server --> Automatic Updates as shown
below.

Automatic Updates

W Enabie Automatic Updates to alow Meru Cannect ta securely download brawser detection rules and Smart Connesct updates.
This enables the ystem to dentify the latest browser versions & client platfarms without nesding to update the main Meru Cormect software,

Enable Automatic Updates: [#
Schedule

Frequency: Weskly L

Day ofthe weak: | Monday Tl

Tirrwe: 03 (x| 00 |=|
HTTP Prowy

Enable Prosiy [

SErver

Part:

Aythentication: -

LI SarianTe:

Pasgaord: Corfirm:

e e Jorsuerin

Check the Enable Automatic Updates check box to enable Automatic Updates.

In the Schedule section, use the drop down box to select :-
« Frequency - Choose from Daily, Weekly or Monthly updates.

« Day of the Week - Choose which day of the week you wish to perform your update.

« Day of the Month - If you have chosen Monthly updates, select which day of the month you wish
to perform the update.

« Time - Choose the time of the day you wish to perform the update.
Check the Enable Proxy check box to enter your proxy server details.

In the Proxy section, use the fields to enter your proxy server information :-
o Server - Enter your server hostname or IP address.

e Port - Enter the port number for your proxy server.

o Authentication - Use the drop down menu to select the method of authentication for the proxy
server.



« Username - Supply the username used to authenticate against the proxy server.
» Password - Enter the password for the proxy server and confirm it.

6. Click on Save once you have made your selections.

Note: Click on the Update Now button to perform an immediate update.



Licensing

FortiConnect provides multiple Licensing options, the section below details how licensing works on
your FortiConnect.

There are two kinds of license that are required for the FortiConnect Appliance

» Device License - This license is unique to a single FortiConnect Appliance (Hardware or Virtual
Machine). The device license allows FortiConnect to run on the Appliance. You may install only a
single Device License on an appliance.

« User Feature License - This license allows for concurrent usage on a per user basis. Multiple User
Feature Licenses can be installed and they are additive.

Authenticated Users

Users are referred to as accounts that are either a person or a device and have been authenticated
onto the network either internally, for example against the local FortiConnect database or with PMS
(Property Management System) accounts, or externally by using AD, or a Social Media login.

FortiConnect allows the system to have the same amount of concurrent Users attached to the User
network as user licenses.

There are no limits on the amount of authenticated accounts that can be created, only a connected
User will consume a license.

How licenses are consumed

« Each connected User account (as recorded by RADIUS accounting) consumes a single User
license.

» Each connected device account unrelated to a User account consumes a single User license.

« Multiple devices registered by a single User account consume a single User license.

Licensing

To view or upload a license from the administration interface:

1. Select Server > Licensing as shown below.



Licensing

System Infarmation

Serial Number: ViMware-56 4d b3 0c ac Se ee 10-5¢ d3 8 4f 36 de 56 5
System IDx cal4-4745-a403-8fa7-ab43-30df-Ee91 -0ca2-7344-0166

Licence Summary

For information on licensing go to hitpa i

Feature | Settings ' Expiry
Meru Connect  Enabled 3-Jan-23
Users Concurrent Users: 100 /10 Use | 31-4n-2015

Upload new License

License Filez | Choose File | yo file chosen

Upload

Installed License Files

Faatures Created Fila
Meru Connect: 01Dec2014 M
Expiry: 31-Jan-2015
Users: 100

2. Click the Choose File button under the Upload new License section and select the license file.
3. Click the Upload button to upload a new license file.
If a license if currently installed the information will be displayed at the top of the page :

o Serial Number - Serial Number for the FortiConnect

o System ID - System ID for the License granted.

4. Under Licence Summary it displays -
» Feature - Which feature of FortiConnect is being used.

» Settings - Whether the feature is enabled and how many active licenses are in use.
» Expiry - Expiry date of feature.

Note: If you have uploaded an evaluation license, the FortiConnect License Status will indicate the
license expiration date.



5. Under Installed License Files, you have the ability to download licenses and delete license files if
you have multiple license files installed.

Replication and Licensing on FortiConnect

When FortiConnects are replicated across a network, a license is installed on and shared between each
system.

If one of the FortiConnect systems is disconnected from the network the remaining FortiConnect would
continue to use the total license count of both systems. When connectivity is restored license sharing
will resume automatically.






Sponsor Documentation

This chapter provides user documentation for sponsor users who create UserUser accounts. It contains
the following sections:

Introduction to FortiConnect
Connecting to the FortiConnect
Change Default Settings

Guest User Accounts

Multiple Guest Accounts

Event Codes

Reporting on Guest Users
Device Accounts

Multiple Device Accounts

Sponsor Reporting

Introduction to FortiConnect

The FortiConnect allows you to create temporary network access accounts for your Users, visitors,
contractors or anyone who needs temporary network access. You can easily create User or device
accounts by browsing to the FortiConnect web interface, logging in with your corporate credentials, and
entering the details of the User or device. FortiConnect creates the temporary account and allows you
to provide the account details to the User via printout, email or SMS text message. In addition to
creating User and device accounts, you can also view and amend the accounts to which you have access,
or run reporting on accounts for auditing purposes.

Connecting to the FortiConnect

All connections to the FortiConnect are through a web interface. To connect to the FortiConnect, open
a web browser and enter the address into the URL or address field, as provided by your network
administrator.



1. Enter the IP address of the FortiConnect into the URL of your web browser, for example, http://<IP
Address of FortiConnect>.

2. In the FortiConnect login page below, enter your Username and Password, and click the Login
button. Use the login credentials specified by your network administrator.

=—=RTINET.
FortiConnect
Administration

Version: 17.0.0, Build 0007 (GA)

Username:

Username

Password:

Password

3. When you first log in, the Getting Started page is displayed as shown in below.



}!EE'IIN\‘ Meru Connect Moru Matworks Logout  About

Getting Started

& HOME
|— Gening Saarved ) Croate Accounts ™ Report and Manage Accounts
MY ﬂ Cresce a single Guest Account IQ AEport and mansge accounts
Creme muyhiple Gues Arcounts Manage beches of sccouncs
T Creme a single Device Accours View 8 summary report of gues: veege
= Crese Guess Accoum Craate rultighe Devce Azcounts View a rapart en Spenacrs actvty

— Mukigle Cuest Aceours
| Ve & Sumnimnary of Bosss By Device
Create Device Accourns

— Mukiple Devioe AcCounts Wiew Random Accpuncs Monetzaton Repom
Conoprren: LUsers Aeport

y ACCOUINT MANAGEMENT
G vy Manage Event Codes
— Rmport & Marage Acccunts xTZ

Mansge Accours Blcches

Cresee an Evers Code

b~ Sumemary Repons Vi, mdi or suspend Event Codes

I Spormors Activity Report
— Access Report
Monesizasicn Report

Conourrent Usars Repot

) EVENT CODES

- Create Event Coda

Mansge Evem Codes

4. From this page, you can navigate to Home > My Settings to:
+  Change Default Settings.

+  Change Password.

Change Default Settings

You can change your password, or customize default settings like the language template, time zone,
telephone country code, and default login page from the My Settings page.

1. Navigate to Home > My Settings

2. Click the Preferences tab as shown below, to modify the following Preferences:
« Language Template—If your administrator has added additional templates, you can select a
language template from this dropdown menu to change the language of the application interface
or the User printout/email/SMS notification.

« Default Timezone—This timezone is the default selected in the list on the account creation
pages.



o Default Telephone Country Code—Specify the default for the telephone country code.

« This is used when sending the UserUser details by SMS, or for recording the User’s phone number.
« Default Guest Role—Specify the default User role you want to use for creating accounts.

« Default Device Role - Specify the default device role you want to use for creating accounts.

o First Name - Sponsors first name

o Last Name - Sponsors last name

o Email Address—Enter your email address here. This is required if you want to receive a copy of
the User’s account details by email.

+ Receive Email Confirmation—Check this checkbox if you want the FortiConnect to send you a
copy of the User’s account details by email, when you click the ‘Send Email

» Notification’ button to notify the users of their User account details.

o Default Login Page—Using the dropdown menu, select the page that you want the FortiConnect
to display immediately after you login.

« Use High Contrast Ul - Click the check box to use a high contrast user interface.

» Base Font Size - From the drop down menu choose between Normal, Bigger or Biggest for a
choice of font sizes.

My Settings

Preferences Password Reports

Language Template: English (Default) T|
Default Timezone: AmericalLos_Angeles F

Default Telephone Country Coda:  +1

Default User Group: Default Account Group =
Default Device Group: Default Acoount Group E
First Mame: Menu

Last Mame: Networks

Email Address: merunetworks@meru.com

Receive Email Confinmaticn:
Default Login Page: Getting Started -
Use High Contrast LI

Base Font Size: Normal [=]

3. Click the Save button to save your default settings.



Change Password

The Change Password option is enabled if your account is locally defined on the FortiConnect by your
administrator. If you authenticated with a username/password from an external server such as Active
Directory, you cannot view this option.

1. Navigate to Home > My Settings.
2. Click the Password tab as shown below.

My Settings

Preferences  Passward Reports

Change Password: Canfirme

3. Enter your new password in the Change Password and Confirm fields.

4. Click the Save button to save your new password.

Report Settings

You can select and deselect options you want to view in the Manage Accounts page or when exporting
details from the Manage Accounts page.

1. Navigate to Home > My Settings



2. Click the Reports tab as shown below.

My Settings

Preferences Password Reports

Report Download

Created By: # Eil
14T
Passwaord: It ¥
First Mame: 5l [
Last Mame: & Eil
Email: Fl [l
Comparny: Ll =
Sratus: ¥ &
Mobile Phone Number: [T ¥
Start Tima: izl ]
End Tirme: = |
Timezone: il [+
Account Group: | &
Usage Profile: | [+
optioni: B [
optiond: Fl il
optond: B [+
optiond: ] |
options: ] ¥
Event Code: il [+
Tima Rermaining | =

Price:

3. Checkor uncheck the check boxes based on the options to be displayed in the Manage Accounts page
on downloading a report.

4. Click the Save button when finished.

(@]
7]
7
o




Creating Guest User Accounts

If you are assigned the appropriate permissions, you can create temporary user accounts.

1. Log into the FortiConnect as described in Connecting to the FortiConnect.
2. Navigate to Create Accounts > Create Guest Account.
3. The Create Guest Account page appears as shown below.

Note: The screenshot below shows the default template for creating a Guest User Account. Your
administrator has the option to add or remove other fields.

Create Guest Account

First Mame:
Last Mame:
Comparmy:
Emiail Address:

Mobile Phone Number: +1 | =

Timezone: AmericafLos_Angalas =
2 [=] pec [2] 2004 BB

mm 25(=]

2 [x] oec [z] 2002z] @

23[x] s9[zl

Account Start:

Acoount End:

Enter the First Name of your User. Enter the Last Name of your User.
Enter the Company or organization of your User. Enter the Email Address of your User.
Enter the Mobile Phone Number of your User.

N o g~

Select the Profile from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.

8. Choose the Timezone relevant to the time and date.



9. From the Account Start field, choose the Time and Date from which you want the account to be
valid.

10. From the Account End field, choose the Time and Date at which you want the account to end.

11. If the administrator for FortiConnect has configured any additional required account attributes,
specify the appropriate information for those settings in this form.

12. Click the Add User button. The account is created and the details are displayed as shown below.

Create Guest Account

| Account Created

Username: test@test.com Q
Password: bv3bgxos
Account 5tart 17-Dec-2014 06224 - P.mer.ca.-'Lns_.ﬂngIes

Account End:  17-Dec-2014 23:59 - AmericalLos_Angeles

Create ancther Guest ACcount

13. Depending on your permissions, you can perform one or all of the following actions on the same page
where the new account details are displayed:
o Clicking the Print Account button allows you to print the account details to your printer to hand
to the User. These details commonly include User access instructions and usage policies. See
Print Account Details.

o Clicking the Email Account button sends the account details to the email address you entered
for the User. See Email Account Details.

« Clicking the Send SMS Message button sends the account details to the User’s mobile phone via
SMS text message. See Text Message Account Details (SMS).

14. You can also create another account immediately by clicking the Create another Guest account
button.



Print Account Details

1. Click the Print Account button from the Create Guest Account page shown below.

aralal Guest User Details
|. < b E!C—|§+! | N hatpif i

frinter: | Home HP Laserjet 3050 Y
[0 Apple @33} » Mews (1244)r M i
| Guest User Details R Fresets: | Standard # E
Copies & Pages |
Guest User Details
Copies: |1 # Collated
To access the network, plaase use the §
- { Pages: @ all
L e — ) From: 1 to: 1
| Password NVpMLE
| Start Time 20073
| Finish Time 20079 3 &
7 [ POFw | [ Preview Cancel m
[ Timazons [%TIME — = b

By logoing on lo s neltwork ywou Brs sgrssang 1o the larms nd conditions of he sccoptsbies uss policy below
2. A new Printer window opens and you can print out the user details.
Note: After a User account is created, you can also access this feature by navigating to Account
Management > Manage Guests. Find the required User account from the list displayed, then click

on the printericon, labelled print account details, adjacent to the User account on the far right
of the screen

Email Account Details

1. Click the Email Account button from the Create Guest Account page.

2. The FortiConnect sends an email to the email address specified when you created the account.

Note: After a User account is created, you can also access this feature by navigating to Account
Management > Manage Guests. Find the required User account from the list displayed, then
click on the envelope icon, labelled e-mail account details, adjacent to the User account on the
far right of the screen.



Text Message Account Details (SMS)

1. Click the Send SMS Message button from the Create Guest Account page.

2. The FortiConnect sends a text message to the phone number specified in the account creation.

Note: After a User account is created, you can also access this feature by navigating to Account
Management > Manage Guests. Find the required User account from the list displayed, then click

on the mobile phone icon, labelled Send SMS Message, adjacent to the User account on the far
right of the screen.

Multiple Guest Accounts

The FortiConnect allows you to create multiple accounts at the same time. The options available to you
are configured by your administrator. They include:

® C(reating Multiple Accounts from Text Entry
® C(reating Multiple Accounts from CSV File
® C(reating Multiple Random Accounts

You can create multiple accounts by pasting the details into the interface, importing a Comma
Separated Values (CSV) file, or creating random accounts to be assighed to users (with the details
recorded on paper) for input at a later time.

Creating Multiple Guest Accounts from Text
Entry

1. Navigate to Create Accounts > Multiple Guest Accounts and click on the Multiple Guest Accounts
tab as shown below.



Multiple Guest Accounts

Multiple Guest Accounts Randorm Guest ACCounts

Chaase e | po fike chosen

First Namme Last Mame Company Country Code Moblle Phone Number Emall Address

[l v = - -

T ez one: Anericallos_Angeles = |

2 [=] |pec [=] [z00a[=] )

Account Start:

-::-' 33 [

2 [=] |pec [2] |2002[=] £
Acount End: v

x| sal=
e o] coce |

Enter the details in the grid fields as required with a cell separating the values.

Select the Usage Profiles from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.

Select the relevant Timezone for the account.
Choose the Account Start time, and then the Account End time.
Click the Create Accounts button.

® In the username and password fields, enter the username and the password for the User account you
wish to create.

Creating Multiple Guest Accounts from CSV File

1. Navigate to Create Accounts > Multiple Guest Accounts and click on the Multiple Guest Accounts
tab as shown below.



Multiple Guest Accounts

Multiple Guest Accounts Random Guest Accounts

:.EE'E'_F" M file chosen m Download Template

First Name Lot Name Company [ Country Code Wobike Frone Mumber Ernall Acdress

o ; : 4 [z

Timezone: Americallos_Angeles 3

2 [z] |oec [z] | 2014[z] B

ACOBwnt Sran:

14[z] |2a[z]

2 [=| Dec |=| 2014|=] 0B
Account End:

2[x] =a[]

o sccouns] — cance

2. Download the CSV file by clicking the Download Template link and save this file locally.

3. Fill out the fields in the CSV Template file using a program such as Microsoft Excel:
o First Name - The User’s first name.

e Last Name - The User’s last name
o Company - The User’s company
e Email Address - The User’s email address

o Country Code - The country code of the mobile phone number, for example 1 for the US, 44 for
the UK.

* Mobile Phone Number - The User’s mobile phone number.
» Note - Do not enter hyphens in the number.

o Other details - Other details may be configured by your administrator and the names and
descriptions are decided by them.

Save the CSV Template file in CSV format.
5. Click the Browse button to select your edited CSV file.

6. Select the Profile from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.



7. Select the relevant Timezone for the account.
8. Choose the Account Start time, and then the Account End time.
9. Click the Import button.

Creating Multiple Random Guest Accounts

You can create random accounts when you need to hand out details to visitors, but do not have access
to a computer at the time you need to create and provide the accounts to Users. This feature allows you
to create accounts in advance and record the details on paper, and store them in the system for
correlation at a later time.

1. Navigate to Create Accounts > Multiple Guest Accounts as shown below. and click on the Random
Guest Accounts Tab.

Multiple Guest Accounts

Multiple Guest Accounts  Randem Guast Accounts

Mumber of accounts required:

Account Price (USDk

Timezone: America/Los_Angeles [z]

2 [=] oDec [=] 2ma=] 5y
Account Start: -

14[=] 35[=]

2 [=] Dec [2] 2014[z] @
Account End:

EIEAREEY

crome o

2. Enter the number of accounts that you want to generate.

3. Select the Profile from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.



4. Select the relevant Timezone for the account.
5. Choose the Account Start time, and then the Account End time.

6. Click the Submit button. The random accounts are created and displayed as shown below.

Multiple Account Details

I

Showing 1-10 of 50 E

Usermasmee & ¥ | Password &% | MAC Adckess & | First Name &7 | Last Mame & ¥ | Syapys &% | Start Time & % End Time & ¥

i 0T kdutts| Artha 02-Doec-2004 14:35  DO-Dc-204.4 2350 '-?!IB -
Armerinlog drgeies | Amencalos Angses

IWNIEMMNT yEasidhin Arthee 02:-Dwc-2004 14:35 | 02-Dec-2014 2339 e H =
Arvaricwlos frgeias | Amenicailos_AnpHes

ool v wdGgInog Artive 02-Desc-2004 143 2-Dec-20M4 2335 @ n L]
Americwlos_egeiss | Americalos_Anpees

Iy w5y ALthe 02-Dec-200414:35 | C2-Dec-2014 2339 @ a -
Amercalon Angeies  Americarlos _Anpeies

S v Artive 02-Dec-20n4 1435 | Decnaise OB &
Amsrcaloa Argeles  Amancailos Angeie

%

GEEyAZh wodfowTh ArThea 03-Dec-2014 1435 | eciviazise 2B &
Arericalod Ageies | Americailos Angees

BCYDIDEO JimainSTy Arthea 02-Dac-2084 14:35  00-Dwac-2014 2359 a H -
AmercLos_kngeies | Ameniculos_Anpees

EFAffr quBwkEoc Arfive 02-Dipc-2004 14:3% | 02-Dec-2014 2335 @ ﬂ 1
ArevicadLog_Sngeles | Amenicailos_Anpses

BUOTfWD wyrmeibod Arthos 02-Dec-2004 1435 mOecdmizzss @0 &
Amercelos hngeles  Americalos Anpeies

i geiniad yeiriteye Attive n2-Dec-20nd 1435 | Oeediasy @B &
Armercilon Angeler  Americailoe Anpeie
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Printing/Email/SMS Multiple Guest Accounts

When you have created accounts using one of the multiple account creation methods, the screen for the
users details is slightly different than the one shown when a single User account is created. You can
Email and SMS all accounts to each individual User after creation. You can also print the details for each
individual account, or download the accounts file in CSV format.

1. Navigate to Account Management > Manage Account Batches as shown below.



Manage Account Batches

Usarnarme:

MAL Address:

T =T

— e I

Batch &% | Created By & % | Croated & ¥ Accourts & ¥ | Total Valug & %

| 1417550865 merunetworks  02-Dec-2014 1437 50 0000 (LISD}
| JIE Pase1nf1_:']6ﬁil ¥l

2. Determine the batch of accounts you have created by the Time/Date Created column or by checking
the Created By column. Click the bulk account ID link you have created to view the Multiple Account
Details page as shown below.



3. When creating account batches, both for user and device accounts, the sponsor will be required to
enter the batch name to place the accounts. If the sponsor specifies the name of an existing batch,
the accounts will be added to that batch, if the sponsor specifies a new name, a new batch will be
created with the accounts.

Multiple Device Accounts

Browse... No file selected. Download Template
Lownload lemplate
| MAC Address | First Name | Last Name | Country Code | Mobile Phone Number Email Address

Batch Name: %

Device Group: Default Account Group j

Usage Profile:  default j

Timezone: Europe/London j
5 | Nov ~| 2015 ~|£8)

Account Start:
15 | 37 |
5 | Nov ~| 2015 ~|£8)

Account End:

23 +| 59 ~|
Ccreoe pecous | —Gancel




Multiple Account Details

I e
Showing 1.100f 50 [l afetied
Harname & ¥ | Pacsword & ¥ MAC Adcress & F | First Mame &% | Last Name &F | Siatus &Y | Sar Time & F End Tirms & ¥
ZKOPHLgy TS| Aqtive 2-Dec2Nid 1S RDeciidzzs @B S
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4. From this page you can:
o Print All —Click to print out the account details created for each User.

» Email All —Click to email the account details created to each User.
e SMS All —Click to SMS the account details created to all User.
o Suspend All —Click to suspend all the bulk accounts you have created.
» Download CSV—Click to download a CSV file of the bulk accounts created.
» Suspend an account—Click the hazard icon.
» Edit an account—Click the pencil icon to edit the individual account selected.
» View an account in detail—Click the notepad icon to view the individual account details.
» Print account details—Click the printer icon to print the individual account details.
Note: When creating accounts with preset details (by either importing text or creating a CSV file), you

can print, email, or transmit via SMS the User account details. However, when you create
random accounts, you can only use the print option.



Viewing Multiple Account Groups

When creating bulk accounts, you can view batches of accounts that were created at the same time
using one of the following three methods:

® Viewing Multiple Account Groups
® Finding Multiple Account Groups by Username

® Finding Multiple Account Groups on the Active Accounts Report

Viewing Multiple Account Groups

This option allows you to select the batch of accounts that you created.

1. Navigate to Account Management > Manage Account Batches.

2. Click the underlined link of the Bulk account ID you have created to bring up the Multiple Account
Details.



Multiple

ount Details

3. Click the underlined link of the account ID you have created to bring up the account details as shown

below
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Guest Account Details

Usermarme: BCYODEKW Q

Password: ] munf.u?:,.-

Status: AT

ACcount Star: 02-Dec-2014 1435 - America/Los_Angeles
Account End: 02-Dec-2014 23:59 - AmericalLos_Angeles
First Marme:

Last Marme:

Company:

Email Address:

Mabile Phone Number:

Usage Profile: default
Account Grouwp: Default Account Group
ACcount Prce (US0) 1000

s cone]_uspea

Finding Multiple Account Groups by Username

This option allows you to find the batch of accounts by entering one username of the batch.

1. Navigate to Account Management > Manage Account Batches.

2. Enter a username that belongs to a batch of accounts in the Username field and click the Submit
button.

If found, the batch of accounts, that were created in the same operation as the username submitted,
is displayed.

Finding Bulk Account Groups on the Active
Accounts Report

This option allows you to find the batch of accounts from the Active Accounts Report page.



Navigate to Account Management > Manage Account Batches.

2. Click the underlined link of the Bulk account ID you have created to go to the Manage Accounts page
for the bulk-created accounts. You can edit individual accounts in this page by clicking on the pencil
icon next to the account you wish to edit.

Multiple Account Details
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Managing Guest Accounts

You can view all accounts that have been created at any time using the Manage Guests page.

1. From the Main page select Account Management > Report and Manage Accounts.

2. On the Manage Accounts page, you can view the list of accounts that have been created as shown
below. The fields displayed on this page can be customized using Report Settings.
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Editing Guest Accounts

If you create an account for a User and you need to extend their account access, you can change the
expiry date and time of the account.

1. From the Main page select Account Management > Report and Manage Accounts.
2. In the Manage Guests page you can view a list of the accounts that you can edit as shown below.
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3. Click the pencil icon next to the account you want to change to go to the Edit User Accounts page
Guest Self Service as shown below.



Edit User Account

Username: merumeru.com
First Narme: User

Last Name: Oone

Company: Mary

Email Address: e udmeru.com

Mobile Phone Number:  +1 |E| 35421743

Re-apply usage profile: g change (default [

Save Changes Cancel

4. Change the Account details.

5. Click the Save Changes button to update the account with the new details.



AP Usage Summary

Shows total unique users, total usage time and sessions count based on AP Name and NAS IP Address.
From the main page select Account Management > AP Usage Summary to bring up the AP Usage
Summary report page as shown below.

- AP Usage Summary

+ Gatting Started
My Settings

View Detween: 11 v Jan v| 2015 v

Anc: 12|v| Oct v| 2015 v )
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Create Guest Azcount m
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- Summary Reperts

« Sponsors Activity Report

+ Access Report

» Monetization Report
Concurrent Users Regort

- AP Usage Summary |

» User Actity Report




User Activity Report

Shows total usage time, sessions count for each User based on AP Name, AP ID and NAS IP Address.
From the main page select Account Management >User Activity Report to bring up the User Activity
Report page as shown below.
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HOME
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Advanced Search

1. If your Account Management page returns a large number of users, you can perform an advanced
search by clicking the Advanced Search button as shown below.



Report & Manage Accounts
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2. In the Advanced Search page that is displayed, you can enter the following criteria to make your
search:

e Sponsor Group - From the drop down menu select a sponsor group to search in.
« Created by—Sponsor who created the account.

« Guest Portal - Search for a UserUser on a specific portal they authenticated on.
« Username - Search for a User by their allocated username.

e MAC Address - Search using a specific MAC Address.

» First Name—First Name of User.

» Last Name—Last name of User.

« Company—Company or Organization of User.

» Email-Email address of User.

* Mobile Phone Number - Mobile number of User.

» Active Time Between—Start Time from which the search to start.

e And —End Time at which the search to end.

o Timezone—From the dropdown menu select a timezone to be searched.

o IP Address—IP Address of User users workstation.

« Usage Profile - Search by Usage Profile

o Time Profile - Search by a specific Time Profile.



Guest Role - Search by a specific Guest Role.

Event Code - Search by a specific Event Code.

Inactive—Select this option to include search for Inactive accounts.
Active—Select this option to include search for Active accounts.
Expired—Select this option to include search for Expired accounts.
Suspended—Select this option to include search for Suspended accounts.

Pending Approval - Used when creating Event Codes, this will list accounts pending approval by
Sponsor.

Rejected -Used when creating Event Codes, this will list accounts rejected by Sponsor.

3. Click the Run button to search based on the given criteria. If your search criteria matches any
accounts in the database, they are displayed.

Click the Save as Default option to save your current search as a default search.

Click on the Reset to Default option if you have made other searches and wish to revert back to
your saved default search.

6. Click on Download as CSV if you wish to download your search as a CSV file.

Suspending Guest Accounts

You can terminate an account so that a User can no longer login. To do this, you need to contact your

network administrator to make sure that the user has been removed from the network. Depending on

the access method, this may happen automatically. Suspending does not delete the account, but marks
the account as suspended so that it cannot be used anymore.

J Note: Account suspension will only work if the controller in use supports ’Change of

Authorization’.

1. Select Account Management > Report and Manage Accounts as shown below.
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2. Click the suspend icon next to the account you want to terminate. The account is removed from the
list and the User will not be able to login anymore.

3. To Suspend more than once account, place a check in the check box of each account you wish to
suspend and then click on the Suspend All button to suspend the selected accounts.

Note: You can revive the account at a later date by performing an advanced search for suspended
accounts and clicking on the revive account icon.

Charging and Refunding Transactions on
Purchased Guest Accounts

If a User has purchased an account through a Guest Portal using the Payment Provider option, you can
now charge or refund that Users payment if necessary.



1. Go to Account Management --> Report and Manage Guests

Report & Manage Acoounis
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2. Click on the Currency Unit Icon as shown on the far right, and this will display the screen below.

Charge/Refund & Payments Report: test.comz2

Showing 1-4 of 4 = m

| Transaction ID | Customer | Guest Partal | Payment Account | Access Plan | (USD) Amount & ¥ | Data & ¥

| 2225724394 Anrjurn lagin Auth plami 200=2+0@0%  17-Dec-2014 06:28:17
Addad By: local 5.00 | 17-Dec-2014 06:37:01
| Added By: local 500 17-Dec-2014 0B:54:55
Added By: local -200  17-Dec-2014 DE:54:58

" "l D-EIEE1 ofi E EJ » ™
Transaction Type: @& Charge
Refund
Arnount: {UsD}

Reason:

Note: Manually added transactions are only recorded for the guest. they are not chargedirefunded on the payment system, This must be
done manually in the relevant paymenit systems interface.

m Cancel Sand Purchase Receipt

This displays the Transaction ID and the history related to it. To refund a payment :
Transaction Type - Click on the Charge or Refund option depending on which you wish to do.
Amount - Enter the amount you wish to charge or refund.

Reason - Enter a reason for the charge or refund.

Click Add to add the charge the User or refund the User.

e o 0 o &



Creating Event Codes

FortiConnect has the ability to allow a sponsor to create Event Codes which would allow Users to create
their own accounts when they were invited to an Event and the code generated by the Sponsor was given
to them. The Users would be subject to the timeout of that Code depending on how long an Event was
created for, be it a morning seminar or a week long conference.

Event Codes can be created in the Sponsor interface and then issued to Users who will then access the
Hotspot created for that Event and self register.

If you have the correct permissions to set up Event Codes, you will see the the options to Create and
Manage Event codes at your Getting Started screen :-

Creating Event Codes

To create an Event Code goto Event Codes --> Create Event Codes.


mailto:test@test.com

Create Event

Details

Code Mamae:

Desoription:

Code

= pec [=] |zomal=]

ACCOURNTS Can D2 created betweer

At

Timezone:

ACCoURE Limit:

2 =

23

AmericalLos_Angess
@ Maximum Created ALLOUNTs

Maximum Actne ACOounts

s cove] o |

Note: You

will only see this option if your Administrator has given you the relevant permissions

1. Enter the following information in the fields provided

Code Name - Enter the Name of the Code that will be provided to your Users.

Description - Enter a Description of the Event

Accounts can be created between - From the drop down menus and date pickers, select the
start and end dates you wish Users to be able to create their own accounts.

Timezone - Enter the Timezone that event will occur in.

Account Limit - Maximum Created Accounts - Enter the maximum number of accounts that can
be created for the Event.

Account Limit - Maximum Active Accounts - Enter the maximum number of accounts that can
be active at anyone time for the Event.

Click on Create Event Code when complete.

Once this has been completed you will see an extra tab appear, Time Restrictions, you can use this
screen to restrict Users from creating their accounts between certain times.

4. Click on the Time Restrictions tab as shown below.


mailto:test@test.com
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Edit Event Code

Details Time Restrictions

Guests cannot create their accounts using this event code during these periods

Mo current restrictions for this event code

monday [=] |oo[v] oofe] |23[=] solv] [EH)

5. Enter the restrictions you wish to impose using the drop down tabs provided and click on Add after
each one.

You are now ready to issue your Event Code to Users so that they can Self Register when ready

Managing Event Codes

Click on Manage Event Codes in the Event Codes section.

1. From the Manage Events Code page you can tailor and run a report using the fields provided as
shown below.



Manage Event Codes
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2. This will list all the event codes that have been created and then can be managed accordingly -
e Click on the suspend Icon to suspend the Event.

Manage Event Codes

Created By:  meru netwarks Arthve Time Between: 2

Code Karna;

¥ | Usagu Profle & ¥ |
e Event Ona s dafauk EI H H
natwarks L

| T H Cancel
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e Click on the edit icon to edit the details of the Event.



Daeails  Tine Restrictions
Code Mame: Euvent Onig

Description:

2 [-] [pec|-]| 2mal-| 88

2 [z] pex [2] |201a[x] B

And:
z[z] %[zl
Amenca’Los_Angekss

ACDOUNT Limit: & Maximum Created Accounts 20

Paimum ATive ACOOUNTS

Echt Event Code m

Edit any changes and click on Edit Event Code to confirm.

¢ Click on the view accounts icon to view the Users that have created their own accounts for the
Event so far.



Report & Manage Accounts

Event Code: Event One: Active Time Betwesn 02-Dec-2004 14:54 and 02-Dec-2014 23:58

SPONGOF GrouD: Al bl 3 E| Dt E| m-dE@
Artive Time Batween: : )
1az] [sa[x)
2 |m| e fm] 200sz] 0D
23?' SDF

Tirnedone; All E

Created By:

Guest Parnal;

Username: And:
WAL Ackdrass:

First Marme:

IP Aodress:
Last Maams:

Utsage Profile:
Compary:

Arcount Groupe
Ermuail:

Event Code: Event O
Mabie Fhons Mismbar,

InSCLives

At

Expirect
Suspended:
Penging Appronval
Aejected:

o Yowssodu e ocaiJoorias

Craatad By & 7 | Username &% | MAC Address &% | Passwond &% | Frst Mame &7 | L3St Name & ¥ | Status &% | Start Time & ¥ | Bnd Tirne & %
No Records Found

To perform an advanced search click on the Advanced Search Button as shown below under Account
Management-->Report & Manage Accounts.

Searches can be made using the relevant search criteria entered into the correct search fields.

Delete expired event codes

A sponsor can delete an expired event code from the Manage event codes page. Sponsor should have
"Manage Event Codes" permission to delete expired event code.

Step1 Select Event Codes > Manage Event Codes.

Step 2 Click Delete icon next to the event code to delete the event code



Are you sure you want 1o delete this event code?

Viewing Active Accounts and Resending Details

FortiConnect provides an Active Accounts page that allows you to view the active accounts that you
created or accounts that you have permissions to view. This page allows you to view, print, email or text
message (SMS) the account access details to Users if they have lost or forgotten them.

1. Select Account Management > Report & Manage Guests to display a list of active accounts.
2. Click the username of the User to which you wish to resend details as shown below.



Guest Account Details

Username: test@test.com2 O
Passwonrd: Bsp&RHEH
Status: Active

Maximum Duration: 1 hour(s), 0 minute(s)

First Name: aanjum

Last Mame: Mot available
Company: Mot available
Email Address: test@test.com

Mobile Phone Mumber: +44 00000000000
Uszage Profile: 1 Hour

Account Group: Default Account Group

Print Account i Email Account [l Send SMS Message m Send Purchase Receipt il Reset Password

From this page you can click the relevant buttons:

e Print Account—Prints the account.

« Email Account—Sends email the account to the User.

+ Send SMS Message—Sends an SMS message of the account details to the User.
» Suspend —Suspend the User account.

» Send Purchase Receipt - Resend a Purchase receipt to a purchased account.



Reporting on Guest Users

If you have the appropriate permissions, you can generate full reporting on User user accounts. You can
run reports to view who created User accounts, when they were created, and access details for the

Users themselves, such login time, logout time, and IP address used.

1. From the Main page, select Account Management > Report & Manage Guests to display a list of

active accounts as shown below.

Select the user for which you wish to view reporting, and click the notepad icon to view the detailed

report for that user.

3. Click the Accounting Log tab as shown below for the RADIUS accounting information for that User

including:

Total Download - Total Download Usage in KB

Total Upload - Total Upload Usage in KB

Total Time Online

NAS IP Address—NAS IP address the User user was specified.

Users IP Address—IP Address assigned to the User.

Logged In—Time at which the User logged in.

Logged Out—Time at which the User logged out.

Duration—Duration of time the User remained logged in the account.
Download KB - Total amount of data downloaded by User.

Upload KB - Total amount of data uploaded by User.

Chargeable User ID - The Chargeable User ID attached to the account
Operator Name - Operator Name of the account

AP ID - AP ID account came via

AP Name - AP Name account came via
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4. Click the Audit Log tab as shown below to view the audit entries for that User account including:
e Sponsor—Sponsor ID.

e Action—Audit entry action.

« Date/Time—Date and Time of audit entry action.

Report & Manage AcCounts: mert TErULCOom

Accounting Log  Audit Log  Activity Log  User Certificates

Snowing 11 of 1 [ TATEEN (2

Sponsor & ¥ ALTion &% Date Tirme & ¥

| 4 Daze1c|f"E|ll£in |-

5. Click the Activity Log tab as shown below to view the activities performed by the User for that
account, including firewall information if your administrator has allowed that functionality.
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Search criteria include:
o Network Device IP—IP address of any network device you wish to search.
o Message Contains—Enter any text you wish to search for within the logs.

« Use regular expression—Check this checkbox to search for the specified text that matches with
regular expression. You can use Perl compatible regular expressions in the search.

« Between—Enter Date and Time from which you want to start your search.
e And—Enter Date and Time at which you want to end your search.

6. Click the Run button once you have completed selecting your criteria. Once the search is completed,
you can click the Download button to save your results to a file.

Returned information includes:

« Date/Time field—Displays the date and time of the User’s actions.
o Device—The device on which the User’s actions took place.

» Message—Displays the User’s actions.
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Creating Device Accounts

If you are assigned the appropriate permissions, you can create temporary device accounts.

1. Log into the FortiConnect as described in Connecting to the FortiConnect.
2. Navigate to Create Accounts > Create Device Account.

3. The Create Device Account page appears as shown in Figure devaccpage.

Note: The screenshot below shows the default template for creating a Device Account. Your
administrator has the option to add or remove other fields.

Create Device Account

MIAL Adcress:

First Mama:
LarsT Maives
Company:
Emal Addness
Kiohia Phons Numbar: | +1 [=
Trnepans; AmencaLas_Anpsles El
2 |=| D =] 2002l B
Account Start
16/=| pa[=
2 =] Dec =] 2014 =]
Account End: g
Higl |9 |s

4. Enter the MAC Address of the device then follow the steps below to enter the details of the User
requesting the device be added onto the network.

Enter the First Name of your User.

Enter the Last Name of your User.

Enter the Company or organization of your User. Enter the Email Address of your User.
Enter the Mobile Phone Number of your User.

© o N o o

Select the Guest Role from the dropdown menu. This dropdown appears automatically if your
administrator has defined User roles and more than one role is available.



10. Choose the Timezone relevant to the time and date.

11. From the Account Start field, choose the Time and Date from which you want the account to be
valid.

12. From the Account End field, choose the Time and Date at which you want the account to end.

13. If the administrator for FortiConnect has configured any additional required account attributes,
specify the appropriate information for those settings in this form.

14. Click the Add Device button. The account is created and the details are displayed as shown below.

Create Device Account

Account Created

MAC Address: aabbiec:11:22:33 Q
Account Start: 17-Dec-2014 06:31 - AmericafLos_Angeles

Account End:  17-Dec-2014 23:50 - Americallos_Angeles

m Send 5MS Message | Create another Device Account

15. Depending on your permissions, you can perform one or all of the following actions on the same page
where the new account details are displayed:
e Clicking the Print Account button allows you to print the account details to your printer to hand
to the User. These details commonly include User access instructions and usage policies. See
Print Account Details.

16. You can also create another account immediately by clicking the Create another Device account
button.

Multiple Device Accounts

The FortiConnect allows you to create multiple device accounts at the same time. The options available
to you are configured by your administrator. They include:

® Creating Multiple Device Accounts from Text Entry
® Creating Multiple Device Accounts from CSV File

You can create multiple accounts by pasting the details into the interface or importing a Comma
Separated Values (CSV) file.



Creating Multiple Device Accounts from Text
Entry

1. Navigate to Create Accounts--> Multiple Device Accounts as shown below

Multiple Device Accounts

Choase file | wa file chosen ""” Downioad Template
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Enter the details in the grid fields as required with a cell separating the values.

Select the Guest Role from the dropdown menu. This dropdown appears automatically if your
administrator has defined User roles and more than one role is available.

Select the relevant Timezone for the account.
Choose the Account Start time, and then the Account End time.

Click the Create Accounts button.
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Creating Multiple Device Accounts from CSV
File

1. Navigate to Create Accounts > Multiple Device Accounts as shown below.

Multiple Device Accounts

| Choose File | No file chosen Download Template

MAC Address Flrst Name Last Name

_____________________________________________________________________

Download the CSV file by clicking the Download Template link and save this file locally.
Fill out the fields in the CSV Template file using a program such as Microsoft Excel:

MAC Address - The device MAC Address.

First Name — The User’s first name requesting the device be added.

Last Name — The User’s last name requesting the device be added.

Company — The User’s company requesting the device be added.

Email Address — The User’s email address requesting the device be added.

e 6 6 o6 o o W N

Country Code - The country code of the mobile phone number, for example 1 for the US, 44 for the
UK.

® Mobile Phone Number — The User’s mobile phone number requesting the device be added.
NOTE: Do not enter hyphens in the number.

® Other details - Other details may be configured by your administrator and the names and descriptions
are decided by them.

Save the CSV Template file in CSV format.
Click the Browse button to select your edited CSV file.



6. Select the Guest Role from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.

Select the relevant Timezone for the account.
Choose the Account Start time, and then the Account End time.
Click the Import button.

Managing Device Accounts

You can view all accounts that have been created at any time.

1. From the Main page select Account Management > Report and Manage Accounts.

2. On the Manage Devices page, you can view the list of accounts that have been created as shown
below. The fields displayed on this page can be customized using Report Settings.
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Editing Device Accounts

If you create an account for a device and you need to extend its account access, you can change the
expiry date and time of the account.



1. From the Main page select Account Management > Report and Manage Accounts.
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2. Click the pencil icon next to the account you want to change to go to the Edit Device Account page
as shown below.



Edit Device Account

MAC Address: Texdiian 2121
First hame: test

Last Narme: test

Company: test

Email Address: test@test.oom

Mobile Phone Number:  +1 3 1224234325235

Re-apphy usage profile: Mo change {default) F

sove crnges

3. Change the Account details.

4. Click the Save Changes button to update the account with the new details.

Advanced Device Search

1. If your Account Management page returns a large number of devices, you can perform an advanced
search by clicking the Advanced Search button as shown below.
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2. In the Advanced Search page that is displayed, you can enter the following criteria to make your
search:

« Created by—Sponsor who created the account.

e MAC Address - MAC Address of device

« First Name—First Name of User.

« Last Name—Last name of User.

o Company—Company or Organization of User device.

« Email-Email address of User device.

« Start Time Between—Start Time from which the search to start.

+ End Time Between—End Time at which the search to end.

o Timezone—From the dropdown menu select a timezone to be searched.
« Inactive—Select this option to include search for Inactive accounts.

o Active—Select this option to include search for Active accounts.

o Expired—Select this option to include search for Expired accounts.

o Suspended—Select this option to include search for Suspended accounts.

3. Click the Run button to search based on the given criteria. If your search criteria matches any
accounts in the database, they are displayed.

4. Click the Save as Default option to save your current search as a default search.
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5. Click on the Reset to Default option if you have made other searches and wish to revert back to
your saved default search.

6. Click on Download as CSV if you wish to download your search as a CSV file.

Note: Remember that not all device search criteria will be relevant to that of a User search.

Suspending Device Accounts

You can terminate an account so that a device can no longer login.Depending on the access method, this
may happen automatically. Suspending does not delete the account, but marks the account as suspended
so that it cannot be used anymore.

v

Note:

Account disconnection will only work if the controller in use supports ’Change
of Authorization’, suspension of accounts will always work.

1. Select Account Management > Manage Devices as shown below.
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2. Check the check box of the accounts you with to suspend then Click the Suspend All button.The
account is removed from the list and the device will not be able to login anymore.

Mobile Device User Interface

Sponsors can create Users using a mobile device as long as the sponsor has the correct administrative
permissions to create accounts.

Note: Compatible with I-Phones, Android and Blackberrys. Although some older browsers on these
devices may not support the Mobile User Interface.

Note: Screenshots below are of the I-Phone and may differ on other Mobile Devices

1. Using your Mobile device, navigate to your FortiConnect Management browser as shown below.

il veda... = 13.56 ™
g~

[ Login )

Mot on a mobile device? Access the full
application.

Add this page to your home screen to view the
custom icon, startup screen and full screen mode.

2. Enter your Username and Password in the fields provided and tap on the Login button, this should
bring up the Mobile Ul home page as shown below.



Logout Guests Add Guest

Tap "Add Guest" to create a
guest account

3. Tap on the Add Guest button to create a User account and enter the information required in the
fields provided as shown below.
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4. In the fields provided enter the following :-

First Name - First Name of the User user

Last Name - Last Name of the User user

Company - Company name of the User user

Email Address - Email Address of the User user

Mobile Phone Number - Users mobile phone number

Group - Default by standard, but tap the > icon to see more groups if applicable.

End time - Tap the > icon to select a time you with the users access to end by.

Tap on the Add button once complete.

5. Once you have selected Add the user details will show as per below.
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. Back Test User

Name: Test User

Username: test@test.com

Company: Acme corp

Email: test@test.com

Phone: +1 55511334

Password: C7qUFVx6

Start: 19-Nov-2010 05:58 Los Angeles

End: 19-Nov-2010 07:00 Los Angeles

6. Tap on the Back button to return back to your Mobile Ul home screen.



Logout Guests Add Guest

Test User test@test.com 8>

7. To check the status of any of the Users you have created on your Mobile Ul home screen tap on the
> icon next to the User.



..||I voda.. . 14:
T '_ Back Test User

Status: -

Name: Test User
Username: test@test.com
Company: Acme corp
Email: test@test.com
Phone: +1 55511334
Password: C7qUFVx6

Start: 19-Nov-2010 05:58 Los Angeles

End: 19-Nov-2010 07:00 Los Angeles

Once you have finished with your Mobile Ul, tap the Logout button on the Mobile Ul home page to
logout.

Concurrent Users Report

A Sponsor may also be able to run a report on Users that are concurrently connected to the Network at
any one time and see license usage and licenses used over a specific period.

1. From the Sponsor User Interface, go to Account Management-->Concurrent Users Report as shown
below.



Concurrent Users Report

L ssmiame
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Created By: maru

Show Connected Onhy:
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2. Select which dates you wish to run the report from and to using the View Between date picker.
» License Type - To run a report on a specific license type use the drop down menu to select.

« Username - To run a report on a specific User enter the username of the User. Leave blank to
search for all.

e MAC Address - To run a report on a MAC address enter the MAC address details here.

o Created by - To run a report on Users created by a specific sponsor enter the sponsors username,
leave blank to search for all.

« Show Connected Only - Place a check in the check box to show connected Users only

3. Once the report has run, a list of connected Users will appear.
o Click the Link icon to disconnect the active User from the Network.

e Click the suspend icon to suspend the Users account.
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4. The report will also detail the License Type and Overall License Usage below.

Sponsor Reporting

Sponsors can view reports under the Account Management section to view the summary, activity and
access details for their own account and other sponsor accounts.

Summary Reports

1. From the main page select Account Management > Summary Reports to bring up the summary
reports page as shown below.



Summary Reports

view Summary Between: 2 [7] Nov[z] (20u4[] 8 ana: 2 [5] oec 7] 2] @ ERED

Total Guest Accounts Created: 52
Total Authentcated Guests: Q
Total Cumulative Conmneact Time: 0,00 second(s)

Select a search criteria using the date pickers provided and click the Submit button.

3. The screen displays:
o Total Guest Accounts Created.

e Total Authenticated Guests.

o Total Cumulative Connect Time.

Sponsors Activity Report

1. From the main page, select Account Management > Sponsors Activity Report to display the
Sponsors Activity Report page as shown below.
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2. Select a search criteria using the date pickers provided. You can also select a minimum number of
Users created by sponsor.

3. When completed, click the Run button. The screen displays:
o Username—Username of sponsor.

o Total Accounts Created—Accounts created by sponsor.

o Email—Email address of sponsor.

A pie chart of the top ten sponsors, who created the accounts, is also displayed.

Access Reports

1. Navigate to Account Management > Access Report to go to the Access Report page as shown below.
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Select a search criteria using the date pickers provided and click the Run button.

The screen displays the number of logins made by the enforcement device (IP Address) and its
session time.

Monetization Report

In some environments, credit card based purchases are not widely used and they are much more
interested in using access codes with currency denominations attached to them.

Currency Denominations can be set up within the Admin interface, when this is set, it will allow a
sponsor to create a number of random User accounts assigned to a time profile, and then export them
to a CSV file to print off and then create an offline coupon or scratch card to distribute to the User.

Once the batches have been created and distributed, we can report on them using the report below.

From the Sponsor Portal go to Account Management --> Monetization Report as shown below
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API Support

This appendix discusses APl support for the FortiConnect. It describes the following:

Overview

Authentication Requirements
Time Format

API Operations

Status Codes

Error Codes

Valid Timezones

Overview

FortiConnect provides an API that allows you to perform certain operations using HTTP or HTTPS via

POST or GET operations. The FortiConnect API is accessed via
https://serveripaddress/sponsor/api/GuestAccount.php or

http://serveripaddress//sponsor/api/GuestAccount.php.

To use this API, note the following:

® Competency with a programming language (e.g. C, Java, Perl, PHP) is required and you must install
the relevant software on the machine that runs these programs to call this API.

® Fortinet does not support debugging of custom programs using the API. It only supports running API

calls.

Authentication Requirements

Access over HTTP or HTTPS for the API is based upon the SSL settings for the web

Administration interface as defined in Accessing the FortiConnect Using HTTP or HTTPS.

A valid username and password is also required to authenticate as a sponsor against the following
components:



Local database
Active directory server as defined in admin settings
LDAP server as defined in admin settings

RADIUS as defined in admin settings
For example, the following call uses the username “sponsor” with password “mypass”:

http://1.1.1.1/sponsor/api/GuestAccount.php?username=sponsor&password=mypass&method=create
Carter&email=test@fortinet.comé&role=DEFAULT&company=fortinet&mobileNumber=12345484345
startTime=20100210T10%3A45%3A00&endTime=20100211T13%3A15%3A00&timezone=Europe%2FLon
don&timeProfile=default

Note: All fields must be URL encoded, e.g. date/time fields have been encoded so the colon has been
replaced with %3A

Time Formats

All dates/times must be specified in a particular ISO 8601 format: YYYYMMDDTHH:MM:SS where:

YYYY is the 4-digit year

MM is the 2-digit month

DD is the 2-digit day of the month

Tis a literal T

HH is the 2-digit hour (24 hour format)
MM is the 2-digit minute

SS is the 2-digit second

e.g. 20100304T08:45:30 is 4 March 2010, 08:45:30
See http://en.wikipedia.org/wiki/ISO 8601 for details.

API Operations

You can use the API by passing the details either through a POST or GET operation to the Identity
Manager API.

The following example shows a GET operation to obtain the version of the APl and Identity Manager.
https://1.1.1.1/sponsor/api/GuestAccount.php?

username=sponsor&password=mypass&method=getVersion



All data is returned as XML.

XML Response

All responses are provided in the following XML format:
<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>

</status>

</response>

In the case of an error, the code and message elements are set with the error code and error text.
Internal errors also return a <details> element that contains developer information to help address the
issue.

Create

The create method creates a guest user account in accordance with the sponsor’s permissions.

Required In Parameters

method (required): create

username (required): Sponsor account username
password (required): Sponsor account password
firstName (based on policy): Guest user first name
surname (based on policy): Guest user surname
email (based on policy): Guest user email address

accountGroup - name of account group (string)

company (based on policy): Guest user company name



® phonecode (based on policy): Telephone code for the Guest user mobile telephone (e.g. +44)

mobilenumber (based on policy): Mobile telephone number for the Guest user

timezone (required): The timezone in which the guest account is created (as detailed in Valid

Timezones, page A-13)

option1 (based on policy): Optional data field 1

option2 (based on policy): Optional data field 2

option3 (based on policy): Optional data field 3

option4 (based on policy): Optional data field 4

option5 (based on policy): Optional data field 5

startTime (required): The time the account is due to start

endTime (required): The time the account should end

timeProfile (required): The time profile to use when creating the account

Example

1. The following example creates an account with the following guest details:

First Name: John

Surname: Carter

Email: johncart@fortinet.com

Role: DEFAULT (as created in the user role interface)
Company: Fortinet

Mobile Number (cellphone): 12345 48434532

Phone Code: 123

Start Time: 29th November 2008 (midnight)
EndTime: 30th November 2008 (midnight)
Timezone: Europe/London

Time Profile: StartEnd (as created in the time profile user interface)

2. Call the API as follows:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=Ilocal&password=local&method=createé&firstNa

me=John&surname=Carter&email=johnc40fortinet.com&role=DEFAULT&company=fortinet&mobileNum

ber=12345+48434532&phoneCode=-11-29&endTime=2008-11-

30&timezone=Europe%2FLondon&timeProfile=StartEnd

3. If successful, a response is returned:

<?xml version="1.0"7?>

<response>

<status>



<code>0</code>
<message>Success</message>

</status>

<account/>

<account>
<id>815</id>
<firstName>John</firstName>
<surname>Carter</surname>
<company>Fortinet</company>
<email>johncart@fortinet.com</email>
<mobileNumber>12345 48434532</mobileNumber>
<phoneCode>123</phoneCode>
<optionl/>
<option2/>
<option3/>
<option4d/>
<option5/>
<username>JohnCarterl0</username>
<password>!B,4N!32 (F1{VJ2</password>
<status>1</status>
<bulkId/>
<timezone>Europe/London</timezone>
<startTimeT>2008-11-29T00:00:00+00:00</startTimeT>
<endTimeT>2008-11-30T00:00:00+00:00</endTimeT>
<role/>
<createdTime/>
<modifiedUsername>1</modifiedUsername>
<timeProfile>

<id>2</id>



<name>StartEnd</name>
<description/>
<duration>0</duration>
<accountType>1</accountType>
<durationUnit>Days</durationUnit>
<durationInUnits>0</durationInUnits>
<restriction>
<id>43</id>
<weekDay>1</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>45</id>
<weekDay>3</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>50</id>
<weekDay>3</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>
</restriction>
<restriction>
<id>51</id>
<weekDay>4</weekDay>
<startTime>17:00</startTime>

<endTime>23:59</endTime>



</restriction>

<restriction>
<id>47</id>
<weekDay>5</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>

</restriction>

<restriction>
<id>54</id>
<weekDay>7</weekDay>
<startTime>00:00</startTime>
<endTime>23:59</endTime>

</restriction>

</timeProfile>
</account>

</response>

edit

The edit method edits an existing user account in accordance with sponsor’s permissions.
You may edit any of the fields associated with an existing account with the following exceptions:

start time
role

°
°
® time profile
°

time zone

To edit an account, you must supply the account ID as returned by the create method.

Required In Parameters

® method (required): edit



id (required): The database ID of the account to be edited

username (required): Sponsor account username

password (required): Sponsor account password

firstName (optional): Guest user first name

surname (optional): Guest user surname

email (optional): Guest user email address

group (optional): The role in which the guest user is created

company (optional): Guest user company hame

phonecode (optional): Telephone code for the Guest user mobile telephone (e.g. +44)
cellnumber (optional): Cell telephone number for the Guest user

timezone (optional): The timezone in which the guest account is created (as detailed in Valid
Timezones)

option1 (optional): Optional data field 1
option2 (optional): Optional data field 2
option3 (optional): Optional data field 3
option4 (optional): Optional data field 4
option5 (optional): Optional data field 5
startTime (optional): The time the account is due to start

endTime (optional): The time the account should end

timeProfile (optional): The time profiler to use when creating the account

Example

The following example changes the mobile phone (cell phone) number for the account with ID 794:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=Ilocal&password=local&method=edit&id=794&
mobileNumber=12345678

The full account detail is returned as with the getDetails method.
<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account/>

<account>



<1d>794</id>

<firstName>John</firstName>

<surname>Carter</surname>

<company>Fortinet</company>

<email>johncart@fortinet.com</email>

<mobileNumber>12345678</mobileNumber>

<phoneCode>123</phoneCode>

<optionl>1</optionl>

<option2>1</option2>

<option3>1</option3>

<option4>1</optiond>

<option5>1</option5>

<username>jcarter</username>

<password>Fortinet</password>

<status>1</status>

<bulkId/>

<timezone>Europe/London</timezone>

<startTimeT>2008-10-28T00:00:00+00:00</startTimeT>

<endTimeT>2008-10-29T00:00:00+00:00</endTimeT>

<role/>

<createdTime/>

<modifiedUsername/>

<usage>
<startTime>2008-08-07T04:06:32+01:00</startTime>
<endTime>2008-08-07T04:06:33+01:00</endTime>
<ipAddress>4.5.6.7</ipAddress>

</usage>

<usage>

<startTime>2008-10-02T22:00:00+01:00</startTime>



<endTime>2008-10-03T00:30:00+01:00</endTime>
<ipAddress>4.5.6.7</ipAddress>
</usage>
<timeProfile>
<id>2</id>
<name>StartEnd</name>
<description/>
<duration>0</duration>
<accountType>1</accountType>
<durationUnit>Days</durationUnit>
<durationInUnits>0</durationInUnits>
<restriction>
<id>43</id>
<weekDay>1</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>45</id>
<weekDay>3</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>50</id>
<weekDay>3</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>

</restriction>



<restriction>
<id>51</id>
<weekDay>4</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>

</restriction>

<restriction>
<id>47</id>
<weekDay>5</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>

</restriction>

<restriction>
<id>54</id>
<weekDay>7</weekDay>
<startTime>00:00</startTime>
<endTime>23:59</endTime>

</restriction>

</timeProfile>
</account>

</response>

suspend

The suspend method suspends a user account in accordance with sponsor’s permissions.

Required In Parameters

® method (required): suspend

® username (required): Sponsor account username



® password (required): Sponsor account password

® id (required): The database ID of the account to be suspended

Example

The suspend method suspends the account and returns the same XML response as getDetails.
http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=local&method=suspend&é&
&&id=815

delete

The delete method deletes a user account in accordance with sponsor’s permissions.

Required In Parameters

Example

getDetails

The getDetails APl gets a user’s account details in accordance with the sponsor’s permissions.

Required In Parameters

® method (required): getDetails
® username (required): Sponsor account username
® password (required): Sponsor account password

® id (one required): ID of the account to be retrieved

Example

1. To get details for an existing account, use the getDetails API call, passing in the ID of the account
as returned by the create method:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=local&method=getDetails&id=
815




2. If successful the following response will be returned:
<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account/>
<account>
<id>815</id>
<firstName>John</firstName>
<surname>Carter</surname>
<company>Fortinet</company>
<email>johncart@fortinet.com</email>
<mobileNumber>12345 48434532</mobileNumber>
<phoneCode>123</phoneCode>
<optionl>aaa</optionl>
<option2>bbb</option2>
<option3/>
<option4>ddd</option4>
<optionb5>eee</option5>
<username>jcarter</username>
<password>*****</password>
<status>1</status>
<bulkId/>
<timezone>Europe/London</timezone>
<startTimeT>2008-10-29T00:00:00+00:00</startTimeT>
<endTimeT>2008-10-30T00:00:00+00:00</endTimeT>

<role/>



<createdTime/>
<modifiedUsername/>
<usage>
<startTime>2008-08-07T04:06:32+01:00</startTime>
<endTime>2008-08-07T04:06:33+01:00</endTime>
<ipAddress>4.5.6.7</ipAddress>
</usage>
<usage>
<startTime>2008-10-02T22:00:00+01:00</startTime>
<endTime>2008-10-03T00:30:00+01:00</endTime>
<ipAddress>4.5.6.7</ipAddress>
</usage>
<timeProfile>
<id>2</id>
<name>StartEnd</name>
<description/>
<duration>0</duration>
<accountType>1</accountType>
<durationUnit>Days</durationUnit>
<durationInUnits>0</durationInUnits>
<restriction>
<id>43</id>
<weekDay>1</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>45</id>

<weekDay>3</weekDay>



<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>50</id>
<weekDay>3</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>
</restriction>
<restriction>
<id>51</id>
<weekDay>4</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>
</restriction>
<restriction>
<id>47</id>
<weekDay>5</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>54</id>
<weekDay>7</weekDay>
<startTime>00:00</startTime>
<endTime>23:59</endTime>
</restriction>
</timeProfile>

</account>



</response>

notifyEmail

The notifyEmail method sends an email message to the guest's email account. It returns the sameXML
as getDetails.

Required In Parameters

method (required): notifyEmail

username (required): Sponsor account username

password (required): Sponsor account password

id (required): The database ID of the account to be emailed

from (required): The email address from which to send the email

to (required): the email address to send the email to

Example

http://x.x.x.x/sponsor/api/GuestAccount.php?username=Ilocal&password=local&method=notifyEmail. &
&&&id=815.

notifySMS

The notifySms method sends an SMS message to the guest’'s mobile (cell) phone. It returns the same XML
as getDetails.

Required In Parameters

method (required): notifySms
username (required): Sponsor account username

password (required): Sponsor account password

id (required): The database ID of the account to be emailed



Example

http://x.x.x.x/sponsor/api/GuestAccount.php?username=Ilocal&password=local&method=notifySms&é&&
&id=815.

getVersion

The getVersion method shows the current API version.

Required In Parameters

® method (required): getVersion
® username (required): Sponsor account username
® password (required): Sponsor account password

Example

A call return a response of the form:
<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<appName>Cisco NAC Guest Server</appName>
<version>2.0.2</version>
<majorVersion>2</majorVersion>
<minorVersion>0</minorVersion>
<maintenanceVersion>2</maintenanceVersion>

</response>



search

The search API returns guest account details for reporting purposes according to the sponsor’s
permissions and configuration, as per the Managing Guest Accounts of the sponsor interface.

Required In Parameters

username (required): sponsor account username
password (required): sponsor account password

method (required): search

sponsor (optional): sponsor username

guestUsername (optional): guest username

firstName (optional): guest user first name

surname (optional): guest user surname

company (optional): guest user company name

email (optional): guest user email address

ipAddress (optional)

startTime (optional): YYYY-MM-DD

endTime (optional): YYYY-MM-DD

timezone (optional): Timezone in which the account is create
timeProfile (optional): time profile name

accountGroup - name of account group (string)
mobileNumber (optional): guest mobile number
phoneCode (optional): guest mobile number country code
guestPortal (optional): guest portal name used by the guest to self register his account
option1 (optional):

option2 (optional):

option3 (optional):

option4 (optional):

option5 (optional):

statuslnactive (optional):

statusActive (optional):

statusExpired (optional):

statusSuspended (optional):

statusPending (optional):



e statusRejected (optional):

Example

The required parameters are mandatory. The optional parameters serve to subset the data returned. If
the start and end date are not specified, then accounts spanning the last 24 hours are returned.

The following example returns details of active guest accounts between 3rd March 2009 and 15th April
20009.

http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=local&method=search&startTi
me=2009-03-03&endTime=2009-04-15&statusActive=1

If successful, the following response will be returned.
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<item>
<id>2005</id>
<firstName>Jim</firstName>
<surname>Bean</surname>
<company>Beans Brewery</company>
<email>jim@bean.com</email>
<username> jim@bean.com </username>
<password>Es3TDdd3</password>
<status>2</status>
<mobileNumber>782394928</mobileNumber>
<phoneCode>1</phoneCode>
<timezone>America/Los_ Angeles</timezone>
<optionl/>
<option2/>
<option3/>

<optiond/>



<optionb5/>
<startTimeT>2009-04-01T04:40:00+00:00</startTimeT>
<endTimeT>2009-04-06T06:59:00+00:00</endTimeT>
<role>Default</role>
<sponsorId>196</sponsorId>
<sponsor>sam</sponsor>
<timeProfileId>1</timeProfileId>
<timeProfile>default</timeProfile>
</item>
<item>
..further account details meeting the request criteria..
</item>
<item>
..further account details meeting the request criteria..
</item>
<item>
..further account details meeting the request criteria..
</item>

</response>

approve

Approves a guest account
Note: The approve API is only available from Versions 10.11 and later. Required in parameters are:

method (required) : approve
id (required) : id for the guest account
username (required) : username for the sponsor making the API call

password (required) : password for the sponsor making the API call



example

Approve example input method:
http://10.53.0.244/sponsor/api/GuestAccount.php?
username=local&password=local&method=approve&id=1
<?xml version="1.0"?2>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account>
<username>test@test.com</username>
<password>a</password>
<failedLoginAttempts>0</failedLoginAttempts>
<modifiedUsername/>
<lastMonitoredLogRefresh/>
<duration/>
<allowedWindow/>
<approvalDecisionDate>2010-11-18T10:20:46-05:00</approvalDecisionDate>
<eventCode>
<id/>
<sponsor/>
<startTime/>
<endTime/>
<timezone/>
<maxAccounts>0</maxAccounts>
<code/>
<status>1</status>

<description/>



<timeProfile/>
<guestRole/>
</eventCode>
<approvalRequestEmail/>
<nextApprovalNotification/>
<rejectReason/>
<id>1</id>
<firstName>test</firstName>
<surname>test</surname>
<company>test</company>
<email>test@test.com</email>
<mobileNumber/>
<phoneCode/>
<optionl/>
<option2/>
<option3/>
<optiond/>
<option5/>
<status>1</status>
<bulkId/>
<timezone>America/Lima</timezone>
<startTimeT>2010-11-18T10:18:00-05:00</startTimeT>
<endTimeT>2010-11-18T23:59:00-05:00</endTimeT>
<role>
<id>3</id>
<name>Default</name>
<description>Default Role</description>
<maxConcurrentConnections>0</maxConcurrentConnections>

<maxFailedAuthAttempts>2</maxFailedAuthAttempts>



<allowPasswordChange/>
<requirePasswordChange/>
<passwordChangelInterval/>

</role>

<createdTime>2010-11-18T15:18:53+00:00</createdTime>

<hotspot/>

<restricted/>

<timeProfile>
<id>1</id>
<name>default</name>
<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationInUnits>0</durationInUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowInUnits>0</windowInUnits>

</timeProfile>

</account>

</response>

disableRememberMe

Disables remember me option of a guest till it is enabled again by the guest. Remember me can be
disabled either using guest user id or Mac Address.

Required parameters

method (required): disableRememberMe



username (required): Sponsor account username
password (required): Sponsor account password

id (required): The database ID of the account to be suspended or MAC Address

Example

The disableRememberMe method deletes the data used by remember me feature and forces guest user
to explicitly login during his next visit.

API returns the same XML response as getDetails.

http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=local6&method=disableRe
memberMe&id=2815

reject

Rejects a guest account
Note: The reject API is only available from Versions 10.11 and later. Required in parameters are:

® method (required) : reject
® id (required) : id for the guest account

® username (required) : username for the sponsor making the API call password (required) : password
for the sponsor making the API call

Example

Reject example input:
http://10.53.0.244/sponsor/api/GuestAccount.php?
username=local&password=local&method=reject&id=1
<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>

</status>



<account>
<username>test@test.com</username>
<password>a</password>
<failedLoginAttempts>0</failedLoginAttempts>
<modifiedUsername/>
<lastMonitoredLogRefresh/>
<duration/>
<allowedWindow/>
<approvalDecisionDate>2010-11-18T10:22:52-05:00</approvalDecisionDate>

<eventCode>

<id/>

<sponsor/>

<startTime/>

<endTime/>

<timezone/>

<maxAccounts>0</maxAccounts>

<code/>

<status>1</status>

<description/>

<timeProfile/>

<guestRole/>
</eventCode>
<approvalRequestEmail/>
<nextApprovalNotification/>
<rejectReason/>
<id>1</id>
<firstName>test</firstName>
<surname>test</surname>

<company>test</company>



<email>test@test.com</email>
<mobileNumber/>
<phoneCode/>
<optionl/>
<option2/>
<option3/>
<optiond/>
<option5/>
<status>6</status>
<bulkId/>
<timezone>America/Lima</timezone>
<startTimeT>2010-11-18T10:18:00-05:00</startTimeT>
<endTimeT>2010-11-18T23:59:00-05:00</endTimeT>
<role>
<id>3</id>
<name>Default</name>
<description>Default Role</description>
<maxConcurrentConnections>0</maxConcurrentConnections>
<maxFailedAuthAttempts>2</maxFailedAuthAttempts>
<allowPasswordChange/>
<requirePasswordChange/>
<passwordChangeInterval/>
</role>
<createdTime>2010-11-18T15:18:53+00:00</createdTime>
<hotspot/>
<restricted/>
<timeProfile>
<id>1</id>

<name>default</name>



<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationInUnits>0</durationInUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowInUnits>0</windowInUnits>

</timeProfile>

</account>

</response>

guestCreateParams

The guestCreateParams method ...

Required In Parameters

Example

Device Account API

createDevice

The createDevice method creates a device account in accordance with the sponsor’s permissions.

Required In Parameters



method (required): createDevice

username (required): Sponsor account username

password (required): Sponsor account password

macAddress

(required): Sponsor account username

firstName (based on policy): user first name

surname (based on policy): user surname

company (based on policy): Guest user company name

email (based on policy): Guest user email address

phonecode (based on policy): Telephone code for the Guest user mobile telephone (e.g. +44)
mobilenumber (based on policy): Mobile telephone number for the Guest user
accountGroup - name of account group (string)

timeProfile (required): The time profile to use when creating the account
timezone (required): Timezone in which the account is created (as per Valid
Timezones, page A-13)

startTime (required): The time the account is due to start

endTime (required): The time the account should end

Optional data field 1

Optional data field 2

option1 ( ):
( ):

option3 (based on policy): Optional data field 3
( ):
( ):

based on policy
option2 (based on policy
option4 (based on policy): Optional data field 4
Optional data field 5

option5 (based on policy

Example

The following example creates a device account with the details below:
Mac Address: 12-12-78-3b-cd-25

First Name: samuel

Surname: samuel

Company: Fortinet

Email: samuel@Fortinet.com

Phone Code: 44

Mobile Number (cellphone):

07929379212

Role: Default



Time Profile: Default
Timezone: Europe/London
Start Time: 16th March 2012 (midnight)

EndTime: 16th April 2012 (midnight)

Call the API as follows:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=
createDevice&macAddress=12-12-78-3b-cd-
255&firstName=samuel &ésurname=samuel &company=fortineté&email=sam@fortinet.co
m&phoneCode=44&mobileNumber=07929379212&role=Default&timeProfile=Defaults&t
imezone=Europe%2FLondoné&startTime=2012-03-16&endTime=2012-04-16

If successful, a response is returned in the form:

<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account>
<macAddress>12-12-78-3b-cd-25</macAddress>
<startTime>2012-03-16T00:00:00+00:00</startTime>
<endTime>2012-04-16T00:00:00+01:00</endTime>
<id>1</id>
<firstName>samuel</firstName>
<surname>samuel</surname>
<company>fortinet</company>
<email>samuel@fortinet.com</email>
<mobileNumber>07929379212</mobileNumber>

<phoneCode>44</phoneCode>



<optionl/>
<option2/>
<option3/>
<option4d/>
<option5/>
<status>1</status>
<bulkId/>
<timezone>Europe/London</timezone>
<startTimeT>2012-03-16T00:00:00+00:00</startTimeT>
<endTimeT>2012-04-16T00:00:00+01:00</endTimeT>
<createdTime>2012-03-16T03:47:48-07:00</createdTime>
<restricted/>
<timeProfile>
<id>1</id>
<name>default</name>
<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationInUnits>0</durationInUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowInUnits>0</windowInUnits>
</timeProfile>
</account>

</response>



editDevice

The editDevice method edits an existing device account in accordance with sponsor’s permissions.

To edit an account, you must supply the account ID as returned by createDevice above.
Required In Parameters

method (required): editDevice

username (required): Sponsor account username

password (required): Sponsor account password

id (required): The database ID of the device account to be edited

firstName (optional): Guest user first name

surname (optional): Guest user surname

email (optional): Guest user email address

group (optional): The role in which the guest user is created

company (optional): Guest user company name

phonecode (optional): Telephone code for the Guest user mobile telephone (e.g. +44)

cellnumber (optional): Cell telephone number for the Guest user

timezone (optional): The timezone in which the guest account is created (as per Valid

Timezones)

option1 (optional): Optional data field 1

option2 (optional): Optional data field 2
): Optional data field 3
): Optional data field 4

option5 (optional): Optional data field 5

(
option3 (optional
(

option4 (optional

startTime (optional): The time the account is due to start

endTime (optional): The time the account should end

timeProfile (optional): The time profiler to use when creating the account

Example

The following example changes mobile / cell phone number & end date for an account with ID 1:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=
editDevice&id=1&mobileNumber=07941222222&endTime=2012-07-09

The full account detail are returned:-

<?xml version="1.0"?>



<response>

<status>
<code>0</code>
<message>Success</message>

</status>

<account>
<macAddress>12-12-78-3B-CD-23</macAddress>
<startTime>2012-03-16T00:00:00+00:00</startTime>
<endTime>2012-07-09T00:00:00-07:00</endTime>
<id>1</id>
<firstName>samuel</firstName>
<surname>samuel</surname>
<company>fortinet</company>
<email>samuel@fortinet.com</email>
<mobileNumber>07941222222</mobileNumber>
<phoneCode>44</phoneCode>
<optionl/>
<option2/>
<option3/>
<option4d/>
<option5/>
<bulkId/>
<timezone>Europe/London</timezone>
<startTimeT>2012-03-16T00:00:00+00:00</startTimeT>
<endTimeT>2012-07-09T00:00:00-07:00</endTimeT>
<createdTime>2012-03-16T10:47:48+00:00</createdTime>
<restricted/>
<timeProfile>

<id>1</id>



<name>default</name>
<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationInUnits>0</durationInUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowInUnits>0</windowInUnits>
<restrictions/>
</timeProfile>
</account>

</response>

getDeviceDetails

The getDeviceDetails retrieves device account details in accordance with the sponsor’s permissions.

Required In Parameters

® method (required): getDeviceDetails

® username (required): Sponsor account username
® password (required): Sponsor account password
[ ]

id (required): ID of the account to be retrieved

Example

To fetch details of an existing device account using the ID of the account as returned by createDevice:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=
getDeviceDetailsg&id=1

The full account detail are returned:-
<?xml version="1.0"7?>
<response>

<status>



<code>0</code>
<message>Success</message>

</status>

<account>
<macAddress>12-12-78-3B-CD-23</macAddress>
<startTime>2012-03-16T00:00:00+00:00</startTime>
<endTime>2012-07-09T08:00:00+01:00</endTime>
<id>1</id>
<firstName>samuel</firstName>
<surname>samuel</surname>
<company>fortinet</company>
<email>samuel@fortinet.com</email>
<mobileNumber>07941222222</mobileNumber>
<phoneCode>44</phoneCode>
<optionl/>
<option2/>
<option3/>
<option4d/>
<option5/>
<status>2</status>
<bulkId/>
<timezone>Europe/London</timezone>
<startTimeT>2012-03-16T00:00:00+00:00</startTimeT>
<endTimeT>2012-07-09T08:00:00+01:00</endTimeT>
<createdTime>2012-03-16T10:47:48+00:00</createdTime>
<restricted/>
<timeProfile>

<id>1</id>

<name>default</name>



<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationInUnits>0</durationInUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowInUnits>0</windowInUnits>
<restrictions/>
</timeProfile>
</account>

</response>

suspendDevice

The suspendDevice method suspends a device account in accordance with sponsor’s permissions.

Required In Parameters

® method (required): suspendDevice

® username (required): Sponsor account username
® password (required): Sponsor account password
°

id (required): ID of the device account to be suspended

Example

The suspendDevice method suspends the account & returns the same XML response as
getDeviceDetails.

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=
suspendDevice&id=1

deviceNotifyEmail

The deviceNotifyEmail method sends an email message to the device accounts email address & returns
the same XML response as getDeviceDetails.



Required In Parameters

® method (required): deviceNotifyEmail

® username (required): Sponsor account username

® password (required): Sponsor account password

® id (required): ID of the device account to be emailed

Example

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=
deviceNotifyEmail. &id=1

deviceNotifySms

The deviceNotifySms method sends an SMS message to the account mobile / cell phone & returns the
same XML response as getDeviceDetails.

Required In Parameters
® method (required): notifySms
® username (required): Sponsor account username
® password (required): Sponsor account password
°

id (required): The ID of the account to be messaged via SMS

Example

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=
deviceNotifySms&id=1

searchDevices

The searchDevices API call returns device account details for reporting purposes according to the
sponsor’s permissions.

Required In Parameters

method (required): searchDevices

username (required): Sponsor account username

password (required): Sponsor account password

id (required): The ID of the account to be messaged via SMS
sponsor (optional): sponsor username

macAddress (optional): guest username

firstName (optional): account first name



surname (optional): account surname

company (optional): account company name

email (optional): account email address

ipAddress (optional)

startTime (optional): YYYY-MM-DD

endTime (optional): YYYY-MM-DD

timezone (optional): Timezone in which the account is create
timeProfile (optional): time profile name

accountGroup - name of account group (string)
mobileNumber (optional): guest mobile number

phoneCode (optional): guest mobile number country code
guestPortal (optional): guest portal name used by the guest to self register his account
option1 (optional):

option2 (optional):

option3 (optional):

option4 (optional):

option5 (optional):

statuslnactive (optional):

statusActive (optional):

statusExpired (optional):

statusSuspended (optional):

Example

Optional parameters serve to subset the data returned. If the start and end date are not specified then
only accounts spanning the last 24 hours are returned.

The following example returns details of active device accounts between 1%t January 2012 and 315t
December 2012.

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=
searchDevices&startTime=2012-01-01&endTime=2012-12-31&statusActive=1

On success, the following response will be returned.
<?xml version="1.0"?2>
<response>
<status>
<code>0</code>

<message>Success</message>



</status>

<item>
<id>1</id>
<macaddress>12:12:78:3B:CD:23</macaddress>
<firstName>samuel</firstName>
<surname>samuel</surname>
<company>fortinet</company>
<email>samuel@fortinet.com</email>
<status>2</status>
<mobileNumber>07941222222</mobileNumber>
<phoneCode>44</phoneCode>
<timezone>Europe/London</timezone>
<optionl/>
<option2/>
<option3/>
<option4d/>
<option5/>
<startTime>2012-03-16T00:00:00+00:00</startTime>
<endTime>2012-07-09T07:00:00+00:00</endTime>
<role>Default</role>
<sponsorId>196</sponsorId>
<sponsor>Sam</sponsor>
<timeProfileId>1</timeProfileId>
<timeProfile>default</timeProfile>

</item>

<item>
<id>2</id>
<macaddress>BB:1C:7C:3B:CD:24</macaddress>

<firstName>John</firstName>



<surname>James</surname>
<company>fortinet</company>
<email>jj@fortinet.com</email>
<status>2</status>
<mobileNumber>07929379212</mobileNumber>
<phoneCode>44</phoneCode>
<timezone>Europe/London</timezone>
<optionl/>

<option2/>

<option3/>

<optiond/>

<option5/>
<startTime>2012-01-16T00:00:00+00:00</startTime>
<endTime>2012-08-15T23:00:00+00:00</endTime>
<role>Default</role>
<sponsorId>192</sponsorId>
<sponsor>Will</sponsor>
<timeProfileId>1</timeProfileId>
<timeProfile>default</timeProfile>

</item>

<item>

..further account details meeting the request criteria...

</item>

<item>

...further account details meeting the request criteria...

</item>



<item>
...further account details meeting the request criteria...
</item>

</response>

getRadiusAccounting

The getRadiusAccounting retrieves the list of RADIUS accounting records.
Required In Parameters

mac: MAC address of the device for which the accounting data is to be retrieved. Mandatorily, a string
value is required.

Example

Status Codes

The account status is returned via XML and contains the following values:
Status inactive = 1
Status active = 2

Status expired = 3

Status suspended = 4

Error Codes

The following error codes are returned in the <code> element of the response. Value - Description:

® Value 0—No error
® Value 1—Internal application error

® Value 100—Incorrect sponsor username and/or password



Value101—Cannot access API via HTTPS (controlled by administrator)
Value102—Cannot access API via HTTP (controlled by administrator)
Value 1000—Some required fields are missing (listed in the message)
Value1001—-Sending SMS messages disabled by administrator
Value1002—Sending Emails disabled by administrator
Value1003—The passed account ID does not exist

Value1004—Some fields are incorrect (listed in the message)

Value 1005—Some fields cannot be changed using the edit method

Valid Timezones

Africa/Abidjan Africa/Accra Africa/Addis_Ababa Africa/Algiers Africa/Asmara Africa/Bamako
Africa/Bangui Africa/Banjul Africa/Bissau Africa/Blantyre Africa/Brazzaville Africa/Bujumbura
Africa/Cairo Africa/Casablanca Africa/Ceuta Africa/Conakry Africa/Dakar Africa/Dar_es_Salaam
Africa/Djibouti Africa/Douala Africa/El_Aaiun Africa/Freetown Africa/Gaborone Africa/Harare
Africa/Johannesburg Africa/Kampala Africa/Khartoum Africa/Kigali Africa/Kinshasa Africa/Lagos
Africa/Libreville Africa/Lome Africa/Luanda Africa/Lubumbashi Africa/Lusaka Africa/Malabo
Africa/Maputo Africa/Maseru Africa/Mbabane Africa/Mogadishu Africa/Monrovia Africa/Nairobi
Africa/Ndjamena Africa/Niamey Africa/Nouakchott Africa/Ouagadougou Africa/Porto-Novo
Africa/Sao_Tome Africa/Tripoli Africa/Tunis Africa/Windhoek America/Adak America/Anchorage
America/Anguilla America/Antigua America/Araguaina America/Argentina/Buenos_Aires
America/Argentina/Catamarca America/Argentina/Cordoba America/Argentina/Jujuy
America/Argentina/La_Rioja America/Argentina/Mendoza America/Argentina/Rio_Gallegos
America/Argentina/San_Juan America/Argentina/Tucuman America/Argentina/Ushuaia America/Aruba
America/Asuncion America/Atikokan America/Bahia America/Barbados America/Belem America/Belize
America/Blanc-Sablon America/Boa_Vista America/Bogota America/Boise America/Cambridge_Bay
America/Campo_Grande America/Cancun America/Caracas America/Cayenne America/Cayman
America/Chicago America/Chihuahua America/Costa_Rica America/Cuiaba America/Curacao
America/Danmarkshavn America/Dawson America/Dawson_Creek America/Denver America/Detroit
America/Dominica America/Edmonton America/Eirunepe America/El_Salvador America/Fortaleza
America/Glace_Bay America/Godthab America/Goose_Bay America/Grand_Turk America/Grenada
America/Guadeloupe America/Guatemala America/Guayaquil America/Guyana America/Halifax
America/Havana America/Hermosillo America/Indiana/Indianapolis America/Indiana/Knox
America/Indiana/Marengo America/Indiana/Petersburg America/Indiana/Tell_City
America/Indiana/Vevay America/Indiana/Vincennes America/Indiana/Winamac America/Inuvik
America/lqaluit America/Jamaica America/Juneau America/Kentucky/Louisville
America/Kentucky/Monticello America/La_Paz America/Lima America/Los_Angeles America/Maceio
America/Managua America/Manaus America/Martinique America/Mazatlan America/Menominee
America/Merida America/Mexico_City America/Miquelon America/Moncton America/Monterrey
America/Montevideo America/Montreal America/Montserrat America/Nassau

America/New_York America/Nipigon America/Nome America/Noronha America/North_Dakota/Center
America/North_Dakota/New_Salem America/Panama America/Pangnirtung America/Paramaribo
America/Phoenix America/Port-au-Prince America/Port_of_Spain America/Porto_Velho



America/Puerto_Rico America/Rainy_River America/Rankin_Inlet America/Recife America/Regina
America/Resolute America/Rio_Branco America/Santiago America/Santo_Domingo America/Sao_Paulo
America/Scoresbysund America/Shiprock America/St_Johns America/St_Kitts America/St_Lucia
America/St_Thomas America/St_Vincent America/Swift_Current America/Tegucigalpa America/Thule
America/Thunder_Bay America/Tijuana America/Toronto America/Tortola America/Vancouver
America/Whitehorse America/Winnipeg America/Yakutat America/Yellowknife Antarctica/Casey
Antarctica/Davis Antarctica/DumontDUrville Antarctica/Mawson Antarctica/McMurdo
Antarctica/Palmer Antarctica/Rothera Antarctica/South_Pole Antarctica/Syowa Antarctica/Vostok
Arctic/Longyearbyen Asia/Aden Asia/Almaty Asia/Amman Asia/Anadyr Asia/Aqtau Asia/Aqtobe
Asia/Ashgabat Asia/Baghdad Asia/Bahrain Asia/Baku Asia/Bangkok Asia/Beirut Asia/Bishkek
Asia/Brunei Asia/Calcutta Asia/Choibalsan Asia/Chongging Asia/Colombo Asia/Damascus Asia/Dhaka
Asia/Dili Asia/Dubai Asia/Dushanbe Asia/Gaza Asia/Harbin Asia/Hong_Kong Asia/Hovd Asia/Irkutsk
Asia/Jakarta Asia/Jayapura Asia/Jerusalem Asia/Kabul Asia/Kamchatka Asia/Karachi Asia/Kashgar
Asia/Katmandu Asia/Krasnoyarsk Asia/Kuala_Lumpur Asia/Kuching Asia/Kuwait Asia/Macau
Asia/Magadan Asia/Makassar Asia/Manila Asia/Muscat Asia/Nicosia Asia/Novosibirsk Asia/Omsk
Asia/Oral Asia/Phnom_Penh Asia/Pontianak Asia/Pyongyang Asia/Qatar Asia/Qyzylorda Asia/Rangoon
Asia/Riyadh Asia/Saigon Asia/Sakhalin Asia/Samarkand Asia/Seoul Asia/Shanghai Asia/Singapore
Asia/Taipei Asia/TashkentAsia/Tbilisi Asia/Tehran Asia/Thimphu Asia/Tokyo Asia/Ulaanbaatar
Asia/Urumgqi Asia/Vientiane Asia/Vladivostok Asia/Yakutsk Asia/Yekaterinburg Asia/Yerevan
Atlantic/Azores Atlantic/Bermuda Atlantic/Canary Atlantic/Cape_Verde Atlantic/Faroe
Atlantic/Jan_Mayen Atlantic/Madeira Atlantic/Reykjavik Atlantic/South_Georgia Atlantic/Stanley
Atlantic/St_Helena Australia/Adelaide Australia/Brisbane Australia/Broken_Hill Australia/Currie
Australia/Darwin Australia/Eucla Australia/Hobart Australia/Lindeman Australia/Lord_Howe
Australia/Melbourne Australia/Perth Australia/Sydney Europe/Amsterdam Europe/Andorra
Europe/Athens Europe/Belgrade Europe/Berlin Europe/Bratislava Europe/Brussels Europe/Bucharest
Europe/Budapest Europe/Chisinau Europe/Copenhagen Europe/Dublin Europe/Gibraltar
Europe/Guernsey Europe/Helsinki Europe/lIsle_of_Man Europe/Istanbul Europe/Jersey
Europe/Kaliningrad Europe/Kiev Europe/Lisbon Europe/Ljubljana Europe/London Europe/Luxembourg
Europe/Madrid Europe/Malta Europe/Mariehamn Europe/Minsk Europe/Monaco Europe/Moscow
Europe/Oslo Europe/Paris Europe/Podgorica Europe/Prague Europe/Riga Europe/Rome Europe/Samara
Europe/San_Marino Europe/Sarajevo Europe/Simferopol Europe/Skopje Europe/Sofia
Europe/Stockholm Europe/Tallinn Europe/Tirane Europe/Uzhgorod Europe/Vaduz Europe/Vatican
Europe/Vienna Europe/Vilnius Europe/Volgograd Europe/Warsaw Europe/Zagreb Europe/Zaporozhye
Europe/Zurich Indian/Antananarivo Indian/Chagos Indian/Christmas Indian/Cocos Indian/Comoro
Indian/Kerguelen Indian/Mahe Indian/Maldives Indian/Mauritius Indian/Mayotte Indian/Reunion
Pacific/Apia Pacific/Auckland Pacific/Chatham Pacific/Easter Pacific/Efate Pacific/Enderbury
Pacific/Fakaofo Pacific/Fiji Pacific/Funafuti Pacific/Galapagos Pacific/Gambier Pacific/Guadalcanal
Pacific/Guam Pacific/Honolulu Pacific/Johnston Pacific/Kiritimati Pacific/Kosrae Pacific/Kwajalein
Pacific/Majuro Pacific/Marquesas Pacific/Midway

Pacific/Nauru Pacific/Niue Pacific/Norfolk Pacific/Noumea Pacific/Pago_Pago Pacific/Palau
Pacific/Pitcairn Pacific/Ponape Pacific/Port_Moresby Pacific/Rarotonga Pacific/Saipan Pacific/Tahiti
Pacific/Tarawa Pacific/Tongatapu Pacific/Truk Pacific/Wake Pacific/Wallis
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