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Change Log

Date Change Description

2024-02-03 Initial release.
2024-02-08 Updated FortiGate on page 74.
2024-03-21 Updated Getting started on page 13.
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Introduction

Introduction

Asset Management is an easy-to-use portal to register, organize and view all Fortinet products and services in
FortiCloud.

This guide is intended for audiences with the asset groups features enabled.

New products, licenses, or contracts can be registered and managed with the Asset Management portal. Registered
products are displayed in the Product List as well as a customizable folder structure called My Assets. The Account
services menu lists products, contracts, or licenses applicable at the account level.

The Product List provides a complete view of all products and services. Assets can be organized into folders and sub-
folders with the My Assets tree structure and assets can be moved into the folders based on the organization needs.
Product list and My Assets views provide various filters, sorting, and grouping features to efficiently find and manage
assets.

Dedicated views include lists to see assets with expired licenses, assets about to expire (30, 60, 90 days), pending
registration, decommissioned units, as well as specialized filtered views to list and search assets based on hardware,
license, contract, and location.

For each product, the Asset Management portal provides a drill-down view of all the asset-related information including
entitlements, support tickets, license and keys, renewals, statistics, and cloud services.

With Online renewals, licenses or contracts can be renewed directly from the portal for supported products and regions.

What's new in version 24.1

Marketplace FortiClient EMS

The Marketplace now supports FortiClient EMS in the Marketplace > Spending page. See FortiClient EMS on page 105.

Marketplace FortiFlex point transfer

FortiPoints can be transferred to FortiFlex points in the Marketplace > Spending page. See FortiFlex on page 107.

Standard FortiSASE support

Standard FortiSASE support is available for ESA contracts in the ELA Profile page. See ELA profile on page 114.

Managed FortiGate Service entitlement registration

When a new Managed FortiGate Service entitlement is registered, a banner is displayed to prompt the user to submit an
onboarding request in the Managed FortiGate Service portal. The banner will only display if there is no Managed
FortiGate Service entitlement already registered or the registered entitlement is expired. See Registering assets on page
31.
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Introduction

New Terms and Conditions workflow

All users are prompted to read and accept the Fortinet Inc. terms and conditions when logging into the Asset
Management portals. If the terms and conditions are changed or updated, users will be prompted to read them through
and accept the changes before they can proceed. See Marketplace on page 71.

Landing page

The FortiCloud landing page can be found at https://support.fortinet.com.

FortiLAN Cloud

Cloud Management for Standalone wireless access points and switches

Get Started

o

From the landing page, users can:

» Register for a new FortiCare account. See the FortiCloud Account document.

» Loginto FortiCloud using existing credentials. See Logging into an account on page 13.
« Search for information, including quick links, documents, and support.

» Access additional resources from the Resources dropdown menu.

To use the Community Search function:

1. Goto https://support.fortinet.com.
2. Click the search field. Suggested Popular Topics are displayed.

Asset Management 24.1 Administration Guide for Asset Groups
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N\
FortiCloud

FortiGate Cloud

Centralized Cloud Management and Security Analytics for FortiGate

Get Started
-

Asset Managem

3. Define the search parameters:

a. Selecta Popular Topic. A new page is opened displaying information on the topic.
b. Enter information in the search field and press Enter. A new page is opened displaying information on the

topic.

Dashboard

The Dashboard is a visual overview of your products and services. Use the Dashboard to view how many products you
have registered, pending registartions, expiring subscriptions, and the current status of your hardware and software
lifecycle. Click a tile in the Dashboard to access the products in the Product List.

1] ] s

74 27 7 7 33

Register Now befors

End of Support < 180 Days 0

» Endof Suppart 12

C
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You must register your products to receive
FortiGuard services and contact customer
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Introduction

Ay
‘Q' The first time you log in to the AM portal, you will see a welcome page encouraging you to
- register your products.

You can search in FortiCloud for assets linked to your account or for information from the Community Search feature.
The search icon is accessible from any page within the Asset Management portal.

To search for assets within FortiCloud:
1. Click the search icon. The search field is displayed.

Q Support Community Search

2. Select Asset Search.
3. Enter asset information into the search field.
4. Press Enter. Results related to your search are displayed.

To use the Community Search function:
1. Click the search icon. The search field is displayed.

a Support ComrariySech

2. Select Support Community Search.
3. Click the search field. Suggested Popular Topics are displayed.

4. Define the search parameters:
a. Selecta Popular Topic. A new page is opened displaying information on the topic.

b. Enter information in the search field and press Enter. A new page is opened displaying information on the
topic.

Dashboard tiles

Tile Description

Products Overview The Products Overview tile shows the total number of products registered to your
account. Click a target in the tile to view the devices in the Product List. The Other
Products target is displayed when there are more products than space available
in the tile.

Pending Registration The Pending Registration tile shows the unregistered hardware, contracts, or
licenses. Click a bullet in the list to view the asset in the associated Pending
Registration page.

Asset Management 24.1 Administration Guide for Asset Groups 10
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Tile Description

Support Subscriptions The Support Subscriptions tile shows the current status of your support contracts.
Click a bullet in the list to view the expiring products in the About to Expire view of
the portal.

Hardware Lifecycle The Hardware Lifecycle tile shows the current lifecycle status of registered

products. Click a bullet in the list to view the devices in the Hardware Lifecycle
view of the Product List.

Software Lifecycle The Software Lifecycle tile shows the current lifecycle status of the major product
software versions for your devices. Click a bullet in the list to view the software
support end dates in the Software Lifecycle view of the Product List.

More Views The More Views tile shows the number of devices by HW Warranty, Contracts,
Licenses, and Locations. Click a tile to view the products in the Products List.

Navigation menu

View Description

Products Use the Products view to register, manage, and organize your products.
e Product List displays the products registered to your account. See Product
list on page 22.
Click a product in the list to download a license file, renew a contract, or
create a support ticket. See Product details on page 25.
» More Views organizes the product list by product details, such as the license,
warranty, and lifecycle information. See More views on page 43.

Pending Registration Pending Registration displays products that are not registered to your account by
Hardware, Contract, and License information. See Pending registration on page
58.

sy
S L4
9 This view is available upon request.

Marketplace Marketplace provides access to Fortinet Inc. products and services that will allow
you to increase your organization's security, productivity, and profitability. Use
FortiPoints to purchase products and packages, such as FortiCare, UTP, and the
FortiGate Enterprise Bundle. See Marketplace on page 71.

Account Services Account Services displays the services and subscriptions for your account. See
Account Services on page 69.

FortiMeter FortiMeter displays the volume and consumption of traffic that you use for
FortiOS-VMs. See FortiMeter on page 112.

ELA profile The ELA Profile view displays information about your Enterprise Level
Agreement. See ELA profile on page 114.
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View Description

by
S L4
9 This view is available upon request.
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Getting started

Getting started

The following demonstrates the general process of getting started with the Asset Management portal and FortiCloud
Services:

1. Create a FortiCloud account. See the FortiCloud Account guide.

2. Loginto your account. See Logging into an account on page 13.

3. Create IAM users and external IdP roles as needed. See User permissions on page 15 and the Identity & Access
Management guide.

4. Register products, contracts, and licenses to your account. See Registering assets on page 31.

Logging into an account

Users can access linked user accounts when logging in using email credentials. Account permissions will vary
depending on the account chosen.

\‘é', Users can log in to FortiCloud using email, IAM, or external IdP credentials in a

comprehensive portal. For information on logging into an IAM user account or external |dP
role, see the Identity & Access Management (IAM) Administration Guide.

To access the user account:

1. Go to https://support.fortinet.com.
2. Select Login Now. The log in portal opens.

(/5 FortiCloud

Security-as-a-service, 9 EMAIL LOGIN
securing people, devices, and
data everywhere

Email Login

Bringing Security to Every Comer of the Cyberverse.

F:Z:RTINET Copyright ©2023 Fortinet Inc.  Legal / Privacy

3. Select Email Login.

4. Enter your FortiCloud email and password in the Email and Password fields.
5. Click Log In. The Dashboard is displayed.

Asset Management 24.1 Administration Guide for Asset Groups
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Getting started

\‘é’, If multiple accounts are linked to the email credentials, the Select an Account to Proceed

page is displayed. Hover over the account you want and click Select to navigate to the
dashboard.

No access

If the user does not have access to the portal, the following page will direct the user to select a service from the Services
or Support menu.

Get Started

Asset Management 24.1 Administration Guide for Asset Groups
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User permissions

User permissions

The Master user is the account administrator that creates the account and has access to all the items in the navigation
menu including Register Products and My Assets. The account administrator can create users, assign permissions
based on the user's role, assign user permissions, and assign devices to a user. In Partner accounts with asset groups
enabled, a master user can create user and product groups, and assign them to users.

The Master user can create various types of users:

¢ |AM users on page 15

« External IdP user roles on page 16
¢ APl users onpage 16

» Legacy sub-user on page 16

There are three types of user permissions for IAM, External IdP, and API users:

Permissions Admin Read/Write Read Only
View Product List, My Assets, and Asset
. . X X X
views (based on Asset permissions)
Register new products, contracts or X X
licenses
Manage asset folders, move, and X X
decommission units
View account service entitlements and X X
contracts
View and renew eligible units for online X
renewals
Permissions can be assigned to a user using permission profiles. Permissions can be granted
O 1/ P on a role-based or resource-based basis. See Permission profiles in the Identity & Access
q Administration Guide.
- The Asset Management portal uses resource-based permissions. See Portals with resource-
based permissions in the Identity & Access Administration Guide.
IAM users

IAM users are created in the IAM portal and their permissions are assigned by the account administrator. An IAM user
will have their own asset and portal permissions until they are assigned to a group. Permissions assigned to a user or
user group depend on the permissions profile assigned. See IAM users in the Identity & Access Administration Guide.

Account administrators can view an IAM user's permissions in the Users and User Groups pages of the IAM portal. For
information, see Managing IAM users and Managing IAM user groups in the Identity & Access Administration Guide.

Asset Management 24.1 Administration Guide for Asset Groups
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User permissions

External IdP user roles

External IdP roles allow external users to log in to a cloud portal using their company’s user credentials with a third-party
ID provider. External IdP users are authenticated by their company's ID provider. After the user is authenticated, they
can access the cloud application based on their role. External IdP roles have the same permissions as IAM users. See
External IdP roles in the Identity & Access Administration Guide.

APl users

API users can access FortiCloud services through the API. API users have the same permissions as IAM users. See API
users in the Identity & Access Administration Guide.

Legacy sub-user

The sub user is a legacy model. It is recommended that sub users be migrated into the IAM user model. See Migrating
sub users.

Sub users can have full or limited access:

User type Description

Sub user (Full Access) Has access to all the items in the navigation menu including Register Products
and My Assets. Sub users with read-only permissions cannot change a folder's
structure or move assets. Depending on the permissions set by the master user, a
sub user with full access can create new users and send renewal notices.

Sub user (Limited Access) Has access to Product List and Decommissioned Units in the navigation menu.
Sub users with limited permissions only have access to the products assigned to
them by the master user.

Viewing sub user permissions

To view a sub user's permissions:

Go to FortiCloud.

Log in to your FortiCloud account as a master user.

In the profile dropdown menu, select My Account.

Click Manage User. The Current Users list is displayed.
Click a user in the list.

o gk wbhN-=

(Optional) Click Edit to update the user's permissions.

Asset Management 24.1 Administration Guide for Asset Groups
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User permissions

C -
Uy Activated Since
Title:

unt : Emait 2020-02-05

Telephone:

Account

Add User
2 Account Profile
# Change Account ID (Email) User Information
User Name:* Telephone:*
Email (Account ID):* Confirm Email (Account ID):*
Description:
Permissions

Customer Service

RMA/DOA

Technical Assistance

[ Notify the master account of ticket updates
Send renewal notices

Can create user

@ Full Access () Limit Access

sisibility for this acc

any confiden

Note: If you have another account same email address, those accounts will be consolidated into one login account. Your original connection
between email and accounts (master account or sub account) will be kept, you will use one login user ID/ password to access those accounts.

Account views

The views available in the navigation menu are dependent upon your user account permissions. There are various types
of user accounts:

» FortiCloud user accounts. See FortiCloud account views on page 17.
« |IAM user accounts. See IAM account views on page 18.
» User and asset groups (Partners). See User and asset groups (Partners) on page 19.

FortiCloud account views

Master users and sub users with full access can see the Register Product and My Assets tabs.

Asset Management 24.1 Administration Guide for Asset Groups
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User permissions

View Products - 1435 @

ASM-FB4 Module 2020-11-10

FortiAuthenticat 2022-01-22 2021-01-06

@ iy 2021-02-18
], My Assets

2021-02-18

More Views
% More Vie

FortiADC 1500D

2021-01-22

Account Services

2021-02-19

FortiAl Subscription

FortiAl Subscription 2-02-19

FortiAnalyzer VM FNDN 2022-03-03 2021-03-03
FortiAnalyzer VM 2022-01-22 2020-10-13
FortiAnalyzer VM FAZ-Labshare-01-2020 2021-11-03 2020-11-03
FortiAnalyzer VM S-Series 2020-11-13
ForbAnalyzer VM S-Series 2020-11-13
FortiAnalyzer VM S-Series 2020-11-21
FortiAnalyzer VM S5-Series 2022-04-05 2021-04-05
FIPS certified VPN client test 2020-11-16
FortiCam SD20B 2022-01-22 2021-02-17
FortiConverter 2022-11-15 2021-01-20

IAM account views

IAM users will only see the asset folders assigned to their account. The account administrator can grant users
permission to view all the folders in My Assets, or assign folders to their account using permission profiles and
permission scope. For information about IAM asset permissions, see the /dentity & Access Management Administration
Guide in the Fortinet Doc Library.

When the IAM user's permission profile is set to Admin level permissions, the user can see all the sub-folders in the My
Assets view.

Asset Management 24.1 Administration Guide for Asset Groups
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View Products - 11 0]
» ) Qa ¢ #
m

FAZ FortiAnalyzer VM VMware, Xen, KVM & Hyper-V 2022-02-16 2021-02-16
FGV ELA Fortigate VM Pre Pay 2021-09-08 2020-09-09
FGV ELA Fortigate VM Pre Pay

FGV ELA Fortigate VM Pre Pay

FGV ELA Fortigate VM Pre Pay 2021-09-08 2020-09-09
FMG FortiManager 1000D 2020-02-05
FGV ELA Fortigate VM Pre Pay 2021-09-08 2020-09-16
FGV ELA Fortigate VM Pre Pay 2021-09-08 2020-09-09
FGV ELA Fortigate VM Pre Pay Flex VM Test 2020-09-09
FGV FortiGate VMO1 FortiGate VM 2020-06-10
FGV ELA Fortigate VM Pre Pay 2021-09-08 2020-03-09

View Options ¥

FortiManager 10000 2020-02-05

User and asset groups (Partners)

iy
‘9' The user and asset group dropdowns are available in linked accounts with asset groups
enabled.

The product list displays all the products in your account until you choose a user and product group.

Click Please select user group and select a group from the list. Products are assigned to user groups at the time of
registration. Sub users are assigned to user groups by the master user.

Click Please select asset group, and select an asset group to view the products in the group.

N ! /., User and asset groups have a many to many relationship. This means that one asset group
q can be associated with multiple user groups, and vice versa. For information, see Asset
= groups.
Asset Management 24.1 Administration Guide for Asset Groups 19
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View Products - 329 @
Please select user group - Please select asset group - Search Product List qQ ¢ »
m
FortiGate VMO1 2021-08-31 2020-08-31
FortiGate 2008 2014-04-30
FortiConverter Expired
FortiWifi 60C
FortiSwitch 224D POE 2017-11-29
FortiGate 60C 2014-02-05
FortiGate 60 2006-05-30
FortiGate 600 2004-12-31
Fortiwifi 81CM 2012-08-02
FortiManager 200D 2021-12-17 2014-11-26
FortiWebVM 1 CPU 2022-04-30 2021-04-30
FortiWiFi 60D POE 2017-05-16
FortiWifi 81CM 2012-06-19
FortiGate 101F 2022-01-06
FortiGate VMO0 2021-12-01
FortiGate 30E 3G4G GBL Expired 2021-01-05
FortiWiFi 60D POE 2014-03-14

Switching accounts

You can switch between available accounts from the profile menu. If you are logged in using your email credentials, you
can switch to linked user accounts. Not all options will be available depending on your account permissions and linked
accounts. See Logging into an account on page 13 for more information.

s‘é’, The accounts available for switching will depend on your method of logging into FortiCloud.

For information on switching between external IdP roles and OU accounts, see the Identity &
Access Management (IAM) Administration Guide.

To switch to a new user account:

1. Click the profile menu in the top right.
2. Select Switch Accounts.

Asset Management 24.1 Administration Guide for Asset Groups
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User permissions

Jo
[}
1

[
b

My Account I

Security Credentials

@ &

Eoutlook.com Subszcriptions

Switch Accounts

A

(" Logout

MM 5-17-11

3. Select a user account to switch to. A warning message may display.

Warning
Please be noted that you will be redirected to the default landing page when switching to a different account, which
may not be the same as the page you are on right now.

Cance m

4. Click Continue. You will be redirected to the Dashboard of the selected account is displayed.

Ay
‘9' If there is only one user account linked to the email credentials, select Continue with
- Current Account.

Asset Management 24.1 Administration Guide for Asset Groups
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Products

Products

The Products view displays products registered to your account. Use this view to register more products, search for
assets, and view product details.

Products contains three sub-views to quickly locate and manage your products:

o Product list on page 22
o My Assets on page 37
o More views on page 43

Product list

The product list displays the devices registered to your account. Use the column filters to refine the list or create custom
views to display only the columns you want to see.

View Products - 1263

(7] n@

FAZ FortiGate 300

Option Description

1 Search Product List You can search for products by serial number, contract,
or license number. Partial results are displayed as you
type.

2 Refresh Click to refresh the product list.

3 Export Click to export the product list (full or filtered) from any

view to an Excel or CSV file.

4 Export Entitlement Click to generate and export an entitlement file. This
feature is only available for approved accounts and can
only be accessed by the master user or a user with the
necessary admin privileges.

5 View Options Displays the products in the list by category, entitiement,
or both.
¢ Click View Options > Group by Category > Apply.

Asset Management 24.1 Administration Guide for Asset Groups 22
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Products

Option Description

6 Register More
7 Filter
8 Select columns to display

Asset Management 24.1 Administration Guide for Asset Groups
Fortinet Inc.

The list is sorted in rows by product category.
¢ Click View Options > Show Entitlement > Apply.

The Support Type, Support Level, Activation Date,
and Expiration Date columns are added to the view.

The view is calculated based on the registration and
service agreements for the current period. One
product may link to multiple records depending on
the entitlement.

Click to register products to your account. See
Registering assets on page 31.

¢ Tofilter the Serial Number column, click the filter
button in the column header. Enter the values for the
serial number, and click Apply.

¢ To filter the Product Model columns, click the filter
button in the column header. Select the model(s)
from the dropdown, and click Apply.

Click the Select columns to display button to show or hide
columns.

You can choose to view columns from the Default view or
FortiGate Cloud Specific columns.

Default FortiGate Cloud
Specific

e Serial Number e Firmware Version

¢ Product Model e Tunnel Alive

¢ Description ¢ Public IP

¢ Days to Expiration ¢ FortiGate Cloud

« Registration Date Subscription

¢ Log Upload Time
e Action

IAM and external IdP users must have
= ! /_  either Admin or read-only FortiCloud
q permissions to view FortiGate Cloud
- Specific options. For more information, see
Identity & Access Management (IAM).
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To activate the Cloud Managed toggle:

1. Click Customize Columns.

Customized Columns Select All

Serial Number O Firmware Version
O Tunnel Alive

[ Public 12

[ Subseri
[ Leg Upload Time
[ Actien

=l o |
2. Inthe FortiGate Cloud Specific column, select the columns to display and click Apply. The selected columns are
displayed.
\‘ ! ’I
q Some columns may take longer to appear than others. A loading notification will appear in
- the column if it does not appear immediately.

3. Enable Cloud Managed.

@ Register More

Expired devices

Fortinet products include service contracts and guarantees that are known as entitlements. Some products have multiple
entitlements with different expiration dates. Entitlement expiration dates are displayed in the Product List and About to
Expire view in the Days to Expiration column.

The following table describes the values in the Days to Expiration column.

<yyyyy-dd-yy> The end date of the entitlement.

No coverage The product does not have any entitlements.
Expired All the entitlements have expired.

Some expired Some, but not all, of the entitlements have expired.

Searching for assets in folders

By default, the search bar only searches for products in the folder you are viewing. To include sub-folders in your search,
click the button next to the search bar.

I\ The search bar displays the current search parameters. For example, Search My Assets Only.
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To search for assets in a folder:

1. In My Assets, select a folder.
2. Inthe search bar, type your text. The product list displays partial results as you type.

Q
To search for assets in sub-folders:
1. In My Assets, select a folder.
2. Click the Click to include sub-folder in search button.
Search My Assets Only . Q

Click to include subfolder in se
3. Inthe search bar, type your text. The product list displays partial results as you type.

\‘ ! ’I

q When exporting a product list in My Assets, exported data includes the content of the currently
- selected folder.

Product details

Click a product serial number to view its details and see additional management options. The widgets displayed in the
product details vary by product.

View Products / FGTSOMMIII @

& Product Information B Registration

General Version G Uscats

TOP 20 VIRUS TOR 20 1PS TR 20 BOTNET
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Tile Description

Product Information View and edit basic information about the product. See Viewing product
information on page 26.

Entitlements See the status of support, firmware update, and other entitlements. See Viewing
entitlements on page 27.

Location Displays the location of the product if one has been set. See Viewing the product
location on page 29.

Threat Protection Statistics View threat protection statistics for your product. See Viewing threat protection
statistics on page 30.

Ay
‘?' The Threat Protection Statistics widget is available for
- FortiGate devices with a valid FortiGuard entitlement.

License & Key View the product licenses and keys associated with this product. See Viewing
licenses and keys on page 28.

Registration Access quick links for managing product related registration. See Registering
contracts and licenses on page 27

Manage Cloud Services Access quick links to manage related cloud services, such as FortiGate and
FortiAnalyzer Cloud. See Managing cloud services on page 28.

Tickets Displays support tickets (open or resolved) that were submitted for this product.
See Creating support tickets on page 29

Viewing product information

The Product Information widget displays general information about the product such as the model, serial number, and
license number.

& Product Information &

General Version & Update

The information in the widget varies by product. For example, FortiAnalyzer VM displays a link to upgrade a license or
download a license file. FortiGate models display a Version & Update tab.
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& Product Information 2

General Version & Update

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Viewing entitlements

The Entitlement widget displays the status of support, firmware update, and other entitlements. A green icon - indicates
the entitlement is active, a yellow icon - indicates the entitlement is about to expire, and a red icon = indicates the
entitlement has expired.

8 Entitlement =
FortiClient ZTNA Agent
Telephone Support
Enhanced Support

Firmware & General Updates

Click the Show Contracts button “ to view entitlement details such as support level, contract number, and expiration
date.

Product Entitlements

Support Type Support Level Activation Date Expiration Date

Firmware & General Updates Web/Online 2021-09-29 2022-09-29

Enhanced Support 24x7 2021-09-29 2022-09-29

Telephone Support 24x7 2021-09-29 2022-09-29

FortiClient ZTNA Agent Web/Online 2021-09-29 2022-09-29

Contract Number SKU Creation Date Registration Date Units of Contract
» FCX-15-00000-428-01-12 2021-09-29 2021-09-29 50

Registering contracts and licenses

The Registration widgets allows you to renew contracts and add licenses.

Click Renew Contract, Add Licenses, or RMA Transfer to open the registration wizard. Click FortiGuard Trial to start a
FortiGuard trial license.
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[Z Registration

Viewing licenses and keys

The License & Keys widget displays the available licenses and keys.
When a license is available, the License Type, License Number, and Registration Date are displayed.

When a key is available, the Key, License Number, and Description are displayed. Click the Get the License File link
download a license file.

Registration Date

Managing cloud services

The Managed Cloud Services widget, links you directly to a cloud service from Asset Management. Click a tile in the
widget to access a cloud service.

£ Manage Cloud Services

Remote Access FortiAnalyzer Cloud

Remote Access is only available when FortiGate Cloud, FortiManager Cloud, or FortiVoice is provisioned. Click the tile
to open the management console in a new tab.
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Creating support tickets

The Tickets widget allows you to contact support or create a support ticket.

For immediate assistance, click Customer Service Web Chat “ , to request to chat with a support agent.

To open a support ticket, click Create a Support Ticket = .

After a ticket is created, the widget displays the Ticket #, Request Type, and Status of support tickets that were opened.

# Tickets

Ticket# Request Type Status

Technical Assistance Registered

Viewing the product location

The Location widget displays the current location of the product if one was added.

@ Location

This Device Has Not Been Associated With Any
Address. You Can Set One By Clicking The Edit

Button Above.

Click the edit icon to add or update the location. You can also save the address for future use.
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Update Product Location

Unit Address

Add a new address -
Company
Phene Fax
Address *
City * Country *
Select a country -

Zip/Postal Code * State/Province
Email
[ I would like to save this address for future use

Cancel

Viewing threat protection statistics

The Threat Protection Statistics widget is available on the product page for FortiGate devices with a valid FortiGuard
entitlement.

Threat protection reporting includes statistics from FortiGuard on the Top 20 VIRUS, Top 20 IPS, and Top 20 BOTNET
threats collected for your device for the selected time range.

In Threat Protection Statistics Past 1 day -
TOP 20 VIRUS TOP 20 IPS TOP 20 BOTNET

thiz link to see Fortinet securit

Click a tile in the widget to see additional information from FortiGuard, including the Rank, Name, Counts, Percentage,
and Distribution of the malware.

Field Description

Rank The malware's rank. Malware with the highest reported counts will appear first in
the ranking list.

Name The name of the malware.
Counts The number of occurrences reported.
Percentage The number of counts for this malware as a percentage when compared to the

total ranked malware of this type.
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Field Description

Distribution A visualization of the malware's distribution compared to other ranked malware of
this type.

Sending malware statistics to FortiGuard

FortiGate devices periodically send encrypted antivirus, IPS, botnet IP list, and application control statistics to
FortiGuard. The malware statistics are used to improve various aspects of FortiGate malware protection. For example,
antivirus data allows FortiGuard to determine what viruses are currently active.

Included with this data is the IP address and serial number of the FortiGate, and the country that it is in. This information
is never shared with external parties. For more information, see the Fortinet Privacy Policy.

Registering assets

Assets can be registered with the Register More button in the Products views.

Assets available for registration include hardware products, contracts, licenses, and account services. The steps in the

registration wizard will vary depending on the asset. For more information on account services, see Account Services on
page 69.

O ! ’, Registering products is only available to master users and sub users with full access
q permissions.

For information about de-registering units, see Viewing decommissioned units on page 49.

To register assets:

1. Signinto your FortiCloud account.
2. Goto Products and click the Register More button.
3. Provide your registration code:

a. Enteryour asset serial number, service contract registration code, or license certificate number in the
Registration Code field.

b. Choose your end user type as either a government or non-government user.
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c. Click Next.

Register Product 1 Registration Code

Reglstration Code

Please enter your product serial number, service contract registration code or license certificate number to start the registration:

®
End User Type
N ! /, If a contract number is registered, you will be prompted to enter or select the serial
9 number being registered. The contract auto-start date will be displayed when selecting
3 the product serial number.

4. Specify your registration information:
a. If you have purchased a support contract for your asset, enter the support contract number.
b. Enter a description to help identify the asset.
c. Specify the Fortinet Partner or Reseller that helped you with your asset. If this is a Partner account, specify the
Fortinet Partner or Reseller.
Click the My Assets dropdown to assign the asset to a folder.
e. Ifthisis a Partner account, specify the asset group or asset folder. The Asset Groups section appears in

accounts with asset groups enabled. Master users and sub users with full access will see My Assets section in
regular accounts.

f. Click Next.

Register Product > FMG 2 Remistration Info

Serial Number: FMG Product Model: FortiManager 200F
ntract No
Product Description

Fortinet Partner: *

My Assets -
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Ay
‘Q' Some assets require a FortiCloud Key when being registered. See the FortiGate Cloud
- Administration Guide for more information.

5. Review and accept the terms and conditions of the Fortinet Product Registration Agreement, and click Next.

Register Product > |

Serial Number. Product Model: FortiGate 1101E

Fortinet Service Terms & Conditions

[ I have read, understood and accepted the contract stated abave

6. On the Verification page, review your asset details and accept the terms of the contract, then click Confirm.

Register Product > FMG k 4 Verification

Serial Number: FMG Product Model: FortiManager 200F

Important Notice:
READ BEFORE COMPLETING THE REGISTRATION.

Standard
2020-08-05
nt-(@ Initial Registration of SN at support.fortinet.com

W Asset location: My Ascets/Folder 1

Support Type Support Level Activation Date Expiration Date
Hardware Return To Factory 20200805 20210805
Firmware & General Updates Web/Online 20200805

Enhanced Support 8xs 20200805

[ Byaccepting these terms, you are activating this support contract and the entitlement period provided can not be changed. if you wish to continue, click *confirm® button to submit your request.
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7. Registration is now complete and your registration summary is displayed.

Register Product > FG10E1

Thank you for choesing this Fortinet product Please be aware that the registration information may not reflect on your product immediately, a delay (up to 4 hours) can occ

Product Info

Support Type Support Level Activation Date Expiration Date

If you have registered a Managed FortiGate Service entitlement, a different Registration
Completed banner will display. The new banner will only appear if you do not have a
) ' ’, Managed FortiGate Service entitlement already or you have one that has expired.
9 The specialized Managed FortiGate Service banner will indicate that you have completed
- the first step of the onboarding process; registering your entitlement. The second step you
must complete is submitting an onboarding request in the Managed FortiGate Service
portal.

8. Click Done.

Product trial subscriptions

You can activate a 30-day trial subscription from the product information page.

To activate a product trial subscriptions:

1. Inthe Product List, click a the product serial number.
2. Inthe Registration tile, click <Product_Name Trial icon.

[ Registration

Renew Contract Add Licenses FortiGuard Trial RMA Transfer

Asset Management 24.1 Administration Guide for Asset Groups
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3. Select the service you want to try, and click Try It. The FortiGuard Trial confirmation is displayed.

FortiGuard Trial

abled your 30-day FortiGuard Subscription trial.

Decommissioning assets

You can decommission an asset by clicking Add New from the toolbar in the Decommissioned Units view or by selecting
Decommission This Unit from the Registration section of the product information page. A warning message will display
that you must acknowledge before the unit is successfully decommissioned and removed from all cloud services.

@ Warning
After decommissioning the se

e serial number. Asset Management portal will hide it from normal views like

can still manage decommissioned units from More Views -»

+" By click

When decommissioning a product, it will be removed from all cloud services and data will be deleted. The asset will no
longer be available in the Products > Product List page and cannot have a support ticket created for it. Although, ticket
and contract information will still be available in the portal. The asset must be removed from the decommissioned units
listin order to see contract history. See Viewing decommissioned units on page 49.

To decommission an asset:

1. Go to Products > Product List.
2. Select the unit you want to decommission.
3. Select Decommission This Unitin the Registration section.

B Registration

i

A warning message is displayed.
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@ Warning

After decommissioning the serial number, Asset Management portal will hide it from normal views like
Product List, My Assets, etc. You can still manage decommissioned units from More Views ->

Decommissioned Units.

By clicking here, | agree that decommissioning this unit will also remove the device from all cloud

services and data will be deleted.

4. Select the checkbox to acknowledge the results of decommissioning a unit.
5. Click Continue. A confirmation message is displayed.

SUCCESS!

Decommission Complete!

FortiGate has been decommissioned from your account.
Sal. You can view decommission units and return decommissioned units to the Product List from
q the More Views > Decommissioned Units page. See Viewing decommissioned units on page
- 49.
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My Assets

Use the folders and sub-folders in My Assets to create custom views and navigation within the Products menu.

Ay
‘Q' Sub users with limited access will not see My Assets in the navigation menu. See User
- permissions on page 15.

Importing assets and folders

When the My Assets view does not contain any folders, you can use a CSV template to create folders and import assets.

s‘é’, All assets being imported to new folders must be already registered on the FortiCloud account.

Assets with new serial numbers cannot be registered and imported with this feature. See
Registering assets on page 31 for more information on registering new products.

To import folders and assets:

1. Goto Products > My Assets.
2. Hover over the settings icon, and click Bulk import folders.The Bulk Import dialog is displayed.

View Products - 12 @

3. Click Download Template. The CSV file template opens.

4. Use the template to create your folder structure. The value for YourSerialNumber must contain a valid serial
number.
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A B

1 'my-folder-1 YourSerialNumberl
2 'my-folder-1 YourSerialNumber2
3 my-folder-1\my-folder-2 YourSerialNumber3
4 my-folder-1\my-folder-2 YourSerialNumber4
5 'my-folder-1\my-folder-2 YourSerialNumber5
6 |my-folder-1\my-folder-3

7 |my-folder-1\my-folder-3\my-folder-4 YourSerialNumber6
& 'my-folder-1\my-folder-3\my-folder-4 YourSerialNumber?
9 | |

\‘ : ’I
q A parent folder can have up to two sub-folders.

In the example below, the import file will create four parent folders (FortiAnalyzer, FortiManager, FortiGate, and my-
folder-1), and three sub-folders (VM, VM Pre Pay, and my-folder-3). However, my-folder-1\my-folder-3\my-folder-4,
will fail to import because the serial numbers are not valid.

1 FortiAnalyzer FAZ-VMT

2 FortiManager FMG-VM

3 |FortiGate\VM FGVMO1

4 FortiGate\VM Pre Pay FGVMEL

5 FortiGate\VM Pre Pay FGVMEL

6 FortiGate\VM Pre Pay FGVMEL

7 FortiGate\VM Pre Pay FGVMEL

8 FortiGate\VM Pre Pay FGVMEL

9 FortiGate\VM Pre Pay FGVMEL

10 |FortiGate\VM Pre Pay FGVMEL

11 FortiGate\VM Pre Pay FGVMEL

12 FortiGate\VM Pre Pay FGVMEL

13 my-folder-1\my-folder-3

14 my-folder-1\my-folder-3\my-folder-4 YourSerialNumber6
15 |my-folder-1\my-folder-3\my-folder-4 YourSerialNumber7

5. Click Choose file, and navigate to the file on your computer.
6. Click Import. The folders are created and the assets are imported.

View Products - 1 @
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Creating custom views

You can create a new folder from the Seftings menu in the My Assets root folder (or one of its sub-folders).

To add a folder with the GUI:

1. Hover over My Assets, and click the settings icon.
2. Click Add a sub-folder. The Adding a sub-folder under My Assets dialog opens.

View Products: 63 Units @
SET MANAGEMENT
ashboare
Products il
FAMOO1TM211 FortiAutomotive 2022-09-28 2021-09-29
& Product List
T eTM21 FortiAnalyzer VM 2021-04-16
® € Add a sub-folder
o Er ™21 FortiAnalyzer VM Expired 2021-04-19
[E Rename the folder
m FCON ™2 FortiAnalyzer VM Expired 2021-06-14
p— e the !
=p More Views ! TA19 FortiAnalyzer 1000F 2021-07-07
Pendin [l Delete all the sub-folders  gnoo1 FortiClient EMS 2022-09-13 2021-09-13
FCTEMSB8821 FortiClient EMS 2021-09-10
Account Services
FCTEMSB8821 FortiClient EMS 2022-09-10 2021-09-10
3. FortiMeter
FCTEMS8821 FortiClient EMS 2021-09-10
ELA Profile FCTEMS882: FortiClient EMS FortiClient EMS Cloud 2022-09-21 2021-09-21
Al
S L 4
A parent folder can have up to two sub-folders.
-—
-

3. Inthe Folder name field, enter a name for the folder, and click ADD.
4. To create a nested folder, hover over a sub-folder, click Settings and select Add a sub-folder.
5. (Optional) To rename a folder, hover over the folder name, click Settings and select Rename the folder.

Moving assets and folders

You can drag and drop items into a folder, or use the GUI to select a new location.

You can also move products between Organizational Units. See Transferring products on page 137 for more

information.
\‘ : ’I
q Sub users with full access and read-only permissions cannot change a folder's structure or
- move assets.

To move a folder:

1. Hover over a folder, and click the Settings menu.
2. Click Move the folder. The Moving <folder_name> dialog is displayed.
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3. Select the a new folder location, and click Move.
Moving FortiAnalyzer VM Folder to Another Folder

4 @ MyAssets
» ® FortiAnalyzer VM
» ™ FortiGate 100D

Cancel Move

To move an asset:

1. Goto My Assets.
2. Selectthe asset(s) in the list, and click Move.

View Products - 1421

SERIAL NUMBERS Y PRODUCT MODELS Y DESCRIPTION DAYS TO EXPIRATIO REGISTRATION DATE & 1]
= FACBHFT FortiAuthenticator 800F 2021-02-18
€ FAD15D3 FortiADC 1500D 2022-01-22 2021-01-22
FAIVMSO00( FortiAl Subscription 2022-02-19 2021-02-19
FAIVMSTM: FortiAl Subscription 2022-02-19 2021-02-19
@ FAVMXXTA FortiAnalyzer VM FNDN 2022-03-03 2021-03-03
@ FAZVMSTM L FortiAnalyzer VM S-Series 2022-01-22 2020-11-13
@ FAZVMSTM FortiAnalyzer VM S-Series 2023-11-13 2020-11-13
@ FAZVMSTM FortiAnalyzer VM 5-Series 2022-03-24 2020-11-21
@ FAZVMSTN FortiAnalyzer VM S-Series 2022-04-05 2021-04-05
= FCFIPSOOC FIPS certified VPN client test 2020-11-16
5" FCMSDBTS FortiCam SD20B 2022-01-22 2021-02-17
“a FCONO100C FortiConverter 2022-11-15 2021-01-20
s FCTEMS000 FortiClient EMS CAR-FGTEMSO01 2019-10-29
& FCTEMSOOt FortiClient EMS 2022-11-15 2021-01-20
B FCTEMSO( FortiClient EMS 2021-02-17
8 FCTEMSOO! FortiClient EMS 2021-02-18
B FCTEMSOSNDLLIaa FortiClient EMS 2021-11-10 2021-02-18
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3. Select the a new folder location, or select Decommissioned Units. See Viewing decommissioned units on page 49.

Move the Selected Asset(s) to Another Folder

FortiManager

& Decommissioned Units

4. Click Move.

Deleting folders

Individual folders can be deleted within the settings menu. Sub-folders included within the deleted folder will also be
removed. Once deleted, all assets will be automatically moved back into the My Assets root folder.

To delete a folder:

1. Hover over the folder name and click the Settings menu.
2. Click Delete the folder. The Deleting a Folder Confirmation dialog appears.

View Products - 4 @
AGEMENT
e SearcVncaer Ol a e~
oduc
1]
ASMFB4 /ASM-FB4 Module 2020-11-10
A% FGT Vulnerability List
. FAC3HF: FortiAuthenticator 300F 2022-01-22 2021-01-06
& Product List
@ FAC3HF FortiAuthenticator 300F 2021-02-18
39 My Assets
FCTEMS| FortiClient EMS. 2026-04-21 2021-04-23

» Burnaby

1 FortiGate 100D

[5 Rename the folder
= More Views

%> Move the folder
3, Account Services

T Delete the folder
ELA Profile

3. Click Delete.
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To delete all folders in My Assets:

1. Hover over My Assets, and click the Settings menu.
2. Click Delete all the sub-folders. The Deleting a Folder Confirmation dialog appears.

View Products - 1421 [0}
ASSET MANAGEMENT

o e Search My Assets Only [*URNVIRN N View Options v [l @ Register More
E Res uc

FACBHFT FortiAuthenticator 800F 2021-02-18
% FGT Vulnerability List
_ FAD15D31 FortiADC 1500D 2022-01-22 2021-01-22
& Product List
=== =001 FortiAl Subscription 2022-02-19 2021-02-19
© Add a sub-folder
M2 FortiAl Subscription 2022-02-19 2021-02-19
B Renamet r
A2 FortiAnalyzer VM FNDN 2022-03-03 2021-03-03
e fold
! ™ FortiAnalyzer VM S-Series 2022-01-22 2020-11-13
1 FortiGate 100D [
W Delete all the sub-folders v, FortiAnalyzer VM S-Series 2023-11-13 2020-11-13
= More Views
FAZVMSTM FortiAnalyzer VM S-Series 2022-03-24 2020-11-21
%, Account Services
FAZVMSTM; FortiAnalyzer VM S-Series 2022-04-05 2021-04-05
ELA Profile FCFIPSO0C FIPS certified VPN client 2020-11-16
FCMSDBTS FortiCam SD20B 2022-01-22 2021-02-17
FCONO100: ] FortiConverter 2022-11-15 2021-01-20
FCTEMS00. FortiClient EMS CAR-FGTEMSOL 2019-10-29
FCTEMS000041 343 FortiClient EMS 2022-11-15 2021-01-20
FCTEMS00 2 FortiClient EMS 2021-02-17
FCTEMS00! FortiClient EMS 2021-02-18
FCTEMS00 FortiClient EMS 2021-11-10 2021-02-18

3. Click Delete.

Viewing expired devices by product support

You can view expiring support packages by switching to Entitlement view.

To filter by support type:

1. Inthe toolbar, click View Options > Show Entitlement, and click Apply.
2. Inthe Support Type column, click the filter icon. The Filter by Product Support list opens.
3. Select the support type(s) from the list, and click Apply.
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More views

View assets with expired licenses, assets about to expire, and decommissioned units. You can also access specialized
filtered views to list and search assets based on hardware, license, contract, and location.

Al
‘Q' The columns available on Products > More Views depends on the current user account

permissions and account view. See Account views on page 17.

Viewing expiring products

The About to Expire view includes all products that are expiring soon. Choose between In 30 days, In 60 days, and In 90
days. This view displays the number of days until expiration for each asset in the list.

<]

€

View Products: 4 Units

#  Dashboard

) Products

2021-09-10

FCTEMS588210 ortiClient EMS

2021-09-10

ECTEMS88210¢

EOL LAG Luzern N/A

FortiGate 60

brtiManager VM S-Series

FGT-6021032

2021-0%-13

FMGVMSTM21

B Account Services

The Expired view displays products that are currently expired.

Asset Management 24.1 Administration Guide for Asset Groups

Fortinet Inc.



More views

% FortiMeter

ELA Profile

View Products: 9 Units

FAZ-VMTM21(
FAZ-VMTM21C
FEVMSLTM21
FG100C3G11
FG100D3G1:
FG100E4Q1’
FGT40FTK20
FSRCLDTM21

FSRCLDTM21

FortiAnalyzer VM

FortiAnalyzer VM

FortiMail Subscription

FortiGate 110C

FortiGate 100D

FortiGate 100E

FortiGate 40F

FortiSOAR Cloud

FortiSOAR Cloud

EOL (Co-Therm) LAG NCLOUDFWO002

NCLOUDFWO003

LK International AG

Viewing models available for TradeUp

Hiinenberg

ao 4 Qo or

2021-04-19

2021-06-14

2021-07-15

2012-01-18

2012-10-17

2018-06-06

2021-04-07

The TradeUp view shows the devices that are available to TradeUp. Each model displayed in the view represents

eligibility. This view is only displayed if assets qualify. See TradeUp on page 50.

Contract

License

Product L

Products Available for Tradeups: 827

+ FortiGate - 100D

v

FortiGate - 60D

FortiGate - 100F

FortiGate - 60F, 61F
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Viewing products hardware lifecycle

The Hardware Lifecycle view shows the current lifecycle status of your products. You can use the dropdown in the
banner to sort the devices by Good, End of Sale < 180 Days, End of Sale, End of Support <180 Days, and End of
Support.

Hardware Lifecycle - 13

<]

= Qe e
» FortiMail 100 015-11-17 .
*  FortiGate 110C ( g -08-2( 1
b FortiGate 100D 2022-07-26 2023-07-26 1
b FortiGate 200A 015-11-17 .
¥ FortiGate 500E 2026-07-15 2026-07-15

b FortiGate 600C 021-01-17 2022-01-17

b FortiGate 60 012-11-21 2013-11-21 1
¥ FortiGate 30E 2025-07-15 2026-07-15

»  FortiGate 60C 2 1
b Fortiwifi 40C 2022-04-16 2023-04-16 1

Viewing products by software lifecycle

The Software Lifecycle view shows the current lifecycle status of the major product software versions for your devices.
Click the dropdown at the top of the page to sort the list by Good, End of Support < 180 Days, and End of Support.
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Software Lifecycle - 21 C

= Al - Search Q ¢ # EREEEegi

»  FortiAnalyzer 6.4 2024-10-09 1

» FortiAuthenticator 4.0 2018 . 1-3( 1

»  FortiMail 4.0 3

» FortiOS 4.0 2-02-24 &

» FortiOS 5.0 2015-11-01 2 1 1

HW Wa
» FortiOS$ 5.2 2017-06-13 2 12-1. 2
Contract

» FortiOS 5.6 2020- 3

»  FortiOS 6.0 1-03-29 3

» Forti0S 6.2 202 2023-09-28

Viewing products by hardware warrant
The HW Warranty view displays the Ship Date, Support Type, and Support Level columns.
View Products - 9100 @
L]
FortiGate 4200F Bundle Ha Advanced HW 2020-11-10
FortiGate 4200F 2020-08-25 Bundle Firmware & General Web/Online 2020-11-10
FortiGate 4200F 2020-08-25 Bundle Enhanced Support  24x7 2020-11-10
FortiGate 4200F Bundle Telephone Support  24x7 2025-11-09
Gate 4200F Bundle Advanced Malware F Web/Online
FortiGate 4200F Bundle NGFW Web/Online 2020-11-10 2025-11-09
FortiGate 4200F 2020-08-25 Bundle Web & Video Filterir Web/Online 2020-11-10
FortiGate 4200F 2020-08-25 Bundle AntiSpam Web/Online 2020-11-10
FortiGate 4201F 2020-08-06 Fortinet Internal Ord Hardware Advanced HW 2021-08-30
FortiGate 4201F -06 Fortinet Internal Ord Firmware & General Web/Online 2021-08
2020-08-06 Fortinet Internal Ord Enhanced Support  24x7 2020-08-30 2021-08-30

FortiGate 4201F 2020-08-06 Fortinet Internal Ord Telephone Support  24x7 2020-08-30 2021-08-30
FortiGate 4201F 2020-08-06 Fortinet Internal Or ivanced Malware F Web/Online 2020-08-30 2021-08-30
FortiGate 4201F 2020-08-06 Fortinet Internal Ord NGFW Web/Online 2020-08-30 2021-08-30
FortiGate 4201F inet Internal Ord Web & Video Filterir Web/Online

rtiGate 4201F

Fortinet Internal O

Spam Web/Online

sate 4201F Fortinet Internal Ord FortiSandbox Cloud Web/Online 2020-08-30 2021-08-30
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Viewing products by contract

The Contract view displays the Contract, SKU, Number Of Seats, Support Type, and Support Level columns.

Dashboard

hout to Expire

In 30 d

Contract: 1401 Contracts 6892 Records

All

FC-30-0

FC-30-00060-019-00-09

FC-30-00060-019-0K

FC-30-00060-019-00-09

FC-30-00060-019-00-09

FC-30-00060-019-00-12

FC-30-00060-019-00-12
FC-30-00060-019-00-12
FC-30-00060-019-00-12
FC-30-00060-019-00-12
FC-30-00060-019-00-12

FC-30-00060-019-00-12

C-30-00060-01

9-00-12

FC-30-00060-019-00-12

FC-30-00060-

FC-30-00201-900-02-12

Viewing products by license

Hardware

Firmware & General

Enhanced Support

Advanced Malware F

NGFW

Hardware

Firmware & General

Enhanced Support

ced Malware

NGFW

Hardware

Firmware & General

Enhanced S

Advanced Malware F £

NGFW

Hardware

Firmware & General W

The License view displays the License, SKU, and Description columns.
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8x5

8x5

8x5

8x5

Return To Factory

Inline

N/A

2004-08-26

2004-08-26

2004-08-26

2004-08-26

2004-08-26

2005-09-30

2005-09-30

2005-09-30

2005-09-30

2007-02-21

2007-02-21

Q

®

R

200

2004-01-27

2004-10-23

2004-10-23

2004-10-23

2004-10-23

2004-10-23

2005-10-23

2005-10-23

2007-05-11

2007

2004-1

2004-10-2%

2004-10-2°

2004-10-2%

2004-10-2

2005-08-2:

2005-08-2:

2005-08-2¢

2005-08-2¢

2005-08-2¢

2006-10-2

2006-10-2¢

2006-1

2006-10-27

2006-10-2:

2008-05-1(

2008-05-1(
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License: 18 Licenses

hboard

©)) Produ

Product List

More Viev

to Expire

In 30 days

HW Warrant

Contract

Product

D NMISSion

Account Sel

LIC-AIO-BASE-EVAL

FTM-LIC-TRIAL

FTM-LIC-TRIAL

FMG-VM-10-UG

FMG-VM-10-UG

FMG-VM-TRIAL

FAZ-VM-BASE-EVAL

FTM-LIC-TRIAL

FTM-LIC-TRIAL

FMG-VM-10-UG

FMG-VM-TRIAL

FAC-VM-BASE

FAC-VM-100-UG

FML-VMO02

FTM-LIC-TRIAL

FAZVM-EVAL

FML-VMO1

Viewing products by location

OO ...

FortiAlOps perpetual license base for 10 FortiG:

Trial SoftToken License

Trial SoftToken License

rade license for 10 de

FortiMan:

FortiManager VM Trial

FortiAnalyzer VM base license for 1 GB/Day and S
Trial SoftToken License

Trial Softloken License

FortiManager VM upgrade license for 10 devices/d¢
FortiManager VM Trial

FortiAuthenticator VM base license for 100 users
FortiAuthenticator VM upgrade license for adding 1
FortiMail- VM02

Trial SoftToken License

FortiAnalyzer VM Evaluation

FortiMail-VM

The Product Location view displays the Address Name, Address, City, State, and Country columns.

&) Products

& Product List
\00

In60d

In 90 da

HW Warranty

Contract

B Account Services

location: 1 Locations 2 Units

Leuchter IT Solutions AG  Winkelriedstrass:

FortiGate 40F
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More views

Viewing decommissioned units

View decommissioned products and account services in the Decommissioned Units view. Once a product or service is

decommissioned, it is no longer accessible from the Product List and Account Service tab. See Decommissioning assets
on page 35.

When a hardware device is moved to Decommissioned Units you can deregister the unit to purge it from your account.

Decommissioned Products: 5 Units

FG100C3G1 EOL (Co-Therm) LAG NCLOUDFW0O02 Fortinet

Assets can be excluded from the Decommissioned Units view by clicking the Delete icon. Multiple assets can be added
or deleted at one time. Click the Exporticon next to the search bar to export the list as a CSV or EXCEL file.

You can use the Decommissioned Units view to return a decommissioned unit back to the Product List.

To restore a unit to the product list:

1. Goto Products > More Views > Decommissioned Units.
2. Do one of the following:

« Inthe Action column, click the Move Back to Product List button.

Decommissioned Products: 2 Units @
ed Units Q X +Add New
FCTEMS8821 Fortinet
FCTEMS8821 Fortinet Move Back to Product List

» Select the units you want to restore and click the Move Back to Product List button.

[ 1 products selecte Move Back to Product List

7] FCTEMS882
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The Restore Confirmation dialog opens.
3. Click Yes, I want to continue. A confirmation message is displayed.

Deregistering units

When the system detects a hardware device that is eligible to be deregistered, the Decommisioned Units view will
display anicon in the Action column.

Requirements:

» The following user roles can deregister a unit: master user, |AM user with Admin permissions, external IdP role with
Admin permissions.

» The device must be registered for at least three years.
+ When a device is re-registered, you must wait a year to deregister it again.

To deregister a device:

1. Go to Products > More Views > Decommissioned Units.
2. Inthe Action column, click the Deregister This Unit button for the selected device. A confirmation dialog opens.

Decommissioned Products: 5 Units @

Q& +Add New

FGT-602103 EOL LAG Luzern Fortinet Deregister This Unit

FGT6OETK] Fortinet

3. Accept the terms of deregistration, and click Deregister this Unit. A confirmation message appears.

A\,

S L4
? If you deregister the wrong device, you can re-register it again right away.

TradeUp

Fortinet’'s TradeUp allows you to access the latest Fortinet solutions, bringing improved performance and updated
security with advanced feature sets to help secure your organization’s entire attack surface.

The TradeUp allows you to TradeUp devices and transfer existing services to the eligible upgraded units. For those
devices where services are not transferred, the remainder of the contract on the old device will be valid until its expiration
date.
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You are not required to return the old unit that was used for TradeUp. Any products that have been TradedUp will not be
eligible for RMA services, renewals or other TradeUps. Once a unit has been traded up, you agree not to reuse, resell,
lend, rent or lease, the replaced unit and not use it for the provision of any kind of commercial services to third parties.

For all other questions regarding TradeUp please email us at:

North America Renewals@fortinet.com

APAC Renewals_ APAC@fortinet.com
EMEA Renewals_ EMEA@fortinet.com
LATAM Renewals_LATAM@fortinet.com

Eligible products

If services are being transferred, the new replacement product must follow the TradeUp recommended replacement
path for services transfer. Please contact your Fortinet Account Manager to discuss which of your devices are eligible for
TradeUp and what upgrade paths are available for transfer of services.

Ineligible products

The following products are not eligible for TradeUp: FortiVoice, FortiClient, Coyote Point, FortiToken, FortiRecorder,
Virtual Appliances, Fortinet VM Solutions, FortiSMS, FortiCarrier, VYDOM, ADOM, Accessories, FortiFone, FortiCamera,
Professional Services, FortiSIEM, FortiProxy, FortiCloud, FortiNAC.

To request a device TradeUp:

1. Go to Products > More Views > Tradeups. Any models available for TradeUp are displayed.

Products Available for Tradeups: 7 @)

¥ FortiGate - 100E FortiGate - 100F 1
b FortiGate - 100D FortiGate - 100F 1
» FortiGate - 60E FortiGate - 60F
¥ FortiGate - S00E FortiGate - §00E

& Account Services

m  ELA Profile

2. To select specific serial number(s) to TradeUp, click the drop down arrow. The serial number list is displayed.
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More views

3. Select the products you want to TradeUp and click Request Tradeup.The | want to tradeup the following devices

dialog opens.
Products Available for Tradeups: 7 @
Search Tradeup Model Q Q0 X W Request Tradeup @
4 FortiGate - 100E FortiGate - 100F
e 10X 018-06-0

»  FortiGate - 100D FortiGate - 100F

»  FortiGate - 60E FortiGate - 80F

» FortiGate - 500E FortiGate - 600E 2

ELA Profile

Click Send My Request. A confirmation message is displayed.

| want to tradeup the following devices

> FortiGate - 100E

NP The model of the recommended replacement unit on your TradeUp request is a
‘?' suggestion and is showing the possible path for Transfer of Services.
- If you do not wish to Transfer Services, please discuss alternative replacement models

with your Fortinet Account Manager to better fit your TradeUp needs.
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Vulnerable units

When at least one vulnerable unit is detected on the current user's account, the Products > FGT Vulnerability List is
displayed in the navigation menu. The vulnerability list includes a list of units with identified critical vulnerabilities and
information about the vulnerability from FortiGuard.

Al - Search FGT vulnerability list Qa 0 &

Please see PSIRT notice for resolution steps

»  FGIR- Vulnerability An exposure of resource to wrong sphere vulnerability [ Tin FortiAnalyzer and FortiMana... 1

»  FGIR- Vulnerability An improper neutralization of input during web page generation vulnerability Jin FortiMa... 1

Select the dropdown menu to filter All, Active, or Decommissioned units.

All v

Active
Decommissioned
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Online renew

Online renew

Fortinet products can be renewed through Asset Management from the Online Renew view. Units that are available for
renewal are displayed in the My Renewable Units List tab.

Ay
‘9' The online renewal feature is only available to North American (US/Canada) customers with
- accounts that have less than fifty units.

To renew a product online:

1. Goto Online Renew > Renewal.

2. Select one or more renewable units from the list, and click Renew. You can apply filters or search based on a units
serial number to reduce the number of displayed units.

Renew Products

My Renewable Units List

=

Search a product Q @ Input Serial Numbers
scriptio Earliest Expiration Date
»  PU431F5E1%( LAWAP2 2021-12-15
» PU431F5E19 LAWAPL 2021-12-15

» PS321C3U1E Mobile WAP 2022-03-17

| O 0 OO

For bulk entry, click Input Serial Numbers to manually specify the units that you want to renew by their serial
number.

= | want to renew the following serial numbers:

@ Bulk Renew All

3. Onthe Selected Units To Be Renewed page, review your selected units and support package. Click Next when
finished.
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Renew Products 1 RENEWALUNITS 2 AGREEMENT 3 BILLING 4 CONFIRMATION

T
Selected Units To Be Renewed

semaLs

» 1 Year UTM Bundle (24x7 FortiCare plus NGFW, AV, Web Filtering and Antispam Services| $422.50

sERALE

Please select a renewal package for this unit

Cancel

To configure a unit's selected support package, click the edit icon. When configuring a product's renewal support
package, you can select one of the pre-configured package options or click Customized Package to configure your
own. To change the renewal period for the selected package, click the down arrow icon.

Customized packages include a selectable list of entitlements that can be applied to the product. The price will be
displayed when an available combination of options have been selected.

e uTP . Er e o1 o

$422.50 . $162.50 . $292.50

) $292.50 7o 1 ven

) $548.44 o
$76781 7=

000000 0O0ROO0OO0O000R AR R

16T Detection

Click the trash icon to remove a product from the list of units to be renewed.
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Confirm to delete

Are you sure you want to delete this unit?

DELETE

Cancel

4. Review the Fortinet Product Registration Agreement, confirm that you have accepted the contract details, and click
Next.

Fortinet Product Registration Agreement

Fortinet Service Terms & Conditions

For FortiCare, FortiGuard and other Service Offerings

THESE TERMS AND CONDITIONS APPLY TO THE PROVISION OF SERVICES BY FORTINET AND EXCLUSIVELY GOVERN THE LEGAL RELATIONSHIP BETWEEN YOU (THE CUSTOMER) AND FORTINET. IT SETS FORTH THE LEGALLY
BINDING RIGHTS AND OBLIGATIONS OF THE CUSTOMER IN RELATION TO FORTICARE SUPPORT OR FORTIGUARD SUBSCRIPTION SERVICES OR OTHER FORTINET SERVICE OFFERINGS. THE CUSTOMER CONSENTS TO BE
BOUND BY THESE TERMS AND CONDITIONS AND TO HAVE BECOME PARTY TO THIS ‘AGREEMENT' (THIS OR THE "AGREEMENT") AND REPRESENTS TO HAVE READ AND UNDERSTOOD THIS AGREEMENT AND HAVE HAD
SUFFICENT OPPORTUNITY TO CONSULT WITH COUNSEL BEFORE AGREEING TO THE TERMS HEREIN. THE CUSTOMER AGREES THAT ANY OF THE FOLLOWING ACTIONS BY CUSTOMER REPRESENTATIVES REPRESENT THE
CUSTOMER'S AUTHORIZED CONSENT TO BE BOUND BY THIS AGREEMENT: (I) RECEIVING, DOWNLOADING, DEPLOYING OR USING ANY SOFTWARE PROVIDED IN CONNECTION WITH FORTINET SERVICES, (Il) RECEIVING,
CONFIGURING, LOGGING IN, REGISTERING OR OTHERWISE USING OR BENEFITTING FROM THE SERVICES, OR (Ill) BY CLICKING ON THE "ACCEPT" BUTTON UPON REGISTRATION (ANY OF (1), (1), OR (Ill) SHALL CONSTITUTE
“ACCEPTANCE" BY CUSTOMER). THE CUSTOMER HEREBY ACKNOWLEDGE AND AGREES THAT THE PERSON ENGAGING IN (1), (I1), AND/OR (lll) IS AUTHORIZED TO BIND THE CUSTOMER TO THE TERMS HEREIN. FOR CLARITY,
NOTWITHSTANDING ANYTHING TO THE CONTRARY, IF CUSTOMER 1S USING AN AUTOREGISTRATION TOOL, CUSTOMER ACKNOWLEDGES AND AGREES THAT ANY AND ALL UNITS REGISTERED USING SUCH TOOL SHALL BE
SUBJECT TO THESE TERMS AND CONDITIONS.

Services are available independently ar in connection with the purchase of Fortinet's products and related including hardware products with embedded software, and software products sold and licensed
to you pursuant to Fortinet's End User License Agreement ("EULA’), which EULA is available at https:/www fortinet.com/content/dam/fortinet/assets/legal/EULA pdf, and you hereby agree to the terms of the EULA.

This Agreement and the Sales Order Acknowledgment represent a legal agreement between the parties with respect to FortiCare and FortiGuard Subscription services or ather Fortinet services, and shall supersede all prior representations,

and whether written or oral. This document expressly supersedes the Customer Service & Support Reference Guide (CSS Reference Guide) and all other service descriptions, and, notwithstanding
anything to the contrary, Fortinet is only baund by, and Customer is only entitled to, services pursuant to official service descriptions that are authorized by Fortinet pursuant to this Agreement and are contractually binding on Fortinet
pursuant to the terms herein

1. DEFINITIONS

[ I have read, understood and accepted the contract stated above

Cancel Previous Next

5. Onthe Payment Information screen, enter your billing details including your address and credit card information,
and click Next.
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Renew Products 1 RENEWALUNITS 2 AGREEMENT 3 BILLING 4 CONFIRMATION

EEEEE
Payment Information

This order is purchased for

O A Government User © A Non-government User
Note: T
First Name Middle Name

Degang Middle
Last Name Company

Kong Fortinet Information Systems
Address Address2

4190 Still Creek Drive, Suite 400 Address2
City Zip/Pastal Code

Burnaby V5C 6C6

Cancel Previous

6. Review your order information and click Confirm to complete the transaction.
You can return to a previous menu at any time by clicking Previous, or exit to renewal wizard by clicking Cancel.

Purchase history

To view your purchase history, go to Online Renew > Purchase History.

Each entry includes information about the total amount, status, and date of the purchase. Invoices and contract letters
can be also be downloaded when available. Click any entry to view additional details including the order ID and a more
detailed breakdown of the purchase summary.

Purchase History

Purchase History

) Buelles $388.70 Contracts Fulfilled 2021-02-16 View | Download Downlaad
Online Renew N $522.50 Contracts Fulfilled 2021-01-12 View | Download Download
Renewal $70.00 Contracts Fulfilled 2020-11-29 View | Download Download
$422.50 Contracts Fulfilled 2020-11-16 View | Download Download
$1,72250 Contracts Fulfilled 2020-08-27 View | Download Download
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Pending registration

The Pending Registration list displays all your unregistered products and devices. You can view the list by Hardware,
Contract, and License views.

Each of the views in Pending Registration displays order groups containing units to be registered. The Registered Status
column displays a status bar with the number units to be registered.

\‘é', For Pending Registration features, your FortiCloud account ID must be linked to an order,

such as a quote or purchase order, before PO approval. Contact your local sales
representative to have future orders linked to your account.

To register a unit pending registration:

1. Expand an order group.
2. Inthe SN# column, select a serial number.
3. Click Register More and complete the steps in the registration wizard. The device is added to the Product List.

Hardware view

The Hardware view displays unregistered devices by Order#, Product Model, and Registered Status. Expand the Order#
group to view the product's SN#, SKU, and Warranty Auto Start Date.

Hardware

4 101068

» 101068

101068

You can export Hardware assets as an Excel or CSV file. Toggle Incomplete registrations only to hide completed
registrations.

To export Hardware assets:

1. Goto Pending Registration > Hardware.
2. (Optional) Search for a specific asset or product model in the search field to filter assets.
3. Click Export.
4. Select the format of the exported file:
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» Excel File
o CSVFile
The file is exported to your device.

Contract view

The Contract view displays unregistered devices by Order#, SKU, SKU Description, Auto-Start Date, and Registration
Status. Expand a group in the view to view the Contract# andContract Forfeit Date.

Contracts [:2)

v ~ ~ v m

You can export Contract assets as an Excel or CSV file.

To export Contract assets:

Go to Pending Registration > Contract.

(Optional) Search for a specific asset or SKU in the search field to filter assets.
Click Export.
Select the format of the exported file:
» Excel File
o CSVFile
The file is exported to your device.

Ao b=

License view

The License view displays unregistered devices by Order#, Product Model, and Registered Status. Expand an order
group to view the License# and Activation Code.
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Pending registration

License

Q ¢ & L=

4 SOAIN000 FS-SW-LIC-200 SW license for FS-200 Series Switches to activate advanced Feature:

You can export License assets as an Excel or CSV file.

To export License assets:

Go to Pending Registration > License.
(Optional) Search for a specific asset or SKU in the search field to filter assets.
Click Export.
Select the format of the exported file:
» Excel File
o CSVFile
The file is exported to your device.

Ao bh =

Scheduled Registration

Scheduled Registration view displays unregistered devices by Bulk Registration ID, Bulk Registration Name, Status,

Scheduled Date and Action. Expand a bulk registration to view products by SN#, Product Model, Contract#, SKU, and
Folder Path.

Use this view to schedule a product registration for a future date or perform a bulk registration.
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Scheduled Registration €

Last 30 days v n Q & 0
~ ~ - ~
» e New York office deployment
» s ™o IT Glue Vancouver
» e Sales department Exclusive
» aste” Digital Critical North America =
» . Amazon Cloud Specific
» i Burnaby_Office_FGT202106 .
» ey Burnaby_Office_FGT202021 *
» o1 Burnaby_Office_FGT202022

You can export Scheduled Registration assets as an Excel or CSV file.

To export Scheduled Registration assets:

Go to Pending Registration > Scheduled Registration.
(Optional) Filter assets. See Filtering registrations on page 67.
Click Export.
Select the format of the exported file:

o Excel File

o CSVFile
The file is exported to your device.

Ao b=

Toggle Complete with error only to view completed bulk registrations that include errors.

If there is an error associated with a product, an Error Message will provide a suggested action.
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‘Scheduled Registration (6)

Scheduled Registration ¢» e error only @

~ @  seanching Scheduled Registration [SYRE-DREF W & 6ulk Registration

FG100ETH - ForsGate 100E EG-1008 FC-10-FI00F-247.02:12

FG100ETH = FornGate 1008 . FG-100€, FC-10-F100F-247:02:12

My Test Registration

Default

Bulk Registration

Use bulk registration to save time registering multiple hardware devices or contracts. Bulk registration can be performed
by importing the serial numbers with an Excel template or entering them manually with the GUI. Both methods allow you

to assign a serial number to a contract or asset folder.

Bulk registration is limited to orders linked to your FortiCare account. Assets not linked to your account cannot be added

through bulk registration. See Pending registration on page 58 for more information.

Ay
b [ 4
9 Bulk registration does not support registering licenses at this time.

To perform a bulk registration:

1. Go to Pending Registration > Scheduled Registration.
2. Click Bulk Registration. The Basic Info page opens.

Scheduled Registration ®@

Searching Scheduled Registration Q ¢ X i@ Bulk Registration
» Register now « Complete With Error 2022-01-10
» My Test Registration  Complete With Error 2022-01-18
» Register now e Completed 2022-01-13

3. Complete the Basic Info form and click Next. The Add Devices page opens.
4. Select Upload a file or Input serial numbers. The Preview page opens.
See Upload a file on page 65 and Input serial numbers on page 66.
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ADD DEVICES

SELECT A METHOD TO ADD DEVICES

® Upload a file QO Input serial numbers

CANCEL

File Upload ;)

1 Basicinfo

PREVIOUS

5. Accept the terms of the registration agreement, and click Register Now. A message is displayed if there are any
errors.
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PREVIEW

END USER TYPE

Non government User

4 Devices To Be Registered

SERIAL NUMBER CONTRACT#
1. FS108D3W1
2. FS108D3W1
F$108D3W1
F$108D3W1

rS

Add Devices view 4 Complete

PARTHER

DESCRIPTION AZSETFOLDER

My Assets
My Assets
My Assets

My Assets

By accepting these terms, you are activating this support contract and the entitlement period provided cannot be changed. If you wish to continue, click "Register Now”™ or Schedule A date to

run it later.

CANCEL

6. Click Complete.

@ Bulk registration request submitted successfully!

PREVIOUS REGISTER NOW

BATCHz 50978

Your bulk registration is running in the backend. Please be reminded that entitlement generation might take a couple of hours to show up on your account after

registration. For more information, click he

Details

END USER TYPE

Non government User

1 Devices in Queue for Bulk Registration

SERIAL NUMBER CONTRACT#

1. FS$108D3W1

PARTHMER

Unknown

DESCRIPTION ASSET FOLDER

My Assets
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Upload a file

Use Sheet 1 to enter registration information. The application will look for this sheet when the file is uploaded.

You can use the registration template to assign devices to an asset folder in the AM the portal. If you do not specify an
ASSET FOLDER LEVEL, the device will be assigned to the My Assets folder.

SERIAL NUMBER*
DESCRIPTION

CONTRACT NUMBER

ASSET FOLDER LEVEL (1, 2
or 3)

Example

This column is mandatory. Each serial number must be unique.

This column is optional. The information you enter here will appear in the device
Description field in the AM portal.

This column is optional. Enter the contract number if you want to assign the serial
number to a contract.

These columns represent the sub-folder structure in the My Assets view of the AM
portal.

To add a device to a folder, enter the folder name in the corresponding Asset
Folder Level.

To add the device to a level 2 or 3 folder, you must enter the names of the parent
folders that precede it. See the example below.

s‘é’, To add the serial number to an asset folder, the folder must

already exist in the AM portal. You cannot use the template to
create a new folder in the portal.

To assign devices to the following folders in the AM portal:

ASSET MANAGEMENT
# Dashboard

o Products

& Product List

¥ Support Team
¥ Burnaby
B Still Creek Drive

= More Views

Enter the device information in the template as follows:

A B
SERIAL NUMBER* DESCRIPTION

FG1 First Floor

FGT First Floor
FGT First Floor

waw N -

L= D E F

CONTRACT NUMBER ASSET FOLDER LEVEL 1 ASSET FOLDER LEVEL 2 ASSET FOLDER LEVEL 3

Support Team
Support Team Burnaby
Support Team Burnaby still Creek Drive
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Pending registration

The bulk registration template can also be filled with information from the Pending Registration
> Hardware and Pending Registration > Contract pages. Both pages allow assets to be

NP exported to a CSV file. See Pending registration on page 58 for more information.
‘Q' Tofill out the template, you can collect the serial numbers and contract numbers for the
- product model you want to register in bulk. Serial numbers can be extracted from the

Hardware page CSV file and contract numbers can be extracted from the Contract page CSV
file. Copy the serial numbers and contract numbers and paste these assets into the template
before manually completing the other fields.

Input serial numbers

Separate the serial numbers with a comma or by pressing Enter on your keyboard.

ADD DEVICES

SELECT A METHOD TO ADD DEVICES

O Upload afile ® Input serial numbers
FGT40FTK210%
FGT40FTK210
FGT40FTK210

You can register a serial number to a contract with the Contract# dropdown. To assign a serial number to an asset folder,
select a folder from the My Assets dropdown. The toggle is enabled by default.
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DD D NF TION
SERIAL NUMBER DESCRIPTIO CONTRACT # ASSET ADDRESS
F5108D3W1 No Contract v My Assets v
FS108D3W1 No Contract ~ My Assets/demo 1 i
FS108D3W1 No Contract ~ My Assets v
My Assets
F5108D3W1 No Contract v a

My Assets/demo 1

My Assets/demo 1/level2

My Assets/demo 1/level2/level3
My Assets/demo 2

CANCEL PREVIOUS “

Filtering registrations

You can filter Pending Registrations by date and completion status in the Hardware, Contract, License, and Scheduled
Registration pages.

The following example demonstrates how to filter Scheduled Registrations registrations. Go to Pending Registration >

Hardware, Pending Registration > Contract, or Pending Registration > License to filter hardware, contract, and license
registrations.

Ay
‘Q' You can filter Hardware, Contract, and License assets by date by entering the date in the
- search field.

To filter pending registrations:

1. Go to Pending Registration > Hardware.
2. Filter the date of registration:
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Pending registration

 Click the date dropdown and select the date range.

Scheduled Registration (0) @

Scheduled Registration @»

Complete with error onl

Last 30 Days - 0 Searching Scheduled Registration .. Q © X
All

Last 30 Days SRR e e -
Last 60 Days

Last 90 Days

e Click the calendar icon and select a start and end date on the calendar.

Scheduled Registration (0) @

Scheduled Registration «»

Last 30 Days - B Searching Scheduled Registration ... Q ¢ X

< Jun s 2022 LR H
JUNE 2022 JULY 2022
MO TU WE TH FR SA su MO TU WE TH FR SA suU
1 2 3 < 5 1 2 3
6 7 8 9 10 11 12 4 5 é 7 8 9 10
n 14 15 16 17 18 19 11 12 13 14 15 16 17
2 Rows To Show

20 21 22 24 25 26 18 19 20 21 22 23 24
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Account Services

Account services can be viewed and managed through the Account Service tab. The serial number, service name,

description, and registration date are displayed in the Account Services table.

You can sort displayed results in ascending or descending order by clicking the header of any displayed column. To filter

the results, enter keywords in the search bar.

Account Service - 8

ASSET MANAGEMENT

o S Al Service Names ~ | Search Account Service

Products

Fow FortiCWP Workload Guardian
4 FGT Vulnerabiliy List
_ Fow FortiCWP Cloudstorage Protection
@ Product List

FcLD FortiCloud Premium Subscription
1R, My Assets

FOGS FortiGSLB-Cloud
= More Views

FeAs FortiCASB Public Cloud
Account Services

FMNG FortiMonitor Cloud
ELA Profile FTAM Premium Support Service

FNDN Fortinet Developer Network

2020-11-10

2020-11-10

2021-04-23

2020-12-21

2020-12-17

2021-02-23

2020-11-12

2021-03-03

Clicking on any service listed opens the details page which has additional information based on the service type.
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Account Service > R @

Premium Support Service

Product Serial No. : Service Name : Premium Support Service Contract No. :
Registration Date : 2020-11-12 Partner: Greenpages Technology Solutions Total Remaining Points : Click here for details
.
Support Type Support Level Activation Date Expiration Date
Premium Support Enterprise First 2020-01-07 2022-04-11
Prepaid One day Service On Site 2021-03-07 2021-04-06
Enterprise Technical Support Advanced Coordinator 2021-02-23 2021-08-22
E
Contract Number SKU Registration Date
b 2021.03.07
. 2021-02-23
3 2021-01-27
» 2021-01-25
13 2021-01-22
» 20201112
' 2020-05-26
N ! ’, Account services can be registered in the same method as products, contracts, and licenses.
9 Use the Register More button in the Products page or select Register Now from the
- Dashboard. See Registering assets on page 31 for more information.
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Marketplace

Marketplace

Marketplace provides access to Fortinet Inc. products and services that will allow you to increase your organization's
security, productivity, and profitability. Use FortiPoints to purchase products and packages, such as FortiCare, UTP, and
the FortiGate Enterprise Bundle.

You can add more FortiPoints to your account by selecting Register Points. Once you have enough FortiPoints, select
an existing Fortinet product to renew or upgrade. You can then use your FortiPoints to customize products and services,
or purchase an existing renewal bundle.

NP You must accept the Fortinet Inc. Service Terms & Conditions to use Marketplace. If you have
‘Q' not yet accepted the Terms & Conditions or the terms have been upgraded, you will be
- prompted to read and accept them before you can proceed. See Creating a new accountin the

FortiCloud Account guide for more information.

Marketplace includes multiple pages:

* General on page 71
+ Spending on page 73
« History on page 109

General

The Marketplace > General page displays a high level overview of your Marketplace account, including recently
registered FortiPoints and spending.

Marketplace
Account Overview
EXPLORE SMART WAYS TO
-, SPEND YOUR POINTS
| Aol ol
299727 [ T .
=
MY POINTS o
310000 1298 8975 =
Recent Points Added e Recent Spending
FPT Comy d
FPT 73
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https://docs.fortinet.com/document/forticloud/latest/forticloud-account/258456/introduction

Marketplace

Select Register Points if you do not have any FortiPoints registered.

Get Started with Fortinet's New Feature - Marketplace

Marketplace provides access to Fortinet products and services that will allow you to
increase your organization's security, productivity, and profitability. Use FortiPoints to
purchase products and packages, such as FortiCare, UTP, and the FortiGate Enterprise
Bundle.

You can add more FortiPoints to your account by selecting Register Points. Once you
have enough FortiPoints, select an existing Fortinet product to renew or upgrade. You
can then use your FortiPoints to customize products and services, or purchase an
existing renewal bundle.

# Register Points —

Account Overview

The Account Overview section presents information on your:

Total FortiPoints value The total number of registered FortiPoints.
Total FortiPoints balance The current number of available FortiPoints (Total FortiPoints - Used FortiPoints).
Reserved FortiPoints FortiPoints currently being processed by Fortinet Inc.. These points are not yet

available to use. If they are approved, they will be allocated to the Total
FortiPoints value. If they are not approved, they will be released and the total
value will not changed.

Used FortiPoints The number of FortiPoints that have already been used in the Marketplace.

Recent Points Added

The Recent Points Added section displays the five most recently registered FortiPoints licenses, including the license
and SKU number, the points value, and the expiration date. Select the icon in the top right corner of the card to see more
information or select one of the tabs from the navigation menu.

For more information on registering FortiPoints, see Spending on page 73.

Recent Spending

The Recent Spending section displays the five most recent transactions using FortiPoints. Details included with the
spending overview transaction number, description of the service, the FortiPoints spent, and expiration date. Select the
icon in the top right corner of the card to see more information or select one of the tabs from the navigation menu.

For more information on purchasing services, see Spending on page 73.
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Marketplace
Spending

You can register and spend FortiPoints from the Marketplace > Spending page.

| Want to Spend My

Points on
ze, chooze, and exc points fos

point far our imprazsive [zt of services and products to increase security, productivity, and proftability: with more on the wa 0.00

Q o Register Points

1l B & (@) 5 ,

FortiGate FortiManager FortiAnalyzer FortiAP FortiExtender
L Currently, only FortiGate, FortiManager, FortiAnalyzer, FortiAP, FortiExtender, FortiSwitch,
? FortiClient EMS, and FortiFlex related products are supported. FortiCloud will gradually add
3 new product categories for FortiPoints use in the future.

This section includes:

« Registering points on page 73
« Using FortiPoints on page 73

Registering points

You can register points from the General and Spending pages by selecting Register Points. See Registering assets on
page 31 for more information on how to complete the registration process.

Using FortiPoints

You can use FortiPoints for renewing and upgrading existing contracts and services from the Spending page. FortiPoints
can also be transferred to FortiFlex points to be used in the FortiFlex portal.

Ay
‘Q' Service renewal and upgrade options presented in the product examples may not cover all
- services available. Options vary depending on product model.

Products supported on Fortinet Inc. Marketplace include:

» FortiGate on page 74
« FortiManager on page 80
« FortiAnalyzer on page 85
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» FortiAP on page 91

« FortiExtender on page 96

» FortiSwitch on page 100

» FortiClient EMS on page 105
» FortiFlex on page 107

FortiGate

FortiGate services and contracts can be renewed or upgraded from the Marketplace > Spending page.

PRMA services can be selected from the Add-On list. If the location is not set in the product
details for the selected serial number, you cannot apply PRMA to the upgrade. See Viewing
the product location on page 29.
You can buy PRMA contracts for your existing hardware. If Fortinet Inc. has announced an
End of Support date for a specific model, the PRMA service contract for that model will be
removed from the price list. When the SKU is removed from the price list, the Marketplace will
> ’ not display the PRMA service in the Add-On list. This is by design across all online renewal
? platforms.
= The following documents provide more information on PRMA:
¢ RMA companion and PRMA service descriptions are available on support.fortinet.com.
Log into FortiCloud and navigate to Support > Resources > Guidelines, Policies &
Documents.
¢ Premium & Secure RMA in the ELA Portal guide provides descriptions on adding and
reviewing PRMA contracts in the FortiCloud ELA portal.

To renew a FortiGate service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on

<e. choose, and exchang points for our imprezsive list of services and products to increase security, productivity, and profitability: with more on the wa 30000.00

Q o8 Register Points

1 B O (@) 5

FortiAnalyzer

FortiGate FortiManager FortiAP FortiExtender

2. Select FortiGate.
The Add Products page is displayed.
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Marketplace

Spending / FortiGate Cloud 0

You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to renew:

» Select Select from Product List and choose the products to renew. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.

Spending / FortiGate Cloud 0
BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers

A T | search a

» Select Input Serial Numbers and enter the product serial number of the product you want to renew.

Spending / FortiGate Cloud 0

You can choose up to 10 products

Select from Product List Input Serial Numbers

4. Select Renew. The selected products are displayed in accordion dropdown menus.
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Renew

= FortiwiFi 60E O
Fwran 04
»
TERM
1 Year Support -
SELECT A PREDEFINED BUNDLE® Opts
o Ut 630pt:

UTM Bundle (24x7 FortiCare plus NGFW, AV, Web Filtering and Antispam Services)

o Elite Bundle 225pt:
FortiCare Premium & Elite Support

5 FortiCare 180¢t:

Forticare Premium

O Enterprise Bundle 7655
HW ENT bundle for OS5 6.4
0 ldon'tneed a bundle Optz
ADD-ON Opts
O Forticloud Threat Detection Service 1005t
+ FortiGate 61E O
I 0ot

5. For each product model, select a renewal package:
a. Selectthe Term of the renewal package.
b. Select number of CPUs from the Support Range/Seats dropdown list, if required.
c. Select the type of renewal package from the predefined bundles.

A\,
‘?' Click the i beside Select a Predefined Bundle for more information on what is included

with each bundle.

d. Selectany Add-On services.

Ay
S L4
q If an Add-On is already included, it will be greyed out and unavailable to select.

The Total Points Cost will update.
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TTO
— FortiWiFi 60E 325
W
»
TERM
1 Year Support -
SELECT A PREDEFINED BUNDLE® 225pts
o utP 6305tz
UTM Bundle (24x7 FortiCare plus NGFW, AV, Web Filtering and Antispam Services)
@ Elite Bundle 225pt:
FortiCare Premium & Elite Support
o FortiCare 180pt=
Forticare Premium
(  Enterprise Bundle 765pt:
HW ENT bundle for 05 6.4
I dont need a bundle Opt
ADD-ON 100pts
FortiCloud Threat Detection Service 100pt:
+ FortiGate 61E Opi
TOTAL POINTS COST 325pts

PREVIEW MY ORDER

6. Click Preview My Order. The Order Summary is displayed.

Spending / FortiGate Cloud 310,000

BACK

ORDER SUMMARY

325.00pts
4 FWF60E 2025-04-14 2026-04-14 325.00
FC-10 FortiWiFi-60E 1 Year FortsCare Elite Support [ 25
100.00pts
4 FGTS1E BK00702 N/A 2024.05-07 100.00
FC-10- FortiGuand Indicator of Compromise (I0C) FG: 390 1 Year FortiGuard Indicators of Compromize IOC]for FortiGate 20 Series. 0 100
TOTAL POINTS COST 4255t
C E IPTION *
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Ay
‘Q' If you do not have enough FortiPoints registered to complete the renewal, a warning
- message is displayed and you are prompted to register more points.

7. Add a Description to the transaction.
8. Click Place My Order. A transaction summary is displayed and the transaction is added to the History page.

To upgrade a FortiGate service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on
Brawse, choose, and exchange your points for our imprezsive list of services and products to increase security, productivity, and profitability: with more on the wa 30000.00

Q o8 Register Points

1 B O (@) 5

FortiGate FortiManager FortiAnalyzer FortiAP FortiExtender

2. Select FortiGate.
The Add Products page is displayed.

Spending / FortiGate Cloud

You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to upgrade:

» Select Select from Product List and choose the products to upgrade. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.
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Spending / FortiGate Cloud

You can choose up to 10 products

Select from Product List Input Serial Numbers

» Select Input Serial Numbers and enter the product serial number of the product you want to upgrade.

Spending / FortiGate Cloud

You can choose up to 10 products

Select from Product List Input Serial Numbers

4. Select Upgrade.
5. Select the End Date calendar to select the end date of the upgrade package.

6. Select an upgrade details for each of the selected products:
a. Select the number of CPUs from the Support Range/Seats dropdown list.
b. Select a upgrade package from the predefined bundles list.
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c. Select any additional add-ons.

= FortiGate VM Subscription

SELECTA

U) with FortiCare sesvices fonly) included

1 CPU) with Enterprise Bundie inclugied

7. Click Preview My Order.
8. Click Place My Order.

FortiManager
FortiManager services and contracts can be renewed or upgraded from the Marketplace > Spending page.

To renew a FortiManager service or contract:

1. Goto Marketplace > Spending.

| Want to Spend My Points on

Browze, r our imprecsive list of zer

Search Q o Register Points

cduct: to increase security, productivity. and profitability: with more on the way! 30000.00

1l E & ((®) H >

FortiGate FortiManager FortiAnalyzer FortiAP FortiExtender

<

2. Select FortiManager.
The Add Products page is displayed.
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Marketplace

Spending / FortiManager 724766.90
BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to renew:

» Select Select from Product List and choose the products to renew. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.

Spendi

ng / FortiManager 724766.90
BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers

» Select Input Serial Numbers and enter the product serial number of the product you want to renew.

Spending

s / FortiManager 724766.90

BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers

ase use comma to separate products

4. Select Renew. The selected products are displayed in accordion dropdown menus.
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Renew

— FortiManager-VvM

EMG-VM
TERM

1 Year Support

SERVICE
0O Elite service
[ 24x7 Phone Email Firmware & General Updates

O FortiCare Premium & Elite Support for VM

For each product model, select a renewal package:
a. Selectthe Term of the renewal package.

b. Selectthe desired Service.

The Total Points Cost will update.
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Marketplace

WANTTO

Renew

— FortiManager-VvM

EMG-VM
TERM

1 Year Support

SERVICE

O  Elite service

B 24x7 Phone Email Firmware & General Updates

5. Click Preview My Order. The Order Summary is displayed.

Spending / FortiManager

4 FMGVM

FC1-10-M3004-248-02-12

Please input memo of this transaction

Asset Management 24.1 Administration Guide for Asset Groups
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540.50,:
»
540.50pts
1-10 - 135.00pt
1-10 - 540.50pts
540.50 pts
724766.90
5 BACK
ORDER SUMMARY
540.50 pts
2024-05-07 2025-05-07 540.50
FortiManager - VM FortiCare Premium Support 1 Year FortiCare Premium Support (1 - 10 devices/Virtual Domainz| 4] 540.5
540.50 pts
Ed

GO BACKTO EDIT PLACE MY ORDER
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Marketplace

Ay
‘Q' If you do not have enough FortiPoints registered to complete the renewal, a warning
- message is displayed and you are prompted to register more points.

6. Add a Description to the transaction.
7. Click Place My Order. A transaction summary is displayed and the transaction is added to the History page.

To upgrade a FortiManager service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on
Browze, choose, and exchange your paints for our imprezzive list of services and product: to increase security, productivity, and profitability: with mare on the wa: 30000.00

Q o Register Points

1l B O @) 5

FortiGate FortiManager FortiAnalyzer FortiAP FortiExtender

2. Select FortiManager.
The Add Products page is displayed.

Spending / FortiManager 724766.90

You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to upgrade:

» Select Select from Product List and choose the products to upgrade. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.

Spending / FortiManager 724766.90

BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers
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» Select Input Serial Numbers and enter the product serial number of the product you want to upgrade.

Spending / FortiManager

BACK
You can choose up to 10 products
Select from Product List Input Serial Numbers
Input Serial Numbers comma to separate products
“

4. Select Upgrade.

5. Select the End Date calendar to select the end date of the upgrade package.

6. Select the upgrade Service.
CHOOSE SUPPORT SERVICES

= FortiManager VM

CAR-FGTMGR-AZ

iCare Upgrade From Premiium To Hlite Upgrade FortiCare Premium To Bite [1 - 10 Devices/Virtua
e FortiCare Premium Sugport

[ 24x7 Phone,Emai
FortiManager - VM Fe

& General Updates
um Support FortiCare Premium Supgort (1- 10 Dey

1-10
[ FortiCare Premium & Elite Support For VM

M FortiCare Elite Support FortiCare Eite Supgort (1 - 10 Devices/Virtuzl Domains)

PREVIEW MY ORDER

7. Click Preview My Order.
8. Click Place My Order.

FortiAnalyzer

FortiAnalyzer services and contracts can be renewed or upgraded from the Marketplace > Spending page.
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To renew a FortiAnalyzer service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on

ur points fer our impressive list of cervices and

1l E O

FortiAnalyzer

<
FortiGate FortiManager

2. Select FortiAnalyzer.
The Add Products page is displayed.

Spending / FortiAnalyzer

You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to renew:

products to increase security, productivity, and profitability: with mere on the way!

(c))

FortiAP

30000.00

Q oA Register Points

u >

FortiExtender

724766.90

BACK

» Select Select from Product List and choose the products to renew. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.

Spending / FortiAnalyzer

ou can choose up to 10 products

Select from Product List Input Serial Numbers

o
O 3 rtisan

D

[m B RAZAM rtiAnalyzer

O AZ-Wh

[m B RAZAM 0927
[m 2V Fortitnalyzer 9:
[m B RAZAM 0927
[m B RAZAM

[m 2V rtiAnalyzer

[m 2V rtiAnalyzer
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Marketplace

o Select Input Serial Numbers and enter the product serial number of the product you want to renew.

Spending / FortiAnalyzer 724766.90
BACK
You can choose up ta 10 products

Select from Product List Input Serial Numbers

Input Serial Numbers, please use comma to separate products

4. Select Renew. The selected products are displayed in accordion dropdown menus.

Renew
= FortiAnalyzer VM Opt=
vy 0977447 209401
b
TERM
1 Year Support -
SERVICE Opts
O FortiGuard Indicators of Compromise {10C) Service 16 - 91080
D Industrial Security Service 16 - 910.80p
D uard Security Audit Update 16 - 910.80p
O Elite service ] - 240.00pt=
O 24x7 Phone Email Firmware & General Updates 16 - 961405
O FortiCare Premium & Elite Support for VM 16 - 1202005t
O Fortinalyzer Security Automation with unrestircted Playbook usage 16 - 2732400
D 10C and Outbreak Detection Service 16 - 1366.20p
O Storage Service 10TB Ops

PREVIEW MY ORDER

5. For each product model, select a renewal package:
a. Selectthe Term of the renewal package.
b. Selectthe desired Service.
The Total Points Cost will update.
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\NTTO

Renew

— FortiAnalyzer VM

FA7VMT

TERM

1 Year Support

SERVICE

o

FortiGuard Indicators of Compromise (I0C) Service

a

FortiGuard Industrial Security Service

a

FortiGuard Security Audit Update

[m]

Elite service
24x7 Phone Email Firmware & General Updates

FortiAnalyzer Security Automation with unrestircted Playbook usage

o

]

FortiGuard IOC and Qutbreak Detection Service

a

Storage Service 10TB

01977447

Unlimited

1-6

1-6

Ogtz

6. Click Preview My Order. The Order Summary is displayed.

Spending / FortiAnalyzer

FortiAnalyzer VM

« FAZ-VM ' 09274467

FC4-10-IVOVM-248-02-12

Please input memo of this transaction

ORDER SUMMARY
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9487.50,

2024-06-25

9487 50pts
910805t
910805t
910805t
24000t

9487.50p1
2732400t

1366.20pt

9487.50 pts

PREVIEW MY ORDER

724766.90

5 BACK

2024-08-27 9487.50

0 94875

9487.50 pts

Ed

K TO EDIT PLACE MY ORDER
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Ay
‘Q' If you do not have enough FortiPoints registered to complete the renewal, a warning
- message is displayed and you are prompted to register more points.

7. Add a Description to the transaction.
8. Click Place My Order. A transaction summary is displayed and the transaction is added to the History page.

To upgrade a FortiAnalyzer service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on
Browze, choose, and exchange your points fer our impressive list of services and products to increase security, productivity, and profitability: with more en the way! 30000.00

Q o8 Register Points

1l E O @) 5

FortiGate FortiManager FortiAnalyzer FortiAP FortiExtender

2. Select FortiAnalyzer.
The Add Products page is displayed.

Spending / FortiAnalyzer 724766.90

BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to upgrade:

» Select Select from Product List and choose the products to upgrade. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.
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Spending / FortiAnalyzer 724766.90
BACK
‘You can choose up to 10 products
Select from Product List Input Serial Numbers
] *  Search a

R

» Select Input Serial Numbers and enter the product serial number of the product you want to upgrade.

Spending / FortiAnalyzer 724766.90

BACK

ou can choose up to 10 products

Select from Product List Input Serial Numbers

Input Serial Numbers, please use comma to separate products

4. Select Upgrade.

5. Select the End Date calendar to select the end date of the upgrade package.

6. For each product model, select an upgrade package:
a. Select a upgrade package from the predefined bundles list.
b. Select any additional add-ons.
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CHOOSE SUPPORT SERVICES

— FortiAnalyzer 2000E

FL-ZKET 2024-08-19

SELECT A PREDEFINED BUNDLE®

oud Service Subscription ta FortiAnalyzer storage connector senvice for 10T data transfer to public cioud

O FortiGuard Indicators of Compromise (IOC} Service
iGuard Indicators of Compromise (I0C) Service

ForfiAnalyzer-21

PREVIEW MY ORDER

7. Click Preview My Order.
8. Click Place My Order.

FortiAP
FortiAP services and contracts can be renewed or upgraded from the Marketplace > Spending page.

To renew a FortiAP service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on
or our imprecsive list of zervices and products to increase security, productivity. and profitability: with mere on the way! 30000.00

Search Q o Register Points

<

FortiGate FortiManager FortiAnalyzer FortiAP FortiExtender

2. Select FortiAP.
The Add Products page is displayed.
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Spending / FortiAP 724766.90
“You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to renew:

» Select Select from Product List and choose the products to renew. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.

FortiAP 724766.90

BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers

Spending / FortiAP 724766.90
You can choose up to 10 products

Select from Product List Input Serial Numbers

Numbers, please use comma to se

4. Select Renew. The selected products are displayed in accordion dropdown menus.
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Renew
= FortiAP U433F Opt=
ous 2094.07.17
»
TERM
1 Year Support -
SELECT A PREDEFINED BUNDL Opt
O Forticare 146.50pt=

Forhcare Premium

-y | don't need a bundle Opts

ADD-ON Opts

[ 2447 Support Pius FortCloud FAP Managsment and FortiPresence service 133405 (] FortiPresence Cloud Service 126.00pt:

[ FortiAP UTM subscription services 61.00pt:
PREVIEW MY ORDER

5. For each product model, select a renewal package:
a. Selectthe Term of the renewal package.
b. Select the type of renewal package from the predefined bundles.

A\,
‘Q' Click the i beside Select a Predefined Bundle for more information on what is included

with each bundle.

c. Selectany Add-On services.

L}
S L4
9 If an Add-On is already included, it will be greyed out and unavailable to select.

The Total Points Cost will update.
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WANT TO

Renew

= FortiAP U433F

b1
Ll

TERM

1 Year Support

SELECT A PREDEFINED BUNDLE®

® Forticare
Forticare Premium

O Idont needa bundle

ADD-ON

[0 24x7 Support Plus FortiCloud FAP Management and FortiPresence service 133.10pts (] FortiPresence Cloud Service

B FortiAP UTM subscription services

6. Click Preview My Order. The Order Summary is displayed.

Spending / FortiAP

ORDER SUMMARY

20240217

FC-10-PA33F-247-02-12 FortiAP-U433F 1 Year FortiCare Premium Suppart

Please input memo of this transaction

Asset Management 24.1 Administration Guide for Asset Groups
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207.50,:-

20194-09-17

146 50pts

14650t

Opt:

61.00pts
126005t
61005t

207.50pts

PREVIEW MY ORDER

724766.90

5 BACK

207.50pts

207.50

207.50pts

p

GO BACKTO EDIT PLACE MY ORDER
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Ay
‘Q' If you do not have enough FortiPoints registered to complete the renewal, a warning
- message is displayed and you are prompted to register more points.

7. Add a Description to the transaction.
8. Click Place My Order. A transaction summary is displayed and the transaction is added to the History page.

To upgrade a FortiAP service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on
Browze, choose, and exchangze your points for our imprezsive list of services and product: to increase security, productivity, and profitability: with more on the wa: 30000.00

Q o Register Points

1l B O @) 5

FortiGate FortiManager FortiAnalyzer FortiAP FortiExtender

2. Select FortiAP.
The Add Products page is displayed.

Spending / FortiAP

=]
T

724766.90
BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to upgrade:

» Select Select from Product List and choose the products to upgrade. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.

724766.90
BACK
ou can choose up to 10 products

Select from Product List Input Serial Numbers
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» Select Input Serial Numbers and enter the product serial number of the product you want to upgrade.

You can choose up to 10 products

Select from Product List Input Serial Numbers

Input Serial Numbers, please use comma to separate products

4. Select Upgrade.

5. Select the End Date calendar to select the end date of the upgrade package.

6. Foreach product model, select an upgrade package:
a. Select the type of upgrade package from the predefined bundles.
b. Selectany Add-On services.
Click Preview My Order.
Click Place My Order.

FortiExtender

724766.90

BACK

FortiExtender services and contracts can be renewed or upgraded from the Marketplace > Spending page.

To renew a FortiExtender service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on

ur imprazsive list of services and products to increase security, productivity, and profitability: with more on the wa

1l E G, (@)

FortiGate FortiManager FortiAnalyzer FortiAP

2. Select FortiExtender.
The Add Products page is displayed.
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FortiExtender 724766.90
BACK
‘You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to renew:

» Select Select from Product List and choose the products to renew. You can filter assets by expiry date and

product model, or use the Search field to locate specific products.

Spending / FortiExtender 724766.90
BACK
‘You can choose up to 10 products
Select from Product List Input Serial Numbers
a1 || seard h a

o Select Input Serial Numbers and enter the product serial number of the product you want to renew.

Spending / FortiExtender 724766.90
You can choose up ta 10 products

Select from Product List Input Serial Numbers

4. Select Renew. The selected products are displayed in accordion dropdown menus.
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— FortiExtender 40D AMEU Opic
Fx0: SMR 35190 Auctin TX
»
TERM
1 Year Support -
SELECT A PREDEFINED BUNDLE® Opts
O Forticare (Premium) 80.00pt

Forticare Premium

I don't need a bundle Opts

PREVIEW MY ORDER

5. For each product model, select a renewal package:
a. Selectthe Term of the renewal package.
b. Select number of CPUs from the Support Range/Seats dropdown list, if required.
c. Select the type of renewal package from the predefined bundles.

Ay
‘Q' Click the i beside Select a Predefined Bundle for more information on what is included
- with each bundle.
d. Selectany Add-On services.
0y
S r'd
9 If an Add-On is already included, it will be greyed out and unavailable to select.

The Total Points Cost will update.
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Renew

= FortiExtender 40D AMEU 80.00,::
Fxns SMR 35190 Austin TX
b
TERM
1 Year Support -
SELECT A PREDEFINED BUNDLE® 80.00pts
® Forticare (Premium) 80.00pt:

O ldon't need a bundle Opts

80.00pts

PREVIEW MY ORDER

6. Click Preview My Order. The Order Summary is displayed.

Al
‘Q' If you do not have enough FortiPoints registered to complete the renewal, a warning
- message is displayed and you are prompted to register more points.

7. Add a Description to the transaction.
8. Click Place My Order. A transaction summary is displayed and the transaction is added to the History page.

To upgrade a FortiExtender service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My

Points on
points for our imprezsive list of zervices and products to increase security, productivity, and profitability: with more on the wa 30000.00

Q o Register Points

1 E & (@) H

FortiAnalyzer

FortiGate FortiManager FortiAP FortiExtender

2. Select FortiExtender.
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The Add Products page is displayed.

Spending / FortiExtender 724766.90
You can choose up ta 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to upgrade:

» Select Select from Product List and choose the products to upgrade. You can filter assets by expiry date and

product model, or use the Search field to locate specific products.

Spending / FortiExtender 724766.90

You can choose up ta 10 products

Select from Product List Input Serial Numbers

» Select Input Serial Numbers and enter the product serial number of the product you want to upgrade.

Spending / FortiExtender 724766.90
BACK
‘You can choose up to 10 products

Select from Product List Input Serial Numbers

4. Select Renew.
5. Select the End Date calendar to select the end date of the upgrade package.

6. For each product model, select an upgrade package:
a. Select the type of upgrade package from the predefined bundles.
b. Selectany Add-On services.

7. Click Preview My Order.

8. Click Place My Order.

FortiSwitch

FortiSwitch services and contracts can be renewed or upgraded from the Marketplace > Spending page.
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To renew a FortiSwitch service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on

Srawize, choose, and exchange your points for our impressive list of services and products to increase security, productivity, and profitability: with more on the wa 30000.00

Search .. Q o Register Points

e () T x o8

FortiAnalyzer FortiAP FortiExtender FortiSwitch

2. Select FortiSwitch.
The Add Products page is displayed.

Spending / FortiSwitch 724766.90

You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to renew:

» Select Select from Product List and choose the products to renew. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.

Spencling / FortiSwitch 724766.90

— BACK

ou can choose up to 10 products

Select from Product List Input Serial Numbers

O 5248 FortiSmitch 248€ POE TESTSWITCH

» Select Input Serial Numbers and enter the product serial number of the product you want to renew.

Spending / FortiSwitch

724766.90
Vo conchoc 1o 10 products
Input Serial Numbers, please use comma to separate products
Ed
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4. Select Renew. The selected products are displayed in accordion dropdown menus.

Renew

— FortiSwitch 248E POE Opis
o rreTawiTen
»
TERM
1 Year Support -
SELECT A PREDEFINED BUNDLE® Opts
O Full Bundie (Premium) 277 20515
Forticars Premium
I don't need a bundle Opts
ADD-ON Opts
FortiLAN Cloud Management Flus FC Support 115505t
PREVIEW MY ORDER

5. For each product model, select a renewal package:
a. Selectthe Term of the renewal package.
b. Select number of CPUs from the Support Range/Seats dropdown list, if required.
c. Select the type of renewal package from the predefined bundles.

Ay
‘Q' Click the i beside Select a Predefined Bundle for more information on what is included
- with each bundle.
d. Selectany Add-On services.
Ay
S r'd
9 If an Add-On is already included, it will be greyed out and unavailable to select.

The Total Points Cost will update.
6. Click Preview My Order. The Order Summary is displayed.
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Spending / FortiSwitch

724766.90
ORDER SUMMARY o
277.20pts
» 5248 TESTSWITCH N/A 2024-02-12 277.20
277.20pts
\‘ ! 'l
q If you do not have enough FortiPoints registered to complete the renewal, a warning
message is displayed and you are prompted to register more points.

7. Add a Description to the transaction.
8. Click Place My Order. A transaction summary is displayed and the transaction is added to the History page.

To upgrade a FortiSwitch service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My

Points on
8, chocse, and exc points ft

points for our imprezsive list of zenvices 2nd products ta increase security, productivity, and profitability: with more on the wa 30000.00

Q oA Register Points

¢, ((®) B X : @ G

FortiAnalyzer FortiAP FortiExtender FortiSwitch

2. Select FortiSwitch.
The Add Products page is displayed.
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Spending / FortiSwitch 724766.90

BACK
You can choose up to 10 products

Select from Product List Input Serial Numbers

3. Select the products you want to upgrade:

» Select Select from Product List and choose the products to upgrade. You can filter assets by expiry date and

product model, or use the Search field to locate specific products.

Spending / FortiSwitch 724766.90

BACK

ou can choose up to 10 products

Select from Product List Input Serial Numbers

» Select Input Serial Numbers and enter the product serial number of the product you want to upgrade.

Spending / FortiSwitch 724766.90

BACK

You can choose up to 10 products

Select from Product List Input Serial Numbers

4. Select Upgrade.
5. Select the End Date calendar to select the end date of the upgrade package.

6. Foreach product model, select an upgrade package:

a. Select the type of upgrade package from the predefined bundles.
b. Selectany Add-On services.
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CHOOSE SUPPORT SERVICES

= FortiSwitch 248E POE

5248EPTF TESTSWITCH

SELECT A PREDEFINED BUNDLE®

ADD-ON

O FortiLAN Cloud M

sgged Models) FortiLAN Cloud Management SK\J Including FortiCare Premium (Note, FortiCare anly 2pplicable when wsed ith ForLAN Cloug)

[0 FortiCare Premium & Elite Support
For POE FortiCare Elits Suppart

0O PRMA O Next Day Delivery PRMA O 4-hour Delivery PRMA O 4-hour Onsite PRMA

Premium RMA Senvice

PREVIEW MY ORDER

7. Click Preview My Order.
8. Click Place My Order.

FortiClient EMS
FortiClient EMS services and contracts can be upgraded from the Marketplace > Spending page.

To upgrade a FortiClient EMS service or contract:

1. Go to Marketplace > Spending.

| Want to Spend My Points on
Browze, chooze, and e ointz for our imprezzive lizt of cervices and product: to increase security, productivity, and profitability: with more on the wa, 2,214,219,694.49

Q o Register Points

() H X & &

FortiAP FortiExtender FortiSwitch FortiClient EMS FortiFlex

2. Select FortiClient EMS.
The Add Products page is displayed.

Spending / FortiClient EMS 2,214.219,694.49

Input Serial Number:

3. Select the products you want to upgrade:
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» Select Select from Product List and choose the products to upgrade. You can filter assets by expiry date and
product model, or use the Search field to locate specific products.

Spending / FortiClient EMS 2,214,219,694.49

Youcan choose up to 1 products

Select from Product List Input Serial Numbers

» Select Input Serial Numbers and enter the product serial number of the product you want to upgrade.

Spending / FortiClient EMS 2,214,219,694.49

4. Select Upgrade.
5. Select the End Date calendar to select the end date of the upgrade package.

Renew Upgrade

6. For each product model, select support services:
a. Select the type of package from the predefined options.
b. Select any Forensic Analysis Service options.
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c. Enterthe Support Range/Seats.

B 24x7 FC support ZTNA
B 24x7 FC support EPP
FortiClient Chrome and 24x7 support

FCT User based ZTNA plus 24X7 FC
support

FCT User based EPP plus 24X7 FC
support

FCT User Based Chrome plus 24X7
FC support

PREVIEW MY ORDER

7. Click Preview My Order.
8. Click Place My Order.

FortiFlex

FortiPoints can be transferred to FortiFlex points to be used in the FortiFlex portal. See the FortiFlex Administration
Guide for more information on using points in the FortiFlex portal.

Al
S L4
? FortiFlex point transferal is final. Once points have been transferred, they cannot be returned.

The conversion rate of FortiPoints to FortiFlex points, points rollover, and expiration information depend on the
conversion option:

 Lite: Available for less than 50 thousand FortiFlex points.

» Standard: Available for 50 thousand to 1 million FortiFlex points.
» Pro: Available for 1 million to 10 million FortiFlex points.
 Ultimate: Available for over 10 million FortiFlex points.

Details on each option can be viewed in Marketplace > Spending > FortiFlex.
To transfer FortiPoints into FortiFlex points:

1. Go to Marketplace > Spending.
2. Select FortiFlex.
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2,214,219,694.49

Marketplace
oducts o increase security, productivity, and profitability: with mere on the wa
-

st of services

| Want to Spend My Points on

for categories
o
¥
nnnnnn

FortiFlex

() 5 X
FortiAP FortiExtender FortiSwitch FortiClient EMS
\‘ ! 'l
q If the user does not have access to the FortiFlex portal or the license is expired, the
FortiFlex card will be grey and cannot be selected.
3. Add a description of the transfer in the Memo field.
Transfer my FortiPoints to FortiFlex Points 25374.74 19,386.06
FortiFlex Points wanted
10,000

The Greater Your Purchase,
1

The Lower Your Expense.
(@ Prezse note that points transfers are final nd transferred points CANNOT be returned.

FortiPoints needed
12000.00

Conversion Rate

FortiFlex Needed

0K~ 1M

1M~ 10M

4. Enter the number of FortiFlex points you want. The FortiPoints needed field will update to show how many points

must be transferred to receive the desired amount.
Click Swap to enter the amount of FortiPoints you want to transfer. The FortiFlex Points

vy
wanted field will update with the number of FortiFlex points you would receive.

5. Click Request Transfer. The Order Summary is displayed.
If you do not have enough FortiPoints to complete the transfer, a warning will display the
number of outstanding points. Select Register More Points to register FortiPoints or select

Ay
Go Back To Edit to reduce the number of FortiFlex points needed.

\ql
6. Click Transfer Points. The points will be transferred and the transfer record will display on the History page.
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History

The Marketplace > History page displays an overview of:

 History: Lists all Marketplace transactions and their current status. Select a Transaction number for more
information. See Transaction details on page 110.

History

Search Sl & view Report v Spend My Points

HISTORY POINTS REGISTERED

Total Records
1

7 Completsd 8.665.00

9 Completsd 1796375

14 test Completed 3.669.00

15 dup support package Completed 23400 2023-08-15
n Test for button Completsd 23000 2023-08-16
2 GGC Completsd 62316

27 oAC Completed 5193 2023-08-16
28 Button Completed 14375 2023-08-16
29 Completsd 1.386.00

1064 Comoletsd 5193

» Points Registered: Lists the FortiPoints registered to your account.

History

Search.. [e@ & viewReport

HISTORY POINTS REGISTERED

Total Records
\‘ ! 'l
9 Select a file type from the View Report dropdown menu to export a Excel or CSV file
|| containing information from the History page.
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Transaction details
Transaction details can be viewed by selecting a transaction number in the Marketplace > History page. Transaction

details include the total number of points used and the breakdown of points per product included in the transaction.
Select a product serial number to view the SKU, contract and license information, and the status.

Histary / 1096

TRANSACTION DETAILS
AUGUST 14, 2023 ToTAL 8,665.00 pts

514.00 pts

195.00 pts

7,956.00 pts

FortiFlex transaction history

FortiPoints can be transferred to FortiFlex points to be used in the FortiFlex portal. See FortiFlex on page 107.

Once the points transfer has been completed, the transaction details will become available in Marketplace > History. The
transaction details include the total number of FortiPoints spent, the number of FortiFlex points acquired, license
information, and the anniversary date.

History / 1213
E 7.202 TOTA pts
500 2024-11-07
Completed
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Al
‘Q' See the FortiFlex Administration Guide for more information on using points in the FortiFlex
- portal.
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FortiMeter

FortiMeter

FortiMeter allows you to view the volume and consumption of traffic that you use for FortiOS-VMs. Metered VMs require
that you have a FortiMeter license and have linked that license with a FortiManager unit. For more information on setting
up and using FortiMeter, see the FortiManager Administration Guide.

A\,
S r'd
q FortiMeter is not available in all accounts.

In FortiMeter, you can select Prepay FortiMeter Group or Postpay FortiMeter Group to view each license group.

» Prepaid FortiMeter Group: Includes FortiOS-VMs where usage is prepaid by purchasing points. The remaining
amount of points available to each FortiMeter group is displayed.

o Postpaid FortiMeter Group: Includes FortiOS-VMs billed monthly based on usage. The points consumed by each
FortiMeter group are displayed.

While in any tab, you can use the search bar to search for groups or assets matching your entered search criteria, and
click a column title to change the order of displayed information.

FortiMeter Usage Summary Report > Prepay FortiMeter Group B
Prepay FortiMeter Group @

Prepay FortiMeter Group Postpay FortiMeter Group

FortiMeter Group Consumption 0 0 0 Valid

FortiMeter Group Volume 10000 0 0 Valid

Select a prepaid or postpaid group to view the Usage Report for members of that group, including the serial numbers,
VM names, points available/consumed, packages, VM vCPU/RAM, and hours running for each member in the group.
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FortiMeter

TelcoCloud Resource Usage

Running VMs &3 020My v @

Usage Report FortiManagers

Serial Number & VM Name Point Consumed 4 Package o vCPU / RAM = Hours Running &
FOSV g-lexence 19.35

FOsvI g-msi

FOSVM o-dog 3.4

FOSVM §-caple 3323 W 11 307.39
FOSVM

FOSVM g-konvoy
FOSVM fg-domain-client
FOSVM fg-shared
FOSVM fig-m

FOSVM:

FOSVM

FOSVM 3324

In the FortiManagers tab, you can see the FortiManagers associated with each group, including the number of units
controlled by each device.

TelcaCloud Resource Usage

Registered FortiManagers &

Usage Report FortiManagers
FOSVM ortiManager
FOSVM tle-msk2-FortiManager01, Temp NOP TelcoCloud Customers
FosvM NOP TecoCloud Cstomer
FosvM -
FosvM
FosvM
FosvM
FoswM: FortiManags
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ELA profile

The Enterprise Level Agreement (ELA) profile view is available upon request for customers that have an ELA contract
and a registered ELA product. To add the ELA profile view to your product list, contact Customer Support.

The ELA Profiles Details section displays the following information:

Profile ID
Description

Sold by

Created On

Last Updated On

The ID for the ELA profile.

The profile description.

The name of the salesperson who sold the ELA contract and product.
The date the ELA profile was created.

The date the ELA profile was updated.

Registered ELA Contract(s)

The Registered ELA Contract(s) view displays the ELA Contract Number, SKU, Start Date and End Date. Expand the
contract to view the entitlements associated with the contract.

ELA Profile | Enterprise Level Agreement

ELA Profile Details

Registered ELA Contract(s)  Linked Accounts

2020-11-15 2021-01-20

10:27 PM 12:40 AM

2021-01-22 2022-01-22

ESA contracts can generate new standard FortiSASE serial numbers in the Registered ELA Contract(s) view by
selecting the Generate Standard FortiSASE action. This action can only be completed once. If a serial number already
exists, a new FortiSASE contract will be appended onto the existing serial number.
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@

ELA Profile | Enterprise Level Agreement

ELA Profile Details

2020-11-15 2021-01-20
- 10:27 PM 12:40 AM
Registered ELA Contract(s)  Linked Accounts
» FC-FELA-12-B 2020-11-15 2021-11-15
» FC-FELA-12-B 2021-11-15 2022-11-15
L4 FC-ESA-12-M 2021-01-22 2022-01-22 °

Linked Accounts

An ELA profile can have more than one account. The Linked Accounts tab shows the System ID, Account Number,
Company, and Added On date for each account connected to the profile.

ELA Profile | Enterprise Level Agreement @

ELA Profile Details

- = e
Regiztered ELA Contractiz)  Linked Accounts
2020-11-15
2021-02-26
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Asset groups

Asset groups allow you to organize and manage assets by grouping them together and assigning user groups to them.

You can create new, customized asset groups in My Account. You can assign an asset to multiple asset groups, as
needed.

Two default asset groups are available:

* All Assets: Includes all registered assets.
« Unassigned Assets: Includes all registered assets that have not been assigned to an asset group.

Company: Fortinet

Activated Sir
Ticle: - "N

Account !
Sy - i S 2006-11-06

A t
ceoun Manage Asset Group

& Account Profile

Current Asset Groups +

D Name Description Num of Units Num of User Groups Action

Administration

Alldssats Asset group consins all products 1629 [

Unsssigned  Products does not belongs t any standard asset group 1629 [

M4 Manzge User Group

& Mansge User

Once the asset groups and user groups are configured in My Account, they will appear in the Asset Management portal.

See Asset groups in the Asset Management portal on page 117.

Uzer group v | Asmstgrowp ~ | Search product list a o & View Options & Register More

FortiGate 100D Some Expired 2015-02-10
FortiGate 100€ 2019-02-04

FortiGate 100E 2020-10-05

FortiGate 100F 2023-07-24

FortiGate 240D Some Expired 2016-07-08

For more information on My Account, see My Account in the Identity & Access Management guide.

User groups

User groups are groups of sub users. User groups can be assigned to asset groups so that sub users within the user
group can access the assets in the associated asset groups.

associated with multiple asset groups, and vice versa. See Asset groups in the Asset

s‘é’, One sub user can only belong to a single user group. However, a user group can be
= Management portal on page 117.

User permissions are configured at the user level. Therefore, permissions within a user group can vary per sub user:
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Permissions enabled Description

Administrator This default user group gives the same permissions as master account users to
any sub users included within the group. Administrators can manage asset
groups, such as adding and deleting asset groups, and can manage user groups.
This default group cannot be modified or deleted.

User Manager Users with these permissions are the user group administrator. They can add,
delete, and update sub users within the current user group.

Asset Manager Users with these permissions can manage asset group content, such as adding
and removing assets within their view scope. However, these permissions do not
allow the user to create asset groups. For information on a user's view scope, see
Asset groups in the Asset Management portal on page 117.

Asset Registration Users with these permissions can register assets to their current asset groups.

Support Users with these permissions can control ticket requests depending on their role.

Topics in this section include:

o Asset groups in the Asset Management portal on page 117
» Creating a new asset group in My Account on page 120

o Managing asset groups in My Account on page 122

o Managing user groups on page 125

o Managing users on page 127

Asset groups in the Asset Management portal

When asset groups and user groups are enabled, you can filter products in the Asset Management portal Products >
Product List by using the dropdown menus.

User group v | Assetgroup w || Ssearch product list . Q o & View Options » & Register More

FortiGate 100D Seme Expirad 2015-02-10

2015-02-04

FortiGate 100E 2024-01-31 2020-10-05

2023-07-24

FortiGate 240D Seme Expired 2016-07-08

User groups and asset groups have a many to many relationship. This means that one asset group can be associated
with multiple user groups, and vice versa.

A user's view scope defines what assets are visible to the user depending on the asset groups they have access to. If the
sub user's user group has access to multiple asset groups, then the sub user's view scope will include the combined
assets of all of these asset groups.

If the user filters the Products > Product List page by the User group and Asset group dropdown menus, then only the
assets that are assigned to the selected asset group are displayed. Asset groups that are not associated with the
selected user group cannot be selected from the Asset group dropdown menu.
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Al
‘Q' The Search product list field can be used to filter for specific assets before and after filtering

with the User group and Asset group dropdown menus.

Example of the asset group and user group relationship

The following example demonstrates navigating the available assets based on the user's view scope using the many to
many relationship style. The example user has administrative access and belongs to the MyUserGroup user group.

A\,

S L4
? For the purpose of this example, fake asset serial numbers are used.

View Products: 1629 Units

Azzzt graup ~ | Search product list Q

o

i View Options » @ Register More

FG100D3G: FortiGate 100D

FG10DETK FortiGate 100E

FG100ETK FortiGate 100E

FG100FTK FortiGate 100F

FG240D FortiGate 240D

FGT1KDTB FortiGate 10000

FG100D3G FortiGate 100D

Filtering assets by asset group

MyUserGroup is associated with two asset groups, MyTestGroup1 and MyTestGroup2. When no user group is selected

from the User group dropdown menu, the user can filter assets by any of the available user groups, including AllAssets
and Unassigned, by selecting from the Asset group dropdown menu.

View Products: 1629 Units. @

User group v | | Assetgroup v | Search product list . Q o & View Options v & Register More

FG240D

If the user selects one of the asset groups, the assets will filter so that only the assets assigned to that asset group are
displayed. For example, if the user selects MyTestGroup1, only the five assets assigned to that group will be displayed.
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View Products: 5 Units @

User group ¥ | MylestGroupl ¥ | Search product ist . Q o & View Options v @ Register More

T v T A 1]

FG100D3Gzzzz

FG100D3Gxxnx

FG100D3G

FG100D3G

FG100D3G

If the user changes the asset group to MyTestGroup2, the seven assets assigned to that group are displayed instead.
However, since the FortiGate 100D assets ending in xxxx and zzzz are assigned to both the MyTestGroup1 and
MyTestGroup?2 asset groups, they are still displayed.

View Products: 7 Units. @
User group v | MyTestGroup2 ~ | Search product list a o & View Options w @ Register More
¥ v v n
FAZ-VM FortiAnalyzer VI 2017-12.05

Z3KGT ortiAnalyzer 3000G

Filtering assets by user group

If a user group is selected, then only the asset groups associated with that user group can be selected. For example, if
the MyUserGroup is selected, then the user can only select MyTestGroup1 or MyTestGroupZ2 from the Asset group
dropdown menu.

View Products: 10 Units

v EGISTRAT : i
FAZ-VM
FAZ3IKGT
FCON
FCON
FCTEMSE
FG100D3Gxunx
FG100D3Gzzzz 0 02-12
FG100D3G FortiGate 100D
FG100D3G FortiGate 100D 014-11-03
FG100D3G FortiGate 100D utm-STARS_SERVICE-NMD-INET2 Some Expires 2014-09-01

If the user selects one of the asset groups, then the assets will filter to show only the assets assigned to that asset group.
This is the same as what was displayed when filtering by asset group alone.
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View Products: 5 Units @

MyUserGroup v | MyTestGroupl = | Search product list .. Q o & View Options w @ Register More

h 4 T v 1
FortiGate 100D % 021-02-12
FortiGate 100D E 2021-02-12
FortiGate 100D

FortiGate 100D

FortiGate 100D

However, if no asset group is selected from the Asset group dropdown menu, then all of the assets in the user's view
scope are displayed. In this example, that means that all of the assets assigned to MyTestGroup1 and MyTestGroup2
are displayed. However, the overlapping assets are not duplicated. Therefore, while the FortiGate 100D assets ending in
xxxx and zzzz are assigned to both the MyTestGroup1 and My TestGroupZ2 asset groups, they are only displayed once in

the list.

View Products: 10 Units.

MyUserGroup w || Assetgroup w || Ssearch product list . Q o & View Options » & Register More

FAZ-VM FortiAnalyzer VM

FAZIKGT FortiAnalyzer 3000G

FCON F 020-12-29
FCON F 020-12-29
FCTEMS. FortiClient EMS 022-05-12
FG100D3Gxkxx FortiGate 100D 021-02-12
FG100D3Gzzzz FortiGate 100D 0210212
FG100D3G FortiGate 100D 014-11-03
FG100D3G FortiGate 100D Some 014-11-03
FG100D3G FortiGate 100D Some Expired 20140901

Creating a new asset group in My Account

Administrators can create new asset groups in My Account. The Asset Group page is only available for editing by
administrators. Users with other permissions can view the page as read only.
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To create a new asset group:

1.

6. Enter the serial numbers of the assets you want to assign to the group, separated by a comma or carriage return.

Go to Asset Management > Asset Group in My Account.

Activated Since

(TS - 2006-11-06

Account

& Account Profile

Manage Asset Group

# Change Account ID (Email) Current Asset Groups +
A My Account (1AM version)
o Name Description Num of Units Num of User Groups Action
Administration
AllAssets Aszet group contains all products 1623 o
Unazsigned Products does not belongs to any standard asset group 1623 o
Unassigned Assets
Reset Assets

Unit Assignment
M4 Manage User Group

& Manage User

Click the +.

Activated Since

(TS - 2006-11-06

Account

& Account Profile

Add Asset Group

# Change Account ID (Email) Stepl. Create Asset Group

A My Account (1AM version)
Group Name:*

Administration

Asset Management =

Unassigned Assets
Reset Assets

Description:

Unit Assignment
M4 Manage User Group

& Manage User

Enter a Group Name.
(Optional) Enter a Description for the asset group.
Click Next.

Activated Since

(TS - 2006-11-06

Account Add Asset Group

A Account Profile

# Change Account ID (Email) Step 1. Create Asset Group

A My Account (1AM version)
Following Asset Group has been created successfully:

Administration Group Nsme:  Testgroup

ription: P’
Asset Management Al | Descripion:  N/A

Step 2. Add Units To Asset Group
Unassigned Assets

R Please enter the Units you want to be included into asset group:

Unit Assignment
M4 Manage User Group
& Manage User

Note: Units could be separated by comma or carriage return.

7. Click Next.
8. Click Complete.
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Managing asset groups in My Account

Once an asset group has been created, administrators can:

« Edit asset group details.

» Export the list of assets within the asset group.
¢ Add or delete assets.

» Delete an asset group.

A\,

S L4
9 An asset group can only be deleted from My Account if there is no associated user group.

To edit group details:

1. Goto Asset Management > Asset Group in My Account.
2. Select the asset group you want to edit.
3. Select the editicon for Basic Asset Group Info.

Activated Since.

HERILTS : 2006-11-06

A t .
ceoun Asset Group Details

A Account Profile

# Change Account ID (Email) Basic Asset Group Info

G

A My Account (1AM version)
Group Name:* | Test group

Administration

Description:| NiA
Unassigned Assets
Reset Assets.
Unit Assignment Included Assets (0) v
&84 Manage User Group Enter Product SN or description Q
& Manage User
Product SN Description
4. Edit the name or description as needed.
5. Click Save.

To manage assets within an asset group:

1. Goto Asset Management > Asset Group in My Account.
2. Select the asset group you want.
3. Select the edit icon for Included Assets. The asset management icons are displayed.
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Activated Since

RN : 2006-11-06

A t .
ceoun Asset Group Details

A Account Profile

# Change Account ID (Email) Basic Asset Group Info -

My Account [JAM version
-y ! ! Group Name: Test group

Administration Description: N/A
Included Assets (3) [
Unassigned Assets
nassign: XE@EL Enter Product SN or description Q
Reset Assets

Unit Assignment

Product SN Description
M4 Manage User Group

& Manage User

Back To List

4. Select the icon you need:
» Empty Asset Group:

i. Select Empty Asset Group to remove all assets from the asset group. A confirmation message is

displayed.
Warning

Are you sure to empty this asset group?

o o

ii. Click OK.
» Batch Add.
i. Select Batch Add to add assets to the asset group.

Activated Since

AE : 2006-11-06

Account

& Account Profile

Asset Group Details

# Change Account ID (Email)
M My Account (AN version) Included Assets (1629)

Administration Enter Product SN or description Q

Asset Management =
[m] Product SN Description

5
Unassigned Asscts -
Reset Assets =]
Unit Assignment o

& Manage User Group

& Manoge User

[m]

<<First | <Pre - 2 3 4 5 Nexts || Lasts»
Add Units To Asset Group m

ii. Select the assets you want to add.
iii. Click Add Units to Asset Group.
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N ! /., You can also add assets to an asset group in the Asset Management > Unassigned
q Assets page by selecting the asset group from the dropdown menu, selecting the
— assets, and clicking Assign.

» Batch Remove:
i. Select Batch Remove to remove assets from the asset group.
ii. Select the assets you want to remove.

Company: Fortinet

il - Activated Since

Account —
- e 2006-11-06

Account

& Account Profile

Asset Group Details

# Change Account ID (Email)

M My Account (AN version) Included Assets (3)

Administration Enter Product SN or description Q
[m] Product SN Description
.
Unassigned Assets
Reset Assets o
Unit Assignment 8]

M Mansge User Group

Remove Units From Asset Group m

& Manage User

iii. Click Remove Units from Asset Group.
» Bulk Operation:
i. Select Bulk Operation to add or remove assets in bulk by serial number.

- Company: Fortinet.

il - Activated Since

Account —
- e 2006-11-06

Account

& Account Profile

Asset Group Details

# Change Account ID (Email)
M My Account (AN version) Included Assets (2)

Administration

Asset Management = Please enter the units you want to be included into asset group:

Unassigned Assets
Reset Assets
Unit Assignment

M Mansge User Group
Note: Units could be separated by comma or carriage return.

Bulk Add Bulk Remove m

& Manage User

ii. Listthe serial numbers of the assets you want to add or remove, separated by a comma or carriage return.

iii. Click Bulk Add or Bulk Remove, as needed.

Ay
‘Q' Assets can also be removed with the same method in the Asset Management >
|| Reset Assets and Unit Assignment pages of My Account.

e Export Products:
i. Select Export Products to export a spreadsheet including all of the assets in the asset group.
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To delete an asset group:

1. Goto Asset Management > Asset Group in My Account.
2. Find the asset group you want to delete.

Company: Fortinet

ie A Activated Since.

Account -
L= S— 2006-11-06

Account

Manage Asset Group
2 Account Profile

# Change Account ID (Email) Current Asset Groups +

A My Account (1AM version)
1o Name Description Num of Units Num of User Groups Action

Administration
Alldssets Asset group contains all products 1823 o
Unassigned Products doss not belongs to any standard asset group 1627 o

Unassigned Assets Iesgroup 2 ° L}
Reset Assets.
Uniit Assignment

M4 Manage User Group

& Manage User

3. Select the delete icon in the Action column. A confirmation message is displayed.
Warning

Are you sure to remove this asset group?

4. Click OK.

Managing user groups

Administrators can create new or delete unneeded user groups in My Account. The Manage User Group page is only
available for editing by administrators. Users with other permissions can view the page as read only. For more
information on user groups, see User groups on page 116.

Ay
b [ 4
9 User groups can only be deleted if the user group does not have any users assigned to it.

To create a new user group:

1. Goto My Account > Manage User Group.
2. Clickthe +.
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Activated Since

Account : — 2006-11-06

Account Add User Group

A Account Profile

# Change Account ID (Email) Step1. Create User Group

A My Account (1AM version)
Group Name:*

Administration
Description:
B AssetManagement b

Next
Manage User Group

& Manage User

3. Enter the Group Name.
4. (Optional) Add a Description for the user group.
5. Click Next.

Activated Since

Account = 2006-11-06

Account Add User Group

A Account Profile

# Change Account ID (Email) Step 1. Create User Group

A4 My Account (JAM version)
The user group has been created successfully:
Administration Group Name: Test group

Description: N/A
B AssetManagement » escription: N/
Step 2. Define Associated Asset Groups

Manage User Group
Select Asset Group: [ Allassets v] | Add

& Manage User

Next

Select the asset group from the Select Asset Group dropdown menu and click Add.
Repeat the previous step for any other asset groups you want to link the user group to.
Click Next.

Select Assign User. The Assign User to Group dialog is displayed.

© ® N o

Assign User To Group

Enter User Name or Email Q

Email (Account D) User Name

o

Adminisrator
Administrator

Administrator

000

Adminisrator
Adminisrator

Administrator

000

Adminisrator

Adminisrator

oo

Administrator
Adminisrator

Adminisrator

0o o

Administrator

10. Select the users you want to add to the group.
11. Click Save.

12. Click Next.

13. Click Complete.
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To edit user group details:

Go to My Account > Manage User Group.
Select the user group you want to edit.

Select the edit icon for Basic User Group Info.
Edit the details as needed.

Click Save.

o Dd =

To edit the assigned asset groups for a user group:

Go to My Account > Manage User Group.

Select the user group you want to edit.

Select the edit icon for Associated Asset Groups.

Select a new asset group from the Select Asset Group dropdown menu and click Add to add a new group.
Click the delete icon beside an asset group you want to remove.

Click Save.

I o

To edit the users in a user group:

Go to My Account > Manage User Group.
Select the user group you want to edit.

Select the edit icon for Members.

Click Batch Add to add new members.

Select the users you want to add to the group.
Click Save.

A o

To delete a user group:

1. Goto My Account > Manage User Group.

2. Find the user group you want to delete.

3. Click the delete icon in the Action column. A confirmation message is displayed.
Warning

Are you sure to remaove this user group?

4. Click OK.

Managing users

You can manage and add sub users in My Account > Manage User page. Only users with Administrator and User
Manager permissions can access this page. Administrators can see all sub users in the account. User managers can
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only see sub users within their user groups.

To add a new user:

1. Goto My Account > Manage User.
2. Click the +.

Company: Fortinet

Activated Sir
Ticle: d—— "N

Account -
. Erall: S— 2006-11-06

Account Add User

& Account Profile

User Account Info

Al My Account
User Name:* Telephone:*
Administration

R '
B assetManagement Email (Account ID):*

M Manage User Group

_ Description:
& Manage User

User Group Membership

User Group: | Please Select a user group ~

Description:
Asset Groups:

Permissions / Roles

Special Permissions: [ User Manager - Can manage other users (3)
[ Asses Manager - Can manage content of connected asset groups (3)
[ Asset Registration - Can register assets ()

Support Roles: [ Ability o process ticke:

jth C5 relazed request ypes (3)

[ Ability to process tickets with technical assistance related request types ()

[0 RMA - Ability to process tickets with RMA related request types ()
[ Motify the master accouns of ticket updates ()
[ Send renews| notices ()

Enter the user details in the User Account Info section.

Select the Special Permissions and Support Roles. See User groups on page 116.
Select the user group from the Select User Group dropdown menu.

Click Save.

N

To edit a user:

Go to My Account > Manage User.
Select the user you want to edit.
Click Edit.

Make the edits, as needed.

Click Save.

o bk bd =

To delete a user:

1. Goto My Account > Manage User.
2. Identify the user you want to delete.
3. Click the delete icon in the Action column. A confirmation message is displayed.

Asset Management 24.1 Administration Guide for Asset Groups 128
Fortinet Inc.



Asset groups

Warning
[ o | =
4. Click OK.
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Organizations in the Asset Management portal

The Asset Management portal supports FortiCloud Organizations. FortiCloud Organizations provide a centralized
account management, consolidating multiple FortiCloud accounts into structured Organizational Units (OUs). With
FortiCloud Organizations, the Asset Management portal provides following features for OU admins:

» Access to consolidated asset view across all the accounts, and the registration and transfer of assets between
accounts in the Organization.

« Switch to any customer accounts in the Organization to register and manage assets in accounts belonging the
Organization.

The Organization admin account can create IAM users with the user type as Organization to access the Organization
views and access the customer accounts within the Organization. The IAM user's OU scope determines which accounts
the user can access. The IAM user's permission profile should include permissions for the Asset Management portal.

For information on permission profiles and scope, see Permission Profiles in the Identity & Access Management (IAM)
Administration Guide. For information on user management within the Organization context, see Organization user
management in the Identity & Access Management (IAM) Administration Guide.

For more information on the Organization portal, see the Organization Portal Administration Guide.

The Organization view of the Asset Management portal can only be accessed when logging
) !/ -’ into the portal as an IAM user with the user type as Organization and permissions for the Asset
? Management portal. The Organization root account cannot perform these tasks. See Creating
= an |AM user with Organization permissions on page 130 and Overview of creating and
managing organizations in the Organization Portal guide.

This section includes:

« Creating an IAM user with Organization permissions on page 130
» Viewing assets in the Organization on page 134

» Registering assets to member accounts on page 131

» Transferring products on page 137

Creating an IAM user with Organization permissions

An IAM user can be created that can access the Asset Management and Organization portals by defining user type and
portal access in the IAM portal. By defining the access type and OU permission scope, the IAM user can have various
levels of control over Organization features in the Asset Management portal.

The following demonstrates the general process of creating an Organization type IAM user with access to the Asset
Management portal and Organization features:
1. Loginto the IAM portal with the Organization admin account.
2. Create an Organization type permission profile for the Asset Management portal:
a. Go to Permission Profiles.
b. Click Add New.
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Organizations in the Asset Management portal

Enter a name and set the status to Active.

Select Organization from the Select A Type dropdown menu.
Click Add Portal.

Select Asset Management.

Click Add.

Select the resource permissions.

Click Save.

S Q@ 0o 2 0

New Portal Permission Profile Cancel m

Active -

Asset Management

3. Create an Organization type IAM user:
a. Goto Users.
Click Add New and select the type of user you would like.
Enter the user details and click Next.
Select Organization from the Select a Type dropdown menu.
Select the Organizational Unit the user can access from the Permission Scope field.
Select the permission profile created in the previous step.
Click Next.
h. Click Confirm.
4. Log in as the Organization IAM user to view the OU or account selection screen.
» Selectan OU for the OU view.
» Select a FortiCloud account to switch the Asset Management portal to the selected account.

Q@ - 0o 2 0 T

within Organizations and Creating users, user groups, and roles within Organizations in the

s‘é’, For a more detailed process on creating users within Organizations, see Permission profiles
- Identity & Access Administration Guide.

Registering assets to member accounts

When your current selected scope is set to an OU, you can assign an asset to a member account during the registration
process.
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To register assets to a member account:

1. Go to Products and click the Register More button.
2. Provide your registration code:

a.
b.

Select a member account from the Account dropdown list.

Enter your asset serial number, service contract registration code, or license certificate number in the
Registration Code field.

Choose your end user type as either a government or non-government user.

Click Next.
Register Product 1 Registration Code 2 3 4 (@)
Account
Select An Account -

Registration Code ~

Please enter your product serial number, service contract registration code or license certificate number to start the registration:

End User Type

O A government user

7 Anon-government user

3. Specify your registration information:

a.
b.
c.

If you have purchased a support contract for your asset, enter the support contract number.
Enter a description to help identify the asset.

Specify the Fortinet Partner or Reseller that helped you with your asset. If this is a Partner account, specify the
Fortinet Partner or Reseller.

Click the My Assets dropdown to assign the asset to a folder.

If this is a Partner account, specify the asset group or asset folder. The Asset Groups section appears in

accounts with asset groups enabled. Master users and sub users with full access will see My Assets section in
regular accounts.

Click Next.
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Register Product > FMG 2 Remistration Info

Serial Number: FMG Product Model: FortiManager 200F

Support Contract No

Product Description:

Fortinet Partner: *

\‘ ! ’I
9 Some assets require a FortiCloud Key when being registered. See the FortiGate Cloud
- Administration Guide for more information.

4. Review and accept the terms and conditions of the Fortinet Product Registration Agreement, and click Next.

Register Product > |

Serial Number Product Model: FortiGate 1101E

Fortinet Service Terms & Conditions

[ I have read, understood and accepted the contract stated above
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5. Onthe Verification page, review your asset details and accept the terms of the contract, then click Confirm.

Register Product > FMG

4 Verification

Serial Number: FMG Product Model: FortiManager 200F

Important Notice:
READ BEFORE COMPLETING THE REGISTRATION.
Tiee @ Standard
2020-08-05

(@ Initial Registration of SN at support. fortinet.com

@ Asset location: My Assets/Fo

Support Type Support Level Activation Date Expiration Date
Hardware Return To Factory 2020-08-03 2021-08-03
Firmware & General Updates ‘Web/Online 2020-08-05

Enhanced Support 20200805

[0 By accepting these terms, you are activating this support contract and the entitlement period provided can not be changed. if you wish to continue, click “confirm® button to submit your request.

6. Registration is now complete and your registration summary is displayed.

Register Product > FG10E1

5 Completion

Thank you for choosing this Fortinet product Please be aware that the registration information may not reflect on your product immediately, a delay (up to 4 ho

urs) can oceur.

Product Info

FortiGate 1101E

Bundle
2020-06-29

Initial Registration of SN at support fortinet.com
NiA

Unknown

Support Type Support Level Activation Date Expiration Date
Hard Advanced HW 1-06
ne 106
24x 1-04-

7. Click Done.

Viewing assets in the Organization

Information displayed in the Asset Management portal can vary depending on the selected OU and account.
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Profile menu

Your profile information available in the profile menu dropdown is dependent on the access and permissions associated
with you account. If you are logged in with an |AM or external IdP account that has OU permissions enabled, you will see

the IAM Account information, your IAM Username, and the OU information, including the Organization and Organization
Unit.

(%) FortiCloud ¥ senices v © support ¥

597 284 176 126 1 o

NP If you are logged in with an IAM or external IdP account that does not have OU permissions
‘Q' enabled, you will only see the Account information and your Username.
- Email credentials cannot access OUs and will therefore also only include the Account

information and your Username.

Dashboard

The Dashboard contents and profile information are also dependent on the type of OU account you are accessing. If you

are logged into an OU, the information on the Dashboard will be an aggregation of the all of the sub-OUs and OU
member accounts within that OU.

(73 FortiCloud L

I = @
22815 12825 4614 2874 2502
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If you are logged into an OU member account, the Dashboard will only show information related to the current member
account and the profile information will include the Member Account information.

(7= FortiCloud # senices v © suppot ¥ Q A 3 Company 802353 AM_OUUsEr

284 176 126 11 O e

You can switch between OUs and member accounts using the OU context switch menu. See OU context switch in the
Identity & Asset Management (IAM) Administration Guide.

s‘é’, If you are logged into an OU, you will not be able to access the legacy Support portal.

Likewise, if you try to access the IAM portal while logged into an OU, you will be prompted to
select a member account instead before you are granted access.

Products

In the OU consolidation mode, the product list will provide additional information, such as Organizational Unit, Company,
and Asset Folder columns when viewing Products > Product List from an OU.

View Products: 597 Units

Ay
‘?' The Asset Folder and Registration Date columns are hidden by default. You can adjust the
- visible columns in the Select columns to display dropdown.

The Organizational Unit and Company columns are available when viewing Products > More Views. The following image
demonstrates the new columns on the Products > More Views > HW Warranty page.
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Hardware Warranty: 1223 Units 8494 Records @

1
F2K FortiGate 2600F RZ-CAGS-FW01-CC 2021-06-28 Standard Hardware Return To Factory  fic3 Fortinet
F2K FortiGate 2600F RZ-CAGS-FWO01-CC 2021-06-28 Standard Firmware & General Web/Online fc3 Fortinet
F2K FortiGate 2600F RZ-CAGS-FW01-CC 2021-06-28 Standard t 8x5 fc3 Fortinet
F2k FortiGate 2600F RZ-CAGS-FW02-CC 2021-06-28 Standard ReturnTo Factory  fc3 Fortinet
F2Ké FortiGate 2600F RZ-CAGS-FW02-CC 2021-06-28 Standard al Web/Online fe3 Fortinet
F2K FortiGate 2600F RZ-CAGS-FW02-CC2021-06-28  Standard ot 8x5 fc3 Fortinet
FAC FortiAuthenticator 2000E FACSSO02 2019-03-28 Standard Hardware ReturnTo Factory  fc3 Fortinet
FAC: FortiAuthenticator 2000E FACSS002 2019-03-28 Standard Firmware & General Web/Online fc3 Fortinet
FAC FortiAuthenticator 2000E FACSS002 2019-03-28 Standard Enhanced Support  8x5 fc3 Fortinet
FG FortiGate 100E New firewal 2008-09-25 Bundle Hardware Return To Factory  fc3 Fortinet

Context switch dropdown

You can change your selected scope using the context switch dropdown menu. See OU context switch in the Identity &
Access Management (IAM) Administration Guide.

(&) FortiCloud % e Q 4 R For . oA+

@ @ b
2485 2358 1 3
4847 ' . =

For information on creating and joining Organizational Units, see Enabling Organizations in the Identity & Access
Management (IAM) Administration Guide and the Organizational Portal Administration Guide.

Transferring products

You can transfer products to a different Organizational Unit (OU) in the Products > Products List.

You can also move assets between asset folders. See Creating custom views on page 39 for more information.
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Organizations in the Asset Management portal

To transfer products to a new organizational unit:

1. Select the products you want to transfer. The Transfer to dropdown menu is displayed.

2. Select Transfer to. A list of available OUs is displayed.

3. Select the OU you want to move the products to. A list of products being moved and the new location is displayed.
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SAA
A:M;A The following products will be transferred to a new OU:
X High Tech Companies / Europe / Germany / Aachen

FGT
FGT.
FGT.
EGT.
FGT.
FGT.

£GT
-
T
T
T
T
FGT EGT! FGT
FGT T
T
.
-
FGT

Cany YYes, | want to continue

4. Click Yes, | want to continue. A confirmation message is displayed.

Transferred successfully!

129 selected products have been transferred to
High Tech Companies ' Europe ' Germany /' Aachen.

NP If the transfer is unsuccessful, a warning message will display. If the transfer was partially
‘Q' successful, the products that were not able to transfer to the new location will be listed in the
- message. Any products not listed in the warning message have successfully transferred to the
= new location.
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