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Change log

Change log

Date Change description

2024-12-11 FortiPhish version 24.4.0 release document.
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Introduction

Introduction

FortiPhish is a phishing simulation service to analyze how internal users interact with phishing emails. Use
FortiPhish to create custom phishing email campaigns and monitor how users respond to them. The FortiPhish
portal contains dashboards with easy-to-read data analysis monitors to view responses across campaigns, and
monitor improvements over time.
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What's new

What's new

The following table lists new features in FortiPhish version 24.4.0.

Feature Description

Dashboard FortiPhish Dashboard now includes two new widgets.
l High Risk Users: Displays a list of users who have consistently
exhibited high-risk behavior across all time periods.

l High Risk Groups: Displays a list of user groups who have consistently
exhibited high-risk behavior across all time periods.

Default Risk Grade The default risk grade for users not performing any action has been
changed from F to B. Previous campaign ratings remain unaffected.

Note: Azure AD sync now only supportsWeekly orMonthly sync schedules. Daily sync is no longer supported
and existing daily schedules will be automatically migrated toWeekly.
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Known issues

Known issues

The following issues are known is FortiPhish version 24.4.0. For inquiries about a particular issue, visit the
Fortinet Support website.

Issue ID Description

1089341 Test emails are incorrectly sent using the default server, even when a
custom SMTP server is configured.

1081459 Cannot edit the custom landing page title without uploading a zip file.

1105377 Modifying the Azure client sync type to Sync Users and Groups during an
active Azure AD sync may cause an internal error.
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Resolved issues

Resolved issues

The following issues have been resolved in FortiPhish version 24.4.0. For inquiries about a particular issue, visit
the Fortinet Support website.

Issue ID Description

1088864 Azure AD sync incorrectly deletes existing users and groups before syncing
new data.

1080830 A conflict occurs when editing a group member's email address to match an
email already assigned to a different group, resulting in an internal server
error.

1092472 Domain verification may fail if multiple MX records are present, and one of
them is invalid.

1081457 Cancelling an SMTP edit requires a page refresh or navigation to another
menu to display existing SMTP.

1104158 After editing groups, the group list page may not reflect the changes until
the page is refreshed.
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