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Change Log

Date Change Description

2020-11-27 Initial release.

FortiDeceptor 3.1.1 Release Notes 4
Fortinet Technologies Inc.



FortiDeceptor 3.1.1 release

This document provides information about FortiDeceptor version 3.1.1 build 0067.

Supported models

FortiDeceptor version 3.1.1 supports the following models:

FortiDeceptor FDC-1000F

FortiDeceptor VM FDC-VM (VMware ESXi and KVM)

What’s new in FortiDeceptor 3.1.1

This version contains bug fixes.

FortiDeceptor 3.1.1 Release Notes 5
Fortinet Technologies Inc.



Installation and upgrade

Installation information

For information about initial setup of FortiDeceptor on the FortiDeceptor 1000F model, see the FortiDeceptor 1000F
QuickStart Guide.

For information about installing FortiDeceptor VM models, see the FortiDeceptor VM Install Guide.

All guides are available in the Fortinet Document Library.

Upgrade information

Download the latest version of FortiDeceptor from the Fortinet Customer Service & Support portal.

To upgrade the FortiDeceptor firmware:

1. Go to Dashboard > System Information > Firmware Version.
2. Click [Update].
3. Select Choose File, locate the firmware image on your management computer.
4. ClickSubmit to start the upgrade.

Updating the FortiDeceptor firmware will not update the existing VM Images. However, it will
re-initialize the existing Deception VMs to include bug fixes and enhancements.

Firmware image checksums

The MD5 checksums for all Fortinet software and firmware releases are available at the Fortinet Customer Service &
Support portal located at https://support.fortinet.com. After logging in select Download > Firmware Image
Checksums, enter the image file name including the extension, and select Get Checksum Code.
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Product integration and support

FortiDeceptor 3.1.1 support

The following table lists FortiDeceptor 3.1.1 product integration and support information:

Web Browsers l Microsoft Edge version 42 and later
l Mozilla Firefox version 61 and later
l Google Chrome version 59 and later
l Opera version 54 and later
l Other web browsers may function correctly but are not supported by Fortinet.

Virtualization
Environment

l VMware ESXi 5.1, 5.5, or 6.0 and later
l KVM

FortiOS l 5.6.0 and later
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Resolved issues

The following issues have been fixed in version 3.1.1. For inquires about a particular bug, please contact Customer
Service & Support.

Bug ID Description

672269 Fixed command injection vulnerability on Customization page.
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Known issues

The following issues have been identified in version 3.1.1. For inquires about a particular bug or to report a bug, please
contact Customer Service & Support.

Bug ID Description

549729 Login disclaimer do not apply to console/telnet/SSH.

549814 FortiDeceptor VM model does not verify if interface exists before using it.

561537 Unable to interact with SCADAmodbus decoy holding register.

587850 Specific commands are not reported for SSH when using shell script.

592171 Incidents and Campaign counts has wrong display.

602146 Decoy map: customized lure is missing user info.

604427 License widget should not fuse the action of scroll and resize.

613102 Isniff uses too much resources on Linux decoy.

616774 In SSH Lure, SCP file reports incomplete events and incidents.

630855 Log > All Events page displays empty table after refresh.
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