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Introduction

Introduction

Microsoft Azure is a cloud computing service created by Microsoft for building, testing, deploying, and managing
applications and services through a global network of Microsoft-managed data centers. This document explains
how to create a virtual FortiADC instance in Microsoft Azure, and how to pair FortiADC HA on Azure using the

ARM template.
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Deploying FortiADC-VM on Azure Cloud Platform

Deploying FortiADC-VM on Azure Cloud Platform

There are two methods to configure the FortiADC instance on Azure. The first is an automatic method in
Marketplace, the second is by using a user uploaded image.

A. Automatically upload the image

Starting from 5.2.4 we suggest configuring the ADC instance from Marketplace.
1. Go to Azure > Marketplace > Search for "FortiADC".
2. Click Create.

You have created a FortiADC instance using a default image, which is automatically of the newest version.
Now, in this document, you can skip to 4. Create virtual machine on page 9, under "B. Configure the
FortiADC Instance using the user uploaded image."

B. Configure the FortiADC Instance using the user uploaded
image

1. Upload boot.vhd to blobb

Download FortiADC image from https://support.fortinet.com. Such as:
FAD_AZURE-V500-buildXXXX-FORTINET.out.azure.zip

Unzip it. You will find the file boot.vhd. Navigate to Home > Storage accounts. Create a storage account, select
“Resource”, write “Storage account name”, select “Location."
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Deploying FortiADC-VM on Azure Cloud Platform
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In the newly created storage account, add a new container, then upload the file boot.vhd.
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Create storage account

Basics

‘Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and redundant.
‘Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure Tables. The cost of
your storage account depends on the usage and the options you choose below.

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your
resources.

INSTANCE DETAILS

‘The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy using the
ic deployment model instead.
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Deploying FortiADC-VM on Azure Cloud Platform
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2. Create image from boot.vhd.

Navigate to Home > Images > Create image. Write in a name, select a resource group, choose a location, set
the OS type to Linux, select the previous file boot.vhd. Then select account type as Host Caching.
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3. Create virtual networks

Navigate to Home > Virtual Networks, click Add to create a virtual network, then add a subnet.
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4. Create virtual machine

You can go to the Virtual Machine page to create a VM, though you can also go from the image itself to create a
VM. Navigate to the Images page, choose the image you want, then click Create VM.
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Microsoft Azure
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Choose “Resource group”, write in “Virtual machine name”, choose “Region”, determine the “Image." It's
recommended you choose a size that supports at least 2 VCPUs. Also, your memory cannot be lower than 4GB.

For Authentication type, choose “password," determine the Username and Password. For Public inbound port

select Allow select ports. For select inbound ports, choose HTTP, HTTPS, SSH.
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Create a log disk for the VM.
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Configure Networking, select the network and subnet. After creating the VM, you can also add interfaces
according to your needs.
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Go to VM Management, enable identity for access token.
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Afterwards, click “Review + create” to create the virtual machine.

5. Access the FortiADC

In the FortiADC VM, find the public IP address. In a browser, navigate to http://<public_IP_address>. Use the
VM username that you previously created; you cannot use the default username 'admin.' Of course you can
also go through SSH or HTTPS to access the public IP of the FortiADC.
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6. Add interface and attach it to the FortiADC VM

Test > Networking > Attach network interface.

First you need to know how big the VM size is, that way you know how many network interfaces you can create.
To create network interface, and then to stop the VM, go to Attach Interface
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7. Making a secondary IP for the FortiADC VS

Navigate to Network interface page, choose add Seconday IP, go back to IP configurations, click“add” to add a

Seconday IP.
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Write Seconday IP Name. For Private IP address it's suggested you select “Static." Create a Public IP address
as needed. If you want the VS to access outside IP’s, you need a public IP. If it's only for the FortiADC NAT

source pool, or if you are using a floating IP, you only need to create private IP addresses.
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10.100.1.17 is configured on FortiADC VS, 13.64.239.222 is the FortiADC VS's way of accessing the public IP.
Client can then use IP 13.64.239.222 to access the VS.

Add 10.100.1.17 to Azure port, and create a public IP.
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Example 2

If the FortiADC has a floating IP, you also need to put the floating IP into Azure’s corresponding port; if the
FortiADC is using NAT Source Pool, you also need to put the NAT Pool IP to the corresponding port in Azure.
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According to the VS’s protocol and port, in Azure’s corresponding port you must create a rule; for example if the
port is 8050 (as shown below), you need to create a rule on Azure so that the user can access the VS.

Microsoft Azure

Create a resource

Dashboard

Al se

FAVORITES

Al resources
) Resource groups
© Aop services
%> Function Apps
R s databases
& Azure Cosmos DB
I8 virtual machines

& Load balancers

Virtual networks.
O pemps ey
@ wonitor
@ Advisor
rity Center
st Management + Billng
Help + support

B mages

& Marketplace

BB Networkinterfaces

H
H

| machines

Res

vations

ha - Networking

i ha3 - Networking

Attach network interface

verview
 Activity log
‘Access control (AM)
Tags Virtual ne

X Diagnose and solve prol

network interface

I Network Interface:

Public IP: Private IP: 10.100.1.9

APPLICATION SECURITY GROUPS ©

Settings

£ Networking

¢ Configure the application

INBOUND PORT RULES @

Impac
PRIORITY

¢ Continuou: 300

elivery (Preview)

® Availabiliy set
Configuration

9, Identity

I properties

& Lok

B Automation script

Operations

® Auto-shutdown

(attached to network interface:

PROTOCOL

allow-all-portl-in
AllowVnetinBound
AllowAzureL oadBalancerinBound

DenyAllinBound

OUTBOUND PORT RULES ©

& Backup
& Disaster recovery

B Update management o
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ity group

(attached to network interface:

NAME PrOTOCOL

SoURCE

VirtualNetwork

‘AzureLoadBalancer

Any

source

fortinetcloud201

DESTINATION AcTIoN
@ Allow
@ Allow
@ Allow
@ Allow
@ Allow
@ Allow

® Deny
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VRRP (Working) Insync

Fi] ADC-HA3 (]

Server Load Balance

V5.2.0 AZURE Build0415,181209 ~

Q
@ pasnvoard v R evrers cmemnosns Ntsurctes  schedderosl  Clonepoo
—— P e=r=
>
& sysem Name - Type Address port profile status Availability FoS
& shared Resources > - - - B N
HTTP ayer 10.100.1.17 8050 http I Enable &S %
@ Neworking > _ T -
HTTP2 Layer 7 10.100.1.17 8002 nip nabl s x @
4@ Server Load Balance < ) _ .
¥ HTTP_port1_second_publiclP Layer 7 10.100.1.16 8054 nitp nab s x @
Virtual Serve:
. o

9. Requires access token to use Azure RestAPI

If using FortiADC’s HA-VRRP, FortiADC needs to use the Azure rest API, and then you need to make the

following configurations:

9.1 Create Azure App

Write in the Name Application type, choosing “Web app / API”, and write in the Sign-on URL.

Microsoft Azure

Web app / AP

| Delete

Application type

Web app / API

Home

Creating a Client Secret

fortinetcloud2018@g... (i
= @

on in lo

Click “settings”, enter the “Keys” tab. In "Key description” go to“Client Secret”, selecting “Expires." Then save; it
will automatically create "Value." This created "Value" is the Client Secret. Copy the client secret for future

use on the FortiADC.
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Microsoft Azure

FAVORITES

Dashboard

esource groups
& App senvices

#> Function Apps

R sQL databases.

& Azure Cosmos DB

8 virtual machines

@ Load balancers

I storage accounts

5 Virtual networks
@ Azure Adtive Directory
© Monitor
@ advisor

@ Security Center
© Cost Management + Billng
& tielp + support
8 images
B VM images (classic)
B3 05 images

&) Marketplace

B Networkinterfaces

Manifest

Delete.

O Search resources, services, and docs

Settings

coneaL
Properties
e0-249Teadcbde2 L] =

Reply URLs

APrACCESS
#. Required permi

t ke

TROUBLESHOOTING + SUPPORT

Upload Public Key

fortinetcloud2018@g... (i
wmn @

A\ Copy the key value. You won't be able to retrieve after you leave this blade:

Passwords

DEsCRITION

Duration

Public Keys

THUMBPRINT

No

Add role to subscription. Choose Contributor to get R/W access to Azure service.

Navigate to Home > Subscriptions. Choose Subscription, such as Pay-As-You-Go, enter Access control
(IAM). Add role assignment, choosing “Contributor."” Assign access to choose “Azure AD user,group,or service
principal." Use the Azure app you just created.

Microsoft Azure

Create a resource
Dashboard
All services
FAvORITES
ces
e groups
& App Services
#> Function Apps
R sQL databases.
& Azure Cosmos DB
8 virtual machines
4 Load balancers
I storage accounts
5 Virtual networks
@ aure Active Divectory
© Monitor
@ Advisor
W security Center
© Cost Management + Biling
& tielp + support
B images
B vMimages
B3 05 images (d

& Marketplace

B Networkinterfaces

Tenant ID:

Show only subscription:

SuBSCRIP...

. foT97e99-ec..

R

34baa3af-fe...

O Subscriptions

Pay-As-You-Go - Access control (IAM)

8. Don't see a

§ Pay-As-You-Go - Access control (IAM)
PR —

© overview Check access
‘Access control (AM)
K Diagnose and solve problems
@ secuity
¥ Events
Aaure AD user, group, or sevice principal

Cost Management

© Ccostanalysis

Billng
B inv
& Extemal services
& Payment methods
sl Partner information
Settings
& Programmatic deployment
Resource groups
Resources
Usage + quotas
Policies
Management certificates
My permissions
Resource providers

Deployments

Navigate to Home > Properties, copy the Tenant ID.
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Add a role assignmen
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principal, or managed ident

View role assignment:
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and managed identities tha
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scope.

View deny assignmen:

View the users, groups, serv
and managed identities tha
denied access to specific ac
scope.

adcapp3!

Selected mem
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Microsoft Azure

=~ Create a resource
All services
%  FAVORITES
= Dashboard
£ Al resources
N#| Resource groups
& App Services
¥ Function Apps
W sSOL databases
, Azure Cosmos DB
! Virtual machines
0 Load balancers
B storage accounts
+ Virtual networks
& Azure Active Directory
. Monitor
@ advisor
@ Ssecurity Center
() Cost Management + Billing
;"( Help + support
! Images
m VM images (classic)
m OS images (classic)
&) Marketplace

B Network interfaces

85848 - Properties

JEEGEER - Properties

® overview
Directory properties

W Getting started

Manage

M Users
Groups

¥ Organizational relationships

Roles and administrators

@ Enterprise applications
Devices
App registr;

ations (Preview)

Application proxy
Licenses
Azure AD Connect
Custom domain names

Mobility (MDM and MAN)

£ Search resources, services, and docs

Password reset Access ma nagemen t for Azure resources

W company branding

Q User settings

||| Properties

l Notifications settings

Security

¥ identity Secure Score (Previe...

W conditional Access

Config Client ID, Client Secret and Tenant ID on FortiADC :

config system azure
set tenant-id XXXXXXXXXXXXXXXXXXXXX
unset subscription-id
set client-i1d XXXXXXXXXXXXXXXXXXKXXXXXKXKKXKKXX
set client-secret XXXXXXXXXXXXXXXXXXXXXXXXXXXX
set azure-region global
unset resource-group
end

9.2 Grant access to the managed identity

Choose the Role as Contributor, and assign access to the Virtual Machine. Then select the FortiADC's that use
the Rest API.
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Microsoft Azure

earch resources, services, and docs

Pay-As-You-Go - Access control (IAM)

- create a resource ipti « 2

Al services ;

+ Add
FAVORITES

Showing subscriptions
Dashboard subscription?

£ Don't seea

Al resources.
#) Resource groups
& App services
ptions selected in the
# Function Apps 5
R sqL databases
& Azure Cosmos DB SUBS..  SUBSCRIP...
80 vitual machines r— 2
4 Load balancers
L=
B Storage accounts.
Virtual networks
@ Azure Active Directory
€ Wonitor
@ Advisor
@ Security Center
© cost Management + Blling
& Help + support
B images
B3 vM images (classic)
B3 05 images (dlassic)
&) Marketplace

B Network interfaces

g Pay-As-You-Go - Access control (IAM)

© overview
‘Access control (1AM)
X Diagnose and solve problems
L} ity
¥ Events
Cost Management
© Costanalysis
Billng
B invoices
& Exemal se
® payment methods
s Partner information
Settings
Programmatic deployment
Resource groups
Resources
Usage + quotas
Policies
Management certificates
Myp
Resource pr
Deployments
Properties

Resource locks

Check access
Review the level of access
managed identity has to this
Find @

‘Aare AD user, group, or service principal

&

Add a role assignmen

ant access to resour
ing a role to a u
principal, or managed ident

View role assignment:

View the users, groups, serv
and managed identities tha
ments granting them

v |

View deny assignmen

View the users, groups, serv
and managed identiti
denied a

scope.

Example: Set VS on Azure in HA-VRRP mode

Port1:10.100.1.9/24

Port1:10.100.1.10/24 I

Configure HA on FortiADCA1

config system ha

set mode active-active-vrrp

set hbdev port2

set datadev port2
set group-id 31

set local-node-id 1

g

Port2:10.100.2.4/24

\ Port3:110.100.3.4/24

VRRP|ADC1

Hearfbeat

Port2

Port2:10.100.2.5/24

Port3:10.100.2.9/24
\

VRRP_ADC2

o
Add role assignment

Role .
Contributor

Selected members:

fortinetcloud2018@
AR

set group-name azure group

set config-priority 200

set override enable

set l7-persistence-pickup enable
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set l4-persistence-pickup enable
set l4-session-pickup enable

set hb-type unicast

set local-address 10.100.2.4

set peer-address 10.100.2.9

end

Configure HA on FortiADC2

config system ha

set mode active-active-vrrp

set hbdev port2

set datadev port2

set group-id 31

set group-name azure group

set override enable

set 17-persistence-pickup enable
set l4-persistence-pickup enable
set l4-session-pickup enable

set hb-type unicast

set local-address 10.100.2.9

set peer-address 10.100.2.4

end

Configure Traffic-Group on FortiADC

config system traffic-group
edit "0-1"
set failover-order 0 1
set preempt enable

next
edit "1-0"
set failover-order 1 0
set preempt enable

next

end

Configure tenant-id client-id and client secret on FortiADC

config system azure

set tenant-id 0483£d85-be76-4370-8880-e4ab864c

set client-id 4cdad0£f5-4£28-42f8-8f3e-b5561

set client-secret ENC cLzCNMaHqyelrLx0Ys8BPlwz90eb9QWyO0CJI70hSwZy7
end

Configure VS on FortiADC

config load-balance real-server

edit "RS1"
set ip 10.100.2.6
next
edit "RS2"
set ip 10.100.3.6
next

end

config load-balance pool

FortiADC 7.2.0 Azure Deployment Guide
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edit
set

"Pool 1"
real-server-ssl-profile NONE

config pool member

edit
set
set
next
end
next
edit
set
conf
edit
set
set
next
end
next
end

config
edit
set
set
set
set
set
set
set
set
set
set

next

1
pool member cookie rsl
real-server RSI1

"Pool 2"
real-server-ssl-profile NONE
ig pool member

1
pool member cookie rsl
real-server RS2

load-balance virtual-server
"L7 HTTP Public"

type l7-load-balance

interface portl

ip 10.100.1.7

port 8003

load-balance-profile HTTP

load-balance-method LB METHOD ROUND ROBIN

load-balance-pool Pool 1

traffic-log enable

traffic-group 0-1

fortiview enable

edit "L7 HTTP Public Secondary"

set
set
set
set
set
set
set
set
set
set
next
end

type 1l7-load-balance

interface portl

ip 10.100.1.17

port 8003

load-balance-profile HTTP
load-balance-method LB METHOD ROUND ROBIN
load-balance-pool Pool 2

traffic-log enable

traffic-group 1-0

fortiview enable
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Important notes

Important notes

1. InL4_VS DNAT mode or L7_VS mode enabled "client-address", make sure FortiADC is the gateway for
RS.

2. Ifyouwantto use L4_VS DNAT, you have to go to the outgoing port in Azure and enable IP forwarding,
because the RS source IP is not the same as the FortiADC outgoing port IP.

3. Does not support HA-AP and HA-AA mode.
4. Only supports HA-VRRP group with two FortiADC's currently.

5. If you configure L4VS “NAT Source Pool” or SNAT “Translation to IP Address”, Floating IP etc, you must
add these IP's to the instance interface via secondary IP on Azure.

6. If you manually change the FortiADC’s configuration, for example by changing VS IP, second IP, floating
IP, NAT Source Pool, or changing the VS traffic group, you must make the corresponding changes on
Azure.

7. ltis suggested that you use a static IP on Azure, because in the case of an FortiADC HA failover the
dynamic IP may change, so the Azure IP and the FortiADC IP will not be the same.

8. VSIP, Floating IP, NAT Source Pool cannot be the same as the interface primary IP, because in the case
of an FortiADC HA failover there may be issues.

9. You have to use log disk, otherwise some functions cannot be used correctly, like VRRP.
10. FortiADC's HSM client, Luna HSM version 7.2 or higher, is compatible with Azure HSM.
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