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Overview

Fortinet’s FortiSandbox on AWS enables organizations to defend against advanced threats in the cloud. It works with
network, email, endpoint, and other security measures, or as an extension of on-premise security architecture to
leverage scale with complete control.

FortiSandbox is available on the AWS Marketplace.

You can install FortiSandbox on AWS as a standalone zero-day threat prevention or you can configure it to work with
your existing FortiGate, FortiMail, or FortiWeb AWS instances to identify malicious and suspicious files, ransomware,
and network threats.

You can create custom VMs using pre-configured VMs, your own ISO image, or Red Hat VMs on VirtualBox. For more
information, contact Fortinet Customer Service & Support.

Deployment models

You can configure your FortiSandbox VM on AWS using an advanced or basic deployment model.

FortiSandbox VM basic deployment model
The FortiSandbox basic deployment model is the fastest and easiest way to deploy a FortiSandbox VM on AWS. Basic

deployment uses the AWS setup wizard to guide you through the setup process with step-by-step instructions.
Deployment takes approximately 10 minutes.

Advantages

» A single setup wizard page where you can enter all the information for launching a FortiSandbox VM.
e Only simple information is required: VM region, EC2 instance type, and your EC2 keypair.
» HA features are supported by adding a second NIC during setup using the wizard.

Limitations

» The FortiSandbox VM can only have a maximum of two network interfaces when setup with the wizard.
o Supports sandboxing analysis using Windows Cloud VMs only.
« Does not support DHCP options and NAT Gateway that are required to run custom Windows VMs.

FortiSandbox VM advanced deployment model

To use the advanced features of the FortiSandbox VM including custom VMs and HA features, use the advanced
deployment model. Advanced deployment requires you to manually create all the resources you need. This model is
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Overview

recommended for people who have experience working with AWS and the cloud. Deployment takes approximately one
hour.

To use custom VMs, including pre-configured VMs, your own ISO image, or Red Hat VMs on VirtualBox, contact Fortinet
Customer Service & Support.

Advantages

« Gives you full control to customize the resources required to deploy the VM.
o Supports custom Windows VMs.
o Supports HA features.

Limitations

o Takes longer to deploy.

» Requires advanced knowledge of deploying VMs in AWS.
Must deploy all components manually in AWS.

Must follow instructions carefully for a successful deployment.
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Deploying FortiSandbox on AWS

To deploy FortiSandbox VM on AWS, perform the following procedures.

Setting up basic AWS network on page 7

Launching a FortiSandbox virtual instance in EC2 on page 13
Configuring FortiSandbox network settings on page 17

Testing FortiSandbox on page 19

Setting up an AWS account for FortiSandbox on page 23
Preparing network connection for FortiSandbox VM on page 30
Optional: Using HA-Cluster on page 32

Optional: Using a custom VM on AWS on page 35

NSO GaRAODN-=

Setting up basic AWS network

Creating a Virtual Private Cloud (VPC)

1. Goto VPC Dashboard > Your VPCs and click Create VPC.

aWS1 Services Resource Groups ~ *
VPC Dashboard Actions
4
Filter by VPC:

Q, Search VPCs and their prope X
Q, selecta vVPC

Name « VPCID - State - IPv4CIDR
Chen T Fortigate-VPC vpcf89chbddd  available  10.0.0.0/16
— FortiSandbox-VPC vpc-45366e23  available 10.0.0.0/16
Your VPCs

Ay
S r'd
q Create a new VPC even though there is a default VPC.

2. Enter the following information, then click Yes, Create.
o For Name tag, enter a name. For example, FortiSandbox.
e For IPv4 CIDR block, enter 10.0.0.0/16. This helps ease scale-out issues in the future.

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS

e For IPv6 CIDR block, select No IPv6 CIDR Block.
e For Tenancy, select Default.

Create VPC x

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2
instances. You must specify an IPv4 address range for your VPC. Specify the IPv4 address range as a
Classless Inter-Domain Routing (CIDR) block; for example, 10.0.0.0/16. You cannot specify an 1Pv4
CIDR block larger than /16. You can optionally associate an Amazon-provided IPv6 CIDR block with the

VPC.
Name tag | FortiSandbox (1]
IPv4 CIDR block* [10.0.0.0/16 (i )
IPv6 CIDR block*  [@]no IPv6 CIDR Block 0

) Amazon provided IPv6 CIDR block
Tenancy | Defaut ~ €D

Creating the subnet for FortiSandbox firmware

If you do not use Custom VMs, you don't have to create a private subnet. Even without a private subnet, you can still use
the remote VM for file analysis.

e Public subnet with IPv4 CIDR 10.0.0.0/24, which is connected to the FSA-VM management interface.

o Private subnet with IPv4 CIDR 10.0.1.0/24, which is connected to all VM clones and FSA-VM.

o HA-Cluster subnet is optional for HA-Cluster.

To create the public subnet:

1. Click Subnets > Create Subnet.

2. Inthe Create Subnet dialog box, enter the following information, then click Yes, Create.
o For Name tag, enter a name. For example, Public_FortiSandbox.
e For VPC, select the VPC you just created.
o For IPV4 CIDR block, enter 10.0.0.0/24 (public subnet).

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS

Create Subnet

[Name tag | Pubiic_Fortisanabox | (3]

VPC | vpc-13818f7a | FortiSandbox (1]

VPC CIDRs

10.0.0.016 associated

Availability Zone = No Preference w (i ]

IPv4 CIDR block | 10.0.0.0/24 (i ]

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). Note that block sizes must be between a /16 netmask
and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

CIDR Status Status Reason

x

To create the private subnet:

1. Click Subnets > Create Subnet.

2. Inthe Create Subnet dialog box, enter the following information, then click Yes, Create.

o For Name tag, enter a name. For example, Private_FortiSandbox.
e For VPC, select the VPC you just created.
» For IPV4 CIDR block, enter 10.0.1.0/24 (private subnet).

Create Subnet

Name tag  private_FortiSandbox (i ]

VPC | vpc-13818f7a | FortiSandbox (1 ]

VPG CIDRs CIDR Status

10.0.0.0/16 associated

Availability Zone = No Preference i ]

IPv4 CIDR block | 10.0.1.0/24 (i ]

Status Reason

Use the CIDR format to specify your subnet's IP address block (e.g.. 10.0.0.0/24). Note that block sizes must be between a /16 netmask
and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

3. If you want, repeat the above steps to create an HA-Cluster subnet.
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Deploying FortiSandbox on AWS

Creating an internet gateway

1. Under Virtual Private Cloud > Internet Gateways, click Create Internet Gateway.
2. For Name tag, enter a name. For example, vpc-gw and click Yes, Create.

Create Internet Gateway x

An Internet gateway is a virtual router that connects a VPC to the Internet.

Nametag | vpc-gw (1]

3. When the Internet Gateway is created, click Attach to VPC.

4. Selectthe VPC and click Yes, Attach.
aws

Services ~ Resource Groups ~ *

VPC Dashboard . Delete

Filter by VPC:

Q, Search Intemet Gateways an X
Q, Select a VPC

Name - ID ~  State | VPC

vpC_gw igw-0b622262 | attached vpc-13818f7a | FortiSandbox

Your VPCs

Subnets
Route Tables

Internet Gateways

Creating a route table

1. Under Virtual Private Cloud > Route Tables, click Create Route Table.

Services v Resource Groups ~ *

VVPC Dashboard T LR ELIES | Delete Route Table
4

Filter by VPC:
Q Search Route Tables and the X
Q, selecta VPC
Name « Route TableID - Explicitly Associat~ Main -~ VPC -
i rth-f6846d90 0 Subnets Yes vpe-13818f7a | FortiSandbox
Your VPCs
Subnets

Route Tables

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS

2. Inthe Create Route Table dialog box, enter the following information, then click Yes, Create.
e For Name tag, enter a name. For example, route_FortiSandboxTest.
o For VPC, select the VPC you created.

Create Route Table

A route table specifies how packets are forwarded between the subnets within your VPC, the Internet,
and your VPN connection.

Name tag  route FortiSandboxTest [ )

3. Goto Subnet Associations > Edit, select the public subnet you created, then click Save.

VPC  vpc-138187a | FortiSandbox ~ €

rth-474aa32f | route_FortiSandbox(public)

Summary Routes Subnet Associations I Route Propagation Tags
Cancel
Associate  Subnet IPv4 CIDR  IPv6 CIDR  Current Route Table
subnet-1e41d853 | Public_FortiSandbox  10.0.0.0/24 - rth-474aa32f | route_FortiSandbox(public)
O subnet-c245dcaf | Private_fortisandbox  10.0.1.0/24 - rtb-77769f11 | route_Fortisandbox(private)

4. Goto Routes > Add Another Route, enter the following information, then click Save.

e For Destination,enter 0.0.0.0/0.
o For Target, select the internet gateway for the public subnet.
rtb-474aa32f | route FortiSandbox({public)

Summary Subnet Associations Route Propagation Tags

Cancel Save

View: All rules
Destination Target Status  Propagated Remove
10.0.0.016 local Active Mo

I 0.0.0.0/0 igw-0bb622262 I Active Mo %}

Add another route

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS

Creating a security group

1. Under Virtual Private Cloud > Security Groups, click Create security group.
2. Enter the following information, then click Create.

o For Security group name, enter a name.

» For Description, enter a description.

o For VPC, select the VPC you just created.

Security Groups > Create security group

Create security group

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group fill in the fields below.

Security group name* | fsa_security_group 1]
Description* | fsa_security_group [i]
VPC | vpc-979b7dee ~|e

Q Filter by attributes

* Required
Name tag Cancel

vpc-Ocd46d3fe45ddef2b vpcl0.100

vpe-Oaa30ee8fac2lee54 easy10.10 730432517238

vpe-04c716595f063c268 vpcl0.200 730432517238

3. Configure the following:

Details Value

Type All Traffic.
You can select TCP.

Protocol All.
You can select TCP.

Port Range If you select All for Protocol, the Port Range is automatically selected.

If you select TCP, allow all the following:
e HTTPS (TCP 443)
e SSH traffic (TCP 22)
e OFTP traffic (TCP 514)
e Optional: FTP (TCP 21)
¢ If needed: RDP to VM interaction

Source Custom.
For the SourcelP, enter0.0.0.0/0.

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS
Launching a FortiSandbox virtual instance in EC2

Choosing an Amazon Machine Image (AMI) and the instance type

1. Goto EC2 > Instances and click Launch Instance.

Services v  Resource Groups ~ %

Launch Instance Actions ¥
_ Ao % e

Tags P Q Filter by tags and attributes or search by keyword [>] None found
Reports
Limits You do not have any running instances in this region.

First time using EC2? Check out the Getting Started Guide

Click the Launch Instance button to start your own server.
Launch Templates

Spot Requests Launch Instance
Savings Plans
Reserved Instances

Select an instance a |_N =N =]
Dedicated Hosts

2. Inthe left panel, click AWS Marketplace and search for fortisandbox AMI.

1.Choose AMI 2. Choose Instance Type ance  4.Add St 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
AN AMI is a template that contains the software configuration (operating system, application server, and applications) required o launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; of you can select one of your own AMIs
Q fortisandbox X
Quick Start (0) 1t0100f 11 Products > |
My AMis (0) IATINET. | Eortinet FortiSandbox Advanced Threat Protection (BYOL) m

# %%k (0)] V304 Previous versions | By Fortinetinc
AWS Marketplace (11)
Linux/Unix, Other v3.0.4 | 64-bit (x86) Amazon Machine Image (AMI) | Updated: 4/5/19
Community AMIs (3) FortiSandbox can be deployed as part of an Advanced Threat Protection solution by integrating with your existing FortiGate, FortiMail, FortiWeb AWS instances, FortiClient; or as a standalone zero-day malware behavior
analysis system to identify malicious and suspicious threats including ransomware.

~ Categories More info
All Categories ZEATINET. [ Fortinet Fortisandbox Advanced Threat Protection (On-Demand) m
Infrastructure Software (11)

Sk kAR (0)] v3.0.4 | By Fortinet Inc.
DevOps (6) Starting from $0.98 to $3.93/hr for software + AWS usage fees
Linux/Unix, Other v3.0.4 | 64-bit (x86) Amazon Machine Image (AMI) | Updated: 5/22/19
v Operating System
FortiSandbox for AWS can be installed as standalone zero-day malware behavior analysis system or work in conjunction with your existing FortiGate, FortiMail, or FortiWeb AWS instances to identify malicious and suspicious.

¥ All Linux/Unix threats including ransomware

Other (11) More info

3. Select Fortinet FortiSandbox Advanced Threat Protection (BYOL) or Fortinet FortiSandbox Advanced Threat
Protection (On-Demand).

« If you selected Fortinet FortiSandbox Advanced Threat Protection (BYOL), select an Instance Type that is
c4.xlarge or larger for balanced burstable performance.

EIW§ Services Res:

~—

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

(7] Comput 36 72 Yes Yes

@ Compute opt 48 96 Yes

(7] Comput 72 144 Yes Yes

@ 96 Yes

(7] c5.metal 96 Yes Yes

@ Corr 2 EBS Yes

[ ] Compute optimized cd.xlarge 4 75 EBS only Yes High Yes
Compute optimized cd.2xlarge 8 15 EBS only Yes High Yes

Cancel = Previous | Next: Configure Instance Details

FortiSandbox 4.0 AWS Guide 13
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Deploying FortiSandbox on AWS

« If you selected Fortinet FortiSandbox Advanced Threat Protection (On-Demand), select an Instance Type that
is m4.xlarge or larger for balanced burstable performance.

aws, Services v Resource Groups v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

(-] U large 64

@ n large 3;

@ m5.12xlarge 48

@ m5.16xlarge 64 256 EBS only Yes

(7] m e 384 EBS ont

(%] m5.metal 96 384 EBS only
General purpose mé.large 2 8 EBS only Yes Moderate Yes

[ ] General purpose m4.xlarge 4 16 EBS only Yes High Yes
General purpose m4.2xlarge 8 32 EBS only Yes High Yes

Cancel = Previous Next: Configure Instance Details

4. Click Next: Configure Instance Details.

Configuring the instance

Configure the following instance details, then click Next, Add Storage.

Number of Instances 1
Purchasing Option N/A
Network Select the FortiSandbox VPC you created
Subnet Select the public subnet you created
Auto-Assign Public IP Disable
IAM Role: None
Shutdown Behavior Stop
Enable Termination Protection N/A
Monitoring N/A
Tenancy Shared - Run a shared hardware instance
ethO Select the public subnet you created; Auto-Assign (or any IP in that subnet)
eth1 Select the private subnet you created; Auto-Assign (or any IP in that subnet)
\‘ ! 'l . . . .
9 If you do not use trial VMs or custom VMs, you can skip adding eth1. You can add it back
|| when the instance is stopped.

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS

Adding storage

After configuring the Instance Details, click Next, Add Storage.

Adding tags

Do not configure anything on this page. Click Next, Configure Security Group. See Creating a security group on page 12.

Reviewing the instance launch

1. Review the instance details, then click Launch to open the Create a New Key Pair dialog box.
2. Entera Key pair name.
3. Click Download Key Pair and save the private key file.

You can import an existing public key for remote access to the running instance.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you fo
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

Create a new key pair v|
Key pair name
[Fortisandboxkey |

Download Key Pair |

Q You have to download the private key file (*.pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file
again after it's created.

Cancel Launch Instances

4. Click Launch Instances.

After launching the instance, the next page shows that the FortiSandbox instance is running.
5. Click View Instances to view the instance state.

It takes several minutes for Status Checks to change from Initializing to 2/2 checks.

FortiSandbox 4.0 AWS Guide 15
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Launch Instance w Connect Actions v

Q Filter by tags and attributes or search by keyword

Name + Instance ID ~ Instance Type ~ Availability Zone -~ Instance State -~ Status Checks - Alarm Status

[ ] i-08de9f34c9db21872 cd.xlarge ca-central-1a @ running z Initializing None ‘ﬁ,

6. When the instance is running, click the instance and enter a name. For example, FortiSandbox.

Name ~  Instance ID ~ Instance Type =~ Availability Zone - Instance State - Status Checks - Alarm Status
| ] |F0rtiSandbo)d | i-08de%f34c8db21872  cd.xlarge ca-central-1a @ running Z Initializing None 3
121255 ° ° i-0dBb7d925b16697...  cd.xlarge ca-central-1a @ stopped Nane h

7. Select the created instance and go to Actions > Instance Settings > Get Instance Screenshot to view the status of
the launched instance.

Launch Instance Connect

Q Filter by tags and attributes or d

Connect

Launch More Like This

Name = Instance | - Availability Zone ~ Instance §

] : Instance State
B ForiSandbox i-0550184

Add/Edit Tags

Image Attach to Auto Scaling Group

Networking Attach/Replace I1AM Role

CloudWatch Monitoring »
Change Termination Protection
View/Change User Data

Change Shutdown Behavior

Get System Log

Get Instance Screenshot

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS
Configuring FortiSandbox network settings

Assigning an Elastic IP to the instance

If necessary, create an Elastic IP (EIP) under Virtual Private Cloud.

1. Click Elastic IPs > Allocate new address.

WVPC Dashboard Allocate new address Actions v
i

Filter by VIPC

(}, Fiter by attributes or search by keyword
Q) Select a VPC

@ ElasticIP = AllocationiD ~ Instance ~ Private IP address - Scope
Your WVPCs
Subnels

Roule Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets

2. Click Allocate new address to get the new EIP Address.
3. When you see the new Elastic IP address, click Close.

aws1 Services Resource Groups ~ *

Addresses > Allocate new address

Allocate new address

@ New address request succeeded

Elastic IP 00.000.00.000

4. Selectthe new Elastic IP address you just created and click Actions to associate the EIP with FortiSandbox port1.

5. Onthe Associate Elastic IP Address page:
« Inthe Resource type section, select Network Interface.
 Inthe Network Interface section, select the FortiSandbox port1.
« Inthe Private IP address section, select the FortiSandbox port1 private IP address.
 Inthe Reassociation section, clear the Allow this Elastic IP address to be reassociated checkbox.

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS

EC2 Elastic IP addresses Associate Elastic IP address

Associate Elastic IP address

Choose the instance or network interface to associate to this Elastic IP address (52.39.221.107)
Elastic IP address: 52.39.221.107

Resource type
Choose the type of resource with which to associate the Elastic IP address.

Instance

© Network interface

/A If you associate an Elastic IP address to an instance that already has an Elastic IP address associated, this
previously associated Elastic IP address will be disassociated but still allocated to your account. Learn more.

Network interface

Q, eni-0f420ed98d60b04b2 X

Private IP address
The private IP address with which to associate the Elastic IP address.

Q 100020 %

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated

6. Click Associate.

Accessing the FortiSandbox web GUI

1. Copy the IPv4 Public IP address from the created instance.

[EULLLGILEEU LR B | Connect | Actions v

Q Filter by tags and attributes or search by keyword
Name 4+ Instance ID = Instance Type =~ Availability Zone ~ Instance State -~ Status Checks - Alarm Status Public DNS (IPv4) = IPv4 Public IP -

@ FortiSandbox i-08de9134c9db21872 cé.xlarge ca-central-1a ] running @ 22checks... None “4,; ec2-3-96-103-181.ca... 3.96.103.181

2. Paste the copied IP address into a browser window to log into the FortiSandbox GUI.
The default username is admin and the default password is your Instance ID. You can find this in the EC2
Management Console.

Configuring the DNS

1. Go to Network > System DNS.
2. Configure the following:

Detail Value

Primary DNS Server 8.8.8.8
Secondary DNS Server 8844
3. Click OK.
FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS

Accessing FortiSandbox CLI

You can use CLI commands in the FortiSandbox console or use an SSH or TELNET client. Before logging in, convert the
saved pem file you downloaded when you created the key pair ppk file.

If you did not choose the Without Key Pair option, log in using the Instance ID as the password.

For more information, see Connecting to Your Linux Instance Using SSH and Connecting to Your Linux Instance from
Windows Using PuTTY.

Testing FortiSandbox

FortiSandbox dashboard and contract information

Upload the FortiSandbox license for AWS FortiSandbox BYOL.

VM license is not needed for AWS FortiSandbox On-Demand.

&05 Fortisandbox AWS £ Status
fories || SYStEm Information S T Connectivity and Services S T
Firmware Version v4.0.0build0037 (Interim) &
@ ® v} =
: Hostname FSAVMO0000000000
LY Serial Number FSA-VM0000000000
Securi
e | System Configuration Last Backup: N/AGZ' Scan Performance - Last 4 Hours o ox
B System Time 2021-04-15 00:53:14 UTC (' \
[+] Scanned Performance Security
. Unit Type Standalone @ No Rating Engine
! ) g o (@) 0s/0s A 0
Uptime 0Oday(s) 1 hour(s) 23 minute(s) Total Scanned @- Avg/Mase Al Detected
L) : ot ine
Username admin
Scanpaticy
andObject o/0 o
tQ—_I Avg/Max O-day Malware
Lo Job Processed per Hour
System System Resources f+]
g o ({@)) 0s/0s & o
IIlI Total VMScanned P==r  Avg/Max Known Malware
Ll AN NWNARA RN Wit Time
Log&Report
Memory Usage: | NCEREN @ e @ g
I~ Avg/Max Suspicious URL
lotal Processing Time:
B Disk Usage: %3 777
Scan Statistics - Last 24 Hours o %

C Reboot (D) Shutdown

Licenses
¥ A Fortisandbox-AWS &
© WindowsVM &
© Windows Cloud VM
© MacOS Cloud VM
© Customized VM

© Mail Transfer Agent Service

FortiSandbox 4.0 AWS Guide
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Deploying FortiSandbox on AWS

Submit on-demand test using remote VM

Starting with version 2.5.1, FortiSandbox AWS supports the WindowsCloudVM remote VM type.

You can change the maximum number of the remote VMs in Scan Policy and Object > VM Settings.

08 Fortisandbox AWS @~  admin~

W  VMimages

Forten |
[ EditClone Number Tl DeleteVM 'O Undelete VM B3 VMScreenshot | (3 Enabled VM Types: 0/4 | & Keys: 0 /8 (LocalWin Key: 8 + MacKey: 2 +Win Cloud key:25 ) ¥ Clone Number: 10 /40
Omstas Name Version Status Enabled | Clone# | Load#  Extensions
= RemoteVMs (2
™ 2}
e YL o @ activated ) 2 2 dmgmac
. ; bat cmd dll exe jar jse msi ps 1 scr upx vbs wsf pdf doc docm docx dot dotm dotx eml iqy msg onetoc pot potm potx ppam pps ppsm ppsx pet pptm pptx rtf sidm sldx thmx
B = W WindowsCloudVM o @ activated ] 8 8 XIS xlsb Xiom ATSX XIt Xt It Swi A 15 Ik Ul sh WEBLIk aymsg POTPOIM PO PPAM Pps PRSI PRSX PRLPRIM PP
scnos Aoy

To submit on-demand test using remote VM:

1. Goto Scan Job > File On-Demand > Submit File.
2. Click Choose File and upload the fiddler2setup.exe file.

3. Click Submit.
If the uploaded file is not malicious or suspicious, the rating is Clean.

FortiSandbox AWS Z File On-Demand @] v admin ¥

Submit New File

Security Please upload sample file or archived sample files. The following archive formats are supported: .tar, .z, xz, .gz, .tar.gz,
Fabric tgz, zip, bz2, tar.bz2, tarZ, .7z, rar, Izh, ace

& Upload File ™"

Possible password(s) for
archive/office file:

sible password for each line. Please use ASCII format password without em
Scan Palicy

and Object Comments:

Optional comments for later reference. the max length is 255 characters

SkKip result of: [ Static Scan
[CJAV Scan

[CJCommunity Cloud Query

@ ) Force toscanthe file inside VM
[CJ Add sample to threat package

Add file to Malware Package if it mests sattings in Package Options

) Enable Al

Enable Al mode for this scanning
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4. When the scan is finished, you can view files in File On-Demand.

FortiSandbox AWS & File On-Demand

L submitFile | (@ Show Rescan Job

Favorites
ﬁ < @ Detection 2021-04-1401:21:04 (o 2021-04-1501:21:04
Dashboard
Submission Time Submitted Filename Submitted By Rating
(Y
Security . Apr15202101:19:19 sample.pdf admin A

Fabric

5.
< File O

Status

Done

‘v

O~

@~

|z}

File Count

admin v

admin v

Comments

* ¢ 2 e ® o
Favorites
ﬁ Action Detection 4 Filename Rating Malware Source Destination
Dashboard
o 1 Apr 15 202101:19:37 sample.pdf A Low Risk N/A N/A N/A
e
Security
Fabric
o
Scan Job
6. Check the file details that is displayed.
Overview Details
Basic Information Details Information
Job ID: 5470921765533936004 Filename: sample.pdf
Status: Done Downloaded From: sample.pdf
Received: Apr15202101:19:18 Scan Start Time: Apr 15202101:19:20
Started: Apr 15 202101:19:20 Scan End Time: Apr 15202101:19:37
Rated By: Static File Scan Total Scan Time: 17 seconds
submit Type: On-Demand File Type: pdf
Digital Signature: No VM Scan Start Time: Apr 15202101:19:36
Al Mode: ON VM Scan End Time: Apr 15202101:19:37
Virus Total: Q VM Scan Time: 1seconds
File Size: 139070 (bytes)
Embedded URL: 0
MDS: 7afbfd20757a4e230¢3f5d6 118f07bc1
SHAL: 197e9eeb64c65bfff6d152d1e039ecac2710b912f
SHA256: 262de4caaabbc2f08e5ad800a1b0992beb694365¢5¢db37288775b38e3731b6
Submitted By: admin
Indicators Submitted Filename: sample.pdf
A Suspicious URL Scan Unit: FSAVMOI000015416
SN Susplelous URL Launched OS: WindowsCloudVM (remote)
VM Reason: passes sandboxing-prefilter
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Dhetection Time Now 22 2007 155900
Scan Time: 2B seconds

Semn Lindt

Specified Wis MAC O

Launchesd OS5 MACCER

B Behavior Summary

Tl fike rccified Filkes

Thils flle deleted files

T ke dreppsd Filg

This ke Spbversed proceiiles)

2 Analyshs Detais

& Onginal File

B Files Craated [4)
B Filgs Dedgted (2]
B Files Modified (4)
B Lsunched Processes | 10]

FortiSandbox VM and WindowsCloudVMs topology

AWS Cloud Corp OnSite
Client

l Client
FSA-VM [
oftp (TCP/514) :
FortiGhataVM Client

oftp (TCP/514)

\ § ! FortiGate
Corp Cloud Servers

FSA-VM

Fortinet Cloud \Jo. \yindowsCloudvM

via HTTPS
Use WindowsCloudii

via HTTPS

\

FSA WindowsCloudVMs
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FortiSandbox VM Port Usage

Type Service Port
FortiGate OFTP TCP/514
FortiClient File analysis TCP/514
Others SSH CLI management TCP/22
Telnet CLI management TCP/23
Web admin TCP/80, TCP/443
OFTP communication with FortiGate and FortiMail TCP/514
Third-party proxy server for ICAP servers (ICAP) TCP/1344
Third-party proxy server for ICAP servers (ICAPS) TCP/11344
FortiGuard FortiGuard distribution servers TCP/8890
FortiGuard web filtering servers UDP/53, UDP/8888
FortiSandbox Upload detected malware information TCP/443, UDP/53
Community Cloud
FortiSandbox Serving WindowsVM on cloud for FSA-VM to perform sandboxing TCP/443
WindowsCloudVMs

Setting up an AWS account for FortiSandbox

These procedures set up an AWS account for FortiSandbox:

Creating an IAM group

Attaching policies

Creating IAM users and an AWS API key
Configuring the FortiSandbox GUI for AWS

Ao b=

Creating an IAM group

1. Inthe AWS Management Console, create one or more |IAM users.
2. Logintothe AWS Console.

FortiSandbox 4.0 AWS Guide
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3. Click Search and search for IAM.

awq Services ~ Resource Groups - %*
S —

AWS services

1AM|

| AN
Manage User Access and Encryption Keys

@ Compute €5  Developer Tools &p Intemnet of Things
EC2 CodeStar AWS loT
ECZ2 Container Service CodeCommit AWS Greengrass
Lightsail & CodeBuild
Elastic Beanstalk CodeD.epItl)}- ﬁ&j Contact Center
Lambda CodePipeling
Batch X-Ray Amazon Connect

4. Click Groups > Create New Group.

EIWS1 Services ~ Resource Groups ~ *

Create New Group Group Actions -

Dashboard

[] Group Name % Users
Users i

5. Inthe Group Name field, enter a name, for example, QA_FortiSandboxTest.

Attaching policies

You must have the correct permissions to attach policies to a group. Add the following policies to the group you created
(QA_FortiSandbox).

e AmazonEC2FullAccess

* IAMFullAccess

o AmazonS3FullAccess

« AdministratorAccess

o AmazonVPCFullAccess

o AWSImportExportFullAccess

o VMImportExportRoleForAWSConnector
» AmazonRoute53FullAccess

FortiSandbox 4.0 AWS Guide
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1. Click Filter and enter AmazonEC2FullAccess.
2. Select the checkbox beside AmazonEC2FullAccess.

Services v Resource Groups ~ *

[\  Fortinet AWS v  Global v  Support ~

Create New Group Wizard Attach Policy
Step 1 : Group Name Select one or more policies to atiach. Each group can have up to 10 policies attached.

Step 2 : Attach Policy

3 Revie Filter: Policy Type ~ §AmazonEC2FullAccess Showing 1 results
Policy Name # Attached Entities Creation Time % Edited Time %
AmazonEC2FullAccess 0 2015-02-07 00:10 UTC+0530 2015-02-07 00:10 UTC+0530

3. Repeat this for all policies.
4. After reviewing, click Create Group to list the group under Groups.

Review the following information, then click Create Group to proceed.
Step 1. Group Name Group Name QA FortiSandboxTest
Step 2 - Attach Policy
Policies  arn:aws:iam::aws:policy/PowerUserAccess
Step 3 : Review arn:aws:iam:-aws:policy/AmazonEC2FullAccess
am:aws-iam:-aws-policy/AWSConfigUserAccess
arn:aws:iam::aws:policy/IAMFullAccess
arn:aws:iam::aws:policy/IAMUsersSHKeys

Cancel Previous Create Group

5. Check the group you created (QA_FortiSandbox) to review the group summary.

awg Services + Resource Groups ~ %

v oareh [AM p Create New Group Group Actions ~

Dashboard

Groups

[] Group Name % Users Inline Policy
Users T

Roles QA_FortisandboxTest 1 v

Policies

FortiSandbox 4.0 AWS Guide
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6. Inthe Permissions tab, review the attached policies; then under Inline Policies, click Create Group Policy.

aws

Dashboard
Users

Roles

Policies

Identity providers
Account seffings

Credential report

Encryption keys

Services ~  Resource Groups ~ %

1AM = Groups = QA_FortiSandboxTest

= Summary
Group ARN: arm:awsiam: 777623085352:group/QA_FortiSandboxTest
Users (in this group): 1
Path:

Creation Time:

Users Permissions Access Advisor

2017-10-23 13:05 UTC+0530

Managed Policies

The following managed policies are attached to this group. You can attach up to 10 managed policies.

Attach Policy

Policy Name

AmazonEC2Fulliccess
IAMFullAccess
AmazonS3FullAccess
AdministratorAccess
AmazonVPCFullAccess

AwsimpontExportFullAccess

Inline Policies

Actions

Show Policy
Show Policy
Show Policy
Show Policy
Show Policy

Show Policy

This view shows all inline policies that are embedded in this group.

Create Group Policy

7. Select Custom Policy and use the policy editor to customize your own set of permissions.

Services Resource Groups v

Set Permissions

Select a policy template, generate a policy, or create a custom policy. A policy is a document that formally states

* [\  Fortinet AWS v  Global ~

the following screen, or at a later time using the user, group, or role detail pages.

Policy Generator

EI:ustom Policy

Use the policy editor to customize your own set of permissions.

8. Enter a policy name and code.

FortiSandbox 4.0 AWS Guide
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Detach Policy
Detach Policy
Detach Policy
Detach Paolicy
Detach Policy

Detach Policy

Support ~

Simulate Policy
Simulate Policy
Simulate Policy
Simulate Policy
Simulate Policy
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9. Click Validate Policy. If validation is successful, click Apply Policy.

awg Services ~  Resource Groups ~ * L\  Fortinet AWS v  Global ~  Support ~
—

Customize permissions by editing the following policy document. For more information about the access
guide. To test the effects of this policy before applying your changes, use the 1AM Policy Simulator.

This policy is valid.

Policy Name

testinlinepolicy

Policy Document

ML

"Version": "2012-1@-17",
v "Statement": [
v {

"Effect™: "allow",
© "Aetion": [
"iam:CreateRole",
"iam:PutRolePolicy™,
"iam:ListRoles"

1,

= "Resource™: [
g

Izl Use autoformatting for policy editing Cancel Validate Policy Apply Policy

10. Under Inline Polices, you can review the created policy names.

Creating IAM users and an AWS API key

IAM Users

To create an |IAM user:

1. Goto Users and click Add User.
2. Configure the following and then click Next: Permissions.
» For User name, enter a username.
» For Access type, select AWS Management Console access.
« For Console Password, select Custom password and enter a password.

FortiSandbox 4.0 AWS Guide
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Add user o

Details Permissions Reaview Complets

Set user details

*fou can add multipls users at once with the same access type and permissions. Leam more

© Add another user

User name”

Select AWS access type

Seldect how thesa users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type” Programmalic access
Enables an access key |0 and secret access key for the AWS AP, CLI, SDK. and other development tools.
« AWS Management Console access
Enables & password that allows users to sign-in to the AWS Management Consale

Console " togenerated |

Require password reset  Usar musi creals a new password at
Users automatically get the [AM s

it sign-in
angeFassword palicy to allow them to changs their own password

3. Search for the Group Name you created (QA_FortiSandbox) and then click Next: Review.

Services « Resource Group

ueans FETMISSI0NS EVIEYY Lompiete

Set permissions for tester1

Copy permissions from tach existing policies
Copy p Attach existing pol

Add user to group existing user directly

Add uses to an existing group or create a new one. Uising groups Is a best-practice way to manage user's permissions by jeb functions. Learn more

Creata group =~ Rafresh
Q, Seard Showing 1 result
Group - Antached policies
[ QA_FortiSandboxTest I zonEC2FullAccess and & n

Ednce' Previnus m

4. When you have added the group, click Create User.
5. Click Close.
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6. Click Groups to view the user you created.
IAM = Groups > QA_FortiSandboxTest

+ Summary
Dashboard Group ARN: arn:aws:iam::777823085352:group/QA_FortiSandboxTest
Users (in this group): 1
Users Path: !
Roles Creation Time: 2017-10-23 13:05 UTC+0530
Policies

Identity providers Permissions = Access Advisor

Account settings

) This view shows all users in this group: 1 User
Credential report

User Actions

Encryption keys
& testert Remove User from Group

7. Logoutof AWS and log in as the user you created.
8. Reset the password and click Confirm to change the password.

AWS API Key

API Gateway supports multiple mechanisms of access control including metering or tracking API use by clients using
APl keys.

To create an AWS API key:

1. Goto IAM > Users > created user > Security credentials and click Create access key.

- L AR T e a0 ST
e P —— TR IS 1013 UTE w38

i
By BT L Permet Lonn Sroupa (1) oo reevie riuin Accoun Advinos

Sap = € N iisal

Coracis paareeord  Daacied g Warags pau
Cormoly login brk S50 Floricebs Egre. IR ETRIT OSSR
-
L llopny
B ngrad MFA devnie N
L T L )
Ange ey
naen oy
Accews ey I Creaied Lawi mepad Snsben
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2. Inthe Create access key dialog box, click Download.csv file to save the Access key ID.

O Sutess

Than 5. Wop il Lo T o el bt Aarprh D o o] 8 b seielit] o Candteld { Lot s

Wie RowyET YTDu BT CTBEE e BOEM R By Bre

Bdian ke D

AR SCORTLE VAT

3. Click Close.

Configuring the FortiSandbox GUI for AWS

Go to System > AWS Config and enter the AWS API key information in the setup wizard.

Select Local VM Instance Type and then select the recommended t2-medium.

Click Next.

For VPC ID, select the VPC you created.

For Private Subnet, select the private subnet for VM.

For example, the private subnet with IPv4 CIDR 10.0.1.0/24 which is connected to all VM clones and FSA-VM.
For Security Groups, select the security group.

Click Save.

Click Connection Test.

When you get a confirmation that the connection is good, click Close.

é:i FortiSandbox AWS Z AWS Config @ v  adminv

oD =

© o N

Attention

Connection is good.

Preparing network connection for FortiSandbox VM

The Private Subnet (IPv4 CIDR 10.0.1.0/24) is connected to all VM clones and FSA-VM.

To create a private subnet:

1. Click Create Subnet and configure the following information.
» For Name tag, enter a name. For example, private FortiSandbox.
e For VPC, select the VPC you created.

FortiSandbox 4.0 AWS Guide
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» For IPv4 CIDR block, enter 10.0.1.0/24 (for private subnet).

Create Subnet

x

Use the CIDR format to specify your subnet's IP address block (2.g., 10.0.0.0/24). Note that block sizes must be between a /16 netmask
and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPvE CIDR block must be a /64 CIDR block.

Name tag | private_FortiSandbox (i ]

VPC | vpc-13818f7a | FortiSandbox ~ | €D

VFC CIDRs CIDR e

10.0.0.016 associated

Availability Zone No Preference ~ 0

IPv4 CIDR block | 10.0.1.0/24

2. Click Yes, Create.

To create a route table:

1. Under Virtual Private Cloud, select Route Tables.

2. Click Create Route Table and configure the following. Then click Yes, Create.
o For Name Tag, enter a name.
« For VPC, select the VPC you created.

FortiSandbox 4.0 AWS Guide
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Create Route Table

A route table specifies how packets are forwarded between the subnets within your VPC, the Internet,
and your VPN connection.

Nametag | route FortiSandboxTest (i )

VPC | wpc-13818f7a | FortiSandbox ~ ﬁ

3. Goto Subnet Associations.
4. Click Edit, select the public subnet, then click Save.

rtb-4742a32f | route_FortiSandbox(public)

Summary Routes Subnet Associations Route Propagation Tags
Cancel
Associate  Subnet IPv4 CIDR = IPv6 CIDR = Current Route Table
subnet-1e41d853 | Public_FortiSandbox  10.0.0.0/24 - rth-474aa32f | route FortiSandbox(public)
O subnet-c245dcaf | Private_fortisandbox  10.0.1.0/24 - rtb-7776911f | route_Fortisandbox(private)

5. Goto Routes and click Add Another Route.

e For Destination,enter 0.0.0.0/0.

« For Target, select the Internet Gateway for public subnet you created.
6. Click Save.

7. Repeat these steps to create a route table for your private subnet, and, if needed, for your HA-Cluster.

Optional: Using HA-Cluster

You can set up multiple FortiSandbox instances in a load-balancing HA (high availability) cluster.

For information on using HA clusters, see the FortiSandbox Administration Guide.
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Launching an HA-Cluster

To launch FortiSandbox instances on AWS:

1.

On the AWS Launch Instances page, launch FortiSandbox primary (formerly master) instances from the
marketplace.

On the Configure Instance Details page of the setup wizard, assign eth0 to the FortiSandbox firmware subnet of
port1 (10.0.0.x).

First launch the secondary (formerly primary slave) instance and then launch the worker (formerly slave or regular
slave) instances.

If you are using HA-Cluster without failover, the secondary node is optional.
Create two additional network interfaces under dedicated subnets for all HA-Cluster nodes.
a. Createprivate subnet (10.0.1.x) for custom VM.
b. Create HA-Cluster subnet (10.0.2.x) for HA-Cluster communication.
In Network security group, open the following ports for HA-Cluster communication:
e« TCP 2015 0.0.0.0/0
e TCP 2018 0.0.0.0/0

On the AWS Console, add a secondary IP address on the primary node as an external HA-Cluster communication
IP address.

a. Select the primary node's port1 network interface.
b. Go to Action > Manager IP Addresses and assign the new IP address.

c. Optional: you can associate a new EIP address for external HA-Cluster communication.
In a failover, this HA-Cluster IP address will be used on the new primary node.

FortiSandbox 4.0 AWS Guide
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aws

> Services Resource Groups v *
Addresses > Associate address

Associate address

Select the instance OR network interface to which you want to associate this Elastic IP address (99.79.113.223)

Resource type Instance (i ]

| *  Network interfacel

Metwork interface | eni-07e073a29f69c2c70 -
Private IP | 10.10.0.66 ~vlCc O
Reassociation Allow Elastic IP to be reassociated if already attached €9

A Wwarning

If you associate an Elastic IP address with your instance, your current public 1P address is released. Learn more.

ﬂ Do not use the set admin-port command to set the internal HA-Cluster communication

I port.

7. Attach network interfaces to all HA-Cluster nodes and reboot all nodes after attaching.
8. Import AWS settings into FortiSandbox HA-Cluster.

a. Loginto each FortiSandbox HA-Cluster node using the EIP address.

b. Configure the AWS Config page for the primary and worker nodes.

Configuring an HA-Cluster

If you are using HA-Cluster without failover, the secondary is optional.
Ensure the HA-Cluster meets the following requirements:

« Use the same scan environment on all nodes. For example, install the same set of Windows VMs on each node so
that the same scan profiles can be used and controlled by the primary node.

¢ Run the same firmware build on all nodes.

« Set up a dedicated network interface (such as port2) for each node for custom VMs.

» Set up a dedicated network interface (such as port3) for each node for internal HA-Cluster communication.

FortiSandbox 4.0 AWS Guide
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In this example, 10.20.0.22/24 is an external HA-Cluster communication IP address. The secondary node's private
IP address is on the primary node’s port1 network interface.

To configure an HA-Cluster using FortiSandbox CLI commands:

1. Configure the primary node:
¢ hc-settings -sc -tM -nMyHAPrimary -cClusterName -pl23 -iport3
e hc-settings -si —-iportl -al0.20.0.22/242

2. Configure the secondary node:
¢ hc-settings -sc -tP -nMyPWorker -cClusterName -pl23 -iport3
e hc-worker -a -sPrimary Port3 private IP -pl23

3. Configure the first worker node:
e hc-settings -sc -tR —nMyRWorkerl -cClusterName -pl23 -iport3
e hc-worker -a -sPrimary Port3 private IP -pl23

4. If necessary, configure consecutive worker nodes:
e hc-settings -sc -tR —nMyRWorker2 -cClusterName -pl23 -iport3

e hc-worker -a -sPrimary Port3 private IP -pl23

To check the status of the HA-Cluster:

On the primary node, use this CLI command to view the status of all units in the cluster.

hc-status -1

To use a custom VM on an HA-Cluster:

1. Install the AWS local custom VMs from the primary node onto each worker node using the FortiSandbox CLI
command vm-customized.
All options must be the same when installing custom VMs on an HA-Cluster, including -vn [VM name].

2. Inthe FortiSandbox AWS GUI, go to Scan Policy and Object > VM Settings and change Clone #to 1 for each node.

After all VM clones on all nodes are configured, you can change the Clone # to a higher number.
3. Inanew CLI window, check the VM clone initialization using the diagnose-debug vminit command.
4. Inthe FortiSandbox GUI, go to the Dashboard to verify there is a green checkmark beside Windows VM.
5. To associate file extensions to the custom VM, go to Scan Policy > Scan Profile to the VM Association tab.

You can now submit scan jobs from the primary node. HA-Cluster supports VM Interaction on each node.

Optional: Using a custom VM on AWS

FortiSandbox AWS supports custom VMs. You can provide a VHD image of a custom VM and the FortiSandbox
firmware can load the VM image and use it for sample analysis.

For information on setting up a custom VM on AWS, see the custom VM image section in the FortiSandbox
Administration Guide to do the following:

« Create a custom VHD image using virtualization software such as VirtualBox.
o Prepare the OS installation package.

FortiSandbox 4.0 AWS Guide
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« Install software and components on the custom VM image.
» Set up the VM image environment.

Preparing the network interface for custom VM

1. Create a network interface under private subnet (10.0.1.x) and assign a private IP address.
2. Attach this network interface to FortiSandbox AWS.

Launch Instance Connect Actions ~

) Connect
Q Filter by tags and attributes or search

Name SENT  Create Template From Instance Availability Zone ~ Instance State
Launch More Like This

fsa0lverify BO196 i-078 ca-central-1a runni
. - Instance State o g

customWinl0x64_clone.. -0 T —— Settings ca-central-1a @ running

=T ]
Change Security Groups
CloudWatch Monitoring
Detach Network Interface
Disassociate E P Address

Change Source/Dest. Check

Manage IP Addresses

3. Reboot the FortiSandbox instance.
4. Goto System > Interfaces to verify that the network interface is attached.

i:i FortiSandbox AWS < Interfaces RegularMode >_ M~ ®v
ﬁ + Create New |2, Edit ]ﬁ[ Delete
Dashboard
Interface IPv4 IPvé Interface Status Link Status Access Rights PCAP
port1 (administration port) 10.10.0.13/255.255.255.0 [+] ] HTTPS,55H £

FortiView

port2 10.10.1.13/255.255.255.0 L] [ 3

Installing a custom VM using CLI

Convert the saved pem file which you downloaded while creating the key pair to a ppk file.

If you did not choose the without key pair option, log in using <InstanceID> as the password.

) ! ’, * Use a meaningful custom VM name and keep the name the same as VvM_image name.
9 ¢ Do not use special characters in the name.
= * Do not use reserved FortiSandbox VM names starting with WIN7, WINS, or WIN10.

Ay
S L4
9 Do not use the set admin-port command to set port2 as the administrative port.
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To install a custom VM on AWS:

1. Go to the FortiSandbox firmware CLI.
2. Import the VHD image using the CLI command vm-customized.

For more information about the vm-customized command, see the FortiSandbox CLI Reference Guide in the
Fortinet Document Library.

3. Inthe FortiSandbox GUI, go to Scan Policy and Object > VM Settings and change Clone #to 1 or higher.

ortiSandbox AWS

< VM Settings — Aw ® v adminv
A  VMimages

Favorites

[ EditClone Number | Tl DeleteVM "D Undelete Vi VMScreenshot (P Enabled VM Types: 1/4 @ Keys: 0/8 (Local Win Key:8 +Mac Key:0 + WinCloudkey: 0 ) £ AWSInstanceLimit: 1/20 R Clone Number: 5 /8

Dashboard Name Version Status Enabled Clone# Load# Extensions
- " e,
' Customized VMs (1) *
Security | o2 i activated
o 12 B customWin0 1 (] © v o

r: = RemoteVMs (2)

~ W MACOSX @ 0 @ installed o 2 0

Scan ob

dmg mac

A : bat cmd dll exe jar e msi ps1.scr upx vbs wsf pdf dac docm docx dot dotm dotx eml iqy msg onetoc pot potm potx ppam pps ppsin ppsx ppt pptm ppbx rtfsidm sldx thimx
2 B WindowsCloudVM 0 O activated © 2 2 s xisb wi<m Kiox it kit xlt swf R js Ik url sh WEBLINk avmsg Pot potm polx ppam pps ppsim ppsx ppt pptm pp!

Apply

4. Inanew CLI window, check the VM clone initialization using the diagnose-debug vminit command.
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5. Inthe FortiSandbox GUI, go to the Dashboard to verify there is a green checkmark beside Windows VM.

i:i FortiSandbox AWS

e System Information &S o %
ﬁ Firmware Version v4.0.0,build0037 (Interim) &'
Bashiboard Hostname FSAVMOI000015416 ('
|~l Serial Number FSAVMOIDD0015416
Securit
Fahri: System Configuration Last Backup: N/A
r: System Time 2021-04-15 16:50:59 PDT £
[ # 1]
—— Unit Type Standalone
|!-| Uptime 0 day(s) 0 hour(s) 57 minute(s)
) Username admin
Scan Policy
and Object
a Licenses &S o %

System

|ahil ¥ @ FortiSandbox-AWS &,
Lom & Report ® WindowsVM &

@ Windows Cloud VM &'
@ MacOS Cloud VM
@ Customized VM

@ Mail Transfer Agent Service

¥ & VMStatus (2) &

custu mwWin10

@ WindowsCloudVM

¥ & Services [
@ Antivirus &
@ Web Filtering

@ Industrial Security Service &

6. To associate file extensions to the custom VM, go to Scan Policy and Object> Scan Profile to the VM Association
tab.
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Test the installation

1. Goto Scan Job > File On-Demand > Submit File.
2. Select the file and click Submit. For example, select Sample.pdf.

Submit New File

Please upload sample file or archived sample files. The following archive formats are supported: .tar, .z, xz, gz, .tar.gz, 1gz,
zip, bz2, tarbz2, tar.Z, .7z, rar, Izh,.ace

& Upload File : Sample.pdf

Possible password(s) for
archive/office file:

Comments: ‘

Skip result of: [ Static Scan
[CJAV Scan

[C1Community Cloud Query

(@ Force to scan the file inside VM
O Follow VM Association settings in Scan Profile
@ Force to scan inside the following VMs

customWin10
CIWindowsCloudVM

(C] Add sample to threat package

[ Enable Al

If the file you send to FortiSandbox is not harmful, the rating is Clean.
3. When the scanis finished, click the View File icon to view job details.

é:i FortiSandbox AWS Z File On-Demand adminv «
* < T e ® 4
Favorites

ﬁ Action Detection 4 Filename Rating Malware Source Destination
Dashboard

4 Apr 14 2021 18:19:37 sample.pdf A Low Risk N/A N/A N/A

e

Security

Fabric
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Interaction with a custom VM clone during scan

1. Goto Scan Job > File On-Demand or URL on-Demand and click Submit File or Submit File/URL.
2. Enable Force to scan the file inside VM or Force to scan the url inside VM.
3. Select Force to scan inside the following VMs and select the custom VM.

Submit New File

Please upload sample file or archived sample files. The following archive formats are supported: tar, .z, xz, .gz, .tar.gz,
gz, zip,.bz2, tar.bz2, tar.Z,.7z, rar, .Izh, .ace

& Upload File

Possible password(s) for
archive/office file:

Comments: ‘

Skip result of: (CJStatic Scan
[JAV Scan

(] Community Cloud Query

(@ Force toscan the file inside VM
O Follow VM Association settings in Scan Profile
@ Force to scan inside the following VMs
customWin10
CJwindowsCloudVM
(CJ Add sample to threat package

[ Enable Al

4. Click Submit.

5. Goto Scan Policy and Object> VM Settings and click VM Screenshot.
6. When the icon in the Interaction column is enabled, click the icon to establish an RDP tunnel.

VM ScreenShot & @ x

MName Interaction ScreenShot | PNG Link

customWin10x64_clone000 IEI @
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7. Click Yes to manually start the scan process with VM Interaction.

j Scan Flow Control

':0:' Do you want to start the scan 7

8. When the FortiSandbox tracer engine displays the PDF sample, you can click Yes to manually stop the scan
process.
~
' Fie Edit View Window Help

Home Tools 490231405994190... %

- Tt ® B R Q @ 1/ R MO ™m- @ FT B L&D
®
] FortiSandbox-VM virtual appliance with 0 VMs included and maximum
4 expansion limited to 8 total VMs. Evaluation License Certificate
<
Licensor : Fortinet, Inc
899 Kifer Road, P——
Sunnyvale, CA, 94086, U
N Licensee : FORTINET INC
Registration Code s AL X

Evaluation license term : 366 days
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9. When the scan is finished, go to the job details page to view the scan results.

Clean File pdf & 3 3
Overview Tree View Details

Basic Information

Received:
Started:

Status:

Rated By:
Submit Type:
Digital Signature:
Al Mode:
SIMNET:

Virus Total:

Mar 27 2020 16:37:12

Mar 27 2020 16:37:15-07:00

Done

On-Demand
Yes

OFF

OFF

Clean File pdf

Details Information

Downloaded From:
File Size:

MD5:

SHA1:

SHA256:

ID:

Submitted By:

Submitted Filename:

Filename:

Received:

Scan Start Time:
VM Scan Start Time:
VM Scan End Time:
VM Scan Time:

Scan End Time:

FSAVMA4713450316.pdf

11678 (bytes)
448fedf13fb3827fdc6a8270eacfbaef
0c5fb95ef3c?3d7bf7fd2b8a3b37cd16512f5940
a5c42d83c9feB0bd31e8da8f4e985b60caB5¢61c87128883449fae2bebcc05e7
4902314059941901854

admin

FSAVMA4713450316.pdf
FSAVMA4713450316.pdf

Mar 27 2020 16:37:12

Mar 27 2020 16:37:15-07:00

Mar 27 2020 16:37:22-07:00

Mar 27 2020 16:52:25-07:00

903 seconds

Mar 27 2020 16:52:43-07:00

Total Scan Time: 928 seconds

Scan Unit: FSAVMO0IO00014855
Specified VMs: customWinl10x64
Launched QS: customWin10xé4

customWin10x64 STATIC_SCAN

Process Created === Process Injectied === Process Created and Injected

e Process Related

Process Information

PID: 5952 File Type: unknown

\

File Operation Registry Operation
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o K RO GRAMEILE AU et e

FILES(XEG)SADObetACIDaL Read...
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| | T m| |
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Clean File pdf

customWin10x64

& CapturedPackets ~ & Tracer Package & TracerLog

B Behavior Chronology Chart

00000 60000 0, EO0000000 COE0 60

& sTixioc

&

Tree View Details A

o oo o °

23:49:30 2349550 2350:10

© MITRE ATT&CK Matrix (4)
@) Full Matrix

User Execution

@ File Operations (170)

@ Registry Operations (406)

@ Memory Operations (1)

@ Network Operations (22)

@ PCAP Information (3)

@ Behaviors In Sequence (2907)
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Use Case: Instantaneous IOC Intelligence Sharing Across
Multi-Clouds

In hybrid or multi-cloud environments, it is critical to get first-hand indicators of compromise (I0C) intelligence for zero-
day malware protection. FortiSandbox instantly shares session information and IOC related to the malware behavior. If
there are multiple FortiSandbox instances (physical, virtualized, or cloud) present, you can identify the synchronization

rule for the intelligence update.

': N Inclicators of Compromisa s
Intedliganca Sharing

I I Farfisancbox
cin AW

Fortiszancbox l I l |
Cn-Premises

)_

b v M S
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Use Case: Fabric-Based Deep Analysis for Zero-Day
Malware Detection

FortiSandbox on AWS introduces elasticity for on-demand sandbox resources when they are needed, which can be very
costly in the traditional on premises setting. When working with other Fortinet products like FortiGate, FortiWeb, or
FortiMail, FortiSandbox continues to be a powerful use case for public cloud when no prior malware signature exists.
When the firewall does not find the AV malicious profile in the HTTP or web traffic, it submits and queues the file sample
in FortiSandbox on AWS for in-depth analysis until the verdict is reached.

Adaptive Notification and Remediation

The intelligence is shared across the Fabric. Every signature and 10C that FortiSandbox generates is automatically
propagated across all FortiGate firewalls and FortiClient endpoints for immediate blocking or quarantine actions to avoid
further damage.

~

Aera-Day Mabvare Detection & Protection

' ™ ' ™ 4 ™

HTTP & N FLﬂiF"‘ar.a ForfiSandbax
Ernail Trafiic b Fartikdail 2 laCs -
Al lranie Frrtivvets Queue Up

T

Antivins

Antl-Spam
FRansomwarns
\ hAshvane-Scan v,

When anticipated traffic is down it can release the AWS compute resources if not needed.
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Use Case: FSA Cloud Scan Automation

Use Case: FSA Cloud Scan Automation

Amazon Elastic File System (Amazon EFS) provides simple, scalable file storage for use with Amazon EC2 instances in
the AWS Cloud. EFS is used often in cloud migration such as dataset migration, on-demand backup or cloud bursting
scenarios. You can mount your Amazon EFS file systems on your on-premises data center servers when connected to
your Amazon VPC with AWS Direct Connect or through a FortiGate site-to-site secured connection. In the process, you

can insert FortiSandbox on premises or in AWS, or you can perform malware analysis in the EFS-to-EFS backup
solution to ensure clean file backup.

Canporata
Data Center

Corporats
\ Cn-Premisss
FortiSandbox 4.0 AWS Guide

Fortinet Inc.
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Amazon BEC2
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\_g_l
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Use Case: FSA Cloud Scan Automation

S3 Bucket Scanning

The other way to use FortiSandbox through NFS mount is to leverage AWS Storage Gateway. By mounting a file share

and mapping it to an Amazon S3 bucket using AWS Storage Gateway, you can configure AWS S3 as the NFS or SMB
network share for FortiSandbox malware analysis.

FortiSandbox leverages the AWS API to natively supports S3 bucket scanning. It can quarantine items according to
analysis results, and move items into another S3 quarantine bucket based on the Risk level.

~

S3 Event Scan/
Notification Quarantine
S3

—_—

Users Source FortiSandbox
Bucket I

v v
—_——  ~—

K Dirty Bucket Clean Bucket

/

Other use cases such as preventing malware penetration in a closed/isolated network can be considered. Without any

external malware signatures, FortiSandbox can help perform zero-day malware analysis instead. For more architecture
discussion or if you need to clarify the use cases, email aws@fortinet.com.

FortiSandbox 4.0 AWS Guide

47

Fortinet Inc.


mailto:aws@fortinet.com

Use Case: MTA Adapter

MTA adapter is available for FSA_AWS or FSA_VM (where the serial number begins with FSA VMO01). FortiSandbox
extracts the .EML file, attachment files, and URLs in the email body and then sends them into the job queue.

To enable MTA adapter on FSA_AWS or FSA_VM:

1. Onthe FortiSandbox, go to Security Fabric > Adapter.
2. The MTA adapter is disabled by default. To activate it, select the MTA adapter from the list and click Edit.

aaaaaaaa

Adapter Name Vendor Name Serial FQDN/IP Malicious High Medium
;Iﬁ ICAP IcAP IcAP 00 0o 0o
BCC BCC BCC 00 0o 0o
& MiAport12s) Quarantined:3 MTA MTA 310 0o 0o

Neswark

3. Configure the settings under Options and Connection:

e Tag For Suspicious/Malicious Mails: Enter a tag. Malicious and suspicious email are forwarded with the
specified tag if Quarantine Settings are disabled.

o Relay Domain Name: FortiSandbox supports multiple domain names separated by a comma.
o Next Hop Mail Server Name: Set as the IP or domain of the target email server.
4. Configure the settings under Quarantine Settings:

« Email is quarantined by FortiSandbox if the content has the selected ratings, otherwise it is forwarded with the
customized tag if the email is rated as malicious or suspicious.

« Enabling the option to Send alert email to receivers when email is quarantined allows you to send customized
alert emails when an email is quarantined. The email contains the information of the submission ID (SID) from
FortiSandbox.

22 Fortisandbox AWS © Adapter @~ adminv

Fortview
+ # Options

Neswark

URL number to extract from email body

hod Tag For Suspicious/Malicious Mails
[ Email Scan Timeout (Minutes)
v Message Size Limit (mb)
B Disk Usage Upper Limit(%)
Scan oty
. % Connection
e
PR Relay Emails for Domain Names
B Next Hop Mail Server Name
‘‘‘‘‘‘‘‘ Next Hop Mail Server SMTP Port
S Local Interface
ousction | Local SMTP Port
il
Logskeort | @ Quarantine Settings
Enable
Quaranti i has
Send alert email to receivers when email is quarantined [¢
il Sender
Email Subject [alert from FSA]
Email Content Template [thereisavirus
5. Click Apply.
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Use Case: MTA Adapter

To check and operate suspicious or malicious email quarantined by FortiSandbox:

1. Onthe FortiSandbox, go to Security Fabric > Adapter.
2. Click Quarantined beside the MTA adapter.

@  createNew  [FEdit [ Delete

[E—

Adapter Name Vendor Name Serial FQDN/IP Malicious High
;Im IcAP IcAP IcAP olo olo
BCC BCC BCC olo oo

& MTAport12s) MTA MTA 30 oo

Neswark

3. Use the Quarantine page to view the quarantined email and apply search filters.
« Click View Details to view the Scan Details page for the email.
o Click Download Email File to download the original email.

 Click Preview Email to preview the email.
 Click Release Quarantine to release the email to the receiver.
» Click Delete Quarantine to delete the quarantined email from the FortiSandbox database.

€38 Fortisandbox VM 2 Adapter

@ < & o oReceiver receiver@miafsacom  © SubmitTime  2019-05-221400:13 to 20190529 14:30:13 @

\! SID Email Subject Sender Receiver Rating Submit Time Action
3 C&e 4452427818026760379 suspicious attachment sender@testfsacom receiver@mtafsa.com Low Risk Yay32301° v x
& Z s 4452427663399657236 multiple URLS sender@testfsacom receiver@mtafsa.com Low Risk Yy 392019 v x
sy

9 7 te 4452427629043793718 suspicious attachment sender@test fsa.com receiver@mtafsa.com LowRisk May232019 v x
Jee |2 & @ 4452427405714846640 multiple URLS sender@testfsacom receiver@mtafsa.com LowRisk Yy 292019 v o x
L ER 4452426941845978996 suspicious attachment sender@testfsacom receiver@mtafsa.com Low Risk Yay393019 v x
sansoly

B EER] 4452426787228764602 malicious URL sender@test fsacom receiver@mtafsa.com Low Risk May29g019 v x
E—

® Z & 4452426649794861126 malicious email sender@testfsacom receiver@mtafsa.com Low Risk May292019 v x

To log MTA adapter file submission events:

1. Onthe FortiSandbox, go to Scan Policy and Object > General Settings.
2. Under Enable log event of file submission, enable MTA Adapter.

22 Fortisandbox AWS 2 General @~ adminv

@ | General Options

Upload Settings
o 2 Upload mal d suspicious file to Sandbox Community Cloud
[ Submit suspicious URL to Fortinet WebFilter Service
N:I:,k [0 Upload statistics data to FortiGuard service
& [ Apply default passwords to extract archive files
owen | [1Set password for password protected PDF/office files

[0 Set customized password for original files
[ Disable Community Cloud Query
vesire || [] Disable AV Rescan of finished jobs

'!I Enable log event of file submission
Scan Policy O Devices
N [ Adapter
e [ Network Share
Scantnput o
B8 []BCC Adapter

Dﬂ‘;m MTA Adapter

[ Reject duplicate file from device
oL [ Delete original files of Clean or Other rating after
[ Delete original files of Malicious or Suspicious rating after

il Delete all traces of jobs of Clean or Other rating after
owon —

[ Delete all traces of jobs of Malicious or Suspicious rating after
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Use Case: MTA Adapter

To view debug logs of the MTA adapter in the CLI:

1.

In the CLI console, enter the command diagnose-debug adapter mta relayand dignose-debug

adapter mta mail.

> diagnose-debug -h

Usage: diagnose-debug [netshare|device|adapter] [device serial number]
netshare: Network share daemon

device: OFTP daemon for FGT/FML/FCT devices.

adapter cb: Daemon for third party appliance Bit9 + CARBON BLACK
adapter icap: Daemon for Internet Content Adaptation Protocol (ICAP)
adapter bcc: Daemon for BCC

adapter mta relay: Daemon for MTA Relay

adapter mta mail: Daemon for MTA Mail

« Example of diagnose-debug adapter_mta_relay command.

> diagnose-debug adapter mta relay

2019-06-05 21:18:56 FSA-MTA: File from MTA Adapter was submitted.
sha256=010ae06e0085£86dd23614aecd077bb844cc5de59cdbb27ccdl72749d60dE36E
fname=4463239589762783574 client ip=10.0.0.128

« Example of diagnose-debug adapter_mta_mail command.

> diagnose-debug adapter mta mail

Jun 6 04:18:56 FSAVM0I000011483 mail.info postfix/gmgr[31350]: B7EOD3E405A:

from=<jliang@test.fsa.com>, size=327092, nrcpt=1 (queue active)

Jun 5 21:18:56 FSAVM0I000011483 mail.info postfix/smtp[32728]: B7EOD3E405A:

to=<malware@mta.fsa.com>, relay=127.0.0.1[127.0.0.1]:10025, delay=0.61,
delays=0.51/0/0.02/0.07, dsn=2.0.0, status=sent (250 Ok)

Jun 6 04:18:56 FSAVM0I000011483 mail.info postfix/gqmgr[31350]: B7EOD3E405A:
Jun 5 21:18:56 FSAVM0I000011483 mail.info postfix/smtpd[32498]: disconnect from
unknown[207.102.138.11] ehlo=2 starttls=1 mail=1 rcpt=1 data=1l quit=1 commands=7
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Change Log

Date Change Description

2021-05-03 Initial release.
2021-07-20 Added back Use Case: MTA Adapter on page 48.
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