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Change log

Date Change Description

2021-07-09 Initial release.

2021-07-12 Added FortiAuthenticator 6.3.1 and 6.3.2 to Product integration and support on page 7.
2021-08-06 Added FortiAuthenticator 6.4.0 to Product integration and support on page 7.
2021-08-11 Added FortiAuthenticator 6.2.1 to Product integration and support on page 7.
2021-12-16 Added FortiAuthenticator 6.3.3 to Product integration and support on page 7.
2022-03-17 Added FortiAuthenticator 6.4.1 and 6.4.2 to Product integration and support on page 7.
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FortiAuthenticator Agent for Microsoft Windows 3.8 release

FortiAuthenticator Agent for Microsoft Windows 3.8 release

This document provides a summary of new features, enhancements, support information, installation instructions,
caveats, and resolved and known issues for FortiAuthenticator Agent for Microsoft Windows 3.8.
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What's new

What's new

FortiAuthenticator Agent for Microsoft Windows version 3.8 includes the following new features and enhancements:

+ OTP related error message is now hidden.
» All modules use .NET Framework version 4.8 (upgraded from 4.6).
« 2FA only on a remote desktop connection (not on local console logins).
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Product integration and support

Product integration and support

FortiAuthenticator Support

FortiAuthenticator Agent for Microsoft Windows 3.8 supports the following FortiAuthenticator versions:

o FortiAuthenticator 6.4.2
» FortiAuthenticator 6.4.1
« FortiAuthenticator 6.4
 FortiAuthenticator 6.3.3
» FortiAuthenticator 6.3.2
« FortiAuthenticator 6.3.1
» FortiAuthenticator 6.3
» FortiAuthenticator 6.2.1
« FortiAuthenticator 6.2
o FortiAuthenticator 6.1
« FortiAuthenticator 6.0.7
 FortiAuthenticator 6.0.6
o FortiAuthenticator 6.0

Operating systems

Server
Operating System

Windows Server 2012 e Standard (x64)
¢ DataCenter (x64)

Windows Server 2012 R2 « Standard (x64)
¢ DataCenter (x64)

Windows Server 2016 e Standard (x64)
¢ DataCenter (x64)

Windows Server 2019 « Standard (x64)
¢ DataCenter (x64)

Desktop Operating

System

Windows 8 ¢ Professional (x86/x64)
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Product integration and support

Desktop Operating
System

e Enterprise (x86/x64)

Windows 10 e Enterprise (x86/x64)
e Pro (x86/x64)

Microsoft Windows 8 Standard is unsupported as it is not designed to be connected to a
Windows Domain.

iy
‘9' Microsoft Windows XP and Microsoft Windows Vista are not currently supported as they have
- reached end of support with Microsoft. Please contact your Fortinet Account Manager if this is
- an issue.

Other versions of Microsoft Windows may also work, but have not been validated.
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Resolved issues

Resolved issues

The resolved issues listed below may not list every bug that has been corrected with this release. For inquiries about a
particular bug, please visit the Fortinet Support website.

Bug ID Description

689754 Handle password change when SMS/Push/Email token delivery used.

702071 Check for exemption should fallback to local registry-based check when service is down.
705304 Fix issue with password change in Outlook.

686128 Fix push issue when password is prefilled through RDP.

693328 Fix Ul issues when password change required after logon.

699105 Check group exemption from another domain with external trust.
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