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config router auth-path ... 731
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config switch-controller ptp POIICY ... 970
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config switch-controller vIan-poliCy ... 1018
S S O 1020
config system 3g-modem custom ... 1024
config SysStemM acCprofile ... ... 1025
config SYStemM aCme ... . 1035
config system admin ... 1037
config system affinity-interrupt ... 1043
config system affinity-packet-redistribution ... . 1044
coNfig SYyStem alarm 1045
CoNfig SYSIEM AlIAS ... .. 1048
CONfig SYSIEM API-US B . 1049
config system arp-table ... 1050
config system auto-install ... 1051
config system auto-SCript ... 1052
config system automation-action ... 1053
config system automation-destination ... . 1058
config system automation-stitch ... 1059
config system automation-trigger ... 1060
config system autoupdate schedule ... 1065
config system autoupdate tunneling ... 1066
CONfig SYSIEM DY PSS .. 1067
config system central-management ... 1068

FortiOS 7.4.0 CLI Reference

Fortinet Inc.



config SYSIEM CONSOIE ... .. e 1074
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config systeminterface ... 1229
config SYStemM IpaM L. 1290
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config system mobile-tunnel ... 1322
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CONfig SYSIEM MOAEM e 1324

CONfIg SYSIEIM NA-PrOXY ..o 1331
config System NetlOW ... 1332
config system network-visibility ... 1333
CcoNfig SYS eM NP6 1335
config system NPOXIItE ... ... 1347
config system NpuU-Setting Prp ... 1360
config system NPU-VIINK .. 1361
CONMIg Sy S M NPU . 1362
CONMIg SY S O D 1417
config system object-tagging ... ... 1420
config system password-policy-guest-admin ... 1422
config system password-policy ... 1424
CONfig SYSIEM POP-SOIVE 1426
config system physical-switCh ... 1429
config system pppoe-interface ... 1430
config system probe-reSPONSEe ... ... 1432
config SYSIEM PrOXY-arp ..o 1433
CONMIg SY S O P L. 1434
config system replacemsg-group ... 1436
config system replacemsg-image ... 1448
config system replacemsgadmin ... 1449
config system replacemsg alertmail ... 1450
config systemreplacemsg auth ... 1451
config system replacemsg automation ... 1452
config system replacemsg custom-message ..o 1452
config system replacemsg fortiguard-wf ... 1453
configsystemreplacemsg ftp ... . 1454
config systemreplacemsg http ... 1455
config system replacemsgiCap ... ... 1456
config systemreplacemsg mail ... 1457
config system replacemsg Nac-QUAr ... 1458
config system replacemsg Spam ... 1458
config system replacemsg SsIVPN ... 1459
config system replacemsg traffic-quota ... 1460
configsystemreplacemsgutm ... 1461
config system replacemsgwebproxy ... 1462
config system resource-limits ... 1463
coNfig SYStemM SaMI L 1466
config system sdn-ConnNeCtor ... ... .. 1469
config SYStem SAN-ProXY ... 1478
CoNfig SYSIEM SAWAN .. 1479
config system SesSiON-heIper ... 1502
config system sessioN-ttl ... 1503
config system settings ... 1504
config sSystem STlOW ... 1528
config system sit-tUNNEl . 1529
config SYStem SMC-NED ... 1530
CONfig SYSIEM SMS-SEIVET ... e 1531
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config system snmp COmMMUNILY ... 1532

config system snmp mib-View ... 1541
config system snmp Sysinfo ... 1541
config SYSIEM SNMP USEI ... o 1542
config system speed-test-schedule ... 1548
config system speed-test-server ... 1550
config system Sso-admin ... 1552
config system sso-forticloud-admin ... 1552
config system sso-fortigate-cloud-admin ... 1553
config system standalone-Cluster ... 1553
CONfig SYSIEM SIOrAGE ... . e 1556
CONfig SYSIEM SUD .o 1558
config system switch-interface ... . 1560
config system tos-based-priority ... 1562
config system vdom-dNs ... 1563
config system vAOmM-eXCePLION ... ... .. e 1564
config system vAOmM-liNK .. 1566
config system vdom-netflow ... . 1567
config system vAOmM-property ... 1568
config system vAOM-radiUS-SEIVET ... ... . . . . 1570
config system vdom-sflow ... 1570
config SYStemM VAOM 1571
config system virtual-switCh ... 1573
config system virtual-wire-pair ... 1574
config system vne-tunnel ... 1576
CcoNfig SYSIEM VXIAN . 1577
CcoNfig SYSIEM WCCD ... 1579
config system wireless ap-status ... 1583
config system wireless settings ... 1584
config SYSteM ZONE ... 1587
US B 1589
CONfIG USEr adQID ..o 1589
CONfIg USEBr CEIITICAtE .. . 1590
config user domain-controller ... 1591
config user eXChange .. ... . 1594
config USer fOrtHOKEN ... 1597
config uUser fSso-PolliNg ... 1598
CONFIG USEI FSSO .. oo 1600
CONFIG USEI QIrOUD ... 1604
configuser Krb-Keytah ... 1608
CONFIG USET IAAP ..o 1609
CONTIG USEI IOCAI ... 1616
configusernac-poliCy ... 1620
config USEr PASSWOIA-POLICY ... ... 1622
CONFIG USEI PEEI ... 1623
CONFIG USEBI PEEIGID ..o e 1625
CONMIG US B POP S 1625
configuser quarantine ... 1626
CONfIG USEI FAAIUS ... 1628
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CONfiQ USEr SAMI L. o o 1641

config user security-exempt-list ... 1645
configuser setting ... 1646
configusertacacs+ ... . 1650
Videofier . 1653
config videofilter profile ... 1653
config videofilter youtube-channel-filter ... 1655
config videofilter youtube-Key ... 1656
VI 1658
CONfig VOIP PrOTIE ... 1658
VD 1683
config VPN CertifiCate Ca .. ... 1683
configvpn certificate Crl ... 1685
configvpn certificate [0Cal ... 1687
config vpn certificate oCsp-server .. 1690
config vpn certificate remote ... 1691
config vpn certificate setting ... 1692
config VPN ipSeC CONCENTrator ........ ... 1697
CONfIG VPN IPSEC FEC ..o e 1698
config VPN ipSeC fortiCeNt ... 1700
config vpn ipsec manualkey-interface ... 1700
configvpnipsecmanualkey ... 1703
config vpn ipsec phasel-interface ... . 1705
Config VPN IPSEC PRASET . 1731
config vpn ipsec phase2-interface ....................oooooi 1751
Config VPN IPSEC PRASE2Z ... e 1760
config VPN KMIP-SEIVET ... o 1769
CONMIG VPN 20D 1771
CONTIG VPN PP D 1773
CONFIG VPN SSI CIENT L. 1774
config VPN SSl SettingS . 1775
config vpn ssl web host-check-software ... 1790
configvpnsslweb portal ... . 1791
config VPN SSIWED FEaIM ... e 1813
config vpn ssl web user-booKMaArk ... ... 1814
config vpn ssl web user-group-bookmark ... 1822
WAl . 1829
config Waf MaiN-ClasSs ... e 1829
CONFIG WAl PrOTIlE .. e 1829
CONfig Wal SIGNALUNE e 1854
configwalf SUD-CIass ... 1855
WA O 1856
config wanopt auth-group ... 1856
config WanOPt CACNE-SEIVICE ... ... 1858
config wanopt content-delivery-network-rule ... 1861
CONFIG WANOPL PO ... 1866
CONfig WaNOPt PrOfile ... 1867
configwanoptremote-storage ... 1875
config WanoPt SEttNGS ... oo 1877
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config Wwanopt WEDCACNE ... ... .. L 1878

WD OXY 1882
config web-proxy debug-url ... 1882
config web-proxy explicit ... 1883
config web-proxy forward-server-group ..o 1888
config web-proxy forward-server ... 1890
configweb-proxy global ... . 1891
configweb-proxy profile ... 1894
configweb-proxy url-match ... 1898
CoNfig Web-ProXY WiSD ... 1899

Webfier 1901
config webfilter content-header ... 1901
config webfilter content ... .. 1902
config webfilter fortiguard ... 1904
config webfilter figd-local-cat ... 1906
config webfilter figd-local-rating ... 1907
config webfilter ips-urlfilter-cache-setting ... ... 1908
config webfilter ips-urlfilter-setting ... 1908
config webfilter ips-urlfilter-setting6 ... 1909
config Webfilter OVeITIAe ... . 1909
configwebfilter profile ... 1911
config webfilter search-engine ... 1927
config webfilter Urlfilter ... 1929

WIrEIESS-CONIIOIl BT 1933
config wireless-controller access-control-list ... 1934
config wireless-controller ap-status ... 1936
config wireless-controller apcfg-profile ... 1937
config wireless-controller arrp-profile ... 1939
config wireless-controller ble-profile ... 1942
config wireless-controller bonjour-profile ... 1944
config wireless-controller global ... 1946
config wireless-controller hotspot20 anqp-3gpp-cellular .......................................... 1949
config wireless-controller hotspot20 anqp-ip-address-type ..................................... 1950
config wireless-controller hotspot20 anqp-nai-realm ... 1951
config wireless-controller hotspot20 angp-network-auth-type ................................... 1955
config wireless-controller hotspot20 angp-roaming-consortium ............................. .. 1956
config wireless-controller hotspot20 anqp-venue-name ... 1956
config wireless-controller hotspot20 anqp-venue-url ... 1957
config wireless-controller hotspot20 h2qp-advice-of-charge ................................... 1958
config wireless-controller hotspot20 h2qp-conn-capability ...................................... 1959
config wireless-controller hotspot20 h2qp-operator-name ........................................ 1962
config wireless-controller hotspot20 h2qp-osu-provider-nai ... 1963
config wireless-controller hotspot20 h2qp-osu-provider ... 1964
config wireless-controller hotspot20 h2qp-terms-and-conditions ............................ 1965
config wireless-controller hotspot20 h2qp-wan-metric ............................................ 1966
config wireless-controller hotspot20 hs-profile ... ... 1967
config wireless-controller hotspot20icon ... ... 1975
config wireless-controller hotspot20 qos-map ... 1976
config wireless-controller inter-controller ... 1978
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config Wireless-Controller [0g ... 1980

config wireless-controller mpsk-profile ... 1985
config wireless-controller nac-profile .....................ooooi i 1987
config wireless-controller QOS-profile ..................coooiiii i 1987
config wireless-controllerregion ... . 1991
config wireless-controller setting ... 1991
config wireless-controller SNMD .. e 2001
config wireless-controller SSid-poliCy .............cccooiiiiii e 2005
config wireless-controller syslog-profile ... 2005
config wireless-controller timers ... 2007
config wireless-controller Vap-group ..o 2009
config Wireless-Controller Vap ... 2009
config wireless-controller wag-profile ... 2040
config wireless-controller wids-profile ... 2041
config wireless-controller Wip-group ... 2048
config wireless-controller wtp-profile ... 2050
config wireless-controller Wip ... 2124
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Change Log

Date Change Description

2023-05-11 First automated release of the FortiOS 7.4.0 CLI Reference.

2023-07-28 Removed get commands incorrectly labeled as config commands.
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FortiOS CLI reference

This document describes FortiOS 7.4.0 CLI commands used to configure and manage a FortiGate unit from the
command line interface (CLI). For information on using the CLI, see the FortiOS 7.4.0 Administration Guide, which
contains information such as:

e Connecting to the CLI
o CLl basics

o Command syntax

e Subcommands

o Permissions

Availability of commands and options

Some FortiOS CLI commands and options are not available on all FortiGate units. The CLI displays an error message if
you attempt to enter a command or option that is not available. You can use the question mark ‘?’ to verify the commands
and options that are available.

Commands and options may not be available for the following reasons:
FortiGate model

All commands are not available on all FortiGate models. For example, a hardware switch can be configured only on
models which have the corresponding hardware switch chipset.

Hardware configuration

For example, settings like mediatype would only be available on units with SFPs.

FortiOS Carrier, FortiGate 5K/6K/7K, FortiGate with LTE, etc.

Commands for extended functionality are not available on all FortiGate models. The CLI Reference may not include all
commands.

Command tree

Enter t ree to display the entire FortiOS CLI command tree. To capture the full output, connect to your device using a
terminal emulation program, such as PuTTY, and capture the output to a log file.

* Toview all available commands, enter tree.
» To view a specific configuration branch of a tree, enter t ree <branch>, for example: tree system.
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* Toview all available diagnose commands, enter tree diagnose.

* Toview all available execute commands, enter tree execute.
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CLI configuration commands

Use configuration commands to configure and manage a FortiGate unit from the command line interface (CLI).

The CLI syntax is created by processing the schema from FortiGate models running FortiOS 7.4.0 and reformatting the
resultant CLI output.

If you have comments on this content, its format, or requests for commands that are not included, contact us at
techdoc@fortinet.com.
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alertemail

This section includes syntax for the following commands:

 config alertemail setting on page 20

config alertemail setting

Configure alert email settings.

config alertemail setting
Description: Configure alert email settings.
set FDS-license-expiring-warning [enable|disable]
set FDS-update-logs [enable|disable]
set FIPS-CC-errors [enable|disable]
set FSSO-disconnect-logs [enable|disable]
set HA-logs [enable|disable]
set IPS-logs [enablel|disable]
set IPsec-errors-logs [enable|disable]
set PPP-errors-logs [enable|disable]
set admin-login-logs [enable|disable]
set alert-interval {integer}
set amc-interface-bypass-mode [enable|disable]
set antivirus-logs [enable|disable]
set configuration-changes-logs [enable|disable]
set critical-interval {integer}
set debug-interval {integer}
set email-interval {integer}
set emergency-interval {integer}
set error-interval {integer}
set filter-mode [category|threshold]
set firewall-authentication-failure-logs [enable|disable]
set fortiguard-log-quota-warning [enable|disable]
set information-interval {integer}
set local-disk-usage {integer}
set log-disk-usage-warning [enable|disable]
set mailtol {string}
set mailto2 {string}
set mailto3 {string}
set notification-interval {integer}
set severity [emergencylalert]...]
set ssh-logs [enablel|disable]
set sslvpn-authentication-errors-logs [enable|disable]
set username {string}
set violation-traffic-logs [enable|disable]
set warning-interval {integer}
set webfilter-logs [enable|disable]
end
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config alertemail setting

Parameter Description Type Size Default

FDS-license- Enable/disable FortiGuard license expiration option - disable
expiring-warning  warnings in alert email.

enable Enable FortiGuard license expiration warnings in alert email.
disable Disable FortiGuard license expiration warnings in alert email.
FDS-update-logs Enable/disable FortiGuard update logs in alert email.  option - disable
enable Enable FortiGuard update logs in alert email.
disable Disable FortiGuard update logs in alert email.
FIPS-CC-errors Enable/disable FIPS and Common Criteria errorlogs  option - disable
in alert email.
enable Enable FIPS and Common Criteria error logs in alert email.
disable Disable FIPS and Common Criteria error logs in alert email.
FSSO- Enable/disable logging of FSSO collector agent option - disable

disconnect-logs disconnect.

enable Enable logging of FSSO collector agent disconnect.
disable Disable logging of FSSO collector agent disconnect.

HA-logs Enable/disable HA logs in alert email. option - disable
enable Enable HA logs in alert email.
disable Disable HA logs in alert email.

IPS-logs Enable/disable IPS logs in alert email. option - disable
enable Enable IPS logs in alert email.
disable Disable IPS logs in alert email.

IPsec-errors-logs  Enable/disable IPsec error logs in alert email. option - disable
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Parameter Description Type Size Default

Option Description
enable Enable IPsec error logs in alert email.
disable Disable IPsec error logs in alert email.
PPP-errors-logs  Enable/disable PPP error logs in alert email. option - disable
Option Description
enable Enable PPP error logs in alert email.
disable Disable PPP error logs in alert email.
admin-login-logs  Enable/disable administrator login/logout logs in alert  option - disable
email
Option Description
enable Enable administrator login/logout logs in alert email.
disable Disable administrator login/logout logs in alert email.
alert-interval Alert alert interval in minutes. integer Minimum 2
value: 1
Maximum
value:
99999
amc-interface- Enable/disable Fortinet Advanced Mezzanine Card option - disable
bypass-mode (AMC) interface bypass mode logs in alert email.

Option Description

enable Enable Fortinet Advanced Mezzanine Card (AMC) interface bypass mode
logs in alert email.

disable Disable Fortinet Advanced Mezzanine Card (AMC) interface bypass mode
logs in alert email.

antivirus-logs Enable/disable antivirus logs in alert email. option - disable
enable Enable antivirus logs in alert email.
disable Disable antivirus logs in alert email.
configuration- Enable/disable configuration change logs in alert option - disable
changes-logs email.
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Parameter Description

Type

Size

Default

Option Description

enable Enable configuration change logs in alert email.
disable Disable configuration change logs in alert email.
critical-interval Critical alert interval in minutes. integer Minimum 3
value: 1
Maximum
value:
99999
debug-interval Debug alert interval in minutes. integer Minimum 60
value: 1
Maximum
value:
99999
email-interval Interval between sending alert emails. integer Minimum 5
value: 1
Maximum
value:
99999
emergency- Emergency alert interval in minutes. integer Minimum 1
interval value: 1
Maximum
value:
99999
error-interval Error alert interval in minutes. integer Minimum 5
value: 1
Maximum
value:
99999
filter-mode How to filter log messages that are sent to alert option - category
emails.
Option Description
category Filter based on category.
threshold Filter based on severity.
firewall- Enable/disable firewall authentication failure logs in option - disable
authentication- alert email.
failure-logs
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Parameter Description Type Size Default
Option Description
enable Enable firewall authentication failure logs in alert email.
disable Disable firewall authentication failure logs in alert email.
fortiguard-log- Enable/disable FortiCloud log quota warnings in alert  option - disable
quota-warning email.
Option Description
enable Enable FortiCloud log quota warnings in alert email.
disable Disable FortiCloud log quota warnings in alert email.
information- Information alert interval in minutes. integer Minimum 30
interval value: 1
Maximum
value:
99999
local-disk-usage  Disk usage percentage at which to send alert email. integer Minimum 75
value: 1
Maximum
value: 99
log-disk-usage- Enable/disable disk usage warnings in alert email. option - disable
warning
Option Description
enable Enable disk usage warnings in alert email.
disable Disable disk usage warnings in alert email.
mailto1 Email address to send alert email to (usually a string Maximum
system administrator) (max. 63 characters). length: 63
mailto2 Optional second email address to send alert emailto  string Maximum
(max. 63 characters). length: 63
mailto3 Optional third email address to send alert email to string Maximum
(max. 63 characters). length: 63
notification- Notification alert interval in minutes. integer Minimum 20
interval value: 1
Maximum
value:
99999
severity Lowest severity level to log. option - alert
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Parameter

ssh-logs

sslvpn-
authentication-
errors-logs

username

violation-traffic-
logs

warning-interval

Description Type Size Default

emergency Emergency level.
alert Alert level.
critical Critical level.
error Error level.
warning Warning level.
notification Notification level.
information Information level.
debug Debug level.
Enable/disable SSH logs in alert email. option - disable
enable Enable SSH logs in alert email.
disable Disable SSH logs in alert email.
Enable/disable SSL-VPN authentication error logsin  option - disable
alert email.

enable Enable SSL-VPN authentication error logs in alert email.

disable Disable SSL-VPN authentication error logs in alert email.
Name that appears in the From: field of alert emails string Maximum
(max. 63 characters). length: 63
Enable/disable violation traffic logs in alert email. option - disable

Option Description

enable Enable violation traffic logs in alert email.

disable Disable violation traffic logs in alert email.

Warning alert interval in minutes. integer Minimum 10

value: 1
Maximum
value:
99999
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Parameter Description Type Size Default

webfilter-logs Enable/disable web filter logs in alert email. option - disable
Option Description
enable Enable web filter logs in alert email.
disable Disable web filter logs in alert email.
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antivirus

This section includes syntax for the following commands:

 config antivirus exempt-list on page 27
« config antivirus profile on page 28

« config antivirus quarantine on page 58
« config antivirus settings on page 63

config antivirus exempt-list

Configure a list of hashes to be exempt from AV scanning.

config antivirus exempt-list
Description: Configure a list of hashes to be exempt from AV scanning.
edit <name>
set comment {var-string}
set hash {string}
set hash-type [md5|shal]|...]
set status [disablel|enable]

config antivirus exempt-list

Parameter Description Type Size Default
comment Comment. var-string Maximum
length: 255
hash Hash value to be matched. string Maximum
length: 64
hash-type Hash type. option - sha1
md5 MD5 hash value (32 characters in length).
shat SHA1 hash value (40 characters in length).
sha256 SHA256 hash value (64 characters in length).
name Table entry name. string Maximum
length: 35
status Enable/disable table entry. option - enable
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Parameter Description Type Size Default

Option Description

disable Disable AV exempt-list table entry.
enable Enable AV exempt-list table entry.

config antivirus profile

Configure AntiVirus profiles.

config antivirus profile
Description: Configure AntiVirus profiles.
edit <name>
set analytics-accept-filetype {integer}
set analytics-db [disablel|enable]
set analytics-ignore-filetype {integer}
set av-virus-log [enable|disable]
config cifs
Description: Configure CIFS AntiVirus options.
set av-scan [disable|block]...]
set outbreak-prevention [disable|block]|...]
set external-blocklist [disable|block]|...]
set fortindr [disable|block]|...]
set fortisandbox [disable|block]|...]
set quarantine [disable|enable]

set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]

end

set comment {var-string}

config content-disarm
Description: AV Content Disarm and Reconstruction settings.
set original-file-destination [fortisandbox|quarantine]|...]
set error-action [block|log-only|...]
set office-macro [disablel|enable]
set office-hylink [disable]|enable]
set office-linked [disable|enable]
set office-embed [disable|enable]
set office-dde [disable|enable]
set office-action [disable|enable]
set pdf-javacode [disable|enable]
set pdf-embedfile [disablel|enable]
set pdf-hyperlink [disable]|enable]
set pdf-act-gotor [disablel|enable]
set pdf-act-launch [disablel|enable]
set pdf-act-sound [disablel|enable]
set pdf-act-movie [disablel|enable]
set pdf-act-java [disable|enable]
set pdf-act-form [disable|enable]
set cover-page [disable]|enable]
set detect-only [disablel|enable]
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set ems-threat-feed [disable|enable]

set extended-log [enable|disable]

set external-blocklist <namel>, <name2>,

set external-blocklist-enable-all [disable|enable]

set feature-set

[flow]|proxy]

set fortindr-error-action [log-only|block]|...]

set fortindr-timeout-action [log-only|block]|...]

set fortisandbox-error-action [log-onlyl|block]...]

set fortisandbox-max-upload {integer}

set fortisandbox-mode [inline|analytics-suspicious]|...]

set fortisandbox-timeout-action [log-only|block]|...]

config ftp
Description: Configure FTP AntiVirus options.
set av-scan [disable|block]...]
set outbreak-prevention [disable|block]|...]

set external-blocklist [disablel|block]|...]
set fortindr [disable|block]|...]

set fortisandbox [disable|block]|...]

set quarantine [disable|enable]

set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},

set emulator

end

config http
Description:
set av-scan

[enable|disable]

Configure HTTP AntiVirus options.

[disable|block]|...]

set outbreak-prevention [disable|block]|...]
set external-blocklist [disable|block]...]
set fortindr [disable|block]|...]

set fortisandbox [disable|block]|...]

set quarantine [disable|enable]

set archive-block {optionl}, {option2},

set archive-log {optionl}, {option2},

set emulator [enable|disable]

set content-disarm [disable|enable]

end

config imap
Description:
set av-scan

Configure IMAP AntiVirus options.

[disable|block]|...]

set outbreak-prevention [disable|block]...]
set external-blocklist [disable|block]|...]
set fortindr [disable|block]|...]

set fortisandbox [disable|block]|...]

set quarantine [disable|enable]

set archive-block {optionl}, {option2},

set archive-log {optionl}, {option2},

set emulator [enable|disable]

set executables [default|virus]

set content-disarm [disable|enable]

end
config mapi

Description: Configure MAPI AntiVirus options.
set av-scan [disable|block]|...]
set outbreak-prevention [disable|block]|...]

set external-blocklist [disablel|block]|...]
set fortindr [disablel|block]|...]
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set fortisandbox [disable|block]|...]
set quarantine [disable|enable]
set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]
set executables [default|virus]
end
set mobile-malware-db [disable]|enable]
config nac-quar

Description: Configure AntiVirus quarantine settings.

set infected [none|quar-src-ip]
set expiry {user}
set log [enablel|disable]
end
config nntp
Description: Configure NNTP AntiVirus options.
set av-scan [disable|block]|...]
set outbreak-prevention [disable|block]|...]
set external-blocklist [disable|block]|...]
set fortindr [disablel|block]|...]
set fortisandbox [disable|block]|...]
set quarantine [disable]|enable]
set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]
end
set outbreak-prevention-archive-scan [disable|enable]
config pop3
Description: Configure POP3 AntiVirus options.
set av-scan [disable|block]|...]
set outbreak-prevention [disable|block]|...]
set external-blocklist [disablel|block]|...]
set fortindr [disable|block]|...]
set fortisandbox [disable|block]|...]
set quarantine [disable|enable]
set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]
set executables [default|virus]
set content-disarm [disable|enable]
end
set replacemsg-group {string}
set scan-mode [default|legacy]
config smtp
Description: Configure SMTP AntiVirus options.
set av-scan [disable|block]|...]
set outbreak-prevention [disable|block]|...]
set external-blocklist [disablel|block]|...]
set fortindr [disable|block]|...]
set fortisandbox [disable|block]|...]
set quarantine [disable|enable]
set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]
set executables [default|virus]
set content-disarm [disable|enable]

FortiOS 7.4.0 CLI Reference

Fortinet Inc.

30



end
config ssh
Description: Configure SFTP and SCP AntiVirus options.
set av-scan [disable|block]...]
set outbreak-prevention [disable|block]...]
set external-blocklist [disable|block]|...]
set fortindr [disable|block]|...]
set fortisandbox [disable|block]|...]
set quarantine [disable|enable]

set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]

next

config antivirus profile

Parameter Description Type Size Default
analytics- Only submit files matching this DLP file-pattern to integer Minimum 0
accept-filetype  FortiSandbox (post-transfer scan only). value: 0
Maximum
value:
4294967295
analytics-db Enable/disable using the FortiSandbox signature option - disable
database to supplement the AV signature
databases.
Option Description
disable Use only the standard AV signature databases.
enable Also use the FortiSandbox signature database.
analytics- Do not submit files matching this DLP file-patternto  integer Minimum 0
ignore-filetype  FortiSandbox (post-transfer scan only). value: 0
Maximum
value:
4294967295
av-virus-log Enable/disable AntiVirus logging. option - enable
Option Description
enable Enable setting.
disable Disable setting.
comment Comment. var-string Maximum
length: 255
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Parameter Description Type Size Default

ems-threat- Enable/disable use of EMS threat feed when option - disable
feed performing AntiVirus scan. Analyzes files including
the content of archives.

disable Disable use of EMS threat feed when performing AntiVirus scan.
enable Enable use of EMS threat feed when performing AntiVirus scan.
extended-log Enable/disable extended logging for antivirus. option - disable
enable Enable setting.
disable Disable setting.
external- One or more external malware block lists. string Maximum
blocklist External blocklist. length: 79
<name>
external- Enable/disable all external blocklists. option - disable
blocklist-
enable-all
disable Use configured external blocklists.
enable Enable all external blocklists.
feature-set Flow/proxy feature set. option - flow
flow Flow feature set.
proxy Proxy feature set.
fortindr-error- Action to take if FortiNDR encounters an error. option - log-only
action
log-only Log FortiNDR error, but allow the file.
block Block the file on FortiNDR error.
ignore Do nothing on FortiNDR error.
fortindr- Action to take if FortiNDR encounters a scan option - log-only

timeout-action timeout.
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Parameter

fortisandbox-
error-action

fortisandbox-
max-upload

fortisandbox-
mode

fortisandbox-

timeout-action

mobile-
malware-db

Description Type Size Default
log-only Log FortiNDR scan timeout, but allow the file.
block Block the file on FortiNDR scan timeout.
ignore Do nothing on FortiNDR scan timeout.

Action to take if FortiSandbox inline scan option - log-only

encounters an error.

Option Description
log-only Log FortiSandbox inline scan error, but allow the file.
block Block the file on FortiSandbox inline scan error.
ignore Do nothing on FortiSandbox inline scan error.
Maximum size of files that can be uploaded to integer Minimum 10
FortiSandbox. value: 1
Maximum

value: 1606 **

FortiSandbox scan modes. option - analytics-
everything

Option Description
inline FortiSandbox inline scan.
analytics- FortiSandbox post-transfer scan: submit supported files if heuristics or other
suspicious methods determine they are suspicious.
analytics- FortiSandbox post-transfer scan: submit supported files and known infected
everything files.

Action to take if FortiSandbox inline scan option - log-only

encounters a scan timeout.

log-only Log FortiSandbox inline scan timeout, but allow the file.

block Block the file on FortiSandbox inline scan timeout.

ignore Do nothing on FortiSandbox inline scan timeout.
Enable/disable using the mobile malware signature  option - enable
database.
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Parameter Description Type Size Default

Option Description
disable Do not use the mobile malware signature database.
enable Also use the mobile malware signature database.
name Profile name. string Maximum
length: 35
outbreak- Enable/disable outbreak-prevention archive option - enable
prevention- scanning.

archive-scan

Option Description
disable Analyze files as sent, not the content of archives.
enable Analyze files including the content of archives.
replacemsg- Replacement message group customized for this string Maximum
group profile. length: 35
scan-mode Configure scan mode. option - default
Option Description
default On the fly decompression and scanning of certain archive files.
legacy Scan archive files only after the entire file is received.

** Values may differ between models.

config cifs
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
Option Description
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
Option Description
disable Disable.
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Parameter Description Type Size Default

block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.
disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
Option Description
disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
quarantine Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
archive-block  Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.
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Parameter Description Type Size Default

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
archive-log Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.

config content-disarm

Parameter Description Type Size Default
original-file- Destination to send original file if active content is option - discard
destination removed.

Option Description

fortisandbox Send original file to configured FortiSandbox.

quarantine Send original file to quarantine.

discard Original file will be discarded after content disarm.
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Parameter Description Type Size Default

error-action Action to be taken if CDR engine encounters an option - log-only
unrecoverable error.

block Block file on CDR error.
log-only Log CDR error, but allow file.
ignore Do nothing on CDR error.
office-macro Enable/disable stripping of macros in Microsoft Office option - enable
documents.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
office-hylink Enable/disable stripping of hyperlinks in Microsoft Office  option - enable
documents.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
office-linked Enable/disable stripping of linked objects in Microsoft option - enable

Office documents.

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
office-embed  Enable/disable stripping of embedded objects in option - enable

Microsoft Office documents.

Option Description
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
office-dde Enable/disable stripping of Dynamic Data Exchange option - enable

events in Microsoft Office documents.
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Parameter Description Type Size Default

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
office-action Enable/disable stripping of PowerPoint action eventsin  option - enable

Microsoft Office documents.

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-javacode  Enable/disable stripping of JavaScript code in PDF option - enable
documents.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-embedfile Enable/disable stripping of embedded files in PDF option - enable
documents.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-hyperlink  Enable/disable stripping of hyperlinks from PDF option - enable
documents.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-act-gotor  Enable/disable stripping of PDF document actions that option - enable

access other PDF documents.

Option Description
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-act- Enable/disable stripping of PDF document actions that option - enable
launch launch other applications.
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Parameter Description Type Size Default

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-act-sound Enable/disable stripping of PDF document actions that option - enable
play a sound.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-act-movie  Enable/disable stripping of PDF document actions that option - enable
play a movie.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-act-java Enable/disable stripping of PDF document actions that ~ option - enable
execute JavaScript code.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-act-form Enable/disable stripping of PDF document actions that option - enable

submit data to other targets.

Option Description
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
cover-page Enable/disable inserting a cover page into the disarmed  option - enable
document.
Option Description
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
detect-only Enable/disable only detect disarmable files, do not alter  option - disable
content.
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Parameter Description Type Size Default

Option Description

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
config ftp
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.
disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
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Parameter

quarantine

archive-block

archive-log

emulator

Description Type Size Default

disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
Enable/disable the virus emulator. option - enable
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Parameter Description Type Size Default

Option Description

enable Enable the virus emulator.
disable Disable the virus emulator.
config http
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.
disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
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Parameter

quarantine

archive-block

archive-log

emulator

Description Type Size Default

disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
Enable/disable the virus emulator. option - enable

FortiOS 7.4.0 CLI Reference

Fortinet Inc.

43



Parameter Description Type Size Default

enable Enable the virus emulator.
disable Disable the virus emulator.
content- Enable/disable Content Disarm and Reconstruction option - disable
disarm when performing AntiVirus scan.
disable Disable Content Disarm and Reconstruction when performing AntiVirus scan.
enable Enable Content Disarm and Reconstruction when performing AntiVirus scan.
config imap
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.
disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
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disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
quarantine Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
archive-block  Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
archive-log Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.
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multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
executables Treat Windows executable files as viruses for the option - default

purpose of blocking or monitoring.

Option Description
default Perform standard AntiVirus scanning of Windows executable files.
virus Treat Windows executables as viruses.
content- Enable/disable Content Disarm and Reconstruction option - disable
disarm when performing AntiVirus scan.
Option Description
disable Disable Content Disarm and Reconstruction when performing AntiVirus scan.
enable Enable Content Disarm and Reconstruction when performing AntiVirus scan.
config mapi
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
Option Description
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
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outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.
disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
quarantine Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
archive-block  Select the archive types to block. option -
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Parameter

archive-log

emulator

executables

Description Type Size Default

Option Description
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
Treat Windows executable files as viruses for the option - default

purpose of blocking or monitoring.

Option Description
default Perform standard AntiVirus scanning of Windows executable files.
virus Treat Windows executables as viruses.
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config nac-quar

Parameter Description Type Size Default

infected Enable/Disable quarantining infected hosts to the option - none
banned user list.

none Do not quarantine infected hosts.
quar-src-ip Quarantine all traffic from the infected hosts source IP.
expiry Duration of quarantine. user Not 5m
Specified
log Enable/disable AntiVirus quarantine logging. option - disable
enable Enable AntiVirus quarantine logging.
disable Disable AntiVirus quarantine logging.
config nntp
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.

FortiOS 7.4.0 CLI Reference
Fortinet Inc.



Parameter Description Type Size Default

disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
quarantine Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
archive-block  Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

patrtiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
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archive-log Select the archive types to log. option -
Option Description
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
config pop3
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
Option Description
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.
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disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
quarantine Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
archive-block  Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

patrtiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
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Parameter

archive-log

emulator

executables

content-
disarm

config smtp

Parameter

av-scan

Description Type Size Default
Select the archive types to log. option -

encrypted Log encrypted archives.

corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
Treat Windows executable files as viruses for the option - default

purpose of blocking or monitoring.

Option Description

default Perform standard AntiVirus scanning of Windows executable files.

virus Treat Windows executables as viruses.

Enable/disable Content Disarm and Reconstruction option - disable
when performing AntiVirus scan.

Option Description

disable Disable Content Disarm and Reconstruction when performing AntiVirus scan.

enable Enable Content Disarm and Reconstruction when performing AntiVirus scan.
Description Type Size Default
Enable AntiVirus scan service. option - disable
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Parameter Description Type Size Default

disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.
disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
quarantine Enable/disable quarantine for infected files. option - disable
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Parameter

archive-block

archive-log

emulator

executables

Description Type Size Default

disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
Treat Windows executable files as viruses for the option - default

purpose of blocking or monitoring.
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Parameter Description Type Size Default

default Perform standard AntiVirus scanning of Windows executable files.
virus Treat Windows executables as viruses.
content- Enable/disable Content Disarm and Reconstruction option - disable
disarm when performing AntiVirus scan.
disable Disable Content Disarm and Reconstruction when performing AntiVirus scan.
enable Enable Content Disarm and Reconstruction when performing AntiVirus scan.
config ssh
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. Analyzes files including the option - disable
blocklist content of archives.
disable Disable.
block Block the matched files.
monitor Log the matched files.
fortindr Enable scanning of files by FortiNDR. option - disable
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disable Disable.
block Block the FortiNDR detected infections.
monitor Log the FortiNDR detected infections.
fortisandbox Enable scanning of files by FortiSandbox. option - disable
disable Disable.
block Block the FortiSandbox detected infections.
monitor Log the FortiSandbox detected infections.
quarantine Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
archive-block  Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives that exceed uncompressed nest limit.
mailbomb Block mail bomb archives.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
archive-log Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.
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multipart Log multipart archives.
nested Log nested archives that exceed uncompressed nest limit.
mailbomb Log mail bomb archives.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.

config antivirus quarantine

Configure quarantine options.

config antivirus quarantine
Description: Configure quarantine options.
set agelimit {integer}
set destination [NULL|disk]|...]
set drop-blocked {optionl}, {option2},
set drop-infected {optionl}, {option2},
set drop-machine-learning {optionl}, {option2},
set lowspace [drop-new]|ovrw-old]
set maxfilesize {integer}
set quarantine-quota {integer}
set store-blocked {optionl}, {option2},
set store-infected {optionl}, {option2},
set store-machine-learning {optionl}, {option2},

config antivirus quarantine

Parameter Description Type Size Default
agelimit Age limit for quarantined files. integer Minimum 0

value: 0

Maximum

value: 479
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Parameter Description Type Size Default

destination Choose whether to quarantine files to the FortiGate option - disk **
disk or to FortiAnalyzer or to delete them instead of
quarantining them.

Option Description

NULL Files that would be quarantined are deleted.
disk Quarantine files to the FortiGate hard disk.
FortiAnalyzer FortiAnalyzer

drop-blocked Do not quarantine dropped files found in sessions option -

using the selected protocols. Dropped files are deleted
instead of being quarantined.

imap IMAP.
smtp SMTP.
pop3 POP3.
http HTTP.
ftp FTP.
nntp NNTP.
imaps IMAPS.
smitps SMTPS.
pop3s POP3S.
https HTTPS.
fips FTPS.
mapi MAPI.
cifs CIFS.
ssh SSH.
drop-infected Do not quarantine infected files found in sessions option -

using the selected protocols. Dropped files are deleted
instead of being quarantined.

Option Description

imap IMAP.
smtp SMTP.
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pop3 POP3.

http HTTP.

ftp FTP.

nntp NNTP.

imaps IMAPS.

smitps SMTPS.

pop3s POP3S.

https HTTPS.

fips FTPS.

mapi MAPI.

cifs CIFS.

ssh SSH.
drop- Do not quarantine files detected by machine learning option -
machine- found in sessions using the selected protocols.
learning Dropped files are deleted instead of being

quarantined.

imap IMAP.
smtp SMTP.
pop3 POP3.
http HTTP.
ftp FTP.
nntp NNTP.
imaps IMAPS.
smitps SMTPS.
pop3s POP3S.
https HTTPS.
ftos FTPS.
mapi MAPI.
cifs CIFS.
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Parameter

lowspace

maxfilesize

quarantine-
quota

store-blocked

Description

Type

Size Default

Option Description

ssh

Select the method for handling additional files when

SSH.

option

running low on disk space.

Option Description

drop-new

ovrw-old

Maximum file size to quarantine.

The amount of disk space to reserve for quarantining

files.

Quarantine blocked files found in sessions using the

selected protocols.

Drop (delete) the most recently quarantined files.

- ovrw-old

Overwrite the oldest quarantined files. That is, the files that are closest to

being deleted from the quarantine.

integer

integer

option

Minimum 0

value: 0

Maximum

value: 500

Minimum 0

value: 0

Maximum

value:

4294967295

- imap smtp
pop3 http
ftp nntp
imaps
smtps
pop3s
https ftps
mapi cifs
ssh

Option Description
imap IMAP.

smtp SMTP.

pop3 POP3.

http HTTP.

ftp FTP.

nntp NNTP.
imaps IMAPS.
smitps SMTPS.
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Size

Default

Parameter Description Type
pop3s POP3S.
https HTTPS.
ftos FTPS.
mapi MAPI.
cifs CIFS.
ssh SSH.

store-infected  Quarantine infected files found in sessions using the option
selected protocols.

imap smtp
pop3 http
ftp nntp
imaps
smtps
pop3s
https ftps
mapi cifs
ssh

Option Description
imap IMAP.
smtp SMTP.
pop3 POP3.
http HTTP.
ftp FTP.
nntp NNTP.
imaps IMAPS.
smitps SMTPS.
pop3s POP3S.
https HTTPS.
fips FTPS.
mapi MAPI.
cifs CIFS.
ssh SSH.
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Parameter Description Type
store- Quarantine files detected by machine learning found in  option
machine- sessions using the selected protocols.

learning

Size

Default

imap smtp
pop3 http
ftp nntp
imaps
smtps
pop3s
https ftps
mapi cifs
ssh

Option Description
imap IMAP.
smtp SMTP.
pop3 POP3.
http HTTP.
ftp FTP.
nntp NNTP.
imaps IMAPS.
smtps SMTPS.
pop3s POP3S.
https HTTPS.
ftlos FTPS.
mapi MAPI.
cifs CIFS.
ssh SSH.

** Values may differ between models.

config antivirus settings

Configure AntiVirus settings.

config antivirus settings
Description: Configure AntiVirus settings.
set cache-infected-result [enable|disable]
set grayware [enablel|disable]
set machine-learning-detection [enable|monitor|...]
set override-timeout {integer}
set use-extreme-db [enable|disable]
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config antivirus settings

Parameter

cache-
infected-result

grayware

machine-
learning-
detection

override-
timeout

use-extreme-
db

Description Type Size Default

enable

Enable/disable cache of infected scan results. option

Option Description
enable Enable cache of infected scan results.
disable Disable cache of infected scan results.

Enable/disable grayware detection when an AntiVirus option disable

profile is applied to traffic.

enable Enable grayware detection.
disable Disable grayware detection.
Use machine learning based malware detection. option - enable

Option Description
enable Enable machine learning based malware detection.
monitor Enable machine learning based malware detection for monitoring only.
disable Disable machine learning based malware detection.
Override the large file scan timeout value in seconds. integer Minimum 0
Zero is the default value and is used to disable this value: 30
command. When disabled, the daemon adjusts the Maximum
large file scan timeout based on the file size. value: 3600
Enable/disable the use of Extreme AVDB. option - disable

Option Description
enable Enable extreme AVDB.
disable Disable extreme AVDB.
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application

This section includes syntax for the following commands:

« config application custom on page 65

 config application group on page 66

« config application list on page 67

» config application name on page 76

 config application rule-settings on page 78

config application custom

Configure custom application signatures.

config application custom
Description: Configure custom application signatures.
edit <tag>

next
end

set
set
set
set
set
set
set
set

behavior {user}
category {integer}
comment {string}

id {integer}

protocol {user}
signature {var-string}
technology {user}
vendor {user}

config application custom

Parameter

behavior

category

comment

Description
Custom application signature behavior.

Custom application category ID (use ? to view
available options).

Comment.
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Type
user

integer

string

Size Default
Not Specified

Minimum 0
value: 0

Maximum

value:
4294967295

Maximum
length: 63
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Parameter Description

id Custom application category ID (use ? to view
available options).

protocol Custom application signature protocol.

signature The text that makes up the actual custom application
signature.

tag Signature tag.

technology Custom application signature technology.

vendor Custom application signature vendor.

config application group

Configure firewall application groups.

config application group

Description: Configure firewall application groups.

edit <name>
set application <idl>, <id2>,
set behavior {user}
set category <idl>, <id2>,
set comment {var-string}
set popularity {optionl},
set protocols {user}
set risk <levell>, <level2>,
set technology {user}
set type [application|filter]
set vendor {user}

next

{option2},

end

config application group

Parameter Description

application Application ID list.

<id> Application IDs.

behavior Application behavior filter.
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Type

integer

user

var-string

string

user

user

Type

integer

user

Size Default

Minimum 0
value: 0

Maximum

value:
4294967295

Not Specified

Maximum
length: 4095

Maximum
length: 63

Not Specified
Not Specified

Size Default

Minimum
value: 0
Maximum
value:
4294967295

Not Specified all

66



Parameter Description Type Size Default

category Application category ID list. integer Minimum
<id> Category IDs. value: 0
Maximum
value:
4294967295
comment Comments. var-string Maximum
length: 255
name Application group name. string Maximum
length: 63
popularity Application popularity filter. option - 12345
Option Description
1 Popularity level 1.
2 Popularity level 2.
3 Popularity level 3.
4 Popularity level 4.
5 Popularity level 5.
protocols Application protocol filter. user Not Specified all
risk <level> Risk, orimpact, of allowing traffic from this integer Minimum
application to occur (1 - 5; Low, Elevated, Medium, value: 0
High, and Critical). Maximum
Risk, or impact, of allowing traffic from this value:
application to occur (1 - 5; Low, Elevated, Medium, 4294967295
High, and Critical).
technology Application technology filter. user Not Specified all
type Application group type. option - application
Option Description
application Application ID.
filter Application filter.
vendor Application vendor filter. user Not Specified all

config application list

Configure application control lists.

config application list
Description: Configure application control lists.
edit <name>
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set
set
set
set

end

app-replacemsg [disable|enable]

comment {var-string}
control-default-network-services [disable|enable]
deep-app-inspection [disable]|enable]

config default-network-services

Description: Default network service entries.

edit <id>

set port {integer}
set services {optionl}, {option2},

set violation-action [pass|monitor|...]

next

set enforce-default-app-port [disable]|enable]
config entries
Description: Application list entries.

end
set
set
set

edit <id>

set risk <levell>, <level2>,
set category <idl>, <id2>,
set application <idl>, <id2>,
set protocols {user}

set vendor {user}

set technology

{user}

set behavior {user}

set popularity

{optionl}, {option2},

set exclusion <idl>, <id2>,
config parameters

Description: Application parameters.

edit <id>
config

members

Description: Parameter tuple members.
edit <id>

set name {string}
set value {string}

next

end
next
end

set action [pass|block]|...]
set log [disablel|enable]

set log-packet
set rate-count

[disable|enable]
{integer}

set rate-duration {integer}

set rate-mode
set rate-track

[periodical |continuous]
[none|src-ip|...]

set session-ttl {integer}
set shaper {string}

set shaper-reverse {string}
set per-ip-shaper {string}

set quarantine

[none|attacker]

set quarantine-expiry {user}
set quarantine-log [disable|enable]

next

extended-log [enable|disable]
force-inclusion-ssl-di-sigs [disable]|enable]

options {optionl},

FortiOS 7.4.0 CLI Reference

Fortinet Inc.

{option2},

68



set other-application-action [pass|block]

set other-application-log [disable|enable]

set p2p-block-list {optionl}, {option2},

set replacemsg-group {string}

set unknown-application-action [pass|block]

set unknown-application-log [disable]|enable]
next

config application list

Parameter Description Type Size Default
app- Enable/disable replacement messages for blocked option - enable
replacemsg applications.

Option Description

disable Disable replacement messages for blocked applications.

enable Enable replacement messages for blocked applications.
comment Comments. var-string Maximum

length: 255

control- Enable/disable enforcement of protocols over selected  option - disable
default- ports.
network-
services

Option Description

disable Disable protocol enforcement over selected ports.

enable Enable protocol enforcement over selected ports.
deep-app- Enable/disable deep application inspection. option - enable
inspection

Option Description

disable Disable deep application inspection.

enable Enable deep application inspection.
enforce- Enable/disable default application port enforcement for  option - disable
default-app- allowed applications.
port

Option Description

disable Disable default application port enforcement.

enable Enable default application port enforcement.
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Parameter Description Type Size Default

extended-log Enable/disable extended logging. option - disable
Option Description
enable Enable setting.
disable Disable setting.
force- Enable/disable forced inclusion of SSL deep inspection  option - disable
inclusion-ssl- signatures.
di-sigs
Option Description
disable Disable forced inclusion of signatures which normally require SSL deep
inspection.
enable Enable forced inclusion of signatures which normally require SSL deep
inspection.
name List name. string Maximum
length: 35
options Basic application protocol signatures allowed by option - allow-dns
default
Option Description
allow-dns Allow DNS.
allow-icmp Allow ICMP.
allow-http Allow generic HTTP web browsing.
allow-ssl/ Allow generic SSL communication.
other- Action for other applications. option - pass
application-
action
Option Description
pass Allow sessions matching an application in this application list.
block Block sessions matching an application in this application list.
other- Enable/disable logging for other applications. option - disable

application-log

Option Description
disable Disable logging for other applications.
enable Enable logging for other applications.
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Parameter Description Type Size Default

p2p-block-list P2P applications to be block listed. option -
skype Skype.
edonkey Edonkey.
bittorrent Bit torrent.
replacemsg- Replacement message group. string Maximum
group length: 35
unknown- Pass or block traffic from unknown applications. option - pass
application-
action
pass Pass or allow unknown applications.
block Drop or block unknown applications.
unknown- Enable/disable logging for unknown applications. option - disable

application-log

Option Description
disable Disable logging for unknown applications.
enable Enable logging for unknown applications.

config default-network-services

Parameter Description Type Size Default

id Entry ID. integer Minimum 0
value: 0
Maximum
value:
4294967295

port Port number. integer Minimum 0
value: 0
Maximum
value: 65535

services Network protocols. option -
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Parameter Description Type Size Default
Option Description
http HTTP.
ssh SSH.
telnet TELNET.
ftp FTP.
dns DNS.
smtp SMTP.
pop3 POP3.
imap IMAP.
snmp SNMP.
nntp NNTP.
https HTTPS.
violation- Action for protocols not in the allowlist for selected option - block
action port.
Option Description
pass Allow protocols not in the allowlist for selected port.
monitor Monitor protocols not in the allowlist for selected port.
block Block protocols not in the allowlist for selected port.
config entries
Parameter Description Type Size Default
id Entry ID. integer Minimum 0
value: 0
Maximum
value:
4294967295
risk <level> Risk, orimpact, of allowing traffic from this integer Minimum
application to occur (1 - 5; Low, Elevated, Medium, value: 0
High, and Critical). Maximum
Risk, orimpact, of allowing traffic from this value:
application to occur (1 - 5; Low, Elevated, Medium, 4294967295

High, and Critical).
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Parameter

category
<id>

application
<id>

protocols
vendor
technology
behavior

popularity

exclusion
<id>

action

log

Description

Category ID list.
Application category ID.

ID of allowed applications.
Application IDs.

Application protocol filter.
Application vendor filter.
Application technology filter.
Application behavior filter.

Application popularity filter.

Type Size
integer Minimum
value: 0
Maximum
value:
4294967295
integer Minimum
value: 0
Maximum
value:
4294967295
user Not Specified
user Not Specified
user Not Specified
user Not Specified
option -

Default

all
all
all
all

12345

Option Description

1 Popularity level 1.
2 Popularity level 2.
3 Popularity level 3.
4 Popularity level 4.
5 Popularity level 5.

ID of excluded applications.
Excluded application IDs.

Pass or block traffic, or reset connection for traffic
from this application.

integer Minimum
value: 0
Maximum
value:
4294967295
option -

block

Option Description

pass Pass or allow matching traffic.
block Block or drop matching traffic.
reset Reset sessions for matching traffic.

Enable/disable logging for this application list.
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Parameter

log-packet

rate-count

rate-duration

rate-mode

rate-track

session-ttl

Description

Type

Size Default

Option
disable

enable

Description
Disable logging.
Enable logging.

Enable/disable packet logging.

Option

Description

option

- disable

disable

enable

Count of the rate.

Disable packet logging.

Enable packet logging.

Duration (sec) of the rate.

Rate limit mode.

Option

Description

integer

integer

option

Minimum 0
value: 0

Maximum

value: 65535

Minimum 60
value: 1

Maximum

value: 65535

- continuous

periodical

continuous

Allow configured number of packets every rate-duration.

Block packets once the rate is reached.

Track the packet protocol field.

option

= none

Option Description
none none

src-ip Source IP.
dest-ip Destination IP.

dhcp-client-mac

dns-domain

Session TTL.
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DHCP client.
DNS domain.

integer

Minimum 0
value: 0

Maximum

value:
4294967295
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Parameter Description Type
shaper Traffic shaper. string
shaper- Reverse traffic shaper. string
reverse

per-ip-shaper  Per-IP traffic shaper. string
quarantine Quarantine method. option

Option

Description

Size Default

Maximum
length: 35

Maximum
length: 35

Maximum
length: 35

= none

none Quarantine is disabled.
attacker Block all traffic sent from attacker's IP address. The attacker's IP address is
also added to the banned user list. The target's address is not affected.

quarantine- Duration of quarantine.. Requires quarantine set to user Not Specified 5m
expiry attacker.
quarantine- Enable/disable quarantine logging. option - enable
log

Option Description

disable Disable quarantine logging.

enable Enable quarantine logging.

config parameters

Parameter Description

id Parameter tuple ID.

config members

Parameter Description

id Parameter.
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Type

integer

Type

integer

Size Default

Minimum 0
value: 0

Maximum

value:
4294967295

Size Default

Minimum 0
value: 0

Maximum

value:
4294967295
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Parameter

name

value

Description

Parameter name.

Parameter value.

config application name

Configure application signatures.

config application name

Description:

edit <name>
set behavior {user}

next
end

set
set

category {integer}
id {integer}

config metadata

end

Description: Meta data.
edit <id>
set metaid {integer}
set valueid {integer}
next

config parameters

end
set
set
set
set
set
set

Description: Application parameters.

edit <name>
set default value {string}
next

popularity {integer}
protocol {user}

risk {integer}
technology {user}
vendor {user}

weight {integer}

config application name

Parameter

behavior

category

Description
Application behavior.

Application category ID.
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Configure application signatures.

Size Default

Maximum
length: 31

Maximum
length: 199

Size Default
Not Specified

Minimum 0
value: 0

Maximum

value:
4294967295
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Parameter Description

id Application ID.

name Application name.
popularity Application popularity.
protocol Application protocol.
risk Application risk.

technology Application technology.

vendor Application vendor.

weight Application weight.

config metadata

Parameter Description

id ID.
metaid Meta ID.
valueid Value ID.

FortiOS 7.4.0 CLI Reference
Fortinet Inc.

Type

integer

string

integer

user

integer

user
user

integer

Type

integer

integer

integer

Size

Minimum
value: 0
Maximum
value:
4294967295

Maximum
length: 63

Minimum
value: 0
Maximum
value: 255

Not Specified

Minimum
value: 0
Maximum
value: 255

Not Specified
Not Specified

Minimum
value: 0
Maximum
value: 255

Size

Minimum
value: 0
Maximum
value:
4294967295

Minimum
value: 0
Maximum
value:
4294967295

Minimum
value: 0
Maximum
value:
4294967295

Default
0

Default
0
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config parameters

Parameter Description

name Parameter name.

default value Parameter default value.

config application rule-settings

Configure application rule settings.

config application rule-settings
Description: Configure application rule settings.
edit <id>
next

end

config application rule-settings

Parameter Description

id Rule ID.
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Type

string

string

Type

integer

Size

Maximum
length: 31

Maximum
length: 199

Size

Minimum
value: 0
Maximum
value:
4294967295

Default

Default
0
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authentication

This section includes syntax for the following commands:

 config authentication rule on page 79
« config authentication scheme on page 81
« config authentication setting on page 83

config authentication rule

Configure Authentication Rules.

config authentication rule
Description: Configure Authentication Rules.
edit <name>
set active-auth-method {string}
set comments {var-string}
set dstaddr <namel>, <name2>,
set dstaddr6 <namel>, <name2>,
set ip-based [enablel|disable]
set protocol [httplftpl...]
set srcaddr <namel>, <name2>,
set srcaddr6 <namel>, <name2>,
set srcintf <namel>, <name2>,
set sso-auth-method {string}
set status [enable|disable]
set transaction-based [enable|disable]
set web-auth-cookie [enable|disable]
set web-portal [enable|disable]
next
end

config authentication rule

Parameter Description Type Size Default
active-auth- Select an active authentication method. string Maximum
method length: 35
comments Comment. var-string Maximum
length: 1023
dstaddr Select an IPv4 destination address from available string Maximum
<name> options. Required for web proxy authentication. length: 79

Address name.

dstaddr6 Select an IPv6 destination address from available string Maximum
<name> options. Required for web proxy authentication. length: 79
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Parameter

ip-based

name

protocol

srcaddr
<name>

srcaddr6

<name>

srcintf
<name>

sso-auth-
method

status

transaction-
based

Description Type Size Default
Address name.
Enable/disable IP-based authentication. When enabled, option - enable

previously authenticated users from the same IP
address will be exempted.

Option Description

enable

disable

Authentication rule name.

Authentication is required for the selected protocol.

Enable IP-based authentication.

Disable IP-based authentication.

Maximum
length: 35

string

option - http

Option Description

http HTTP traffic is matched and authentication is required.

ftp FTP traffic is matched and authentication is required.

socks SOCKS traffic is matched and authentication is required.

ssh SSH traffic is matched and authentication is required.
Authentication is required for the selected IPv4 source string Maximum
address. length: 79
Address name.
Authentication is required for the selected IPv6 source string Maximum
address. length: 79
Address name.
Incoming (ingress) interface. string Maximum
Interface name. length: 79
Select a single-sign on (SSO) authentication method. string Maximum

length: 35

Enable/disable this authentication rule. option - enable

Option Description

enable

disable

Enable/disable transaction based authentication.
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Enable this authentication rule.

Disable this authentication rule.

option - disable
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Parameter Description Type Size Default

enable Enable transaction based authentication.
disable Disable transaction based authentication.
web-auth- Enable/disable Web authentication cookies. option - disable
cookie
enable Enable Web authentication cookie.
disable Disable Web authentication cookie.
web-portal Enable/disable web portal for proxy transparent policy. option - enable
enable Enable web-portal.
disable Disable web-portal.

config authentication scheme

Configure Authentication Schemes.

config authentication scheme
Description: Configure Authentication Schemes.
edit <name>
set domain-controller {string}
set fsso-agent-for-ntlm {string}
set fsso-guest [enable|disable]
set kerberos-keytab {string}
set method {optionl}, {option2},
set negotiate-ntlm [enable|disable]
set require-tfa [enable|disable]
set saml-server {string}
set saml-timeout {integer}
set ssh-ca {string}
set user-cert [enable|disable]
set user-database <namel>, <name2>,
next

config authentication scheme

Parameter Description Type Size Default
domain- Domain controller setting. string Maximum
controller length: 35
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Parameter Description Type Size Default

fsso-agent- FSSO agent to use for NTLM authentication. string Maximum
for-ntim length: 35
fsso-guest Enable/disable user fsso-guest authentication. option - disable

enable Enable user fsso-guest authentication.

disable Disable user fsso-guest authentication.
kerberos- Kerberos keytab setting. string Maximum
keytab length: 35
method Authentication methods. option -

ntim NTLM authentication.

basic Basic HTTP authentication.

digest Digest HTTP authentication.

form Form-based HTTP authentication.

negotiate Negotiate authentication.

fsso Fortinet Single Sign-On (FSSO) authentication.

rsso RADIUS Single Sign-On (RSSO) authentication.

ssh-publickey Public key based SSH authentication.

cert Client certificate authentication.

saml SAML authentication.
name Authentication scheme name. string Maximum

length: 35

negotiate- Enable/disable negotiate authentication for NTLM. option - enable
ntlm

enable Enable negotiate authentication for NTLM.

disable Disable negotiate authentication for NTLM.
require-tfa Enable/disable two-factor authentication. option - disable

Option Description

enable Enable two-factor authentication.
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Parameter Description Type

Option Description

Size Default

disable Disable two-factor authentication.
saml-server SAML configuration. string Maximum
length: 35
saml-timeout ~ SAML authentication timeout in seconds. integer Minimum 120
value: 30
Maximum
value: 1200
ssh-ca SSH CA name. string Maximum
length: 35
user-cert Enable/disable authentication with user certificate. option - disable
Option Description
enable Enable client certificate field authentication.
disable Disable client certificate field authentication.
user- Authentication server to contain user information; "local"  string Maximum
database (default) or "123" (for LDAP). length: 79
<name>

Authentication server name.

config authentication setting

Configure authentication setting.

config authentication setting
Description: Configure authentication setting.

active-auth-scheme {string}
auth-https [enable|disable]
captive-portal {string}
captive-portal-ip {ipv4-address-any}
captive-portal-ip6 {ipvé6-address}
captive-portal-port {integer}
captive-portal-ssl-port {integer}
captive-portal-type [fgdn|ip]
captive-portal6 {string}

cert-auth [enable|disable]
cert-captive-portal {string}
cert-captive-portal-ip {ipv4-address-any}
cert-captive-portal-port {integer}
cookie-max-age {integer}
cookie-refresh-div {integer}
dev-range <namel>, <name2>,
ip-auth-cookie [enable|disable]
persistent-cookie [enable|disable]
sso-auth-scheme {string}

FortiOS 7.4.0 CLI Reference

Fortinet Inc.

83



set update-time {user}

set user-cert-ca <namel>,

end

<name?2>,

config authentication setting

Parameter

active-auth-
scheme

auth-https

captive-portal

captive-
portal-ip

captive-
portal-ip6

captive-
portal-port

captive-
portal-ssl-port

captive-
portal-type

captive-
portal6

Description

Active authentication method (scheme name).

Enable/disable redirecting HTTP user authentication to

HTTPS.

Type

string

option

Size

Maximum
length: 35

Default

enable

Option Description

enable

disable

Enable setting.

Disable setting.

Captive portal host name.

Captive portal IP address.

Captive portal IPv6 address.

Captive portal port number.

Captive portal SSL port number.

Captive portal type.

string

ipv4-
address-
any

ipv6-
address

integer

integer

option

Maximum
length: 255

Not
Specified

Not
Specified

Minimum
value: 1
Maximum
value:
65535

Minimum
value: 1
Maximum
value:
65535

0.0.0.0

7830

7831

fqdn

Option Description

fqdn

ip

Use FQDN for captive portal.

Use an IP address for captive portal.

IPv6 captive portal host name.
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string

Maximum
length: 255
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Parameter Description Type Size Default

cert-auth Enable/disable redirecting certificate authentication to option - disable
HTTPS portal.
Option Description
enable Enable setting.
disable Disable setting.
cert-captive- Certificate captive portal host name. string Maximum
portal length: 255
cert-captive- Certificate captive portal IP address. ipv4- Not 0.0.0.0
portal-ip address- Specified
any
cert-captive- Certificate captive portal port number. integer Minimum 7832
portal-port value: 1
Maximum
value:
65535
cookie-max- Persistent web portal cookie maximum age in minutes. integer Minimum 480
age value: 30
Maximum
value:
10080
cookie- Refresh rate divider of persistent web portal cookie. integer Minimum 2
refresh-div Refresh value = cookie-max-age/cookie-refresh-div. value: 2
Maximum
value: 4
dev-range Address range for the IP based device query. string Maximum
<name> Address name. length: 79
ip-auth-cookie Enable/disable persistent cookie on IP based web portal option - disable
authentication.
Option Description
enable Enable persistent cookie for IP-based authentication.
disable Disable persistent cookie for IP-based authentication.
persistent- Enable/disable persistent cookie on web portal option - enable
cookie authentication.

Option Description

enable Enable persistent cookie.
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Parameter Description Type Size Default

Option Description

disable Disable persistent cookie.
sso-auth- Single-Sign-On authentication method (scheme name).  string Maximum
scheme length: 35
update-time Time of the last update. user Not
Specified
user-cert-ca CA certificate used for client certificate verification. string Maximum
A CA certificate list. length: 79
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automation

This section includes syntax for the following commands:

« config automation setting on page 87

config automation setting

Automation setting configuration.

config automation setting
Description: Automation setting configuration.
set fabric-sync [enable|disable]
set max-concurrent-stitches {integer}

end

config automation setting

Parameter Description Type Size Default

fabric-sync Enable/disable synchronization of automation settings option - enable
with security fabric.

Option Description

enable Synchronize automation setting with security fabric.
disable Do not synchronize automation setting with security fabric.
max- Maximum number of automation stitches that are integer Minimum 512 **
concurrent- allowed to run concurrently. value: 32
stitches Maximum
value: 1024
** Values may differ between models.
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certificate

This section includes syntax for the following commands:

« config certificate ca on page 88

« config certificate crl on page 89

« config certificate local on page 91

« config certificate remote on page 94

config certificate ca

CA certificate.

config certificate ca
Description: CA certificate.
edit <name>
set auto-update-days {integer}
set auto-update-days-warning {integer}
set ca {user}
set ca-identifier {string}
set obsolete [disable|enable]
set range [global|vdom]
set scep-url {string}
set source [factoryluser|...]
set source-ip {ipv4-address}
set ssl-inspection-trusted [enable|disable]
next
end

config certificate ca

Parameter Description Type Size Default
auto-update-  Number of days to wait before requesting an updated  integer Minimum 0
days CA certificate. value: 0

Maximum

value:

4294967295
auto-update-  Number of days before an expiry-warning message is  integer Minimum 0
days-warning  generated. value: 0

Maximum

value:

4294967295
ca CA certificate as a PEM file. user Not Specified
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Parameter Description Type Size Default

ca-identifier CA identifier of the SCEP server. string Maximum
length: 255
name Name. string Maximum
length: 79
obsolete Enable/disable this CA as obsoleted. option - disable
Option Description
disable Alive.
enable Obsolete.
range Either global or VDOM IP address range for the CA option - global
certificate.
Option Description
global Global range.
vdom VDOM IP address range.
scep-url URL of the SCEP server. string Maximum
length: 255
source CA certificate source type. option - user
Option Description
factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.
source-ip Source IP address for communications to the SCEP ipv4- Not Specified 0.0.0.0
server. address
ssl- Enable/disable this CA as a trusted CA for SSL option - enable
inspection- inspection.
trusted
Option Description
enable Trusted CA for SSL inspection.
disable Untrusted CA for SSL inspection.

config certificate crl

Certificate Revocation List as a PEM file.
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config certificate crl

Description: Certificate Revocation List as a PEM file.

edit <name>
set crl {user}
set http-url {string}
set ldap-password {password}
set ldap-server {string}
set ldap-username {string}
set range [global|vdom]
set scep-cert {string}
set scep-url {string}
set source [factoryluser|...]
set source-ip {ipv4-address}
set update-interval {integer}
set update-vdom {string}

next

config certificate crl

Parameter Description Type Size Default
crl Certificate Revocation List as a PEM file. user Not Specified
http-url HTTP server URL for CRL auto-update. string Maximum
length: 255
Idap- LDAP server user password. password Not Specified
password
Idap-server LDAP server name for CRL auto-update. string Maximum
length: 35
Idap- LDAP server user name. string Maximum
username length: 63
name Name. string Maximum
length: 35
range Either global or VDOM IP address range for the option - global
certificate.
Option Description
global Global range.
vdom VDOM IP address range.
scep-cert Local certificate for SCEP communication for CRL string Maximum Fortinet_
auto-update. length: 35 CA_SSL
scep-url SCEP server URL for CRL auto-update. string Maximum
length: 255
source Certificate source type. option - user
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Parameter

source-ip

update-
interval

update-vdom

Description
Option Description
factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.

Source IP address for communications toa HTTP or
SCEP CA server.

Time in seconds before the FortiGate checks for an

updated CRL. Set to 0 to update only when it expires.

VDOM for CRL update.

config certificate local

Local keys and certificates.

config certificate local
Description: Local keys and certificates.
edit <name>

acme-ca-url {string}

acme-domain {string}

acme-email {string}
acme-renew-window {integer}
acme-rsa-key-size {integer}
auto-regenerate-days {integer}
auto-regenerate-days-warning {integer}
ca-identifier {string}

certificate {user}

cmp-path {string}
cmp-regeneration-method [keyupate|renewal]
cmp-server {string}

cmp-server-cert {string}

comments {string}

csr {user}

enroll-protocol [none|scep|...]
ike-localid {string}
ike-localid-type [asnldn]|fgdn]
name-encoding [printable|utf8]
password {password}

private-key {user}
private-key-retain [enable|disable]
range [global|vdom]

scep-password {password}

scep-url {string}

source [factoryluser|...]
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Type

ipv4-
address

integer

string

Size Default

Not Specified 0.0.0.0

Minimum 0
value: 0

Maximum

value:
4294967295

Maximum root
length: 31
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set source-ip {ipv4-address}
set state {user}

next
end

config certificate local

Parameter

acme-ca-url

acme-domain

acme-email

acme-renew-
window

acme-rsa-key-
size

auto-
regenerate-
days

auto-
regenerate-
days-warning

ca-identifier

certificate

cmp-path

cmp-
regeneration-
method

Description

The URL for the ACME CA
server.

A valid domain that resolves
to this FortiGate unit.

Contact email address that
is required by some CAs like
LetsEncrypt.

Beginning of the renewal
window.

Length of the RSA private
key of the generated cert
(Minimum 2048 bits).

Number of days to wait
before expiry of an updated
local certificate is requested
(0 = disabled).

Number of days to wait
before an expiry warning
message is generated (0 =
disabled).

CA identifier of the CA
server for signing via SCEP.

PEM format certificate.

Path location inside CMP
server.

CMP auto-regeneration
method.
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string

string

string

integer

integer

integer

integer

string

user

string

option

Maximum
length: 255

Maximum
length: 255

Maximum
length: 255

Minimum
value: 1
Maximum
value: 100

Minimum
value: 2048
Maximum
value: 4096

Minimum
value: 0
Maximum
value:

4294967295

Minimum
value: 0
Maximum
value:

4294967295

Maximum
length: 255

Not Specified

Maximum
length: 255

Default

https://acme-
v02.api.letsencrypt.org/directory

30

2048

keyupate
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Parameter

Description Type Size Default

Option Description
keyupate Key Update.
renewal Renewal.
cmp-server Address and port for CMP string Maximum
server (format = length: 63
address:port).
cmp-server-cert CMP server certificate. string Maximum
length: 79
comments Comment. string Maximum
length: 511
csr Certificate Signing Request.  user Not Specified
enroll-protocol Certificate enroliment option - none
protocol.
Option Description
none None (default).
scep Simple Certificate Enrollment Protocol.
cmpv2 Certificate Management Protocol Version 2.
acme?2 Automated Certificate Management Environment Version 2.
ike-localid Local ID the FortiGate uses  string Maximum
for authentication as a VPN length: 63
client.
ike-localid-type  IKE local ID type. option - asn1dn
Option Description
asnidn ASN.1 distinguished name.
fqdn Fully qualified domain name.
name Name. string Maximum
length: 35
name-encoding Name encoding method for  option - printable

auto-regeneration.

Option Description
printable Printable encoding (default).
utf8 UTF-8 encoding.
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Parameter
password

private-key

private-key-
retain

range

scep-password

scep-url

source

source-ip

state

Description Type Size Default

Password as a PEM file. password Not Specified
PEM format key encrypted user Not Specified
with a password.
Enable/disable retention of  option - disable
private key during SCEP
renewal.
Option Description
enable Keep the existing private key during SCEP renewal.
disable Generate a new private key during SCEP renewal.

Either a global or VDOM IP  option
address range for the

global

certificate.
Option Description
global Global range.
vdom VDOM IP address range.
SCEP server challenge password Not Specified
password for auto-
regeneration.
SCEP server URL. string Maximum
length: 255
Certificate source type. option - user
Option Description
factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.
Source IP address for ipv4- Not Specified 0.0.0.0
communications to the address
SCEP server.
Certificate Signing Request  user Not Specified
State.

config certificate remote

Remote certificate as a PEM file.
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config certificate remote
Description: Remote certificate as a PEM file.
edit <name>
set range [global|vdom]
set remote {user}
set source [factoryl|user]|...]
next
end

config certificate remote

Parameter Description Type Size Default
name Name. string Maximum

length: 35
range Either the global or VDOM IP address range for the option - global

remote certificate.

Option Description

global Global range.
vdom VDOM IP address range.
remote Remote certificate. user Not
Specified
source Remote certificate source type. option - user
factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.
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dip

This section includes syntax for the following commands:

 config dlp data-type on page 96

« config dlp dictionary on page 97

« config dlp filepattern on page 99

« config dlp fp-doc-source on page 103
« config dlp profile on page 106

« config dlp sensitivity on page 111

« config dlp sensor on page 111

 config dlp settings on page 113

config dip data-type

Configure predefined data type used by DLP blocking.

config dlp data-type
Description: Configure predefined data type used by DLP blocking.
edit <name>

set
set
set
set
set
set
set
set
next
end

comment {var-string}

look-ahead {integer}

look-back {integer}

match-around {string}

pattern {string}

transform {string}

verify {string}

verify-transformed-pattern [enable|disable]

config dlp data-type

Parameter Description Type Size Default

comment Optional comments. var-string Maximum
length: 255

look-ahead Number of characters to obtain in advance for integer Minimum 1

verification. value: 1
Maximum
value: 255
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Parameter Description Type Size Default

look-back Number of characters required to save for verification.  integer Minimum 1
value: 1
Maximum
value: 255
match-around  Dictionary to check whether it has a match around string Maximum
(Only support match-any and basic types, no repeat length: 35
supported).
name Name of table containing the data type. string Maximum
length: 35
pattern Regular expression pattern string without look around.  string Maximum
length: 255
transform Template to transform user input to a pattern using string Maximum
capture group from 'pattern’'. length: 255
verify Regular expression pattern string used to verify the string Maximum
data type. length: 255
verify- Enable/disable verification for transformed pattern. option - disable
transformed-
pattern
(0]} {{e]y] Description
enable Enable verification for transformed pattern.
disable Disable verification for transformed pattern.

config dip dictionary

Configure dictionaries used by DLP blocking.

config dlp dictionary
Description: Configure dictionaries used by DLP blocking.
edit <name>
set comment {var-string}
config entries
Description: DLP dictionary entries.
edit <id>
set type {string}
set pattern {string}
set ignore-case [enable|disable]
set repeat [enable|disable]
set status [enable|disable]
set comment {var-string}
next
end
set match-around [enable|disable]
set match-type [match-all|match-any]
set uuid {uuid}
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next

config dlp dictionary

Parameter Description Type Size Default
comment Optional comments. var-string Maximum
length: 255
match-around Enable/disable match-around support. option - disable
Option Description
enable Enable match-around support.
disable Disable match-around support.
match-type Logical relation between entries. option - match-any
Option Description
match-all Match all entries.
match-any Match any entries.
name Name of table containing the dictionary. string Maximum
length: 35
uuid Universally Unique Identifier (UUID; automatically ~ uuid Not 00000000-0000-
assigned but can be manually reset). Specified 0000-0000-
000000000000

config entries

Parameter Description Type Size Default
id ID. integer Minimum 0
value: 0
Maximum
value:
4294967295
type Pattern type to match. string Maximum
length: 35
pattern Pattern to match. string Maximum
length: 255
ignore-case Enable/disable ignore case. option - disable
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Parameter Description Type Size Default

enable Enable ignore case.
disable Disable ignore case.

repeat Enable/disable repeat match. option - disable
enable Enable repeat match.
disable Disable repeat match.

status Enable/disable this pattern. option - enable
enable Enable this pattern.
disable Disable this pattern.

comment Optional comments. var-string Maximum

length: 255

config dlp filepattern

Configure file patterns used by DLP blocking.

config dlp filepattern
Description: Configure file patterns used by DLP blocking.
edit <id>
set comment {var-string}
config entries
Description: Configure file patterns used by DLP blocking.
edit <pattern>
set filter-type [pattern|type]
set file-type [7zlarj|...]
next
end
set name {string}
next
end

config dlp filepattern

Parameter Description Type Size Default
comment Optional comments. var-string Maximum
length: 255
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Parameter Description Type Size Default

id ID. integer Minimum 0
value: 0
Maximum
value:
4294967295

name Name of table containing the file pattern list. string Maximum
length: 63

config entries

Parameter Description Type Size Default

filter-type Filter by file name pattern or by file type. option - pattern
Option Description
pattern Filter by file name pattern.
type Filter by file type.

pattern Add a file name pattern. string Maximum

length: 79

file-type Select afile type. option - unknown
7z Match 7-zip files.
arj Match arj compressed files.
cab Match Windows cab files.
Izh Match Izh compressed files.
rar Match rar archives.
tar Match tar files.
zip Match zip files.
bzip Match bzip files.
gzip Match gzip files.
bzip2 Match bzip2 files.
Xz Match xz files.
bat Match Windows batch files.
uue Match uue files.
mime Match mime files.
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Parameter Description Type Size Default

base64 Match base64 files.
binhex Match binhex files.
elf Match elf files.
exe Match Windows executable files.
hta Match hta files.
html Match html files.
Jjad Match jad files.
class Match class files.
cod Match cod files.
Javascript Match javascript files.
msoffice Match MS-Office files. For example, doc, xls, ppt, and so on.
msofficex Match MS-Office XML files. For example, docx, xlIsx, pptx, and so on.
fsg Match fsg files.
upx Match upx files.
petite Match petite files.
aspack Match aspack files.
sis Match sis files.
hip Match Windows help files.
activemime Match activemime files.
jpeg Match jpeg files.
gif Match gif files.
tiff Match tiff files.
png Match png files.
bmp Match bmp files.
unknown Match unknown files.
mpeg Match mpeg files.
mov Match mov files.
mp3 Match mp3 files.
wma Match wma files.
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Parameter

Description

Option
wav
pdf

avi

rm
torrent
hibun
msi
mach-o
dmg

.net

flac
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Type

Description

Match wav files.

Match Acrobat PDF files.

Match avi files.

Match rm files.

Match torrent files.

Match special-file-23-support files.
Match Windows Installer msi files.
Match Mach object files.

Match Apple disk image files.
Match .NET files.

Match xar archive files.

Match Windows compiled HTML help files.
Match ISO archive files.

Match Chrome extension files.

Match flac files.

Size

Default
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config dip fp-doc-source

This command is available for model(s): FortiGate 1000D, FortiGate 1101E, FortiGate 1801F,
FortiGate 2000E, FortiGate 201E, FortiGate 201F, FortiGate 2201E, FortiGate 2500E,
FortiGate 2600F, FortiGate 2601F, FortiGate 3000D, FortiGate 301E, FortiGate 3100D,
FortiGate 3200D, FortiGate 3301E, FortiGate 3401E, FortiGate 3501F, FortiGate 3601E,
FortiGate 3700D, FortiGate 401E, FortiGate 401F, FortiGate 40F 3G4G, FortiGate 40F,
FortiGate 4201F, FortiGate 4401F, FortiGate 5001E1, FortiGate 501E, FortiGate 601E,
FortiGate 601F, FortiGate 60F, FortiGate 61E, FortiGate 61F, FortiGate 70F, FortiGate 71F,
FortiGate 800D, FortiGate 80F Bypass, FortiGate 81E-POE, FortiGate 81E, FortiGate 81F-
POE, FortiGate 81F, FortiGate 900D, FortiGate 91E, FortiGate VM64, FortiGateRugged 60F
3G4G, FortiGateRugged 60F, FortiWiFi 40F 3G4G, FortiWiFi 40F, FortiwiFi 60F, FortiWiFi
61E, FortiWiFi 61F, FortiWiFi 80F 2R, FortiWiFi 81F 2R 3G4G-POE, FortiWiFi 81F 2R-POE,
FortiWiFi 81F 2R.

Itis not available for: FortiGate 100F, FortiGate 1100E, FortiGate 140E-POE, FortiGate 140E,
FortiGate 1800F, FortiGate 200E, FortiGate 200F, FortiGate 2200E, FortiGate 300E,
FortiGate 3300E, FortiGate 3400E, FortiGate 3500F, FortiGate 3600E, FortiGate 3960E,
FortiGate 3980E, FortiGate 400E Bypass, FortiGate 400E, FortiGate 400F, FortiGate 4200F,
FortiGate 4400F, FortiGate 5001E, FortiGate 500E, FortiGate 600E, FortiGate 600F,
FortiGate 60E DSLJ, FortiGate 60E DSL, FortiGate 60E-POE, FortiGate 60E, FortiGate 80E,
FortiGate 80F-POE, FortiGate 80F, FortiGate 90E, FortiWiFi 60E DSLJ, FortiWiFi 60E DSL,
FortiWiFi 60E.

Create a DLP fingerprint database by allowing the FortiGate to access a file server containing files from which to create
fingerprints.

config dlp fp-doc-source

Description:

Create a DLP fingerprint database by allowing the FortiGate to access a

file server containing files from which to create fingerprints.
edit <name>

end

next

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

date {integer}

file-path {string}

file-pattern {string}
keep-modified [enable|disable]
password {password}

period [nonel|daily|...]
remove-deleted [enable|disable]
scan-on-creation [enable|disable]
scan-subdirectories [enable|disable]
sensitivity {string}

server {string}

server-type {option}

tod-hour {integer}

tod-min {integer}

username {string}

vdom [mgmt|current]

weekday [sunday|monday]...]
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config dlp fp-doc-source

Parameter Description Type Size Default
date Day of the month on which to scan the server. integer Minimum 1
value: 1
Maximum
value: 31
file-path Path on the server to the fingerprint files (max 119 string Maximum
characters). length: 119
file-pattern Files matching this pattern on the server are string Maximum *
fingerprinted. Optionally use the * and ? wildcards. length: 35
keep-modified Enable so that when a file is changed on the server option - enable

the FortiGate keeps the old fingerprint and adds a
new fingerprint to the database.

Option Description
enable Keep the old fingerprint and add a new fingerprint when a file is changed on
the server.
disable Replace the old fingerprint with the new fingerprint when a file is changed on
the server.
name Name of the DLP fingerprint database. string Maximum
length: 35
password Password required to log into the file server. password Not
Specified
period Frequency for which the FortiGate checks the server  option - none

for new or changed files.

none Check the server when the FortiGate starts up.
daily Check the server once a day.
weekly Check the server once a week.
monthly Check the server once a month.
remove-deleted Enable to keep the fingerprint database up to date option - enable

when a file is deleted from the server.

Option Description
enable Keep the fingerprint database up to date when a file is deleted from the
server.
disable Do not check for deleted files on the server. Saves system resources.
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Parameter Description Type Size Default

scan-on- Enable to keep the fingerprint database up to date option - enable
creation when a file is added or changed on the server.
Option Description
enable Keep the fingerprint database up to date when a file is added or changed on
the server.
disable Do not check for added or changed files on the server. Saves system
resources.
scan- Enable/disable scanning subdirectories to find filesto  option - enable

subdirectories create fingerprints from.

Option Description
enable Scan subdirectories.
disable Do not scan subdirectories.
sensitivity Select a sensitivity or threat level for matches with string Maximum
this fingerprint database. Add sensitivities using length: 35
sensitivity.
server IPv4 or IPv6 address of the server. string Maximum
length: 35
server-type Protocol used to communicate with the file server. option - samba

Currently only Samba (SMB) servers are supported.

Option Description
samba SAMBA server.
tod-hour Hour of the day on which to scan the server. integer Minimum 1
value: 0
Maximum
value: 23
tod-min Minute of the hour on which to scan the server. integer Minimum 0
value: 0
Maximum
value: 59
username User name required to log into the file server. string Maximum
length: 35
vdom Select the VDOM that can communicate with the file option - mgmt
server.
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Option Description

Communicate with the file server through the management VDOM.

Parameter Description

mgmt

current

fingerprint database configuration.

weekday Day of the week on which to scan the server.

Option Description

sunday Sunday

monday Monday

tuesday Tuesday

wednesday Wednesday

thursday Thursday

friday Friday

saturday Saturday

config dip profile

Configure DLP profiles.

config dlp profile

Description: Configure DLP profiles.

edit <name>
set comment
set dlp-log

{var-string}
[enable|disable]

set extended-log [enable|disable]

set feature-

set [flow|proxy]

set full-archive-proto {optionl}, {option2},
set nac-quar-log [enable|disable]
set replacemsg-group {string}

config rule

Description: Set up DLP rules for this profile.

edit <id>

FortiOS 7.4.0 CLI Reference
Fortinet Inc.

name {string}

severity [infollow]|...]
type [file|message]

proto {optionl}, {option2},
filter-by [sensor|mip]...]
file-size {integer}
sensitivity <namel>, <name2>,
match-percentage {integer}
file-type {integer}

sensor <namel>, <name2>,
label {string}

archive [disablel|enable]

Type

option

Size

Default

Communicate with the file server through the VDOM containing this DLP

sunday
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set action [allow|log-only]|...]
set expiry {user}
next
end
set summary-proto {optionl}, {option2},
next
end

config dlp profile

Parameter Description Type Size Default
comment Comment. var-string Maximum
length: 255
dip-log Enable/disable DLP logging. option - enable
enable Enable DLP logging.
disable Disable DLP logging.
extended-log Enable/disable extended logging for data leak option - disable
prevention.
enable Enable setting.
disable Disable setting.
feature-set Flow/proxy feature set. option - flow
flow Flow feature set.
proxy Proxy feature set.
full-archive- Protocols to always content archive. option -
proto
smtp SMTP.
pop3 POP3.
imap IMAP.
http-get HTTP GET.
http-post HTTP POST.
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Parameter

nac-quar-log

name

replacemsg-
group

summary-
proto

Description Type Size Default

ftp FTP.
nntp NNTP.
mapi MAPI.
ssh SFTP and SCP.
cifs CIFS.
Enable/disable NAC quarantine logging. option - disable
enable Enable NAC quarantine logging.
disable Disable NAC quarantine logging.
Name of the DLP profile. string Maximum
length: 35
Replacement message group used by this DLP profile.  string Maximum
length: 35
Protocols to always log summary. option -

smtp SMTP.

pop3 POP3.

imap IMAP.

http-get HTTP GET.
http-post HTTP POST.
ftp FTP.

nntp NNTP.

mapi MAPI.

ssh SFTP and SCP.
cifs CIFS.

FortiOS 7.4.0 CLI Reference

Fortinet Inc.

108



config rule

Parameter Description Type Size Default
id ID. integer Minimum 0
value: 0
Maximum
value:
4294967295
name Filter name. string Maximum
length: 35
severity Select the severity or threat level that matches this option - medium
filter.
Option Description
info Informational.
low Low.
medium Medium.
high High.
critical Critical.
type Select whether to check the content of messages (an  option - file
email message) or files (downloaded files or email
attachments).
Option Description
file Check the contents of downloaded or attached files.
message Check the contents of email messages, web pages, etc.
proto Check messages or files over one or more of these option -
protocols.
Option Description
smtp SMTP.
pop3 POP3.
imap IMAP.
http-get HTTP GET.
http-post HTTP POST.
ftp FTP.
nntp NNTP.
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Parameter

filter-by

file-size

sensitivity
<name>

match-
percentage *

file-type

sensor
<name>

label

archive

Type

Size

Default

Description
Option Description
mapi MAPI.
ssh SFTP and SCP.
cifs CIFS.

Select the type of content to match.

option

none

Option Description

sensor Use DLP sensors to match content.

mip Use MIP label dictionary to match content.
fingerprint Match against a fingerprint sensitivity.
encrypted Look for encrypted files.

none No content scan.

Match files greater than or equal to this size (KB).

Select a DLP file pattern sensitivity to match.
Select a DLP sensitivity.

Percentage of fingerprints in the fingerprint
databases designated with the selected sensitivity to
match.

Select the number of a DLP file pattern table to
match.

Select DLP sensors.
Address name.

MIP label dictionary.

Enable/disable DLP archiving.
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integer

string

integer

integer

string

string

option

Minimum
value: 0
Maximum
value:
1644544 **

Maximum
length: 35

Minimum
value: 1
Maximum
value: 100

Minimum
value: 0
Maximum
value:
4294967295

Maximum
length: 35

Maximum
length: 35

10

disable
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Parameter Description Type Size Default

Option Description

disable No DLP archiving.
enable Enable full DLP archiving.
action Action to take with content that this DLP profile option - allow
matches.
Option Description
allow Allow the content to pass through the FortiGate and do not create a log
message.
log-only Allow the content to pass through the FortiGate, but write a log message.
block Block the content and write a log message.
quarantine-ip Quarantine all traffic from the IP address and write a log message.
expiry Quarantine duration in days, hours, minutes (format=  user Not Specified 5m
dddhhmm).

* This parameter may not exist in some models.

** Values may differ between models.

config dip sensitivity

Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source.

config dlp sensitivity

Description: Create self-explanatory DLP sensitivity levels to be used when setting
sensitivity under config fp-doc-source.

edit <name>

next
end

config dlp sensitivity

Parameter Description Type Size Default
name DLP Sensitivity Levels. string Maximum
length: 35

config dip sensor

Configure sensors used by DLP blocking.
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config dlp sensor
Description: Configure sensors used by DLP blocking.
edit <name>
set comment {var-string}
config entries
Description: DLP sensor entries.
edit <id>
set dictionary {string}
set count {integer}
set status [enable|disable]
next
end
set eval {string}
set match-type [match-all|match-any]|...]
next
end

config dlp sensor

Parameter Description Type Size Default
comment Optional comments. var-string Maximum
length: 255
eval Expression to evaluate. string Maximum
length: 255
match-type Logical relation between entries. option - match-any
Option Description
match-all Match all entries.
match-any Match any entries.
match-eval Match an expression evaluation.
name Name of table containing the sensor. string Maximum
length: 35
config entries
Parameter Description Type Size Default
id ID. integer Minimum 0
value: 1
Maximum
value: 32
dictionary Select a DLP dictionary. string Maximum
length: 35
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Parameter Description Type Size Default

count Count of dictionary matches to trigger sensor entry integer Minimum 1
match. value: 1
Maximum
value: 255
status Enable/disable this entry. option - enable

Option Description

enable Enable this entry.

disable Disable this entry.

config dlp settings

This command is available for model(s): FortiGate 1000D, FortiGate 1101E, FortiGate 1801F,
FortiGate 2000E, FortiGate 201E, FortiGate 201F, FortiGate 2201E, FortiGate 2500E,
FortiGate 2600F, FortiGate 2601F, FortiGate 3000D, FortiGate 301E, FortiGate 3100D,
FortiGate 3200D, FortiGate 3301E, FortiGate 3401E, FortiGate 3501F, FortiGate 3601E,
FortiGate 3700D, FortiGate 401E, FortiGate 401F, FortiGate 40F 3G4G, FortiGate 40F,
FortiGate 4201F, FortiGate 4401F, FortiGate 5001E1, FortiGate 501E, FortiGate 601E,
FortiGate 601F, FortiGate 60F, FortiGate 61E, FortiGate 61F, FortiGate 70F, FortiGate 71F,
FortiGate 800D, FortiGate 80F Bypass, FortiGate 81E-POE, FortiGate 81E, FortiGate 81F-
POE, FortiGate 81F, FortiGate 900D, FortiGate 91E, FortiGate VM64, FortiGateRugged 60F
3G4G, FortiGateRugged 60F, FortiWiFi 40F 3G4G, FortiWiFi 40F, FortiWiFi 60F, FortiWiFi
61E, FortiWiFi 61F, FortiWiFi 80F 2R, FortiWiFi 81F 2R 3G4G-POE, FortiWiFi 81F 2R-POE,
FortiWiFi 81F 2R.

Itis not available for: FortiGate 100F, FortiGate 1100E, FortiGate 140E-POE, FortiGate 140E,
FortiGate 1800F, FortiGate 200E, FortiGate 200F, FortiGate 2200E, FortiGate 300E,
FortiGate 3300E, FortiGate 3400E, FortiGate 3500F, FortiGate 3600E, FortiGate 3960E,
FortiGate 3980E, FortiGate 400E Bypass, FortiGate 400E, FortiGate 400F, FortiGate 4200F,
FortiGate 4400F, FortiGate 5001E, FortiGate 500E, FortiGate 600E, FortiGate 600F,
FortiGate 60E DSLJ, FortiGate 60E DSL, FortiGate 60E-POE, FortiGate 60E, FortiGate 80E,
FortiGate 80F-POE, FortiGate 80F, FortiGate 90E, FortiWiFi 60E DSLJ, FortiWiFi 60E DSL,
FortiWiFi 60E.

Designate logical storage for DLP fingerprint database.

config dlp settings

Description: Designate logical storage for DLP fingerprint database.

set cache-mem-percent {integer}

set chunk-size {integer}

set db-mode [stop-adding]|remove-modified-then-oldest]|...]
set size {integer}

set storage-device {string}
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config dlp settings

Type

integer

integer

option

Size Default

Minimum 2
value: 1

Maximum

value: 15

Minimum 2800
value: 100
Maximum

value: 100000

- stop-adding

Parameter Description
cache-mem- Maximum percentage of available memory allocated
percent to caching.
chunk-size Maximum fingerprint chunk size. Caution, changing
this setting will flush the entire database.
db-mode Behavior when the maximum size is reached.
Option Description
stop-adding Stop adding entries.
remove-
modified-then-
oldest
remove-oldest Remove the oldest files first.
size Maximum total size of files within the storage (MB).
storage- Storage device name.
device
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integer

string

Remove modified chunks first, then oldest file entries.

Minimum 16
value: 16

Maximum

value:

4294967295

Maximum
length: 35
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dnsfilter

This section includes syntax for the following commands:

« config dnsfilter domain-filter on page 115
« config dnsfilter profile on page 116

config dnsfilter domain-filter

Configure DNS domain filters.

config dnsfilter domain-filter
Description: Configure DNS domain filters.
edit <id>
set comment {var-string}
config entries
Description: DNS domain filter entries.
edit <id>
set domain {string}
set type [simplel|regex|...]
set action [blocklallow]|...]
set status [enable|disable]
next
end
set name {string}
next
end

config dnsfilter domain-filter

Parameter Description Type Size Default
comment Optional comments. var-string Maximum
length: 255
id ID. integer Minimum 0
value: 0
Maximum
value:
4294967295
name Name of table. string Maximum
length: 63
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config entries

Parameter

id

domain

type

action

status

Description Type Size Default
Id. integer Minimum 0
value: 0
Maximum
value:
4294967295
Domain entries to be filtered. string Maximum
length: 511
DNS domain filter type. option - simple
simple Simple domain string.
regex Regular expression domain string.
wildcard Wildcard domain string.
Action to take for domain filter matches. option - block
block Block DNS requests matching the domain filter.
allow Allow DNS requests matching the domain filter without logging.
monitor Allow DNS requests matching the domain filter with logging.
Enable/disable this domain filter. option - enable
enable Enable this domain filter.
disable Disable this domain filter.

config dnsfilter profile

Configure DNS domain filter profile.

config dnsfilter profile
Description: Configure DNS domain filter profile.
edit <name>
set block-action [block|redirect]|...]
set block-botnet [disable|enable]
set comment {var-string}
config dns-translation
Description: DNS translation settings.
edit <id>

set addr-type [ipv4|ipv6]

FortiOS 7.4.0 CLI Reference

Fortinet Inc.

116



set src {ipv4-address}
set dst {ipvé4-address}
set netmask {ipv4-netmask}
set status [enable|disable]
set src6 {ipv6-address}
set dst6 {ipv6-address}
set prefix {integer}
next
end
config domain-filter
Description: Domain filter settings.
set domain-filter-table {integer}
end
set external-ip-blocklist <namel>, <name2>,
config ftgd-dns
Description: FortiGuard DNS Filter settings.
set options {optionl}, {option2},
config filters
Description: FortiGuard DNS domain filters.
edit <id>
set category {integer}
set action [block|monitor]
set log [enablel|disable]
next
end

set log-all-domain [enable|disable]

set redirect-portal {ipv4-address}

set redirect-portal6 {ipvé6-address}

set safe-search [disable|enable]

set sdns-domain-log [enablel|disable]

set sdns-ftgd-err-log [enable|disable]

set youtube-restrict [strict|moderate]
next

config dnsfilter profile

Parameter Description Type Size Default
block-action Action to take for blocked domains. option - redirect
Option Description
block Return NXDOMAIN for blocked domains.
redirect Redirect blocked domains to SDNS portal.
block-sevrfail Return SERVFAIL for blocked domains.
block-botnet Enable/disable blocking botnet C&C DNS lookups. option - disable
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Parameter

comment

external-ip-
blocklist
<name>

log-all-domain

name
redirect-portal
redirect-

portal6

safe-search

sdns-domain-
log

sdns-ftgd-err-
log

Size Default

Description Type
disable Disable blocking botnet C&C DNS lookups.
enable Enable blocking botnet C&C DNS lookups.

Comment. var-string

One or more external IP block lists.
External domain block list name.

Enable/disable logging of all domains visited (detailed

DNS logging).

Option Description

string

option

Maximum
length: 255

Maximum
length: 79

- disable

enable Enable logging of all domains visited.

disable Disable logging of all domains visited.

Profile name.

IPv4 address of the SDNS redirect portal.

IPv6 address of the SDNS redirect portal.

Enable/disable Google, Bing, YouTube, Qwant,

DuckDuckGo safe search.

string

ipv4-
address

ipv6-
address

option

Maximum
length: 35

Not 0.0.0.0
Specified

Not
Specified

- disable

disable Disable Google, Bing, YouTube, Qwant, DuckDuckGo safe search.

enable Enable Google, Bing, YouTube, Qwant, DuckDuckGo safe search.
Enable/disable domain filtering and botnet domain option - enable
logging.

enable Enable domain filtering and botnet domain logging.

disable Disable domain filtering and botnet domain logging.

Enable/disable FortiGuard SDNS rating error logging.
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- enable
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P