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Introduction

The Fortinet SDN Connector is a standalone connector that serves as a gateway bridging SDN controllers and
FortiGates. The SDN Connector connects to SDN controllers within Nuage, polls interested objects, and translates
them into address objects. You must configure a connection to the Fortinet SDN connector in FortiOS to query the
dynamic addresses. The translated address objects and associated endpoints populate to the FortiGate.

SDN controller

Fortinet SDN connector

FortiGates

N Y,

If you plan to instantiate a large number of VMs in your SDN Connector environment, ensure you size the host VM or
server appropriately. The following recommendations represent the minimum sizing numbers:

« Memory: 4 GB

« CPU: 2vCPU

« Disk: 20-50 GB

« VNICs: 1
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Installing the SDN Connector

To install the SDN Connector:

1. SDN Connector supports VMware vSphere and KVM as deployment environments. In this example, vSphere client

is used. Download sdn-connector.ovf. In vSphere Client, navigate to File > Deploy OVF Template.

File | Edit View Inventory Administration Plugins Help
Hew * Jentory b [l Hosts and Clusters
Deploy OVF Template... —
Export 3
Repart » -
Browse VA Marketplace... Getting Startet
—— , formfortinet.c
orp-fortinet.e | yyhat is a R

Exit corp fortinet.c

T Asntan_sanono Resource po

2. Inthe Deploy OVF Template dialog, enter the SDN Connector image file path in the Deploy from a file or URL
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Installing the SDN Connector

field. Click Next.

(&) Deploy OVF Template

Source
Select the source location,

Source

QVF Template Details
Mame and Location
Storage

Disk Format

MNetwork Mapping
Ready to Complete

Deploy from a file or LIRL

I. ector-1-0-0-rc2-test?\sd -cormctnr-l.-n-ﬂ--rr_..'-’-testz.ow Browse... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CO/OVD drive.

< Back | Next > I

Cancel
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Installing the SDN Connector

3. The dialog displays the SDN Connector version, download size, and size on disk. Click Next.

(&) Deploy OVF Template

OVF Template Details
Verify OVF template details,

Source

OVF Template Details
Mame and Location
storage

Disk Format

MNetwork Mapping

Ready to Complete

Product:

Download size:

Size on disk:

Descripbon:

sdn-connector-1-0-0-rc2-test2

617.2MB

1.6 GB (thin provisionad)
3.0 GB (thick provisioned)

< Back | Next > I

Cancel
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Installing the SDN Connector

4. Enter the VM name, select the location, then click Next.

(&) Deploy OVF Template = =

Name and Location
Specify a name and location for the deployed template

Source Mame:

OVF Template Details n-cnnnectnr-l-ﬂ-ﬂ-cm-tul:z

Name and Location

Storage The name can contain up to 80 characters and it must be unique within the inventory folder,
Disk Format

Metwork Mapping

Ready to Complete

LI {Badcl Next>|

Cancel
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Installing the SDN Connector

5. Choose the destination storage for the VM files, then click Next.

[ (&) Deploy OVF Template [EEEEE

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual machine files:
QVF Template Details

I ]
= Mame | Drive Type | Capacity | Provisioned | Free | Type | Thin Pro
Storage i@ datastorel Non-SD 22525 GB 31432GB  43.98GB VMFSS  Supporte
Disk Format B LocalDiskZTe Non-55D 1.82TB 1467TB 1.08 TB VMF55 Supporte

MNetwork Mapping
Ready to Complete

MName | Drive Type | f_apattﬂ Provisioned Free | Type Thin Provi
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Installing the SDN Connector

6. The dialog displays the datastore name and amount of available space. Select Thin Provision, then click Next.

ESNEERT )

-
(&) Deploy OVF Template
Disk Format
In which format do you want to store the virtual disks?

2AICE Datastore:

OVF Template Details

Ir.ame and | ocation Available space (GE):

Slor soe

Disk Format

Metwork Mapping

Ready to Complete % Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

Help

MNext > | Cancel I

7. Networks used in this OVF template should map to networks in your inventory. Choose the destination network for

network mapping, then click Next.
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Installing the SDN Connector

(&) Deploy OVF Template

Network Mapping

What networks should the deployed template use?

Source

QVF Template Details
Mame and Location
Storage

Disk Format
Network Mapping

Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Source Networks | Destination Networks |
MGMT VM Network |
Description:
The MEMT network -

Hd:-I

< Back | Next > I Cancel
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Installing the SDN Connector

8. The dialog displays all previously configured options. To edit an option, click Back. If ready to deploy, click Finish.

(&) Deploy OVF Template

Ready to Complete

Source
OVF Template Details
Mame and Location

Storage

Disk Format

MNetwork Mapping
Ready to Complete

Are these the options you want to use?

When you dick Finish, the deployment task will be started.

Deployment settings:
OvFfile: C:\Users\zpniv\work\s dn-connector-1-0-0-re2-testPadn-c..
Download size: 617.2 MB
Sizeondisk: 3.0 GB
MName: sdn-connector-1-0-0-rc2-test?
Host/Cluster: e5x-243,
Datastore: LocalDiskZTB
Disk provisioning: Thick Provision Lazy Zemned
Network Mapping: "MGMT"to VM Network™

W Power on after degloyment
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Initializing the SDN Connector

1. Once the OVF template is deployed, turn on the VM and navigate to the Console tab. Once the SDN Connector
boots up, the system displays the following GUI dialog for configuration. Press Enterto proceed to the Network
Interface Configuration wizard.

') 101601353 - Vephere Clien

File Edit View 'Inu'\gntpr}' Administration Plug-ins Help
B El |& tome b gf imentory b [ Inventory
mny e GE2 DR

| E 10.160.13.53 sdn-connector-1-0-0-rc3-2
centos-fext2 ; :
———— | Getting Started | Summary | RescurceAllocation | Performance | Events [[EIEEIE,, Permissions
FAZ-13.211

FAZ-fext-13.212
FGWM-fextd-15.223
FM-fextd-15.224
FortiDC-vM-64
Forténabyzer-13.205_v520
Fortifinabyzer-15.119
Fortifinalyzer-WM
Fortifuthenticator-¥M-Janki
Fortigate-13.122

Fartigate-13.150 Helcome to pudialog-interfaces configuration!

Fortigate-13.151

Fortigate-13.203 This tool helps you to set up your network interface.
Fartigate-VH-15. 150

Fortigate-yh-15.160 ens32 Link encap:Ethernet HWaddr 00:0c:29:0d:17:6cC
Fortigate-v-15.170

Fortigate-vM-15. 180

Fortigate-VM4-15.190 Please visit https:s/<IP Address: for further configuration
Fortigate-vM-15.200 after IF Is set.

Fortigate-vi-15.210
Fortigate-vi4-15.96
Fortsgate-yi-15.97
Fortigate-yM4-15.98 ccancels
Fortsgate-yi-15.99
FartiManager-13.202
niu-3uto- jeniing
niu-liqun-13-131
niu-npi

miu-ubunty-13, 132
sdn-connacne- 1-0-0-rc2-test
sgn-connescior-1-0-0-rcd
sdn-connectonr-1-0-0-rc3-2
Uhkuniu-15.102

e epRPRREPRRRERBRETRRTDEREREEE

|4 ml b

Recent Tasks Name. Target or Stalus containg: + car X
|

I Mame Target Status Details Fa

The Network Interface Configuration wizard provides DHCP and static IP configuration options.

Select address source

= Dynamic IP

static Static IP

<Cancel»

When the VM receives the IP address from the DHCP server, the system shows this success dialog. The dialog
shows the SDN Connector |IP address and gateway information.
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Initializing the SDN Connector

Network configuration completed successfully!

Internet Systems Consortium DHCP Client 4.3.3

Copyright 2004-2015 Internet Systems Consortium.

All rights reserwved.

For info, please wisit https://www.isc.orgssoftware/dhcps

Listening on LPF/ens32/00:0c:29:Be:aa:d7

Sending on LPFsens32/,00:0c:29:8e:aa:d7

Sending on Socket/fallback

DHCPDISCOVER on ens32 to 255.255.255.255 port 67 interval 3
(x1d=0x30ea567h)

DHCPREGUEST of 10.160.13.112 on ens32 to 255.255.255.255% port 67
(xid=0x7h56ea30)

DHCPOFFER of 10.160.13.112 from 10.160.13.1

DHCPACK of 10.160.13.112 from 10.160.13.1

bound to 10.160.13.112 -- renewal in 290399 seconds.

When the VM is configured with a static IP address, the system shows this success dialog.

Metwark configuration completed
successfully!

2. To change the network configuration, click OK and return to the wizard to restart the setup flow.
3. Using a web browser, navigate to https://<SDN connector IP address>.

A

4. Log into the system with the default username and password, which are admin@ sdn-connector.local and
fortinet123, respectively. When you first log in, the GUI prompts you to change the password.

Change Web GU| Password

o Pazswor

How Pazswors

Confim New Password

5. Click Configuration, then enter the SDN controller IP address, username, and password, then click OK.

6. Click Running Status to verify the status. When the signal icons are green, this indicates the connection between
the SDN controller and SDN connector has been established.
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Configuring the SDN Connector

The SDN Connector GUI has several web controls. It is a single-page web application.

To restart the service, click Restart Service. The system displays a dialog asking you to restart the connector service.

Going to restart in 10s. Are you sure?

To change the password, click Change Password.

Change Web GUI Password

To change the configuration click Configuration. You can enter and update the SDN Controller login information and
SDN Connector login information. In the SDN Controller Type dropdown list, select nuage. Enter the Nuage
credentials. The user certificate and key must be provided.

The SDN connector username and password apply to the Fortinet SDN Connector configuration. This is different than
the SDN Connector GUI login credentials. The default username and password are admin and fortinet123, respectively.

Configuration

S0N Controller Type SDN Connector IP

= - l Iocalhost |
SON Controller Host/IP SDN Connector Usermams

10.105.152.12 | | admin ]
SDN Controller Usemame Change SDN Connector Password

= |

SOM Controller Passwaord | sssssasess J

I Log Level

nfo v

Debug Mode

Running Status indicates the SDN Connector status. Red icons mean that the connection is not established.
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Configuring the SDN Connector

Running Status

Version:
1.0.0rcd

Syncing Status: O
SDN controlier: ()

SDN Connector: ()

Cache Content displays the cache downloaded from the SDN Controller.

DN &

tn-Demoiap-APN-
APPLICATION/epg-B1

tn-infra/ap-ac cess/epg-default

in-t1/ap-aplepg-App_2

in-t1/ap-aplepg-App_3

in-t1/ap-aplepg-App_4

tn-t1/ap-ap'epg-Web_2

TAGS

[TAG-29", " TAG-45" "TAG-

B2 "123456TB90", "TAG-97T","TAG-

517 "TAG-13""TAG-28","TAG-
207, "TAG-47","TAG-___read maore

[TAG-E3","TAG-E","TAG-
237 "TAG-34" "TAG-13""TAG-
467 "TAG-21""TAG-T3","TAG-
42" "TAG-95" "TAG-36","...read

maore

[TAG-21","TAG-10""TAG-
62" "TAG-4" "TAG-91","TAG-
427 "TAG-95" "TAG-36" "TAG-

35 "TAG-T9" “TAG-9" “T. _read

mare

[FTAG-B82""TAG-TE" "TAG-
44" "TAG-1" "TAG-B4" "TAG-
9 "TAG-35" "TAG-97","TAG-

29" "TAG-45","TAG-36","T ..read

mare

To download system logs, click Download Log, then /.

Dynamic Address List

[ip': '192.168.45.100°, 'mac’
'00:50:56-B4:38:BE]|

[{ip": "10.0.192 95", "mac
00-50:56:6D:76:B0

[fip" 172.16.0.49", "'mac’
'00c17:00:00:10:277, {ip'
"172.16.0.107, ‘mac’
'00:17:00:00:10:61...read more

[fip" '"172.17.0.156", "‘mac”
'00:17:01:00:10:52%, {ip
172.17.0.172, ‘mac’
'00:17:01:00:10:A....read mare

[{ip" "172.18.0.39, "'mac’
‘00:17:02:00:10:10%, {ip”
17218073, 'mac’

‘001 7.02-00:10:3F_.read more

[{'ip" "172.26.0,38", "'mac’
'00:00:18:00:11:1C1, {ip’
172.26.0.61", ‘mac’

‘00:00:18:00:11:33.._read more

Address Count 1T

1

200

200

200

200

To log out, navigate to the SDN Connector homepage, then click Logout on the banner. The system logs the user out.

To upgrade the service, navigate to the SDN Connector homepage, then click UpgradeService on the banner. A dialog

shows the upgrade progress. Once the upgrade is finished, the dialog prompts “Upgraded Successfully! Going to
refresh in 10s” and the GUI refreshes automatically.

Upgrade SDN Connector Software

File Path

Select File(tar.gz or whi)
Upload
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Logging into RabbitMQ

After successful configuration, the SDN Connector service is started. You can log in to check the connection status. The

default username and password are admin and fortinet123, respectively.

lRabbitMQ

m Connections Channels Exchanges Queues Admin
Overview
 Totals
Queued messages (chart: last minute) (7)
1.0
Ready 0

Unacked 0

o.o Tatal | ]
17:24:30  17:24:30  17:24:40 17:24:%0  17:2%:00 17:3%:10
Message rates (chart: last minute) (7)
1.0/5 .
Publish 0.00/s
0.0/s
17:24:20  17:24:30  17:24:40 17:24:50 17:25:00 17:25:10
Global counts (?)
Connections: 3 Channels: 2 Exchanges: 10 Queues: 1 Consumers: 1
- Mode
Mode: rabbit@sdn-connector (More about this node)
File descriptors (7)  Socket descriptors (7] | Erang processes Memary Disk space Infa +f-
27 4 217 0 ssme [ 1168 Disc 1 Stats
65536 available 58890 available 1048576 available IFTMB high watermark 43MEB low watermark
Paths
Configfile | /etc/rabbitmg/rabbitmg.config
Database directory | /var/lib/rabbitmqg/mnesia/rabbdt@sdn-connector
Log file = /var/log/rabbitmq/rabbit@sdn-connector.log
SASL log file | /ver/log/rabbitmq/rabbit@sdn-connector-sasl.log
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SDN connector integration with Nuage VPC

See the FortiOS Administration Guide.
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Change log

Date Change Description

2021-03-30 Initial testing.
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