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Change Log

Date Change Description
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Introduction

Introduction

Traditional security devices have the ability to inspect HTTP traffic, however, such devices cannot inspect SSL or
encrypted traffic without incurring heavy CPU resources. This limitation raises concerns as the volume of the encrypted
traffic is increasing and is expected to surpass the volume of unencrypted traffic. Considering the immense possibility of
cyber threats propagating through encrypted traffic, it is essential that organizations configure their security devices to
inspect both encrypted and unencrypted traffic.

Deploy FortiADC as an SSLi Proxy in your organization to dedicatedly decrypt SSL traffic, which can then be analyzed
by a security device. Since the encryption and decryption functions are performed by the FortiADC, there is minimum
latency in the network.

This document will show you how to quickly set up FortiADC as SSLi proxy. Before you begin, you must:

l Have Read-Write permission for System settings.
l Have the CA certificate that added to Local Certificate (optional)
l Have the Security Device connected to FortiADC (SSLi proxy)
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Deployment

Deployment

When FortiADC is configured with SSLi mode, it acts as the SSL proxy to decrypt and encrypt SSL connections between
the client and the server.

FortiADC terminates the SSL session from the client and establishes a new SSL session to the server. A certificate
authority (CA) certificate and private key need to be installed on FortiADC with the "Forward Proxy” function enabled so
that the server certificates can be successfully proxied and re-signed to the client.

FortiADC gets the original certificate from the server, but instead of forwarding the same certificate to the client, it creates
a new one with the same CN but with different issuer and public key. This derived certificate is signed by "Local Signing
CA" that is trusted by the client, so the client completes its handshake with FortiADC, and FortiADC decrypts the traffic to
the security device and encrypts it to the destination.

The SNI (Server Name Indication) is a TLS extension that indicates the hostname of the SSL server that the client wants
to connect to. In this version (FortiADC v6.1.0), it's a known issue that the SNI sometimes is unable to be forwarded to
the destination web server, which will cause some website to be inaccessible. We will fix this issue soon.

Limitations for the SSLi function:

l DDoS prevention is only supported in L7 Reverse Proxy.
l Bypass function is only supported in L2/L3 transparent proxy.
l RS_pool only supports one member (RS).
l vDOM is not supported.
l IPv6 is only supported in L7 Reverse Proxy.
l Pre-login disclaimer message configuration is not supported.

Enabling SSL mode

Before beginning the deployment, you should enable the SSLi mode on FortiADC first. All the settings on the FortiADC
will be erased.

execute ssli mode enable

This operation will change all settings to factory defaults. FortiADC will reboot.

You will see the SSLi Proxymenu if the SSLi mode is enabled.
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Deployment

When FortiADC is working in SSLi mode, the following features are not supported and are removed from GUI and CLI.

l GLB, LLB
l Intrusion Prevention, IP Reputation, Geo IP Protection
l Central Management, User Authentication

All settings related to SSLi must be configured through the GUI. We do not support configuring
this function through CLI, but you can view all the SSLi configurations by CLI.

Scenario 1 – Layer 2 Transparent Proxy

This is the most common deployment type, the client and FortiADC are on the same subnet. They don’t need to have IP
address changed. This topology is also known as a stealth firewall.

Topology
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Creating a Soft-switch

1. Go to Network > Interface, then click the tab Interface.
2. Click Create New to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.

l Name: Enter a unique name for the soft-swtich name
l Type: Select the Softswtich
l Member in Type Specifics: Bind the ports facing the client side and gateway side. In the above topology, that
is Port1 and Port2.

l IPv4 in Mode Specifics: Type the address of the softswitch. In the above topology, that is 172.23.133.175/24.
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4. Save the configuration.

Creating Client SSL Profile for SSLi instance

1. Go to SSLi Proxy > Application Resources, then click the tab Client SSL.
2. Click Create New > Advanced Mode to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.

l Name: Enter a unique name for the SSLi instance name.
l Forward Proxy: Enable this option.
l Forward Proxy Local Signing CA: Select a CA certificate that your client trusts it.
l Backend SSL SNI Forward: Enable this option.
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4. Save the configuration.

Creating Real Server Profile for SSLi instance

1. Go to SSLi Proxy > Real Server Pool, then click the tab Real Server.
2. Click Create New to display the configuration editor.
3. Complete the key configuration as shown in the screenshot. Here we need to add two real servers, one connecting

with the gateway, and the other connecting with the security device.
l Name: Enter a unique name for the Real Server.
l Address: Enter the correct IP address.

4. Save the configuration.
5. Go to SSLi Proxy > Real Server Pool, then click the tab Real Server Pool. Here we need to create two real server

pools containing the above two real servers respectively.
6. Click Create New to display the configuration editor.
7. Complete the key configuration as shown in the screenshot. 

l Name: Enter a unique name for the Real Server Pool.
l Real Server SSL Profile: Enable SSL on the real server to the gateway side, and disable SSL on the one to
the security device side.

l Member: Select the correct the real server in your topology.
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8. Save the configuration.

Configuring Static Routing

1. Go to Network > Routing, then click the tab Static.
2. Click Create New to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.

l Destination: Enter a Client IP address scope.
l Gateway: Enter a Security Device IP address which in the Re-encryption side.

4. Save the configuration.

This static routing forwards the packets whose destination is the client IP to the security device.

Creating SSLi instance for L2 deploy

1. Go to SSLi Proxy > Instance, then click the tab Instance.
2. Click Create New > Advanced Mode to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.

l Name: Enter a unique name for the SSLi instance.
l Topology: Select the L2 Transparent Proxy.
l Decryption tab

l Inbound Interface: Select the Softswitch type interface you just created.
l Client SSL Profile: Select the client SSL profile you just created.
l Outbound Real Server Pool: Select the server pool to the security device.

l Re-encryption tab
l Inbound Interface: Select an interface connected to the security device side.
l Outbound Real Server Pool: Select the server pool to the gateway side.
l Onbound Interface Status: Enable this option.
l Onbound Interface: Select the interface connected to the gateway side.
If you have configured both L7 and L2/L3 instances for the same security device (attached to the same
subnets), their port numbers must not be the same. We will remove this restriction in later releases.
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4. Save the configuration.

Enabling rt-cache-strict

Run the following command:

config router setting
set rt-cache-strict enable

config rt-cache-reverse-exception
end

end

Client side: install CA and try the SSLi function

1. Install the Local Signing CA that FortiADC selected.
2. Open the browser and navigate to https://us.yahoo.com, you will see the derived certificate is signed by "Local

Signing CA".
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Deployment

Testing SSLi deployment

To test the deployment, check if the plain HTTP traffic is logged on the security device.

Scenario 2 – Layer 3 Transparent Proxy

In this scenario, FortiADC becomes a routed hop between client and gateway.

Topology

Creating Client SSL Profile for SSLi instance

1. Go to SSLi Proxy > Application Resources, then click the tab Client SSL.
2. Click Create New > Advanced Mode to display the configuration editor.
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3. Complete the key configuration as shown in the screenshot.
l Name: Enter a unique name for the SSLi instance name.
l Forward Proxy: Enable this option.
l Forward Proxy Local Signing CA: Select a CA certificate that your client trusts it.
l Backend SSL SNI Forward: Enable this option.

4. Save the configuration.

Creating Real Server Profile for SSLi instance

1. Go to SSLi Proxy > Real Server Pool then click the tab Real Server.
2. Click Create New to display the configuration editor. Here we need to add two real servers, one connecting with the

gateway, and the other connecting with the security device.
3. Complete the key configuration as shown in the screenshot.

l Name: Enter a unique name for the Real Server name
l Address: Enter the correct IP address.

4. Save the configuration.
5. Go to SSLi Proxy > Real Server Pool, then click the tab Real Server Pool. Here we need to create two real server

pools containing the above two real servers respectively.
6. Click Create New to display the configuration editor.
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7. Complete the key configuration as shown in the screenshot. 
l Name: Enter a unique name for the Real Server Pool.
l Real Server SSL Profile: Enable SSL on the real server to the gateway side, and disable SSL on the one to
the security device side.

l Member: Select the correct real server in your topology.

8. Save the configuration.

Configuring Static Routing

1. Go to Network > Routing, then click the tab Static.
2. Click Create New to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.

l Destination: Enter a Client IP address scope.
l Gateway: Enter a Security Device IP address which in the Re-encryption side.

4. Save the configuration.

This static routing forwards the packets whose destination is the client IP to the security device.

Creating SSLi instance for L3 deploy

1. Go to SSLi Proxy > Instance, then click the tab Instance.
2. Click Create New > Advanced Mode to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.

l Name: Enter a unique name for the SSLi instance.
l Topology: Select the L3 Transparent Proxy.
l Decryption tab

l Inbound Interface: Selected an interface connected to the client side.
l Client SSL Profile: Select the client SSL profile you just created.
l Outbound Real Server Pool: Select the server pool to the security device.

l Re-encryption tab
l Inbound Interface: Select an interface connected to the security device side.
l Outbound Real Server Pool: Select the server pool to the gateway side.
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If you have configured both L7 and L2/L3 instances for the same security device (attached to the same
subnets), their port numbers must not be the same. We will remove this restriction in later releases.

4. Save the configuration.

Enabling rt-cache-strict

Run the following command:

config router setting
set rt-cache-strict enable

config rt-cache-reverse-exception
end

end

Client side: install CA and try the SSLi function

1. Install the Local Signing CA that FortiADC selected.
2. Configure the ADC’s Port2 as default gateway.
3. Open the browser and navigate to https://us.yahoo.com, you will see the derived certificate is signed by "Local
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Signing CA".

Testing SSLi deployment

To test the deployment, check if the plain HTTP traffic is logged on the security device.

Scenario 3 – Layer 7 Reverse Proxy

In this scenario, FortiADC becomes a proxy server for the client, and the security device must be a real server.
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As shown in the following graphic, when traffic comes out of FortiADC from port6, its source IP will be 10.88.0.1, and
destination IP 10.88.0.2. For the traffic coming out from port3, its source IP will be 10.2.0.1, and destination IP
10.2.0.163.

Topology

Creating Real Server Profile for SSLi instance

1. Go to SSLi Proxy > Real Server Pool then click the tab Real Server.
2. Click Create New to display the configuration editor. Here we need to add two real servers, one connecting with the

gateway, and the other connecting with the security device.
3. Complete the key configuration as shown in the screenshot.

l Name: Enter a unique name for the Real Server name.
l Address: Enter the correct IP address.

4. Save the configuration.
5. Go to SSLi Proxy > Real Server Pool, then click the tab Real Server Pool. Here we need to create two real server

pools containing the above two real servers respectively.
6. Click Create New to display the configuration editor.
7. Complete the key configuration as shown in the screenshot. 

l Name: Enter a unique name for the Real Server Pool.
l Real Server SSL Profile: Enable SSL on the real server to the gateway side, and disable SSL on the one to
the security device side.
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l Member: Select the correct real server in your topology.

8. Save the configuration.

Creating SSLi instance for L7 deploy

1. Go to SSLi Proxy > Instance, then click the tab Instance.
2. Click Create New > Advanced Mode to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.

l Name: Enter a unique name for the SSLi instance.
l Topology: Select the L7 Transparent Proxy.
l Decryption tab

l Address: Specify the IP address for the client to access.
l Port: Enter the port (number) for the client to access.
l Inbound Interface: Select an interface connected to Internet side.
l Outbound Real Server Pool: Select the server pool to the security device.

l Re-encryption tab
l Address: Specify the IP address for FortiADC to listen to traffic from the security device.
l Port: Enter the listening port (number).
l Inbound Interface: Select an interface connected to the security device side.
l Outbound Real Server Pool: Select the server pool to the gateway side.
If you have configured both L7 and L2/L3 instances for the same security device (attached to the same
subnets), their port numbers must not be the same. We will remove this restriction in later releases.

FortiADC 7.2.0 SSLi Deployment Guide 19
Fortinet Inc.



Deployment

4. Save the configuration.

Client side: install CA and try the SSLi function

Open the browser and navigate to https://10.1.0.50 (the address you configured in SSLi Instance > Decryption tab for the
client to access), you will see the derived certificate is signed by Local Certificate (Factory).

Testing SSLi deployment

To test the deployment, check if the plain HTTP traffic is logged on the security device.
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Troubleshooting

If there is any problem with SSLi Proxy, you can use the console to print out the diagnose debug message or enable
traffic log to see what’s going on.

To set the diagnose debug print out level in the console:

1. Connect your management computer to the FortiADC.
2. Enable the diagnose debug output for httproxy and ssl-of-httproxy.

diagnose debug module httproxy all
diagnose debug module ssl-of-httproxy all
diagnose debug enable

You will see the SSLi related information printed.

To check the traffic log:

Go to Log & Report > Log Access > Traffic Logs to display the traffic log.
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