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Change Log

Date Change Description

2020-12-22 Initial release.
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Introduction

Introduction

Traditional security devices have the ability to inspect HTTP traffic, however, such devices cannot inspect SSL or
encrypted traffic without incurring heavy CPU resources. This limitation raises concerns as the volume of the encrypted
traffic is increasing and is expected to surpass the volume of unencrypted traffic. Considering the immense possibility of
cyber threats propagating through encrypted traffic, it is essential that organizations configure their security devices to
inspect both encrypted and unencrypted traffic.

2 HTTP 3

-
HTTPS > iE’!

Web Server

FortiADC

Deploy FortiADC as an SSLi Proxy in your organization to dedicatedly decrypt SSL traffic, which can then be analyzed

by a security device. Since the encryption and decryption functions are performed by the FortiADC, there is minimum
latency in the network.

This document will show you how to quickly set up FortiADC as SSLi proxy. Before you begin, you must:

» Have Read-Write permission for System settings.
» Have the CA certificate that added to Local Certificate (optional)
» Have the Security Device connected to FortiADC (SSLi proxy)
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Deployment

When FortiADC is configured with SSLi mode, it acts as the SSL proxy to decrypt and encrypt SSL connections between
the client and the server.

FortiADC terminates the SSL session from the client and establishes a new SSL session to the server. A certificate
authority (CA) certificate and private key need to be installed on FortiADC with the "Forward Proxy” function enabled so
that the server certificates can be successfully proxied and re-signed to the client.

FortiADC gets the original certificate from the server, but instead of forwarding the same certificate to the client, it creates
a new one with the same CN but with different issuer and public key. This derived certificate is signed by "Local Signing
CA" that is trusted by the client, so the client completes its handshake with FortiADC, and FortiADC decrypts the traffic to
the security device and encrypts it to the destination.

The SNI (Server Name Indication) is a TLS extension that indicates the hostname of the SSL server that the client wants
to connect to. In this version (FortiADC v6.1.0), it's a known issue that the SNI sometimes is unable to be forwarded to
the destination web server, which will cause some website to be inaccessible. We will fix this issue soon.

Limitations for the SSLi function:

» DDoS prevention is only supported in L7 Reverse Proxy.

» Bypass function is only supported in L2/L3 transparent proxy.
* RS_pool only supports one member (RS).

+ vDOM is not supported.

« IPv6 is only supported in L7 Reverse Proxy.

» Pre-login disclaimer message configuration is not supported.

Enabling SSL mode

Before beginning the deployment, you should enable the SSLi mode on FortiADC first. All the settings on the FortiADC
will be erased.

execute ssli mode enable
This operation will change all settings to factory defaults. FortiADC will reboot.

You will see the SSLi Proxy menu if the SSLi mode is enabled.
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2.8 FortiADC FortiADC-VM

@ Dashboard

System Information H License H

Fm==mmmm—mmmm—mm———— - 1 Hostname FortiADC-VM @  Firmware
H Create Dashboard ]

_' """""""""" Serial Number FADWV040000200680 ©  WAF Signature

XX Security Fabric > ) .

System Time Thu Jan 14 22:16:00 202 @  IPReputation
- -
s FortiView ? 1 @  Credential Stuffing Defense
In Time

£ System 5 Up Time Od, Oh, 8m, 18s ® GeolP

*% Shared Resources > ©  WebFilter

+ Network > (] Intrusion Prevention

a @  Antivirus

SSLi Proxy <= >

& Web Application Firewall >

When FortiADC is working in SSLi mode, the following features are not supported and are removed from GUI and CLI.

e GLB,LLB
« Intrusion Prevention, IP Reputation, Geo IP Protection
» Central Management, User Authentication

All settings related to SSLi must be configured through the GUI. We do not support configuring
this function through CLI, but you can view all the SSLi configurations by CLI.

Scenario 1 — Layer 2 Transparent Proxy

This is the most common deployment type, the client and FortiADC are on the same subnet. They don’t need to have IP
address changed. This topology is also known as a stealth firewall.

Topology
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Security device

Creating a Soft-switch

1. Goto Network > Interface, then click the tab Interface.

2. Click Create New to display the configuration editor.

3. Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the soft-swtich name
« Type: Select the Softswtich

« Member in Type Specifics: Bind the ports facing the client side and gateway side. In the above topology, that
is Port1 and Port2.

« IPv4 in Mode Specifics: Type the address of the softswitch. In the above topology, thatis 172.23.133.175/24.
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Interface

Name SW

Status [i=1v Wl Disabled

Allow Access [ HTTPS Ping [ SSH [0 SNMP
Type Softswitch

Mode Static

Traffic Group default

Floating >

Type Specifics

Selected Items

port2
portl
Member
Double-click to deselect. Drag to reorder.
Mode Specifics
172.23.133.175/24
IPv4/Netmask !
Example: 192.0.2.5/24
/0
IPv6/Netmask -

HTTP [ Telnet (2]

-

Available Items
portd
< port?
portl0

Double-click to select.

Example: 2001:0db8:85a3:8a2e:0370:7334/64

4. Save the configuration.

Creating Client SSL Profile for SSLi instance

1. Go to SSLi Proxy > Application Resources, then click the tab Client SSL.
2. Click Create New > Advanced Mode to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.

« Name: Enter a unique name for the SSLi instance name.

« Forward Proxy: Enable this option.

« Forward Proxy Local Signing CA: Select a CA certificate that your client trusts it.
« Backend SSL SNI Forward: Enable this option.
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4,

& SSLiProxy ~

Instance

Application Resources

Real Server Pool
Scripting

¥ Web Application Firewall >

U Network Security >
& DoS Protection >
Al | og & Report >

Save the configuration.

Allowed SSL Versions

ECDHE-RSA-AES128-GCM-5HA256
ECDHE-RSA-AES128-SHA256
[J eNULL

[ SSLv3 TLSv1.0 TLSv1.1 TLSv1.2 [ TLSw1.3
Any gap of the 551 version will be filled automatically.

Client Certificate Verify Click to select -
SSL Session Cache Flag [ @)
Use TLS Tickets [ @]
Forward Proxy O
Forward Proxy Certificate Caching Click to select -
Forward Proxy Local Signing CA SSLPROXY_LOCAL CA v
Forward Proxy Intermediate CA Group Click to select v
Backend SSL SNI Forward O
Backend Customized 5SL Ciphers Flag [ @)

Backend Customized SSL Ciphers
Backend Allowed S5L Versions
Backend SSL OCSP Stapling Support

Creating Real Server Profile for SSLi instance

1.
2,
3.

Specify the backend customized SSL ciphers.
[ SSLv3 TLSv1.0 TLSv1.1 TLSv1.2 (J TLSv13
@ ]

Go to SSLi Proxy > Real Server Pool, then click the tab Real Server.
Click Create New to display the configuration editor.

Complete the key configuration as shown in the screenshot. Here we need to add two real servers, one connecting
with the gateway, and the other connecting with the security device.

« Name: Enter a unique name for the Real Server.
» Address: Enter the correct IP address.

Real Server

Name toSecurityDev

Real Server

Name

Server Type Dynamic Manual | Dynamic Auto

toGateway

Server Type Dynamic Manual | Dynamic Auto

Status Enable Status Enable
Address 10.88.0.2 Address 172.23.133.1
Addressé Addressé

Save the configuration.

Go to SSLi Proxy > Real Server Pool, then click the tab Real Server Pool. Here we need to create two real server
pools containing the above two real servers respectively.

Click Create New to display the configuration editor.
Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the Real Server Pool.

« Real Server SSL Profile: Enable SSL on the real server to the gateway side, and disable SSL on the one to

the security device side.

« Member: Select the correct the real server in your topology.

FortiADC 7.2.0 SSLi Deployment Guide
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Real Server Pool Real Server Pool

Name toGateway Name toSecurityDev

Address Type 1Pva Address Type 1Py

Health Check @ ] Health Check @ ]

Real Server SSLProfile | LB_RS_SSL_PROF_DEFAULT - Real Server SSL Profile NONE -

Member Member
O Delete ©Add Filter I Delete ©Add Filter
O ID *  Name Address Health Check Port ] ID * Name Address Health Check Port
(m] 1 toGateway 172.23.133.1 inherited 443 O 1 toSecurityDev 10.88.0.2 inherited 80

8. Save the configuration.
Configuring Static Routing

1. Go to Network > Routing, then click the tab Static.
2. Click Create New to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.
« Destination: Enter a Client IP address scope.
o Gateway: Enter a Security Device IP address which in the Re-encryption side.
4. Save the configuration.

This static routing forwards the packets whose destination is the client IP to the security device.

Static
o 172.23.133.128/25
Destination
Example: 192.0.2.5/24 2001:0db8:85a3::8a2e:0370:7334/64
10.99.0.2
Gateway
Example: 192.0.2.1 2001:0db8::1
10
Distance

Default: 10 Range: 1-255

Creating SSLi instance for L2 deploy

1. Go to SSLi Proxy > Instance, then click the tab Instance.
2. Click Create New > Advanced Mode to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the SSLi instance.
« Topology: Select the L2 Transparent Proxy.
» Decryption tab
« Inbound Interface: Select the Softswitch type interface you just created.
« Client SSL Profile: Select the client SSL profile you just created.
« Outbound Real Server Pool: Select the server pool to the security device.
* Re-encryption tab
« Inbound Interface: Select an interface connected to the security device side.
« Outbound Real Server Pool: Select the server pool to the gateway side.
+ Onbound Interface Status: Enable this option.
« Onbound Interface: Select the interface connected to the gateway side.

If you have configured both L7 and L2/L3 instances for the same security device (attached to the same
subnets), their port numbers must not be the same. We will remove this restriction in later releases.
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4. Save the configuration.

Instance Instance
Instance Decryption Re-Encryption Bypass Instance Decryption Re-Encryption Bypass
Name L2-s5Li 443
Status Port Default: 443 Range: 35, You can specify up to eight ports or pert ranges separated by space, e.g,
80-90100.
Topology L2 SeE A (O L3 Trasnparent Proxy | L7 Reverse Proxy Inbound Interface s .
Comments Specify the comments
Resources

Traffic Group default -
AV Profile Click to select - Client SSL Profile ForSsLi -
WAF Profile Click to select - QOutbound Real Server Pool toSecurityDev -
TrafficMirror (B

e} Instance
Scripting To use scripts to manipulate compressed HTTR/HTTPS data body, you must have decompression rules -

configured first Instance Decryption Re-Encryption Bypass
Traffic L - 80

raffic Log ffic logzing should be used mainly for debugging: traffic logging wi extensive memor.

Traffic logeing should be used mainly for debugeing; raffic logeing wil consume extensivememeryand | | - Port Default: 80 Range: 1-65535. You can specify up to eight portsor port ranges separated by spa

CPU resources. Please disable traffic logging after debugging is complete. 2050 160,
Error Page Inbound Interface port7 -
Error Page Click to select - Outbound Real Server Pool toGateway -

Server-unavailable! Onbound Interface Status O
Error Message
Onbound Interface portl -
y

Enabling rt-cache-strict

Run the following command:

config router setting
set rt-cache-strict enable
config rt-cache-reverse-exception
end
end

Client side: install CA and try the SSLi function

1. Install the Local Signing CA that FortiADC selected.

2. Open the browser and navigate to https://us.yahoo.com, you will see the derived certificate is signed by "Local

Signing CA".

yahoo/ |

Mail

Coronavirus News Finance Election Center

Sports.

BLM

'Rooting hard for you':
Trump may end WH
tradition

s he prepared to depart the White House in
January 1989, President Ronald Reagan decided
1o leave 3 note of encouragement for his..
What Obamaeft for Trump »

x ol Console  Sources  Network  Performance  Memory  Application  Security X Lighth
& Overview Security overview
[}
Main origin
Reload to view detai This page is secure (valid HTTPS),
Secure erigins

W hitps:/geoyahoo.com

View certificate

B Connection - secure connection settings

nd authenticated usin

Entertainment

Life

Trending Now

1. AnaDeArmas 6.
2. Rebekah Jones 7.
3. Mahomes Con.. 8.
4. Nancy Pelosi L 9.
5. Rowing Machi.. 10. Tom Brady Dre...

@n Certificate X

General Details Certification Path

a Mail

Certification path

mJ Forward_Proxy_Template_CA

SIS &

Jeremy Pruitt
SMS Text Mess
Home Warranty
Milan Loncar

Certificate status:
is certificate is OK.
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Testing SSLi deployment
To test the deployment, check if the plain HTTP traffic is logged on the security device.

No. Time Source Destination Protocol  Length Info ,
~ 4.392964 172.23.133.174 173.222.182.94 HTTP 1425 GET /pixel.gif?e=98q=5&hp=18vb=-18kq=1&10=08&uk=null&pk=0&
. 4.425905 173.222.182.%4 172.23.133.174 HTTP 451 HTTP/1.1 200 OK (GIF89a)
—+= .. 4.848770 172.23.133.174 180.222.102.201 HTTP 1366 GET / HTTP/1.1
. 4.856785 172.23.133.174 180.222.102.201 HTTP 679 GET /sdarla/php/fc.php?tID=28&d=0&f=20235380875&1=MON&rn=16
« 4.851458 172.23.133.174 180.222.102.158 HTTP 299 POST /p?s=2023538075&t=NNnjWui33z45TOmv,@.276391910965359
. 4.851740 172.23.133.174 180.222.102.158 HTTP 292 POST /p?s=2023538075&t=t2Gh8plIToY7Rc4Q,8.145864410714454
. 4.913655 180.222.102.158 172.23.133.174 HTTP 808 HTTP/1.1 200 OK (GIF89a)
« 4.915833 180.222.102.158 172.23.133.174 HTTP 808 HTTP/1.1 208 OK (GIF89a)
. 5.093994 180.222.102.201 172.23.133.174 HTTP 168 HTTP/1.1 200 OK (text/html)
. 5.114021 172.23.133.174 180.222.102.158 HTTP 293 POST /p?s=2823538075&t=mSUBddXKECI@ORtR,®.578281165718429
«~ 5.120993 172.23.133.174 180.222.102.158 HTTP 284 POST /p?s=2023538075&t=PEihQpozTz2211bQ,8.745714460518599
.~ 5.131241 180.222.102.158 172.23.133.174 HTTP 808 HTTP/1.1 200 OK (GIF89a)
. 5.135141 186.222.102.158 172.23.133.174 HTTP 808 HTTP/1.1 200 OK (GIF89a)
. 5.258583 172.23.133.174 104.254.149.68 HTTP 683 POST /vevent?an_audit=@&referrer=https%3A%2F%2Fus.yahoo.c
«— . 5.593961 180.222.102.201 172.23.133.174 HTTP 810 HTTP/1.1 200 OK (text/html)
. 5.663040 172.23.133.174 69.147.88.7 HTTP 785 GET /p?t=0.9057487623512466&_V=V&type=vod%2@short&ss=vod&
. 5.664167 172.23.133.174 69.147.88.7 HTTP 619 GET /p?t=0.428727532258095238& V=V&type=streamurl&ss=vod&v
w 5.755027 172.23.133.174 69.147.80.12 HTTP 619 GET /nn/lib/metro/g/myy/video_styles_©.0.72.css HTTP/1.1
. 5.755292 172.23.133.174 69.147.80.12 HTTP 611 GET /nn/lib/metro/g/myy/grid_@.0.36.css HTTP/1.1
_ §_755799 172.23.133.174 /9_147 R0 .12 HTTP 621 GFT /nn/lih/metro/s/mwv/font vahnnsans A.A_45 css HTTRP/1. |

Scenario 2 — Layer 3 Transparent Proxy

In this scenario, FortiADC becomes a routed hop between client and gateway.
Topology
L2-VS1(Decryption) L2-VS2(Re-Encryption)

FortiADC

! Port2 Pot1 |
ESSL +10.1.0.1/24 :

User
IP 10.1.0.199/24

' Port7 | y
510.99.0.1!:

us.yahoo.com

Gateway

. Porté 10.2.0.163/24

: HTTP
110.88.0.2/24! 110.99.0.2/24!

Security device

Creating Client SSL Profile for SSLi instance

1. Go to SSLi Proxy > Application Resources, then click the tab Client SSL.
2. Click Create New > Advanced Mode to display the configuration editor.
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3. Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the SSLi instance name.

« Forward Proxy: Enable this option.
« Forward Proxy Local Signing CA: Select a CA certificate that your client trusts it.

« Backend SSL SNI Forward:

& SSLiProxy v

Instance

Application Resources

Real Server Pool

Scripting

Enable this option.

Allowed SSL Versions

ECDHE-RSA-AES128-GCM-SHAZ56
ECDHE-RSA-AES128-SHAZ256

[ eNULL

[ S5Lv3 TLSv1.0 TLSv1.1 TLSv1.2 (O TLSv1.3
Any gap of the S5L version will be filled automatically.

— Client Certificate Verify Click to select -
= Web Application Firewall >
SSL Session Cache Flag [ @]
U Network Security >
Use TLS Tickets [ @]
& DoS Protection >
Forward Proxy [ @]
Ll | og & Report >
Forward Proxy Certificate Caching Click to select v
Forward Proxy Local Signing CA SSLPROXY_LOCAL_CA -
Forward Proxy Intermediate CA Group Click to select -
Backend SSL SNI Forward [ @
Backend Customized S5L Ciphers Flag | @]

4. Save the configuration.

Backend Customized SSL Ciphers
Backend Allowed SSL Versions
Backend 5SL OCSP Stapling Support

Creating Real Server Profile for SSLi instance

Specify the backend customized SSL ciphers.

[ SSLv3 TLSv1.0 & TLSv1a TLSv1.2 (0 TLSvL3

@ ]

1. Go to SSLi Proxy > Real Server Pool then click the tab Real Server.

2. Click Create New to display the configuration editor. Here we need to add two real servers, one connecting with the
gateway, and the other connecting with the security device.

3. Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the Real Server name
o Address: Enter the correct IP address.

Real Server

Name toGateway

Server Type Dynamic Manual | Dynamic Auto

Type EAN FQDN

Address 10.2.0.163

Addressé

4. Save the configuration.

Real Server

Name

toSecurityDev

Server Type Dynamic Manual | Dynamic Auto

Status
Type
Address

Addressé

Frae
-8 FQDN
10.88.0.2

5. Goto SSLiProxy > Real Server Pool, then click the tab Real Server Pool. Here we need to create two real server
pools containing the above two real servers respectively.

6. Click Create New to display the configuration editor.

FortiADC 7.2.0 SSLi Deployment Guide
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7. Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the Real Server Pool.

» Real Server SSL Profile: Enable SSL on the real server to the gateway side, and disable SSL on the one to
the security device side.

« Member: Select the correct real server in your topology.

Real Server Pool Real Server Pool

Name toGateway Name toSecurityDev
Address Type 1Pv4 Address Type 1Pv4
Type Static Type Static
Health Check @ ] Health Check @ ]
Real Server SSL Profile LB_RS_SSL_PROF_DEFAULT - Real Server SSL Profile NONE -
Member Member
M Delete ©Ad Filter M Delete ©Ad Filter
O | ID ~|Name Address Health Check Port O |ID | Name Address Health Check Port
o 1 toGateway 1020163 inherited 443 o 1 toSecurityDev 10.88.0.2 80

8. Save the configuration.
Configuring Static Routing

1. Go to Network > Routing, then click the tab Static.
2. Click Create New to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.
« Destination: Enter a Client IP address scope.
« Gateway: Enter a Security Device IP address which in the Re-encryption side.
4. Save the configuration.

This static routing forwards the packets whose destination is the client IP to the security device.

Static
o 10.1.0.128/25
Destination
Example: 192.0.2.5/24 2001:0db8:85a3::8a2e:0370:7334/64
10.99.0.2
Gateway
Example: 192.0.2.1 2001:0db&2:1
10
Distance

Default: 10 Range: 1-255

Creating SSLi instance for L3 deploy

1. Go to SSLi Proxy > Instance, then click the tab Instance.
2. Click Create New > Advanced Mode to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the SSLi instance.
o Topology: Select the L3 Transparent Proxy.
o Decryption tab
« Inbound Interface: Selected an interface connected to the client side.
« Client SSL Profile: Select the client SSL profile you just created.
« Outbound Real Server Pool: Select the server pool to the security device.
» Re-encryption tab
« Inbound Interface: Select an interface connected to the security device side.
« Outbound Real Server Pool: Select the server pool to the gateway side.

FortiADC 7.2.0 SSLi Deployment Guide
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If you have configured both L7 and L2/L3 instances for the same security device (attached to the same
subnets), their port numbers must not be the same. We will remove this restriction in later releases.

4. Save the configuration.

Server-unavailable!
Error Message

Instance Instance
Instance Decryption Re-Encryption Bypass Instance Decryption Re-Encryption Bypass
Name L3-55Li 443
Status Disable w Maintain Port Default: 443 Range: 1-65535. You can specify up to efght ports or port ranges separated by space, 8.8,
80-90 100.
Topolo, L2 Transparent Proxy JRETENERECEVASOWE L7 Reverse Pro;
S = i 2 i a4 Inbound Interface port2 -
Comments Specify the comments
Resources
Traffic Group default v
AV Profile Click to select o Client SSL Profile ForSSLi v
WAF Profile Click to select - Outbound Real Server Pool toSecurityDev -
TrafficMirror (D
. 2 Instance
Seripting To use scripts to manipulate compressed HTTF/HTTPS data body, you must have decompression rules
configured first. Instance Decryption Re-Encryption Bypass
Q .
Traffic Log Traffic logging should be used mainly for debugging: traffic lozging will consume extensive memory and }
- 5 - Eia Port Default: 80 Range: 1-65535. You can specify up to eight ports or port ranges separated by sp;
CPU resources. Please disable traffic logging after debugzging is complete. e o fiaas it g il ol e o
80-90 100.
EuoRars Inbound Interface port? v
Error Page Click to select o OQutbound Real Server Pool | toGateway -

Enabling rt-cache-strict

Run the following command:

config router setting
set rt-cache-strict enable
config rt-cache-reverse-exception
end
end

Client side: install CA and try the SSLi function

1. Install the Local Signing CA that FortiADC selected.
2. Configure the ADC’s Port2 as default gateway.

3. Open the browser and navigate to https://us.yahoo.com, you will see the derived certificate is signed by "Local

FortiADC 7.2.0 SSLi Deployment Guide
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Signing CA".

@ Certificate X
General Details Certification Path
yahoo/ | [ a | G I covbtongsn
Q:J Forward_Proxy_Template_CA
mail Coronavirus News Finance Sports. Election Center BLM Entertainment Life shopping Yal ﬁ}]
'Rooting hard for you':
I::::.':on:y encitid Trending Now
Ashe prepared to depart the White House in 1. AnaDeArmas 6. Jeremy Pruitt
P 2 Nebekal Jones 7. S Text s
What Obemaleft for Trumps 3 Mahomes Con.. 8. Home Warranty
4. Nancy PelosiL.. 9. Milan Loncar
5. Rowing Machl . 10. Tom Brady Dre.
Memory  Application _ Security X Lighthouse 034483 & i X
Y. Security overview Certificate status:
] is certificate is OK.
r
This page is secure (valid HTTPS), F‘
[] hnp:r ‘geoyahoo.com
Testing SSLi deployment
To test the deployment, check if the plain HTTP traffic is logged on the security device.
No. Time Source Destination Protocol  Length Info ‘
. 6.268216 1@.1.8.199 180.222.162.158 HTTP 1773 POST /p?s=2023538075&t=NYooZeHqWICHOpRr,®.660851121848905
- 6.995122 180.222,102.158 10.1.0.199 HTTP 808 HTTP/1.1 20@ OK (GIF89a)
. 7.468141 10.1.8.199 180.222.162.158 HTTP 1767 POST /p?s=2023538075&t=0afy5MLEhzj4R4MG,0.509183716340872
. 7.478694 180.222.102.158 l10.1.0.199 HTTP 808 HTTP/1.1 200 OK (GIF89a)
. 7.484775 1@.1.8.199 180.222.102.158 HTTP 1761 POST /p?s=2023538075&t=gPkt17gK21kYwFWX,@.127257602591019
w 7.493523 180.222,102.158 10.1.0.199 HTTP 808 HTTP/1.1 20@ OK (GIF89a)
. 7.642548 10.1.0.199 180.222.162.202 HTTP 1365 GET / HTTP/1.1
. 7.861377 10.1.8.199 180.222.162.158 HTTP 1762 POST /p?s=2023538075&t=7ruqGcjgUwzhHLsS,0.719540259421653
. 7.868193 10.1.0.199 180.222.102.158 HTTP 1753 POST /p?s=2023538075&t=CcUcYhCuZopIsnlie,®.661113088690134
- 7.871132 180.222.102.158 10.1.0.192 HTTP 808 HTTP/1.1 20@ OK (GIF89a)
. 7.900644 180.222.102.158 10.1.0.199 HTTP 808 HTTP/1.1 200 OK (GIF8%9a)
~++ .. 8.057187 10.1.0.199 119.161.16.12 HTTP 611 iGET /nn/1lib/metro/g/myy/grid_©.8.36.css HTTP/1.1
.. 8.081184 10.1.0.199 119.161.16.12 HTTP 619 GET /nn/lib/metro/g/myy/video_styles_©.0.72.css HTTP/1.1
.. 8.081459 10.1.0.199 119.161.16.12 HTTP 621 GET /nn/lib/metro/g/myy/font_yahoosans_0.0.45.css HTTP/1.
«~ 8.0814%90 10.1.9.19° 119.161.16.12 HTTP 615 GET /nn/lib/metro/g/sda/sda_flex_©.0.42.css HTTP/1.1
. 8.881756 18.1.8.1%99 119.161.16.12 HTTP 619 GET /nn/lib/metro/g/myy/wafertooltip_©.0.15.css HTTP/1.1
.. 8.881976 10.1.0.199 119.161.16.12 HTTP 606 GET /os/yc/css/bundle.c6@ab6d54.css HTTP/1.1
< . 8.127449 119.161.16.12 10.1.0.199 HTTP 971 HTTP/1.1 288 OK (text/css)
» . 8.129952 1@.1.0.199 119.161.16.12 HTTP 671 GET /aaq/fp/css/tdv2-applet-native-ads.PencilAd.atomic.lt
R.139815 119.161.16.17 1A.1.08.199 HTTP 1393 HTTP/1.1 208@ 0K (text/css) ]

Scenario 3 — Layer 7 Reverse Proxy

In this scenario, FortiADC becomes a proxy server for the client, and the security device must be a real server.

FortiADC 7.2.0 SSLi Deployment Guide
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As shown in the following graphic, when traffic comes out of FortiADC from port6, its source IP will be 10.88.0.1, and
destination IP 10.88.0.2. For the traffic coming out from port3, its source IP will be 10.2.0.1, and destination IP

10.2.0.163.
Topology
: ' Port2
| 5S4 110.1.0.1/24
User R
IP105020024  ooan
10.5.0.1/24

"€ Port3
FortiaDC 10.2.0.1/24 '
| Ports | I
510.88.0.1."245 510.99.0.1."245
B 1'______' Lo i |
HTTP

Security device

Creating Real Server Profile for SSLi instance

1. Go to SSLi Proxy > Real Server Pool then click the tab Real Server.

2. Click Create New to display the configuration editor. Here we need to add two real servers, one connecting with the
gateway, and the other connecting with the security device.

3. Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the Real Server name.
» Address: Enter the correct IP address.

+=S5L:

|

IP: 10.2.0.163

Real Server

Name

Server Type Dynamic Manual ‘ Dynamic Auto

Status
Type
Address

Addressé

RS3

Real Server

Name toSecurityDev

Server Type Dynamic Manual | Dynamic Auto

e

10.2.0.163

4. Save the configuration.

5. Goto SSLiProxy > Real Server Pool, then click the tab Real Server Pool. Here we need to create two real server
pools containing the above two real servers respectively.

6. Click Create New to display the configuration editor.
7. Complete the key configuration as shown in the screenshot.
« Name: Enter a unique name for the Real Server Pool.

« Real Server SSL Profile: Enable SSL on the real server to the gateway side, and disable SSL on the one to
the security device side.

FortiADC 7.2.0 SSLi Deployment Guide
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Address 10.88.0.2
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« Member: Select the correct real server in your topology.

Real Server Pool Real Server Pool

Name toRS Name toSecurityDev

Address Type 1Pva Address Type 1Pva
Type Static Type Static
Health Check o Health Check o}
Resl Server SSLProfile | LB_RS_SSL_PROF_DEFAULT - Real Server SSLProfile | NONE -
Member Member
M Delete ©AddFilter i Delete ©AddFilter
O D *|Name Address Health Check Port O |1D = Neme Address Health Check
o 1 RS3 1020163 inherited 443 o 1 toSecurityDev 1088.02 inherited

8. Save the configuration.
Creating SSLi instance for L7 deploy

1. Go to SSLi Proxy > Instance, then click the tab Instance.
2. Click Create New > Advanced Mode to display the configuration editor.
3. Complete the key configuration as shown in the screenshot.
o Name: Enter a unique name for the SSLi instance.
« Topology: Select the L7 Transparent Proxy.
» Decryption tab
» Address: Specify the IP address for the client to access.
* Port: Enter the port (number) for the client to access.
« Inbound Interface: Select an interface connected to Internet side.
« Outbound Real Server Pool: Select the server pool to the security device.
» Re-encryption tab
* Address: Specify the IP address for FortiADC to listen to traffic from the security device.
« Port: Enter the listening port (number).
« Inbound Interface: Select an interface connected to the security device side.
« Outbound Real Server Pool: Select the server pool to the gateway side.

If you have configured both L7 and L2/L3 instances for the same security device (attached to the same
subnets), their port numbers must not be the same. We will remove this restriction in later releases.

FortiADC 7.2.0 SSLi Deployment Guide
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4. Save the configuration.

Error Message

Instance Instance
Instance Decryption Re-Encryption Bypass Instance Decryption Re-Encryption Bypass
Name L7-ssli Address Type 1Pva
Disable J2IEIEN Maintain 10.1.0.50
status | Disable [EEEY Meintin] Address
Topology ‘ L2 Transparent Proxy ‘ L3 Trasnparent Proxy JEAGEEN TN Example: 192.0.2.1
443
Comments Specify the comments
Port Default: 443 Range: 1-65535. You can specify up to eight ports or port ranges separated by space, 3.

Traffic Group default v 80-90 100.
AV Profile Click to select ~ Inbound Interface | port2 -
WAF Profile Click to select h Resources
DoSProtectionProfile | Click to select - Client SSL Profile LB_CLIENT_SSL_PROF_DEFAULT -
Traffic Mirror @ ] Outbound Real Server Pool toSecurityDev e

@ ]
Scripting To use scripts to manipulate compressed HTTP/HTTPS data body, you must have decompression rules

configured first. rsizzmez

s Instance Decryption Re-Encryption Bypass
Traffic Log Traffic logging should be used mainly for debug i logging will consume extensive memory and

CPU resources. Please disable trafficlogsins after debugging is complete. Address Type Pva
Error Page 10.99.0.50

2 Address
" Example: 192.0.2.1
Error Page Click to select -
80
Server-unavailable! Port

Default: 80 Range: 1-65535. You can specify up to eight ports or port ranges separated by space, e.g.

80-90 100.
4
Inbound Interface port7 A
Outbound Real Server Pool toRS -

Client side: install CA and try the SSLi function
Open the browser and navigate to https://10.1.0.50 (the address you configured in SSLi Instance > Decryption tab for the

client to access), you will see the derived certificate is signed by Local Certificate (Factory).

Testing SSLi deployment

To test the deployment, check if the plain HTTP traffic is logged on the security device.

No. Time Source Destination Protocol Length Info
3 ©.000304 10.88.0.1 10.88.0.2 HTTP 742 GET / HTTP/1.1
4 9.665261 18.88.0.2 10.88.0.1 HTTP 1315 HTTP/1.1 288 OK (text/html)

FortiADC 7.2.0 SSLi Deployment Guide
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Troubleshooting

Troubleshooting

If there is any problem with SSLi Proxy, you can use the console to print out the diagnose debug message or enable

traffic log to see what'’s going on.

To set the diagnose debug print out level in the console:

1. Connect your management computer to the FortiADC.
2. Enable the diagnose debug output for httproxy and ssl-of-httproxy.

diagnose debug module httproxy all

diagnose debug module ssl-of-httproxy all
diagnose debug enable

You will see the SSLi related information printed.

To check the traffic log:

Go to Log & Report > Log Access > Traffic Logs to display the traffic log.

20/10/05 14:50:17 - 20/11/09 11:03:07

© Add Filter

Date

2020-11-09
2020-11-09
2020-11-02

2020-11-09
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Time

11:03:07

11:03:07

11:02:37

11:02:37

Source

10.2.0.200

10.2.0.200

10.2.0.200

10.2.0.200

Received Bytes
76
76
76

76

Destination

10.5.0.5

10.5.0.5

10.5.0.5

10.5.0.5

Sent Bytes
1221
1221

153

148

Service
https
http
https

http

HTTP Method HTTP URL
get
get
get

get /

Return Code

200

200

503

503

Virtual Server

front-SSLi

back-SSLi

front-SSLi

back-SSLi

Real Server Name
ADC1_P6

RS3

ADC1 P6

RS3

x

o

rECC

i)
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