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Change Log

Date Change Description

2025-04-09 Initial release of the FortiMail 7.6.2 OCI Deployment Guide.
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Introduction

Introduction

This document describes how to deploy FortiMail-VM on Oracle Cloud Infrastructure (OCI).

FortiMail-VM supports Oracle Dedicated Region Cloud.

Oracle Dedicated Region Cloud (ODRC) provides all Oracle Cloud Infrastructure (OCI) public cloud services
(IaaS/PaaS/SaaS) in a physical location of the customer's choosing. For more information, see the OCI Dedicated
Region website.

For details about how to use FortiMail, see the FortiMail Administration Guide.
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Creating a Virtual Cloud Network and Public-facing Subnet

Creating a Virtual Cloud Network and Public-facing Subnet

1. Log into OCI.
Go to Networking > Virtual Cloud Networks, and click Create Virtual Cloud Network.

2. Enter the NAME and IPV4 CIDR BLOCK, and then click Create VCN.

3. In the virtual cloud network details, create a public-facing subnet.
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Creating a Virtual Cloud Network and Public-facing Subnet

In SUBNET TYPE, select Regional. In SUBNET ACCESS, select Public Subnet.

Leave the default ROUTE TABLE, DHCP OPTIONS, and SECURITY LIST. You will modify them later.
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Creating a Virtual Cloud Network and Public-facing Subnet

4. To access FortiMail-VM with HTTPS, add an ingress rule in the security list.
There are three default rules, including port 22 for SSH access. More ports are needed for later deployment and
testing, such as port 25 for SMTP. You can add or modify these rules later.

Click Add Ingress Rule. In IP PROTOCOL, select TCP. In DESTINATION PORT, enter 443.
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Creating a Virtual Cloud Network and Public-facing Subnet

The default egress rules allow all traffic for all ports. No modification is required.

5. In the virtual cloud network, click Create Internet Gateway.
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Creating a Virtual Cloud Network and Public-facing Subnet

6. In the route table, click Add Route Rules.
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Creating a Virtual Cloud Network and Public-facing Subnet

In TARGET TYPE, select Internet Gateway. In DESTINATION CIDR BLOCK, select 0.0.0.0/0. In TARGET
INTERNET GATEWAY, select the gateway that you just created.
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Creating a FortiMail-VM Instance

Creating a FortiMail-VM Instance

1. Go to Fortinet Support and download the FortiMail-VM image FML_VMOC-64-vxx-build0xxx-
FORTINET.out.openxen.zip file. Unzip it to get the fortimail-opc.qcow2 file, which is needed to deploy
FortiMail on OCI.

2. Log into OCI.
3. Go toObject Storage, then click Create Bucket to create a standard storage bucket.

You can create the bucket with default settings.

4. Click on the bucket that you just created and upload the *. qcow2 file toObjects.
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Creating a FortiMail-VM Instance

5. After the image file is uploaded, create a pre-authenticated request.
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Creating a FortiMail-VM Instance

6. After the request is created, you will see the details window. Copy and save this URL, which will be used in later
steps.

7. Go to Compute > Custom Images. Click Import Image. Choose Import from an Object Storage URL and paste the
previous URL. Under Image Type, selectQCOW2. In Launch mode, select Paravirtualized Mode or Emulated
Mode. Native mode is not supported.
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Creating a FortiMail-VM Instance

8. From the newly imported image, click Create Instance. Take note of the shapes in Compatible, and make sure to
choose a shape from this list in later steps.

9. Either select an Availability domain or keep the default advanced options.
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Creating a FortiMail-VM Instance

Image and shape are chosen automatically. You can modify the shape if required.

10. Select your virtual cloud network and its public subnet. For public access to your FortiMail-VM, you must assign a
public IPV4 address.
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Creating a FortiMail-VM Instance

11. ClickGenerate SSH key pair and Save Private Key. The private key will be used for SSH accessing. You can also
paste your own SSH public key or skip this step for now. Specify the customer boot volume size as minimum 50 GB.

At this time, the deployment is not complete yet. You also need to add a storage volume as a system log disk and
attach it to the FortiMail-VM instance. If you want FortiMail-VM to run inline across multiple subnets, you also need
to add one or more virtual network interfaces and attach them to the FortiMail-VM instance.
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Attaching Storage to FortiMail-VM

Attaching Storage to FortiMail-VM

1. On OCI, go to Storage > Block Volumes > Create Block Volume.

Availability Domain should be the same as your instance, and customize a smaller volume size such as 100 GB.
Keep other default settings.

2. Once provisioned, return to the FortiMail-VM instance. Click Attach Block Volume.
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Attaching Storage to FortiMail-VM

3. Select the block volume that you created earlier. In Volume attachment type, select Paravirtualized.

After attaching the block volume, reboot the FortiMail-VM instance.
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Accessing FortiMail-VM

Accessing FortiMail-VM

1. In the FortiMail-VM instance information, there is its public IP address and OCID. In a web browser, you can access
your FortiMail-VM at the URL:
https://<public_IP_address>/admin

The initial username is admin, and the initial password is OCID.

2. At the first login, you will be required to change your password.
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Accessing FortiMail-VM

3. Upload a valid FortiMail-VM license. The FortiMail administrator GUI should appear.
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Accessing FortiMail-VM

4. For further deployment and testing on your FortiMail-VM instance, you may need to add more rules in Security List
on OCI. For example, a rule to open port 25 is necessary for SMTP testing.
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