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Overview

This guide provides details of new features introduced in FortiClient & FortiClient EMS 7.2. For each feature, the guide
provides detailed information on configuration, requirements, and limitations, as applicable. The guide organizes
features into the following sections:

e ZTNA on page 6
» Endpoint: Fabric Agent on page 6
» Endpoint: Remote Access on page 63
o FortiClient EMS on page 152
o ZTNA on page 152
For features introduced in 7.2.1 and later versions, the version number is found at the end of the topic heading. For

example, was introduced in 7.2.1. If a topic heading has no version number at the end, the feature was introduced in
7.2.0.

For a list of all features organized by the version number that they were introduced, see Index on page 244.
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ZTNA

Endpoint: Fabric Agent

Wildcard support for ZTNA FQDN rules

This feature requires FortiOS 7.2.2 or a later version.

This example uses external browser-based SAML authentication for the zero trust network access (ZTNA) policy. This
configuration requires the following:

« A Fortinet Security Fabric connector is established between FortiOS and EMS.
» FortiOS ZTNA settings are configured.
» FortiClient is registered to EMS.

FortiGate (access proxy) z:
172.17.60.19:8445

Dropbox

Internet

FortiClient EMS
172.17.60.8

In the example topology, the EMS IP address is 172.17.60.8. The FortiGate acts as an access proxy with virtual

IP address 172.17.60.19 and port 8445. You can configure one of the following to configure a ZTNA rule that supports
wildcard FQDNSs:

e ZTNArule in EMS
« FortiClient to pull Saa$S application information from FortiOS
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ZTNA

To configure a ZTNA rule for an FQDN in wildcard format using method 1:

1. In EMS, go to Endpoint Profiles > ZTNA Destinations.
2. Click Add Destination. Configure the following:
a. Inthe Destination Host field, enter *.dropbox.com:443.

b. Inthe Proxy Gateway field, enter the FortiGate IP address and port. In this example, the value is
172.17.60.19:8445.

c. Configure other fields as desired.
d. Click Save.
3. Click XML.
4. Confirmthatthe <ztna><portals> elementis empty.

ZTNA Destinations Profile

Name

ELR <Typerprivated/type>

</rule>

38~ <rule uid="796EA175-24DD-4FB2-872D-51DACDAGA2ER" >
36 <name>Info fortinet com</name>
<destination>info.fortinet.com:443</destination>
<{gateway>172.17.60.19:8445<¢/gateway>

42 <mode>transparent</mode>

43 <local_port»7788¢/local_port>

LER <encryption»1</encryption>

45~ <redirect>@</redirect»

46 ~ <{typerprivate</type>

47 <frule>»

48 ~ <rule uid="56475319-A2C1-4D71-A74AD-8785@C11C27B" >
49 ~ <name>ROP ztna local</name>

M <destination>rdp.ztna.local:3380</destination>
<gateway»172.17.60.19:8445¢/gateway >
<mode>transparent</modes

H <local port»7788¢/local port>

54~ <encryption»1</encryption>
<redirect»>@</redirect>

<typerprivated/type>

57 <frule>

BB~ <rule uid="72912BC7-5772-4EE7-B113-7BBG2EBDS772" >
50~ <name»ssh ztna local</name>

o
= @
i

]
(4]
4

1L
“

n
[= N ]
“

WL
“

8- <destination»ssh.ztna.local:22</destinations>
61 ~ <gateway>172.17.68.19:8445¢/gateway>
62~ <mode>transparent</mode>
63 ~ <local_port»7788</local_port>»

64 v <encryption>1</encryption>
S~ <redirect>@</redirect>

66 ~ <{typerprivate</type>

67 </rule>

68 </rules>

69 <portals/>

g <fztna»
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ZTNA

5. Onan endpoint with the profile applied, attempt to access Dropbox in a browser. The browser displays a SAML
authentication prompt. Provide the appropriate credentials to proceed to access Dropbox.
@ FortiClient -- Zero Trust Fabric Agent

File Help

*

s3]

@ Login (292)

FortiClient - Connected

— O = ‘
Leo

\,/\ ZERO TRUST TELEMETRY

Login

[ Username

Password @

6. To troubleshoot this configuration, you can view the ZTNA debug log file (fortitcs_1.log) to confirm that all traffic

requests to *.dropbox.com, such as to aem.dropbox.com or consent.dropbox.com, go through the ZTNA tunnel.
You can also use the log to verify that FortiClient handles the request to *.dropbox.com.
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ZTNA

[ “CAProgram Files\Fortinet\FortiClient\logs\trace\fortites_1.log - Notepad++ [Administrator]
File Edit Search View Encoding Language Seftings Tools Macro Run Plugins

cHHB 2 L& 4 Db [#h g| @ & |@BE
[Efortitcs_1log yzﬂ

Window 7

1EERaE=®|@® ]

[202 9.0515849] [fortitcs] Forward aem.dropbox.com:: local: 127.0.0.1:52867 -> remote: 127.0.0.1:53053proay: 172.17.60.10:53058 -> remote: 172.17.60.1
[202 .0522014] [fortitcs] According to PID 8540 Get session ID: 1

[202 .0522091] [fortitcs] SAML address: hcops://172.17.60.19:8445/ccp?address=aem. dropbox.comepors=443stls=1

[202 .0522119] [fortitcs] Cache address: https://172.17.60.19 s/tcp

[2022-11-02 16:12:49.0522170] [fortitcs] Request :GET /tcp?address=aem.dropbox.comiport=443stls=l HTTR/1.1

Host: 172.17.60.19:8445

User-Agent: Forticlient

Accept: */*

Cookie: FINT-EP-FGVMO2TM22016704=5xLavmvVLVJIPStu-alcmvmunTs_nEtq-aK9_M-cS2rSqrT83sxlavming_ MIwOrk2rarnrfXwvbExdgrolavmg=—
Ruthorization: Basic

022-11-02 16:12:49.0522389] [fortitecs] Send tunnel cmd Success

022-11-02 16:12:49.0523350] [fortitcs] hetml Reply:HTITP/1.1 101 Switching Protecols
Upgrade: top-forwarding/1.0

Connection: Upgrade

16:12:49.0523419] [fortitcs] Tunnel upgrade success

16:12:49.0523480] [fortites] Forward aem.dropbox.com:: local: 127.0.0.1:52967 -> remote: 127.0.0.1:53057proxy: 172.17.60.10:53062 —> remote: 172.17.60.19:8445
2 16:12:49.0570564] [fortites] ntml Reply:HITP/1.1 101 Switching Protocols

Upgrade: top-forwarding/l1.0

Connection: Upgrade

16:12:49.0570648] [fortives] Tunnel upgrade success
16:12:49.0570713] [fortites] Forward asm.dropbox.com:: local: 127.0.0.1:52967 -> remote: 127.0.0.1:53056proxy: 172.17.60.10:53061 -> remote: 172.17.60.19:8445
16:12:4 180] [fortitcs] html Reply:HTTE/1.1 101 Switching Protocols

Upgrade: top-forwarding/1.0

Connection: Upgrade

[fortites] Tunnel upgrade success
. [fortitcs] Forward asm.dropbox.com:: local: 127.0.0.1:52867
.0737342] [fortites error] CopyNetBuffer error: read tep 172.17.60.1
.1125669] [fortitcs error] CopyNetBuffer error: write top 127.0.0.1:52967
.1127759] [fortites error] CopyNetBuffer error: 17.60.10:530
.1327599] [fortites error] CopyNetBuffer error: 17.60.10:53061
.1350388] [fortitcs errox] CopyNetBuffer erroz: .17.60.10:53063
.4236328] [fortites] Accept success

.4236472) [fortitecs] raw socket: 1028

.4236679] [fortitcs] status: <nil> recordsSize: 260

.4236709] [fortites] redirectContextSize: 260

.4236775) [fortitecs] contextSize: 260

.4236830] [fortites] family: 2 port: 443 ip: 10.235.0.7 pid: 8540

.4237335] [fortites] forward ip: 10.235.0.7 port: 443

.4237587] [fortitcs] UpdateDohRedirectEncry: Ip=183173127 Port=443 Reallp=1666590309 Fqdn—consent.HZ6pBos.com Flag=0
.4237948] [fortitcs] find wildcard, Fgdn: *.dropbox.com match: consent.dropbox.com

.4237985] [fortites] UpdaceFOQDNIpAndPort: get real ip: 99.86.38.101 fgdn: consent.dropbox.com

14] [fortices] gateway ip: 172.17.60.19 port: S44Sencryption: 1

€585] [fortitcs] Rccording co PID 8540 Get session ID: 1

[fortitcs] SAML address: hteps://172.17.60.19:8445/tcpraddress=consent.dropbox.comeport=443scls=1
[fortitcs] Cache address: https://172.17.60.1% 5/tcp

[fortitcs] Request :GET /tcpladdress=consent.dropbox.comsporc=4¢3atls=1 HITP/1.1

: 127.0.0.1:53059proxy: 172.17.60.10:53063 -> remote: 172.17.60.1
45: use of closed network comnection

of closed network connection

: use of closed network connection

: use of closed network connection

: use of closed network connection

2-11-02

Gdocacac0anoa00aa0a00a0
DROLDLDRNLLLLLRDLR LN E D

Consider that it may be difficult to configure all URLs embedded in a website, such as *.dropbox.com.

To configure a ZTNA rule for an FQDN in wildcard format using method 2:

For this method, you do not need to configure a ZTNA rule as in the previous method. This method assumes that
SSH and RDP TCP forwarding are configured on the FortiGate and continue to work. FortiClient pulls SSH and RDP
rules from the FortiGate based on the EMS portal settings mapped to the FortiGate virtual access proxy server.

FortiClient actively queries FortiGate for ZTNA setting changes every 30 seconds and pulls changes as needed.

Configure the following in the FortiOS CLI:

config firewall access-proxy
edit "ZTNA-tcp-server"
set vip "ZTNA-tcp-server"
set auth-portal enable
config api-gateway
edit 5
set url-map "/saas"
set service saas
set application "dropbox"
next
end
next
end

On the endpoint, clear the browser cache and FortiClient SAML cookies, then attempt to access Dropbox. The browser
displays a SAML authentication prompt. Provide the appropriate credentials to proceed to access Dropbox.
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ZTNA

To troubleshoot this configuration, you can view the ZTNA debug log file (fortitcs_1_111.log). FortiClient prints all related
FQDNSs for a defined application, in this case dropbox.com, and all related URLs contained in the website based on the
ICDB signature to the ZTNA debug log. The ICDB signature file is in the FortiClient installation directory vir_siglicdb in
JSON format. FortiClient reads the related parts from the ICDB signature file-based SaaS/application settings in FortiOS
and updates them if there are updates on the FortiOS side.
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ZTNA
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[fortites]
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[fortitcs]
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[fortitcs]
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[fortites]
[fortitcs]

gateway: 172.17.60.159:8445
encryption: 1

FQDN: *dl.dropboxusercontent.com
FODN_flag: 1

IPStart: 10.235.0.28

IPEnd: 10.235.0.28

SubnetMask: 255.255.255.255
PortStart: 0

FPortEnd: 65535

Path: /saas

R R R R R R R
name: dropbox-api.arkoselakbs.com
mode: transparent

destination: 10.235.0.29

gateway: 172.17.60.159:8445
encryption: 1

FQCDN: *dropbox-apl.arkoselabs.com
FQDN_ flag: 1

IPStart: 10.235.0.29

IPEnd: 10.235.0.29

SubnetMask: 255.255.255.255
PortStart: O

PortEnd: &5535

Path: /saas

R R R R R R R R R R R R R R R R R R R R R R
name: dropbox-dns.com

mode: transparent

destination: 10.235.0.30

gateway: 172.17.60.15:8445
encryption: 1

FQDN: *dropbox-dns.com

FODN_flag: 1

IPStart: 10.235.0.30

IPEnd: 10.235.0.30

SubnetMask: 255.255.255.255
PortStart: 0O

PortEnd: 65535

Path: /=saas
L
names: dropbox.com

mode: transparent

destination: 10.235.0.2

gateway: 172.17.80.159:8445
encryption: 1

FQDN: *dropbox.com

FODN_flag: 1

IPStart: 10.235.0.2

IPEnd: 10.235.0.2

SubnetMask: 255.255.255.255
PortStart: 0

FPortEnd: 65535

Path: /saas
L
name: dropbox.siteintercept.gualtrics.com
mode: transparent

destination: 10.235.0.31

gateway: 172.17.60.159:8445
encryption: 1

FQCDN: *dropbox.siteintercept.gualtrics.com
FQDN_ flag: 1

IPStart: 10.235.0.31

IPEnd: 10.235.0.31

SubnetMask: 255.255.255.255
PortStart: 0

Mormal text file
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ZTNA

In this configuration, FortiClient depends on ICDB signatures being updated properly. In the case, FortiClient
automatically and dynamically updates and refreshes the FQDNSs if there are any changes in the SaaS applications as
defined in FortiOS. FortiClient also pulls SSH/RDP/SMBA settings and specific FQDNSs including rules using wildcard
formats from FortiOS, if available.

Logging to FortiAnalyzer Cloud

You can configure FortiClient to send logs to FortiAnalyzer Cloud. To use this feature, you must have configured the
appropriate license with FortiAnalyzer Cloud entitlement. The functionality is similar to on-premise FortiAnalyzer support
for logging.

For more information about this feature, see Logging to FortiAnalyzer Cloud.

FortiGate ZTNA service portal support

In FortiOS 7.2.1, the ZTNA service portal was added to allow the FortiGate to publish ZTNA services directly to
FortiClients. This allows the FortiClient to retrieve the list of ZTNA services directly through the service portal without
them being pushed from the FortiClient EMS.

The following demonstrates how EMS can provision a ZTNA service portal gateway list to FortiClient, which consists of
the address to the FortiGate access portal(s). Once the FortiClient connects to the service portal gateway, it can retrieve
the ZTNA service list containing a list of applications being published by the FortiGate.

FortiClient EMS

1. FortiClient registers to EMS an
ZTNA access portal addr

2. FortiClient connects to ZTMA service portal
to retrieve list of publizhed services FortiGate E

A 4

ZTNA Service Portal

=
Internal Servers

FortiClient endpoint 3. User is able to connact to applications via the
ZTNA application gateway

Saas Applications

To configure the ZTNA service portal in FortiOS:

config firewall vip
edit "ztna proxy"
set type access-proxy
set extip 192.168.3.101
set extintf "port2"
set server-type https
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set extport 4443
set ssl-certificate "Fortinet SSL"
next
end
config firewall access-proxy
edit "Ztna SaaS"
set vip "ztna proxy"
set log-blocked-traffic enable
config api-gateway
edit 1
set url-map "/tcp"
set service tcp-forwarding
config realservers
edit 1
set address "smb rdp servers range"
set mappedport 445 3389-3390
next
edit 2
set address "ssh server"
set mappedport 22
next
end
next
edit 2
set url-map "saas"
set service saas
set application "dropbox" "zoom" "Google"
next
end
next
end
config firewall proxy-policy
edit 2
set uuid b680d4a6-4fdc-51ed-8£fd7-c6£19c3b39c5
set name "deny"
set proxy access-proxy
set access-proxy "Ztna SaaS"
set srcintf "port2"
set srcaddr "all"
set dstaddr "all"
set ztna-ems-tag "EMS1 ZTNA subnetl"
set schedule "always"
set logtraffic disable
next
edit 1
set uuid 7aabdl42-45b0-51ed-1c02-b2c78813cd31
set name "ZTNA Rule SaaS"
set proxy access-proxy
set access-proxy "Ztna SaaS"
set srcintf "port2"
set srcaddr "all"
set dstaddr "all"
set ztna-ems-tag "EMS1 ZTNA subnet2"
set action accept
set schedule "always"
set logtraffic all
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next
end

The FortiGate ZTNA access portal is reachable on 192.168.3.101:4443, and it publishes a set of TCP forwarding
services to SMB, RDP and SSH servers as well as SaaS applications in the Cloud. The ZTNA policies block endpoints
with ZTNA tag belonging to subnet1, while allow endpoints with ZTNA tag belonging to subnet2 to access the services
and applications.

To configure EMS to push the ZTNA access portal gateway to managed endpoints:

In EMS, go to Endpoint Profiles > ZTNA Destinations.
Select an existing profile and click Edit or add a new profile.
Switch the view from Basic to XML. Click Edit to edit the XML content.

Configure the ZTNA access portal gateway settings as follows. This example adds a second portal for
demonstration purposes.

o bd-=

<?xml version="1.0" 2>
<forticlient configuration>

<ztna>
<enabled>1</enabled>
<allow personal rules>1</allow personal rules>
<rules/>
<portals>
<portal>
<addr>192.168.3.101:4443</addr>
<query interval m>3</query interval m>
</portal>
<portal>
<addr>172.17.80.3:8443</addr>
<query interval m>3</query interval m>
</portal>
</portals>
</ztna>
<endpoint control>
<ui>
<display ztna>0</display ztna>
</ui>

</endpoint_ control>
</forticlient configuration>
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ZTNA Destinations Profile ~ Expand All a Collapse Al

Name ztna profile Basic Advanced

<?xml version="1.8" ?»

2+ <forticlient configuration:»
<ztna>

4 <enabled>1</enabled>
<allow_personal_rules»1</allow_personal_rules»
<disallow_invalid_server_certificate»1</disallow_invalid_server_certificate>
<rules/»
<portals>
C <portals>
10 - <addr>192.168.3.101:4443</addr>
11~ <query_interval_m>3</query_interval_m>
12 </portal>
13~ <portal>
14~ <addr»172.17.80.3:8443</addr>
15 ~ <guery_interval_m>3</query_interval_m>
16 </portals»
1 </portals»>
18 </ztna>»
19 ~ <endpoint_control>
28~ <ui>
21~ <display_ztna»@</display_ztna>
22 <fuix
23 </endpoint_control>
24 </forticlient_configuration>

5. Save the profile. EMS automatically pushes the service portal addresses to managed FortiClient endpoints.

To verify FortiClient received the service portal and retrieved a list of ZTNA services:

1. Onthe PC, open FortiClient. On the ZTNA Destination tab, confirm that there is no destination added for the service
portal or ZTNA services and applications.

2. Openthe computer’s registry, and go to Computer\HKEY LOCAL
MACHINE\SOFTWARE\Fortinet\FortiClient\FA ZTNA. The ZTNA access portal addresses are added as
portal1 and portal2. When multiple portals are configured, FortiClient selects the portal with lower latency to learn
the ZTNA services.
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;'@' FortiClient -- Zero Trust Fabric Agent — =
| File Help

® FortiZTNA Connection

€ 7TNA Destination

[Add Destination] [Disable ZTNA|

There are no destination(s) configured.

M Registry Editor - O *
File Edit View Favorites Help
@ ZTNA DESTINATION Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Fortinet\FortiClient\FA_ZTNA
> FARMA Al Name Type Data
FARS | at)(Default REG 5Z {value not set)
FA_SANDBO! ﬂcﬂ allow_personal_rules REG_DWORD 000000001 (1)
: z'zg_;:”; #)enabled REG_DWORD 0x00000001 (1)
FA SHIELD 4installed REG_DWORD 000000001 (1)
FA SSIVPN 34)logenabled REG_DWORD 0x00000001 (1)
FA SSOMA ) loglevel REG_DWORD 000000006 (6)
FA_SUBMIT 34| pam_enabled REG_DWORD 000000000 (0)
FA_UI 5,"] portall REG_SZ 192.1628.3.101:4443
3 FA_UPDATE f,"] portal2 REG_SZ 172.17.20.3:8443
FA_VPN %4)2tna_enabled REG_DWORD 0x0000D001 (1)
FA_VPNSTAR
| | FAVULN
5> || FA_WEBFILTE
FA_ZTNA

3. Using FortiClient’s Fortitcs logs, further verify that FortiClient retrieved the list of ZTNA services from the FortiGate
service portal. This set of ZTNA rules are stored in memory and refreshes each time FortiClient queries the service
portal:

"vips": [
{
"gateways": [
{
"path": "/tcp",
"path-pattern": "sub-string",
"servers": [
{
"address": {
"type": "ip-range",
"value": [

{
"end": "172.16.1.10",
"start": "172.16.1.1"
}
]
by
"mappedport": [
{
"end": "445",
"start": "445"
s
{

"end": "3390",
"start": "3389"
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"address": {
"typell: Hip",
"value": [

{

ip": "172.16.1.3",
"mask": "255.255.255.255"

by
"mappedport": [
{

"end": "22",
"start": "22"
}
1
}
1,
"type": "tcp-fwd",
"virtual-host": ""
b
{
"applications": [
{
"app": "dropbox"
b
{
"app": "zoom"

"grp": "Google"

i

"pathll: "SaaS",
"path-pattern": "sub-string",
"type": "SaaS",

"virtual-host": ""
1,

"vip": "192.168.3.101:4443"

}

Users can now access the ZTNA destination services and applications.
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Inline CASB solution for SaaS applications

When protecting SaaS applications, one difficulty is to dynamically identify the addresses and locations of various SaaS
services. With the FortiGuard Inline CASB Database (ICDB) introduced in FortiOS 7.2.1, both FortiGate and FortiClient
can access this database to determine popular SaaS application addresses.

In this example, FortiGate publishes the SaaS applications Dropbox, Zoom and the Microsoft application group to its
ZTNA service portal. EMS pushes the address of the FortiGate service portal to FortiClient. FortiClient then learns the
SaaS applications that are published and builds local ZTNA rules for the SaaS application addresses in memory. When
an end user tries to access Dropbox while FortiClient is registered to EMS, the traffic is forwarded to the FortiGate ZTNA
application gateway where a ZTNA policy allows the access. When an end user is not registered or does not have the
proper ZTNA tag required by FortiGate’s ZTNA policy, the traffic is blocked.

FortiClient EMS

172.17.80.245:4443 FortiGate
ZTMA Service Portal

h

FortiClient endpoint

Saas Applications

To configure the ZTNA service portal in FortiOS:

config firewall vip
edit "ztna proxy"
set type access-proxy
set extip 172.17.80.245
set extintf "portl"
set server-type https
set extport 4443
set ssl-certificate "Fortinet SSL"
next
end
config firewall access-proxy
edit "Ztna SaaS"
set vip "ztna proxy"
set auth-portal enable
set log-blocked-traffic enable
config api-gateway
edit 1
set url-map "saas"
set service saas
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set application "dropbox" "zoom" "MS"
next
end
config firewall proxy-policy
edit 3
set name "ZTNA Saas"
set proxy access-proxy
set access-proxy "Ztna SaaS"
set srcintf "portl"
set srcaddr "all"
set dstaddr "all"
set ztna-ems-tag "EMS1 ZTNA ZTNA SAAS"
set action accept
set schedule "always"
next
end

To configure EMS to push ZTNA access portal gateway settings to managed endpoints:

In EMS, go to Endpoint Profiles > ZTNA Destinations.
Select an existing profile and click Edit or add a new profile.
Switch the view from Basic to XML. Click Edit to edit the XML content.

Configure the ZTNA access portal gateway settings as follows. This example adds a second portal for
demonstration purposes.

P obh-=

<?xml version="1.0" 2>

<forticlient configuration>

<ztna>
<enabled>1</enabled>
<allow personal rules>1</allow personal rules>
<rules/>
<portals>
<portal>
<addr>172.17.80.245:4443</addr>
<query interval m>5</query interval m>
</portal>
</portals>
</ztna>
<endpoint control>
<ui>
<display_ztna>0</display_ztna>
</ui>

</endpoint control>
</forticlient configuration>
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ZTNA Destinations Profile ~ Expand Al

Name zina profile Basic

<2xml version="1.8" 2>
<forticlient_configuration:»
<Ztna:>
<enabled>1</enablad>
<allow_personal_rules»1</allow_personal_rules»

<disallow_invalid_server_certificate»@</disallow_invalid_server_certificate>»

<rules/>
<portals>
<portal>
<addr»172.17.860.245:4443< /addr>
<guery_interval_m>5</query_interval_m>
</portal>
</portals»
</ztna»
<endpoint_control>
<ui>
<display_ztna»>l</display_ztna>
<fui>
</endpoint_control>
</forticlient_configuration>

~ Collapse All

5. Save the profile. EMS automatically pushes the service portal addresses to managed FortiClient endpoints.

To verify a registered FortiClient endpoint can access Dropbox:

1. Onaremote PC that has FortiClient installed, ensure that it is registered to FortiClient EMS. Also ensure that it has

the ZTNA tag needed for access, in this case the ZTNA SaaS tag.

2. Use the steps inTo verify FortiClient received the service portal and retrieved a list of ZTNA services: on page 15 to
verify the service portal address is added to registry and FortiClient learned the SaaS application services from the

FortiGate.
3. Inabrowser, go to dropbox.com. Access is granted.

4. From the FortiClient ZTNA log (/Application Support/Fortinet/FortiClient/Logs/ztna.log), note the connections to the

FortiGate application gateway address of 172.17.80.245:4443.
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[ N ] testqa — tail -f ~[LibraryfApplication Support/Fortinet/FortiClient/Logs/ztna.log — 225x49
— tail -f ~/Library/Application Support/Fortinet/FortiClient/Logs/ztna.log

v dranhay
~ — tail -f ~/Library/Application Support/

Fortinat/FortiClient/Logs/ztna.log :

Last login: Fri Dec 2 B9:44:47 on console

Restored session: Fri 2 Dec 2022 89:44:08 PST

testgal 1~ % tail —f ~/Library/Application\ Support/Fortinet/FortiClient/Logs/ztnafw.log

tail: /Users/testqa/Library/Application Support/Fortinet/FortiClient/Logs/ztnafw.log: No such file or directory
testgalgopiml ~ % tail —f ~/Library/Application\ Support/Fortinet/FortiClient/Logs/ztna.log

2022-12-92T18:22:43.1089Z info ztna exit #Tunnel —> conn &{@x14800486808 0x14800587ec@}->&{{0x14000663380}} err:<nil>

2022-12-92T18:2 .189Z info ztna conn —> Tunnel &{{@x14800663380}}->&{0x14000486008 0x14080587ecB} err:<nils

2022-12-92T18: .189Z info ztna tunnel closed &{@x14080486088 Bx14000587ec@}, err:<nils

2022-12-02T18: -146Z info ztna modified file:/tmp/4DFD1@201FBF4CBCBAB391FCCTRL1F420

2022-12-92T18: -196Z info ztna mergeCfg:&{l [] [{172.17.8@.245:4443}]1}

2022-12-92T18: L1962 info ztna config is the same after merged preConfig&{l [] [{172.17.80.245:4443}1}

2022-12-02T18: .229Z2 info ztna modified file:/tmp/4DFD1@201FBF4CBCBAB391FCCTR1F420

2022-12-92T18: . 2B4Z info ztna mergeCfg:&{l [] [{172.17.8@.245:4443}]1}

2022-12-92T18: .2B4Z info ztna config is the same after merged preConfig&{l [] [{172.17.80.245:4443}1}

2022-12-02T18: .950Z info ztna conn —> Tunnel &{{@x140000b0900}}->&{0x14000130acE Bx14080262a80} err:<nil>

2022-12-92T18: L9452 info ztna exit #Tunnel —> conn &{@x14800130ac8 0x140800262a80}->&{{0x140008bE900}} err:<nil>

2022-12-92T18: -945Z info ztna tunnel closed &{@x14080130ac8 Bx14000262a8@}, err:<nils

2022-12-02T18: .992Z info ztna conn —> Tunnel &{{@x14800290780}}->&{0x14000810338 0x14080270060} err:<nil>

2022-12-02T18: .387Z info ztna conn —> Tunnel &{{@x1480062a800}}->&{0x14000130a30 Bx14000262548} err:write tcp 172.17.80.70:49781->172.17.80.245:4443: write: broken pipe
2022-12-02T18: .387Z info ztna tunnel closed &{@x14080130a30 Bx14000262548} err:write tcp 172.17.80.7 9781->172.17.80.245:4443: write: broken pipe
2022-12-92T18: .982Z info ztna exit #Tunnel —> conn &{@x14800010338 0x14000270060}->&{{0x140002908780}} err:<nil>

2022-12-92T18: .902Z info ztna tunnel closed &{@x14080010338 Bx1400027806@} err:<nils

2022-12-92T18: L1472 info ztna redirect 127.8.8.1:49162 —> 198.18.2.245:443

2022-12-02T18: -1472 info ztna Dail fgtgateway url:https://172.17.80.245:4443/saas?address=dropbox.coméport=443&tls=0

2022-12-92T18: .232Z info ztna redirect 127.8.0. 9162 —> 198.18.3.98:443

2022-12-02T18: .232Z info ztna Dail fgtgateway url:https://172.17.80.245:4443/saas?address=marketing.dropbox.com&port=443atls=0
2022-12-92T18: .232Z info ztna resp.StatusCode=101

2022-12-02T18: .232Z info ztna 101, fgtgateway(https://172.17.80.245:4443/saas?address=dropbox.com&port=443&tls=0) connected ,redirect to auth
2022-12-02T18: .232Z info ztna fotTunnel((@)172.17.88.245:4443/saas,0:4{0x14800212348 0x14000412968}) —> conn(127.0.8.1:49162)

2022-12-92T18: .232Z info ztna conn(127.8.0.1:49162)->Tunnel(o:&{0x14080212348 Bx14000412960})

2022-12-92T18: .339Z info ztna redirect 127.8.8.1:49162 —> 198.18.3.92:443

2022-12-02T18: .339Z info ztna Dail fgtgateway url:https://172.17.80.245:4443/saas?address=www.google.comiport=443&tls=0

2022-12-92T18: L413Z info ztna resp.StatusCode=101

2022-12-02T18: .413Z info ztna 101, fgtgateway(https://172.17.80.245:4443/saas?address=marketing.dropbox.con&port=443&tls=0) connected ,redirect to auth
2022-12-02T18: .413Z info ztna fotTunnel((@)172.17.808.245:4443/saas,0:4{0x14000212520 0x140800095720}) —> conn(127.8.0. 9162}

2022-12-92T18: .413Z info ztna conn(127.8.8.1:49162)->Tunnel(o:&{0x14080212520 Bx14000095720})

2022-12-92T18: L413Z info ztna resp.StatusCode=101

2022-12-02T18: .413Z info ztna 101, fgtgateway(https://172.17.80.245:4443/saas?address=www.google. com&port=443&tls=8) connected ,redirect to auth
2022-12-02T18: .413Z info ztna fotTunnel((@)172.17.88.245:4443/saas,0:4{0x14800212540 0x14800451bc@}) —> conn(127.0.8.1:49162)

2022-12-92T18: . 413Z info ztna conn(127.8.0.1:49162)->Tunnel(o:&{0x14080212540 Bx14800451bca})

2022-12-02T18: . 480Z info ztna modified file:/tmp/4DFD1@201FBF4CBCBAB391FCCTRL1F420

2022-12-92T18: .940Z info ztna redirect 127.8.8.1:49162 —> 198.18.3.408:443

2022-12-02T18: .940Z info ztna Dail fgtgateway url:https://172.17.80.245:4443/saas?address=1.evidon.com&port=443&tls=0

2022-12-92T18: .751Z info ztna redirect 127.8.8.1:49162 —> 198.18.3.40:443

2022-12-92T18:
2022-12-92T18:
2022-12-92T1
2022-12-92T1

.7512 info  ztna  Dail fgtgateway url:https://172.17.88.24
.530Z info  ztna  mergeCfg:&{1 [] [{172.17.88.24
.530Z info  ztna  config is the same after merged preConfig&{l [] [{172.17.88.245:4443}1}
L5592 info  ztna  modified file:/tmn/4DFD18281FBF4CBCBAB391FCC7@1F420

14443 fsaas?address=1.evidon.com&port=443&tls=0

5. From the FortiGate, view the access logs from Log & Report > ZTNA Traffic.

Dashboard L SourceN17217.80.70. X | Result==allow % SaaSname = dropbox X & Q Search
Network

Memory =

o £-1 Date/Time @ Source Y| ZTNAServer Destination Service Result Y  PolicylD Group SaaSname ¥ LogDetails x
olicy

T S 2022/12/02 11:44:31 172178070 () 7ZtnaSasS 162125118  HTTPS o Accept(536.34kB/60.39 kB) dropbox B General

Nl 2022/12/02 11:44:17 172.17.8070 O ZtnaSasS  54243239.236 HTTPS Accept(601kB/5.91kB) dropbox 20221202 11:44:31

r & Authent M 2022/12/02 11:44:09 172.17.8070 @ ZtnaSasS  658.70.150 HTTPS Accept(4.84kB/7.52kB) dropbox 11:44:31
Bl 2022/12/02 11:44:01 172.17.8070 2 Ztna SasS  658.66.64 HTTPS Accept(6.04kB/4.10kB) dropbox 378
191,216
Rl 2022/12/02 11:43:08 172.17.8070 @ ZtnaSasS  157.240335  HTTPS v Accept(4.21kB/815B) dropbox root
bl 2022/12/02 11:43:00 17217.8070 O ZtnaSasS 5222340198 HTTPS ' Accept(441kB/4.07kB) dropbox
Log &Report Ml 2022/12/02 11:42:58 172.17.8070 [J Ztna SaaS  65.8.66.36 HTTPS  Accept (3.94kB/36.47 kB) dropbox
Forward Traffic 2022/12/02 11:42:40 172.17.80.70 G Ztna_SaaS 159.127.40.133 HTTPS ' Accept (3.29kB /99 B) dropbox 172.17.80.70
2022/12/02 11:41:59 172.17.8070 @ ZtnaSaeS 54225101189 HTTPS v Accept(6.01kB/5.91kB) dropbox 50416
Multicast Traffic Reserved
2022/12/02 11:41:02 172178070 O ZtnaSasS  157.240335  HTTPS Accept(602kB/3.62kB) dropbox i por
Sniffer Tra L.
et e 2022/12/02 11:40:57 17217.8070 O ZtnaSaeS 5222340198 HTTPS  + Accept(6.50kB/11.30kB) dropbox 4553FF07359B5B6AADDADD75421
ZTNA Traffic
2022/12/02 11:40:07 17217.8070 D ZtnaSasS 2311240246 HTTPS ' Accept(405kB/4.45kB) dropbox EoCoR
System Events
2022/12/02 11:39:58 17217.8070 Q ZtnaSasS  44209.218.223 HTTPS ' Accept(13.76kB/7.20kB) dropbox
2022/12/02 11:39:57 172.17.8070 O ZtnaSasS  44209.218.223 HTTPS v Accept(5.93kB/176B) dropbox
Log Settings 162.125.1.18
2022/12/02 11:39:47 17247.8070 D ZtnaSasS 5222340498 HTTPS Accept(329kB/3.26kB) dropbox
Threat Weight 443
2022/12/02 11:39:47 17217.8070 D ZtnaSasS 5222340198 HTTPS  + Accept(3.29kB/3.26kB) dropbox United States
2022/12/02 11:39:47 17217.8070 @ ZtnaSasS 5222340198 HTTPS  + Accept(329kB/3.26kB) dropbox [#_port1
2022/12/02 11:39:47 172.17.8070 @ ZtnaSaaS 5222340198 HTTPS v Accept(3.29kB/3.26kB) dropbox
2022/12/02 11:39:47 172178070 O ZtnaSasS 5222340498 HTTPS Accept(329kB/3.26kB) dropbox
2022/12/02 11:39:22 172.17.8070 @ Ztna SaaS 16212524818 HTTPS  + Accept(5.17kB/4.02kB) dropbox unscanned
6
2022/12/02 11:39:17 17217.8070 Q ZtnaSasS  44209.218.223 HTTPS ' Accept(342kB/5.39kB) dropbox HTTPS
2022/12/02 11:39:17 17217.8070 Q ZtnaSasS  162.1251.18  HTTPS  + Accept(338kB/3.64kB) dropbox
2022/12/02 11:39:16 17217.8070 O ZtnaSasS 34193160212 HTTPS Accept(472kB/6.53KB) dropbox Clezs
2022/12/02 11:38:55 172.17.8070 @ Ztna SasS  658.70.150 HTTPS  +/ Accept(3.30kB /557 kB) dropbox 60.39KB
2022/12/02 11:38:55 172.17.8070 G Ztna SaaS  658.66.46 HTTPS + Accept (3.30 kB /3.60 kB) dropbox 536.34kB
536336
F:RTINET 0% 236 |Updated: 11:45:03 £ | LAN Out 62576

6. Alternatively, use the following commands to display ZTNA logs:

Fortigate# exec log filter category 0

Fortigate# exec log filter field subtype ztna

Fortigate# exec log display

1: date=2022-12-02 time=11:53:21 eventtime=1670010801641703801 tz="-0800"
logid="0005000024" type="traffic" subtype="ztna" level="notice" vd="root"
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srcip=172.17.80.70 srcport=50677 srcintf="portl" srcintfrole="lan"
dstcountry="Canada" srccountry="Reserved" dstip=23.11.240.246 dstport=443
dstintf="portl" dstintfrole="lan" sessionid=210454 service="HTTPS" proto=6
action="accept" policyid=3 policytype="proxy-policy" poluuid="5c072b96-70da-51led-
d2d9-2claaf2417bc" policyname="ZTNA Saas" duration=125 gatewayid=1l vip="ztna proxy"
accessproxy="Ztna SaaS" clientdeviceid="4553FF07359B5B6AADD4DD75421E9C5A"

saasname="dropbox" clientdevicetags="on-line/MAC EMS1 CLASS Low/EMS1 CLASS Low/MAC_

EMS1 ZTNA all registered clients/EMS1 ZTNA all registered clients" wanin=425
rcvdbyte=425 wanout=1209 1lanin=3980 sentbyte=3980 lanout=2607
fctuid="4553FF07359B5B6AADD4ADD75421E9C5A" appcat="unscanned"

To verify an unregistered FortiClient endpoint cannot access Dropbox:

On the same PC, open FortiClient. On the Zero Trust Telemetry tab, disconnect from EMS.
In a new browser window, go to dropbox.com. The browser cannot load the page.
From the FortiClient ZTNA log (/Application Support/Fortinet/FortiClient/Logs/ztna.log), notice that connection fails

when FortiClient tries to connect to the FortiGate application gateway. FortiGate automatically closes the
connection when the traffic fails to match any ZTNA policy.

ece testqa — tail -f ~/Libral i pport/| iCli ogs/ztna.log — 165x47
tail £ L PP gs/ztnalog M+
Sestascn B i1 - % tail -t -/Library/Application) Support/Furtinet/FortiClient/Logs/ztna, o Cl FortiClient - Di +
2022-12-02T18:45:29.1322 S STunnel —» conn &{0%14000616038 014900270280} >4 ({831809526080}) err: cnil> =
2022-12-92T18:45:20 1322 Infe Tt emmel tlosed 8(ar14000i0e038 Dx24000TIERD)  err-inits @ or 1en Isconnecte
2022-12-927T18:45:29 2012 info  ztna  resp.StatusCode=403 TG
2022-12-02T18:45:29,201Z error ztna 403, fgtgateway(httpsi//172.17.80.245 4443/5aas 1. 15=8) connected fail I
2022-12-92T18:45:29..201Z error ztna  fgttunnel.Dail err:authorization error(463)
2022-12-82T18:45:20 2022 info  ztna  redirect 127.0.0.1:49162 -> 108.18.3.5:443
2022-12-927T18:45:29 2022 info  ztna  Dail fgtgateway urlihttps://172.17.80.205:4443/sass 1 e . . .
2022-12-02T18:45:29,2352 info  ztna  resp.StatusCode=493 Register with Zero Trust Fabric
2022-12-92T18:45:29 2357 error ztna 403, fotgateway(https://172.17.80.245: 4443/saasTaddress=crL. dropboxstatic. CoRpOT =443t 1s=0) connected fail )
2022-12-82T18:45:20 2352 error ztna  fottunnel.Dail srr:authorization error(403) Enter Server address or Invitation code:
2022-12-927T18:45:39 1302 info  ztna  comn —> Tunnel &( 3 errienils
2022-12-02T18:45:39.130Z info  ztna  tunnel closed &{0x14080544080 ©x14000132bad}, exri<nil> [172.17.806 [connect] =
2022-12-92T18:45:39.131Z info  ztna  redirect 127.0.0.1:49162 -> 198.18.3.94:443
2022-12-92T18:45:30.1312 info  ztna  Dail fotgateway urlihttps://172.17.80.245:4443/saas?addresswm.dropbox. condport=443atls=0
2022-12-82T18: 4 info  ztna  resp.StatusCode=403
2022-12-02T18:45:39,194Z error ztna 403, fgtgateway(httpsi//172.17.80.245 4443/5aas . dropbox. connected fail
2022-12-92T1 error ztna  fgttunnel.Dail err:authorization error(463)
2022-12-92T1 info  ztna  redirect 127.0.0.1:49162 -> 198.18.3.94:443
2022-12-92T18:45:39.196 info  ztna  Dail fgtgateway Urlihttps://172.17.80.25:4443/saas?addresswm.dropbox. condport=643atls=n
2022-12-02718:45:39,229Z info  ztna  resp.StatusCode=403
2022-12-92T18:45:39 2297 error ztna 403, fgtgateway(https://172.17.80.245: 4443/5aasTaddr ess=wm. TOPbOX. COMEROTt=443&t1s=0) connected fail
2022-12-92T18:45:39 220 error ztna  fottunnel.Dail err:authorization error(403)
2022-12-92T18:45:39 2632 info  ztna  redirect 127.0.0.1:49162 -> 195.18.3.94:443
2022-12-02T18:45:39,263Z info  ztna  Dail fgtgateway urlihttps://172.17.80.245:4443/saas?address=wm.dropbox. coMGROTt=4435t1s=0
2022-12-92T18:45:39.297Z info  ztna  resp.StatusCode=4e3
2022-12-92T18:45:39 2072 error ztna 403, fgtgateway(https://172.17.80.245: 4443/saas dropbox connected fail
2022-12-927T18:45:39.297Z error ztna  fgttunnel.Dail err:authorization error(403)
2022-12-82T18: 45:39,295Z info  ztna  redirect 127.8.0.1:49162 -> 198.18.3,94:443
2022-12-92T18:45:39..299Z info  ztna  Dail fgtgateway url:https://172.17.80.265:4443/saasTaddress=wnm.dropbox. coMGpOTt=443atls=o
2022-12-92T18:45:39 3252 info  ztna  resp.StatusCode=403
2022-12-927T18:45:39 326 error ztna 403, fgtgateway(https://172.17.80.245: 443/ aas dropbox connected fail
2022-12-02T18: 45139326 error ztna  fgttunnel.Dail err:authorization error(403)
2022-12-92T18: 45 40 . 2642 info  ztna  redirect 127.9.0.1:49162 -> 198.18.3.94:443
2022-12-82T18:45:40 . 2642 info  ztna  Dail fotgateway urlihttps://172.17.80.205:4443/saas?addresswm.dropbox. condport=443atls=0
2022-12-92T18: 45:40 . 2652 info  ztna  redirect 127.0.0.1:49162 —> 198.18.3.5:443
2022-12-82T18: 45: 40,2652 info  ztna  Dail fgtgateway urlihttps://172.17.80.245:4443/saas7address=cr1.drophoxstatic. conkport=44aatls=0
2022-12-82T18:45:40.294Z info  ztna  resp.StatusCode=403
2022-12-82T18:45:40 2942 error ztna 403, fgtgateway(https://172.17.80.245: 4443/saas dropbox connected fail
2022-12-82T18:45:40 . 2942 error ztna  fgttunnel.Dail err:authorization error(403)
2022-12-82T18: 45: 40,295 info  ztna  redirect 127.8.0.1:49162 -> 198.18.3,94:443
2022-12-82T18:45:40 2952 info  ztna  Dail fotgateway Url:https://172.17.80.245:4443/saas?address=wm.drophox. coMEpOrt=4i3atls=0
2022-12-92T18:45:40 3142 info  ztna  resp.StatusCode=403
2022-12-92T18:45:40 . 3142 error ztna 403, fgtgateway(https://172.17.80.245: 443/ aas 1 15-0) connected fail
2022-12-02T18: 4540 ,314Z ermor ztna  fyttumel Dail erriauthorization error(403)
2022-12-82T18:45:40 3152 info  ztna  redirect 127.0.0.1:49162 -> 19.18.3.5:44
2022-12-92T18:45:40 3152 Infe Tt Deil Forosteusy urlitipa: /472 A5 80 21814443 zans 1 e
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4. From the FortiGate, view the access logs from Log & Report > ZTNA Traffic.

£3 ‘ Source N 172.17.80.70, X ) Result==deny X ) @ Q |search @ Memory ~ [ Details
Date/Time @ Source Y ZTNA Server Destination Service Result Y Policy ID Group SaaS name
2022/12/02 11:35:41 172.17.80.70 & Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 G Ztna SzaS 172.17.80.245 tep/4443 © Deny Implicit Deny 200m
2022/12/0211:35:41 172.17.80.70 Q) Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny zo0m
2022/12/02 11:35:41 172.17.80.70 & Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny zo0m
2022/12/0211:35:41 172.17.80.70 G Ztna SzaS 172.17.80.245 tep/4443 © Deny Implicit Deny 200m
y Fabric 2022/12/0211:35:41 172.17.80.70 Q) Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny zo0m
Ll Log & Report 2022/12/02 11:35:41 172.17.80.70 & 7tna_Saas 172.17.80.245 tep/4443 © Deny Implicit Deny dropbox
AT 2022/12/0211:35:41 172.17.80.70 G Ztna SzaS 172.17.80.245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 Q) Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/02 11:35:41 172.17.80.70 & Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 G Ztna SzaS 172.17.80.245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 Q) Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/02 11:35:41 172.17.80.70 & Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 G Ztna SzaS 172.17.80.245 tep/4443 © Deny Implicit Deny dropbox
T 2022/12/0211:35:41 172.17.80.70 Q) Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/02 11:35:41 172.17.80.70 & Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny zo0m
2022/12/0211:35:41 172.17.80.70 G Ztna SzaS 172.17.80.245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 Q) Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/02 11:35:41 172.17.80.70 & Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 G Ztna SzaS 172.17.80.245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 Q) Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/02 11:35:41 172.17.80.70 & Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny dropbox
2022/12/0211:35:41 172.17.80.70 G Ztna SzaS 172.17.80.245 tep/4443 © Deny Implicit Deny 200m
2022/12/0211:35:41 17217.80.70 2 Ztna Saas 172.17.80.245 tep/4443 © Deny Implicit Deny zoom
2022/12/02 11:34:45 172.17.80.70 & Ztna_SzaS 172.17.80245 tep/4443 © Deny Implicit Deny zo0m
F:RTINET 0% 426 |Updated: 11:43:56 &

5. Alternatively, use the following commands to display ZTNA logs:

Fortigate# exec log filter category 0

Fortigate# exec log filter field subtype ztna

Fortigate# exec log display

1. date=2022-12-02 time=12:11:04 eventtime=1670011864162361201 tz="-0800"
logid="0005000024" type="traffic" subtype="ztna" level="notice" vd="root"
srcip=172.17.80.70 srcport=51283 srcintf="portl" srcintfrole="lan"
dstcountry="Reserved" srccountry="Reserved" dstip=172.17.80.245 dstport=4443
dstintf="root" dstintfrole="undefined" sessionid=4119 service="tcp/4443" proto=6
action="deny" policyid=0 policytype="proxy-policy" duration=0 vip="ztna proxy"
accessproxy="Ztna SaaS" clientdeviceid="4553FF07359B5B6AADD4DD75421E9C5A"
saasname="dropbox" clientdevicetags="offline/MAC EMS1 CLASS Low/EMS1 CLASS Low"
msg="Denied: failed to match a proxy-policy" wanin=0 rcvdbyte=0 wanout=0 lanin=2761
sentbyte=2761 lanout=2050 fctuid="4553FF07359B5B6AADD4DD75421E9C5A"
appcat="unscanned" crscore=30 craction=131072 crlevel="high"

FortiPAM integration

To configure the FortiPAM integration for FortiClient, you must configure the following:

o FortiPAM. The following instructions assume that you have a licensed FortiPAM ready for configuration. See To
configure FortiPAM: on page 24.

» Enable the FortiPAM feature in EMS. Note that if using a standalone FortiPAM agent, there is no EMS involved. See
To enable the FortiPAM feature in EMS: on page 26.

« Install FortiClient with the FortiPAM feature enabled, then register FortiClient to EMS. Ensure that the FortiPAM
password filler extension is installed in the browser. See To install FortiClient with the FortiPAM feature enabled and
verify the configuration: on page 27.

This document also describes the following use cases:
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» To configure a secret for SSH to a FortiGate: on page 27
o Touse asecrettologinto a website: on page 28

To configure FortiPAM:

1. Login to FortiPAM via the console.
2. Configure the management IP address, default gateway, and DNS settings:

config system dns
set primary 208.91.112.53
set secondary 96.45.46.46
end
config router static
edit 1
set gateway 172.17.162.3
set device "portl"
next
end
config system interface
edit "portl"
set ip 172.17.162.167 255.255.254.0
set allowaccess ping https ssh http telnet
set type physical
set monitor-bandwidth enable
set snmp-index 1
next
end

3. Clear the browser cache.

4. Loginto FortiPAM viaits interface IP address using HTTP. For example, if the interface IP address is
172.17.61.167, go to http://172.17.61.167. Do not use HTTPS. FortiPAM does not support HTTPS before license
validation.

5. Configure zero trust network access (ZTNA) rules and server in FortiPAM. This example sets the ZTNA server
external IP address to 172.17.162.166. Users log in to FortiPAM with this IP address to launch a secret.

config firewall vip
edit "fortipam vip"
set uuid 188232bc-3534-51ed-897e-7d522767d173
set type access-proxy
set extip 172.17.162.166
set extintf "any"
set server-type https
set extport 443
set ssl-certificate "Fortinet SSL"
next
end
config firewall access-proxy
edit "fortipam access proxy"
set vip "fortipam vip"
config api-gateway
edit 1
set url-map "/pam"
set service pam-service
next
edit 2
set url-map "/tcp"
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set service tcp-forwarding
config realservers
edit 1
set address "all"
next
end
next
edit 3
set service gui
config realservers
edit 1
set ip 127.0.0.1
set port 80
next
end
next
end
next
end
config firewall policy
edit 1
set type access-proxy
set uuid 075cff8c-4ele-5led-4d83-41cb5dal9%44e
set srcintf "any"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set access-proxy "fortipam access proxy"
set groups "SSO Guest Users"
set ssl-ssh-profile "deep-inspection"
next
end

6. Loginto FortiPAM as the admin user account. Add a "demo" user that will be used to log in to FortiPAM to launch
predefined secrets for the user, or allow the user to create their own secret:

config system admin
edit "demo"
set accprofile "Power User"
set password "1"
next
end

7. Create a secret folder. In this example, the folder is called "f-demo". In FortiPAM, each secret must belongto a
secret folder. The FortiPAM administrator can assign appropriate permissions for a user to the folder, such as
owner or view-only permissions. Give owner permissions to the demo and admin users for the f-demo folder:

config secret folder
edit 5
set name "f-demo"
set inherit-policy disable
set inherit-permission disable
config user-permission
edit 1
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set user-name "demo" "admin"
set folder-permission owner
set secret-permission owner
next
end
next
end

8. Add the "RDP Secret Launcher" secret and make it display in the f-demo folder. In this example, the folder ID is 5:

config secret database
edit 22
set name "RDP Secret Launcher"
set folder 5
set template "Windows Machine"
set recording enable
set proxy enable
set block-rdp-clipboard disable
set rdp-service-status up
set samba-service-status up
config credentials-history
end
config field
edit 1
set name "Host"
set value "172.17.60.8"
next
edit 2
set name "Username"
set value "ga"
next
edit 3
set name "Password"
set value "ENC 1LUCAA722LevoHAohj7+JInsypOA="
next
end
next
end

To enable the FortiPAM feature in EMS:

1. The default port for communication between FortiPAM and EMS is 9191. This must match the port configured in
FortiPAM in System > Settings > Client Port. To use a custom port, modify the port in both EMS and FortiPAM. In
EMS, go to Endpoint Profiles > System Settings.

Edit the desired profile or create a new one.
Enable Privilege Access Management.

In the Port field, enter 9191.

Click Save.

o o
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To install FortiClient with the FortiPAM feature enabled and verify the configuration:

1. On an endpoint with the FortiPAM feature enabled, open Task Manager. Confirm that the Fortvrs.exe and
Fortitcs.exe daemons are running.

On the desired browser, ensure that the FortiPAM password filler extension is installed.
In FortiPAM, go to Secrets > Secret List.

Select RDP Secret Launcher, then click Launch Secret.

Select Remote Desktop-Windows, then click Launch.

o o

LaunchProgress Launch Secret: RDP Secret Launcher

> Select Launcher |

Getting Info o WebRDP
Launching

6. Inthe prompt, select Yes. You should successfully log in to the remote Windows machine without needing to enter
credentials.

To configure a secret for SSH to a FortiGate:

1. Install PUuTTY on the client machine.

2. |Install FortiClient on the endpoint. The FortiPAM feature must be enabled.

3. Register FortiClient to EMS. Ensure that the profile assigned to the endpoint has the FortiPAM feature enabled.
4. Loginto FortiPAM as the administrator. Add the SSH secret:

a. Obtain the ID for the secret folder that you will use for this secret by running show secret folder. In this
example, the desired directory is f-demo, which has an ID of 5.

b. Obtain the list of secret IDs being used by running show secret database. Inthis example, the ID 22 is
already being used. The example uses 23 as the ID for the new SSH secret:

show secret database
id Secret ID.
22 RDP Secret Launcher

c. Add a secret for SSH to FortiGate, using secret ID 23. The following commands enable proxy and session
recording. Replace the demo, host, username, password, and URL values for your own configuration before
running the commands:
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5.

config secret database
edit 23
set name "ID23 SSHtoFGT"
set folder 5
set template "FortiGate (SSH Password)"
set recording enable
set proxy enable
set ssh-filter enable
set ssh-filter-profile "DEMO"
set ssh-service-status up
config credentials-history
end
config field
edit 1
set name "Host"
set value "172.17.61.28"
next
edit 2
set name "Username"
set value "admin"
next
edit 3
set name "Password"
set value "ENC kseKVIslSftEmwBy80OqUPyYryoA="
next
edit 4
set name "URL"
set value "https://172.17.61.28"
next
end
next
end

In Microsoft Edge, log in to FortiPAM as the demo user to launch the secret and ensure that it works properly by
going to Secrets > Secret List, selecting the newly created, secret, and clicking Launch Secret. Edge is preferred
over Chrome and Firefox for testing this configuration. You should be able to log in to FortiOS successfully without
needing to provide for credentials. A PuTTY dialog opens. After the end of the session, go to Log & Reports >
Secrets > Secret Video to ensure that a video was recorded as configured.

rtiPAM HyperV

©- A~ @Theme~ @ demo-

# Edit| & Move || i Delete | W Clone ¥ AddFavorite ~ # LaunchSecret @ Q Search
Name Last Password Verification Folder Template Description References
,,,,,,,,, © Not checked ™ f-demo X FortiGate (SSH Password) [

Secret List &a RDP Secret Launcher © Not checked B8 demo & Windows Machine o

Sex plates

@ 172176128 - PuTTY - o x

Automated Tasks

To use a secret to log in to a website:

The following provides instructions on how to use a secret to log in to a website. The example website is AWS.
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1. Login to FortiPAM and create a secret to log in to AWS:

config secret database
edit 25
set name "Login AWS"
set folder 5
set template "AWS Web Account"
set recording enable
set proxy enable
config credentials-history
end
config field
edit 1
set name "URL"
set value "https://aws.amazon.com/"
next
edit 2
set name "Username"
set value "yours@gmail.com"
next
edit 3
set name "Password"
set value "ENC yNhlyigiX2TXOnJNuetRYI3EJI4="
next
edit 4
set name "AccountID"
next
end
next
end

Click Launch Secret.

Click Sign in.

Click the root user email address.

Select Use FortiPAM session credentials to autofill the user account, then click Next.

Select Use FortiPAM session credentials to autofill in the password, then click Sign in. FortiClient starts the session
recording and sending the video to FortiPAM until the session finishes.

adWs

o g ks~ wDN

Root user signin e

Email: e @gmail.com

Password Forgot password?
\ﬁl |

Use FortiPAM session credentials
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To debug the integration:

By default, FortiClient-side FortiPAM daemon (fortivrs.exe) debug logs are enabled. File names are as follows. You can
find the files in the trace folder:

« fortivrs_session_0_1.log
« fortivrs_session_1_1.log

The C:\Users\Public\FortiClient\ztna\config.json directory contains zero trust network access (ZTNA) rules. In the

example from To use a secret to log in to a website: on page 28, the file contains one ZTNA rule entry as follows:
{"rules":

[{"name":"InternalPamRuleIteml", "mode":"transparent","destination":"aws.amazon.com:443"
,"gateway":"172.17.162.166:443","encryption":0}1]}.

To debug on the FortiPAM side, you can do the following:

o Go to Network > Packet Capture.
o Use the following commands to troubleshoot:

diagnose debug enable

diagnose wad debug enable level verbose
diagnose wad debug enable category secret
diagnose wad debug enable category ssh
diagnose debug console timestamp enable

FortiEDR Zero Trust tagging rule and visibility

You can add a Zero Trust tagging rule to dynamically tag endpoints that have FortiEDR installed and running. If
FortiEDR is installed, the endpoint details page shows the FortiEDR status. FortiEDR can have one of the following
statuses on the endpoint details page:

Status Description

Running FortiEDR is installed on the endpoint and running.
Installed FortiEDR is installed on the endpoint and not running.
None FortiEDR is not installed on the endpoint.

To add a FortiEDR Zero Trust tagging rule:

1. Add a FortiEDR Zero Trust tagging rule:
a. InEMS, goto Zero Trust Tags > Zero Trust Tagging Rules.
Click Add.
Click Add Rule.
For OS, select Windows, Mac, or Linux.
From the Rule Type dropdown list, select FortiEDR.

P 20T
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f. From the FortiEDR dropdown list, select FortiEDR is installed and running.

Add New Rule
os m Mac Linux i0S Android

Rule Type FortiEDR v

FOMEDR FortiEDR is installed and running

g. Click Save.
h. Configure other fields as desired, then click Save.

2. Onthe endpoint, install FortiEDR and check the FortiEDR status on a FortiEDR collector. See Installing FortiEDR
Collectors.

DASHBOARD  EVENTVEWER @)  FORENSICS v COMMUNGATONCONTROL v @) SECURTYSETTNGS v INVENTORY v @) D C® simubation v

COLLECTORS (9/9) Search Collectors vQ
Al ~ % Create Group
COLLECTOR GROUP NAME DEVICE NAME LASTLOGGED os 1P MAC ADDRESS VERSION STATE LAST SEEN

<=2 High Security Collector Group
0/0)

=0

Default
(@72

Default Collector Group
)

Arjuna Arjunait! Windows 11 Pro 192.168.0.5 00-15-5D-23-03-28 5202113 ® Running Now

3. InFortiClient, go to the avatar page. Confirm that the FortiEDR tag appears.
4. In EMS, go to Endpoints > All Endpoints.
5. Select the endpoint. Under Zero Trust Tags, confirm that the FortiEDR tag appears. Under Third Party Features,
confirm that FortiEDR shows as Running.
2 5 1 4 0

Not Installed Not Registered Out-Of-sync Security Risk Quarantined

rch All Fields = Fiters ~

@ Endpoints @ Scan v FPaich v ¥ Action v -]

% Arjuna a 1 L 192.188.05 3 Policy | Defaut ®EMS B <: Kl vee B 4
(5 Other Endpoints ]

[Summary ] AntiviusEvents  USBMonitorEvents  SandboxEvents  WebfiterEvents  Firewall Events  Vulnerabilty Events  System Events

t1 Connection Status
Managed by EMS ® Managed »
No Emall
51 Other Endpoint: )
(] = LD Configuration Features
Device Aduna S Policy Default <2 » i Antivirus scanning (hidden) =
os E¥ Microsoft Windows 11 Professional Edition, 64-b. Installer (e 5 Real-Time Protection disabled
P 192.168.0.5 FortiClient Version 72.0.0640 B AntiRansomware installed
MAC (MEEAETED FortiClient Serial Number FCT8( 2. Cloud Based Malware Outbreak Detection installed
Public IP TDELTET] FortiClient ID [ LT # Sandbox enabled {hidden)
N 3 ) .
SEms @ ZTNA Serial Number 76DALmL =i | = La Sandbox Cloud installed
Locati Of-Fabri & Web Filter enabled (hidden)
ocation repne Classification Tags & Application Firewall enabled (hidden) =
Ouner 4 = © Remote Access configured
O izati
Hoantaton s @ Vulnerability Scan scanning (hidden) ~
Group Tag S 2 SSOMA installed
Zero Trust Tags. @ all_registered_clients ® User Verification supported
% ForlEDR
Third Party Features
Network Status [ Ethernet » ~
Fortinet Endpoint Detection and
& Virus & Threat Protection U
Hardware Details Model Virtual Machine Response
Vendor Microsoft Corporation & Disk Encryption None
CPU Intel(R) Core{TM}) i9-9980HK CPU @ '@ FortiEDR Running
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Web Filter support on Linux -7.2.1

FortiClient (Linux) supports the following Web Filter features:

o Category-based Web Filter

« URL block/allowlist

o Custom categories

» EMS provisioning and remote logging

To enable this feature, the EMS administrator enables options on a Web Filter endpoint profile as they would for
Windows and macOS endpoints. After FortiClient (Linux) receives the profile updates, Web Filter blocks and allows
access to sites on the endpoint as the administrator configured.

+ Settings
= Violations
R CATEGORY  TIME  USR
www.google.com DenyList 2/22/2023 13:17:00 bheem
accounts.google.com DenyList 2/22/2023 13:16:51 bheem
drive.google.com DenyList 2/22/2023 13:16:47 bheem
incoming telemetry. mozilla.org DenyList 2/22/2023 13:06:48 bheem
detectportal. firefox.com DenyList 2/22/2023 13:06:46 bheem
) beacons.gop.gvt2.com DenyList 2/22/2023 13:06:31 bheem
:*Y WEB FILTER img-getpocket.cdnmozillanet DenyList 2/22/2023 13:06:14 bheem
push.services. mozilla.com DenyList 2/22/2023 13:06:10 bheem
services.addons.mozilla.org DenyList 2/22/2023 13:05:35 bheem
777.com DenyList 2/22/2023 13:05:35 bheem
firefox.sethings. services.mozilla... DenyList 2/22/2023 13:05:33 bheem
lcontent-signature-2.cdn.mozill... DenyList 2/22/2023 13:05:32 bheem
spocs.getpocket.com DenyList 2/22/2023 13:05:32 bheem
contile.services.mozilla.com DenyList 2/22/2023 13:05:31 bheem
www.ubc.ca DenyList 2/22/2023 13:05:04 bheem
dl.eoogle.com DenyList 2/22/2023 12:57:36 bheem
edged|.me.gvtl.com DenyList 2/22/2023 12:57:34 bheem
ocsp.pkigoog DenyList 2/22/2023 12:56:40 bheem
WWW.7 7 7.C0m DenyList 2/22/2023 12:32:21 bheem
icontile-images.services. mozilla... DenyList 2/22/2023 12:32:06 bheem
www.ssminfotech.biz DenyList 2/22/2023 12:24:03 bheem

To display Iptables, run sudo iptables -t nat -L -n -vtodisplay FortiClient Web Filter information. See the
Chain FORTICLIENT-WEBFILTER-CHAIN line:
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Chain FORTICLIENT-WEBFILTER-CHAIN (1 references)
pkts bytes target prot opt in out source destination
-- % * 6.0.0. 0.0.0.0/0 owner UID match

25964 2000K RETURN all
e
RETURN all -- .0.0. 173.243.143.16
RETURN all -- .0.0. 173.243.143.16
RETURN all -- .0.0. 173.243.143.16
RETURN all -- .0.0. 6.0.0.0/0 mark match ox8/
0x8
670 40200 REDIRECT tep -- .0.0. 6.0.0.0/0 tcp dpt:443 red
ir ports 36355
11 660 REDIRECT tcp -- .0.0. 0.0.0.0/0 tcp dpt:80 redi
r ports 36355

FortiClient (Linux) does not fully support the following Web Filter options available in EMS:

e Log AllURLs

o Log User Initiated Traffic

o Action On HTTPS Site Blocking

« Web Browser Plugin for Web Filtering

« Sync Mode

o Check User Initiated Traffic Only

» Safe Search

» Wildcard Match Root Domain

» Bypass Private IP

» Rate IP Addresses

» Using FortiGuard legacy servers

o Custom Block Message

« Enable Web Filtering on FortiClient. This option only works when the endpoint is off-Fabric.
» Monitoring and logging URLSs. FortiClient (Linux) cannot send Web Filter events to a remote FortiAnalyzer.

FortiClient agent upgrade improvements -7.2.1

The FortiClient upgrade process is now more transparent to the end user. 7.2.1 includes the following enhancements:

« The new FortiClient installation tray icon allows the end user to schedule or update an installation at any time. The
end user can only change or schedule the installation if Unattended Installation is disabled in EMS.

« The FortiClient installation dialog shows installation progress.

« Ifthe user does not reboot the system after installation, a reboot reminder appears. This feature requires Reboot
When Needed and Notify Users and Let Them Decide When to Reboot When Users are Logged In to be enabled in
EMS.

« FortiClient only requires system reboot when it requires a driver upgrade.

To upgrade FortiClient:

1. Consider that the EMS administrator schedules a FortiClient deployment. After the endpoint downloads the
FortiClient deployment package, do one of the following to open the setup dialog:

a. AFortiClient installation icon appears in the system tray. Double-click the icon.
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b. Onthe Zero Trust Telemetry and About tabs, FortiClient displays a notification banner regarding the available
update. Click Install Now.

@ FortiClient software update is available

@ FortiClient - Connected

7 Zero Trust Fabric Agent
NA ZERO TRUST TELEMETRY

L1 REMOTE ACCESS ===1 Centrally Managed by EMS
“Q Status: @ Connected =

2. Selectan option in the setup dialog to schedule the installation.
@ FortiClient Setup

FortiClient software installation has been scheduled by your

administrator.

The installation may require a system reboot.
Save your work and dose applications before the installation starts.

(®) Suggested install ime: today at 15:32
(O select a time
3 30 FM Today

(O Install now

Installation will start at the suggested time if no other option is selected.
‘You can reschedule at any time by selecting "Settings..." in the system tray icon menu.

Once installation begins, you can double-click the tray icon to see the progress.

3. Afterinstallation completes, if FortiClient requires a driver upgrade, a reboot prompt displays. You can also open the
prompt from the tray icon. You can reboot now or select Remind me in 15 minutes. The reboot prompt reappears in
15 minutes if you select this option. You can only defer the reboot for 15 minutes once.
@ FortiClient

Please reboot this computer

‘fou must reboot this computer so that software installation can continue.

(@) Reboot now

(C)Remind me in 15 minutes

The system tray tooltip displays the amount of time left before the reboot will occur, and FortiClient displays
warnings before the 15 minutes elapses. Attempts to open the GUI before rebooting open the reboot prompt instead
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of the GUI. After system reboot, drivers update and the installation process completes. The endpoint shows a tray
notification stating Installation Complete.

@ FortiClient System Tray Controller

@ Installation Complete
FortiClient has installed its drivers.

Video Filter profile -7.2.1

A new Video Filter profile is available in EMS. With this profile, you can define an action (block, allow, warn, or monitor)
for the following:

* YouTube video category
e YouTube channel
e Individual YouTube video URL

If you block access to a channel and allow access to a specific video that belongs to the blocked channel, FortiClient
blocks access to the video. The action configured for the channel overrides the action configured for the specific video.

You can also enable Safe Search on the Video Filter and Web Filter profiles. When Safe Search is enabled on both
profiles, the more restrictive settings are applied to YouTube.

This feature requires the Web Filter profile and Enable Web Browser Plugin for Web Filtering to be enabled. This feature
is only available for FortiClient (Windows) endpoints.

To configure a Video Filter profile to block access to sports video category:

In EMS, go to Endpoint Profiles > Web Filter.

Enable Web Filter.

Enable Enable Web Browser Plugin for Web Filtering.
Click Save.

Go to Endpoint Profiles > Video Filter.

Enable Video Filter Profile.

Enable Categories.

For Sports, configure Block as the action.

@ NSO aRODN-=
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9. Click Save.
Video Filter Profile @O &%

Name Default

@ categories @

© - NotRated © - Business ~ | Entertainment
© - Knowledge © - Lifestyle + | Music
© + People © - Society @ ~  Spors

Other FortiGuard Settings

Traffic Action When FortiGuard Server is Unreachable for Rating v

Global us

FortiGuard Server Location

FortiGuard Server Type €

FortiGuard FortiGuard Anycast

Discard Changes Revert To Default

~ Expand Al

Basic

v | Games

© - News

Advanced

« Collapse All

The following shows the browser after the endpoint user attempts to access a sports video on YouTube.

SRTINET

7, URL Blocked by FortiClient

www.youtube.com/watch?v=m_J15hL3Hzc

is in the category | Sports

Your FortiClient administrator has blocked this category

Wrong Category? Click Here
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To configure a Video Filter profile to block access to video by channel ID:

1. In EMS, configure Web Filter settings:
a. Go to Endpoint Profiles > Web Filter.
b. Enable Web Filter.
c. Enable Enable Web Browser Plugin for Web Filtering.
d. Click Save.

2. Goto Endpoint Profiles > Video Filter.
3. Enable Video Filter Profile.
4. Enable Categories.
5. Enable Youtube Advanced Settings.
6. Under Channel Override List, click +.
7. For Action, select Block.
8. Inthe Channel ID field, enter the YouTube channel ID. This example blocks the BTSport and dazncanada channels.
9. Click Save.
Video Filter Profile @) @ g& - Expand Al « Collapse Al
Name Default Basic XML
@ Categories @ -
¥ | Not Rated ~ Business ¥ Entertainment ¥ Games
@ ~ | Knowledge @ ~  Lifestyle @ ~  Music @ v News
@ ~  Peope @ ~ | society @ ~ Sspors
@ Youtube Advanced Settings -
Hide Video Comments
Enable Safe Search @
Channel Override List hd
Filter Channe! Querride Delete L Export & Import 4+ Add & Refresh
Action 3 Channel ID 5 Comments ¥
Q- BTSport block BTSport
@ - dazncanada
EEE) 1ol 2
Video Override List -
The following shows the browser after the endpoint user attempts to access the blocked channels.
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F::RTINET ) URL Blocked by Forticlient

www.youtube.com/@dazncanada

is blacklisted

Your FortiClient administrator has blocked this page

To configure a Video Filter profile to block access to video by URL:

1.

® NG RN

In EMS, configure Web Filter settings:

a. Go to Endpoint Profiles > Web Filter.

b. Enable Web Filter.

c. Enable Enable Web Browser Plugin for Web Filtering.
d. Click Save.

Go to Endpoint Profiles > Video Filter.

Enable Video Filter Profile.

Enable Categories.

Enable Youtube Advanced Settings.

Under Video Override List, click +.

For Action, select Block.

In the Video URL field, enter the video URL in the format: youtube.com/watch?v=<video ID>.
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9. Click Save.

Video Filter Profle @ @ §f

~ Expand All

& Categories @
© ~  NotRated ©@ - Business @ -+ Entertainment © ~ Games
© *  Knowledge © v Lifestyle @ v Music © | News
@ v People @ v Society @ v Sports

@0 Youtube Advanced Seftings
Hide Video Comments

Enable Safe Search &

Channel Override List

B

Action ¥ Channel ID ¥

Comments &

© ~| | BTSport block BTSport

© - | dazncanada Comments

(s [0

Video Override List

=

Fiter Viszo Overise Zimpot +Add O Refresh
Action #  Video Title ¢ Video URL &

Comments &

@ | | Demoto block Speciic URL youtube comiwalch?v=m2YJ7aR25P0 Comments

The following shows the browser after the endpoint user attempts to access the blocked video.

SERATINET ) URL Blocked by Forticlient

l aun 1 www.youtube.com/watch?v=m2YJ7aR25P0

is blacklisted

Your FortiClient administrator has blocked this page
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Web Filter ISDB queries for unrated IP category -7.2.1

FortiGuard does not categorize known IP addresses for some services, such as Webex. This can block traffic to these
services when you configure FortiClient Web Filter to block the unrated category. You can now configure

Internet Services Database (ISDB) XML elements to set actions for applications using their ISDB owner and application
IDs. FortiClient queries ISDB with the unrated IP address to obtain the application name and applies the action as the
EMS administrator defined on the Web Filter profile.

To configure Web Filter ISDB queries for cloud applications in unrated IP category:

1. Configure the Web Filter profile:

STQ@ -9 20 T

In EMS, go to Endpoint Profiles > Web Filter.

Edit the desired profile or create a new one.

Enable Categories.

For Unrated, set the action to Block.

Click + beside Unrated.

In Cloud Application, click Add.

Select the desired application and set the desired action for it. In this example, it is Allow. Click Add.
Enable Rate IP addresses.

Click Save.

2. After FortiClient receives the Web Filter update, run Webex on the endpoint. FortiClient queries ISDB, and since
Webex matches the settings configured on the Web Filter profile, allows access when FortiGuard categorizes it as
an unrated IP address.

Set a status < + Q Search, meet, and call Connect to a device
01:06 @) ( B Layout

O wsl's Personal Room @ Meeting Info

Participants (2)

& Invite people

~ In the meeting (2)

John Taylor

Princess Mah

Mute all  Unmute all

The following shows the FortiClient FortiProxy log when this feature is not configured. You can see that FortiGuard
returns the IP as unrated (iCat=0) and FortiClient blocks it (n_ClassAction=3):

[2023-04-04 21:20:47.8473595] [2064:4156] [fortiproxy 713 info] fid=1216 current
state: listen server hello
[2023-04-04 21:20:47.8473611] [2064:4156] [fortiproxy 723 info] fid=1216
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extractCommonName :
[2023-04-04 21:20:47.8473643]
[170.72.88.124]

[2023-04-04 21:20:47.8473714]
(21)https://170.72.88.124
[2023-04-04 21:20:47.8473743]
[2023-04-04 21:20:47.8476214]
context=0x0000000000000000 ok
[2023-04-04 21:20:47.8476998]

[1 hasCert=0
[2064:

[2064:

[2064:
[2064:

[2064:

4156]

4156]

4156]
4228]

4228]

iClass=0, m CatAction=3, m ClassAction=0

[2023-04-04 21:20:47.8507145]
pid=1944

[2023-04-04 21:20:47.8507294]
pid=1944

[2023-04-04 21:20:47.8507329]
or class action is denied

[2064:4156]

[2064:4156]

[2064:4156]

[fortiproxy

[fortiproxy

[fortiproxy
[fortiproxy

[fortiproxy

[fortiproxy

[fortiproxy

[fortiproxy

770

783

819
460

282

657

657

688

info] fid=1216 Common name:
info] fid=1216 check->
info] fid=1216 querying
info] fid=1216

info] fid=1216 iCat=0

info] fid=1216 family=2
info] £id=1211 family=2
info] fid=1211 act action

When this feature is not configured, Web Filter logs this IP address (170.72.88.124) as a violation:

% WEB FILTER

+ Settings

+ Exclusion List

= Violations

1707288124
1707222213
1707213449

Unrated
Unrated
Unrated

4/4/2023 9:20:49 PM
4/4/2023 9:20:46 PM
4/4/2023 9:20:46 PM

userl
userl

userl

The following shows the FortiClient FortiProxy log when this feature is configured. You can see that FortiGuard
returns the IP as unrated (icat=0) . FortiClient queries it and returns the owner and application IDs, which match

those values for Webex in ISDB:

[2023-04-04 15:29:21.2228238]
family=2 pid=6980

[2023-04-04 15:29:21.2228553]
state: listen server hello
[2023-04-04 15:29:21.2228574]
extractCommonName: []
[2023-04-04 15:29:21.2228606]
name: [150.253.134.155]
[2023-04-04 15:29:21.2228873]
(23)https://150.253.134.155
[2023-04-04 15:29:21.2228904]
querying

[2023-04-04 15:29:21.2231367]

[2992

[2992

[2992

hasCert=0

[2992

[2992

[2992

[2992
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:4120]

:4120]

:4120]

:4120]

:4120]

:4120]

:4224]

[fortiproxy

[fortiproxy

[fortiproxy

[fortiproxy

[fortiproxy

[fortiproxy

[fortiproxy

657

713

723

770

783

819

460

info]

info]

info]

info]

info]

info]

info]

£id=7520

fid=7520 current

£id=7520

£fid=7520 Common

£1d=7520 check->

£id=7520

£id=7520
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context=0x0000000000000000 ok

[2023-04-04 15:29:21.2231961] [2992:4224] [fortiproxy 282 info] f£id=7520 iCat=0
iClass=0, m CatAction=3, m ClassAction=0

[2023-04-04 15:29:21.2232007] [2992:4224] [fortiproxy 727 info] ISDBAction
ip=0x96£fd869b, owner=30 app=103 action=0

[2023-04-04 15:29:21.2232016] [2992:4224] [fortiproxy 311 info] ISDB action
ip=0x96£d869b, action=0

[2023-04-04 15:29:21.2738060] [2992:4120] [fortiproxy 657 info] f£id=7520
family=2 pid=6980

[2023-04-04 15:29:21.2738312] [2992:4120] [fortiproxy 504 info] fid=7520
[2023-04-04 15:29:21.2738393] [2992:4120] [fortiproxy 517 info] fid=7520 current

state: 2, cat action: 0, class action: O

SSOMA improvements -7.2.1

The FortiClient single sign on mobility agent (SSOMA) supports the following new features:

» Support for pure Azure Active Directory (AD) mode. SSOMA sends the Azure AD domain and tenant ID to
FortiAuthenticator in pure/native Azure AD mode.

« Sends FortiClient UUID and EMS serial number/tenant ID to FortiAuthenticator.
» Sets the SNI field when communicating with FortiAuthenticator.

The following document uses two use cases to illustrate these features. Use case A illustrates a scenario using a local
AD. Use Case Biillustrates a scenario using a pure/native Azure AD or a hybrid Azure AD.

Use case A: local AD

1. Configure FortiAuthenticator:

a.

b
c.
d

In FortiAuthenticator, go to Fortinet SSO Methods > SSO > General.

. Toggle on Enable FortiClient SSO Mobility Agent Service.

In the FortiClient listening port field, enter 8001.

. Toggle on Enable authentication.
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e. Inthe Secret key field, enter the desired preshared key. In this example, it is Fortinet123!
Edit SSO Configuration

FortiGate

Listening port: 8000
Enable encryption

@D Enable authentication

Secret |'{E‘VZ ssssnsne
Login expiry: 480 minutes
Extend user session beyond logoff by: 0 seconds (0-3600)

Enable NTLM authentication
Fortinet Single Sign-On (F550)

Maximum concurrent user sessions: 0 [Configure Per User/Group]

Log level: Error Waming Info

Enable Windows event log polling (e.g. domain controllers/Exchange servers)
Enable FortiNAC S50
Enable RADIUS Accounting S50 clients
@ Enable Syslog SSO[Configure syslog sources]
Allow TLS encryption
@D Enable FortiClient 550 Maobility Agent Service
FortiClient listening port: 8001
Require client certificate in TLS connection
@O Enable authentication
Secret key: ssssssns

f. Go to Authentication > Remote Auth. Servers > LDAP.
g. Add the remote authentication server. In this case, it is the local AD server.

2. In EMS, edit the desired endpoint profile's XML configuration to match the IP address, port, and PSK configured on
the FortiAuthenticator:

<fssoma>
<enabled>1</enabled>
<serveraddress>fac0824.local:8001</serveraddress>
<presharedkey>Fortinetl123!</presharedkey>
</fssoma>

3. After FortiClient connects to EMS and receives the profile changes, go to Settings. Under Advanced, confirm that
SSOMA is enabled and the configuration is updated.

4. Under Logging, click Export logs. Confirm that SSOMA sends the FortiClient UUID and EMS serial number/tenant
ID to FortiAuthenticator:

6/13/2023 11:38:04 AM debug fsso UUID:2ECE708...

6/13/2023 11:38:04 AM debug fsso strUsername:administrator,
strAZDomain:MYFOREST.LOCAL

6/13/2023 11:38:26 AM debug fsso GetAZureSessionUserInfo (), Calling of
RunExternalProgram is successful

FortiClient & FortiClient EMS 7.2 New Features Guide 43
Fortinet Inc.



ZTNA

6/13/2023 11:38:26 AM debug fsso GetAZureSessionUserInfo(), Calling of
ParseConsoleQutput is failed, error:-1

6/13/2023 11:38:26 AM debug fsso session ID:2 has added to session table
6/13/2023 11:38:26 AM debug fsso Succeede to add session 2

6/13/2023 11:38:26 AM debug fsso Found current user, session ID: 2
6/13/2023 11:38:26 AM debug fsso CSessionManager: :AddSession has been
called, dwSession:65536

6/13/2023 11:38:26 AM debug fsso Failed to call WTSQueryUserToken for
session ID:65536,error:2

6/13/2023 11:38:26 AM debug fsso Failed to get token for session
ID:65536,error:2

6/13/2023 11:38:26 AM debug fsso failed to add session 65536

6/13/2023 11:38:26 AM debug fsso current active session 2

6/13/2023 11:38:26 AM debug fsso Found current logon session 2 in session
list

6/13/2023 11:38:26 AM debug fsso CSessionManager: :GetAl1IPAddress is
called

6/13/2023 11:38:26 AM debug fsso CSessionManager: :GetAl11TIPAddress:1293
IPv4 address:192.168.90.2

6/13/2023 11:38:26 AM debug fsso EMS SN:FCTEMS8821090628

6/13/2023 11:38:26 AM debug fsso Start to resolve address for
FortiAuthenticator:fac0824.local, TICC:5894281, TID:9072

6/13/2023 11:38:26 AM debug fsso Succeeded to resolve address for
FortiAuthenticator:fac0824.local, FAC IP:172.19.200.110, TICC:5894281, TID:9072
6/13/2023 11:38:26 AM debug fsso SendAndReceive (), Local IP:192.168.90.2,
FAC IP:172.19.200.110, FAC Port:8001, TICC:5894281, TID:9072

6/13/2023 11:38:26 AM debug fsso SendAndReceive (), succeeded to send event
to authenticator, TID:9072

6/13/2023 11:38:26 AM debug fsso FortiAuthenticator
config:fac0824.1local:8001

6/13/2023 11:38:26 AM debug fsso Address Category:0

6/13/2023 11:38:26 AM info fsso date=2023-06-13 time=11:38:25 logver=1l
1d=96980 type=securityevent subtype=fsso eventtype=status level=info uid=2ECE708...
devid=FCT8000... hostname=DESKTOP-JSOHILY9 pcdomain=myforest.local
deviceip=192.168.90.2 devicemac=00-15-5d-23-03-0e site=default fctver=7.2.0.0690
fgtserial=N/A emsserial=FCTEMS88... usingpolicy=Default os="Microsoft Windows 10

Professional Edition, 64-bit (build 19045)" user=administrator msg="Single Sign-On
event" action=logon domain="MYFOREST.LOCAL,Workstation Name:DESKTOP-
JSOHILY9,IP:192.168.90.2,FAC:172.19.200.110, succeeded to send session info,
TICC:5894375, TID:9072"

Use case B: pure/native or hybrid Azure AD

1.

Configure Azure AD and add an enterprise application for FSSO:
a. Signinto the Azure AD portal as an administrator. Some configurations require a global administrator privilege.

b. Create a user and ensure that users may join devices:

i. Go to Home > Manage Azure Active Directory > View button > Manage > Users > New User. Configure a
new user as desired.
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2. In EMS, edit the desired endpoint profile's XML configuration to match the IP address, port, and PSK configured on

ii. Goto Home > Manage Azure Active Directory > View button > Manage > Devices > Device Settings.
Enable Users may join devices to Azure AD.

Create an enterprise application:

i. Go to Home > Manage Azure Active Directory > View button > Manage > Enterprise Applications > New
Application > Create Your Own Application.

ii. Select Integrate any other application you don't find in the gallery (Non-gallery). Configure other settings
as desired.

Set the newly created enterprise application as a directory reader:
i. Goto Home > Manage Azure Active Directory > View button > Manage > Roles and Administrators.
ii. Inthe Administrative Roles list, search for and select Directory Readers.
iii. Add Assignments > Search for the name of the newly created enterprise application > Add button.
Register the enterprise application with the Microsoft Identity Platform and generate an authentication key:

i. Go to Home > Manage Azure Active Directory > View button > Manage > App Registrations > All
Applications.

ii. Search for and select the newly created enterprise application.
iii. Click Manage > Certificates & Secrets > New Client Secret.
iv. Inthe Add a Client dialog, set a description and expiry date, then click Add.

v. Note down the string in the Value column. This value is only visible immediately after creation and will be
hidden after you leave this page. You will use this value later.

the FortiAuthenticator:

<fssoma>

<enabled>1</enabled>
<serveraddress>fac0824.local:8001</serveraddress>
<presharedkey>Fortinetl1l23!</presharedkey>

</fssoma>

3. InFortiAuthenticator, configure OAuth:

a.
b.
c.

Go to Authentication > Remote Auth. Servers > OAUTH > Create New.
From the OAuth source dropdown list, select Azure Directory.

In the Client ID field, enter the application ID of the enterprise application that you created. You can find the
client ID in Azure by going to Home > Manage Azure Active Directory > View button > (in sidebar) Manage >
Enterprise Applications > Search for Application Name.

In the Client Key field, enter the value from the Value column in step 1.e.v.
Enable Include for SSO.

In the Azure AD tenant ID field, enter the tenant ID. You can find this value in Azure by going to Home >
Manage Azure Active Directory > View button > Overview > Tenant ID. Click OK.

Edit Remote OAuth Server

Name: FSSOMA_Mod
OAuth source: Azure Directory v
Client 1D: cfca7791-
Client Key: [ ---------------------------------------- ]
@ Include for SSO
Azure AD tenant ID: f1a72219-

“ Cjn:e'
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Connect the endpoint with Azure AD. On the endpoint, go to Settings > Accounts. Beside Add a work or school
account, click Connect.

Install FortiClient on the endpoint. Go to Settings and verify that FortiClient has received the SSOMA configuration
from EMS.
In FortiAuthenticator, go to Monitor > SSO > SSO Sessions. Confirm that there is an entry for the endpoint.

In FortiClient, go to Settings > Logging and click Export logs. Confirm that SSOMA sends the FortiClient UUID and
EMS serial number/tenant ID to FortiAuthenticator:

6/13/2023 11:29:30 AM debug fsso GetAZureSessionUserInfo(), Calling of
RunExternalProgram is successful

6/13/2023 11:29:30 AM debug fsso GetAZureSessionUserInfo (), username:jkim,
domain:fortinetvan.onmicrosoft.com, tenantID:£f1a72219-...

6/13/2023 11:29:30 AM debug fsso strAZUsername:jkim,

strAZDomain: fortinet.onmicrosoft.com, strAZTenantID:£f1a72219-...

6/13/2023 11:29:30 AM debug fsso session ID:2 has added to session table
6/13/2023 11:29:30 AM debug fsso Succeede to add session 2

6/13/2023 11:29:30 AM debug fsso Found current user, session ID: 2
6/13/2023 11:29:30 AM debug fsso CSessionManager: :AddSession has been
called, dwSession:65536

6/13/2023 11:29:30 AM debug fsso Failed to call WTSQueryUserToken for
session ID:65536,error:2

6/13/2023 11:29:30 AM debug fsso Failed to get token for session
ID:65536,error:2

6/13/2023 11:29:30 AM debug fsso failed to add session 65536

6/13/2023 11:29:30 AM debug fsso CSessionManager: :AddSession has been
called, dwSession:65537

6/13/2023 11:29:30 AM debug fsso Failed to call WTSQueryUserToken for
session ID:65537,error:2

6/13/2023 11:29:30 AM debug fsso Failed to get token for session
ID:65537,error:2

6/13/2023 11:29:30 AM debug fsso failed to add session 65537

6/13/2023 11:29:30 AM debug fsso current active session 2

6/13/2023 11:29:30 AM debug fsso Found current logon session 2 in session
list

6/13/2023 11:29:30 AM debug fsso CSessionManager: :GetAll1IPAddress is
called

6/13/2023 11:29:30 AM debug fsso CSessionManager: :GetAl11IPAddress:1325
IPv4 address:192.168.90.5

6/13/2023 11:29:30 AM debug fsso EMS SN:FCTEMS882...

6/13/2023 11:29:30 AM debug fsso Start to resolve address for
FortiAuthenticator:fac0824.1local, TICC:-1981885328, TID:9452

6/13/2023 11:29:30 AM debug fsso Succeeded to resolve address for
FortiAuthenticator:fac0824.1local, FAC IP:172.19.200.110, TICC:-1981885328, TID:9452
6/13/2023 11:29:30 AM debug fsso SendAndReceive (), Local IP:192.168.90.5,
FAC IP:172.19.200.110, FAC Port:8001, TICC:-1981885312, TID:9452

6/13/2023 11:29:30 AM info fsso date=2023-06-13 time=11:29:29 logver=1l
1d=96980 type=securityevent subtype=fsso eventtype=status level=info
uid=FDE6A554A2... devid=FCT800... hostname=Arjuna pcdomain=N/A

deviceip=192.168.90.5 devicemac=00-15-5d-23-03-3f site=default fctver=7.2.1.0759
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fgtserial=N/A emsserial=FCTEMS882... usingpolicy=Default os="Microsoft Windows 11
Professional Edition, 64-bit (build 22621)" user=jkim msg="Single Sign-On event"
action=logon domain="fortinet.onmicrosoft.com,Workstation
Name:Arjuna,IP:192.168.90.5,FAC:172.19.200.110, succeeded to send session info,
TICC:-1981885234, TID:9452"

6/13/2023 11:29:30 AM debug fsso SendAndReceive (), succeeded to send event
to authenticator, TID:9452

6/13/2023 11:29:30 AM debug fsso FortiAuthenticator
config:fac0824.1local:8001

6/13/2023 11:29:30 AM debug fsso Address Category:0

Forensics agent included in FortiClient (Windows) installation -7.2.2

The Forensics agent is now transparently installed as part of the FortiClient (Windows) installation. FortiClient sends the
Forensics agent status to EMS during the log collection and upload process. After the Forensics agent collects logs, it
automatically uploads them to a server where the Forensics team can download and analyze them.

The FortiClient installation installs artifactcollector.exe, which is the Forensics agent.

To check the Forensics engine version:

In Command Prompt, go to the FortiClient installation directory. By default, this is C:\Program Files\Fortinet\FortiClient.
Runupdate task -d.ChecktheArtifact collector lineto determine your Forensics engine version. The
following shows example output for this command:

s\Fortinet\FortiClient»update task -d

railable.

If a newer version is available on FortiGuard Distribution Servers, FortiClient updates the engine.

When the EMS administrator requests analysis on an endpoint, the FortiFS daemon and artifactcollector.exe start
collecting forensics logs temporarily in C:\Windows\temp. Once log collection is complete, FortiClient uploads the
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collection to a server where the Forensics team can download it. FortiFS deletes the log collection from
C:\Windows\temp.

17 Task Manager — O *
File Options  View

Processes Performance App history Startup  Users Details  Services

=

Name PID Status User name CPU  Memory (a.. UACvirtualizat.. ™
[#5]adconnector.exe 3464 Running SYSTEM 00 3,932K Mot allowed
[] artifactcollector.exe 9752 Running SYSTEM 46 744976 K Not allowed

You can view the forensic agent status in EMS. See FortiGuard Forensics service support on on-premise EMS 7.2.2 on
page 230.

Zero Trust tagging rule for endpoints with all vulnerability severity levels -7.2.2

This feature adds support for adding a Zero Trust tagging rule to tag endpoints based on a range of severity levels, such
as endpoints that only have vulnerabilities of a medium or lower severity, or no vulnerabilities.

To create a rule to tag endpoints with high and critical vulnerabilities:

1. InEMS, go to Zero Trust Tags > Zero Trust Tagging Rules.

2. Click Add, then Add Rule.

3. From the Rule Type dropdown list, select Vulnerable Devices.
4. From the Severity Level dropdown list, select High or higher.
5. Click Save.

Add New Rule
os m Mac Linux i0S Android

Rule Type Vulnerable Devices N

Severity Level NOT | High or higher v

To create a rule to tag endpoints with high and lower severity vulnerabilities:

In EMS, go to Zero Trust Tags > Zero Trust Tagging Rules.
Click Add, then Add Rule.

From the Rule Type dropdown list, select Vulnerable Devices.
Beside Severity Level, select NOT.

From the Severity Level dropdown list, select Critical.

o Db =
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6. Click Save.

Add New Rule
os m Mac Linux i0S Android

Rule Type Vulnerable Devices -

Severity Level poell ~iiical .

To create a rule to tag endpoints with no vulnerabilities:

In EMS, go to Zero Trust Tags > Zero Trust Tagging Rules.
Click Add, then Add Rule.

From the Rule Type dropdown list, select Vulnerable Devices.
Beside Severity Level, select NOT.

From the Severity Level dropdown list, select Low or higher.
Click Save.

2

Scheduling support for Web Filter -7.2.2

This feature adds a scheduling option to the Web Filter profile. You can specify the timeframe that the profile is
applicable. During the configured timeframe, Web Filter filters web traffic based on the configured actions for categories
and exclusions. When the scheduled timeframe ends, Web Filter functions based on the configured fallback action:

+ When you configure Fallback Action as Allow, FortiClient allows all web access on the endpoint, including
categories that Web Filter is set to block during the schedule timeframe.

» When you configure Fallback Action as Block, FortiClient blocks all web access on the endpoint, excluding URLs
that you have configured to be allowed in the blocklist.

You can configure this feature on a Web Filter profile imported from FortiOS or FortiManager, as well as Web Filter
profiles for Chromebooks.

This feature functions based on the system time in EMS. Time changes on the endpoint do not affect this feature.
A new plug-in for Chrome, Firefox, and Edge supports this feature. Blocking running processes when the scheduled

timeframe ends and the Fallback Action is configured to Block requires this plug-in.

To configure Web Filter scheduling:

1. In EMS, go to Endpoint Profiles > Web Filter.
2. Create a new profile or edit an existing one.
3. By default, Scheduling is disabled. Enable Scheduling.
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4. Configure the following options:

Configuration Description

Days of Week From the dropdown list, select the days of the week for the
schedule.

All Day If desired, enable All Day to schedule Web Filter settings to take
effect all day long on the selected days of the week.

Start At Select the desired time for the Web Filter settings to start on the
selected days of the week. This option is not available if you select
All Day.

End At Select the desired time for the Web Filter settings to end on the
selected days of the week. This option is not available if you select
All Day.

Fallback Action Select the desired action for Web Filter to take for web traffic

outside of the scheduled times.
¢ When you configure Fallback Action as Allow, FortiClient
allows all web access on the endpoint, including categories
that Web Filter is set to block during the schedule timeframe.
* When you configure Fallback Action as Block, FortiClient
blocks all web access on the endpoint, excluding URLs that
you have configured to be allowed in the blocklist.

5. Click Save.
Web Filter Profile @ @ - Expand Al « Collapse Al
Name Default Basic XML
@ Sscheduling >
Days of Week Sunday x Monday % || Tuesday % | Wednesday %
Thursday % Friday %
All Day
StartAt 09:00 AM @
End At 07:00 PM 0]
Fallback Action @ @ Block v
General -
@ categories -
Adult/Mature Content o~ +
Bandwidth Consuming @~ +
General Interest - Business o - +
General Interest - Personal - +
Potentially Liable @~ +
Security Risk - +
Unrated - +

Discard Changes Revert To Default
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OS Zero Trust tagging rule supports comparators -7.2.2

When creating an operating system (OS) Zero Trust tagging rule, you can select one of the following logical
comparators:

o =(Equal)

o > (Greater than)
e <(Lessthan)

» >=(Greater than or equal to)

(
o <=(Less than or equal to)

Prior to this improvement, when a new OS released, you had to manually update the rule to include the newly released
OS version. Now, for example, if you configure a rule to apply to all OS versions greater than macOS Ventura, it would
include any future macOS releases, and you would not have to manually update the rule each time Apple released a new
macOS version.

You can use the comparators in combination with NOT.

FortiClient 7.2.2 and later versions support comparators. FortiClient 7.2.1 and earlier versions do not support
comparators and apply rules with comparators as if they use =.

To tag a Fedora endpoint with a rule using operators:

In EMS, go to Zero Trust Tags > Zero Trust Tagging Rules.
Click Add, then Add Rule.

For OS, select Linux.

From the Rule Type dropdown list, select OS Version.
Configure the following rules using comparators:

o P D=

» =FedoraLinux 36

e NOT = Fedora Linux 35
e <FedoralLinux 37

e >Fedora 34
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6. Configure other fields as desired, then save.

Add New Rule

os Windows Mac i0S Android
Rule Type 0S Version v
0S Version NOT | = ~ | FedoraLinux35 v n

Fedora Linux 36

(=]
=

< Fedora Linux 37

> Fedora 34

o
=

Comparisons other than '='
will only apply to FortiClients
7.2.2 and above. FortiClients
below 7.2.2 will interpret the
rule as ="'

EMS tags an endpoint running Fedora Linux 36 with the tag configured for this rule.

FortiPAM agent client executable integrity check -7.2.2

FortiClient 7.2.2 adds an integrity check feature that allows you to check wither the privilege access management (PAM)
client has been tampered with or not while launching an application.

The FortiPAM administrator defines the verification method to use. Once the secret is launched, FortiPAM sends
verification information to the fortivrs through info response. FortiClient then verifies the certificate or checksum. If
verification fails, the launch stops and an error displays. This feature supports the following verification methods:

Method Description

Executable FortiPAM supports the following hash value types for the PAM agent integrity check:
hash « MD5
e SHA1
e SHA256
You can use the Certutil tool to calculate the hash checksum value for the installed launcher
applications such as PuTTy, RDP, VNC, TightVYNC, or WinSCP.
1. When secrets launch, PAM informs FortiClient that integrity check is enabled and provides it with
the hash value configured in package.
2. FortiClient compare this hash value with the launcher application hash value:
« Ifthe hash values match, the secret launches.
« Ifthe hash values do not match, "The required software to launch is not installed on the
computer. Click here to download" displays.
FortiClient calculates all hash values MD5/SHA1/SHA256 for the installed application and launches
the secret if it matches any hash value.
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Method Description

Certificate When secrets launch, the PAM agent verifies the application integrity using its digital certificate.
FortiClient verifies if the application certificate authority (CA) certificate is available in the Windows
certificate store as a trusted root CA.

If a known public CA signed the certificate and the certificate is available on the Windows certificate
store, the secret launches.

If the private CA configured in the FortiPAM integrity check package that PuTTy signed, the PAM
agent considers it as a valid certificate and the secret launches.

If a public CA did not sign the certificate or the FortiPAM-configured certificate is unavailable in the
Windows certificate store, it is not valid and a prompt to download the application configured

on FortiPAM displays and the secret launch stops.

You can configure Package Download Option as follows:

Package download option Description

External Download URL Enter launcher application's external download URL link.

Internal Download URL Upload launcher application directly to the package.

If verification fails, "The required software to launch is not installed on the computer. Click here to download" displays.
Clicking "here" downloads the launcher application. You can install this application and use it for launching secrets.

The FortiPAM agent can only perform integrity checks on native secrets such as RDP, Putty, VNC, TightVNC, and
WinSCP.

To configure PAM agent integrity check using executable hash when launching PuTTY:

1. Configure FortiPAM:
a. InFortiPAM, go to Secret Settings > Integrity Check.

b. Create a client software package using PuTTy's SHA 256 executable hash.
c. Inthe Hashfield, enter the PuTTY.exe file's hash value. Do not enter the PuTTy.msi file's hash value.
d. From the Package Download Option dropdown list, select External download URL.
e. Inthe External Download Urlfield, enter the PuTTy.exe file's external download URL. Click OK and save.
Edit Client Package X
Name SHA256_Package
Integrity Check Option Executable hash b
Hash Algorithm SHA-256 b
Hash bee79e0247f4474655d500659e7fad45f2!
Package Download Option | External download URL b

External Download Url @  https://the.earth.li/~sgtatham/putty/latest/

f. Configure the PuTTy launcher:
i. Goto Secret Settings > Launchers > PuTTy.
ii. Enable Client Software.
iii. From the dropdown list, select the desired client software package. Save.
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g. Configure the template:
i. Goto Secret Settings > Templates > FortiGate SSH Password Template.
ii. Under Launcher, click Create.
iii. From the Launcher Name dropdown list, select PuTTY.
iv. Inthe Launcher Portfield, enter the port number.
v. Enable Integrity Check. Click OK and save the template.
Install FortiClient with PAM enabled.
Register to EMS.
Go to Settings > Advanced. Ensure that PAM is enabled.
Log in to FortiPAM as a standard user from the endpoint.
Go to Secrets > Secret List.
Click Launch Secret to launch the PuTTy secret through the PuTTy application. The PuTTy session establishes.

Go to C:\Program Files\Fortinet\FortiClient\logs\trace\fortivrs_session_1_1.log to verify the integrity check-related
logs. From the example logs, you can observe that FortiClient calculates MD5, SHA1 and SHA256 checksums and
then compares them with the executable hash in the FortiPAM integrity check package:

[2023-08-09 09:51:47.7398329] [12376:6272] [fortivrs 2316 info] startProgram:
cmdline2-1: C:\Program Files\PuTTY\putty.exe admin@172.19.200.253 -P 22
[2023-08-09 09:51:47.7435547] [12376:6272] [fortivrs 2316 info]

PerformHashCheck: Program Path(C:\Program Files\PuTTY\putty.exe), HashMethod: 1,
Calculated HashSum: 14080A3E4E877BE235F06509B2A4B6A9

[2023-08-09 09:51:47.7465327] [12376:6272] [fortivrs 2316 info]
PerformHashCheck: Program Path(C:\Program Files\PuTTY\putty.exe), HashMethod: 2,
Calculated HashSum: 868866BD51F1AC744991C08EDA6446222A0CCDAE

[2023-08-09 09:51:47.7506061] [12376:6272] [fortivrs 2316 info]
PerformHashCheck: Program Path(C:\Program Files\PuTTY\putty.exe), HashMethod: 3,
Calculated HashSum:
35C9DF3A348AE805902A95AB8AD32A6D61EF85CA8249AE78F1077EDD2429FE6B

[2023-08-09 09:51:47.7513043] [12376:6272] [fortivrs 2316 info]
PerformIntegrityCheck: (exe-hash):: Program Path (C:\Program Files\PuTTY\putty.exe),
HashSum Matched for SHA256

[2023-08-09 09:51:47.7556323] [12376:6272] [fortivrs 2316 info] startProgram:
Program Started, pid: 9868, session: 9540

[2023-08-09 09:51:47.7569721] [12376:12572] [fortivrs 2316 info]
updateFortiVRS0: Send Client Update to FortiVRS[0], res code (3)

[2023-08-09 09:51:47.7607448] [12376:12560] [fortivrs 2316 info]

SendUpdatetoFortiVRS0: SendUpdatetoFortiVRSO success!.

When the integrity check fails due to a tampered PuTTY application (executable hash value mismatch between the
PuTTY.exe file and the hash in FortiPAM), "The required software to launch is not installed on the computer. Click
here to download" displays. Click here to download the PuTTY.exe application to the endpoint. Install the
application and relaunch the secret. Secret launching succeeds with the newly downloaded application.

To configure PAM agent integrity check using certificate when launching RDP signed by private CA:

1. Configure FortiPAM:
a. InFortiPAM, go to System > Certificates > Create/Import > Certificate > Import Certificate > Certificate and
upload the certificate and key files. Enter and confirm the password, then click Create and OK. The uploaded
certificate displays under Local CA Certificates.
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Q@ -0 20T

+ Create/Import ~ | | & Edit Delete | @ ViewDetails | & Download | | | Search Certificate Details x

Name + Subject # Comments  Name 5 myCApem
[ Local CACertificate @ Version 3
5 Fortinet CA_SSL C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut... This is the default CA certificate the SSL Serfal Number
W5 Fortinet_CA_Untrusted  C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut... This is the default CA certificate the SSL.
Subject:
& myCApem C=CA,ST=BC, L=Burnaby, O = Fortinet, OU = FortiPAM, CN = QA
Common Name (CN) A
[E Local Certificate Q
Organization (0) Fortinet
W5 Fortinet_Factory C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiProxy, CN...  This certificate is embedded in the hardy
Organization Unit (OU) ~ FortiPAM
W Fortinet_Factory_Backup = C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiProxy, CN...  This certificate is embedded in the hardv . .
Locality (L) Burnaby
B Fortinet_SSL C =S, ST = California, L = Sunnyvale, O = Fortinet, QU = FortiGate, CN ...  This certificate is embedded in the hardv State (ST) BC
FS Fortinet_SSL_DSA1024  C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ..  This certificate is embedded in the hard¥  Country/Region (C) CA

¥ Fortinet_SSL_DSA2048 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ... This certificate is embedded in the hardv

I Fortinet_SSLECDSA256  C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ... This certificate is embedded inthe hardy  'SSUeT:

5 Fortinet_SSL_ECDSA384  C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN .. This certificate is embedded inthe hardy COmmon Name (CN) QA

& Fortint_SSLECDSAS21  C =US, ST - California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN.. | This certificate is embedded in the hardy  ©"82N12ation (O) Fortinet

= : e : " ; . N Organization Unit (OU)  FortiPAM
E§ Fortinet SSL_ED448 C=Ws, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate is embedded in the hardv
Locality (L) Burnaby
B9 Fortinet_SSL_ED25519 C =S, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate is embedded in the hardv State (sT) .
ate

¥ Fortinet_S5L_RSA1024 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...~ This certificate is embedded in the hardv N
Country/Region (C) CA
E¥ Fortinet_SSL_RSA2048 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...~ This certificate is embedded in the hardv

& Fortinet_SSL_RSA4096 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate is embedded in the hardv  Validity Period:

¥ Fortinet_Wifi € =US, ST = California, L = Sunnyvale, O = "Fortinet, Inc", CN = auth-cert... This certificate is embedded inthe firmw  Valid From  2023/05/23 16:59:02
¥ ems_loc_pfrpfx C=CA,ST = British Columbia, L = Burnaby, O = Fortinet Canada (Techno... ValidTo  2028/05/2116:59:02
5§ myPAM C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiPAM,CN ...  This certificate is automatically generate
Fingerprints:
] Remote CA Certificate @ R
= MD5 Fingerprint  F5:B6:4B:91:4D:D8:05:9D:00:4F:F2:51:14:4C:1D:3C
B CA Cert_1 DC=LOCAL, DC = L4RTP.CN = L4RTP-AD4-EMS-LAB-CA
B Fortinet CA C =S ST = California. | = Sunnwvale. O = Forfinet. OU = Certificate Aut.

a Fxtensions:

0 Security Rating lssues Close &, Download

Go to Secret Settings > Integrity Check.
Create a client software package using the certificate.
From the CA Certificate dropdown list, select the uploaded certificate.
From the Package Download Option dropdown list, select Internal download URL.
In the Package field, upload the mstsc.exe file that the private CA signed. Click OK and save.
Configure the RDP launcher:

i. Goto Secret Settings > Launchers > Remote Desktop-Windows.

ii. Enable Client Software.
iii. From the dropdown list, select the desired client software package. Save.
Configure the template:

i. Goto Secret Settings > Templates > FortiGate SSH Password Template.

ii. Under Launcher, click Create.
iii. From the Launcher Name dropdown list, select Remote Desktop-Windows.
iv. Inthe Launcher Port field, enter the port number.

v. Enable Integrity Check. Click OK and save the template.

On the Windows endpoint, go to C:\Windows\System32 and replace the mstsc.exe signed by the public CA with the
mstsc.exe file signed by the private CA (myCA.pem). To replace the file, change the permissions on the mstsc.exe
file signed by public CA by going to Properties > Security > Advanced, clicking Change beside Owner, and entering
the user account that is currently logged in, and clicking OK. Click Apply and OK to save the permission. Then
replace the file with the mstsc.exe signed by private CA.
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Advanced Security Settings for mstsc O H
MName: CAWindows\System32\mstsc.exe
Owner: John (QAVMJohn) % Change

Resource Properties
Permissions Auditing Effective Access

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available).

Permissicn entries:

Type Principal Access Inherited from
8 Allow  SYSTEM Full control CAWindows\Systermn32h,
SR Allow  Administrators (QAVM\Administrators) Full control CAWindowsh\System32h
S Allow  Users (QAVM\Users) Read & execute CAWindowsh\System32h
Allow  ALL APPLICATION PACKAGES Read & execute CAWindows\Systermn32h,
Allow  ALL RESTRICTED APPLICATION PACKAGES Read & execute CAWindows\System32\
‘pChangepermissions Wiew

Disable inheritance

Cancel Apply

Install FortiClient with PAM enabled.

Register to EMS.

Go to Settings > Advanced. Ensure that PAM is enabled.

Log in to FortiPAM as a standard user from the endpoint.

Go to Secrets > Secret List.

Click Launch Secret to launch the RDP secret through the RDP application. The RDP session establishes after
verifying the mstsc.exe file certificate. Since the RDP application is signed by a private CA, the application
certificate is considered valid and the secret launches.

Go to C:\Program Files\Fortinet\FortiClient\logs\trace\fortivrs_session_1_1.log to verify the integrity check-related
logs. From the example logs, you can observe that the RDP application (mstsc.exe) file certificate is verified and
then secret session is launched:

[2023-08-15 13:56:16.9145914 UTC-07:00] [15228:15280] [fortivrs 2434 info]
startProgram: cmdline2-1: ndirsystem32\mstsc.exe /V:172.19.200.243:3389
/noConsentPrompt

[2023-08-15 13:56:16.9150111 UTC-07:00] [15228:15280] [fortivrs 2434 info]
PerformIntegrityCheck: Secret does not exist at path: ndirsystem32\mstsc.exe
[2023-08-15 13:56:16.9154416 UTC-07:00] [15228:15280] [fortivrs 2434 info]
startProgram: cmdline3: C:\Windows\mstsc.exe /V:172.19.200.243:3389
/noConsentPrompt

[2023-08-15 13:56:16.9158138 UTC-07:00] [15228:15280] [fortivrs 2434 info]
PerformIntegrityCheck: Secret does not exist at path: C:\Windows\mstsc.exe
[2023-08-15 13:56:16.9160824 UTC-07:00] [15228:15280] [fortivrs 2434 info]
startProgram: cmdline4: C:\Windows\system32\mstsc.exe /V:172.19.200.243:3389
/noConsentPrompt
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[2023-08-15 13:56:16.9628112 UTC-07:00] [15228:15280] [fortivrs 2434 info]
IntegrityCheck: :PhpVerifyFile: WinVerifyTrust I Status Code: 0x800b010a

[2023-08-15 13:56:16.9639246 UTC-07:00] [15228:15280] [fortivrs 2434 info]
PerformIntegrityCheck: (cert):: Program Path (C:\Windows\system32\mstsc.exe),

Certificate Verified

Admin session recording -7.2.2

This feature allows live monitoring of active privileged sessions between the FortiPAM user and target server. This
feature allows FortiPAM admins to monitor user sessions and actions in real time and to force any ongoing sessions to
disconnect. When FortiPAM triggers monitoring, the FortiClient PAM agent performs screen capture and uploads it to
FortiPAM.

FortiClient uses the Fortivrs deamon to encode the recording videos in livestream format and upload it to the PAM server
for native secrets. When the web secrets launch, the FortiPAM browser extension encodes the browser recording video
in livestream format and uploads it to the PAM server.

Fortivrs and the browser extension keep the backward compatibility and follow the PAM server control flag to enable or
disable the livestream recording.

The following assumes that PAM is already enabled and configured in EMS.

To configure admin session recording:

1. Configure admin session recording in FortiPAM:

Log in to FortiPAM as an administrator.

Go to System > Settings.

Enable Live Recording.

Go to User Management > User Definition.

Create a standard user.

Go to Secrets > Secret List > Create > Personal and select the created user.
Go to Create and configure a PuTTy secret on the PAM server.

Enable Session Recording. Click Submit.

2. Install FortiClient with the PAM agent and register to EMS. In Settings > Advanced, ensure that PAM is enabled.
Ensure that the FortiPAM password filler extension is installed in the browser.

3. Loginto FortiPAM as the standard user from the endpoint.

SQe «9 20 T
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4. Launch the PuTTy secret through web SSH. The web SSH session establishes and the recording begins.

% Add Favorite || C Change Password = ¥ Verify Password o Launch Secret

Secret Permission €@ Credential His

General

Name PuTTY
Folder ® John Smith v
Template Fort - &
Server Information (® Inherit Server Information from Template
Associated Secret (B No associated secret
Description
P
B Fields
Host 172.19.200.253
Username | admin
Password ssssssese @ |k
URL
Secret Setting @
Automatic Password Changing Enable
Automatic Password Verification Enable
Session Recording Disable m
Proxy Mode @ Always enabled
Tunnel Encryption Enable
Back Discard Changes

Log in to FortiPAM as an administrator.
Go to Monitoring > Active Sessions. You can only monitor the livestream for active sessions.
Select the PuTTy livestream session.

Click Monitor to view the livestream. You can minimize or close the livestream window to have the livestream run in
the background. FortiPAM terminates the active session when you click Disconnect.

® N o a
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Monitoring John Smith on PuTTY
CLi Console (1)

FGT-1 # sh
#config-version=FGVNH6-7.2.5-FW-build1517-238686 :opmode=1 :vdom=8 :user=admin
#conf_fTile_ver=26447519556588195
#buildno=1517
#global_vdom=1
config system global
set admin-server-cert "Fortinet_Factory”™

Picture in picture  m

set admintimeout 488

set alias “"FGVMB4TM21889549"

set gui-ipv6 enable

set hostname "FGT-1"

set management-port-use-admin-sport disable

set remoteauthtimeout 128

set timezone B4

end
config system accprofile

edit “prof_admin™
set secfabgrp read-write
set ftviewgrp read-write
set authgrp read-write
set sysgrp read-write
set netgrp read-write
set loggrp read-write
set fwgrp read-write
set vpngrp read-write
set utmgrp read-write
set wanoptgrp read-write
set wifi read-write

next

macOS 14 Sonoma Zero Trust tagging rule -7.2.2
You can create a Zero Trust tagging rule in EMS to dynamically tag endpoints that are running macOS 14 Sonoma.

To configure a macOS 14 Sonoma Zero Trust tagging rule:

In EMS, go to Zero Trust Tags > Zero Trust Tagging Rules.
Click Add.

In the OS field, select Mac.

From the Rule Type dropdown list, select OS Version.
From the dropdown list, select =.

Enter Sonoma.

ok wbd-=
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7. Click Save.
Zero Trust Tagging Rule Set

Name Sonoma
Tag Endpoint As @ macOS14-Sonoma M
Enabled [ @)
Comments Optional
&
Rules @ Edit Logic < Add Rule
Type Value
& Mac (1)
OS Version = Sonoma

Save Cancel

The following shows that EMS has correctly tagged an endpoint as running macOS 14 Sonoma.

1 0
i Zero Trust Tags Qutbreak Tags
Endpaint with Tag
BLlow (1)
B mac0314-Sonoma (1)
Endpoint User (013
test's_Virtual_Machine & = macOS 14.0.0

FortiClient version Zero Trust tagging rule -7.2.3

You can create a Zero Trust tagging rule in EMS to tag endpoints by the FortiClient version installed. This rule type
supports using comparators to configure rules for a range of FortiClient versions. This rule type is available for the
following FortiClient platforms:

o Windows
« macOS
e Linux

« i0S

» Android

To configure a FortiClient Zero Trust tagging rule:

1. In EMS, go to Zero Trust Tags > Zero Trust Tagging Rules.
2. Click Add, then Add Rule.
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3. Inthe OSfield, select the desired OS.
4. From the Rule Type dropdown list, select FortiClient Version.
5. From the dropdown list, select the desired comparator:

o =(Equal)

» > (Greater than)

e <(Lessthan)

o >=(Greater than or equal to)

e <= (Less than or equal to)

If desired, you can select NOT to indicate that the rule applies to endpoints that do not have the configured
FortiClient version installed.

6. Enter the desired FortiClient version. For example, to configure a rule that applies to endpoints that have FortiClient
7.0.8 installed, enter 7.0.8.

7. Click Save.

Add New Rule
os m Mac Linux i0S Android

Rule Type FortiClient Version

FortiClient Version . _ -

=
Format allowed:

* Version numbers <major>.<minor>.<patch> (e.g. 7.2.8)
* Version numbers with build: ¢major>.<minor>.<patch>.<build> (e.g. 7.8.3.8229)

The following shows several rules configured for endpoints that have FortiClient 7.0.8, FortiClient versions greater than
orequal to 7.0.8, and so on:

Zero Trust Tagging Rule Sets

Name T+ Tag T+ Enabled
win_equal_708 win_equal_708
win_greater_or_equal_708 win_greater_or_equal_708
win_greater_than_708 win_greater_than_708
win_less_or_equal_708 win_less_or_equal_708
win_less_than_708 win_less_than_708
win_not_equal_708 win_not_equal_70&

The following shows an endpoint that has FortiClient 7.2.2 installed. You can see that it received tags that indicate it has
a FortiClient version that is greater or equal to 7.0.8, greater than 7.0.8, and not equal to 7.0.8:
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0 : 0 " 0
Not Installed : Not Registered =t Out-Of-Sync

[ ] Endpoints @ Scan v Paich v ¥ Action +

2" DESKTOP-TQLISTR ﬁ Donald - 192.168.1.3 = Policy | Default
&

O Other Endpoints

Antivirus Events Sandbox Events ‘Web Filter Events Video Filter Events Firewall Events Vulnerability Events

Donald Connection

Donald Harris Managed by EMS @®
donald@gmail.com

4751445121 Configuration

3 Other Endpoints

Policy Default & =
Device DESKTOP-TQLISTR [ Installer Not assigned
[o1:3 B® Microsoft Windows 10 Professional Edition, ... FortiClient Version 7.2.2.0861
IP 192.168.1.3 FortiClient Serial Number FCT800:
MAC 00-15-5d-bb-d2-05 FeortiClient ID 86043F2
Public IP 208.91.115.30 ZTNA Serial Number ACCE64
Status Online

] Classification Tags

Location On-Fabric =
Oowner &

Organization &

Group Tag + Add

Zero Trust Tags all_registered_clients

win_greater_or_equal_708

L ]

»

¥ win_greater_than_708
% win_not_equal_708
L ]

win_not_equal_708

Support for wildcard and regular expressions in Subject CN field for certificate
tagging rule -7.2.3

The Subject CN field available when configuring a certificate Zero Trust tagging rule in EMS now supports wildcards,
regular expressions, and case insensitivity. The Subject CN field is also optional. This allows the following benefits:

« Use asingle Zero trust tag for endpoints that have a certificate issued by Active Directory, which usually has
hostnames as the subject CN

» Use a single Zero trust tag for endpoints that have user-based certificates, which use usernames as the subject CN,
by using regular expressions

« Since the subject CN field is optional, EMS can use the subject alternative name in the certificate.

To configure this feature:

In EMS, go to Zero Trust Tags > Zero Trust Tagging Rules.

Click Add.

Click Add Rule.

In the OS field, select Windows, Mac, or Linux.

From the Rule Type dropdown list, select Certificate.

From the dropdown list, select Simple, Regex, or Wildcard, then enter the desired value in the field.

In the Issuer CN field, enter the desired value. This field does not support case insensitivity, regular expressions, or
wildcards. You must enter it exactly as it is on the installed certificate.

No ok obh-=

FortiClient & FortiClient EMS 7.2 New Features Guide
Fortinet Inc.



ZTNA

8. Click Save.

Add New Rule
DS m Mac Linux ios Android

Rule Type

Certificate >
Certificate
Subject CN Simple ¥ | Optiona
NOT
Issuer CN
Match type 'RegEx' and Aa Simple: Perform a case-insensitive matching against Subject field.

"Wildcard' for Subject Field
will only apply to FortiClients
7.2.3 and above. FortiClients
below 7.2.3 will interpret the
rule as "Simple’.

7 Wildcard: 2 matches any character once. For example, the pattern 1232322 will match
123abc, but not 123a or 123abcdef . * matches zero or more characters.

.~ Regex: Use Perl Compatible Regular Expressions (PCRE) to perform matching against
Subject field.

The following provides examples of use cases for this feature:

Use case Certificate subject CN Regular expressions to
configure in EMS Subject CN
field

Certificate subject CN contains ~ Subject CN = David- \b\w+\b\-\d

the following: 200999.Marketing.fortiClient.fortinet.local {6)\.\w+\.fortiClient\.fortinet\.local

e Username » David is the username.
e UserID e 200999 is the user ID.
* Department * Marketing is the department.

Certificate subject CN contains ~ Subject CN = SEA-200998- SEA\-\d{6}\-Des\w{4)\d(\..+)+

the following: Desktop1.fortinet.local

» Office location ¢ SEA s the office location.
¢ Device owner ID e 200998 is the device owner ID.
¢ Host asset number ¢ Desktop1 is the host asset number.

Endpoint: Remote Access

Selecting closest gateway for VPN connection

FortiClient (Linux) and (macOS) add the ability to sort VPN gateways in a list based on ping speed and TCP round trip
time. FortiClient then selects and connects to the closest gateway in the list accordingly. Prior to this implementation,
FortiClient (Linux) and (macOS) could only sort and select a VPN gateway from a list in the given order.

FortiClient (Linux) and (macQOS) use of the following bases to select the closest remote gateway:

o Ping response time duration
o TCP round trip time (TCP three-way handshake (SYN, SYN-ACK, ACK))
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In the following examples, FortiClient can connect to the following VPN gateways:

Name IP address

VPN gateway A 172.17.61.220
VPN gateway B 172.17.162.20

To configure FortiClient to select the gateway based on ping speed:

In EMS, go to Endpoint Profiles > Remote Access.

Create a new profile, and add a VPN tunnel with multiple gateways.

Go to Advanced Settings.

Under Redundant Sort Method, select Ping Speed.

Assign the profile to the desired endpoint.

After the endpoint receives the updated profile from EMS, connect to the configured VPN tunnel.

In Terminal, ping the remote gateways. When VPN gateway A has a lower ping response time than VPN gateway B,
FortiClient connects to VPN gateway A. When VPN gateway B has a lower ping response time than VPN gateway
A, FortiClient connects to VPN gateway B.

No U A ®ON =

>> @~ L4®- O admin~

VPN c @
Duration Connection Mode
B Connected < 10Minutes W Tunnel
d Sessior Q Locateon VPNMap @ View Connection Details Search Q
Username & Remote Host & Duration & Connections & Bytes &
172178158 13s @ Tunnel Connections

You can observe these results in Wireshark. When FortiClient sends an echo request to both gateways and an echo
reply returns from the VPN gateway B before VPN gateway A, FortiClient initiates a VPN connection with
VPN gateway B.

e0e Ethernet: en0
4 @& e s =
Am e BHRE QRes=EF S CRC
| ip.addr == 172.17.61.220 or ip.addr == 172.17.162.20 [x] -+
No. Time Source Destination Protocol  Lengtt Info —
1856 25.549606  172.17.81.58 172.17.61.220 1aMP 62 Echo request 1d=0x3239, seq=0/0, ttl=64 (reply in 1859)
1857 25.551569  172.17.81.58 172.17.162.20 0P 62 Echo request id=0x00a5, seq=0/0, ttl=64 (reply in 1858)
1858 25.552199  172.17.162.20 172.17.81.58 1aMP 62 Echo | Seq=0/0, tt1=254 (request in 1857) — |
1859 25.572553 o 172.17.81.58 0P Echo 3 (request in 1856)

26.087232 172.17.162.20 62410 - 44330 [SYN] Seq=0 Win=65535 Len=

26.089367 172.17.81.58 172.17.162.20 62410 - 44330 [ACKI Seq=1 Ack=1 Win=131712 Len=0 TSval=3266646980 TSecr=20786642 =
1035 26.089633  172.17.81.58 172.17.162.20 TLSvL. 583 Client Hello -
1936 26.00203  172.17.162.20 172.17.81.58 Tep 66 44330 - 62410 [ACK] Seq=1 Ack=518 Win=180224 Len=0 TSval=20786642 TSecr=3266646900
1937 26.090267  172.17.162.20 172.17.81.58 TLSvL. 165 Hello Retry Request, Change Cipher Spec
1938 26.090520  172.17.81.58 172.17.162.20 o 66 62410 - 44330 [ACKI Seq=518 Ack=10 Win=131648 Len=0 TSval=3266646901 TSecr=20786642
1939 26.091452  172.17.81.58 172.17.162.20 TLSvL. 430 Change Cipher Spec, Client Hello —
1941 26.094591  172.17.162.20 172.17.81.58 TLSvL. 1514 Server Hello, Application Data
1942 26,094592  172.17.162.20 172.17.81.58 Application Data, Application Data, Application Data

1943 26.094898  172.17.81.58 172.17.162.20 62410 - 44330 [ACK] Seq=882 Ack=2050 Win=129664 Len=0 TSval=3266646905 TSecr=20786643

26.115872  172.17.162.20 172.17.81.58 m Application Data

26.116238

172.17.162.20 P 54 62418 -~ 44330 [RST] Seq=883 Win=0 Len=0

2067 28.042200  172.17.81.58 172.17.162.20 TP 62411 -+ 44330 [ACK] Seq=1 Ack=1 Win=131712 Len=0 TSval=4860654533 TSecr=20787128 =
2069 28.042076  172.17.81.58 172.17.162.20 TLSV1. 583 Client Hello |
2070 28.043972  172.17.162.20 172.17.81.58 Tcp 66 44330 -~ 62411 [ACK] Seq=1 Ack=518 Win=180224 Len=0 TSval=20787131 TSecr=4060654533
2071 28.047398  172.17.162.20 172.17.81.58 TLSvL. 165 Hello Retry Request, Change Cipher Spec
2072 28.053530  172.17.81.58 172.17.162.20 Tcp 66 62411 - 44330 [ACK] Seq=518 Ack=100 Win=131648 Len=0 TSval=4060654544 TSecr=20787132 —
2074 28.061574  172.17.81.58 172.17.162.20 TLSV1. 430 Change Cipher Spec, Client Hello -
2075 28.068886  172.17.162.20 172.17.81.58 TLSV1. 1514 Server Hello, Application Data
2076 28.068888  172.17.162.20 172.17.81.58 TLSv1. 577 Application Data, Application Data, Application Data
2077 28.070526  172.17.81.58 172.17.162.20 TCp 66 62411 - 44330 [ACK] Seq=882 Ack=2050 Win=129664 Len=0 TSval=4060654561 TSecr=20787137
2078 28.079706  172.17.81.58 172.17.162.20 TLSV1. 140 Application Data —
2079 28.080785  172.17.162.20 172.17.81.58 TLSV1. 321 Application Data =
2080 28.080787  172.17.162.20 172.17.81.58 TLSv1. 321 Application Data
2081 28.081285  172.17.81.58 172.17.162.20 TLSV1. 417 Application Data
2082 28.081286  172.17.81.58 172.17.162.20 Tcp 66 62411 - 44330 [ACK] Seq=1307 Ack=2569 Win=130560 Len=0 TSval=4060654572 TSecr=20787140
2083 28.082006  172.17.162.20 172.17.81.58 TLSV1. 709 Application Data
2084 28.082007  172.17.162.20 172.17.81.58 TLSV1. 90 Application Data ;

| Frame 1932: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface ene, id @ ) 9000 90 6c ac ad 57 d9 00 Oc 29 85 3a 62 @8 00 45 00 -1 W-- - )-:b E N

O 7 virsshark_EthemetD3FZU1.pcapng Packets: 3114 - Displayed: 208 (6.7%) - Dropped: 0 (0.0%) Profile: Default
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To configure FortiClient to select the gateway based on TCP round trip time:

In EMS, go to Endpoint Profiles > Remote Access.

Create a new profile, and add a VPN tunnel with multiple gateways.
Go to Advanced Settings.

Under Redundant Sort Method, select TCP Round Trip Time.
Assign the profile to the desired endpoint.

o gk wbh-=

After the endpoint receives the updated profile from EMS, connect to the configured VPN tunnel. You can observe

these results in Wireshark. FortiClient initiates a TCP handshake with both gateways and connects to the faster
(closer) gateway. In the example, since VPN gateway B is faster, it connects to that gateway.

© BERE Qe =G Y

Ethernet: en0.

@ Q& ir

220 or ip.add

| 1657 25.958628

172.17.81.58

172.17.162.20

172.17.162.20

Protocol _ Lengtt

-+ 44330 [SYN] Seq=0 1460 Ws=64 TSval: 7 TSecr=0 SACK_PERM
78 62545 1330 [SYN] Seq=0 Win=65535 Len=0 MSS=146@ WS=64 TSval=4852340527 TSecr=0 SACK_PERM

66 62545 - 44330 [ACK] Seq=1 Ack=1 Win=131712 Len=@ TSval=4@52340532 TSecr=21099859

1659 25.960112

1664 25.983244

1666 26.011798

1668 26.018

1669 26

1716 26.301277
1717 26.301385
1718 26.301849

172.17.162.20

172.17.81.58

172.17.61.220

172.17.81.58
172.17.81.58
172.17.162.20

172.17.81.58

172.17.61.220

172.17.81.58

172.17.162.20
172.17.162.20

73 44330 - 62545 [PSH, ACK] Seq=1 Ack=2 Win=180224 Len=7 TSval=21099860 TSecr=4052340533

- 44330 [R:
-+ 44330 [RST]

TLSV1.. 583 Client Hello
e 66 62549 - 44330 [ACK] Seq=1 Ack=1 Win=131712 Len=0 TSval-3378186603 TSecr=21099945
TCP 66 44330 - 62549 [ACK] Seq=1 Ack=518 Win=180224 Len=0 TSval=21099945 TSecr=3378186603

1.

1720 26.302166
1721 26.302436
1722 26.303563
1723 26.307013
1724 26.307015
1727 26.307412

172.17.162.20
172.17.81.58
172.17.81.58
172.17.162.20
172.17.162.20
172.17.81.58

172.17.81.58
172.17.162.20
172.17.162.20
172.17.81.58
172.17.81.58
172.17.162.20

TLSvL. 165 Hello Retry Request, Change Cipher Spec

TCp 66 62549 -+ 44330 [ACK] Seq=518 Ack=100 Win=131648 Len=0 TSval=3378186604 TSecr=21099945
TLSvi. 430 Change Cipher Spec, Client Hello

TLSvL. 1514 Server Hello, Application Data

TLSvL. 577 Application Data, Application Data, Application Data

Tcp 66 62549 - 44330 [ACK] Seq=882 Ack=2050 Win=129664 Len=0 TSval=3378186610 TSecr=21099946

1734 26.342108

172.17.162.20

172.17.81.58

TLSvi. 90 Application Data

VPN autoconnect/always up logic improvement

Windows and FortiClient VPN login controls are now more logically positioned and coordinated. Connecting to a VPN
tunnel that requires a certificate is a one-step process. If a tunnel requires a certificate, the user selects the certificate
from the Windows login screen, in the same form where they provide VPN credentials. This is similar to connecting to
VPN from the FortiClient GUI. This improvement eliminates an additional dialog that appeared for certificate selection in
7.0, streamlining the process for end users.

FortiClient & FortiClient EMS 7.2 New Features Guide

Fortinet Inc.

65



ZTNA

Robert Smith

Connect a VPN tunnel & log in to Windows

SSL-VPN

Support load balancing SSL VPN gateways with one FQDN

When connecting to SSL VPN with an FQDN, FortiClient remembers the IP address with which it contacts the FortiGate
and reuses it throughout the connection phase. This feature is available for FortiClient (Windows) 7.2.0 and unavailable
for FortiClient (macOS) or (Linux).

Prior to this enhancement, users experienced failed connections when load balancing SSL VPN gateways with one
FQDN. The failed connections were due to the DNS server returning results using round robin while FortiClient tried to
establish the SSL VPN connection during the login phase, leading to the connections going to different FortiGates.

With this enhancement, before SSL VPN authentication, FortiClient resolves the FQDN to an IP address and saves it to
the hosts file. This keeps FortiClient connected to the same FortiGate during the entire tunnel establish process,
including authentication and tunnel creation.

To support this feature, the DNS server must return the same IP addresss to multiple name lookup requests (sticky
session).

To configure load balancing SSL VPN gateways with one FQDN:

1. Configure multiple remote gateways and map them to one FQDN on the DNS server. In this example, the remote
gateways are 172.17.161.168 and 172.17.162.10. The FQDN is fortigatessl.fortinet.local.

2. InEMS, go to Endpoint Profiles > Remote Access.
3. Create a VPN tunnel with the following settings:
a. In Basic Settings, for Type, select SSL VPN.
b. Inthe Remote Gateway field, enter the FQDN. In this example, it is fortigatessl.fortinet.local.
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c. Inthe Portfield, enter the port number for SSL VPN tunnel establishment.

Editing VPN Tunnel: Test

@ Changes to this VPN tunnel will not be saved until the profile is saved.

Basic Settings Basic Settings

Split Tunnel
Name

Application Based B8
Test

Advanced Settings Cannot contain the characters |\ "&%<>

On Connect Script
Type

On Disconnect Script SSL VPN IPsec VPN

Remote Gateway

fortigatessl fortinet local ﬂ n

Port

444

Require Certificate

@ Prompt for Username

d. In Advanced Settings, enable Enable SAML Login, FQDN Resolution Persistence, and Use External Browser
as User-agent for SAML Login.

e. Configure other settings as desired, and save the profile.

The following shows the XML configuration for this tunnel:

<forticlient configuration>

<vpn>

<enabled>1</enabled>

<options>
<use legacy vpn before logon>0</use_ legacy vpn before logon>
<autoconnect only when offnet>0</autoconnect only when offnet>
<minimize window on connect>1</minimize window_on connect>
<disable connect disconnect>0</disable connect disconnect>
<autoconnect on install>0</autoconnect on install>
<suppress_vpn notification>0</suppress vpn notification>
<on_os_start connect has priority>0</on os start connect has priority>
<show negotiation wnd>0</show negotiation wnd>
<keep running max tries>1</keep running max tries>
<use windows credentials>0</use windows_ credentials>
<secure_ remote access>0</secure remote access>
<on_os_start_connect/>
<allow personal vpns>1</allow personal vpns>
<show vpn before logon>0</show vpn before logon>

</options>

<sslvpn>
<connections>
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<connection>
<name>Test</name>
<uid>EC71C6B4-8C6D-460F-A141-F8982338867B</uid>
<machine>0</machine>
<keep running>0</keep running>
<username/>
<password/>
<certificate/>
<prompt certificate>0</prompt certificate>
<prompt username>1</prompt username>
<fgt>1</fgt>
<is_ fgd cloud>0</is_ fgd cloud>
<disclaimer msg/>
<sso_enabled>1</sso_enabled>
<keep fqgdn resolution consistency>1</keep fqgdn resolution consistency>
<use_ external browser>1</use external browser>
<azure auto login>
<enabled>0</enabled>
<azure app>
<tenant name/>
<client id/>
</azure_ app>
</azure_auto_login>
<single user mode>0</single user mode>
<ui>
<show_remember password>1</show remember password>
<show_alwaysup>1</show alwaysup>
<show_autoconnect>1</show_autoconnect>
<save_ username>0</save username>
</ui>
<warn_invalid server certificate>0</warn_invalid server certificate>
<redundant sort method>0</redundant sort method>
<RedundantSortMethod>0</RedundantSortMethod>
<tags>
<allowed/>
<prohibited/>
</tags>
<host check fail warning/>
<server>fortigatessl.fortinet.local:444</server>
<on_connect>
<script>
<os>windows</os>
<script/>
</script>
</on_connect>
<on_disconnect>
<script>
<os>windows</os>
<script/>
</script>
</on_disconnect>
<traffic control>
<enabled>0</enabled>
<mode>1</mode>
</traffic control>
</connection>
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</connections>
<options>
<enabled>1</enabled>
<warn_invalid server certificate>0</warn invalid server certificate>
<dnscache service control>0</dnscache service control>
<prefer sslvpn dns>1</prefer sslvpn dns>

<disallow invalid server certificate>0</disallow_invalid server certificate>

<no_dns_ registration>0</no_dns_registration>
</options>
</sslvpn>
</vpn>

</forticlient configuration>

To verify the configuration:

1.

4,
5.

In FortiClient, on the Remote Access tab, select the desired tunnel from the VPN Name dropdown list.
2. Click SAML Login.
3. Open the hosts file. Confirm that an entry was added to resolve the SSL VPN tunnel FQDN:

#

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
1

Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host
localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
N localhost

72.17.161.168 fortigatessl.fortinet.local

Enter valid SAML credentials to successfully establish the SSL VPN tunnel.

Confirm that the entry in the hosts file was removed after FortiClient established the SSL VPN tunnel connection:

H H= = FH H H H H H H H FH H H

Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host
localhost name resolution is handled within DNS itself.
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# 127.0.0.1 localhost
# ::1 localhost

6. Disconnect from the VPN tunnel.
7. Starta new connection to the same VPN tunnel.
8. Confirm that an entry was added to resolve the SSL VPN tunnel FQDN to a different remote gateway:

# Copyright (c) 1993-2009 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should
be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.
Additionally, comments (such as these) may be inserted on individual

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X .acme.com # x client host
localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
HE localhost

#
#
#
#
#
#
#
# lines or following the machine name denoted by a '#' symbol.
#
#
#
#
#
#
# :
172.17.162.20 fortigatessl.fortinet.local

9. Confirm that the entry in the hosts file was removed after FortiClient established the SSL VPN tunnel connection.

Network lockdown for off-fabric endpoints -7.2.1

You can configure network lockdown for off-fabric endpoints when they are not connected to SSL VPN.

When network lockdown is configured, when an endpoint goes off-fabric, a grace period that the EMS administrator
configured comes into effect. During the grace period, an endpoint can continue to access LAN and the Internet without
restrictions. If the endpoint does not connect to SSL VPN by the end of the grace period, the endpoint cannot access
LAN and the Internet. It can still access IP addresses and applications that the EMS administrator has configured as
exceptions, as well as connect to VPN to regain Internet access. For a full tunnel VPN, LAN is only accessible if
exclusive routing is disabled. The administrator configures a limited number of attempts for the end user to enter valid
VPN credentials. Once the user reaches the limit, the endpoint is in network lockdown.

The following example assumes that a SSL VPN full tunnel has been configured in FortiOS, where the remote gateway
is 172.17.81.99.

To configure network lockdown:

1. In EMS, go to Endpoint Profiles > Remote Access.
2. Add a new profile or edit an existing one.
3. Addatunnel:
a. Under VPN Tunnels, click Add Tunnel.
b. Select Manual, then click Next.
c. For Type, select SSL VPN.
d. Inthe Remote Gateway field, enter the FortiGate IP address. In this example, itis 172.17.81.99.
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In the Portfield, enter the desired port number to establish the tunnel.
Go to Split Tunnel > Application Based.
Enable Application Based.

SQ 0

Configure a domain to include or exclude as desired.
i. Configure other fields as desired, then click Save.

4. Enable Network Lockdown.

5. Configure Grace Period and Maximum Connection Attempts as desired. This example leaves them at the default
values, 120 and 3.

6. Inthe Excluded Applications field, enter the path to the desired application to exclude from network lockdown. This
example excludes Chrome from the lockdown by configuring the following path: C:\Program
Files\Google\Chrome\Application\chrome.exe.

7. Inthe Excluded IPs field, enter the desired IP address to exclude from network lockdown. This example excludes
172.17.81.15/32 from the lockdown.

Remote Access Profile @D @ ~ Expand Al ~ Collapse Al
Name Defaut Basic XML
Current Connection -
Always Up Max Tries @ 0
@ Network Lockdown ~
Grace Period 120 seconds
Maximum Connection Attempts 3
Excluded Applications C:\Program Files\Google\Chrome\Application\chrome.exe
y
Excluded IPs 172.17.81.15/32
y

Consider that an endpoint that received this Remote Access profile is now off-fabric. For 120 seconds after it becomes
off-fabric, the endpoint can reach 142.251.215.238 (Google) as it is not yet in lockdown.

&« O G hitps//142.251.215.238/ C R R

About  Store Gmail Images

Google

{=
©

Google Search I'm Feeling Lucky
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After the end of the grace period is reached and the user has not attempted to reconnect to the SSL VPN tunnel,
FortiClient notifies the user that the network is off.

At this point, the user can reach 172.17.81.15, which was configured as an exception to the lockdown. They cannot
reach 142.251.215.238 (Google).

&« X (D) https//142.251.215.238

L/

O

Hmmm... can't reach this page

The conneaction was reset.
Try:
= Checking the connection

» Checking the proxy and the firewall

Running Windows Network Diagnostics

ERR_CONNECTION_RESET

C:\Users\User>ping 172.17.81.15

Pinging 172.17.81.15 with 32 bytes of data:
Reply from 172.17.81.15: bytes=32 time<lms TTL=63
Reply from 172.17.81.15: bytes=32 time=lms TTL=63
Reply from 172.17.81.15: bytes=32 time=1lms TTL=63

If the user's attempt to connect to the SSL VPN tunnel fails and they have not used the maximum number of attempts,
the grace period is active again. FortiClient notifies the user that the network is on. At this point, the endpoint can reach
142.215.215.238 (Google) as it is not in lockdown.

When the user reaches the maximum number of attempts for VPN connections, FortiClient notifies the user as such.

IPsec VPN connection enhancements -7.2.1

In7.2.1, FortiClient connects to IPsec VPN only when it is connected to EMS and EMS is part of a Fortinet Security
Fabric with a FortiGate. Otherwise, FortiClient cannot connect to the IPsec VPN tunnel. This enhancement also adds the
EMS serial number to FortiOS IPsec VPN logs.

vpn-ems-sn-check must also be enabled in FortiOS global settings by running the following commands:

FGVM02TM123456 # config system global
FGVM02TM123456 (global) # set vpn-ems-sn-check enable
FGVM02TM123456 (global) # end

The following shows the EMS serial number as seen in FortiOS IPsec VPN logs:

FCTVER=7.2.1.XXXX
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UID=FDEGAS554A2EFA4C50BB. ...

IP=192.168.90.2

MAC=00-15-5d-23-03-2b;00-15-5d-23-03-3f;

HOST=host

USER=1ipsec

OSVER=Microsoft Windows 8.0 Professional Edition, 64-bit (build 9200)
REG_STATUS=0

EMSSN=FCTEMS123456. ..

The following shows the FortiClient GUI when it cannot connect to IPsec VPN due to the conditions not being met.

VPN Connection Failure

WPM connection failed. Please check your configuration and network,
connection, then retry your connection. |f the problem persists, contact your
network, adminiztrator for help.

1 JSC
IKE Megotiation

Apr 28154213 Initiator: gent 172.19.200.205 aggressive mode meszage #1 (0K
Apr 28154213 Initiator: sent 172.19.200.205 aggressive mode meszage #2 [DOME]
Apr 28 15:42:13 Responder. parsed 172.19.200.205 xauth mode meszage #O (0K
Apr 28 15:4213 Responder: parsed 172.19.200.205 zauth mode meszage #2 (0K
Apr 28154213 Initiator: parged 172.19.200.205 xauth mode meszage #0 [OK]

Apr 28 15:42:13 Responder. parsed 172.19.200.205 xauth mode meszage #0 (0K
Apr 28 15:42:14: Initiator: gent 172.19.200.205 quick mode meszage #1 (0K

Apr 28 15:51:37: Initiator: sent 172.19.200.205 aggressive mode message #1 (0K
Apr 28 155137 Initiator: sent 172.19.200.205 aggressive mode meszage #2 [DOME]
Apr 28 15:51:37: Responder. parzed 172.19.200.205 zauth mode meszage #0O (0K
Apr 28 15:51:37. Responder. parsed 172.19.200.205 zauth mode meszage #2 (0K
Apr 28 15:51:37: Initiator: parged 172.19.200.205 xauth mode meszage #0 [OK)]

Apr 28 15:51:37. Responder: parzed 172.19.200.205 zauth mode meszage #O (0K
Apr 28 15:51:38: Initiator: gent 172.19.200.205 quick mode meszage #1 (0K

Apr 28 155216 Initiator: gent 172.19.200.205 aggressive mode meszage #1 (0K

4

@ Forticlient System Tray Contraller

0 FortiClient
IPSec VPN connection is down

Support certificate path configuration for automated certificate selection -7.2.1

The EMS administrator can configure a certificate location in a Remote Access profile for SSL and IPsec VPN.
FortiClient (Android) automatically goes to the certificate location when doing the following:

« When selecting a certificate
« When the user clicks Connectto connect to SSL VPN

To configure certificate path for automated certificate selection:

1. In EMS, go to Endpoint Profiles > Remote Access.
2. Create a new profile or edit an existing one.
3. Click Add VPN Tunnel.
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4. Do one of the following:

a. Foran SSL VPN tunnel, enable Require Certificate.
b. Foran IPsec VPN tunnel, from the Authentication Method dropdown list, select Smart Card Certificate or
System Store Certificate.

5. Inthe Android Certificate Location field, enter the certificate location for the Android device. In this example, the
location is certdir/. You should already have created this directory in the Android device internal storage. The
certificate path can be only one level deep.

6. Connect FortiClient (Android) to EMS.

7. After FortiClient (Android) receives the configuration changes, do the one of the following:

a. For SSL VPN, connect to VPN. Clicking Connect automatically navigates to certdir, the configured certificate
location. Clicking the certificate options in Settings for the VPN tunnel also goes to sslcertdir.

©
= certdir Q

FortiClient = FortiClient = FortiClient =
sdk_gphonetd_xBE_64 > certdi
{'* YT — © ssLven «-*
sessssssesss
("] LAY | - a8 ‘ ,

Password

certpi.phc xa
BIEPM 3.10 kB, P12 file o

11111
sslvpn | sslvpn

i

GANCEL

oK

{3} Settings

Username: vpnuser
Current Session: 0:07
Remote: 172.19.200.165
Local: 10.212.134.200

Disconnect

CANCEL  LOGIN

2 345673890

a s d f

&

w3, © .

g h j kI

fghj k|

a s d

&

z xcvbnrm@ z x cvbnonm@

b. ForIPsec VPN, go to the tunnel, then Settings > Server settings > Certificate. FortiClient (Android)
automatically navigates to certdir, the configured certificate location. Select the certificate, enter the password,
then click Connect. The tunnel establishes successfully.

*40 / 03 vih

& - A

s
FortiClient FortiClient FortiClient =W = cendir a

sdk_gphonebd_x86 64 > cendie
Psec VPN settings Network settings

5 Largefiles  45) This week
Tunnel name Servers
. 172.19 200,165,
a =

Server settings Authentication settings
Remote gateway setlings = certpfx.pix KA
i L e - '
Ipsec Autharizatien method 27 PM. 310 K8, P12 fle
. IPsec phase 1 settings
i+ Settings neryption and authentication for phase 1
Certificate
%.509 cerlificate in PKCS12 format

IPsec XAuth settings
AT XAuth and user settings
IKE mode

IPsec phase 2 settings
neryption and suthentication for phase 2

Go Back

Edit mare IPsec setings
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Support for encryption recommended by NCSC -7.2.2

FortiClient and EMS support new cryptographic profiles in phase 1 and phase 2 proposals of IPsec VPN tunnels as the
National Cyber Security Centre (NCSC) in the United Kingdom recommends. These enhancements allow FortiClient to
establish a securer IPsec VPN connection.

Support for new encryption algorithms has been added for phase 1 and phase 2 proposals of IPsec VPN:

Algorithm Description

AES128 GCM Advanced Encryption Standard (AES) algorithm in Galois/Counter mode using
128-bit block algorithm that uses a 128-bit key.

AES256 GCM AES algorithm in Galois/Counter mode similar to AES128 GCM, but uses a 256-
bit key instead of 128-bit key.

Editing VPN Tunnel: IPsecv4-PSK V1

© Changes to this VPN tunnel will not be saved until the profile is saved.
Basic Settings Phase 2
VPN Settings
IKE Proposal
Phase 1
split Tunnel | | None
Application Based B2 AES128
uthentication
Advanced Settings
NONE
On Connect Script AES192
On Disconnect Script ou AES256
AES256GCM
DES
Ke:
DES3
Seconds -
43200 seconds
@ Enable Replay Detection
@ Enable Perfect Forward Secrecy (PFS)
=

The following new authentication algorithms have also been added. Only phase 1 proposal of IKEv2 supports these
algorithms:

+ PRF SHA1
» PRF SHA256
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+ PRF SHA384
» PRF SHA512

Support for the following certificates is also added:

» ECDSA with SHA256 digests on NIST P-256 curve
* RSA with 2048-bit modulus and SHA256 digests

EMS and FortiClient also support the new DH group 21.

SSL VPN DTLS support for FortiClient (macOS) and (Linux) -7.2.2

7.2.2 adds the capability for FortiClient on macOS and Linux to use DTLS to connect to an SSL VPN tunnel. Using
TLS for SSL VPN causes performance issues and packet loss. DTLS improves SSL VPN tunnel performance and has
less overheard, which improves overall customer experience.

To configure FortiOS for SSL VPN DTLS support for FortiClient:

1. Ensure that UDP traffic is allowed on the FortiGate for ingress and egress ports.
2. Enable DTLS for the SSL VPN tunnel:

config vpn ssl settings
set dtls-tunnel enable
end

To configure EMS for SSL VPN DTLS support for FortiClient:

1. In EMS, go to Endpoint Profiles > Remote Access > SSL VPN.
2. Enable Preferred DTLS Tunnel.

Remote Access Profile @) @®

MName Default

Auto Connect on Install @

Always Up Max Tries @ 0
Network Lockdown
@ SSLVPN
DNS Cache Service Control € Restart dnscache service x
Prefer SSL VPN DNS @ o)

Do Mot Accept Invalid Server Certificate €

Enable Invalid Server Certificate Warning @

Register the Address in DNS Register both physical adapter and tunnel IP's to DNS server S

Preferred DTLS Tunnel «©
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To verify that FortiClient uses DTLS for the SSL VPN connection:

1. After FortiClient receives the updated profile from EMS, connect to the SSL VPN tunnel.
2. Verify that FortiClient uses DTLS for the SSL VPN connection using one of the following methods:

e In Command Prompt, run ip addr and look at the tunnel details. The MTU value for the DTLS tunnel setup
should be 1 200:

fctvpnf50ba67b: <POINTOPOINT,MULTICAST, NOARP,UP, LOWER UP> mtu 1200 gdisc fq
codel state UP group default glen 500
link/none
inet 10.20.20.1/32 scope global noprefixroute fctvpnf50bac7b
valid 1ft forever preferred 1ft forever

» Verify the DTLS handshakes in the /var/log/forticlient/sslvpn.log file:

20230809 19:40:24.838 TZ=-0700 [sslvpn:DEBG] dtls handshake:14
DtlsShowKeyValuePair-->

20230809 19:40:24.838 TZ=-0700 [sslvpn:DEBG] dtls handshake:44 pK=0x£f57984,
pV=0x£57989, K=|type|,V=|heartbeat]|

20230809 19:40:30.846 TZ=-0700 [sslvpn:DEBG] dtls handshake:14
DtlsShowKeyValuePair-->

20230809 19:40:30.847 TZz=-0700 [sslvpn:DEBG] dtls handshake:44 pK=0x£f57984,
pV=0x£57989, K=|typel|,V=|heartbeat]

20230809 19:40:36.897 TZ=-0700 [sslvpn:DEBG] dtls handshake:14
DtlsShowKeyValuePair-->

20230809 19:40:36.898 TZ=-0700 [sslvpn:DEBG] dtls handshake:44 pK=0x£f57984,
pV=0x£57989, K=|typel|,V=|heartbeat]|

20230809 19:40:42.905 TZ=-0700 [sslvpn:DEBG] dtls handshake:14
DtlsShowKeyValuePair-->

Split DNS support for FortiClient (Linux) SSL VPN -7.2.2

FortiClient (Linux) now supports split DNS tunneling for SSL VPN portals, which allows specifying which domains the
DNS server specified by the VPN resolves, while the DNS specified locally on the network adapter resolves all other
domains. If you disable Prefer SSL VPN DNS, EMS does not add the custom DNS server from SSL VPN to the physical
interface. When enabled, EMS prepends the custom DNS server from SSL VPN to the physical interface. When SSL
VPN is connected, users often must resolve internal hostnames that public DNS servers cannot resolve. To make
internal hostnames resolvable, you should configure the SSL VPN portal with internal DNS server using split DNS.

To configure an SSL VPN full tunnel with split DNS in FortiOS:

In FortiOS, go to VPN > SSL-VPN Portals.

Create an SSL VPN portal with a full tunnel.

Under Tunnel Mode Client Options, enable DNS Split Tunneling.
Under Split DNS, click Create New.

In the Domains and Primary DNS Server fields, enter the domain and IP address of the primary DNS server. Click
OK.

o oON-=
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6. Add other domains and IP addresses for DNS servers as required. Click OK.
Tunnel Maode Client Options

Allow client to save password
Allow client to connect automatically @

Allow client to keep connections alive @

DNS Split Tunneling O
Split DNS
& Edit Delete Search Q
Domains = Primary DNS Server = Secondary DNS Server = Primary DNS IPv6 Server = Secondar
fgt.labad.com 192.168.14 0.0.0.0
WWW.CNN.Com 8.8.8.8 0.0.0.0

7. Goto VPN > SSL-VPN Settings.

8. Under Tunnel Mode Client Settings, for DNS Server, select Same as client system DNS or Specify. If you select
Specify, enter the DNS server IP address. Click Apply.

To configure an SSL VPN full tunnel with split DNS in EMS:

In EMS, go to Endpoint Profiles > Remote Access.

Select the desired profile or create a new one to add the SSL VPN tunnel that you created in FortiOS.
Under SSL VPN, enable Prefer SSL VPN DNS.

Click Save.

P obhN-=

Remote Access Profile @)

Name Default

General

Allow Personal VPN @ [ @]
Show VPN before Logon @ [ @]
Use Windows Credentials @
Enable Secure Remote Access
Auto Connect v
Network Lockdown
@ SSLVPN
DNS Cache Service Control € Disable dnscache service v
Prefer SSLVPN DNS & [ @]

When FortiClient (Linux) connects to the SSL VPN tunnel, it supports split DNS tunneling.
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Secure remote access compliance enforcement -7.2.3

FortiClient (macOS) and (Linux) support secure remote access compliance enforcement. You can restrict devices from
accessing an SSL VPN tunnel based on the applied tags. This helps safeguard your internal network from threats that
end user devices may have.

Consider a scenario where an organization allows employees and customers to bring their own devices and connect
them to a corporate VPN tunnel to access the internal organization network. Some devices may have vulnerabilities or
may not have the latest antivirus (AV) signatures, which may affect the internal network. You can enforce secure remote
access compliance to avoid such situations. For example, if FortiClient detects that the endpoint has a vulnerability and
tags it as such, the endpoint is blocked from accessing the SSL VPN tunnel.

To configure secure remote access compliance enforcement:

1. InEMS, go to Zero Trust Tags > Zero Trust Tagging Rules.
2. Click Add.
3. Click Add Rule.
4. Inthe OSfield, select Mac or Linux.
5. From the Rule Type dropdown list, select AntiVirus Software.
6. Select NOT.
7. From the dropdown list, select AV Signature is up-to-date.
8. Click Save.
9. Configure other fields as desired, then click Save.
10. Go to Endpoint Profiles > Remote Access.
11. Create a new profile or edit an existing one.
12. Forthe desired SSL VPN tunnel, go to Advanced Settings.
13. Under Tags, select Block for the action, and select the newly configured tag.
14. Enable Customize Host Check Fail Warning.
15. In the field, enter a message to display to the user when they are blocked from connecting to the SSL VPN tunnel.
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Save.

Advanced Settings Allow Non-Administrators to Use Machine Certificates

On Connect Script Enforce Acceptance of Disclaimer Message

On Disconnect Script Enable SAML Login
FQDN Resolution Persistence @
Use External Browser as User-agent for SAML Login
Enable Azure Auto Login

Do not set DNS for tunnel adapter
Redundant Sort Method

Tags
@~ | avsig M

@ Customize Host Check Fail Warnin
g

SSLVPN is Blocked. Please check your Av Signatures.

When an endpoint's AV signatures are not up-to-date, it cannot connect to the SSL VPN tunnel.

ortiClient VPN
SSLVPN is Blocked. Please check your Av Signatures.

G
o
b .
LT—

VPN Name SSLVPN b4

Usermname

Password ‘

Local Certificate file:/ihome fmms/Desktop/ssl.p12

|:| Save Password |:| Auto Connect |:| Always Up
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Support for IKEv2 for FortiClient (macOS) -7.2.3

FortiClient (macOS) supports using IKEv2 for IPsec VPN to establish a secure communication channel between two

devices. IKEv2 is more efficient, flexible, and capable of handling modern networking challenges, such as NAT traversal

and dynamic addressing. It simplifies the negotiation process and enhances overall security features, making it a
preferred choice for many IPsec VPN implementations.

In the following example, a company with a globally distributed workforce wants to ensure that remote employees can
securely access the corporate network from various locations, including home offices and public Wi-Fi networks. The
company aims to provide a seamless and secure remote access solution for its employees while maintaining the
confidentiality and integrity of sensitive corporate data. A remote employee can connect to an edge FortiGate using
FortiClient over IPsec VPN using IKEv2 to access corporate servers.

To configure this feature:

1. InFortiOS, create an IPsec VPN tunnel that uses IKEv2:

config vpn IPsec VPN phasel-interface
edit "p2"

set
set
set
set
set
set
set

type dynamic

interface "portl"

ike-version 2

peertype any

net-device disable

mode-cfg enable

proposal aesl28-sha256 aes256-sha256 aesl28gcm-prfsha256 aes256gcm-prfsha384

chacha20polyl305-prfsha256

set
set
set
set
set
set
set
set
set
set
set
set
set

comments "VPN: p2 (Created by VPN wizard)"
eap enable

eap-identity send-request
authusrgrp "IPsec VPN"
ems-sn-check enable
ipvéd-start-ip 192.168.30.1
ipvd-end-ip 192.168.30.150
dns-mode auto
ipvéd-split-include "p2 split"
save-password enable
client-auto-negotiate enable
client-keep-alive enable
psksecret ENC

FmomkN1FxMiJkVPBCim871rJq/cSSBxI014eeERzuSo/iW75r1b7CaFKFyp0GKYs8XsDjx5yM8qge/ZZzMK/TCH5x
n2ZMZFq6iBsS2NwzkLYHsV/mE9JUSO10gwTyj XMAXOQZU6MMUXVn20HiYHgn30gbIPtrLhWQtkklcGLy7sB117DR
JzZXAqVIGv3kobboxdXfrfw==

next
end

NooaksoDd

In EMS, go to Endpoint Profiles > Remote Access.

Create a new profile or edit an existing one.

Click Add Tunnel.

Under Type, select IPsec VPN.

In the Remote Gateway field, enter the edge FortiGate IP address.
From the Authentication Method dropdown list, select Pre Shared Key.
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8. Inthe Pre-Shared Key field, enter the key that you configured on the FortiGate IPsec VPN tunnel.

Editing VPN Tunnel: IPSEC IKE-2

© Changes to this VPN tunnel will not be saved until the profile is saved.

Basic Settings Basic Settings

VPN Settings

Phase 1

Phase 2
Split Tunnel

Application Based §¥
Advanced Settings

0On Connect Script

On Disconnect Script

MName

IPSEC IKE-2

Cannot contain the characters \" &%= .

IPsec VPN
(o ]+

Type
SSL VPN

Remote Gateway

172.19.200.113

Authentication Method

Pre Shared Key M

9. In VPN Settings, under IKE, select Version 2. Click Save.

Editing VPN Tunnel: IPSEC IKE-2

@ Changes to this VPN tunnel will not be saved until the profile is saved.

Basic Settings

Phase 1

Phase 2
Split Tunnel

Application Based EY
Advanced Settings

On Connect Script

On Disconnect Script

VPN Settings

Version 1

Options
Mode Config Manual Set

DHCP over IP...
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Support autoconnect to IPsec VPN using Entra ID logon session information -7.2.3

This feature enables seamless and secure connectivity for users accessing corporate resources by automatically
establishing IPsec VPN connections based on Microsoft Entra ID (formerly known as Azure Active Directory or AD)
logon session information.

In the example use case, an organization has implemented a comprehensive security strategy that includes using IPsec
VPN for securing communications between its network resources. To enhance user experience and streamline the
connectivity process, the organization wants to implement IPsec VPN autoconnect, leveraging Entra ID logon session
information. With automated IPsec VPN connections, users can focus on their tasks without the burden of manual VPN
setup processes. Leveraging Entra ID logon session information ensures that only compliant and authenticated users
can establish IPsec VPN connection.

EMS Entra ID
Enterprise application

IPsec VPN
autoconnect tunnel

(Client and Msgraph user
application ID) IPsec VPN IPsec
autoconnect IKEv2 tunnel
(Azure token) : X

Entra ID domain-joined FortiGate
FortiClient (Windows) endpoint Internal server

The following instructions assume the following:

« You have configured an enterprise application on your Entra ID domain.
o The FortiClient (Windows) endpoint is connected to that Entra ID domain.

To configure FortiOS for this use case:

1. Configure the msgraph user:

config user external-identity-provider
edit "msgraph"
set type ms—-graph
set version v1.0
next
end

2. Assign the msgraph user to the msgraphgrp group:

config user group
edit "msgraphgrp"
set member "msgraph"
next
end

3. Create an IPsec VPN tunnel that uses IKEv2. This example uses childless IKE authentication. Ensure that you
enable the azure-ad-autoconnect option:

config vpn ipsec phasel-interface
edit "Azure"
set type dynamic
set interface "portl"
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set
set
set
set
set

ike-version 2

peertype any

net-device disable

mode-cfg enable

proposal aesl28-sha256 aes256-sha256 aesl28gcm-prfsha256 aes256gcm-

prfsha384 chacha20polyl305-prfsha256

set
set
set
set
set
set
set
set
set
set
set
set
set

comments "VPN: Azure (Created by VPN wizard)"
dhgrp 5

authusrgrp "msgraphgrp"
childless-ike enable
azure-ad-autoconnect enable
ipvéd-start-ip 192.168.1.1
ipvd-end-ip 192.168.1.255
dns-mode auto

ipv4-split-include "Azure split"
save-password enable
client-auto-negotiate enable
client-keep-alive enable
psksecret ENC

IdtpOO0stic/GXmOKWTMIMV1hWoZ IcHWPCM5RMfvk90Q7jLbgSwhHhkdyo35bMrNzdUglsg8saXNGM5fcnczN
ClX9YnlE3F3THUESU+glXoIgXJt98VoEs4ROYGZaCOQTBusgMgBmtmRGSY3kZVzgk+Ym+1CpEPaPvTLxmzX
T5h7x14MFMuOT+6v3cmb6Rz/x0ql zXFg==

next
end

To configure EMS for this use case:

1. Go to Endpoint Profiles > Remote Access.
2. Select the desired profile.

3. In XML view, configure the following for the desired tunnel for FortiClient to automatically connect to. This example
configures an IPsec VPN tunnel as the tunnel that FortiClient automatically connects to. For <client id>,enter
the Entra ID application ID. For <tenant name>, enter the Azure tenant ID. You can find these values in the Entra

ID portal:
<forticlient
<vpn>

<ena
<ssl

certificate>
</ss
<ips

_configuration>

bled>1</enabled>

vpn>

<connections/>

<options>
<dnscache service control>0</dnscache service control>
<enabled>1</enabled>
<disallow invalid server certificate>0</disallow_invalid server

<warn_invalid server certificate>1l</warn invalid server certificate>
<negative split tunnel metric/>
<preferred dtls tunnel>0</preferred dtls tunnel>
<prefer sslvpn dns>1</prefer sslvpn dns>
<no_dns registration>0</no_dns registration>
</options>
lvpn>
ecvpn>
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<connections>
<connection>
<azure auto login>
<enabled>1</enabled>
<azure_app>
<client id>Example client ID</client id>
<tenant_ name>Example tenant ID</tenant name>
</azure_ app>
</azure auto login>
<name>IPSEC</name>
<uid>AECD683C-310E-4747-815A-B53C86983CFB</uid>
<machine>0</machine>
<keep running>0</keep running>
<disclaimer msg/>
<sso_enabled>0</sso_enabled>
<single user mode>0</single user mode>
<type>manual</type>
<ui>
<show_remember password>1</show remember password>
<show_alwaysup>1</show_alwaysup>
<show_autoconnect>1</show_autoconnect>
<show_passcode>0</show_passcode>
<save_ username>0</save_username>
</ui>
<redundant_ sort method>0</redundant sort method>
<tags>
<allowed/>
<prohibited/>
</tags>
<host check fail warning/>
<ike_settings>
<server>172.19.200.113</server>
<authentication method>Preshared Key</authentication method>
<fgt>1</fgt>
<prompt certificate>0</prompt certificate>
<xauth>
<use_ otp>0</use_ otp>
<enabled>0</enabled>
<prompt username>0</prompt username>
</xauth>
<version>2</version>
<mode>aggressive</mode>
<key 1ife>86400</key life>
<localid/>
<implied SPDO>0</implied SPDO>
<implied SPDO_timeout>96</implied SPDO_ timeout>
<nat_traversal>l</nat traversal>
<nat_alive freqg>5</nat _alive freg>
<enable local lan>0</enable local lan>
<enable ike fragmentation>0</enable ike fragmentation>
<mode config>1</mode config>
<dpd>1</dpd>
<dpd retry count>3</dpd retry count>
<dpd retry interval>5</dpd retry interval>
<run_fcauth system>0</run_ fcauth system>
<auth data>
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<preshared key>Enc
8000cad35calce889el17d2£949042781fd02a57alae7afbl3be95840b7e4</preshared key>
</auth_data>
<dhgroup>5; 14</dhgroup>
<proposals>
<proposal>AES128|SHAl</proposal>
<proposal>AES256 | SHA256</proposal>
</proposals>
</ike settings>
<ipsec_settings>
<remote networks>
<network>
<addr>0.0.0.0</addr>
<mask>0.0.0.0</mask>
</network>
<network>
<addr>::/0</addr>
<mask>::/0</mask>
</network>
</remote networks>
<dhgroup>5</dhgroup>
<key life type>seconds</key life type>
<key life seconds>43200</key life seconds>
<key life Kbytes>5200</key life Kbytes>
<replay detection>1</replay detection>
<pfs>1</pfs>
<use vip>1</use vip>
<virtualip>
<type>modeconfig</type>
<ip>0.0.0.0</ip>
<mask>0.0.0.0</mask>
<dnsserver>0.0.0.0</dnsserver>
<winserver>0.0.0.0</winserver>
</virtualip>
<proposals>
<proposal>AES128|SHAl</proposal>
<proposal>AES256 | SHA256</proposal>
</proposals>
</ipsec_settings>
<android cert path/>
<warn_invalid server certificate>1</warn invalid server certificate>
<on_connect>
<script>
<os>windows</os>
<script/>
</script>
<script>
<os>MacOSX</os>
<script/>
</script>
<script>
<os>linux</os>
<script/>
</script>
</on_connect>
<on disconnect>
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<script>
<os>windows</os>
<script/>
</script>
<script>
<os>MacOSX</os>
<script/>
</script>
<script>
<os>linux</os>
<script/>
</script>
</on_disconnect>
<traffic control>
<enabled>0</enabled>
<mode>1</mode>
</traffic control>
</connection>
</connections>
<options>
<enhanced key usage mandatory>0</enhanced key usage mandatory>
<use win local computer cert>1</use win local computer cert>
<disable default route>0</disable default route>
<enabled>1</enabled>
<usesmcardcert>1</usesmcardcert>
<disallow invalid server certificate>0</disallow invalid server

certificate>

<block ipv6>1</block ipv6>
<usewincert>1</usewincert>
<use _win current user cert>1</use win current user cert>
<show_auth cert only>0</show_auth cert only>
<check for cert private key>0</check for cert private key>
<uselocalcert>0</uselocalcert>
<beep if error>0</beep if error>
<no_dns registration>0</no_dns_ registration>
<enable udp_ checksum>0</enable udp checksum>
</options>
</ipsecvpn>
<lockdown>
<enabled>0</enabled>
<exceptions>
<apps/>
<ips/>
</exceptions>
<max_attempts>3</max_attempts>
<grace_period>120</grace period>
</lockdown>
<options>
<on_os_start connect/>
<on_os start connect has priority>0</on os start connect has priority>
<autoconnect only when offnet>0</autoconnect only when offnet>
<autoconnect on install>0</autoconnect on install>
<keep running max tries>0</keep running max tries>
<suppress_vpn notification>0</suppress vpn notification>
<secure_ remote access>0</secure remote access>
<minimize window_on connect>1</minimize window on connect>
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<allow sslvpn>0</allow sslvpn>
<show negotiation wnd>0</show negotiation wnd>
<use_legacy vpn before logon>0</use legacy vpn before logon>
<show_vpn before logon>0</show vpn before logon>
<use _windows credentials>0</use windows_ credentials>
<disable connect disconnect>0</disable connect disconnect>
<allow personal vpns>1</allow personal vpns>
<autoconnect_ tunnel>IPSEC</autoconnect tunnel>
</options>
</vpn>
<endpoint control>
<ui>
<display vpn>1</display vpn>
</ui>
</endpoint control>
</forticlient configuration>

After the profile changes sync to the endpoint, it autoconnects to the IPsec VPN tunnel.

VPN Connected

Jm—

VPN Mame IPSEC
IP Address 192.168.1.1
Duration 00:00:11
Bytes Received 0O KB
Bytes Sent 2.09 KB

Disconnect

L\ REMOTE ACCESS

To verify the connection:

1. From the endpoint, ping the internal server located behind the edge FortiGate. The ping succeeds.
2. InFortiOS, go to Dashboard > Network and expand the /Psec widget. Observe that the tunnel is up.
IPsec [+ iv

@ Reset Statistics BringUp~ | @ BringDown~  Q LocateonVPNMap | Ll Show Matching Logs

Name & Remote Gateway + PeeriD % Incoming Data & Outgoing Data Phase 1% Phase 2 Selectors +

Q Azure 0 172.19.200.185 172.19.200.185 281kB 480B @ Azure O @ Azure
3. View debug logs on FortiOS by running diagnose debug enable and diagnose debug application
ike-1 commands. The following shows the example output, which includes the endpoint IP address, hostname,
and serial number:

Debug messages will be on for 30 minutes.

(root) # 2023-11-28 15:52:07.878432 ike 0: comes
172.19.200.185:500>172.19.200.113:500,ifindex=3,vrf=0....
2023-11-28 15:52:07.878511 ike 0: IKEv2 exchange=SA INIT
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1d=d%ae37737£f£faa01£/0000000000000000 len=468

2023-11-28 15:52:07.878517 ike 0: in
DOAE37737FFAAQ0LIF00000000000000002120220800000000000001D42200006C0200003401010005030
0000C0100000C800E008003000008020000020300000803

000002030000080400000E000000080400000500000034020100050300000C0100000C800E010003000
00802000005030000080300000C030000080400000E0000000804000005280000C80005000029C52815
C

D2472B215CE446B390FE2DF7C6F052B8D7944B839A10FCF82153A4B45D3B643A6E1780214D599926C29
C343BEES3AFA1IESESE2D21ESES50A2401E36ECS5C50C087ES8BEB44C42E63AE180B6AD200B7C9D0OCC38307
1

2BFBFE094239F2D8DDD688CCF47ACFEC2E6BFOAAL12741D464C3DB27B281D592D6380E8D7BOCFBS5EDEA3
AD2C708EF3DF586208F6FD4546D5C2BA940B753D85B167F1B579189E4799963B0A52D5F25715F7FADA4S
A

374429CDAO0A47867F430F12BE423EB60FB026B762B000014B8CC569F7DEF724021D79F462613E502E2B
0000144C53427B6D465D1B337BB755A37A7TFEF29000014B4F01CA951E9DASDOBAFBBD34AD3044E29000
0

1C00004004E899574FF8046F347253D49303195705324AB60F2900001C000040051601420DB7DE78D20
5377D3EC86A5AC8FBE790D6290000080100F1060000000801004022

2023-11-28 15:52:07.878529 ike 0:d9ae37737ffaa01f/0000000000000000:31: responder
received SA INIT msg

2023-11-28 15:52:07.878533 ike 0:d%9ae37737ffaa01f/0000000000000000:31: VID
forticlient connect license 4C53427B6D465D1B337BB755A37ATFEF

2023-11-28 15:52:07.878538 ike 0:d%9ae37737ffaa01£/0000000000000000:31: VID Fortinet
Endpoint Control B4F01CA951E9DASDOBAFBBD34AD3044E

2023-11-28 15:52:07.878541 ike 0:d%9ae37737ffaa01£/0000000000000000:31: received
notify type NAT DETECTION SOURCE_IP

2023-11-28 15:52:07.878545 ike 0:d9ae37737ffaa01£/0000000000000000:31: received
notify type NAT DETECTION DESTINATION IP

2023-11-28 15:52:07.878763 ike 0:d%9ae37737ffaa01f/0000000000000000:31: received
notify type AZURE AD AUTOCONNECT

2023-11-28 15:52:07.878767 ike 0:d%9ae37737ffaa01£f/0000000000000000:31: received
notify type CHILDLESS IKEV2 SUPPORTED

2023-11-28 15:52:07.878771 ike 0:d%9ae37737ffaa01£/0000000000000000:31: ignoring
unauthenticated notify payload (CHILDLESS IKEV2 SUPPORTED)

2023-11-28 15:52:07.878983 ike 0:d9ae37737ffaa01f£/0000000000000000:31: incoming

proposal:

2023-11-28 15:52:07.878987 ike 0:d%9ae37737ffaa01f/0000000000000000:31: proposal id
= 1:

2023-11-28 15:52:07.879196 ike 0:d9%9ae37737ffaa01£/0000000000000000:31: protocol =
IKEv2:

2023-11-28 15:52:07.879199 ike 0:d9%9ae37737ffaa01£f/0000000000000000:31:
encapsulation = IKEv2/none

2023-11-28 15:52:07.879203 ike 0:d%9ae37737ffaa01£/0000000000000000:31:
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type=ENCR, val=AES CBC (key len = 128)

2023-11-28 15:52:07.879205 ike 0:d9ae37737££faa01£/0000000000000000:31:
type=INTEGR, val=AUTH HMAC SHA 96

2023-11-28 15:52:07.879419 ike 0:d9%9ae37737f£faa01£/0000000000000000:31:

type=PRF, val=PRF HMAC SHA

2023-11-28 15:52:07.879423 ike 0:d%9ae37737ffaa01£/0000000000000000:31:

type=DH GROUP, val=MODP1536.

2023-11-28 15:52:07.879426 ike 0:d9ae37737ffaa01f£/0000000000000000:31:

type=DH GROUP, val=MODP2048§.

2023-11-28 15:52:07.879430 ike 0:d9%9ae37737£f£faa01£/0000000000000000:31: proposal id
= 2:

2023-11-28 15:52:07.879640 ike 0:d9%9ae37737f£faa01£/0000000000000000:31: protocol =
IKEvV2:

2023-11-28 15:52:07.879643 ike 0:d%9ae37737ffaa01£f/0000000000000000:31:
encapsulation = IKEv2/none

2023-11-28 15:52:07.879646 ike 0:d%9ae37737ffaa01f£/0000000000000000:31:

type=ENCR, val=AES CBC (key len = 256)

2023-11-28 15:52:07.879649 ike 0:d9%9ae37737££faa01£f/0000000000000000:31:
type=INTEGR, val=AUTH HMAC SHA2 256 128

2023-11-28 15:52:07.879860 ike 0:d%9ae37737£faa01£/0000000000000000:31:

type=PRF, val=PRF HMAC SHA2 256

2023-11-28 15:52:07.879863 ike 0:d9%9ae37737£faa01£/0000000000000000:31:

type=DH GROUP, val=MODP1536.

2023-11-28 15:52:07.879866 ike 0:d9ae37737ffaa01f£/0000000000000000:31:

type=DH GROUP, val=MODP2048§.

2023-11-28 15:52:07.879874 ike 0:d9ae37737££faa01£/0000000000000000:31: matched

proposal id 2

2023-11-28 15:52:07.880080 ike 0:d%9ae37737ffaa01f/0000000000000000:31: proposal id
= 2:

2023-11-28 15:52:07.880083 ike 0:d9%9ae37737£faa01£/0000000000000000:31: protocol =
IKEV2:

2023-11-28 15:52:07.880336 ike 0:d9%9ae37737££faa01£/0000000000000000:31:
encapsulation = IKEv2/none

2023-11-28 15:52:07.880339 ike 0:d9%9ae37737££faa01£f/0000000000000000:31:

type=ENCR, val=AES CBC (key len = 256)

2023-11-28 15:52:07.880342 ike 0:d9%9ae37737f£faa01£/0000000000000000:31:
type=INTEGR, val=AUTH HMAC SHA2 256 128

2023-11-28 15:52:07.880344 ike 0:d9%9ae37737ffaa01£f/0000000000000000:31:

type=PRF, val=PRF HMAC SHA2 256

2023-11-28 15:52:07.880345 ike 0:d%9ae37737ffaa01£/0000000000000000:31:

type=DH GROUP, val=MODP1536.

2023-11-28 15:52:07.880347 ike 0:d9ae37737£f£faa01£f/0000000000000000:31:
lifetime=86400

2023-11-28 15:52:07.880351 ike 0:d%9ae37737ffaa01£/0000000000000000:31: SA proposal
chosen, matched gateway Azure

2023-11-28 15:52:07.880369 ike 0O:Azure: created connection: 0x10bdc0b0 3
172.19.200.113->172.19.200.185:500.

2023-11-28 15:52:07.880375 ike 0:Azure:31: processing notify type NAT DETECTION
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SOURCE_ TP

2023-11-28 15:52:07.880391 ike 0O:Azure:31: processing NAT-D payload

2023-11-28 15:52:07.880396 ike 0:Azure:31: NAT not detected

2023-11-28 15:52:07.880398 ike 0:Azure:31l: process NAT-D

2023-11-28 15:52:07.880400 ike O:Azure:31: processing notify type NAT DETECTION
DESTINATION IP

2023-11-28 15:52:07.880407 ike 0:Azure:31: processing NAT-D payload

2023-11-28 15:52:07.880409 ike 0:Azure:31: NAT not detected

2023-11-28 15:52:07.880411 ike 0:Azure:31: process NAT-D

2023-11-28 15:52:07.880413 ike O:Azure:31: processing notify type AZURE _AD
AUTOCONNECT

2023-11-28 15:52:07.880425 ike 0:Azure:31: enable FortiClient endpoint compliance
check, use 169.254.1.1

2023-11-28 15:52:07.880436 ike 0:Azure:31: responder preparing SA INIT msg
2023-11-28 15:52:07.880460 ike 0O:Azure:31: generate DH public value request queued
2023-11-28 15:52:07.880467 ike 0:Azure:31: responder preparing SA INIT msg
2023-11-28 15:52:07.880660 ike 0O:Azure:31: compute DH shared secret request queued
2023-11-28 15:52:07.880665 ike O:Azure:31: responder preparing SA INIT msg

2023-11-28 15:52:07.880668 ike 0:Azure:31: create NAT-D hash local
172.19.200.113/500 remote 172.19.200.185/500

2023-11-28 15:52:07.880674 ike 0:Azure:31: out
DOAE37737FFAAQOLFEOES1IAE3ED77F208212022200000000000000168220000300000002C02010004030
0000C0100000C800E01000300000802000005

030000080300000C0000000804000005280000C80005000019215B62D25A7F7ASE7B358E5B2C1C3C700
84FD3A606A456015CF1A74314BCD/B5372C2CFBA2AB3F4DEATAS531C27B59CC043D3BAEY002875A6496
6

DFATE6A953742D24719C5E3D8D5D45D50A46C700DB099COD7A0CT719CADSEOD6BO61IFE7S5CEF3B1IESE492E
9AFDC8D5EQ020FA2E93A4208BE12604ESE1IEE4A6B68C6131164DE13D03DF19214F9685C2ADAA3CEB768
D

OE47654EBA43016FOE61CO5FEES50FA44A822334501F56199BDODDD7BB19COD8BEFS5AC626D6D9F7069ECE
2F932191A0D30E22900001456BC1469291826AE59A604D454BFF2BF2900001C00004004F6DBD029D92D
8

03928AEOCE23033027A9C20CAE92900001C000040054F8EE7A0730C99FD82681C8CAFID7F488C6EET751
0000000801004022

2023-11-28 15:52:07.880692 ike 0:Azure:31: sent IKE msg (SA INIT RESPONSE) :
172.19.200.113:500->172.19.200.185:500, len=360, vrf=0,
id=d%ae37737ffaal0l1f/ele5lae3ed77£20

8

2023-11-28 15:52:07.880725 ike 0:Azure:31: IKE SA d9ael37737ffaallf/ele5lae3ed77£f208
SK_ei 32:021F8486C8956677F0BOF1F2BA452F75DD9833DA841D47DA772126AFE49CBE1B
2023-11-28 15:52:07.880728 ike 0:Azure:31: IKE SA dY9ael37737ffaallf/eleb5lae3ed77£208
SK er 32:A5EF924BD16BCE20AE70FEOFD61EAF70781D575E6EFA8F788A666B6700EA2DED
2023-11-28 15:52:07.880731 ike 0:Azure:31: IKE SA d9ae37737ffaallf/ele5lae3ed77£208
SK _ai 32:382A41BB8F3ADT7AT75964AA0E686052E71E63E3CC2C932EF15987A44DB3F5911A
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2023-11-28 15:52:07.880738 ike 0:Azure:31: IKE SA d9ae37737ffaal0lf/ele5lae3ed77f208
SK ar 32:4ClFC87AE6A0912DAA2636F2A81FBA793E702DA73FBEEAA3504EEABGSB32F193
2023-11-28 15:52:07.993013 ike 0: comes 172.19.200.185:500-
>172.19.200.113:500,ifindex=3,vrf=0....

2023-11-28 15:52:07.993062 ike 0: IKEv2 exchange=AUTH
id=d9%ae37737ffaal0l1f/e0e51ae3ed77£208:00000001 len=464

2023-11-28 15:52:07.993290 ike 0: in
DO9AE37737FFAAOLIFEOES1IAE3ED77F2082E20230800000001000001D0230001B4E7B1C9245F45F810624
FFD12C9F2A28B2F2C08E9401A2AA912E7AS53BE340A62EF5

5B7617F3B1EA24AAC418B700B79127C1763D611430D75C12D7AAF4AB48289536DF9812D23A742255846
E785CA1F93405BBD31240155DED929C1AASAEB2C6E4DE29DE2B305EC3B4ADFDB2ECD31FEF13A5B20C9A
B

S5FE18E83F3A5A8A8FB9826512545661675ED918D7687429FDFCAT156FECD7E9SDFEFIOFE399A760167F0
292EAAT601FE9EO02BF4265EE6A3291747029E483D4C5C319F4885C2A5C4E1AAT4BEFEF38857285E4B9128
F

6BD7875A193D27C63692C6A082B2E3AF4C97ECE69486688397470A7160AF07604F168298F44EE433FDD
91A23A6746B4A34232D0C60EDCE3A869F46D00340FD314E3A19E23813DCD55D6F001CO9A461A9151FC43
4

7212AE54D139BFBD95072184D6BCD96BFE91A77484A14EF21A510947AF72004E73188BDCA2D90BO9B26
C6ADAEODED61096A5A9033250DB16CAFB8330F8B86374EE426F22A37F1B5E4B4C03B785064601CD9D78
6

B97F1A5915AE1FFOAAB9548C0AB645E8817AA421E16F2190F38F708FDAIEDOFB8E242B1251D36A4AEF3
B84CDF858D6CA30118400B7DE7CD32AB86ESBCBFEAFA38E

2023-11-28 15:52:07.993602 ike 0O:Azure:31: dec
DO9AE37737FFAAQLIFEOES1AE3ED77F2082E20230800000001000001A9230000042900000C01000000ACL
3C8B92900000800004000270001010000F100

5645523D310A4643545645523D372E322E332E303931380A5549443D434643363241413233463334343
23335423544384136313835354537464636440A49503D3137322E31392E3230302E3138350A4D41433D
3

0302D31352D35642D35312D30332D30343B0A484F53543D4445534B544F502D3043444F4633560A5553
45523D476F70696368616E644D75726172690A4F535645523D4D6963726F736F66742057696E646F777
3

20313020456E74657270726973652045646974696F6E2C2036342D62697420286275696C64203139303
435290A5245475F5354415455533D300A454D53534E3D464354454D53383832333039313730320A002F
0

0002802000000A5C200F5D13E654044C91714F1ECT7BBC77964528DB2A56F03CBD82F7EECCEBEEF290000
44010000000007001046435438303030353332303235303330000100000002000000030000000400000
0

0D000070010000540A0000540B000070000000001900000000000800004022
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2023-11-28 15:52:07.
2023-11-28 15:52:07.
2023-11-28 15:52:07.
CONNECT

2023-11-28 15:52:07.
'VER=1
FCTVER=7.2.3.0918
UID=CFC62AA23F344235B5D8A61855E7FF6D
IP=172.19.200.185
MAC=00-15-5d-51-03-04;
HOST=DESKTOP-0CDOF3V

USER=MCarey

993807
994029
994083

ike
ike
ike

994277 ike

OSVER-Microsoft Windows 10 Enterprise Edition,

REG_STATUS=0
EMSSN=FCTEMS123456

2023-11-28 15:52:07.994510 ike 0O:Azure:

CFC62AA23F344235B5D8A61855E7FF6D
2023-11-28 15:52:07.994714 ike O:
2023-11-28 15:52:07.994736 ike O:
2023-11-28 15:52:07.994939 ike O0:
SUPPORTED

2023-11-28 15:52:07.
2023-11-28 15:52:07.
2023-11-28 15:52:07.
2023-11-28 15:52:07.
2023-11-28 15:52:07.
2023-11-28 15:52:07.995634 ike
2023-11-28 15:52:07.995874 ike O0:
16:'46435438303030353332303235303330"

994965
995168
995178
995413
995628

ike
ike
ike
ike
ike

o O O O O O

2023-11-28 15:52:07.996080 ike 0O:Azure:
'"FCT8000532025030"

2023-11-28 15:52:07.996086 ike 0:Azure:
2023-11-28 15:52:07.996312 ike 0O:Azure:
2023-11-28 15:52:07.996319 ike 0O:Azure:
192.168.1.1

2023-11-28 15:52:07.996535 ike 0O:Azure:
2023-11-28 15:52:07.996540 ike 0:Azure
2023-11-28 15:52:07.996763 ike 0O:Azure:
2023-11-28 15:52:07.996769 ike 0:Azure:
configured

2023-11-28 15:52:07.996989 ike 0:Azure:
2023-11-28 15:52:07.996995 ike 0O:Azure:
2023-11-28 15:52:07.997215 ike 0:Azure
2023-11-28 15:52:07.997446 ike 0O:Azure:
2023-11-28 15:52:07.997451 ike 0O:Azure:
2023-11-28 15:52:07.997455 ike 0:Azure
2023-11-28 15:52:07.997460 ike 0O:Azure:
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O:Azure:
O:Azure:
O:Azure:

O:Azure:

Azure:
Azure:
Azure:

:Azure:
:Azure:
:Azure:
:Azure:
:Azure:
:Azure:
Azure:

31:
31:
31:

31:

31:

31:
31:
31:

31:
31:
31:
31:
31:
31:
31:

31:

31:

responder received AUTH msg
processing notify type INITIAL CONTACT
processing notify type FORTICLIENT
data =

received FCT data len = 249,

64-bit (build 19045)

received FCT-UID

received EMS SN FCTEMS123456
EMS SN check passed
processing notify type CHILDLESS IKEV2

peer identifier IPV4 ADDR 172.19.200.185
re-validate gw ID

gw validation OK

auth verify done

responder AUTH continuation
authentication succeeded

mode-cfg type 7 request

mode-cfg received APPLICATION VERSION

mode-cfg type 1 request 0:''

mode-cfg allocate 192.168.1.1/0.0.0.0

31:

31:
:31:
31:
31:

31:
31:
:31:
31:
31:
:31:
31:

mode-cfg using allocated IPv4

mode-cfg 2 request 0:'"'

type
type
type
WINS

mode-cfg 3 request 0:''

mode-cfg 4 request 0:''

mode-cfg ignored, no WINS servers

mode-cfg 13 request 0:''

type
type 28673 request 0:''
UNITY type 28673 requested
type 21514 request 0:''
type 21514
type 21515

type 21515

mode-cfg
mode-cfg
mode-cfg
mode-cfg requested
mode-cfg request 0:'"'

mode-cfg requested
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2023-11-28
2023-11-28
2023-11-28
2023-11-28
2023-11-28
2023-11-28
2023-11-28
172.19.200.
2023-11-28

192.168.1.1/::10.0.0.11 remote

15:
15:
15:
15:
15:
15:
15:

52:
52:
52:
52:
52:
52:
52:

07.
07.
07.
07.
07.
07.
07.

185:500
15:52:07.997513 ike

997464
997468
997472
997476
997483
997489
997494

ike
ike
ike
ike
ike
ike
ike

O O O O O O o

0

:Azure:
:Azure:
:Azure:
:Azure:
:Azure:
:Azure:
:Azure:

31:
31:
31:
31:
31:
IPv6 pool is not configured

mode-cfg type 28672 request 0:''

mode-cfg UNITY type 28672 requested
mode-cfg no banner configured,
mode-cfg type 25 request 0:''
responder preparing AUTH msg

adding new dynamic tunnel for

:Azure 0: tunnel created tun id
location 0.0.0.0

2023-11-28 15:52:07.997592 ike O:Azure 0: added new dynamic tunnel for
172.19.200.185:500
2023-11-28 15:52:07.997598 ike O:Azure 0:31: established IKE SA
d9ae37737ffaal0lf/ele5lae3ed77£208

ignoring

if

2023-11-28 15:52:07.997606 ike O:Azure 0:31: check peer route: if addr4 rcvd=0,
addr6_rcvd=0, mode cfg=1

2023-11-28 15:52:07.997614 ike O:Azure 0:31: processing INITIAL-CONTACT
2023-11-28 15:52:07.997617 ike 0O:Azure 0: flushing

2023-11-28 15:52:07.997635 ike O:Azure 0: flushed

2023-11-28 15:52:07.997638 ike O:Azure 0:31: processed INITIAL-CONTACT
2023-11-28 15:52:07.997655 ike O:Azure 0:31: mode-cfg assigned (1) IPv4 address
192.168.1.1

2023-11-28 15:52:07.997658 ike 0:Azure 0:31: mode-cfg assigned (2) IPv4 netmask
255.255.255.255

2023-11-28 15:52:07.997662 ike 0:Azure 0:31: mode-cfg send (13)
0:192.168.150.0/255.255.255.0:0

2023-11-28 15:52:07.997664 ike O:Azure 0:31: mode-cfg send (3) IPv4 DNS (1)
96.45.45.45

2023-11-28 15:52:07.997667 ike 0O:Azure 0:31: mode-cfg send (3) IPv4 DNS(2)
96.45.46.46

2023-11-28 15:52:07.997669 ike 0:Azure 0:31: mode-cfg send APPLICATION VERSION
'FortiGate-VM64-HV v7.2.5,build8347,230829 (GA)'

2023-11-28 15:52:07.997671 ike 0:Azure 0:31: mode-cfg send (28673) UNITY SAVE
PASSWD

2023-11-28 15:52:07.997674 ike O:Azure 0:31: mode-cfg send (21514) FNT AUTO
NEGOTIATE

2023-11-28 15:52:07.997676 ike O:Azure 0:31: mode-cfg send (21515) FNT KEEP ALIVE
2023-11-28 15:52:07.997678 ike O:Azure 0:31: add INTERFACE-ADDR4 169.254.1.1
2023-11-28 15:52:07.997685 ike 0:Azure 0:31: enc

2700000C01000000AC13C8712F00002802000000032B2600E754DD686A012BOF6F15B5AACF188C6E360
430E082BCDFDAOC720EC129000078020000

0000010004C0OA8010100020004FFFFFFFFO00D0008COA89600FFFFFF0000030004602D2D2D000300046
02D2E2EO0007002E466F727469476174652D564D36342D48562076372E322E352C6275696C6438333437

2

C3233303832392028474129700100020001540A00020001540B000200010000000C0000F0F9ASFEO10L
0706050403020107
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2023-11-28 15:52:07.997699 ike 0:Azure 0:31: out
DOAE37737FFAAQOLIFEOESIAE3ED77F2082E2023200000000100000100240000E4F3993F243D0F8263A84
37BAESFA374BDCCB76F12A529CF6D140BDB

7D16F4A31BCFS8AOLIBEF7FF565745E7A34CEF5DA87D60248CE37ECC09215900856FFD63450E0051F59931
OEAF799FB34362432B731B6A1CFD33A47923089B4989C08F2E8ADBY7CB6DC62FE3D5B8A2F556BOA9F 7B
2

1455AF2B117804AEFFAB89332A0CEAFF6C1D45AFDABIC8158074F8D9F1440500FAOBEBOSB873C299BDY
E554688D9A5BD986DD42974E0F247CC80DA4025BF026C05CEB1248A95C86483ECB765FBA232F6E07DORE
6

7TFBAEB45416899D51C253077D91C4E9D8BD7DDACDC5425510CAC1IBCOBICFE

2023-11-28 15:52:07.997721 ike O:Azure 0:31: sent IKE msg (AUTH RESPONSE) :
172.19.200.113:500->172.19.200.185:500, len=256, vrf=0,
id=d9%ae37737ffaal0lf/el0e5lae3ed77£208

:00000001

2023-11-28 15:52:08.110149 ike 0: comes 172.19.200.185:500-

>172.19.200.113:500, ifindex=3,vrf=0....

2023-11-28 15:52:08.110199 ike 0: IKEv2 exchange=INFORMATIONAL
id=d9%ae37737ffaa0lf/e0e51ae3ed77£208:00000002 len=2240

2023-11-28 15:52:08.110432 ike 0: in
DO9AE37737FFAAQOLIFEOES1AE3ED77F2082E20250800000002000008C0290008A49B6AOD7BD4EGG2F 6667
AF723F93D5160ED6B11316EEA6DF7D75902415CD63031EF

F10A6D97A8409055084EB77803F990D01B2156EF6465F3087AE502976340903689A8D9D4ED842DBAYSE
4321FF23844FA93051D39987C5AAB2D1376805066E44D318566A0A1AAFB8443COES53B04BOBEF5519A6E
3

4FF0351BAAB2343987A9845665B4A4BO02C6F684284C156A5FCOF71D8B32D2F8A8C6BD0C1780723915C
DOABC36299EFF3D7FAFOEEBS8CO5BEFDB0396241E37ACT740E9B37EFAS80849FASF610E34D315A9B6800EB
9

EE7D6264772E78FF2A1E829B183DFO08BCCBSF6FETEFO7E3DEFD7721416E587584AE570BDA90F51B854FB
E491269323A8B2769092658EFF3603786B4D6F9A42BDDA28ADAS3FB57ACES83A002F8E22C73B1BAAABYS
C

13843E0F13EO0BB38A35E134276DBA0028775D43DSE63626FA740CD2ADESBIEO44FB136498C1391E1318
OA878A011D1EAFEF705959F04EDAAFBIF4D0B4D7BE32595BF0626B48A8B4A4FE6OBE3E3F258D07EA447
4

2F763EA6021A209BE7026F3B694D078B4D083BOAB5SEO18D8FDD4E236E0428CC22A6A5E3F14D01EODOES
74DBO9CDO58ADCDBA705E3A3FA9E445BFEBI9015B367C458AF0510072C3B7FCF59346FDA3DI9BO0D69FAZS
3

E553773E6F9C8CCC17630F33DCA445D5847DFI9F5599CD8AOELIE65F99113F3BC18D88A7T0BB11D7EAAAOS
58DA284B488F58B49ECTES879FE1FE7126BDCCCFFB2CD62447203DE15485F957A602160D739B38F57EBL
8
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023F4023C1C8C30729D87EF932701E69BA474478222FA4A427TF38EA36B314F452CCD29C57F75A7BD159
6AA4300C42714BEF3E3A538786F30668B714880F2A2715C6B18AAA61IDBFAA98C22302319917BEBS219A
1

70B7250B69402A84697685055CDCES5B276B047FB172501DEA4FCTEFS51A4B3FEO6B590F212CODCBB6GAEF
859A8FD3E4AL5118B603E75218294C3DF97A009F2CDD5D31CASE28CBIC5A1D5CAS6B3B6CODEFIBATDEDL2
E

0A44CE3A2C8B0101B2812B8FD3EC43A0AF07F3701AC6BOF5EAL82CO797DCFF215207238A9DC5F3F544A
919B6E147C20847F20ADOCFD602734224EBB3E18A7200DFAO6FAOEE6A4F665AE6559587F963C1116A43
E

6D673601ABEAS02DC789085D9537AC26DCB75A582AD12962C858910EF7AA42E9E04742B80483B02870C
B600AEFOF050A84A44213FDF23B283F73F7E064C9167FCFC63CI9DBBBBB8DC8727E27EB62A2B412CF798
9

665E248B5514E87264EAESBETES870D8243558548706092E2F2FB7B69307808CAA903BCEOBOEDACEYSSEC
E7BD5DD6D93EEB901BD4C541999D7E16A8ABF/B3FA99B163119CC27D851D42E7820659EBDA3E1649062
A

3DE4544F7DC568665A5D5A52D6A62E252D9C6240AB32930B0066ECFBFOE4845768F8708E89A8A699786
237D741659FB7F36E45F649F860C04523820584F0A668519DC200A16A9AE6F94714A5COAFAAOCEA3BLS
9

8836482ADA061F3E6BC73CDF18B441E3939F938A407E2FAB66563F32EFDE4EAID26756B4983CDA33282
5B6CC71A64B3A2790CED7156AEQ0CT7TA9D684BBAF50095283C23ADF9882E4901C6DDATES8132B632B9D33B
6

961D1558323FAB4447CC6C1B6EOA543CF289566955CD045D42B3853934E98575FFOEB4FO9DDCCD33E16E
E3989185CBD4C536CBEBS55F2DE760AD87D0D0896952425F6099EC3775DABEC43669B3060371818B55CB
1

09420BC54D6819785BE1D4380878ACA24502D20B8552E035B3FA728340CECT7114D557E9AFET7C6051053
E4CF702D9COCEB88F066EDCT7C41ED7A2C331EAF1331DBEBY965988F564515A11AD7023C4F5EECE73C870
A

6B41C9006ADDA326377969F7309E42BEB220F6B8BB0DC4581304B5A26EFBFC91A3EGAF4B5E25DBDEAZA
B79EF700948B05677B7B613D7C45D273B7A9F1E14809D90154C0B7E57E3144063DECEC730EC22D4AE45
0

FAO64F428DBDAD2E7225AE832C66C4AT9CA327EF8DEIBIDC1325CC5D7891A4F3619E813374306AA1379
836A4B7CD50A826E709D33FF24BF4E311DBB960732269470EBCA42F5A68A7038352B0CT7TDA6454541B3F
3

348CED47D7FEFE7131FB3610D7D884B4E71BFEF414235CB6ACS577F3D5B4EC816682CDA2480B8D232894
AEEF9D8578A97197D9C33A9D2C4E524A59FA0167D8759D3C2B089D715B00SFS5FBY9403E822A1B5723531
A
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DD1527A4BEEC54C673470017057E7D6C0A64D1F4463E7453F61A1IFASC60BAD683E1I1F57ADF8C4147DE3
37897FDO913FF451A663E511515A1EEF1B64BC66125E310F729712CCBAF97316874986C52D96AB16C758
7

31171EEBDAC8948D173532A92473AB990F853657A6E2F299C3C32C534D6560FDAF66C3C2ES5CE690C3EQD
381E2883E09COE8F2E039B2403526419A810E048COBFFB863EBOOD4EEASC2980799AF8FFE4DOFDAS2C2
E

8AEB30AB1D044CF5E806414B8BF4F630DD54274235295540A230B1E58CBBE6642A0D91ADODE920B4DE3
85975A10F97AB58C01508D43F40531F04EF403E626C06F1D70E6AS649721F60F9CEDSACBT70997A26511
0

83E1E2F373049A1CB0012C181244F90DF3B917B7D337679F4EA3E4F5781929793E57DCES57426DE306E1L
C7348BOSFF5412AD20CBD323C9ACD9B381462F428EFB084DE2DF4AAA39F3A2498EBEO903E190C89B3CB
6

9FET70EF451C17C337F2965F0F2FCEA63036DAC1735305113720441A040920DE11C76E597D2346766AC2
31966E200FB6908954B049B57E077C8FOFF1E43019D22DCB75839C0BE084385510FE6CC225A84E8AES6
D

9854C739545EB19DA193E031D59D58270E12D9ASF6E86E4870DD775F1C3C4DB80F5138B20521E746304
5E48EF1C1BES5D40F7AACC65BFA78B2D7C50832A08CAEELS534C9EFO0D9309321D685102EA34BC45A62BE
B

A927141839B4756BC3D33B33DD6F829762D9FEC37E8CS5F6C28D3E0D513967D3E878D597A0F262263D47
E696C443B3AD33742944F1EA8094AA1147E189EA3DC2E1838C12186A9ADA2534485D026E8456996E981
5

0675B20DC5F337A0A90BDFES5516668AD234AF0FA4F0141F8145BF7F931E80C2B62E5517900CBAE94B37
748E713A895CBB415319FA485C69C4CBE8I9F689DA9926597548CDSFC1IF509F584330B07686F0EDETEEL
B

FCD55949

2023-11-28 15:52:08.110903 ike 0:Azure 0:31: dec
DOAE37737FFAAQOLIFEOESIAE3ED77F2082E202508000000020000089F290000040000087F0000F107657
94A30655841694F694A4B563151694C434A

756232356A5A534936496D704B4D314A6B55304A7653484A4B4F4570574D6B5A54646A687A595646596
24668336457773357484D325A4656786347307A5A316F74616C45694C434A68624763694F694A53557A
4

9314E694973496E673164434936496C5178553351745A457855646E6C58556D6434516C38324E7A5A31
4F47747957464D7453534973496D74705A434936496C5178553351745A457855646E6C58556D6434516
C

38324E7ALA314F47747957464D7453534A392E65794A68645751694F6949774D4441774D4441774D793
0774D4441774C5441774D444174597A41774D4330774D4441774D4441774D4441774D4441694C434A70
6
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3334D694F694A6F 6448527763 7A6F764C334E30637935336157356B6233647A4C6D356C644338315A44
6B324D4463335A4330794F47566D4C5451774E5749744F474A6A4E53307A5A6A6333595452695A47526
B

5A6D59764969776961574630496A6F784E7TA41784D6A45794E546B794C434A75596D59694F6A45334D4
445794D5449314F544973496D5634634349364D5463774D5449784F4445344F53776959574E6A644349
3

64D43776959574E79496A6F694D534973496D467062794936496B4657555546784C7A68575155464251
545A48644463765230647553545259516D566C615538356343394C65454931563235434E46553363474
E

6B596D4A4B546B7036626E52525931523052474E545158526B54445A3254334E32536D30304B3231726
56B3835627974355445343157556C715169397454304A59626B783365577451526A67334F5374516255
6

877636E6C6D616E45324D465259636B564650534973496D46746369493657794A77643251694C434A79
633245694C434A745A6D45695853776959584277583252706333427359586C755957316C496A6F69644
7

567A6447647663476B694C434A68634842705A434936496A59334D574978597A5A684C5464694E6A4D7
44E474E6C595330344F4463334C544D304D544A695A5463344E546B7A59794973496D467763476C6B59
5

T4E79496A6F694D434973496D526C646D6C6ASA576C6B496A6F694D7A41355954526D4D7A4574593249
34596930305A6D4A6D4C546B785A6A67744F474E6B4D324E6D4D574D775932566949697769615752306
5

5841694F694A316332567949697769615842685A475279496A6F694D6A41344C6A6B784C6A45784E533
47A4D434973496D3568625755694F694A486233427059326868626D51675458567959584A7049697769
6

2326C6B496A6F694E4467324E4451324E6D45744F546B774F4330305A6A49324C546C6C4D7A41744F57
55344D3249344D6A49305A47526D4969776963477868644759694F69497A49697769634856705A43493
6

496A45774D444D794D4441794E445133516A45314D5463694C434A776432526664584A73496A6F69614
8523063484D364C79397762334A305957777562576C6A636D397A62325A30623235736157356C4C6D4E
9

662533944614746755A32565159584E7A643239795A4335686333423449697769636D67694F6949774C
6B46576130466D5557565857475534623163775130783456446B7A6345777A5A4639335455464251554
6

4251554642515864425155464251554642515546445A45464F627934694C434A7TA593341694F694A765
A6D5A736157356C5832466A5932567A63794276634756756157516763484A765A6D6C735A5342566332
5
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6794C6C4A6C595751675A573168615777694C434ATA615764756157356663335268644755694F6C7369
6132317A61534A644C434A7TA645749694F694A61596D4D7964546C7955486C57636C4A4F6154464F5A3
1

524A65484E4352575A44566C6C4D52304A72615667795A3168324D6B354A4D325A4A496977696447567
55957353058334A6C5A326CT76626C397A593239775A534936496B35424969776964476C6B496A6F694E
5

751354E6A41334E3251744D6A686C5A6930304D4456694C546869597A55744D3259334E324530596D52
6B5A475A6D49697769645735706358566C58323568625755694F694A6E6258567959584A7051455A766
3

6E5270513278705A5735304D6A41756232357461574E7962334E765A6E5175593239744969776964584
275496A6F695A323131636D46796155424762334A3061554E7361575675644449774C6D397562576C6A
6

36D397A62325A304C6D4ET7662534973496E563061534936496A457864484A365447397A4D6A4174636D
5534556D4E6D64463951515763694C434A325A5849694F6949784C6A41694C434A336157527A496A706
2

496A59795A546B774D7TA6B304C5459355A6A55744E44497A4E7930354D546B774C5441784D6A45334E7
A45304E5755784D434973496D49334F575A695A6A526B4C544E6C5A6A6B744E4459344F5330344D5451
9

A4C546332596A45354E4755344E5455774F534A644C434A3462584E6664474E6B644349364D5459324E
TA45784D4451794D33302E4C5173624B7A695A52504F39505971495071754B4C316B39704F477A54776
B

35376E3854676B4A616C79327362325333635A763541313736426539594A5A4D7978424F366F6349677
731324663304B4841316E354A474E5A36526E74674D73574457476F6968506E756B503474725F554976
6

7T4A567A4578516D67554D6C3545723361635A7849577A41766E3353383259306E6F6245733461526865
417231387A6271364D435F6137344C7668307332367263435A473675755767656D457A5F52376866503
9

3473586D4A68506F42564A427175357372662D3366766758615647525559456A6F746441496E744A485
2414263784B5647654E506C7276696C4F6B454D7577694A753544312D4F465064696CTA63686A044A34
3

2576B5A7A4DOF583250645849706938416F4565784D55435F49425A5A696379514F6A67307776724650
537531464RA675539364F3637424841464C2D77

2023-11-28 15:52:08.110922 ike O:Azure 0:31: received informational request
2023-11-28 15:52:08.110925 ike O:Azure_0:31: processing notify type AZURE AD TOKEN
2023-11-28 15:52:08.110948 ike O:Azure 0:31: received Azure AD token (len=2167)
2023-11-28 15:52:08.110949 ike 0

authentication

2023-11-28 15:52:08.110951 ike O:Azure 0: Azure AD token (len=2167)

:Azure 0:31: initiating Azure AD token
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2023-11-28 15:52:08.110953 ike 0:Azure: auth group msgraphgrp

2023-11-28 15:52:08.111007 ike O:Azure 0: Azure AD auth 1975011919 pending
2023-11-28 15:52:08.111012 ike O:Azure 0:31: enc OFOEODOCOBOA0908070605040302010F
2023-11-28 15:52:08.111021 ike O:Azure 0:31: out
DOAE37737FFAAQOLIFEOES1IAE3ED77F2082E202520000000020000005000000034ABDA11BFF/7F1B3EODES3
7C51CC74D97E9E750351C4C59506A84CEC1

E9D726613718F6C5928D05641F3BA20B17F06A0E39

2023-11-28 15:52:08.111037 ike 0O:Azure 0:31: sent IKE msg (INFORMATIONAL RESPONSE) :
172.19.200.113:500->172.19.200.185:500, 1len=80, vrf=0, id=d%ae37737ffaallf/ele5lae3
ed77£208:00000002

2023-11-28 15:52:08.506195 ike O:Azure 0:31: Azure AD auth 1975011919 result FNBAM
SUCCESS

2023-11-28 15:52:08.507752 ike
2023-11-28 15:52:08.508794 ike
2023-11-28 15:52:08.510216 ike
2023-11-28 15:52:08.511426 ike

:Azure 0: FNBAM SUCCESS

:Azure 0: Azure AD auth succeeded (msgraphgrp)
:Azure 0:31: send AD AUTH SUCCESS

:Azure 0:15: sending NOTIFY msg

2023-11-28 15:52:08.512857 ike O:Azure 0:31:15: send informational

2023-11-28 15:52:08.514534 ike O:Azure 0:31: enc 000000080000F1080706050403020107
2023-11-28 15:52:08.516395 ike O:Azure 0:31: out
DY9AE37737FFAAOLIFEOES1IAE3ED77F2082E20250000000000000000502900003413256E2704001DCIF80
EBD2A735175246557478164D30E355013BC

69A0BDED148E2E2A603EF6D28DD13A932FAF61ECT74

2023-11-28 15:52:08.519714 ike 0O:Azure 0:31: sent IKE msg (INFORMATIONAL) :
172.19.200.113:500->172.19.200.185:500, len=80, vrf=0,
id=d9%9ae37737ffaal0lf/el0e5lae3ed77£208

2023-11-28 15:52:08.522490 ike 0: comes 172.19.200.185:500-
>172.19.200.113:500,ifindex=3,vrf=0....

2023-11-28 15:52:08.524446 ike 0: IKEv2 exchange=INFORMATIONAL RESPONSE
id=d9%ae37737ffaal0lf/e0e5lae3ed77£208 len=80

2023-11-28 15:52:08.526370 ike 0: in
D9AE37737FFAAOIFEOES1IAE3ED77F2082E202528000000000000005000000034925EA6E305C033FBF32
AEBS5403FF3390A6AA68943E6E95FFD42F9AODBSF2211EA2

E5030A8DCDCC68A0D952C49B7C104C

2023-11-28 15:52:08.529516 ike O:Azure 0:31: dec
D9AE37737FFAAOLIFEOES1AE3ED77F2082E202528000000000000002000000004

2023-11-28 15:52:08.531826 ike 0O:Azure 0:31: received informational response
2023-11-28 15:52:08.533168 ike 0O:Azure 0:15: received NOTIFY acknowledgement
2023-11-28 15:52:08.534569 ike 0O:Azure 0:31:15: processing informational
acknowledgement

2023-11-28 15:52:09.446751 ike 0: comes 172.19.200.185:500-
>172.19.200.113:500,ifindex=3,vrf=0....

2023-11-28 15:52:09.448432 ike 0: IKEv2Z exchange=CREATE CHILD
id=d9%ae37737ffaal0l1f/e0e51ae3ed77£208:00000003 len=448

2023-11-28 15:52:09.450319 ike 0: in
D9AE37737FFAAOLIFEOES1IAE3ED77F2082E20240800000003000001C0210001A4D1C2C49AECAEBAL24A5
DE2DF944A81ECC42E35F47089131AAAA1ID089F60E74845C

O O O O O O
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AT77BOF46616B3946EC1DB6386B95B3E4AAD48624AD098716B7C09377070A34A4A8FA29C5205A53FB705
FBO95FB1196320A24E54F123C45E7EAAQ7DAZ2F7ESCT73D5D68FCC29711163372CC0601061A1629C10D4B4
D

29240FEB22BF758E73A0BF47D3EF2311B547683FBED69DE40960A30FDCACEFA83C5B002C117EF1849D9
EFCBF5D5C594424160C6DDAES9D72CAOFE69109D677B36A3E52251B12E609EBC39105228F03821F52DC
C

A8F48FFCD2B1E467EFD6D22C944A2FE1668F52111B863790EAB4B70AC111BBBEAIBD4E400920E6002F5
41DBBFASB1270DB7F9A8E17DB837A55A161A848FBD3CEES45C59673114BC6CT7192CB8FC3A2222664776
9

A47CS5EC14F9A027A2DC22D3AEC869F7D22728EA36AE72C79BCAEC678F832D868F4AF4A9F11316AB525E
E29E83D7FE4B36B4C907FD695FCI958F391CC53A55BA3D70768458374E0DEB496B4EE2CT76425981 6EB4A
5

1C500F83A98A8E134A7ES5287057AC06D0DEFB99A6403EB711B5ED4AOAD431D342BDF4E9674B614C0EAG3
AD879BET72F0F6FB

2023-11-28 15:52:09.463679 ike O:Azure 0:31: dec
DY9AE37737FFAAOIFEOES1IAE3ED77F2082E2024080000000300000190210000042800006402000030010
30404B6309E870300000C0100000C800E00

800300000803000002030000080400000500000008050000000000003002030404B6309E870300000C0
100000C800E0100030000080300000C0300000804000005000000080500000022000014B152C3DB9D7C
4

DCB76B245B1B1E537752C0000C80005000013FC512EBBD59D5EES926D399D13FE2811F9D965F6489E67
27340F15F2588D0B37347D70C4DB2A056AEDEO7AOBS83D0OBC6C124CFBEFD8BSEC28E3BES27E3ADDCB585
5

6010430E13A03A123A11C1ALIF5F603093844ED7CA9CA6S5CIOTBE77689456F933584C0D706024321EBLIBA
2DEAB6C7CDBFI9D8C6B3CAEF02B8DI98F10B8EFOB7FO75EB3F922360B21B419E71D91DC8A86BF7361500B
E

FD67BOAB19F0F89423D8E9229B2A71FD283FEAC4845F4DB2092A48ECECCD84C12CA552C234A2B6614FA
F02D00001801000000070000100000FFFFO00000000FFFFFFFF0000001801000000070000100000FFFFO0
0

000O0O0OFFFFFFFF

2023-11-28 15:52:09.476082 ike 0:Azure 0:31: received create-child request

2023-11-28 15:52:09.477573 ike 0:Azure 0:31: responder received CREATE CHILD
exchange

2023-11-28 15:52:09.479026 ike O:Azure 0:31: responder creating new child
2023-11-28 15:52:09.480311 ike O:Azure 0:31:16: peer proposal:

2023-11-28 15:52:09.481643 ike O:Azure 0:31:16: TSi 0 0:0.0.0.0-255.255.255.255:0
2023-11-28 15:52:09.483041 ike O:Azure 0:31:16: TSr 0 0:0.0.0.0-255.255.255.255:0
2023-11-28 15:52:09.484917 ike O:Azure 0:31:Azure:16: comparing selectors
2023-11-28 15:52:09.486431 ike 0O:Azure 0:31:Azure:16: matched by rfc-rule-2
2023-11-28 15:52:09.488240 ike O:Azure 0:31:Azure:16: phase2 matched by subset
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2023-11-28 15:52:09.489819 ike
0:192.168.1.1-192.168.1.1:0
2023-11-28 15:52:09.493018
2023-11-28 15:52:09.494773
192.168.1.1:0

2023-11-28 15:52:09.496728
255.255.255.255:0
2023-11-28 15:52:
2023-11-28 15:52:
2023-11-28 15:52:
2023-11-28 15:52:
2023-11-28 15:52:009.
2023-11-28 15:52:00.
CBC (key len = 128)
2023-11-28 15:52:009.
2023-11-28 15:52:009.
val=MODP1536
2023-11-28 15:52:
2023-11-28 15:52:
2023-11-28 15:52:
2023-11-28 15:52:
2023-11-28 15:52:009.
2023-11-28 15:52:009.
CBC (key len = 128)
2023-11-28 15:52:009.
2023-11-28 15:52:009.
val=MODP1536
2023-11-28 15:52:
2023-11-28 15:52:
2023-11-28 15:52:
2023-11-28 15:52:
request queued
2023-11-28 15:52:
request queued
2023-11-28 15:
2023-11-28 15:
seconds=43185.
2023-11-28 15:
seconds=43200.
2023-11-28 15:
#dst=1
2023-11-28 15:52:09.548329
255.255.255.255:0
2023-11-28 15:52:09.549967
192.168.1.1:0

2023-11-28 15:52:09.551724
selectors

2023-11-28 15:52:09.553656

ike
ike

ike

09.
09.
09.
09.

498785
500228
502191
504280
506390
508479

ike
ike
ike
ike
ike
ike

510929
513041

ike
ike

09.
09.
09.
09.

514921
517047
518363
519673
521199
522991

ike
ike
ike
ike
ike
ike

524846
526296

ike
ike

09.
09.
09.
09.

527909
529345
531065
532636

ike
ike
ike
ike
09.535270 ike
52:
52:

09.
09.

538204
540564

ike
ike

52:09.543517 ike

52:09.545940 ike
ike
ike
ike

ike

o O O O o o

o O

O O O O O O

o O

o O O O

O0:Azure O:
O:Azure O:

:Azure 0:

:Azure O:
:Azure O:

:Azure 0:

:Azure 0:
:Azure 0:
:Azure O:
:Azure O:
:Azure O:
:Azure 0:

:Azure 0:
:Azure 0:
:Azure O:
:Azure O:
:Azure O:
:Azure 0:
:Azure 0:

:Azure 0:

:Azure 0:
:Azure O:

:Azure O:
:Azure 0:
:Azure 0:

:Azure 0:

:Azure 0:

:Azure 0:
:Azure 0:
:Azure O:
:Azure O:
:Azure 0:

:Azure 0:
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31
31

31

31
31
31
31
31
31

31
31

31
31
31
31
31
31

31
31

31
31
31
31
31

31
31

31

31

31

31

31

31

tAzure:

:Azure:

:Azure:

:Azure:

:Azure:
tAzure:
:Azure:
:Azure:
:Azure:
:Azure:

:Azure:

:Azure:
:Azure:
:Azure:
:Azure:
:Azure:
:Azure:

tAzure:

tAzure:
:Azure:

:Azure:

:Azure:

:Azure:

tAzure:

tAzure:

:Azure:

:Azure:

:Azure

:Azure:

:Azure:

:Azure

:Azure:

:Azure:

16:

16:
16:

16:

16:
16:
16:
16:
16:
16:

16:
16:

16:
16:
16:
16:
16:
16:

16:
16:

16:
16:
16:
16:
16:

16:
16:

:16:

16:

16:

:16:

16:

16:

using mode-cfg override

accepted proposal:
TSi 0 0:192.168.1.1-

TSr 0 0:0.0.0.0-

dialup

incoming child SA proposal:

proposal id = 1:

ESP:

encapsulation = TUNNEL
type=ENCR, val=AES

protocol =

type=INTEGR, val=SHA
type=DH GROUP,

type=ESN, wval=NO
matched proposal id 1
proposal id = 1:
ESP:
encapsulation = TUNNEL
type=ENCR, val=AES

protocol =

type=INTEGR, val=SHA
type=DH_GROUP,

type=ESN, val=NO

lifetime=43200
PFS enabled, group=5
generate DH public value

compute DH shared secret

replay protection enabled
set sa life soft

set sa life hard

IPsec SA selectors #src=1

src 0 7 0:0.0.0.0-

dst 0 7 0:192.168.1.1-

add dynamic IPsec SA

added dynamic IPsec SA
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proxyids, new serial 1

2023-11-28 15:52:09.555661 ike 0:Azure:16: add route 192.168.1.1/255.255.255.255 gw
192.168.1.1 oif Azure(l7) metric 15 priority 1

2023-11-28 15:52:09.558385 ike 0O:Azure 0:31:Azure:16: tunnel 1 of VDOM limit 0/0
2023-11-28 15:52:09.559849 ike 0O:Azure 0:31:Azure:16: add IPsec SA:
SPIs=089ed054/b6309e87

2023-11-28 15:52:09.559855 ike 0O:Azure 0:31:Azure:16: IPsec SA dec spi 089ed054 key
16:7266651ABA6DF54EA23C5F16ACA4323A auth 20:E5DE2B49D803AD657613D5E7A217019449E172E
D

2023-11-28 15:52:09.559859 ike O:Azure 0:31:Azure:16: IPsec SA enc spi b6309e87 key
16:E5FC462D5B45E3D2D2CDBES0354F766A auth 20:B4FD4EC142626C58359AAC6278370986E4BI9CAF
8

2023-11-28 15:52:09.559883 ike O:Azure 0:31:Azure:16: added IPsec SA:
SPIs=089ed054/b6309e87

2023-11-28 15:52:09.560126 ike 0O:Azure 0: tunnel up event assigned address
192.168.1.1

2023-11-28 15:52:09.560352 ike O:Azure 0:31:Azure:16: sending SNMP tunnel UP trap
2023-11-28 15:52:09.560772 ike O:Azure 0: sent tunnel-up message to EMS: (fct-
uid=CFC62AA23F344235B5D8A61855E7FF6D, intf=Azure 0, addr=192.168.1.1, vdom=root)
2023-11-28 15:52:09.561092 ike O:Azure 0:31:Azure:16: responder preparing CREATE
CHILD message

2023-11-28 15:52:09.561320 ike 0O:Azure 0:31: enc
280000340000003001030404089ED0540300000C0100000C800E0080030000080300000203000008040
0000500000008050000002200001480626D

TA23F5008349B6CC4289825B292C0000C800050000C26CB6DC83F23198EFB6B595A44AD7A2D4506D048
FTE3BA27ED14CB47FF12B2C20ED2F7C59022E698A8EEB22AC1269DE785F4E4D674261E2268E6D5219EA
8

DBCD598D59CE007D831420E3654A93ED0733AA1IAC51B2908611CA39D64B17ABAGE3EFC338A700480CC5
CB65549BDA2B527FDACOB68A4CAFBFE9OACEE70333451F31BA79FFAS3B7028879E38682E2A2E74E692D
6

03B41ACA394ES5EAEBEDADO923ADF8DF6ESB60C1I9A17860A9F72079F2A9B162244DA2ED48931DA94505F8
A9784C6AE2D00001801000000070000100000FFFFCOA80101C0OA8010100000018010000000700001000
0

OFFFFOOO000O0OFFFFFFFFOFOEODOCOBOA0908070605040302010F

2023-11-28 15:52:09.561585 ike 0:Azure 0:31: out
DO9AE37737FFAAOLIFEOES1AE3ED77F2082E2024200000000300000190210001747521BEB5752BC8166B8
70187B8184577A936B1617899657B3F61RB0

ACE844FACET72E945DEC6A91FC5AB1001D8120A73ED5732605FE6DODD57CDDFD2EB624A38490841A6381
T2E86FAD3C27C255DF6508AE96D3C127C2FF9B479FD8007EEL12B1ES59227220F4A817A0BF29D9695C420
F

5COBO9F5D74F910345D843AD638946098D38CT7F2C5C19FD854F2BE128DD336328DBF1072308F4AAFD103
AEES529495D8D7A48233F6565104F277EFCOE8371A81A6BOEBS9CAOAF66ADI93332F3F767585522A750AD
9
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1B124CD84C903BE6A64B3D63BA3E6D212E73C744D59DED2AE2580A12EBO550AD140F7CDB7587A531291
0586972D01A39110DBF639CDF077B9B66799AA1COF2A39C0106887F1D7E43B135B170A478A9DBF01B18
7

C20E21A04A953BOBDC4E71A00BCEDICOB2F95C5188F701EBO372CFEF5FDODD347BD7765540E45AB0E641
9EC8EB139099561E1A95F7C5056AB3B18E023338A23B26C32421BD7D5CB1C1308CA9EBAEL91A87E5025
6

83811AB0C5EG44

2023-11-28 15:52:09.561966 ike 0:Azure 0:31: sent IKE msg (CREATE CHILD RESPONSE) :
172.19.200.113:500->172.19.200.185:500, len=400, vrf=0,
id=d9%ae37737ffaal0lf/ele5lae3

ed77£208:00000003

2023-11-28 15:52:13.239889 ike 0: comes 172.19.200.185:500-
>172.19.200.113:500,ifindex=3,vrf=0....

2023-11-28 15:52:13.239970 ike 0: IKEv2 exchange=INFORMATIONAL
1d=d%ae37737ffaal0l1f/e0e51ae3ed77£208:00000004 1en=80

2023-11-28 15:52:13.239976 ike 0: in
D9AE37737FFAAQIFEOESIAE3ED77F2082E202508000000040000005000000034BFA2DC51F014978F5F6
95462630406B37D7311206880F4BA747BALET86092ETF6F

34C63B6D3B48ABE6531AABAAT2FESS

2023-11-28 15:52:13.240004 ike O:Azure 0:31: dec
DO9AE37737FFAAQOLIFEOES1IAE3ED77F2082E202508000000040000002000000004

2023-11-28 15:52:13.240222 ike O:Azure 0:31: received informational request
2023-11-28 15:52:13.240230 ike O:Azure 0:31: enc OFOEODOCOBOA0908070605040302010F
2023-11-28 15:52:13.240443 ike 0:Azure 0:31: out
D9AE37737FFAAQIFEOESIAE3ED77F2082E2025200000000400000050000000349815B795B19825052A1
CEB3BFBDF0890035F90BFBAB8D3DC8B2D24

3C0F347C253853573C4692A2FAR41271E0935FDOBE

2023-11-28 15:52:13.240670 ike O:Azure 0:31: sent IKE msg (INFORMATIONAL RESPONSE) :
172.19.200.113:500->172.19.200.185:500, len=80, vrf=0, id=d%ae37737ffaallf/eleblae3
ed77£208:00000004

2023-11-28 15:52:17.875738 ike shrank heap by 344064 bytes

Prioritize IPsec VPN and ZTNA for remote access over SSL VPN -7.2.3

To prioritize IPsec VPN, EMS disables the SSL VPN feature by default. You can use the SSL VPN checkbox in Feature
Select to globally show or hide the SSL VPN feature on EMS. As SSL VPN is an active attack target, using IPsec VPN for
VPN use cases is now encouraged over using SSL VPN.
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Feature Select @

A Some features below are disabled because they are unlicensed. Please update your license to enable those features.

B Ant-Hansomware (1
Anti-Exploit 0
Cloud Based Malware Detection [i PN
Removable Media Access 0.

Web and Video Filtering

& Web Filter (1 %8

& Vvideo Filter [ %
O Remote Access o

SSL VPN 8.

When SSL VPN is disabled in Feature Select, EMS hides all SSL VPN-related features on Remote Access profiles. Only
IPsec VPN-related configuration and tunnels are visible.

Remote Access Profile @D ~ Expand Al « Colizpse All

Name Defautt Advanced XML
General -
Allow Personal VPN € o©
Show VPN before Logon @ o©

Use Windows Credentials @

Enable Secure Remote Access

Auto Connect Select a Tunne -
@ IPsec VPN -
Use Windows Store Certificates o)

Current User Windows Store Certificates (o)

Local Computer Windows Store Certificates [ o)
Register the Address in DNS Register both physical adapter and tunnel IP's to DNS server -

Do Not Accept Invalid Server Certificate @

VPN Tunnels -
Name Type Remote Gateway
IPsecv4-PSK IPsec 172.19.200.253

Discard Changes | Revert To Default
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A\,

b [ 4
? SSL VPN tunnel XML configuration still displays in the XML tab when SSL VPN is disabled.

FortiClient also does not show SSL VPN tunnels and disallows users from creating personal SSL VPN tunnels. When

configuring an IPsec VPN tunnel, the Failover SSL VPN option is visible, but there are no SSL VPN tunnels to select
from.

New VPN Connection

veN IPsec VPN ]

Connection Name |

Description |

Remote Gateway |

+Add Remote Gateway

Authentication Method | Pre-shared key

Authentication (XAuth) o Prompt on login :: Save login :: Disable

Failover SSLVPN [None]

+ Advanced Settings

FortiClient also hides SSL VPN tunnels in the VPN before logon screen.

John

Connect a VPN tunnel & log in to Windows

IPsecvA-Cert

IPsecv4-PSK

VPN Username
VPN Password

Sign-in options

locall %

FortiClient & FortiClient EMS 7.2 New Features Guide
Fortinet Inc.

106



ZTNA

When SSL VPN is enabled in Feature Select, you can disable SSL VPN on Remote Access profiles. This hides all
SSL VPN-related features from that profile. FortiClient endpoints that receive that profile also hide all SSL VPN tunnels
and configuration options for creating personal SSL VPN tunnels.

Remote Access Profile @) - Expand Al ~ Colapse Al
Name Default Basic Aavanced XML
General -
Allow Personal VPN @ ©
Show VPN before Logon @ O
Use Windows Credentials @
Enable Secure Remote Access
Auto Connect v
Network Lockdown -
SSLVPN -
@ Psec VPN -
Use Windows Store Gertificates ©
Current User Windows Store Certificates [ o]
Local GComputer Windows Store Certificates ©
Register the Address in DNS Register both physical adapter and tunnel IP's to DNS server M

Do Not Accept Invalid Server Ceriificate @

m Discard Changes | Revert To Default

Split DNS support for IPsec VPN -7.2.3

IPsec VPN now supports split DNS support for enhanced security. This allows customers to more easily use IPsec VPN
instead of SSL VPN, as IPsec VPN is securer due to its advanced encryption algorithms.

Ay
S L4
q IPsec VPN supports split DNS only with IKEv2.

The example uses the following topology:

IPsec
DNS server 1
) IKEv2 tunnel Has “khaas.local” domain
l‘! ) M 192.168.1.10
FortiClient endpoint with two DNS FortiGate
servers on its physical adapter :
local: 172.19.200.2 —
public: 8.8.8.8 —
DNS server 2
Has “ripple.local” domain
192.168.1.11

The following describes this example topology:
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o The FortiGate IPsec VPN tunnel configures two DNS servers, which are only reachable when the IPsec VPN tunnel
is connected. The tunnel DNS server 1 can resolve the khaas.local domain, and the tunnel DNS server 2 can
resolve the ripple.local domain, but it cannot resolve the "ztna.ripple.local" FQDN.

« The FortiClient endpoint physical interface has configured the following local DNS servers:
o Public DNS server 8.8.8.8
« Local DNS server 172.19.200.2. Can resolve ripple.local domain, including "ztna.ripple.local" FQDN.

Following is the partial FortiOS IPsec VPN tunnel configuration to support split DNS in the IPsec VPN phase 1 interface.
The new set internal-domain-1istcommand specifies the split DNS domain lists to use with the tunnel
DNS servers:

config vpn ipsec phasel-interface
edit "ipsec"

set type dynamic

set interface "portl"

set ike-version 2

set peertype any

set net-device disable

set exchange-interface-ip enable

set mode-cfg enable

set ipv4-dns-serverl 192.168.1.10

set ipv4-dns-server2 192.168.1.11

set internal-domain-list "khaas.local" "ripple.local"

set proposal aesl28-sha256 aes256-sha256 aesl28gcm-prfsha256 aes256gcm-prfsha384
chacha20polyl305-prfsha256

set comments "VPN: ipsec (Created by VPN wizard)"

set eap enable

set eap-identity send-request

set authusrgrp "ipsecgroup"

set ipv4-start-ip 10.100.100.10

set ipv4-end-ip 10.100.100.20

set ipvéd-split-include "split-ipsec-group"

set save-password enable

set client-auto-negotiate enable

set client-keep-alive enable

set psksecret ENC
WykgL7GruKKftU9HUcOpYjcwLGHgag+1JIsPrtS9TvnW2dXuaYxhhn7NMSHFeYfcJAw3gcyHxo2JZHkt3v2fuYk37fpnk
cyFgPRR4deqUJj9YV3VvYYMASc6Idx6FCpE495vDzajH+E+2wF9atf/CBV8XPQ10T5gvhpEuAsL1K5pXsLd2piaofCaul
JgwFe8yGTTDAew==

next

end

The following lists possible uses cases for an IPsec VPN tunnel with split DNS, using the network elements from the
example topology:

Endpoint user tries to Outcome

access...

"www.khaas.local" URL Because the URL matches the "khaas.local" domain in the internal-domain-list,
FortiClient only allows a DNS request to the DNS server list configured for the
IPsec VPN tunnel. In this case, the IPsec VPN tunnel DNS server 1
(192.168.1.10) resolves and replies with its IP address for the URL
"www.khaas.local".
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Endpoint user tries to

access...

"www.ripple.local" URL Because the URL matches the "ripple.local" domain in the internal-domain-list,
FortiClient only allows a DNS request to the DNS server list configured for the
IPsec VPN tunnel internal-domain-list. In this case, the IPsec VPN tunnel DNS
server 2 (192.168.1.11) resolves and replies with its IP address for the
URL "www.ripple.local".

ztna.ripple.local FQDN Because internal-domain-list contains the ripple.local domain, FortiClient allows a
DNS query to the tunnel DNS servers. As both DNS servers do not have a record
for ztna.ripple.local, the FortiClient DNS query for this FQDN fails. FortiClient
disallows DNS requests to the FortiClient endpoint local DNS server
(172.19.200.2), even though it can actually resolve the ztna.ripple.local FQDN.

Domain not listed in internal- FortiClient only allows sending a DNS query to the system locally configured DNS
domain-list servers, and disallows DNS queries to any IPsec VPN tunnel DNS servers.

IPsec VPN SAML-based authentication -7.2.4

FortiClient IPsec VPN IKEv2 supports SAML authentication with identity providers (IdP) such as Microsoft Entra ID,
Okta, and FortiAuthenticator. This configuration also supports pushing authentication tokens. This provides a similar
experience as using SAML-based authentication for SSL VPN.

The following instructions assume that you have already configured your Entra ID environment, that your FortiClient
EMS and FortiGate are part of a Fortinet Security Fabric, and that the FortiGate has been configured in Azure as an
enterprise application for SAML single sign on.

The following provide configuration examples for Entra ID, Okta, and FortiAuthenticator:

o Use case 1: SAML authentication with Entra ID as IdP on page 109
» Use case 2: SAML authentication with Okta as IdP on page 114
o Use case 3: SAML authentication with FortiAuthenticator as IdP on page 116

The examples use the following product versions:

Product Version
FortiClient

724
FortiClient EMS
FortiGate 7.4.3
FortiAuthenticator 6.5.3

Use case 1: SAML authentication with Entra ID as IdP

To configure SAML authentication with Entra ID as IdP:

1. The following shows an example enterprise application for SAML single sign on in Azure. Key to this configuration is
that the endpoint can resolve the FortiGate fully qualified domain name (FQDN) (in this example, it is
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remote...de01). Also note the port number, which in this example is 10428. Under SAML Certificates, beside

Certificate (Base64), click Download.

= Microsoft Azure L Search resources, services, and docs (G+/)

2. Configure FortiOS:

Import the certificate that you downloaded from the Azure portal to FortiOS by going to System > Certificates >
Create/Import > Remote Certificate and selecting the desired certificate.

a.

b.

Home >

=1-fgt161-Saml-Login-VPN | SAML-based Sign-on

Enterprise Application

# Overview

Deployment Plan

# Diagnose and solve problems

Manage

It Properties

& Owners

ik Roles and administrators
&8 Users and groups

3 single sign-on

& Provisiching

C self-service

Security
¥ Conditional Access

% Permissions

@ Token encryption
Activity

3 sign-in logs

@1 Usage & insights
E Auditlogs

M Provisioning logs

pees

= Access reviews

Troubleshooting + Support

& Mew support request

.| Enterprise applications > Enterprise applications | All applications >

T Upload metadata file

Set up Single Sign-On with SAML

maore.

Read the configuration guide & for help integrating Leo-fgt161-Saml-Login-VPMN.

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State (Optional)
Logout Url (Optional)

Attributes & Claims

givenname

surname
emailaddress

name

username

group

Unigue User Identifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Natification Email

App Federation Metadata Url
Certificate (Base64)

Certificate (Raw)
Federation Metadata XML

Verification certificates (optional)

Required
Active

Define a user IKE SAML authentication port:
config system global
set auth-ike-saml-port 10428

end

Configure SAML user settings. In this example, remote...de01 is the remote gateway. Port 10428 is the
IKE SAML authentication port that you defined in step 2a:

i. Configure a SAML user:

config user saml
edit "IPSec-SAML-FAC"
set cert "Fortinet Factory"
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) Change single sign-on mode

https://remote.
ata
https://remote,
https:/fremote.
Optional
https:/fremote.

user.givenname
usersumame

user.mail
useruserprincipalname
user.userprincipalname
User.groups
user.userprincipalname

Active

10/14/2026, 2:40:08 PM

-fgt161-Saml-Login-VPN

Test this application A7 Got feadback?

An S50 implementation based on federation protocols improves security, relizbility, and end user experiences and is easier to
implement. Chaose SAML single sign-an whenever possible for existing applications that do not use CpenlD Connect or OAuth. Learn

de01:10428/remote/saml/metad

de01:10428/remote/saml/login
de01:10428/remate/saml/login

de01:10428/remote/saml/logout

@ .onmicrasoft.com
https://login.microsoftonline.com/f1a72219- .
Cownload
Download
Download
No
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set entity-id "https://remote...de01:10428/remote/saml/metadata"
set single-sign-on-url "https://remote...de01:10428/remote/saml/login"
set single-logout-url "https://remote...de01:10428/remote/saml/logout™

set idp-entity-id "https://sts.windows.net/fla72219-.../"
set idp-single-sign-on-url
"https://login.microsoftonline.com/f1a72219-.../saml2"

set idp-single-logout-url
"https://login.microsoftonline.com/f1a72219-.../saml2"
set idp-cert "REMOTE Cert 2"
set user—-name "username"
set group-name "saml-group"
set digest-method shal
next
end

ii. Configure a user group. The example user group is ipsec-saml-group, which includes the SAML user that
you configured. You will use this group in a FortiOS firewall policy to control access permission to
protected resources:
config user group

edit "ipsec-saml-group"
set member "IPSec-SAML-FAC"
next
end

d. Configure the IKE SAML server for the FortiOS interface used for VPN connection. This example uses port1 as
the WAN interface, which the configuration uses for IPsec VPN IKEv2 connection:
config system interface
edit "portl"
set ike-saml-server IPSec-SAML-FAC
next
end

e. Configure the IPsec VPN IKEv2 tunnel:

i. Configure an IP address range for the IPsec VPN tunnel to use. In this example, there is a file server with
IP address 192.168.235.180 sitting on the FortiOS LAN network 192.168.235.0/24. Substitute your own
values as needed.
config firewall address

edit "IPSec Tunnel Addrl"
set type iprange
set start-ip 192.168.1.100
set end-ip 192.168.1.108
next
end
config firewall address
edit "LAN2-192.168.235.0"
set subnet 192.168.235.0 255.255.255.0
next
end

ii. Create an IPsec VPN IKEv2 tunnel. This example uses a preshared key as the authentication method.
Ensure thatyou set eap enableandeap-identity send-request correctly:
config vpn ipsec phasel-interface
edit "v4-PSK-IKEv2"

set type dynamic
set interface "portl"
set ike-version 2
set peertype any
set net-device disable
set mode-cfg enable
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set ipv4-dns-serverl 172.17.60.6
set ipv4-dns-server2 8.8.8.8
set proposal aesl28-shal aes256-sha256
set dpd on-idle
set dhgrp 5
set eap enable
set eap-identity send-request
set assign-ip-from name
set ipvd-split-include "LAN2-192.168.235.0"
set ipv4-name "IPSec Tunnel Addrl"
set save-password enable
set client-auto-negotiate enable
set client-keep-alive enable
set psksecret 11111111
set dpd-retryinterval 60
next
end
config vpn ipsec phase2-interface
edit "v4-PSK-IKEv2"
set phaselname "v4-PSK-IKEv2"
set proposal aesl28-shal aes256-shal aesl28-sha256 aes256-sha256
set dhgrp 5
next
end

Add the SAML group to the firewall policy for the VPN tunnel. In this example, ipsec-saml-group is the
SAML group name, and port3 is the FortiGate LAN interface. Modify the commands to fit your
environment:
config firewall address
edit "LAN2 port3 address"
set type interface-subnet
set subnet 192.168.235.0 255.255.255.0
set interface "port3"
next
end
config firewall policy
edit 117
set name "v4-PSK-IKEv2 -> LAN"
set srcintf "v4-PSK-IKEv2"
set dstintf "port3"
set action accept
set srcaddr "IPSec Tunnel Addrl"
set dstaddr "LAN2 port3 address"
set schedule "always"
set service "ALL"
set nat enable
set groups "ipsec-saml-group"
next
end
(Optional) FortiClient validates the certificate configured in FortiOS. To prevent an invalid server certificate
prompt, the certificate common name (CN) should match the VPN remote gateway FQDN (remote...de01
in this example) and you should import the certificate authority (CA) as a trusted root CA authority.
FortiClient also verifies certificates for IdPs such as FortiAuthenciator, Azure, and Okta.
config user setting
set auth-cert "remote...deOl-oldca"
end
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3. Configure a new IPsec VPN IKEv2 tunnel in EMS:

a.

o ao0vUT

In EMS, go to Endpoint Profiles > Remote Access.
Create a new profile or edit an existing one.
Under VPN Tunnels, click Add Tunnel.
Select Manual.
Configure Basic Settings:
i. Inthe Name field, configure the desired tunnel name.
ii. For Type, select IPsec VPN.
iii. Inthe Remote Gateway field, enter the remote gateway. In this example it is remote...de01.
iv. From the Authentication Method dropdown list, select Pre Shared Key.
v. Inthe Pre-Shared Key field, enter the same key that you configured in step 2.e.ii.

Editing IPsec VPN Tunnel: IPSec-V2-EAP-SAML

@ Changes to this VPN tunnel will not be saved until the profile is saved.

Basic Settings Basic Settings

VPN Settings
MName
Phase 1
IPSec-V2-EAP-SAML
Phase 2 Cannot contain the characters \"&%<>
Split Tunnel

Type

Application Based B8 ]

Advanced Settings
Remote Gateway

On Connect Script

On Disconnect Script

Authentication Method

Pre Shared Key v

Pre-Shared Key

@ Prompt for Username

f. Configure Advanced Settings:

i. Disable Prompt for Certificate.
ii. Toggle on Enable SAML Login.
iii. Inthe SAML Portfield, enter the port that you noted from the Azure portal. In this example, itis 10428.
iv. Enable Show "Remember Password" Option.
v. Enable Show "Always Up" Option.
vi. Enable Show "Auto Connect" Option.

Leave other fields at their default values, and save. For the XML configuration for the tunnel, see IPsec VPN
tunnel XML configuration on page 117.
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4. After FortiClient receives the configuration changes from EMS, connect to the tunnel:

a. InFortiClient, go to the Remote Access tab.

From the VPN Name dropdown list, select the IPsec VPN tunnel.

b
c. Click Connect.
d

. An authentication dialog appears. Enter the Entra ID credentials to establish the VPN connection.

@
A= Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Back

(lh Sign-in options

5. Afterthe VPN tunnel is up, attempt access to a resource that a FortiOS firewall policy protects. The following shows

Next

W

diagnose firewall auth 1list outputforsuch access:

192.168.1.100, user@Rexample.onmicrosoft.com
type: fw, id: 0, duration: 74,

server: IPSec-SAML-FAC
packets: in 0 out 0, bytes:
group id: 6

group name: ipsec-saml-group

————— 1 listed, 0 filtered ------

To view IKE debug log output for this access, see IKE debug log reference on page 123.

idled: 74

in 0 out 0

Use case 2: SAML authentication with Okta as IdP

Configuring IPsec VPN SAML authentication using Okta as the IdP is similar to Use case 1: SAML authentication with
Entra ID as IdP on page 109. The following shows an example configuring the SAML user for Okta (step 2.c.i):

config user saml
edit "IPSec-SAML-FAC"
set cert "Fortinet Factory"

set entity-id "https://remote...de01:10428/remote/saml/metadata/"
set single-sign-on-url "https://remote...de01:10428/remote/saml/login/"
set single-logout-url "https://remote...de01:10428/remote/saml/logout/"

set idp-entity-id "http://www.okta.com/exk5v..."

set idp-single-sign-on-url "https://dev-....okta.com/app/dev-..

1/exk5v.../sso/saml"
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set

set

set
set
set
next
end

idp-single-logout-url "https://dev-....okta
1/exk5v.../slo/saml"
idp-cert "REMOTE Cert 4"

user-name "username"
group-name "saml-group"
digest-method shal

Sign i with your fortinet- account to access

SSLVPN-SAML-Newi61

okta

Sign In

Username

Password

To verify the configuration:

1. After the VPN tunnel is up, attempt acccess to a resource that a FortiOS firewall policy protects. Run get ipsec

.com/app/dev-... samlloginfgt39

vpn tunnel detailsinthe FortiOS CLI. Following is the expected output:

gateway

name:

'v4d-PSK-IKEv2 0'

local-gateway: 10.152.35.161:0 (static)
remote-gateway: 10.152.35.170:0 (dynamic)
dpd-link: on

mode:

ike-v2

interface: 'portl' (3) vrf:0

rx packets: 18 bytes: 2259 errors: 13
tx packets: 0 bytes: 0 errors: 0

dpd: on-idle/negotiated idle: 60000ms retry: 3 count: 0
selectors

name:

'v4-PSK-IKEv2'

auto-negotiate: disable

mode:

tunnel

src: 0:0.0.0.0-255.255.255.255:0
dst: 0:192.168.1.100-192.168.1.100:0

SA

lifetime/rekey: 43200/43101
mtu: 1438
tx-esp-seq: 1
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replay: enabled

gat: O

inbound

spi: 758626b4

enc: aes-cb 37491£896e23475bcbc98cb98feb511c

auth: shal Olcfde3affadedcca94626c9fccd74fe55113e36
outbound

spi: 80blal46

enc: aes-cb 88c755eec85f512ca31ce65b687932bb

auth: shal d2953b6376c145b82e88a05983dfecl180e33dbc4
NPU acceleration: none

Run diagnose sniffer packet <gateway name> to view the packet sniffer information. Following is the
expected output:

Using Original Sniffing Mode

interfaces=[v4-PSK-IKEV2]

filters=[none]

pcap_ lookupnet: v4-PSK-IKEv2: no IPv4 address assigned
8.902304 192.168.1.100 -> 192.168.235.180: icmp: echo request
8.902770 192.168.235.180 -> 192.168.1.100: icmp: echo reply
9.910247 192.168.1.100 -> 192.168.235.180: icmp: echo request
9.910518 192.168.235.180 —-> 192.168.1.100: icmp: echo reply
10.925738 192.168.1.100 -> 192.168.235.180: icmp: echo request
10.926070 192.168.235.180 -> 192.168.1.100: icmp: echo reply
11.941364 192.168.1.100 -> 192.168.235.180: icmp: echo request
11.942012 192.168.235.180 -> 192.168.1.100: icmp: echo reply
49.060511 192.168.1.100 -> 192.168.235.180: icmp: echo request
49.061039 192.168.235.180 -> 192.168.1.100: icmp: echo reply
50.066813 192.168.1.100 -> 192.168.235.180: icmp: echo request
50.067084 192.168.235.180 -> 192.168.1.100: icmp: echo reply
51.082305 192.168.1.100 -> 192.168.235.180: icmp: echo request
51.082633 192.168.235.180 -> 192.168.1.100: icmp: echo reply
52.097539 192.168.1.100 -> 192.168.235.180: icmp: echo request
52.097898 192.168.235.180 -> 192.168.1.100: icmp: echo reply

Run diagnose firewall auth 1list.Followingis the expected output:

192.168.1.100, example@fortinet.com

type: fw, id: 0, duration: 664, idled: 458
server: IPSec-SAML-FAC

packets: in 8 out 8, bytes: in 480 out 480
group id: 6

group name: ipsec-saml-group

————— 1 listed, 0 filtered ------

Use case 3: SAML authentication with FortiAuthenticator as IdP

Configuring IPsec VPN SAML authentication using FortiAuthenticator as the IdP is similar to Use case 1: SAML
authentication with Entra ID as IdP on page 109. The following shows an example configuring the SAML user for
FortiAuthenticator (step 2.c.i). Ensure the endpoint can resolve the remote gateway FQDN (in this example
remote...de01) and the FortiAuthenticator FQDN (in this example fac.example.fct.local):

config user saml

edit "IPSec-SAML-FAC"
set cert "Fortinet Factory"
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set
set
set
set
set
set
set
set
set
set
next
end

entity-id "https://remote...de01:10428/remote/saml/metadata/"
single-sign-on-url "https://remote...de01:10428/remote/saml/login/"
single-logout-url "https://remote...de01:10428/remote/saml/logout/"
idp-entity-id "http://fac.example.fct.local/saml-idp/lxat.../metadata/"
idp-single-sign-on-url "https://fac.example.fct.local/saml-idp/lxat.../login/"
idp-single-logout-url "https://fac.example.fct.local/saml-idp/lxat.../logout/"
idp-cert "REMOTE Cert 3"

user—-name "username"

group-name "saml-group"

digest-method shal

IPsec VPN tunnel XML configuration

The following shows the XML configuration for the IPsec VPN tunnel configured in Use case 1: SAML authentication with
Entra ID as |dP on page 109 step 3. Note the <sso_enabled>and <ike saml_ port>elements:

<?xml version="1.0" ?>

<forticlient configuration>

<vpn>

<enabled>1</enabled>
<sslvpn>

<options>
<negative split tunnel metric/>
<dnscache service control>0</dnscache service control>
<warn_invalid server certificate>1</warn invalid server certificate>
<no_dns registration>0</no_dns registration>
<use_gui saml auth>0</use gui saml auth>
<preferred dtls tunnel>0</preferred dtls_ tunnel>
<prefer sslvpn dns>1</prefer sslvpn dns>
<disallow invalid server certificate>0</disallow_invalid server certificate>
<enabled>1</enabled>
</options>
<connections/>

</sslvpn>
<ipsecvpn>

<options>
<use win local computer cert>1</use win local computer cert>
<disallow invalid server certificate>1</disallow_invalid server certificate>
<usesmcardcert>1</usesmcardcert>
<show auth cert only>0</show auth cert only>
<no_dns registration>0</no_dns registration>
<enable udp checksum>0</enable udp checksum>
<beep if error>0</beep if error>
<disable default route>0</disable default route>
<block ipv6>1</block ipvé>
<check for cert private key>0</check for cert private key>
<enhanced key usage mandatory>0</enhanced key usage mandatory>
<usewincert>1</usewincert>
<uselocalcert>0</uselocalcert>
<use win current user cert>1</use win current user cert>
<enabled>1</enabled>

</options>

<connections>
<connection>
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<name>IPSec-V2-EAP-SAML</name>
<uid>BA387F1D-E421-4753-AAA4-657C4C8202AF</uid>
<machine>0</machine>
<keep running>0</keep running>
<disclaimer msg/>
<sso_enabled>1</sso_enabled>
<single user mode>0</single user mode>
<type>manual</type>
<ui>
<show_ remember password>1</show remember password>
<show_alwaysup>1</show alwaysup>
<show_autoconnect>1</show_autoconnect>
<show_passcode>0</show_passcode>
<save_username>0</save_ username>
</ui>
<redundant_ sort method>0</redundant sort method>
<tags>
<allowed/>
<prohibited/>
</tags>
<host_check fail warning/>
<ike_settings>
<server>remote...de0l</server>
<authentication method>Preshared Key</authentication method>
<fgt>1</fgt>
<prompt certificate>0</prompt certificate>
<xauth>
<use_otp>0</use otp>
<enabled>1</enabled>
<prompt username>1</prompt username>
</xauth>
<version>2</version>
<mode>aggressive</mode>
<key 1ife>86400</key life>
<localid/>
<implied SPDO>0</implied SPDO>
<implied SPDO_timeout>0</implied SPDO timeout>
<nat_traversal>l</nat traversal>
<nat_alive freqg>5</nat _alive freqg>
<enable local lan>0</enable local lan>
<enable ike fragmentation>0</enable ike fragmentation>
<mode config>1</mode config>
<dpd>1</dpd>
<run_fcauth system>0</run_ fcauth system>
<sso_enabled>1</sso_enabled>
<ike saml port>10428</ike saml port>
<dpd retry count>3</dpd retry count>
<dpd_retry interval>5</dpd retry interval>
<auth data>
<preshared key>Enc
380ffd71e1570436106b£f459ff8fc41e43a7279260bec9b0le7dd3bfc3c8dfcO</preshared key>
</auth data>
<xauth timeout>120</xauth timeout>
<dhgroup>5</dhgroup>
<proposals>
<proposal>AES128|SHAl</proposal>
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<proposal>AES256 | SHA256</proposal>
</proposals>
</ike settings>
<ipsec_ settings>
<remote networks>
<network>
<addr>0.0.0.0</addr>
<mask>0.0.0.0</mask>
</network>
<network>
<addr>::/0</addr>
<mask>::/0</mask>
</network>
</remote networks>
<dhgroup>5</dhgroup>
<key life type>seconds</key life type>
<key life seconds>43200</key life seconds>
<key life Kbytes>5200</key life Kbytes>
<replay detection>1</replay detection>
<pfs>1</pfs>
<use vip>1</use vip>
<virtualip>
<type>modeconfig</type>
<ip>0.0.0.0</ip>
<mask>0.0.0.0</mask>
<dnsserver>0.0.0.0</dnsserver>
<winserver>0.0.0.0</winserver>
</virtualip>
<proposals>
<proposal>AES128|SHAl</proposal>
<proposal>AES256|SHA256</proposal>
</proposals>
</ipsec_settings>
<android cert path/>
<warn invalid server certificate>l</warn invalid server certificate>
<on_connect>
<script>
<os>windows</os>
<script/>
</script>
<script>
<os>MacOSX</os>
<script/>
</script>
<script>
<os>linux</os>
<script/>
</script>
</on_connect>
<on disconnect>
<script>
<os>windows</os>
<script/>
</script>
<script>
<os>MacOSX</os>
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<script/>
</script>
<script>
<os>linux</os>
<script/>
</script>
</on_disconnect>
<traffic control>
<enabled>0</enabled>
<mode>1</mode>
</traffic control>
</connection>
<connection>
<name>IPSec-V2-SAML-LMO</name>
<uid>186A1714-E2EA-44D1-AC8D-60B21922C48A</uid>
<machine>0</machine>
<keep running>0</keep running>
<disclaimer msg/>
<sso_enabled>1</sso_enabled>
<single user mode>0</single user mode>
<type>manual</type>
<ui>
<show_remember password>1</show_ remember password>
<show_alwaysup>1</show_alwaysup>
<show_autoconnect>1</show_autoconnect>
<show_passcode>0</show passcode>
<save username>0</save username>
</ui>
<redundant sort method>0</redundant sort method>
<tags>
<allowed/>
<prohibited/>
</tags>
<host check fail warning/>
<ike settings>
<server>remote...de0l</server>
<authentication method>System Store X509
Certificate</authentication method>
<fgt>1</fgt>
<prompt certificate>1</prompt certificate>
<xauth>
<use otp>0</use otp>
<enabled>1</enabled>
<prompt username>1</prompt username>
</xauth>
<version>2</version>
<mode>aggressive</mode>
<key 1ife>86400</key life>
<localid/>
<implied SPDO>0</implied SPDO>
<implied SPDO_ timeout>0</implied SPDO_ timeout>
<nat_traversal>l</nat traversal>
<nat_alive freg>5</nat alive freg>
<enable local lan>0</enable local lan>
<enable ike fragmentation>0</enable ike fragmentation>
<mode config>1</mode config>
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<dpd>1</dpd>
<run_ fcauth system>0</run fcauth system>
<sso_enabled>1</sso_enabled>
<ike_saml port>10428</ike_saml port>
<dpd retry count>3</dpd retry count>
<dpd retry interval>5</dpd retry interval>
<xauth timeout>120</xauth timeout>
<dhgroup>5</dhgroup>
<proposals>
<proposal>AES128|SHAl</proposal>
<proposal>AES256|SHA256</proposal>
</proposals>
<auth data/>
</ike settings>
<ipsec_ settings>
<remote networks>
<network>
<addr>0.0.0.0</addr>
<mask>0.0.0.0</mask>
</network>
<network>
<addr>::/0</addr>
<mask>::/0</mask>
</network>
</remote networks>
<dhgroup>5</dhgroup>
<key life type>seconds</key life type>
<key life seconds>43200</key life seconds>
<key life Kbytes>5200</key life Kbytes>
<replay detection>1</replay detection>
<pfs>1</pfs>
<use vip>1</use vip>
<virtualip>
<type>modeconfig</type>
<ip>0.0.0.0</ip>
<mask>0.0.0.0</mask>
<dnsserver>0.0.0.0</dnsserver>
<winserver>0.0.0.0</winserver>
</virtualip>
<proposals>
<proposal>AES128|SHAl</proposal>
<proposal>AES256|SHA256</proposal>
</proposals>
</ipsec_settings>
<android cert path/>
<warn_invalid server certificate>1</warn invalid server certificate>
<on_connect>
<script>
<os>windows</os>
<script/>
</script>
<script>
<os>MacOSX</os>
<script/>
</script>
<script>
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<os>linux</os>
<script/>
</script>
</on_connect>
<on_disconnect>
<script>
<os>windows</os>
<script/>
</script>
<script>
<os>MacOSX</os>
<script/>
</script>
<script>
<os>linux</os>
<script/>
</script>
</on_disconnect>
<traffic control>
<enabled>0</enabled>
<mode>1</mode>
</traffic control>
</connection>
</connections>
</ipsecvpn>
<lockdown>
<exceptions>
<ips/>
<apps/>
</exceptions>
<max_attempts>3</max_attempts>
<grace_ period>120</grace period>
<enabled>0</enabled>
</lockdown>
<options>
<show_vpn before logon>1</show vpn before logon>
<keep running max tries>0</keep running max tries>
<on_os_start connect has priority>0</on os start connect has priority>
<autoconnect only when offnet>0</autoconnect only when offnet>
<secure remote access>1</secure remote access>
<minimize window on connect>1</minimize window on connect>
<show negotiation wnd>0</show negotiation wnd>
<allow personal vpns>1</allow personal vpns>
<on_os_start connect/>
<autoconnect_on install>0</autoconnect on install>
<suppress_vpn notification>1</suppress vpn notification>
<disable connect disconnect>0</disable connect disconnect>
<use windows credentials>0</use windows credentials>
<use legacy vpn before logon>0</use legacy vpn before logon>
</options>
</vpn>
<endpoint control>
<ui>
<display vpn>1</display vpn>
</ui>
</endpoint control>
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</forticlient configuration>

IKE debug log reference

Following is a FortiOS IKE debug log as reference:

VPN-ZTNA-FGT1 # diagnose debug reset

VPN-ZTNA-FGT1 # diagnose debug application ike -1
Debug messages will be on for 30 minutes.

VPN-ZTNA-FGT1 # diagnose debug application samld -1
VPN-ZTNA-FGT1 # diagnose debug enable

VPN-ZTNA-FGT1 # ike :config update start

ike :ike embryonic conn limit = 10000

ike :ikecrypt DH multi-process enabled

ike V=root:0: sync=no FGCP:disabled role:master, FGSP:disabled id:0 slave-add-
routes:disabled

ike V=root:0:V4-PSK: local-addr 10.152.35.161

:V4-PSK: oif 3, vrf O

:vd-Cert: local-addr 10.152.35.161

:v4-Cert: oif 3, vrf O

:v4-PSK-IKEv2: local-addr 10.152.35.161
:v4-PSK-IKEv2: oif 3, vrf O

:port3: add addr 192.168.235.0-192.168.235.255
:ipsec-saml-group:6: update auth group

ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:

O O O O O o o

ike V=root:
ike config clean start 10

ike config clean done 10

ike :config update done

samld process request [145]: len=453, cmd=0, pid=2293, job 1d=563454

samld process request [162]: Received 453, 0x1272e30
__samld sp create auth req [433]: SAML SP algo: 0 -> lasso=1. Binding Method:
urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST

__samld sp create auth req [453]:
***%* AuthnRequest URL ****

https://login.microsoftonline.com/f1a72219-.../saml2?SAMLRequest=1ZJBb9swDIX%2FigG7bcl2
EkdIAtjxigXoNgNJd9hlkGW6FSBLmSh327%2Bf4nRrdl1iBHUWS2B

R$2FF74AbFgM%2B8mvyjuYNVE6CPfozalJ8bWzIowo1lAhdyIEZB7yY%2FVhlueJZSfnfVWWkleWd52CERwX11Do
k0zJVv9ZUzd1ln]jf7Zbmub6HpRsTaqvbggGvgsXjNYFiT6Dw6DfkmAPIsQJIDgaIMD6UaFbENIS2Fp8kR

zv1jxrPxCoiYWKCP87Hr0%2Fow8TbVIUCYZ1XQW7eCtOcpAIu2YDkyssoyt464TeVwMS4jXeVEGEvIuLli3kkOR
XsgyEt1YJ2HOaksGoREUG7UBSI3Bn0r7nEqtTK$2FMwOuBdFcR8venUxu3n44nE1WS2FQ9pbgOMI
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797 uSUm4v7t9AXIwWh8 I 1HEKONXCIT10xhktsvK50699RSe7zeXB5wDd7v%2BnjOBFL7 zYpK$2FnbK7n8zFwHZr
WaiV%2FxkIahf83NkvYXFFIPMxSPhk8g1SDg]7Qa22%2F7x0IHyL1bgKS7q6£%2Fn2mul8%3DsRe

layState=magic%3D060806859681f2ed&SigAlg=http%3A%2F%$2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%
23rsa-shal&Signature=RkHl1yfm3PThl8ei43dJ%2BERS%2B42ngKeo%2FQGxdcbl7pfcuipF$2

BOtt%2FctYz0QYMXmai3zBrmOWLS2FT6UHAySEPB3xylpuf$2BxwPEfBYh$2BWnNR6S60QKwkYpsBwUsXWbgrENrQ
*RFV1RRxmOTFi0RyyWJICSCEI4THDCOUUS2BNMG2 1y foDXnmWUfy3hpBdMAKAQL3DJs212cKotLmS

PPRVK9%$2BGS$2BYxDcUWDDXyfTzIW7pvo57qmO3LIDRDF1woftJ4Psndp44LTxvVIbcW4WdhSEj1i72%2F$2FyXzc
g7TGnFClpAwS2FsSXfzp%2FdHSym3TT$2FMIWtpa8JuKrmRWhBMzCPS5ITUVXNQr5WiaIA%3D%3D

Rt b b b b b b b b b b b b b b b 2 2 g 4

__samld sp create_auth req [467]:

**** AuthnRequest ***x*

<samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assertion" ID="_
14B8833DC689A095A1IB3AFADOEBS10B4" Ve

rsion="2.0" IssuelInstant="2024-03-06T03:57:282"
Destination="https://login.microsoftonline.com/f1a72219-.../saml2" SignType="0"
SignMethod=

"0" ForceAuthn="false" IsPassive="false"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
AssertionConsumerServiceURL="https://remote...d

e01:10428/remote/saml/login"><saml:Issuer>https://remote...de01:10428/remote/saml/metad
ata</saml:Issuer><samlp:NameIDPolicy Format="urn:ocasis:names:tc:SA
ML:1.1l:nameid-format:unspecified" AllowCreate="true"/></samlp:AuthnRequest>

Ak k Ak Ak kA hkhkhkkhkhkkhkkhkhkhkhk k%

__samld sp create_auth req [472]:

*x*%% SP Login Dump ****

<lasso:Login xmlns:lasso="http://www.entrouvert.org/namespaces/lasso/0.0"
xmlns:samlp="urn:ocasis:names:tc:SAML:2.0:protocol"
xmlns:saml="urn:oasis:names:tc:SAML:2.

O:assertion" LoginDumpVersion="2"><lasso:Request><samlp:AuthnRequest ID="_
14B8833DC689A095A1IB3AFADOEBS10B4" Version="2.0" Issuelnstant="2024-03-06T03:57:282"
Desti

nation="https://login.microsoftonline.com/f1a72219-.../saml2" SignType="0"
SignMethod="0" ForceAuthn="false" IsPassive="false" ProtocolBind
ing="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"
AssertionConsumerServiceURL="https://remote...de01:10428/remote/saml/login"><saml:Issue
r>https://rem

ote...de01:10428/remote/saml/metadata</saml:Issuer><samlp:NameIDPolicy
Format="urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified" AllowCreate="true"/

></samlp:AuthnRequest></lasso:Request><lasso:RemoteProviderID>https://sts.windows.net/f
1a72219-.../</lasso:RemoteProviderID><lasso:MsgUrl>h

ttps://login.microsoftonline.com/f1a72219-.../saml2?SAMLRequest=1ZJBb9swDIX$2FigqG7bcl2E
kdIAtjxigXoNgNJd9hlkGW6FSBLmSh327%2Bf4nRrdl1iBHUWS2BR
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S2FFT74AbFgM%2B8mvyjuYNVEGSCPfozal J8bWzI5Sw61AhdyIEZB7yY%$2FVhlueJZSEnfViWikleWd52CERwX11 Dok
0zJV9Z2UZd1lnjf7Z2bmu6HpRsTaqvbggGvgsXjNYFiT6Dw6DfkmAPIsQJIDgaS9MD6UaFbENIS$2Fp8kRz

v1jxrPxCoiYwKCP87Hr0%2Fow8TbVIOUCYZ1XQOW7eCtOcpAIu2Y¥Dkyssoyt464TeVwMS4jXeVEGEvIuLli3kkORX
sgyEt1YJ2HOaksGoREUG7UBSj3Bn0r7nEqtTK%2FMwOuBdFcR8venUxu3n44nE1WS2FQ9pbg9MI 7

gjuSUm4v7t9AXIwWh8IleKONXCJTlQthtSVK50699RSe7zeXB5wa7v%2anOBFL7ZYpK%ZFan7n82FwHZrW
aiV%2FXkIahf83NkvYXFFIPMxSPhk8g1SDg370a22%2F7x0IHyL1bgKS7q6£%2Fn2mul8%3Dsamp

;RelayState=magic%$3D060806859681f2ed&amp; SigAlg=http%3A%2F%$2Fwww.w3.0rg%2F2000%2F09%2Fx
mldsig%23rsa-shalé&amp; Signature=RkHlyfm3PThl8ei43dJ%2BERS%2B42ngKeo%2FQGxdcb

17pfcuilpF%2B0tt%$2FctYz0QYMXmai3zBrmOWLS2FT6UHAySEPB3xylpuf$2BxwPEBYh$2BWnR6S60QKwkYpsBw
UsXWhbgrENrQxRFVIRRxmOTFiORyyWJCSCE£94THDCOUUS2BNMG2 1y foDXnmWUfy3hpBAMAKAQL3DJ

$212cKotLmSpPRVKIS2BG%2BYxXxDcUWDDXyfTzIW7pvo57gqmO3LI9DRDF1IwoftJ4Psndp44LTxvV/bcW4WdhSEji7
Z$2F%2FyXzcg7TGnFClpAwS2FsSXfzps2FdHSym3TT$2FMIWt pa8 JuKrmRWhBMzCP5I TUVKNQr5W

1aIA%3D%3D</lasso:MsgUrl><lasso:MsgRelayState>magic=060806859681f2ed</lasso:MsgRelaySta
te><lasso:HttpRequestMethod>4</lasso:HttpRequestMethod><lasso:RequestID> 14B
8833DC689A095A1B3AFADOEB510B4</lasso:RequestID></lasso:Login>

kA hkhkhkrhkhkhkhhhkhkhhkhkhkkhkhkkkkx*k

samld send common reply [91]: Code: 0, id: 563454, pid: 2293, len: 3517, data len 3501
samld send common reply [99]: Attr: 14, 2352, <lasso:Login
xmlns:lasso="http://www.entrouvert.org/namespaces/lasso/0.0"
xmlns:samlp="urn:ocasis:names:tc:SAML:2.

O:protocol" xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
LoginDumpVersion="2"><lasso:Request><samlp:AuthnRequest ID="_
14B8833DC689A095A1B3AFADOEBS510B4" Versi

on="2.0" Issuelnstant="2024-03-06T03:57:282"
Destination="https://login.microsoftonline.com/f1a72219-.../saml2" SignType="0"
SignMethod="0"

ForceAuthn="false" IsPassive="false"
ProtocolBinding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"
AssertionConsumerServiceURL="https://remote...dell

:10428/remote/saml/login"><saml:Issuer>https://remote...de01:10428/remote/saml/metadata
</saml:Issuer><samlp:NameIDPolicy Format="urn:oasis:names:tc:SAML:
l.1l:nameid-format:unspecified"
AllowCreate="true"/></samlp:AuthnRequest></lasso:Request><lasso:RemoteProviderID>https:
//sts.windows.net/f1a72219-.../</lasso:RemoteProviderID><lasso:MsgUrl>https://login.mic
rosoftonline.com/f1a72219-.../saml2?SAMLRequest=1ZJBb9swDIX%$2FigG7bcl2Ekd

IAtjx1igXoNgNJd9hlkGW6FSBLMSh327%2Bf4nRrdliBHUWS2BR%2FF74AbFqM%2B8mvyjuYNvE6CPfozaIlJ8bWz
I5w61AhdyIEZB7yY$2FVhlueJZSfnfViiWkleWd52CERwX11Dok0zJVIOZUZd1lnj £7Zbmu6HpRsTqv

bggGvgsXjNYFiT6Dw6DfkmAPJIsQJIDga9MD6UaFbENIS2Fp8kRzv]1 jxrPxCoiYWKCP87Hr0%2Fow8TbVIUCYZ1XQ
W7eCtOcpAIu2YDkyssoyt464TeVwMS4jXeVEGEVIuLli3kkORXsgyEt1YJ2HOaksGoREUG7UBS]3
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BnO0r7nEgqtTK%2FMwIOuBdFcR8venUxu3n44nEl1WS2FQ9pbg9MI 7gjuSUm4v 7t 9AXIwWh8TI1HfKoNXCJIT1Q0xhktsv
K50699RSe7zeXB5wDA7vS$2BnjOBFL7zYpKS2FnbK7n8zFwHZrWaiV$2FXkIahf83NkvYXFFIPMxS

Phk8glSDgj70a22%2F7x0IHyL1bgKS7g6f%2Fn2mul8%3D&amp; RelayState=magic%3D060806859681f2ed&
amp; S1gAlg=http%$3A%2F%2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23rsa-shal&amp; Sign

ature=RkH1lyfm3PThl18ei143dJ%2BERS%$2B42ngKeo%$2FQGxdcbl7pfcuipF%$2B0tt%$2FctYz0QYMXmai3zBrmOW
L$2FT6UHdySEPB3xylpuf%2BxwPfBYh%2BWnR6S600KwkYpsBwUsXWogrENrQxRFvIRRxmITFi0R

yyWJICSCE94THDCOUUS2BNmMG2 1y foDXnmWU £ y3hpBAMAKAQL3DJIs212cKotLmSpPRVK9I$2BGS2BYxDcUwDDXy Tz
IW7pvo57gmO3LO9DRDF1woftJ4Psnd4pd44LTxvV7bcWAWdhSEji72%2F%2FyXzcg7TGnFClpAwS2FE's

SXfzp%$2FdHSym3TT$2FMIWtpa8JuKrmRWhBMzCP5ITIUVKNQr5WialA%$3D%3D</lasso:MsgUrl><lasso:MsgRe
layState>magic=060806859681f2ed</lasso:MsgRelayState><lasso:HttpRequestMetho
d>4</lasso:HttpRequestMethod><lasso:RequestID>
14B8833DC689A095A1B3AFADOEBS510B4</lasso:RequestID></lasso:Login>

samld send common reply [99]: Attr: 11, 1149,
https://login.microsoftonline.com/f1a72219-.../saml2?SAMLRequest=1ZJBb9swDIX%2FigG7bcl2
Ek

dIAtjxigXoNgNJdShlkGW6FSBLmSh327%2Bf4nRrdl1iBHUWS2BRS2FF74AbFgM%2B8mvyjuYNvE6CPfozaIJ8bW
zI5w61lAhdyIEZB7yY%2FVhlueJZSfnfVWWkleWd52CERwX11Dok0zJVOZ2UZd1ln]j£7Zbmu6HpRsTg

vbqqGvgsXjNYFiT6Dw6DfkmAPJIsQJIDgaOMD6UaFbENIS$2Fp8kRzv1jxrPxCoiYWKCP87Hr0$2Fow8TbVIUCYZ1X
QW7eCtOcpAIu2YDkyssoyt464TeVwMS4§XeVEGEvIuLli3kkORXsgyEt1YJ2HOaksGoREUG7UBS]

3Bn0r7nEgqtTK$2FMwOuBdFcR8venUxu3n44nE1WS2FQ9pbgOMI7gjuSUm4v 7t 9AXIwWh8I1HfKoNXCJT10xhkts
vVK50699RSe7zeXB5wDAd7vs2BnjOBFL7zYPpK32FnbK7n8zFwHZrWaivVs2FXkIahf83NkvYXFFIPMx

SPhk8glSDgj7Qa22%2F7x0IHyL1bgKS7q6f%$2Fn2mul8%3D&RelayState=magic%3D060806859681f2ed&Sig
Alg=http%3A%2F%2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23rsa-shal&Signature=RkHly

fm3PTh18ei143dJ%2BERS%2B42ngKeo%2FQGxdcbl7pfcuipF%2B0tt%$2FctYzOQYMXmai3zBrmOWLS2FT6UHAyYS
EPB3xylpuf%2BxwPfBYh$2BWnR6S600KwkYpsBwUsXWogrENrQxRFv1RRxmOTFiORyyWICSCEI4T

HDCOUu%2BNmG21lyfoDXnmWUfy3hpBdMAKAQL3DJs212cKotLmSpPRVKI$2BG%2BYxDcUwDDXyfTzIW7pvo57gmO
3L9DRDF1woftJ4Psnd4p44LTxvV7bcW4WAhSE]17Z2%2F%2FyXzcg7TGnFClpAwS2FsSXfzp%2FdHS
ym3TT$2FMIWtpa8JuKrmRWhBMzCPSIIUVXNQr5WiaIA%3D%3D

samld send common reply [119]: Sent resp: 3517, pid=2293, job id=563454.

samld process request [145]: 1en=10189, cmd=2, pid=2293, job 1d=563454

samld process request [162]: Received 10189, 0x1272e30

__samld sp login resp [815]:

SP Login Response Msg Body (7536)

<samlp:Response ID=" d41828f1-07df-448b-af4d-d59b291280eb" Version="2.0"
Issuelnstant="2024-03-06T03:57:28.8272" Destination="https://remote...de01:10428
/remote/saml/login" InResponseTo=" 14B8833DC689A095A1B3AFADOEB510B4"
xmlns:samlp="urn:ocasis:names:tc:SAML:2.0:protocol"><Issuer
xmlns="urn:oasis:names:tc:SAML:2.0:
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assertion">https://sts.windows.net/f1a72219-.../</Issuer><samlp:Status><samlp:StatusCod
e Value="urn:ocasis:names:tc:SAML:2.0:status:Success"

/></samlp:Status><Assertion ID=" af843ea7-5620-4f6b-bf20-4fb6db7£1100"
Issuelnstant="2024-03-06T03:57:28.824Z" Version="2.0"
xmlns="urn:oasis:names:tc:SAML:2.0:ass
ertion"><Issuer>https://sts.windows.net/f1a72219-.../</Issuer><Signature
xmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><Canonicali

zationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/><SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-morefrsa-sha256"/><Reference URI="#
_af843ea7-5620-4£f6b-bf20-4fb6db7£1100"><Transforms><Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/><Transform
Algorithm="http://www.w

3.0rg/2001/10/xml-exc-cl4n#"/></Transforms><DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><DigestValue>SxoMOgM7+7Chj+VhUVBAW
SmoKwv+PwCErZyb49+g

CSY=</DigestValue></Reference></SignedInfo><SignatureValue>fgdYi3m3yz3ns7pdC3GFNg6Lu40w
vXiwlgh4AR5zX1cqOuQiXMggQzRKFb1fWuI8zGtOfb451k01ACYD7gLimdVTcNe4dmQJIJHAKXOWWRL

VpUwl0r2NMXOvxF1hlCxpYdAY1JAULt/Omu94QYShzZHQI49JrFO9wA49cEPptiH83kYR+xU3ulljCpwovzly4CRX
/g6/pngbcgstX2nDvwvYPbnsAsMSYovUAvVG/pgGitwz0771TdYSDDCEPVTvGZMzYgJdLEZB2gVzc

O0pU419vIYgoFitgJZG9sP1lWOecOBJ020zaU69Q0xpRIZsNBntnOm2nzPgEAwpXUmmF6x1iDV5R/SQ==</Signatur
eValue><KeyInfo><X509Data><X509Certificate>MIIC8DCCAdigAWIBAgIQReSC88H5bbBLA

kf1SF49uzANBgkghkiG9w0BAQsFADAOMT IWMAYDVQQODEyY1NaWNyb3NvZnQgQXpl cmUgRmVkZXJhdGVKkIFNTTyBD
ZXJ0aWZpY2F0ZTAeFwOyMzEWMTUwWNDQwWMDhaFw0yNjEwMTUwNDQwMDhaMDQOxMjAwBgNVBAMTKULlp

Y3Jvc29mdCBBenVyZSBGZWR1cmEFOZWQgUINPIEN1cnRpZmljYXRIMITIBI JANBgkaghkiGO9wOBAQEFAAOCAQ8AMIT
BCgKCAQEAtwvkOAb1PYE1ViGWIIup8gDUBeFoBV469YOUY87DFMONGYTPbujE6iheWrLtBPWANIZ

1A75FBaUNXY980v])/0Oc6E+kbOy7nCm9GWueI ONvGLNS7HUKi2TrM+EcHhAR+ftV0egq/3MrdBKFKITYYYWO6POW
0JtBjyCMY+XwGoxzREkajSXJInpsscNPw]/XdUBio7I6hnLCRzrTNy9184nxXIFLZk+0/jzfdaYur

blfJJVa8895sMu/Ka5PBowSKIHGNFpjbOJegPBc5kdXNGisAgpLoZEMNIAS8KFSGh10D6BBs4XGMx7SvM7w/ +BP
GGbjVyRn94YCoII9KWA7ZHpmQIDAQABMAOGCSYGSIb3DQEBCWUAA4IBAQAS1OVASBgPUZ09Nn0Xgt

koSnCgmQufBObUF5FpY990LBEPs/0Uv8LEPUuOUkiJJOzbgewgBeIAJLtxfs8ckgd0kiL+PjZWvRRVo1JGUO1uU
0+14WgdI602D3euadlguERAOK3yjs7tFTPhgqtECQ60QuUAWiwEdpZLOUT2NTd1Jz67LRXAFCIB+

bXHQ7SndSQfbMt I+DhGo6n+J5XDWQRvhrKI4f1XgzvhkwlPvxUH1f3x0+KnhCYNPY8GeOyRHHKzS+pHKv4016Ge
G34SmIXORv17xr8xXuSY2 fDQOK9JInHi LWHYRVUB+Mp51yY+5EpGd7zErPjU7yemSIcbWMgNH< /X
509Certificate></X509Data></KeyInfo></Signature><Subject><NameID
Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress">user@example.onmicrosoft.com</

NameID><SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><SubjectConfirmationData InResponseTo="_
14B8833DC689A095A1IB3AFADOEBS510B4" NotOnOrAfter="
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2024-03-06T04:57:28.69472"
Recipient="https://remote...de01:10428/remote/saml/login"/></SubjectConfirmation></Subj
ect><Conditions NotBefore="2024-03-06T03

:52:28.6947Z" NotOnOrAfter="2024-03-
06T04:57:28.69472"><AudienceRestriction><Audience>https://remote...de01:10428/remote/sam
1/metadata</Audience></Audience

Restriction></Conditions><AttributeStatement><Attribute
Name="http://schemas.microsoft.com/identity/claims/tenantid"><AttributevValue>£f1a72219-.
..</AttributeValue></Attribute><Attribute
Name="http://schemas.microsoft.com/identity/claims/objectidentifier"><AttributeValue>a6
deB82a6-05c4-4093-8288-65af3624

2d67</AttributeValue></Attribute><Attribute
Name="http://schemas.microsoft.com/identity/claims/displayname"><AttributeValue>Yuyue
Li</AttributeValue></Attribute><A

ttribute
Name="http://schemas.microsoft.com/identity/claims/identityprovider"><AttributeValue>ht
tps://sts.windows.net/f1a72219-.../</Attrib

uteValue></Attribute><Attribute
Name="http://schemas.microsoft.com/claims/authnmethodsreferences"><AttributeValue>http:
//schemas.microsoft.com/ws/2008/06/identity/
authenticationmethod/password</AttributeValue></Attribute><Attribute
Name="http://schemas.microsoft.com/ws/2008/06/identity/claims/wids"><AttributeValue>88d
8e3e3-8
f55-4al1e-953a-909898b8876b</AttributeValue><AttributeValue>62e90394-69f5-4237-9190-
012177145el10</AttributeValue><AttributevValue>b79fbf4d-3ef9-4689-8143-76b194e8550
9</AttributeValue></Attribute><Attribute
Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname"><AttributeValue>
Yuyue</AttributeValue></Attribute><

Attribute
Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname"><AttributevValue>Li
</AttributeValue></Attribute><Attribute Name="http://schemas.xmlso

ap.org/ws/2005/05/identity/claims/name"><AttributeValue>user@example.onmicrosoft.com</A
ttributevValue></Attribute><Attribute Name="username"><AttributeValue>yyl
i@fortinetvan.onmicrosoft.com</AttributeValue></Attribute><Attribute
Name="group"><AttributeValue>ebbbee59-c1d8-49e6-916b-
2fe6339%9a3dle</AttributeValue><AttributeVa
lue>lcd4e267-054c-4eb6c-bled-fc0f62ddebe6</AttributeValue><AttributevValue>3ccdd7cl-b59c—
41c3-a985-229%ab4dded5a2</AttributeValue></Attribute></AttributeStatement><Aut
hnStatement AuthnInstant="2024-03-06T03:51:23.739Z" SessionlIndex=" af843ea7-5620-4f6b-
bf20-4fb6db7£1100"><AuthnContext><AuthnContextClassRef>urn:oasis:names:tc:SAM

L:2.0:ac:classes:Password</AuthnContextClassRef></AuthnContext></AuthnStatement></Asser
tion></samlp:Response>

__samld sp login resp [836]:

**x*%* Assertion Dump ****

<Assertion xmlns="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" ID=" af843ea7-5620-4f6b-bf20-
4fb6db7£f1100" Issuelnstant
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="2024-03-06T03:57:28.824z2"
Version="2.0"><Issuer>https://sts.windows.net/f1a72219-.../</Issuer><Signature
xmlns="http://www.w3.0rg/2000/09
/xmldsig#"><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cldn#"/><SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-m
ore#rsa-sha256"/><Reference URI="# af843ea7-5620-4f6b-bf20-
4fb6db7f1100"><Transforms><Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cldn#"/></Transforms><DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><DigestValue>SxoMOg

M7+7Chj+VhUVBAW5SmoKwv+PwCErZyb49+gCSY=</DigestValue></Reference></SignedInfo><Signature
Value>fgd¥i3m3yz3ns7pdC3GEFNg6Lu40OwvXiwlgh4AR52zX1cqg0uQiXMggQzRKFb1 fWuI8zGtOfb

451k01ACYD7gLimdVTcNedmQIHAKXOWWRLVpUw1 0r 2NMXOvxF1h1CxpYdAY1jAUL/Omu94QYShzZHQI 49T rFOwA
49cEPptiH83kYR+xU3ulljCpwovzly4CRX/g6/png6cgstX2nDvwvYPbnsAsMSYovUAVG/pgGjtw

z0771TdYSDDCEPVTvGZMzYgJdLfZB2gVzcO0pU419vIYgoFitgJZG9sP1WOecOBJO20zaU690xpRIZsNBntnOm2n
zPQEAWPXUmmF6x1DV5R/SQ==</SignatureValue><KeyInfo><X509Data><X509Certificate

>MIIC8DCCAdigAWIBAgIQReSC88HObbBLAkE1SF49uzANBgkghkiGOwOBAQsFADAOMT IWMAYDVQQODEy1NaWNyb3
NvZnQgQXplcmUgRmVkZXJThdGVkIFNTTyBDZXJ0aWZpY2F0ZTAeFw0yMzEwWMTUwWNDQwMDhaFw0yN7j

EwMTUwNDQwMDhaMDQxMjAwBgNVBAMTKUlpY3Jvc29mdCBBenVyZSBGZWR1cmFOZWQgUINPIEN]lcnRpZmljYXR1IM
IIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAtwVvkOALIPYE1ViGWIIup8gDUBeFoBV469

YOUY87DFmONGyTPbujE6iheWrLtBPwAnIZ1A75FBaUNXY980v]j/0c6E+kbOy7nCmIGWueI ONvGLnS7HUK12TrM+
EcHhAR+ftV0egq/3MrdBKFKITYYYWO6POWOJtB]j yCMY+XwGoxzREkajSXJInpsscNPw] /XdUBio71

6hnLCRzrTNy9184nxXIFLZk+0/jzfdaYurbl fJJVa8895sMu/Ka5PBow5KIHGnFpib0JegPBc5kdXJNGisAgpLo
ZEMNJA8kFSGh10D6BBs4XGMx7SvM7w/+BPGGbIVyRn94YCoI I 9KWA7 ZHpmQIDAQABMAOGCSAGSIb

3DQEBCWUAA4IBAQAS1OVASBgqPuz09n0XgqtkoSnCgmQufBObUF5FpY990LBEPs/0Uv8LfPUuOukiJJOzbgewgBel
AJLtxfs8ckg40kiL+PjZWvRRV0o1JGUO1uUO+1+WgdI602D3euadlguERAOK3yjs7tFTPhggtEcQ6

0QUAWIWEdp]jZLOUT2NTd1Jz67LRXAJCIB+bXHQ7SndSQfbMt I+DhGo6n+J5XDWQRvhrKI4f1Xgzvhkwl PvxUHL £
3x0+KnhCYNPY8GeOyRHHKzS+pHKv4016GeG34SmIX0Rv17xr8xXuSY2£DQOK9InHi LWHYRVUB+Mp

51yY+5EpGd7zErPjU7jycmSIcbWMgNH</X509Certificate></X509Data></KeyInfo></Signature><Sub]j
ect><NamelID Format="urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress">
user@example.onmicrosoft.com</NameID><SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><SubjectConfirmationData InResponseTo="_
14B8833DC689A0

95A1B3AFADOEBS510B4" NotOnOrAfter="2024-03-06T04:57:28.6942"
Recipient="https://remote...de01:10428/remote/saml/login"/></SubjectConfirmation></Subj
ect><C

onditions NotBefore="2024-03-06T03:52:28.694Zike :shrank heap by 172032 bytes
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ike V=root:0:

ike

0: in

comes 10.152.35.170:500->10.152.35.161:500,1ifindex=3,vrf=0,len=456....
ike V=root:0: IKEv2 exchange=SA INIT id=91d7e3bfd6eb8287/0000000000000000 len=456

91D7E3BFD6EB828700000000000000002120220800000000000001C82200005C0200002C010100040300000
C0100000C800E00800300000802000002030000080300000200000008040000050

000002Cc020100040300000C0100000C800E01000300000802000005030000080300000C0000000804000005
280000C800050000A5F0F0154C1F23D09D2C498ABD86CO875EFFCOE746A12E55AE182E3FBAFA

DI9BAS1FCAAS2E25EB1IE78AD3C6BD6A389E119BDBB8D07480F81680DACAF5D162042DF7FDAD3AO91ASEOC2A0
26388A39B658D8913B2376AF01B2F02E2AC22E6FC9309393388CF76676F136DB18B5BCEY6GEEL

87EO6C3F481C0214A4392641C4F0163F2DATA8BA4F2CT7168FEQ0SCTF485C17A02360BA1A3358DEC4992DA2784
338ACD23A03ADABB04146732E3D51C4A4F1530F66E5951E668DAD51BBOFALIEF9DOC45F302B2B

000014FC1604191670582A2C223ECASE6FD1862B0000144C53427B6D465D1B337BB755A37A7TFEF2B000014B
4F01CA951E9DASDOBAFBBD34AD3044E29000014C1DC4350476B98A429B91781914CA43E29000

01C000040049CFF24AC5C389CA04560B76DE2EA4DAD3980D4ES0000001C00004005C736780986F56FDCEB69
E529BD4EFEB9405FBB47

ike V=root:0:91d7e3bfd6eb8287/0000000000000000:14:
ike V=root:0:91d7e3bfd6eb8287/0000000000000000:14:

4C53427B6D465D1B337BB755A37A7TFEF

ike V=root:0:91d7e3b£fd6eb8287/0000000000000000:

B4F01CA951ESDASDOBAFBBD34AD3044E

ike V=root:0:91d7e3b£fd6eb8287/0000000000000000:

ClDC4350476B98A429B91781914CA43E

ike V=root:0:91d7e3b£fd6eb8287/0000000000000000:

SOURCE_IP

ike V=root:0:91d7e3b£fd6eb8287/0000000000000000:

DESTINATION IP

ike
ike
ike
ike
ike
128)
ike
ike
ike
ike
ike
ike
ike
256)
ike
128
ike
ike

V=root:
V=root:
V=root:
V=root:
V=root:

V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:

V=root:

V=root:
V=root:

O O O O O

O O O O O O O

:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:

:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:

:91d7e3bfd6eb8287/0000000000000000:

:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
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14:

14:

14:

14:
14:
14:
14:
14:

14:
14:
14:
14:
14:
14:
14:

14:

14:
14:

responder received SA INIT msg
VID forticlient connect license

VID Fortinet Endpoint Control
VID unknown (16):

received notify type NAT DETECTION
received notify type NAT DETECTION
incoming proposal:

proposal id = 1:

IKEvV2:

encapsulation = IKEv2/none
type=ENCR, val=AES CBC

protocol =
(key len =

type=INTEGR, val=AUTH HMAC SHA 96
type=PRF, val=PRF HMAC SHA
type=DH GROUP, val=MODP1536.
proposal id = 2:

IKEv2:

encapsulation = IKEv2/none
type=ENCR, val=AES CBC

protocol =
(key len =
type=INTEGR, val=AUTH HMAC SHA2 256

type=PRF, val=PRF HMAC SHA2 256
type=DH_GROUP, val=MODP1536.
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ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
128)
ike
ike
ike
ike
ike

V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:

V=root:
V=root:
V=root:
V=root:
V=root:

O O O O O

v4-PSK-IKEv2

ike
>10.
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

V=root:
152.35.
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:

cache rebuild start
:V4-PSK: cached as dynamic
:vd-Cert: cached as dynamic

:v4-PSK-IKEvV2:
cache rebuild done

cached as dynamic

:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3b£fd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:

10.152.35.170/500

ike 0:v4-PSK-IKEv2:14:
91D7E3BFD6EB8287032B6561653DE267212022200000000000000160220000300000002C010100040300000

:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:
:91d7e3bfd6eb8287/0000000000000000:

14:
14:
14:
14:
14:

14:
14:
14:
14:
14:

matched proposal id 1
proposal id = 1:
IKEV2:
encapsulation = IKEv2/none
type=ENCR, val=AES CBC

protocol =
(key len =

type=INTEGR, val=AUTH HMAC SHA 96
type=PRF, val=PRF HMAC SHA
type=DH GROUP, val=MODP1536.
lifetime=86400

SA proposal chosen,

0xe9%b£f900 3 10.152.35.161-

processing notify type NAT DETECTION SOURCE IP

processing notify type NAT DETECTION DESTINATION IP

FEC vendor ID received FEC but IP not set

create NAT-D hash local 10.152.35.161/500 remote

0:v4-PSK-IKEv2: created connection:
170:500.
0:v4-PSK-IKEv2:14:
0:v4-PSK-IKEv2:14: processing NAT-D payload
0:v4-PSK-IKEv2:14: NAT not detected
0:v4-PSK-IKEv2:14: process NAT-D
0:v4-PSK-IKEv2:14:
0:v4-PSK-IKEv2:14: processing NAT-D payload
0:v4-PSK-IKEv2:14: NAT not detected
0:v4-PSK-IKEv2:14: process NAT-D
0:v4-PSK-IKEv2:14:
0:v4-PSK-IKEv2:14: responder preparing SA INIT msg
0:v4-PSK-IKEv2:14: generate DH public value request queued
0:v4-PSK-IKEv2:14: responder preparing SA INIT msg
0:v4-PSK-IKEv2:14: compute DH shared secret request queued
0:v4-PSK-IKEv2:14: responder preparing SA INIT msg
0:v4-PSK-IKEv2:14:

out

C0100000C800E008003000008020000020300000803000002

0000000804000005280000C80005000065955E1E4681E843C5618C637FE43851C15AD4D34C8E1738B09188C

6B3DA5T7CFFC88346E35095286C904E5751B1722F8FAQ0455F59AE7489A67180C2A36D65DACEFA

FA4BODADCE79F8B35851C2A22B8F452110665B6D16342709F5979D43F95CCE0617C40786355FF35D5E45864

6564356EDOSALIAICF29EATC046246F09EFD49D3574DCCO9D980EAFB1ID08685642169ECB1E7081

9DB02E208F0C130FA97F071ADBD53F16E79384BA05CB0OB8B18C6A0D125834119877FE45C11E7CDC77FFFAG3

B8729000014473843BD329EC550DD27667C37BFDA7A2900001C00004004B752F27710DE7BEDF
FDDC48461DDFE77FE24B70F0000001C000040054F2308001BB502EDADE2CEF75B498CCFD47FCEE4A

ike V=root:0:v4-PSK-IKEv2:14:

sent IKE msg
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(SA_INIT RESPONSE) :

10.152.35.161:500-

matched gateway
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>10.152.35.170:500, len=352, vrf=0, 1d=91d7e3bfd6eb8287/032b6561653de267, oif=3

ike 0:v4-PSK-IKEv2:14: IKE SA 91d7e3bfd6eb8287/032b6561653de267 SK ei
16:8B1FC416E2A711COA33BF3074485A78F

ike 0:v4-PSK-IKEv2:14: IKE SA 91d7e3bfd6eb8287/032b6561653de267 SK er
16:A4BB868B7D8FBB81EDESCIOFD1555365E

ike 0:v4-PSK-IKEv2:14: IKE SA 91d7e3bfd6eb8287/032b6561653de267 SK_ai
20:2CB9528C9AE4B625B6F4A931ED07641416A51DCA

ike 0:v4-PSK-IKEv2:14: IKE SA 91d7e3bfd6eb8287/032b6561653de267 SK ar
20:7F182EEB73D4DE03695AF202E620B2C741CF503A

ike V=root:0: comes 10.152.35.170:500->10.152.35.161:500,ifindex=3,vrf=0,len=620....
ike V=root:0: IKEv2 exchange=AUTH id=91d7e3bfd6eb8287/032b6561653de267:00000001 len=620
ike 0: in
91D7E3BFD6EB8287032B6561653DE2672E202308000000010000026C230002508DC5174C77E069C310D8A83
82293B7125A27239C47932A34F2C27458FC9774DC6FB3E3E179F8777D69ATES4EE

CDCOF4291E3B33E953B0761FCO06B39882FALECOOFFCB4CEBS59AADT7272918C485A2A125CCD4B35B34CE7244
BDD04B5183E43AFF419452A1AE12917BDF31AB2D758983B60ED97A2183EE38A98BCDSFEFAOCD

4DF478699267107DC508EFF092359589355084DAECT722EBF52DD7699B409295987A6648989CF760D2FD44F2
EB83B2F897D2653D52FB5A073BAD3687CE0913A55CD36C6D481F362F5133CEBA3D623C64F360

4F2D7187A5130A479A7029EE4291F9ASES54AC3338ACT79B151F97CE9900B50FC3C986F348FABDC430B5A5357
477AAOBS8F4E29C08904A43DDA6938BCE9520D0CE4193B904CED247770B70F62A0BFE41C4396

DB9386B505910AE947DFDC37E8D75C6F71E202CF163EB4BO0CSE68FFS5F9817D7255EA3C3AB8C8DDAE99B04D
619BC1lE56CD282EAE3873316290E349578360AC5F8136C69A7C2ABDOE4AF2F419AE710899F1AD

6AESA3AS50EDC29574AC4DIOF3ED065D6504344E2FAS553E620F7D488D19FC4232556CC35EF4A84BE3A865E31A
B4C169F0280975271DEDFCD43E53B1E60D75DFACC56801D09E0AEL14B3D39161963AB92402263

65F39E975EF85E988A3BD1ID2419E2CATCO0ALIB354CF920DC0OB453B5FCBEDSCC48F5617C15869185F0501380F
2687B30709328485EE6520AFCB174F49B2292FFAESTF11474672E1AE754A5132CCFB5A0DBEC4

AD9BCFI9DEEE1EC905E464F83A8448CEA16FFE33938A96485B283A40732CA6B25AF0870A974239DASED7CD83
62308A4C438FC7DC4512E4

ike 0:v4-PSK-IKEv2:14: dec
91D7E3BFD6EB8287032B6561653DE2672E2023080000000100000244230000042900000C010000000A9823A
A29000008000040002F0001380000F1005645523D310A4643

545645523D372E322E342E303937320A5549443D45363946374145304438343434344634413141463844463
039424445383539330A49503D31302E3135322E33352E3137300A4D41433D30302D31352D356

42D32332D61382D30313B0A484F53543D4445534B544F502D5550494E42524A0A555345523D453639463741
45304438343434344634413141463844463039424445383539330A4F535645523D4D6963726F

736F66742057696E646F777320313020456E74657270726973652045646974696F6E2C2036342D626974202
86275696C64203139303435290A5245475F5354415455533D300A454D53534E3D464354454D5
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3313034333537353533320A454D5349443D3030303030303030303030303030303030303030303030303030
3030303030300A00210000540100000000070010464354383030313434383131303439300001

0000000200000003000000040000000D00000019000000080000000F0000000A0000000B000070010000540
A0000540B0000700000002C0000540200002801030403E03A386C0300000C0100000C800E008

0030000080300000200000008050000000000002802030403E03A386C0300000C0100000C800E0100030000
080300000C00000008050000002D00001801000000070000100000FFFFO0000000FFFFFFEFF00
00001801000000070000100000FFFFO0000000FFFFFFFF

ike V=root:0:v4-PSK-IKEv2:14: responder received AUTH msg

ike V=root:0:v4-PSK-IKEv2:14: processing notify type INITIAL CONTACT

ike V=root:0:v4-PSK-IKEv2:14: processing notify type FORTICLIENT CONNECT

ike V=root:0:v4-PSK-IKEv2:14: received FCT data len = 304, data = 'VER=1
FCTVER=7.2.4.0972

UID=E69F7AEOD84444F4A1AF8DFO09BDEB593

IP=10.152.35.170

MAC=00-15-5d-23-a8-01;

HOST=DESKTOP-UPINBRJ

USER=E69F7AEOD84444F4A1AF8DF09BDES593

OSVER=Microsoft Windows 10 Enterprise Edition, 64-bit (build 19045)

REG_STATUS=0

EMSSN=FCTEMS1043575532

EMSID=00000000000000000000000000000000

:

:v4-PSK-IKEv2:14: received FCT-UID : E69F7AE0D84444F4A1AF8DF09BDE8593
:v4-PSK-IKEv2:14: peer identifier IPV4 ADDR 10.152.35.170

:v4-PSK-IKEv2:14: re-validate gw ID

:v4-PSK-IKEv2:14: gw validation OK

ike V=root:0:v4-PSK-IKEv2:14: responder preparing EAP identity request

ike 0:v4-PSK-IKEv2:14: enc
2700000C010000000A9823A13000001C0200000066323F7A3C4CT726A3D4D29D163A1D2EE26A29F160000000
9018C0005010E0DOCOBOAO908070605040302010E

ike 0:v4-PSK-IKEv2:14: out
91D7E3BFD6EB8287032B6561653DE2672E202320000000010000007C2400006019975696D3E610D0A55FCE2
141CE0O7B6CADDI98EO8SEL17E48B28D411CC7807751490126226

ike V=root:
ike V=root:
ike V=root:

o O O O

ike V=root:

6AC460CEBSEF355E8DF5E1990674923144292715C8A7TFFBES186369083671645EB6300E98FAEELI7C0613A79
BBE3934314FCE2BABD0835112

ike V=root:0:v4-PSK-IKEv2:14: sent IKE msg (AUTH RESPONSE): 10.152.35.161:500-
>10.152.35.170:500, len=124, vrf=0, id=91d7e3bfd6eb8287/032b6561653de267:00000001, oi
£=3

ike V=root:0: comes 10.152.35.170:500->10.152.35.161:500,ifindex=3,vrf=0,1len=108....
ike V=root:0: IKEv2 exchange=AUTH id=91d7e3bfd6eb8287/032b6561653de267:00000002 len=108
ike 0: in
91D7E3BFD6EB8287032B6561653DE2672E202308000000020000006C30000050D355C65E627AB11AA4880DB
9B65E4660D5CE9F3414AD9CA4EDOF64CCF1A4A250265D56EES573F5AF208A1E4EAGE
BC2CEED73E7EE8AB356C80FEC7B02D78C7CC1E7328CEF9F039CA8F6D3D9175B

ike 0:v4-PSK-IKEv2:14: dec
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91D7E3BFD6EB8287032B6561653DE2672E20230800000002000000493000000400000029028C00250145363
9463741453044383434343446344131414638444630394244

4538353933

ike V=root:0:v4-PSK-IKEv2:14: responder received EAP msg

ike V=root:0:v4-PSK-IKEv2:14: send EAP message to FNBAM

ike V=root:0:v4-PSK-IKEv2:14: initiating EAP authentication

ike V=root:0:v4-PSK-IKEv2: EAP user "E69F7AEO0D84444F4A1AF8DFO09BDE8593"

ike V=root:0:v4-PSK-IKEv2: auth candidate group 'ipsec-saml-group' ©

ike V=root:0:v4-PSK-IKEv2: EAP 300162803 pending

ike V=root:0:v4-PSK-IKEv2:14 EAP 300162803 result FNBAM CHALLENGED

ike V=root:0:v4-PSK-IKEv2: EAP challenged for user "E69F7AE0D84444F4A1AF8DF09BDE8593"
ike V=root:0:v4-PSK-IKEv2:14: responder preparing EAP pass through message
ike 0:v4-PSK-IKEv2:14: enc

00000025018D00211A018D001C10127D990A0E60029A5973F7E9DB3C302D686F73746170640A09080706050
40302010A

ike 0:v4-PSK-IKEv2:14: out
91D7E3BFD6EB8287032B6561653DE2672E202320000000020000006C3000005023BDD3F892B81FF71C36F5A
1F8818AAC1IR5E266CA932E002099308830C1AD89103AE2A6C
BF22418D54EF94C27A081D1BDF9AFC403110DF51F2ACDCO0FDCF48A3CB4FAC40AAEC2DA278FD1019
ike V=root:0:v4-PSK-IKEv2:14: sent IKE msg (AUTH RESPONSE): 10.152.35.161:500-
>10.152.35.170:500, len=108, 1d=91d7e3bfd6eb8287/032b6561653de267:00000002,
f=3

ike V=root:0:

vrf=0, oi
comes 10.152.35.170:500->10.152.35.161:500,ifindex=3,vrf=0,len=156....
ike V=root:0: IKEv2 exchange=AUTH i1d=91d7e3bfd6eb8287/0320b6561653de267:00000003 len=156
ike 0: in
91D7E3BFD6EB8287032B6561653DE2672E202308000000030000009C30000080C3287818C3211DB53758AFF
EA523DCFCA3299F4AFBEBBBESOEC3DB44EASD914B612529B169CD10D41F0220488

8F1AEEB193BA3640B87DA27AF7772921FC74494B837E26EEA63393ABF21AC2CD3532B128AF2BFBE362DESAL
0A4DD97775353B65175262B421E4483DBA79842E0CAQ9D2C3F52DD7149658445582DC8C1

ike 0:v4-PSK-IKEv2:14: dec
91D7E3BFD6EB8287032B6561653DE2672E202308000000030000007F300000040000005F028D005B1A028D0
05631C828BD1F5DCO9E2EAE44A295D803BD5SE000000000000

00000D807F3A068A31FDCDBEAOD6273968CO1D3F1F5EBICFFB7E00453639463741453044383434343446344
1314146384446303942444538353933

ike V=root:0:v4-PSK-IKEv2:14: responder received EAP msg

ike V=root:0:v4-PSK-IKEv2:14: send EAP message to FNBAM

ike V=root:0:v4-PSK-IKEv2: EAP 300162803 pending

ike V=root:0:v4-PSK-IKEv2:14 EAP 300162803 result FNBAM CHALLENGED

ike V=root:0:v4-PSK-IKEv2: EAP challenged for user "E69F7AEOD84444F4A1AF8DFO09BDE8593"
ike V=root:0:v4-PSK-IKEv2:14: responder preparing EAP pass through message

ike 0:v4-PSK-IKEv2:14: enc

0000003C018E00381A038D0033533D433037373736363541423444333736423632393936343636424544383
53036354246413742433338204D3D4F4B03020103

ike 0:v4-PSK-IKEv2:14:

out

91D7E3BFD6EB8287032B6561653DE2672E202320000000030000007C3000006062B69000FB6AEE38971AT70E
ACES9897104893B4B65D8ESCB390C129332713613COF1EE2TF
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BOSFDDBCA849ACAOE9852F3BA62AF9472271F3A29BFF603E74E5BF2B45A818A679B93D29F4C24B1A33761B9
50B654B4EF14D417BF1E40510
ike V=root:0:v4-PSK-IKEv2:14: sent IKE msg (AUTH RESPONSE): 10.152.35.161:500-
>10.152.35.170:500, len=124, vrf=0, 1d=91d7e3bfd6eb8287/032b6561653de267:00000003, oi
f=3
ike V=root:0: comes 10.152.35.170:500->10.152.35.161:500,ifindex=3,vrf=0,len=76....
ike V=root:0: IKEv2 exchange=AUTH 1d=91d7e3bfd6eb8287/032b6561653de267:00000004 len=76
ike 0: in
91D7E3BFD6EB8287032B6561653DE2672E202308000000040000004C30000030BC217F9ADF27626EC3E13C2
2D86598BEC75E9887C9407B868045ED29084660F870974CD011CFAFDEF02D58C5
ike 0:v4-PSK-IKEv2:14: dec
91D7E3BFD6EB8287032B6561653DE2672E202308000000040000002A300000040000000A028E00061A03
ike V=root:0:v4-PSK-IKEv2:14: responder received EAP msg
ike V=root:0:v4-PSK-IKEv2:14: send EAP message to FNBAM
ike V=root:0:v4-PSK-IKEv2: EAP 300162803 pending
ike V=root:0:v4-PSK-IKEv2:14 EAP 300162803 result FNBAM SUCCESS
ike V=root:0:v4-PSK-IKEv2: user 'user(@example.onmicrosoft.com' authenticated group
'ipsec-saml-group' 6
ike V=root:0:v4-PSK-IKEv2:14: responder preparing EAP pass through message
ike 0:v4-PSK-IKEv2:14: enc 00000008038E00040706050403020107
ike 0:v4-PSK-IKEv2:14: out
91D7E3BFD6EB8287032B6561653DE2672E202320000000040000004C300000309A60CF863B708309D8C1418
333CF21EC2A32E00615FDDF53EF5072DE9422A4D280605F88
257E11FED22FF0D5
ike V=root:0:v4-PSK-IKEv2:14: sent IKE msg (AUTH RESPONSE): 10.152.35.161:500-
>10.152.35.170:500, len=76, vrf=0, 1d=91d7e3bfd6eb8287/032b6561653de267:00000004, oif
=3
ike V=root:0: comes 10.152.35.170:500->10.152.35.161:500,ifindex=3,vrf=0,1len=92....
ike V=root:0: IKEv2 exchange=AUTH 1d=91d7e3bfd6eb8287/032b6561653de267:00000005 len=92
ike 0: in
91D7E3BFD6EB8287032B6561653DE2672E202308000000050000005C270000409F291281AD48ECACD1DFEFS
961D33BE185A04F1810661E66FBC1F5846796CD0OA535C063D19A0E930A51130F3D
9413512EF92EC71E582D10991B7FE42
ike 0:v4-PSK-IKEv2:14: dec
91D7E3BFD6EB8287032B6561653DE2672E202308000000050000003C270000040000001C0200000063A2A16
4BDOFE9F4D29DDA752517ACD373B1567E
ike V=root:0:v4-PSK-IKEv2:14: responder received AUTH msg
ike V=root:0:v4-PSK-IKEv2:14: auth verify done
ike V=root:0:v4-PSK-IKEv2:14: responder AUTH continuation

0:v4-PSK-IKEv2:14: authentication succeeded
ike V=root:0:v4-PSK-IKEv2:14: responder creating new child
ike V=root:0:v4-PSK-IKEv2:14: mode-cfg type 7 request
16:'46435438303031343438313130343930"
ike V=root:0:v4-PSK-IKEv2:14: mode-cfg received APPLICATION VERSION 'FCT8001448110490'

ike V=root:

ike V=root:0:v4-PSK-IKEv2:14: mode-cfg type 1 request 0:''
ike V=root:0:v4-PSK-IKEv2: mode-cfg allocate 192.168.1.100/0.0.0.0
ike V=root:0:v4-PSK-IKEv2:14: mode-cfg using allocated IPv4 192.168.1.100
ike V=root:0:v4-PSK-IKEv2:14: mode-cfg type 2 request 0:''
ike V=root:0:v4-PSK-IKEv2:14: mode-cfg type 3 request 0:''
FortiClient & FortiClient EMS 7.2 New Features Guide 135

Fortinet Inc.



ZTNA

ike V=root:0:v4-PSK-IKEv2:14: mode-cfg type 4 request 0:''

:v4-PSK-IKEv2:14: mode-cfg WINS ignored, no WINS servers configured
:v4-PSK-IKEv2:14: mode-cfg type 13 request 0:''

:v4-PSK-IKEv2:14: mode-cfg type 25 request 0:"''

:v4-PSK-IKEv2:14: mode-cfg type 8 request 0:''

:v4-PSK-IKEv2: IPv6 pool is not configured

:v4-PSK-IKEv2:14: mode-cfg could not allocate IPv6 address
:v4-PSK-IKEv2:14: mode-cfg type 15 request 0:''

:v4-PSK-IKEv2:14: mode-cfg type 10 request 0:''

:v4-PSK-IKEv2:14: mode-cfg type 11 request 0:''

:v4-PSK-IKEv2:14: mode-cfg type 11 not supported, ignoring
:v4-PSK-IKEv2:14: mode-cfg type 28673 request 0:''

:v4-PSK-IKEv2:14: mode-cfg UNITY type 28673 requested
:v4-PSK-IKEv2:14: mode-cfg type 21514 request 0:''

:v4-PSK-IKEv2:14: mode-cfg type 21514 requested

:v4-PSK-IKEv2:14: mode-cfg type 21515 request 0:''

:v4-PSK-IKEv2:14: mode-cfg type 21515 requested

:v4-PSK-IKEv2:14: mode-cfg type 28672 request 0:''

:v4-PSK-IKEv2:14: mode-cfg UNITY type 28672 requested
:v4-PSK-IKEv2:14: mode-cfg no banner configured, ignoring
:v4-PSK-IKEv2:14:10: peer proposal:

:v4-PSK-IKEv2:14:10: TSi 0 0:0.0.0.0-255.255.255.255:0
:v4-PSK-IKEv2:14:10: TSr 0 0:0.0.0.0-255.255.255.255:0
:v4-PSK-IKEVv2:14:v4-PSK-IKEv2:10: comparing selectors
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: matched by rfc-rule-2
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: phase?2 matched by subset
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: using mode-cfg override 0:192.168.1.100-
0:0

:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: accepted proposal:
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: TSi 0 0:192.168.1.100-192.168.1.100:0
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: TSr 0 0:0.0.0.0-255.255.255.255:0
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: dialup
:v4-PSK-IKEV2:14:v4-PSK-IKEv2:10: incoming child SA proposal:
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: proposal id = 1:
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: protocol = ESP:
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: encapsulation = TUNNEL
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: type=ENCR, val=AES CBC (key len = 128)
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: type=INTEGR, val=SHA
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: type=ESN, val=NO
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: PFS is disabled
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: matched proposal id 1
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: proposal id = 1:
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: protocol = ESP:
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: encapsulation = TUNNEL
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: type=ENCR, val=AES CBC (key len = 128)
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: type=INTEGR, val=SHA
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: type=ESN, val=NO
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: PFS is disabled
:v4-PSK-IKEv2:14:v4-PSK-IKEv2:10: lifetime=43200

ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
192.168.1.1
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:
ike V=root:

O O O O O O O O O O O O O O O O O O O O O O O o o o oo oo o o oo oOoOoOOoOoOoODoOoOoOOoOooooo

ike V=root:
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ike
ike
ike
ike

location O.

ike
ike
ike

V=root:
V=root:
V=root:
V=root:

V=root:
V=root:
V=root:

mode cfg=1

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:

O O O O O O o o

O O O O O O o o o o o

:v4-PSK-IKEvV2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 0:
:v4-PSK-IKEv2 0O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
0:

v4-PSK-IKEv2 0:

v7.4.3,build2573,240201 (GA.

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
682
ike
oif
ike
ike
ike

ike
ike
ike
ike

V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:
V=root:

V=root:

0:
:v4-PSK-IKEv2 O0:
:v4-PSK-IKEv2 0:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O0:
:v4-PSK-IKEv2 O0:

O O O O O O O o o o

0

v4-PSK-IKEv2 0O:

:v4-PSK-IKEv2:14:
:v4-PSK-IKEv2: IPv6 pool is not configured

:v4-PSK-IKEv2: adding new dynamic tunnel for 10.152.35.170:500
:v4-PSK-IKEv2 0: tunnel created tun id 192.168.1.100/::10.0.0.11 remote
.0.0
:v4-PSK-IKEv2 0: added new dynamic tunnel for 10.152.35.170:500
:v4-PSK-IKEv2 O:
:v4-PSK-IKEv2 O:

14

responder preparing AUTH msg

: established IKE SA 91d7e3bfd6eb8287/032b6561653de267
14: check peer route: if addr4 rcvd=0, if addr6 rcvd=0,

: processing INITIAL-CONTACT

processed INITIAL-CONTACT

assigned (1) IPv4 address 192.168.1.100
assigned (2) IPv4 netmask 255.255.255.255
send (13) 0:192.168.235.0/255.255.255.0:0
send (3) IPv4 DNS(1) 172.17.60.6

send (3) IPv4 DNS(2) 8.8.8.8

send INTERNAL IP6 SUBNET

IPv6 DNS ignored, no IPv6 DNS servers found
send APPLICATION VERSION 'FortiGate-VM64-HV

send (28673) UNITY SAVE PASSWD

send (21514) FNT AUTO NEGOTIATE
send (21515) FNT KEEP ALIVE

14

flushing

flushed

14:

14: mode-cfg

14: mode-cfg

14: mode-cfg

14: mode-cfg

14: mode-cfg

14: mode-cfg

14: mode-cfg

14: mode-cfg

F)!

14: mode-cfg

14: mode-cfg

14: mode-cfg
14:v4-PSK-IKEv2:10:
14:v4-PSK-IKEv2:10:
14:v4-PSK-IKEv2:10:
14:v4-PSK-IKEv2:10:
14:v4-PSK-IKEv2:10:
14:v4-PSK-IKEv2:10:

14
14

:v4-PSK-IKEv2:10:
v4-PSK-IKEvV2 (14)

:v4-PSK-IKEv2:10:
:v4-PSK-IKEv2:10:

add route 192.168.
metric 15 priority 1

V=root:0:v4-PSK-IKEv2 0:14:v4-PSK-IKEv2:10:
V=root:0:v4-PSK-IKEv2 0:14:v4-PSK-IKEv2:10:
0:v4-PSK-IKEv2 0:14:v4-PSK-IKEv2:10:
16:5F6D51E51801CDD3C5DDFFCD55CEBF18 auth 20:4284FFE8D12D3E617DDEEADESE71ECBEBEO7918E
ike 0:v4-PSK-IKEv2 0:14:v4-PSK-IKEv2:10:
16:CF5000829B184D71E97B4839BB221801 auth 20:1C9497F99EOEEFD7091A20EECA7CCO5E6672FDFB
v4-PSK-IKEv2 0:14:v4-PSK-IKEv2:10: added IPsec SA: SPIs=758626b2/e03a386c
v4-PSK-IKEv2 0:14:v4-PSK-IKEv2:10:
v4-PSK-IKEv2 0: tunnel up event assigned address 192.168.1.100
v4-PSK-IKEv2 0: sent tunnel-up message to EMS: (fct-

V=root:0:
V=root:0:
V=root:0:
V=root:0:
uld=E69F7AEOD84444F4A1AF8DF09BDE8593,

vdom=root)

replay protection enabled

set sa life soft seconds=43189.

set sa life hard seconds=43200.

IPsec SA selectors #src=1 #dst=1

src 0 7 0:0.0.0.0-255.255.255.255:0

dst 0 7 0:192.168.1.100-192.168.1.100:0
add dynamic IPsec SA selectors 682
added dynamic IPsec SA proxyids new 1

1.100/255.255.255.255 gw 192.168.1.100

tunnel 1 of VDOM limit 0/0
add IPsec SA: SPIs=758626b2/e03a386¢c

IPsec SA dec spi 758626b2 key

IPsec SA enc spi e03a386c key

sending SNMP tunnel UP trap

intf=v4-PSK-IKEv2 0, addr=192.168.1.100,

ike V=root:0:v4-PSK-IKEv2 0: user 'user@example.onmicrosoft.com' 192.168.1.100 groups 1
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ike 0:v4-PSK-IKEv2 0:14: enc
2700000C010000000A9823A12F00001C02000000DE195F007E8D93462142A62E9452006F4D98B2682100008
F0200000000010004C0A8016400020004FFFFFFFF000D00

08COABEBOOFFFFFF0000030004AC113C060003000408080808000F001100000000000000000000000000000
0000000070030466F727469476174652D564D36342D48562076372E342E332C6275696C64323

537332C323430323031202847412E4629700100020001540A00020001540B000200012C00002C0000002801
030403758626B20300000C0100000C800E0080030000080300000200000008050000002D0000

1801000000070000100000FFFFCOAB80164C0A801640000001801000000070000100000FFFF00000000FFFFF
FFFOCOBOA0908070605040302010C

ike 0:v4-PSK-IKEv2 0:14: out
91D7E3BFD6EB8287032B6561653DE2672E202320000000050000015C24000140F73C9BCD7A9F971B02F6A48
AE9B37644762FCA3FB4E3D0OE2136A72A1BBC4113F7A87F3

9A611CBE1BOE5036D73020A46B6455BEE66FFCO5F95E237337C4CFFOA4CCAS2BB18DC3A17F497E12FDDESDSA
6953B4295109F0BEDBA72459E3750D6924159BE555D8011EF5BICOEALIEA91IBFAGFOESS50AT7296

B813DESSFF47F40545584CCC00264377258E6C3769A64834AE9161B286DD9067B689ES53EC59C6C3E28BE798
401730A6E01CC23756A75142244140C1EAGFE3D771F24E768D2E092888F08E3BFC3CES5486819

1B5BFB6CEGE97764CF75B6AEO068BR5C7398EF72C0E963FC15EDADOOAL66AFECCFE35EB6314CT7FD27C2C5F718
777FE73ADBB8472255BB4FDDDICE39E397432585200246F891A68A86CEE05748502CC58770BB
128F31D2FFAF62526C987A9CEFBFD15644DEB317102BB51DDD54D7C206DF42F010FC7ACCE

ike V=root:0:v4-PSK-IKEv2 0:14: sent IKE msg (AUTH RESPONSE): 10.152.35.161:500-
>10.152.35.170:500, len=348, vrf=0, 1d=91d7e3bfd6eb8287/032b6561653de267:00000005,
0if=3

ike V=root:0:v4-PSK-IKEv2 0: link is idle 3 10.152.35.161->10.152.35.170:0 dpd=1
seqgno=1 rr=0

ike V=root:0: comes 10.152.35.170:500->10.152.35.161:500,ifindex=3,vrf=0,len=76....

ike V=root:0: IKEv2 exchange=INFORMATIONAL
1d=91d7e3bfd6eb8287/032b6561653de267:00000006 len=76

ike 0: in
91D7E3BFD6EB8287032B6561653DE2672E202508000000060000004C000000308313D182BDFE6429ACFI9CD7
54A0CAA19E6997AD0OF915E69445D9C1256C6CBF7694582330F8AEDOC6F892FD1D

ike 0:v4-PSK-IKEv2 0:14: dec
91D7E3BFD6EB8287032B6561653DE2672E202508000000060000002000000004

ike V=root:0:v4-PSK-IKEv2 0:14: received informational request

ike 0:v4-PSK-IKEv2 0:14: enc OFOEODOCOBOA0908070605040302010F

ike 0:v4-PSK-IKEv2 0:14: out
91D7E3BFD6EB8287032B6561653DE2672E202520000000060000004C00000030E74A78C1B6607A4209955C9
34EBD0486354D124282E51DAEF58CBFB26AAABESE4AE905A

2ED459F3DD076CFD23

ike V=root:0:v4-PSK-IKEv2 0:14: sent IKE msg (INFORMATIONAL RESPONSE) :
10.152.35.161:500->10.152.35.170:500, len=76, vrf=0,
1d=91d7e3bfd6eb8287/032b6561653de267:00

000006, oif=3

ike :shrank heap by 331776 bytes

FortiClient & FortiClient EMS 7.2 New Features Guide 138
Fortinet Inc.



ZTNA

ike V=root:0: comes 10.152.35.170:500->10.152.35.161:500,ifindex=3,vrf=0,len=76....

ike V=root:0: IKEv2 exchange=INFORMATIONAL
1d=91d7e3bfd6eb8287/032b6561653de267:00000007 len=76

ike 0: in
91D7E3BFD6EB8287032B6561653DE2672E202508000000070000004C00000030B7731C94B7CD08C9325F550
ECOEABE733FC5DASE50A1440AE3FE358726D1DE7EFE61CC3D02674FEOQ0155CE28F

ike 0:v4-PSK-IKEv2 0:14: dec
91D7E3BFD6EB8287032B6561653DE2672E202508000000070000002000000004

ike V=root:0:v4-PSK-IKEv2 0:14: received informational request

ike 0:v4-PSK-IKEv2 0:14: enc OFOEODOCOBOA0908070605040302010F

ike 0:v4-PSK-IKEvZ2 0:14: out
91D7E3BFD6EB8287032B6561653DE2672E202520000000070000004C0000003042E9544F9024C5ED6FT72E90
A613C99ATEATAFE3534D71E8FEC8CA3B65DB1708473F80D

5395ABBD30500A38DA

ike V=root:0:v4-PSK-IKEv2 0:14: sent IKE msg (INFORMATIONAL RESPONSE) :
10.152.35.161:500->10.152.35.170:500, len=76, vrf=0,
1d=91d7e3b£fd6eb8287/032b6561653de267:00

000007, oif=3

ike V=root:0: comes 10.152.35.170:500->10.152.35.161:500,ifindex=3,vrf=0,len=76....

ike V=root:0: IKEv2 exchange=INFORMATIONAL
1d=91d7e3bfd6eb8287/032b6561653de267:00000008 len=76

ike 0: in
91D7E3BFD6EB8287032B6561653DE2672E202508000000080000004C00000030D72FA651DD9192B8390213F
8D30CF93C1F47EAC9934E09391EBB7F7E55C8DF0574AAFAICCCBFDS5C34F93AFD8

ike 0:v4-PSK-IKEv2 0:14: dec
91D7E3BFD6EB8287032B6561653DE2672E202508000000080000002000000004

ike V=root:0:v4-PSK-IKEv2 0:14: received informational request

ike 0:v4-PSK-IKEvZ2 0:14: enc OFOEODOCOBOA0908070605040302010F

ike 0:v4-PSK-IKEv2 0:14: out
91D7E3BFD6EB8287032B6561653DE2672E202520000000080000004C00000030494190DESE0047C7B17F642
218C27C46615E9AAT717E1BDEFA2B56938BD8990C9B54783

49D4AD0420063AE9R4

ike V=root:0:v4-PSK-IKEv2 0:14: sent IKE msg (INFORMATIONAL RESPONSE) :
10.152.35.161:500->10.152.35.170:500, len=76, vrf=0,
1d=91d7e3b£fd6eb8287/032b6561653de267:00

000008, oif=3

IPsec VPN support for traffic going through FortiADC -7.2.4

IPsec VPN can support traffic that first goes through FortiADC. Only IKEv2 tunnels support this feature.

The example uses the following product versions:

FortiClient
724
FortiClient EMS
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Product Version

FortiGate 74.3
FortiADC 6.1.3

In this example use case, an organization has implemented a comprehensive security strategy that includes the use of
IPsec (Internet Protocol Security) for securing communications between its network resources. By combining the secure
communication that IPsec provides with the traffic optimization capabilities of FortiADC, the company can achieve a
robust, secure, and high-performance network infrastructure for interconnecting branch offices with the central data
center. Also, this setup enables efficient data exchange while maintaining the confidentiality and integrity of the
transmitted information.

F 3
v

4
SNI from EMS
FortiADC =
10-152.38-185 [« » 11g2.168.1.7 162.188.1.1 1 =
! I —i& = 3 " J > =
FortiClient RS IP FortiGate Internal server
10.152.35.154 2 102.188.2.4
SNI AFI server
10.152.35.156

The following illustrates the flow in the diagram:

FortiClient sends a request to IKE port 4500 with the SNI information from EMS.
FortiADC sends the SNI to the API server and receives the real server (RS) IP address.
FortiADC sends a packet to the RS IP address:port and response.

VPN is setup and an IKE UDP 4500 packet is sent automatically.

Ao b=

The following assumes that you already have an SNI API server configured with Go service running on port 3001.

To configure FortiADC:

1. Configure a load balance profile for IKE traffic:

config load-balance profile
edit "IKERESOURCE"
set type udp
set inner-protocol ike
next
end

2. Configure the SNI API server. In this example, 10.152.35.156 is the SNI API server IP address, and 3001 is the port
used:

config load-balance sniproxy-domain

set url http://10.152.35.156:3001/api/vl/system/sni-resolvers?region=regionl

set url-udp http://10.152.35.156:3001/api/vl/system/sni-resolvers?region=regionl
end
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3. Configure the RS pool and add members (the FortiOS firewall IP address) to the pool:

config load-balance pool
edit "FGT-POOL"
set health-check-list LB_HLTHCK ICMP LB HLTHCK HTTPS LB HLTHCK TCP ECHO LB HLTHCK
HTTP
set real-server-ssl-profile NONE
config pool member
edit 1
set pool member service port 0
set pool member cookie rsl
set real-server FGT2
next
end
next
end

4. Configure a virtual server. FortiClient will initiate an IPsec connection to 192.168.1.7, the remote gateway and
FortiADC interface IP address, on port 4500:

config load-balance virtual-server
edit "INTERNALIPSEC"
set interface portl
set ip 192.168.1.7
set port 4500
set load-balance-profile IKERESOURCE
set load-balance-method LB METHOD SNIPROXY
set load-balance-pool FGT-POOL
set traffic-log enable
set traffic-group default
set fortiview enable
next
end

To create an IPsec VPN IKEv2 tunnel in FortiOS:

config vpn ipsec phasel-interface
edit "ADC Tunnel"
set type dynamic
set interface "port2"
set ike-version 2
set peertype any
set net-device disable
set mode-cfg enable
set proposal aesl28-sha256 aes256-sha256 aesl28gcm-prfsha256 aes256gcm-prfsha384
chacha20polyl305-prfsha256
set comments "VPN: ADC Tunnel (Created by VPN wizard)"
set eap enable
set eap-identity send-request
set authusrgrp "IPSEC"
set ipvéd-start-ip 20.21.21.1
set ipvé4-end-ip 20.21.21.250
set dns-mode auto
set save-password enable
set client-auto-negotiate enable
set client-keep-alive enable
set psksecret ENC
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FzFV1gODmlxtAzxGABQgxyAsSTEVLfThS6hbrgFrBWgAQ3LAaxZ817V2XsjFSOJ0D5xp/ cWODWxPyUBxL/j5ItiT/DGIH
16128uA7gMeAzagGs+tavmaaukE4vuld/TX+wTQ2cAD19zpiBu7I3310EMMBhnmKTgwG3stznB/A40KEEGT72nQvrxk4TyXM
RmjKdoQIvOz2SA==

next
end

To configure EMS:

In EMS, go to Endpoint Profiles > Remote Access.
Create a new profile or edit an existing one.

Under VPN Tunnels, click Add Tunnel.

Select Manual.

Configure Basic Settings:

o obd-=

a. Inthe Name field, configure the desired tunnel name.
b. For Type, select IPsec VPN.

c. Inthe Remote Gateway field, enter the remote gateway, which is the same as the FortiADC IP address. In this
exampleitis 192.168.1.7

From the Authentication Method dropdown list, select Pre Shared Key.
In the Pre-Shared Key field, enter the same key that you configured in FortiOS.
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Editing IPsec VPN Tunnel: IPSECV2-ADC - intemnal

© Changes to this VPN tunnel will not be saved until the profile is saved.

Basic Setlings Basic Settings

VPN Settings

Name
FPhase 1
IPSECW2-ADC - internal
Fhase 2 Cannot contain the characters | \"&%<> .
Split Tunnel

Type

Advanced Settings
Remote Gateway

On Connect Script

On Disconnect Script

Authentication Method

Pre Shared Key ¥

Pre-Shared Key

SsssssssERERREEEEE.

@ Prompt for Username

Save Cancel

6. Configure other fields at their default values, and save.
7. Click XML, then Edit.

8. Under<ike settings>,set<sase mode>to 1. This sets the IPsec port to 4500. The following shows the
XML configuration:

<forticlient configuration>
<vpn>
<enabled>1</enabled>
<sslvpn>
<connections/>
<options>
<disallow invalid server certificate>0</disallow invalid server
certificate>
<use_gui saml auth>0</use gui saml auth>
<no_dns_registration>0</no_dns_registration>
<preferred dtls tunnel>0</preferred dtls_ tunnel>
<negative split tunnel metric/>
<warn_invalid server certificate>1</warn invalid server certificate>
<dnscache_service control>0</dnscache service control>
<prefer sslvpn dns>1</prefer sslvpn dns>
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<enabled>1</enabled>
</options>
</sslvpn>
<ipsecvpn>
<connections>
<connection>
<name>IPSECV2-ADC - internal</name>
<uid>650F4D40-6942-4E25-B927-7EE6C5D99878</uid>
<machine>0</machine>
<keep running>0</keep running>
<disclaimer msg/>
<sso_enabled>0</sso_enabled>
<single user mode>0</single user mode>
<type>manual</type>
<ui>
<show_remember password>1</show remember password>
<show_alwaysup>1</show alwaysup>
<show_ autoconnect>1</show autoconnect>
<show_passcode>0</show passcode>
<save_ username>0</save username>
</ui>
<redundant_ sort method>0</redundant sort method>
<tags>
<allowed/>
<prohibited/>
</tags>
<host check fail warning/>
<ike settings>
<server>192.168.1.7</server>
<authentication method>Preshared Key</authentication method>
<fgt>1</fgt>
<prompt certificate>1</prompt certificate>
<xauth>
<use otp>0</use otp>
<enabled>1</enabled>
<prompt username>1</prompt username>
</xauth>
<version>2</version>
<mode>aggressive</mode>
<key 1ife>86400</key life>
<localid/>
<implied SPDO>0</implied SPDO>
<implied SPDO_timeout>0</implied SPDO_ timeout>
<nat_traversal>l</nat traversal>
<sase_mode>1</sase_mode>
<nat_alive freg>5</nat_alive freg>
<enable local lan>1</enable local lan>
<enable ike fragmentation>0</enable ike fragmentation>
<mode config>1</mode config>
<dpd>1</dpd>
<run_fcauth system>0</run_ fcauth system>
<sso_enabled>0</sso_enabled>
<ike saml port>443</ike saml port>
<dpd_retry count>3</dpd retry count>
<dpd retry interval>5</dpd retry interval>
<xauth timeout>120</xauth timeout>
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<auth data>
<preshared key>Enc
7de9d08db7716deba8ebb6e5526eac5d952clafb46e2edd5d51646228ala2</preshared key>
</auth data>
<dhgroup>5</dhgroup>
<proposals>
<proposal>AES128|SHAl</proposal>
<proposal>AES256 | SHA256</proposal>
</proposals>
</ike settings>
<ipsec_ settings>
<remote networks>
<network>
<addr>0.0.0.0</addr>
<mask>0.0.0.0</mask>
</network>
<network>
<addr>::/0</addr>
<mask>::/0</mask>
</network>
</remote networks>
<dhgroup>5</dhgroup>
<key life type>seconds</key life type>
<key life seconds>43200</key life seconds>
<key life Kbytes>5200</key life Kbytes>
<replay detection>1</replay detection>
<pfs>1</pfs>
<use vip>1</use vip>
<virtualip>
<type>modeconfig</type>
<ip>0.0.0.0</ip>
<mask>0.0.0.0</mask>
<dnsserver>0.0.0.0</dnsserver>
<winserver>0.0.0.0</winserver>
</virtualip>
<proposals>
<proposal>AES128|SHAl</proposal>
<proposal>AES256 | SHA256</proposal>
</proposals>
</ipsec_ settings>
<android cert path/>
<warn_invalid server certificate>1l</warn invalid server certificate>
<on_connect>
<script>
<os>windows</os>
<script/>
</script>
<script>
<os>MacOSX</os>
<script/>
</script>
<script>
<os>linux</os>
<script/>
</script>
</on_connect>
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<on_disconnect>
<script>
<os>windows</os>
<script/>
</script>
<script>
<os>MacOSX</os>
<script/>
</script>
<script>
<os>linux</os>
<script/>
</script>
</on_disconnect>
<traffic control>
<enabled>0</enabled>
<mode>1</mode>
</traffic control>
</connection>
</connections>
<options>
<usewincert>1</usewincert>
<disallow invalid server certificate>0</disallow_invalid server

certificate>
<uselocalcert>0</uselocalcert>
<beep if error>0</beep if error>
<check for cert private key>0</check for cert private key>
<no_dns registration>0</no_dns registration>
<enhanced key usage mandatory>0</enhanced key usage mandatory>
<disable default route>0</disable default route>
<use win current user cert>1</use win current user cert>
<enable udp checksum>0</enable udp checksum>
<show_auth cert only>0</show_auth cert only>
<usesmcardcert>1</usesmcardcert>
<block ipv6>1</block ipv6>
<use win local computer cert>1</use win local computer cert>
<enabled>1</enabled>
</options>
</ipsecvpn>
<lockdown>

<grace period>120</grace period>
<max attempts>3</max attempts>
<exceptions>
<apps/>
<ips/>
</exceptions>
<enabled>0</enabled>
</lockdown>
<options>
<suppress_vpn notification>0</suppress vpn notification>
<secure remote access>0</secure remote access>
<keep running max tries>0</keep running max tries>
<use windows credentials>0</use windows_ credentials>
<allow _personal vpns>1</allow personal vpns>
<show_vpn before logon>0</show vpn before logon>
<use_legacy vpn before logon>0</use_ legacy vpn before logon>
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<on_os_start connect/>
<disable connect disconnect>0</disable connect disconnect>
<show negotiation wnd>0</show negotiation wnd>
<on_os_start connect has priority>0</on os start connect has priority>
<autoconnect_on install>0</autoconnect on_ install>
<autoconnect only when offnet>0</autoconnect only when offnet>
<minimize window on connect>1</minimize window on connect>
</options>
</vpn>
<endpoint control>
<ui>
<display vpn>1</display vpn>
</ui>
</endpoint control>
</forticlient configuration>

Save. After FortiClient receives the profile changes from EMS, it can connect to an IPsec VPN tunnel pushed from
FortiADC.

To verify this configuration:

Ao b=

In FortiOS, go to Dashboard > Network.
Expand the IPsec widget.

Verify that the IPsec VPN tunnel is up.

If desired, you can enable and view FortiOS:

FGVMULTM12345 # diagnose debug enable

FGVMULTM212345 # diagnose debug application ike -1
Debug messages will be on for 30 minutes.

FGVMULTM12345 # ike V=root:0: comes 192.168.1.11:4500-
>192.168.1.1:4500,ifindex=5,vrf=0, 1len=508....

ike V=root:0: IKEv2 exchange=SA INIT id=fd23616068ea787b/0000000000000000 len=504

ike 0: in
FD23616068EA787B00000000000000002120220800000000000001F82200005C0200002C010100040300000C
0100000C800E00800300000802000002030000080300000200000008040000050000002C020100040300000C
0100000C800E00800300000802000005030000080300000C0000000804000005280000C80005000002985CBO
E49090C90FF1B01C95C5CBE283C13C57C98C796D1AB5301AB30E5D5BD3C3B438A41F95CFDD8C2FC1086DCD18
F6B3A6EAAFS8AFIES54022F8FAORAFC1 6BAAF42AA3F4DDB5CC2846F09CDOCDA74B513851EABGF9A8EABLI28B0ODB
8D5B4F819EA4C775B037A77BD35813230C0708077C34EBO2BD3F8A71613B84365F5FCE93528C2C54FF72ADA2
76E7CAB37DF6C6A9AAAE2CAO0370957B4385345ED403118D6A0D68A49834069CC7543F0597AD83FAT75FE90967
A40A31F3F8CE28ABFBDE25822B000014BDDC4BD20AF71BAL6FFEGAA24508B0162B0000144C53427B6D465D1B
337BB755A37ATFEF2B000014B4F01CA951E9DASDOBAFBBD34AD3044E29000014C1DC4350476B98A429B91781
914CA43E290000180100F103464354454D5338383234303930333135290000180100F103464354454D533838
32343039303331352900001C0000400408C1FCB91852BEO08BC80BO0OD5AD2667C42A04940000001C00004005
3DDAESA62679ABFBD748AFCB830BBB25F2195192

Ike V=root:0:£d23616068ea787b/0000000000000000:897: responder received SA INIT msg

ike V=root:0:£d23616068ea787b/0000000000000000:897: VID forticlient connect license
4C53427B6D465D1B337BBR755A37ATFEF

ike V=root:0:£d23616068ea787b/0000000000000000:897: VID Fortinet Endpoint Control
B4F01CA951E9DASDOBAFBBD34AD3044E

ike V=root:0:£fd23616068ea787b/0000000000000000:897: VID unknown (16):
C1DC4350476B98A429B91781914CA43E

ike V=root:0:£d23616068ea787b/0000000000000000:897: received notify type 61699

ike V=root:0:£d23616068ea787b/0000000000000000:897: ignoring unauthenticated notify
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payload

(61699)

payload (61699)

SOURCE_TIP

DESTINATION IP

ike
ike
ike
ike
ike
len
ike

SHA

ike
ike
ike
ike
ike
ike
len
ike

V=root:
V=root:
V=root:
V=root:
V=root:

= 128)

V=root:

96

V=root:
V=root:
V=root:
V=root:
V=root:
V=root:

= 128)

V=root:

o O O O O O

O O O O O O

0:

SHA2 256 128

ike
256
ike
ike
ike
ike
ike
ike
len
ike

V=root:

V=root:
V=root:
V=root:
V=root:
V=root:
V=root:

= 128)

V=root:

0:

O O O O O O

0:

SHA2 256 128

ike
256
ike
ike

V=root:

V=root:
V=root:

0:

ike V=root:0:£d23616068ea787b/0000000000000000:897: received notify type 61699

ike V=root:0:£d23616068ea787b/0000000000000000:897: ignoring unauthenticated notify

ike V=root:0:£d23616068ea787b/0000000000000000:897: received notify type NAT DETECTION

ike V=root:0:£d23616068ea787b/0000000000000000:897: received notify type NAT DETECTION
:£d23616068ea787b/0000000000000000:897: incoming proposal:
:£d23616068ea787b/0000000000000000:897: proposal id = 1:
:£d23616068ea787b/0000000000000000:897: protocol = IKEvV2:
:£d23616068ea787b/0000000000000000:897: encapsulation = IKEv2/none
:£d23616068ea787b/0000000000000000:897: type=ENCR, val=AES CBC (key
:£d23616068ea787b/0000000000000000:897: type=INTEGR, val=AUTH HMAC
:£d23616068ea787b/0000000000000000:897: type=PRF, val=PRF HMAC SHA
:£d23616068ea787b/0000000000000000:897: type=DH GROUP, val=MODP1536.
:£d23616068ea787b/0000000000000000:897: proposal id = 2:
:£d23616068ea787b/0000000000000000:897: protocol = IKEv2:
:£d23616068ea787b/0000000000000000:897: encapsulation = IKEv2/none
:£d23616068ea787b/0000000000000000:897: type=ENCR, val=AES CBC (key
£d23616068ea787b/0000000000000000:897: type=INTEGR, val=AUTH HMAC
£d23616068ea787b/0000000000000000:897: type=PRF, val=PRF HMAC SHA2
:£d23616068ea787b/0000000000000000:897: type=DH_GROUP, val=MODP1536.
:£d23616068ea787b/0000000000000000:897: matched proposal id 2
:£d23616068ea787b/0000000000000000:897: proposal id = 2:
:£d23616068ea787b/0000000000000000:897: protocol = IKEv2:
:£d23616068ea787b/0000000000000000:897: encapsulation = IKEv2/none
:£d23616068ea787b/0000000000000000:897: type=ENCR, val=AES CBC (key
£d23616068ea787b/0000000000000000:897: type=INTEGR, val=AUTH HMAC
£d23616068ea787b/0000000000000000:897: type=PRF, val=PRF _ HMAC SHA2
:£d23616068ea787b/0000000000000000:897: type=DH_ GROUP, val=MODP1536.
:£d23616068ea787b/0000000000000000:897: lifetime=86400
:£d23616068ea787b/0000000000000000:897: SA proposal chosen, matched gateway

ike
ADC
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

169.

ike
ike
ike
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V=root:

Tunnel

V=root:
V=root:
V=root:
V=root:
V=root:

V=root:
V=root:
V=root:
V=root:
V=root:
254.7.1
V=root:0
V=root:0
V=root:0

O O O O O o o o o o

:ADC Tunnel: created connection: 0xf9%e2ff0 5 192.168.1.1->192.168.1.11:4500.
:ADC Tunnel:897: processing notify type NAT DETECTION SOURCE IP

:ADC Tunnel:897: processing NAT-D payload

:ADC Tunnel:897: NAT detected: PEER

:ADC Tunnel:897: process NAT-D

:ADC Tunnel:897: processing notify type NAT DETECTION DESTINATION IP
:ADC Tunnel:897: processing NAT-D payload

:ADC Tunnel:897: NAT detected: ME PEER

:ADC Tunnel:897: process NAT-D

:ADC Tunnel:897: enable FortiClient endpoint compliance check, use
:ADC Tunnel:897: responder preparing SA INIT msg

:ADC Tunnel:897: generate DH public value request queued

:ADC Tunnel:897: responder preparing SA INIT msg
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ike V=root:0:ADC Tunnel:897: compute DH shared secret request queued

ike V=root:0:ADC Tunnel:897: responder preparing SA INIT msg

ike V=root:0:ADC Tunnel:897: create NAT-D hash local 192.168.1.1/4500 remote
192.168.1.11/4500

ike 0:ADC Tunnel:897: out
FD23616068EA787B8A56F0004EEC7C3D212022200000000000000160220000300000002C020100040300000C
0100000C800E00800300000802000005030000080300000C0000000804000005280000C80005000000AE7B89
3BC5E3A52AA663A0334F31B4ES00CI9F5635E5CE2817A0FD7734EA390EEDF0898E22540B9AE00E8C4E1DECBS1
DA24BOATC326FF6286ADF943020E4027FF73A6E4752FEA8B133EBAB7553723BDC61E43FBC99C2D95FA88BCS5B
F8E322B7598FAR4F5C55A13B2226D71DF952B088256A57D88E16C671881DDD028AC24DOE4ACA40DC26017C87
CO553EDDE75D031FCFCODBB74B4F26E9EEOAC662A66FAD4E48A3D2232E0BDB7552E3855535D340BF34B28873
D28C8FABB2FCAC5194A5373E29000014DE6499159A9592FF9CF6A338697810782900001C0000400412CB23AF
2CCA5494532E14CE0775D4D1CFAQOSEA40000001C0000400514E0C02BB1C1041736812AF33F10C047BDEBGA36
ike V=root:0:ADC Tunnel:897: sent IKE msg (SA INIT RESPONSE): 192.168.1.1:4500-
>192.168.1.11:4500, len=352, vrf=0, 1d=fd23616068ea787b/8a56£f0004eec7c3d, oif=5

ike 0:ADC Tunnel:897: IKE SA fd23616068ea787b/8a56£f0004eec7c3d SK ei
16:5204278EAA78717A3D501DB8ED8FD673

ike 0:ADC Tunnel:897: IKE SA £d23616068ea787b/8a56f0004eec7c3d SK er
16:7B38711FE8D81E238370F4D9D75B4954

ike 0:ADC Tunnel:897: IKE SA fd23616068ea787b/8a56f0004eec7c3d SK ai
32:68CF5D7F413B68413D0E6411181CD5FOEE4AA630D72274B56E6790A7EE7568F8

ike 0:ADC Tunnel:897: IKE SA £d23616068ea787b/8a56f0004eec7c3d SK_ar
32:6033D1AFE65E3A3B65B1D6B58BOB7CC7083D077684039D03897CF68F23C96DAE

ike V=root:0: comes 192.168.1.11:4500->192.168.1.1:4500,ifindex=5,vrf=0,1len=612....

ike V=root:0: IKEv2 exchange=AUTH id=£fd23616068ea787b/8a56£0004eec7c3d:00000001 len=608
ike 0: in
FD23616068EA787B8A56F0004EEC7C3D2E202308000000010000026023000244B257D3A5A3F8787BF85F7EAA
6C68421A1613119EBSBBLI3C7FF639E41A46A81372B058C22714F93996558DCAEC8062BD8B1D1IE9521B52D41E
32A0CAF350D9865ECEBOE65118D7E6E4B6531A0F459D852390B9A560FEFFF4191C52FFBO9A123C58A18EASF9D
7DF7B39823A92FBBS5FEDFA291A7936B14D3EC484252C3D199A4260FCT7TACOAFD89377376397B7A043B9969ED1L
89E6590A9F68A5832A56E8D114E75C8736806DF7B85DA894EATRB7582894051CBE24AD640DCO0OBADEFS578DFC5B
CAGF2895F71FDB1F3D4BE11DFD6C2D63F3735C3931BCE9109BDD47110112FEC282A94EB7C855F401F2BD5340
3E6F302506914CA81888C8AEOADIELIE90F252F8C1AD288BCIC5295FE046A176F107F79E6397E4428C30160FF
EEACEAOB2BCCA9BC34DA2E35EE233745B0A05665E8A95747D760282784B987DAB28DDCF50348B2550B414RBE2
0297647BD15500EC8D4EG6ES5113BC403772153A671DA8587920F7C7TELCO9E3A9341F3C5094DC01DC4E3539B19E
178DB92A6D282D891FDAC63CBI9F95F1821DBES30FD9C42106E0AE2DB13C8722039335FAEIA840E1IBA2BC125A
A48279530799BB48D91DF3DC5F000917B21DAD85SBB55E2A14EC068DA364FA8941FODFA25C267349C21F7125E
7836B19ACC6E42FB581061D7D4F81D2D581B42C96BFE4E710B14148D4E1EEA2D8C6C361566F8BABFDBS5A66A1
A59E07F25BAC6CA8BAD8698C8EOB2DOF73D7E06697504110A83ACC586E4C3227AEF2CE616041F18C464A0CC31
374E1A18993FD8B92ABF2C4A1C900ATEF444684BD683E8013A237D8ETE6780831EF13D24

ike 0:ADC Tunnel:897: dec
FD23616068EA787B8A56F0004EEC7C3D2E202308000000010000023A230000042900000C01000000C0A8010B
29000008000040002F00012E0000F1005645523D310RA4643545645523D372E322E342E303937320A5549443D
39354630373530334342373234424530383332303846393745454239434638320A49503D3139322E3136382E
312E31310A4D41433D30302D31352D35642D32332D61382D34613B30302D31352D35642D32332D61382D3561
3BOA484F53543D4445534B544F502D493134495656430A555345523D69707365630A4F535645523D4D696372
6F736F66742057696E646F777320313020456E74657270726973652045646974696F6E2C2036342D62697420
286275696C64203139303435290A5245475F5354415455533D300A454D53534E3D464354454D533838323430
39303331350A454D5349443D3030303030303030303030303030303030303030303030303030303030303030
0A00210000540100000000070010464354383030313634373839323939340001000000020000000300000004
0000000D00000019000000080000000F0000000A0000000BO00070010000540A0000540B0000700000002C00
005402000028010304038DE23FFD0300000C0100000C800E0080030000080300000200000008050000000000
0028020304038DE23FFD0300000C0100000C800E0080030000080300000C00000008050000002D0000180100
0000070000100000FFFFO00000000FFFFFFFF0000001801000000070000100000FFFFO00000000FFFFFFEFF

ike V=root:0:ADC Tunnel:897: responder received AUTH msg

ike V=root:0:ADC Tunnel:897: processing notify type INITIAL CONTACT
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ike V=root:0:ADC Tunnel:897: processing notify type FORTICLIENT CONNECT

ike V=root:0:ADC Tunnel:897: received FCT data len = 294, data = 'VER=1
FCTVER=7.2.4.0972

UID=95F07503CB724BE083208F97EEBI9CF82

IP=192.168.1.11

MAC=00-15-5d-23-a8-4a;00-15-5d-23-a8-5a;

HOST=DESKTOP-I14IVVC

USER=ipsec

OSVER=Microsoft Windows 10 Enterprise Edition, 64-bit (build 19045)

REG_STATUS=0

EMSSN=FCTEMS12345

EMSID=00000000000000000000000000000000

:ADC Tunnel:897: received FCT-UID : 123456

:ADC Tunnel:897: peer identifier IPV4 ADDR 192.168.1.11

:ADC Tunnel:897: re-validate gw ID

ike V=root:0:ADC Tunnel:897: gw validation OK

ike V=root:0:ADC Tunnel:897: responder preparing EAP identity request

ike 0:ADC Tunnel:897: enc
2700000C01000000C0OA8010130000028020000002CC85F24CD85A4D9BBD5130FD954CDE9631E41538971618A
C5CA89FFDA271E450000000901B8000501020102

ike 0:ADC Tunnel:897: out
FD23616068EA787B8A56F0004EEC7C3D2E2023200000000100000080240000642D7B15B7617F0AAB77FB620A
310E31571D63B20BDE4BF92244B54828CCEA823498115B71F5CFO9E3A6CE97DDBO9C2256805BA9204032A89FF3
D43D7772BFF51C427158D5E20A7CCE25EEF29F6B9AFEFCB4ED31E7DFDB6171994083D5F59A0DDE25

ike V=root:0:ADC Tunnel:897: sent IKE msg (AUTH RESPONSE): 192.168.1.1:4500-
>192.168.1.11:4500, len=128, vrf=0, 1d=fd23616068ea787b/8a56f0004eec7c3d:00000001, oif=5
ike V=root:0: comes 192.168.1.11:4500->192.168.1.1:4500,ifindex=5,vrf=0,1len=84....

ike V=root:0: IKEv2 exchange=AUTH id=fd23616068ea787b/8a56f0004eec7c3d:00000002 len=80

ike V=root:
ike V=root:
ike V=root:

o O O O

5. Afterthe VPN connection succeeds, ping internal servers located behind the FortiGate from the endpoint to verify
that it can access them. Ping should succeed:

ping 192.168.2.4

Pinging 192.168.2.4 with 32 bytes of data:

Reply from 192.168.2.4: bytes=32 time=lms TTL=127
Reply from 192.168.2.4: bytes=32 time<lms TTL=127
Reply from 192.168.2.4: bytes=32 time=lms TTL=127
Reply from 192.168.2.4: bytes=32 time<lms TTL=127

NDNDNN

Ping statistics for 192.168.2.4:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = 0ms

Source IP address anchoring for IPsec VPN -7.2.4

FortiOS requires endpoints' public IP addresses to achieve source IP address anchoring for IPsec VPN. FortiClient 7.2.4
includes an enhancement to ensure that FortiClient provides a correct and reliable public IP address. You can then use
the IP address in an on-Fabric detection rule in EMS.

This example configures an on-Fabric detection rule using the public IP address 208.91.115.30. The rule causes
FortiClient to become on-Fabric or off-Fabric depending on if its public IP address is 208.91.115.30.
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To configure an on-Fabric detection rule using a public IP address:

1. Add an on-Fabric rule:
a. In EMS, go to Endpoint Policy & Components > On-fabric Detection Rules.
Click Add.
Click Add Rule.
From the Detection Type dropdown list, select Public IP.
In the IP Address field, enter the desired IP address.
Click Add Rule.
Click Save.
2. Goto Endpoint Profiles > Remote Access.

3. Create two Remote Access profiles, one for off-Fabric endpoints and one for on-Fabric endpoints. The profile for on-
Fabric endpoints is disabled, while the profile for off-Fabric endpoints is enabled.

Q@ 0o 20 T

Remote Access Profile ~ Expand Al ~« Collapse All
Name On-Fabric-VPN-Profile Advanced XML
General v
Allow Personal VPN @ o©
Show VPN before Logon @ [ o]
Use Windows Credentials &
Enable Secure Remote Access )

Network Lockdown -
SSLVPN -
IPsec VPN -

VPN Tunnels -

<+ Add Tunnel

Name Type Remote Gateway

No Items Found

[ | cocrcom-
Go to Endpoint Policy & Components > Manage Policies.
Click Add.

Enable Profile (Off-Fabric).

Configure the on- and off-Fabric VPN profiles as you configured.

Configure other fields as desired, then click Save. Once FortiClient receives the configuration, since it is on-Fabric,
the Remote Access tab is not visible in FortiClient. If the FortiClient IP address does not match the one defined in
the on-Fabric detection rule, the endpoint is considered off-Fabric and the Remote Access tab appears in
FortiClient.

© No a M
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Improved certificate UX

EMS 7.2 introduces the certificate management feature to allow you to simply create, store, and use certificates for
various EMS services from a centralized page. You can easily see which service uses which certificate and have
multiple custom certificates present on EMS simultaneously to use for the different services.

EMS supports the following certificate types:

o Default

o FortiCare

o User-uploaded:
« PEM
« DER
« PKCS12

« ACME

You can configure a certificate for the following EMS services:

o« Web server
« Endpoint control
e Chromebook

The following procedures describe how to configure an ACME certificate or manually upload a certificate to EMS. The
other certificate types do not require user upload or configuration. Server Certificates shows the default certificate. If you
are logged in to your FortiCloud account, the page also shows FortiCare certificates. You cannot delete the default and
FortiCare certificates. When a FortiCloud account is configured, EMS uses the FortiCare certificate by default, and you
cannot assign the default certificate to the web server and Chromebook services. You also cannot delete a certificate
that is assigned to a service. The Assigned To column indicates which certificate is applied to each service.

Server Cerlificates + Add & Refresh

Name T+ Type T+ Expiry Date T+ Assigned To
default_server.crt Default EZ) 2035-11-19 08:36:53 AM

anycertificate_newname.p12 Uploaded 2] 2024-06-20 05:05:47 PM
localhost.crt Uploaded 2] 2024-06-26 02:04:43 P

FCTEMS! 193.2.cert FortiCare 2] 2056-01-18 07:14:07 P

FCTEMS) 193 1 cert FortiCare 1 2056-01-18 07 1407 P

ems707 sas local crt ACME X 2027-11-02 054705 PM

This feature is unavailable in FortiClient Cloud.
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To configure an automated SSL certificate in EMS:

1. Go to System Settings > EMS Settings.

2. Ensure that Remote HTTPS access and Redirect HTTP request to HTTPS are enabled. Externally accessing EMS
via ports 80 and 443 using the configured fully qualified domain name (FQDN) is possible.

3. Add an automated certificate:
a. Goto System Settings > Server Certificates.
b. Click Add.
c. For Type, select Automated.
d

In the Domain field, enter the EMS FQDN. For the Let's Encrypt server to issue the certificate, the public
DNS server must resolve the EMS FQDN to the EMS public IP address.

In the Email field, enter a valid email address.
f. If desired, enable Auto Renew. When you enable Auto Renew, EMS automatically renews the certificate before
expiry.
g. Ifdesired, expand Advanced to configure a certificate authority (CA) server address and HTTP challenge port
to communicate with an alternative public CA.
h. Select the checkbox to agree to Let's Encrypt's terms of service.
i. Click Import.

e

To manually upload an SSL certificate in EMS:

Go to System Settings > Server Certificates.

Click Add.

For Type, select Upload PKCS12 or Upload PEM.

In the Certificate field, browse to and select the desired certificate.

In the Certificate Password field or Private Key field, configure the desired password or private key for the
certificate.

6. Click Upload.

o oODd-=

After configuring a certificate, you can assign a certificate to a service by going to System Settings > EMS Settings and
selecting the certificate from the Webserver certificate, Endpoint Control certificate, or Chromebook certificate dropdown
list.

ZTNA AD group lookup rule improvement

In7.2.0, EMS performs Active Directory (AD) group lookup by default. Previously, FortiClient performed AD group
lookup and sent the result to EMS. Instead of looking up the AD group for each user and/or workstation name that it
receives from FortiClient, EMS can now get the member list of a group defined in a Zero Trust tagging rule and compare
the user/workstation with the list to determine whether to apply a tagging rule. In cases where the user/endpointis a
member only of a subgroup or of both top and sublevel groups, EMS can now apply tags for both levels.

With this improvement, EMS can always access the AD server and can more efficiently use the AD group lookup cache.
This solves the issue where an endpoint loses all AD-related tags when it goes offline. This improvement also reduces
the number of group lookup calls from the number of endpoints to the number of groups defined in the tag when there is
no tag defined based on AD groups.

You can still configure FortiClient to perform AD group lookup as in previous versions using Evaluate on FortiClient.

This guide describes the following scenarios:
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o EMS performs AD group lookup (default behavior).
« Configure FortiClient to perform AD group lookup using Evaluate on FortiClient.
« EMS tags an endpoint based on nested AD groups.

To configure EMS to perform AD group lookup:

1. In EMS, go to Administration > Authentication Servers. Import an AD domain to EMS.
2. Goto Endpoints > Manage Domains and add the authentication server as an AD domain.
3. Create an AD Group Zero Trust tagging rule:
a. Goto Zero Trust Tags > Zero Trust Tagging Rules.
Click Add Rule.
For OS, select Windows.
From the Rule Type dropdown list, select User in AD Group.
Do not enable Evaluate on FortiClient.
From the AD Group dropdown list, select the desired AD group(s).
. Click Save.

4. The EMS beside the Userin AD Group rule type indicates that EMS performs the AD group lookup. Configure
remaining fields as desired, then click Save.

@ -0 200

Zero Trust Tagging Rule Set

Name User in AD Group
Tag Endpoint As @ AD Group v
Enabled O
Comments Optional
&

Rules @& Edit Logic < Add Rule
Type Value

2 windows (1)

Userin AD Group  EMS myforest. local//Builtin/Remote Desktop Users

e L e

5. Onan AD domain-joined endpoint, log in as an AD user that belongs to the group configured in the rule. Install and
register FortiClient to EMS using the FQDN or invitation code.

6. On the FortiClient user details pane, verify that the AD group tag displays as configured.

7. In EMS, verify that the endpoint displays with the AD group tag in Endpoints > All Endpoints and in Zero Trust Tags
> Zero Trust Tag Monitor.
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To configure FortiClient to perform AD group lookup using Evaluate on FortiClient:

1. In EMS, go to Administration > Authentication Servers. Import an AD domain to EMS.
2. Goto Endpoints > Manage Domains and add the authentication server as an AD domain.
3. Create an AD Group Zero Trust tagging rule:
a. Goto Zero Trust Tags > Zero Trust Tagging Rules.
Click Add Rule.
For OS, select Windows.
From the Rule Type dropdown list, select User in AD Group.
Enable Evaluate on FortiClient. When this option is enabled, FortiClient performs AD group lookup.
From the AD Group dropdown list, select the desired AD group(s).
. Click Save.

4. The FCT beside the User in AD Group rule type indicates that FortiClient performs the AD group lookup. Configure
remaining fields as desired, then click Save.

@ -0 200

Zero Trust Tagging Rule Set

Name User in AD Group
Tag Endpoint As @ AD Group v
Enabled O
Comments Optional
P
Rules @ Edit Logic < Add Rule
Type Value

B Windows (1)

Userin AD Group  FCT myforest.local//Builtin/Remote Desktop Users

(e L e

5. Onan AD domain-joined endpoint, log in as an AD user that belongs to the group configured in the rule. Install and
register FortiClient to EMS using the FQDN or invitation code.

6. On the FortiClient user details pane, verify that the AD group tag displays as configured.

7. In EMS, verify that the endpoint displays with the AD group tag in Endpoints > All Endpoints and in Zero Trust Tags
> Zero Trust Tag Monitor.

To tag endpoints based on nested AD groups:

1. In EMS, go to Administration > Authentication Servers. Import an AD domain with nested groups to EMS. In this
example, R&D_CA is a member of R&D_NA. John Smith is a domain user and member of R&D_CA. In this case,
when an endpoint is registered as user John Smith, FortiClient displays both tags, since R&D_CA is a member of
R&D_NA.
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2. Goto Endpoints > Manage Domains and add the authentication server as an AD domain.

3. Create an AD Group Zero Trust tagging rule:
a. Goto Zero Trust Tags > Zero Trust Tagging Rules.

Click Add Rule.

For OS, select Windows.

From the Rule Type dropdown list, select Userin AD Group.

Do not enable Evaluate on FortiClient.

From the AD Group dropdown list, select the top-level group. In this example, itis R&D_NA.
g. Click Save.

4. Configure remaining fields as desired, then click Save.

- ® 2 0 T

Zero Trust Tagging Rule Set

Name Group R&D_NA
Tag Endpoint As €@ R&D_NA v
Enabled [ @
Comments Optional
P
Rules @& Edit Logic < Add Rule
Type Value

B wWindows (1)

Userin AD Group | EM3 myforest. local/Builtin/R&D_NA

Save Cancel

5. Repeat steps 3 and 4 to configure a rule set for the R&D_CA subgroup. Select R&D_CA from the AD Group
dropdown list when configuring this ruleset.
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Zero Trust Tagging Rule Set

Name

Tag Endpoint As €@ R&D _CA

Enabled [ @]

Comments Optional
Rules

Type Value

Group R&D_CA

& Edit Logic

&

=+ Add Rule

Userin AD Group  EMS

myforest local//BuiltinfR&D_CA

Save Cancel

6. Onan AD domain-joined endpoint, log in as an AD user that belongs to the subgroup. Install and register FortiClient

to EMS using the FQDN or invitation code.

7. On the FortiClient user details pane, verify that both AD group tags display as configured.
8. In EMS, verify that the endpoint displays with both AD group tags in Endpoints > All Endpoints and in Zero Trust

Tags > Zero Trust Tag Monitor.

3 1 0
Not Installed * Not Registered

K Paich v & Action

101025

@ Endpoints @ Scan v

5 Computers

2" gatesi2

- £, iohnsmith -
O Computers

Cloud Scan Events USB Monitor Events Sandbox Events

Webfilter Events

0

Out-Of-Sync

= Policy | Defautt

Firewall Events

® EmMs

Vulnerability Events

0 0
Security Risk Quarantined

Search All Fields

%= Filters «

== B

System Events

johnsmith Connection
. John Smith Managed by EMS
- No Email
o O Computers Configuration

Device qatest2 » Policy
os B% Microsoft Windows 11 Professional Edition, - Installer
P 10.10.2.5 FortiClient Version
aac e FortiClient Serial Number
Public IP 208.91115.11 Forticlient ID
status — ZTNA Serial Number
Location ©on-Fabric - Classification Tags
owner P
Organization P
Group Tag

+ Add

Zero Trust Tags % all_registered_clients
¥ R&D_CA

% R&D_NA

Default 5 ~
Not assigned

7.2.0.0664

FCTB00C R Rl
60418000 W i

7D3B885%

Status
Managed ~

Features
ik Antivirus enabled ~
& Real-Time Protection enabled
A Anti-Ransomware installed ~
©_ Cloud Based Malware Outbreak Detection enabled
# Sandbox installed
¢ Sandbox Cloud enabled

@& Web Filter enabled
& Application Firewall enabled =

O Remote Access configured

@ Vulnerability Scan enabled
£~ SSOMA installed

@ User Verification supported

Third Party Features

DWORD and string value support for registry key tagging rule

When configuring a registry key Zero Trust tagging rule, the Value field supports entering DWORD and string values.
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To enter a DWORD value in the Value field, use the format dword:<dword value>. For example, if the DWORD value is

EMS

1, you would enter dword:1 in the Value field.

To enter a string value in the Value field, use the format "<string>". For example, if the string value is 1111, you would

enter "1111" in the Value field.

This example assumes that the following values exist in the registry:

Key name Value Value type
"NoAutoUpdate" 0x00000001 DWORD
"Test" 1111 String
"SOM" "OU=LabDog OU,DC=ad,DC=labdog" String
"DsPath" "cn={9CD1296C-DBB8-4B2E-B092- String

72AFB1E502D7},cn=policies,cn=system,DC=ad,DC=labdog"

In this example, all keys are in the same registry location: Computer\HKEY_LOCAL _
MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU.

The following describes how to configure Zero Trust tagging rules to tag for the presence of the aforementioned key

values.

To configure rules to tag for DOWORD and string values:

1. In EMS, go to Zero Trust Tags > Zero Trust Tagging Rules.
2. Configure arule for the key-value pair "NoAutoUpdate":0x00000001 by doing the following:

a.
b.
c.

Click Add, then Add Rule.
From the Rule Type dropdown list, select Registry Key.

In the Key field, enter [HKEY_LOCAL _
MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU].

In the Key Name field, enter "NoAutoUpdate".
In the Value field, enter dword:1.
Click Save.
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g.

Configure other fields as desired, then click Save.

Zero Trust Tagging Rule Set

Name WORD
Tag Endpoint As @ WORD v
Enabled @O
Comments Optional
&

Rules [& Edit Rule W Delete Rule @& Edit Logic <4 Add Rule
Type Value

Registry Key [HKEY _LOCAL MACHINE\SOFTWARE'\Policies\Microsoft\Windows\Windows

Update'AU] "MoAutoUpdate"="dword:00000001"

3. Configure a rule for the key-value pair "Test":1111 by doing the following:

a.
b.
c.

i

g.

>
o T ®O0Q@ w02

Click Add, then Add Rule.
From the Rule Type dropdown list, select Registry Key.

In the Key field, enter [HKEY_LOCAL _
MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU].

In the Key Name field, enter "Test".

In the Value field, enter "1111".

Click Save.

Configure other fields as desired, then click Save.

onfigure a rule for the key-value pair "SOM":"OU=LabDog OU,DC=ad,DC=labdog" by doing the following:

Click Add, then Add Rule.
From the Rule Type dropdown list, select Registry Key.

In the Key field, enter [HKEY_LOCAL _
MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU].

In the Key Name field, enter "SOM".

In the Value field, enter "OU=LabDog OU,DC=ad,DC=labdog".
Click Save.

Configure other fields as desired, then click Save.

5. Configure arule for the key-value pair "DsPath":"cn={9CD1296C-DBB8-4B2E-B092-
72AFB1E502D7},cn=policies,cn=system,DC=ad,DC=labdog" by doing the following:

a.
b.
c.

d.

Click Add, then Add Rule.
From the Rule Type dropdown list, select Registry Key.

In the Key field, enter [HKEY_LOCAL _
MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU].

In the Key Name field, enter "DsPath".
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e. Inthe Value field, enter "cn={9CD1296C-DBB8-4B2E-B092-
72AFB1E502D7},cn=policies,cn=system,DC=ad,DC=labdog".

f. Click Save.

g. Configure other fields as desired, then click Save.

Zero Trust Tagging Rule Set

Name string-test
Tag Endpoint As @ v
Enabled [ @
Comments Optional
&

Rules [ Edit Rule 1 Delete Rule @& Edit Logic < Add Rule
Type Value

& Windows (1)

Registry Key [HKEY LOCAL MACHINE\SOFTWARE\Policiesi\Microsoft\Windows\Wvindows

UpdatetAU] "DsPath"="cn={8CD1296C-DBB&-4B2E-B0%2-
T2AFB1ES02D7} cn=policies,cn=system . DC=ad,DC=labdog"

6. On an endpoint where all configured key values are present, go to the FortiClient user details page. Confirm that all
tags appear as configured. In EMS, confirm the same by going to the endpoint's detailed view in Endpoints > All
Endpoints.

GUI support for configuring ZTNA portals and SaaS applications in
ZTNA Destination profiles -7.2.1

EMS includes the following GUI enhancements in ZTNA Destinations profiles:

» New Portals section where you can add zero trust network access (ZTNA) portal details

« EMS downloads a list of supported software-as-a-service (SaaS) applications from FortiGuard, and you can select
the desired application from the list for which to configure ZTNA destination rules to provide cloud access security
broker support.

To configure a ZTNA portal in EMS:

1. Go to Endpoint Profiles > ZTNA Destinations.

2. Create a new profile or select the desired profile.
3. Enable Portals.

4. Click Add.
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5. Inthe Add New Portal dialog, in the Gateway field, enter the gateway FortiGate IP address and portin <IP
address>:<port> format. Configure other fields as desired.

6. Click Save.

Add New Portal x

Alias

Saas

Gateway

172.17.80.207:8449

Select browser user-agent for SAML login

Use external browser

Interval (minutes)

15

Use FortiClient embedded browser

ZTNA Destinations Profile @)

Name

& Deslinalions

& Porals
Portats
Alias &

Saal

Detaun

= Expand A a Collapse A

Advancen XML

Cateway +

172.17.80.207.8443

Interval =

15

After FortiClient receives the profile changes from EMS, you can confirm that the endpoint registry lists portal details and
that FortiClient learns ZTNA destination rules from the FortiGate service portal.

ﬁ Reqgistry Editor

Help

= O

*

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Fortinet\FortiClient\FA_ZTNA

File Edit View Favorites
FA_SETTINGS
FA_SHIELD
FA_SSLVPN
FA_SS50MA

- FA_SUBMIT

> FA_UI

5 || FA_UPDATE
FA_VPN
FA_VPMNSTARTER

- FAVULN

> FA_WEBFILTER
FA_ZTNA
RunOnce

> sch_status

5 Sshvpn

Google

Intel

Microsoft

-~

MName

ab] (Default)
i’g[t'a]allow_personal_r...
T&| disable_wildcard...
8% disallow_invalid...
e/ enable_chrome
I;[cﬂenable_edge

4"5'_&] enable_firefox
I;[tﬂenable_safari
i’;[c'a]enabled
Wie|installed
I;[t'»]logenabled
i’g[t'»]loglevel
ﬂﬂpam_enabled
fﬂportaﬁ
f_l_ﬂquery_interval‘l
i’;[t's]ztna_enabled

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
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Data

(value not set)
000000001 (1)
05 D00DO000 (0)
CeD00DODOT (1)
0500000000 (0)
05 D00DOD00 (0)
0 00000000 ()
05 D00D0000 (0)
0 000DODOT (1)
000000001 (1)
0500000001 (1)
0 D00DODOT (7)
05 DO0DODO0 (0)
172.17.80.207:8443
30

CeD00DODOT (1)
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To configure a SaaS application in a ZTNA Destination profile:

1. Go to Endpoint Profiles > ZTNA Destinations.
2. Under Destinations, add a gateway.
3. Configure gateway details as desired, then click Next.

Add New Gateway x

Proxy Gateway

Enter gateway proxy address

172.17.80.207:8443

Select browser user-agent for SAML login

Use external browser Use FortiClient embedded browser

Alias

Saas

4. Configure private applications as desired, then click Next.
5. Search for and select the desired SaaS applications. Click Finish.

Add New Gateway x

Saas Applications

Select Apps/Groups Changes to Apps/Groups < Revert Changes

l Search Saa$S Applications/Groups l Status App/Group
+  gms () will be Added Google

-+ & Google

& salesforce

(*) will be Added dropbox

egnyte

v webex

B zoom

B google-office
& ms-excel

&, ms-onedrive
&R ms-outlook

@ ms-powerpoint
Wi ms-teams

Mi gmail

After FortiClient receives the profile updates from EMS, it shows the rules on the ZTNA Destination tab.
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R

FortiZTNA Connection

© 7TNA Destination

(Add Destination] [Disable ZTNA]

dropbox
Destination Host
Proxy Gateway 172
Encryption No

Google
Destination Host
Proxy Gateway
Encryption No

ZTNA DESTINATION

172.17

6. To test this configuration, attempt to access Dropbox from the endpoint. You should be able to access Dropbox.

7. Toview the logs in FortiOS, do one of the following:

a. GotoLog & Report > ZTNA Traffic.
o | & ©Q Search

Date/Time & Source ZTNA Server Destination Service
2023/04/1011:52:38 172.17.81142 O ZTNA 1 162125118  HTTPS
2023/04/1011:52:38 172.17.81.142 L ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:51:32 172.17.81.142 D ZTNAL 162.125.1.18 HTTPS
2023/04/1011:51:32 172.17.81.142 G ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:51:22 172.17.81.142 QJ ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:51:22 172.17.81.142 L ZTNA L 162.125.1.18 HTTPS
2023/04/1011:50:27 172.17.81.142 [ ZTNA L 162.125.1.18 HTTPS
2023/04/1011:50:27 17217.81.142 O ZTNAL 162.125.1.18 HTTPS
2023/04/10 11:49:27 172.17.81.142 J ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:49:27 172.17.81142 J ZTNA L 162.125.1.18 HTTPS
2023/04/1011:49:22 17217.81.142 L ZTNAL 162.125.1.18 HTTPS
2023/04/1011:49:22 172.17.81.142 D ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:49:12 172.17.81142 L ZTNA 1 142.250.217.68 HTTPS
2023/04/1011:48:22 172.17.81.142 L ZTNA1 162.125.1.18 HTTPS
2023/04/1011:48:22 172.17.81.142 O ZTNA1 162.125.1.18 HTTPS
2023/04/1011:48:18 172.17.81142 QD ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:48:12 172.17.81.142 L ZTNA 1 142.250.217.68 HTTPS
2023/04/10 11:47:52 172.17.81.142 J ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:47:52 172.17.81.142 [ ZTNAL 162.125.1.18 HTTPS
2023/04/1011:47:32 172.17.81.142 0 ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:47:32 17217.81.142 D ZTNA 1 162.125.1.18 HTTPS
2023/04/1011:47:28 172.17.81142 L ZTNAL 162.125.1.18 HTTPS

AAN9 NAMA 414790

4791701 140

M 7Thia 4

140754 22 100

LiTrne

Result

' Accept (255kB/ 3.61kB)
" Accept (7.10kB/ 440kB)
" Accept (2.55kB/ 3.61kB)
& Accept (4.35kB/ 4.40kB)
' Accept (4.79kB/ 5.59kB)
" Accept (255kB/ 3.61kB)
" Accept (2.55kB/ 3.61kB)
" Accept (7.10kB/ 440kB)
" Accept (255kB/ 3.61kB)
+ Accept (10.40 kB /4.40kB)
" Accept (479kB/5.59kB)
" Accept (2.55kB/ 3.61kB)
+ Accept (2.53kB/ 445kB)
" Accept (2.55kB/ 3.61kB)
W Accept (17.06 kB / 6.25kB)
" Accept (242kB/0B)

& Accept (253kB/ 4.45kB)
" Accept (255kB/ 3.61kB)
" Accept (4.79kB/ 5.59kB)
W Accept (7.91kB/ 5.84kB)
W Accept (2.55kB/ 3.61kB)

' Accept (242kB/0B)

e Pt IR ARLA LT A O

Saa5 name Log Details
dropbox ' & General
dropbox Absolute Date/Time
dropbox 3
dropbox .
Session ID
dropbax VDOM
dropbox
dropbox B Source
dropbax Source
dropbox Source Port
Source Country/Region
dropbox Source Interface
dropbax
dropbox B Destination
dropbax Destination
dropbox Destination Port
dropbax n Country/Region
n Interface

dropbax
dropbox B Application Control
dropbox Catezory
dropbox Protocal
dropbax Service
dropb:

ropbox @ Data
dropbax
I Received Bytes

0% 323 | SentBytes

Q | [ Memory~ | [T De

2023-04-10
11:52:38

3
164,069,981
root

172.17.81.142
50,658
Reserved

[P WAN (port1)

162.125.1.18
443

United States
M WAN (port1)

unscanned
6
HTTPS

361k
255kB

b. Inthe CLI, run the following commands:
execute log filter field accessproxy
execute log display
The following shows the expected output:

327 logs found.
10 logs returned.
1:

ZTNA 1

date=2023-04-10 time=12:37:40 eventtime=1681155460324139872 tz="-0700"

logid="0005000024" type="traffic" subtype="ztna" level="notice" vd="root"
srcip=172.17.81.142 srcport=54187 srcintf="portl" srcintfrole="undefined"
dstcountry="United States" srccountry="Reserved" dstip=157.240.3.35 dstport=443

dstintf="portl" dstintfrole="undefined"

sessionid=164175186 service="HTTPS"

proxyapptype="http" proto=6 action="accept" policyid=2 policytype="proxy-
policy" poluuid="f09%a2dca-a29a-5led-417a-46b4c7e41670" policyname="external
rule" duration=3 gatewayid=2 vip="ZTNA 1" accessproxy="ZTNA 1"
clientdeviceid="40EAQ01AB6CEC4CI9CA42D8679049F10CT7"
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clientdevicemanageable="manageable" saasname="dropbox" clientdevicetags="MAC

EMS3 ZTNA ems_connected/MAC EMS3 ZTNA all registered clients/EMS3 ZTNA all
registered clients/EMS3 ZTNA ems connected" emsconnection="online" wanin=2969
rcvdbyte=2969 wanout=1410 lanin=3406 sentbyte=3406 lanout=4919
fctuid="40EAO01AB6CEC4COCA42D8679049F10C7" appcat="unscanned"

This example assumes that FortiOS was configured as follows:

config firewall vip

edit "ztna proxy"

next
end

set
set
set
set
set
set
set

uuid 572e53be-7040-51ed-7532-69d18034798c
type access-proxy

extip 172.17.80.207

extintf "portl"

server-type https

extport 8443

ssl-certificate "Fortinet SSL"

config firewall access-proxy
edit "Ztna 1"

end

set
set
set

vip "ztna proxy"
auth-portal enable
log-blocked-traffic enable

config api-gateway

end

edit 1

set url-map "saas"

set service saas

set application "dropbox" "google"
next

config firewall proxy-policy

edit

next
end

3
set
set
set
set
set
set
set
set
set

name "external rule"

Proxy access-proxy

access-proxy "Ztna 1"

srcintf "portl"

srcaddr "all"

dstaddr "all"

ztna-ems-tag "EMS3 ZTNA ems connected"
action accept

schedule "always"

Jamf MDM support for ZTNA certificate provisioning to iOS -7.2.2

EMS supports integration with the Jamf mobile device management (MDM) platform. EMS can connect to Jamf for zero

trust network access (ZTNA) certificate provisioning to iOS devices that will be used for client authentication with

FortiOS.

FortiClient Cloud, EMS in high availability mode, and EMS with multitenancy enabled do not support this feature.
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To configure this feature in Jamf:

1. Configure an administrative account:

a.
b.
c.

In Jamf, go to Settings > User accounts and groups.
Click New, then create a standard account.
From the Access Level dropdown list, do one of the following:
i. Select Full Access to allow access to all Jamf sites when integrating the default Jamf site with EMS.
ii. Tointegrate a custom Jamf site with EMS, select Site Access.
From the Privilege Set dropdown list, select Administrator.
Set the credentials as desired, then click Save.

jamt Full Jamf Pro a2

Computers  Device:

10.50.0-11693149930

2. Create an enrollment invitation:

a.

o ao0vUT

Go to Devices > Enrollment Invitations.

Click New.

Under Enrollment Method, select User-Initiated Enrollment.
Configure other settings as desired, then click Next.

Continue with the configuration, adding recipient email addresses and message details as desired. Jamf sends
an email or SMS message with enrollment details to the configured recipients.

3. Add a FortiClient application to install on iOS devices after they enroll:

a.

o 200U

Go to Devices > Mobile Device Apps.

Click New.

Select App Store app or apps purchased in volume and click Next.
Search for and add FortiClient as the application.

On the General tab, from the Distribution Method dropdown list, select Install Automatically/Prompt Users to
Install.

On the Scope > Targets tab, select the desired devices and users for which to install the FortiClient application.
On the App Configuration tab, enter the following in the Preferences field:

<dict>
<key>jamf device id</key>
<string>$JSSID</string>
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h.

<key>mac_address</key>
<string>$MACADDRESS</string>
<key>udid</key>
<string>$UDID</string>
</dict>

Configure other fields as desired, then click Save.

4. In EMS, configure the Jamf integration:

a.

Q@ -0 20T

Go to System Settings > MDM Integration.

Enable the MDM integration.

From the Vendor dropdown list, select Jamf.

In the Site URL field, enter your Jamf instance site URL.

In the Username and Password fields, enter the credentials that you configured in step 1.

If desired, configure the desired site. If this field is empty, EMS integrates with the default Jamf site.
Click Test Connection. Once successful, click Save.

MDM Integration

Enable MDM Integration

Wendor Jamf v
Site URL https:/ffortinetnfr jamfcloud.com

Jsermname sjohn

Password R—

Site Name

Test Connection

5. The user accesses the enroliment link on their iOS device and enters their details as prompted to complete the
enrollment process. Once the device is enrolled, the user is prompted to install FortiClient. After installation,

FortiClient registers to EMS. After connecting to EMS, the ZTNA certificate (SCEP) is installed on the endpoint. You

can verify this by going to General settings > VPN & Device Management > More Details.
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MDM Profile

JAMF Manual Enroliment
Payload: MDM

840-8F8E-

The following shows an endpoint that is enrolled with MDM and has an MDM profile installed on the EMS endpoint
summary page:

0

Not Installed

@ Endpoints (5 Moveio v ¥ Action v

1
Not Registered

0
Qut-Of-Sync

0 0

Security Risk Quarantined

i0s Kanwals-iphone. local
B Other Endpoints

'o Apple 108

17217 248 243

Web Filter Events PUA Events System Events

Apple 10S

Apple 10S
No Email

@, O3 Other Endpoints

Public IP
Status
Location
Owner
Organization

Zero Trust Tags

Network Status

Kanwals-iphone. local (Y
ios iPhone OS 16.6.1

172.17.249.249

04-68-65-01-71-55

208.91.11521

Onling

Off-Fabric
4
I

% all_registered_clients

E utuno ~

2 FTNT-Staff ~ ~

Connection

Managed by EMS

Configuration
Policy
Installer
FortiClient Version
FortiClient Serial Number
FortiClient ID
ZTNA serial Number
MDM Enrolled
MDM Deployment Status

Classification Tags

2 Policy | Defaul

Default & v
Not assigned
7220116

Enrolled

Installed

@® EMS svs 2
Status
@ Managed ~
Features

el

a

@

Antivirus not installed
Anti-Ransomware not installed
Cloud Based Malware Outbreak Detection not installed
Sandbox not installed

Sandbox Cloud not installed
Web Filter enabled

Application Firewall not installed
Remote Access enabled
Vulnerability Scan not installed
$SOMA not installed

User Verification not supperted
ZTNA enabled

Privilege Access Management not installed

Intune MDM support for ZTNA certificate provisioning to iOS -7.2.2

EMS supports integration with the Intune mobile device management (MDM) platform. EMS can connect to Intune for
zero trust network access (ZTNA) certificate provisioning to iOS and Android devices that will be used for client
authentication with FortiOS.

See Provisioning ZTNA certificates to FortiClient mobile using Intune.

AD connector

7.2.0 introduces an Active Directory (AD) connector that acts as a proxy between the AD server and EMS.

The following shows an example environment, which consists of the following virtual machines:
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« VM1: EMS
» VM2: AD server (ems104.com)
e VM3: AD connector

VM2
AD Server

Adapter Controller
192.168.78.14
255.255.255.0

(

VM1

EMS
VM3
AD Cennector 10.71.5.77
Adapter Controller 255.255.255.0
192.168.78.14

255.255.255.0

VM3

AD Connector FortiGate

Adapter Data Adapter Data
192.168.1.105 192.168.1.1
255.255.255.0 255.255.255.0

In this example, VM2 is connected to a local network with an IP address of 192.168.178.14/24. EMS is connected to a
public network with an IP address of 10.71.5.77/24. In this scenario, when you attempt to add the AD server as an
authentication server in Administration > Authentication Servers in EMS, it cannot reach the AD server. The new

AD connector solves this problem. The AD connector has the following network adapters:

Adapter IP address
Adapter controller 192.168.78.14
Adapter data 192.168.1.1/24

The gateway for adapter data is 192.168.1.1, which is a FortiGate that is connected to the Internet. The AD server
cannot directly connect to EMS. EMS cannot access the AD server. The connector serves as a proxy to add the
AD server to EMS.

To configure the AD connector:

1. Add an APl key:
a. In EMS, go to Administration > Authentication Servers.
b. Click Connectors.
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EMS

Click API Keys, then Add. Add a new API key.

Connector API Keys 4+ Add & Refresh
Alias Key Create Date
AD_Connector_API-Key &) DC423532-797C-4649-ABDD-7542687764F8 2022-12-08 12:26:42

2. Create the AD connector:

a.

- ® 2 0

As the AD connector acts as a proxy between the EMS and AD server, you should install the AD connector in a
host that EMS and the AD server can reach. On the host machine, from the EMS installation package, run
FortiClientEndpointManagementServerADConnector_7.2.0.XXXX_x64.msi.

In the Connect to EMS Configuration dialog, enter the EMS IP address, fully qualified domain name, or account
ID in the EMS IP/FQDN/Account ID field.

In the EMS Port field, enter the port number.

In the Connector UID field, enter the AD connector UID.

In the Connector Api Key field, enter the API key value.

Click Add Site, and enter the EMS site information. Ensure that a Connection established message displays,
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then click Next.

#5 Connect to EMS Configuration

EMS

IP/FQDN/ EMS Port
e |1431398I 8371

E?Smm ems 104-AD-Connector

Configure parameters to connect to EMS. If multiple EMS sites are required, please add each site
separately. For EMS Cloud, please enter your Account ID into the EMS IP/FQDN/Account ID field

Api Ke

Use Giobal [ Global Site
Site API Key

Add Site

Configured
EMS Sites

Please Add at least one EMS connection before proceeding

Back

3. Go to Administration > Authentication Servers > Connectors to confirm that you successfully created an AD

connector.
4. Go to Administration > Authentication Servers.
Enable Use Connector.
6. From the Connector dropdown list, select the AD connector.

o
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Remove Site
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7. Save the configuration. EMS successfully adds the AD server as an authentication server.

v Success

Authentication Server

Active Directory

IP address/Hostname ems104.com

Port 389

Username administrator

Password | sesseees @

LDAPS connection
Alias Optiona
Comment Optiona

Use Connector

Connector ® ems104-AD-Connector M

o

Authentication server configuration for onboarding

This feature provides an Active Directory (AD) connector, which you can use to redirect directory requests to your on-
premise AD server. This feature allows EMS to access AD servers outside its local network by adding an AD connector.
The EMS and AD server can both reach the AD connector. Prior to this enhancement, FortiClient Cloud could not add an
AD server as an authentication server if it was located outside the network on which FortiClient Cloud was installed.
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This enhancement adds the following benefits:

» You can add or delete an AD server that the EMS cannot directly reach.

« You can use a domain for reusable and sharable resources in different EMS functions, such as:
« Add or delete all domains that exist on the AD server in Endpoints > Manage Domains
« Assign and manage admin users to domains in Administration > Admin Users
» Authorize and exclude imported organizational units (OU) and groups in User Management > Authorized User

Groups

« You can add AD servers inside a local network with a private IP addresses and AD servers inside a remote network

to EMS for access and configuration.

e You can import all base DNs or all required DNs that exist in an AD simultaneously. You can also add specific OUs,
containers, and groups from the AD to EMS.

< Domain Import

Authentication Server earth.galaxy

Sync every 60

A The minimum sync period is 60 minutes

= 0 (3 earth.galaxy
+ | O Buiin
(@ Computers
(@ Domain Controllers
= O (@ End Points
+ (@ United Kingdom
+ (@ United States
+ (@ Uruguay
+ | (@ Uzbekistan
+ @ (@ Venezuela
+ (@ Virgin Islands
+ @ (@ Westem Sahara
+ | (@ Yemen
+ @ (@ Zambia
+  [mZimbabwe
(@ ForeignSecurityPrincipals
(@ Managed Service Accounts
(@ Other Endpoints
+ | (@ Users

Icon Legend

Minutes

Changes to Selected Base DN £ Revert Changes  Display by Path +
Status Path
Q _

(¥) Recently Added earth.galaxy/Computers
(¥) Recently Added earth.galaxy/End Points/Venezuela
(¥) Recently Added earth.galaxy/End Points/United States
(#) Recently Added earth.galaxy/End Points/Western Sahara
(¥ Recently Added earth.galaxy/End Points/Zambia
(=) Removed earth.galaxy

=

« AD server importation and domain addition has been separated so that you do not need to import the server and

configure all settings in one step.

» You can block a user group through authorized user groups.
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« You can authorize and exclude OUs, containers, and groups.

Filter Authorized User Groups [~ Expand Al | + Collapse All | [ @ Refresh
Domain Name Server IP Last Synced Invitation Status
© earthgalaxy ¥ 2022-12-15 12:40:46
(o IR o s (G 0+ [ oo
Group Name & Users ¢ Group Status ¢ @
a3, ocess Conirol Assistance Operators o ©Authorized

earth galaxy/Builtin/Acce:

s 0 o Autorzed
= fadf\e\wngahx\ End Points/Yemen/Aden 0 © Authorized
i — s ya—
i fa?\f{:wcfﬂ:rs /ADSyncAdmins 1 © Authorized
L Rrgipon RO 0 ©Auhorzed
L iy — 0 ©Authorzed
L il 0 ©Athorzed
B ey ointored RODG Pasonort Rpiaion S 0 o hutorzed
34 Backup Operators 0 o Ahored

earth galaxy/Buittin/Backup Operators

| Total: 503 Load previous 10 |~ Load next 10

» You can add an admin user for the imported AD server.
This feature adds the following components to add support for the aforementioned benefits:

« The Authentication Servers page has been improved to support the following:
« Connect to a private AD domain using the AD connector
» Manage remote connectors that are connected to EMS
« Manage private AD domains that are connected to EMS

« Domain management and import pages have been improved to allow user to select multiple base DNs to import
from. If a group, computer, or user is included in multiple selected base DNs, EMS correctly performs the import
without conflict.

o The authorized user groups page now displays the OUs, containers, and groups imported from the domain for
further management. Authorize and exclude actions can be applied to the OUs, containers, and groups. These
actions only apply to the direct children of said OUs, containers, and groups.

« When multitenancy is enabled and multiple sites exist, you can now import an AD domain and use it to add
AD admins to the global site, then give those admins access to multiple EMS multitenancy sites.

In the example scenario, the AD server is on-premise in the company database, while EMS is installed on a virtual
machine in the AWS cloud. In this case, to add the AD server to EMS as an authentication server, EMS requires an
AD connector.

To configure an authentication server for onboarding:

1. Add an APl key:
a. In EMS, go to Administration > Authentication Servers.
b. Click Connectors.

FortiClient & FortiClient EMS 7.2 New Features Guide 173
Fortinet Inc.



FortiClient

C.

EMS

Click API Keys, then Add. Add a new API key.

Connector API Keys 4+ Add & Refresh
Alias Key Create Date
AD_Connector_API-Key &) DC423532-797C-4649-ABDD-7542687764F8 2022-12-08 12:26:42

2. Create the AD connector:

a.

- ® 2 0

As the AD connector acts as a proxy between the EMS and AD server, you should install the AD connector in a
host that EMS and the AD server can reach. On the host machine, from the EMS installation package, run
FortiClientEndpointManagementServerADConnector_7.2.0.XXXX_x64.msi.

In the Connect to EMS Configuration dialog, enter the EMS IP address, fully qualified domain name, or account
ID in the EMS IP/FQDN/Account ID field.

In the EMS Port field, enter the port number.

In the Connector UID field, enter the AD connector UID.

In the Connector Api Key field, enter the API key value.

Click Add Site, and enter the EMS site information. Ensure that a Connection established message displays,
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No a s

then click Next.

ﬁ Connect to EMS Configuration —

Configure parameters to connect to EMS. If multiple EMS sites are required, please add each site
separately. For EMS Cloud, please enter your Account ID into the EMS IP/FQDN/Account ID field

Remove Site

Please Add at least one EMS connection before proceeding

Go to Administration > Authentication Servers > Connectors to confirm that you successfully created an AD

connector.

Go to Administration > Authentication Servers.

Enable Use Connector.

From the Connector dropdown list, select the AD connector.
Enter other AD server details.
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EMS
IP/FQDN/ EMS Port
AccountID|192' 168.1.15 5871
Connector |earﬂ1.galaxy_connector
(4)in]
EMS Site |defau|t el [* 7013 20-442C-8227-B SEEFDDAASSH]
Api Key
Use Global O Global Site
Site APT Key
Add Site
Configured
EMS Sites

Back Next Cancel
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+ Success

Authentication Server

|P address/Hostname

Port

Username

Password

LDAPS connection

8. Save the configuration. EMS successfully adds the AD server as an authentication server.

Active Directory

earth.galaxy
389

administrator

Alias Optiona

Comment Optiona

Use Connector

Connector @ earth.galaxy_connector

e
9. Add the endpoint domain:

a. Goto Endpoints > Manage Domains > Add.
b. From the Authentication Server dropdown list, select the domain.
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c. Configure other fields as desired, then save.

< Domain Import

Authentication Server earth.galaxy

Sync every 60 Minutes
A The minimum sync period is 60 minutes

Changes to Selected Base DN 2 Revert Changes ~ Display by Path ~

Status Path

(%) Recently Added earth.galaxy

— @ 5 earthgalaxy
+ @ O Builtin
® (& Computers
® ( Domain Controllers
+ @ (@ End Points
@ ( ForeignSeurityPrincipals

Icon Legend

® ( Managed Service Accounts
+ @ (5 Users

Azure SQL managed instance support

You can deploy EMS using an Azure SQL managed instance. Azure provides two SQL-based offerings: Azure
SQL managed instances and Azure SQL databases, which are incompatible with each other. EMS only supports Azure
SQL managed instances. Azure SQL databases do not provide all features that EMS requires.

The following example deploys Azure virtual machines (VM) for EMS nodes. However, the deployment also supports on-
premise EMS instances. You can set up on-premise EMS nodes outside of the Azure environment.

The deployment consists of the following steps:

1. Deploy VMs in Azure. See To deploy VMs in Azure: on page 177.

2. Install an Azure SQL managed instance. See To install an Azure SQL managed instance: on page 178.
3. Configure file sharing. See To configure file sharing: on page 178.

4. Install EMS. See To install EMS: on page 179.

The document also provides information on backing up and restoring a database on EMS when using this deployment.
See Torestore a database: on page 181.

To deploy VMs in Azure:

1. Inthe Azure marketplace, select the desired VM listing.
2. Click Create, then Create a virtual machine hosted by Azure.
3. Configure the basic configuration fields as follows:

a. Ifyourequire VM redundancy, select the desired availability option. Otherwise, select No infrastructure
redundancy required.

b. Selectthe desired VM image. See Management capacity.
c. Configure other fields as desired. Click Next.
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4. For OS disk type, select Premium SSD. Click Next.
5. Configure network settings:
a. Create a virtual network (VNet) if it is not already configured.
b. Create a public IP address if you require outside communication.
6. Configure other settings as desired, then create the VM. This example uses default settings.

7. For both EMS nodes, configure security group inbound ports and allow access to ports 8013, 443, 8015, 10443, and
8443 for endpoint connection, EMS web access, FortiGate Fortinet Security Fabric connection, FortiClient package

deployment, and Chromebook access.
] EI}_ASLn_sg & %

Prioaity Name 14 Part = Frotacol T Scurce Ty Destination +

o000

To install an Azure SQL managed instance:

1. Inthe Azure marketplace, search for SQL managed instance.
2. Click Create.

3. When configuring the number of vCores and the storage size, consider the sizing guidelines in Management
capacity. Configure other fields as desired, then click Next.

4. Configure network settings:
a. From the Virtual network / subnet dropdown list, select the EMS servers' VNet.
b. Forthe Connection type (VNet-local endpoint) dropdown list, leave the default value, Proxy (Default).

c. Ifthe EMS server may need to access this SQL instance over the Internet, enable Public endpoint (data).
Otherwise, disable this option.

5. Configure other settings as desired, then create the instance.

6. After deployment finishes, go to Settings > Connection strings. Note the SQL database FQDN and listen port. The
EMS installation requires these values.

7. If you plan to have the EMS server access the SQL database publicly, go to the SQL managed instance network
security group and add an inbound rule to allow access for port 3342.

To configure file sharing:

Sharing files between EMS nodes relies on network shares that only the EMS nodes can access. If you deploy on-
premise EMS nodes, you can use a shared folder. For this deployment, where you deploy the EMS nodes on Azure, file
sharing uses Azure blob file share.
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reate a storage account:

In the Azure marketplace, search for storage account.
Click Create.

For Performance, select Premium.

From the Premium account type dropdown list, select Block blobs. Configure other fields as desired, then click
Next.

On the Advanced tab, leave the default settings. Click Next.

Under Public network access, select Enabled from selected virtual networks and IP addresses.
Under Virtual networks, select the EMS server VNet.

Set Routing Preference to Microsoft network routing.

Leave the default settings for data protection and encryption. Proceed to create the account.
nce Azure creates the storage account, verify the following settings under Configuration:
Secure Transfer required is disabled.

Blob public access is enabled.

Storage account key access is enabled.

Version 1.2 is configured for minimum TLS version.

o to Security + networking > Networking.

nder Firewall, add IP addresses to allow access from the Internet.

Enable Allow Azure services on the trusted services list to access this storage account.

o to Data storage > File shares.
reate a file share.

From the context menu, click Connect, then select Show Script.

ote the path, username, and password values to use during EMS installation.

ethod

®) Storage account key

b

$connectTestResult = Test-NetConnection -ComputerName
win@vhd file.corewindowsnet -Port 445
if (§connectTestResult TepTestSucceaded) {
# Save the password so the drive will persist o1 reboot
5 s

o o clemy (adel “win S fle core windms st

host
TEXCRNE L] ]

b
i

# Mount the drive
Mew-PSDrive -\_a.r're 7 -PSProvicer FileSystem -Root
= “\emsstorage §-Persist

ele ]

Write-Error -Message "Unable to reach th= Azure storage account via por: 445,
Check to make sure your organization or ISP is not blocking port 445, or use Azure
P25 VPN, Azure 525 YPN, or Express Route to tunnel SMB traffic over a different
port.”

[

Toin

stall EMS:

Do one of the following:

1. If
a

installing EMS on nodes in Azure, do the following:

. During EMS installation, the installer mounts file shares as the W:\ drive. Ensure that the W:\ drive is free on all

EMS nodes.
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b. Startthe EMS installation on the primary node using the following command:
FortiClientEndpointManagementServer 7.2.X. x64.exe SQLServer=<Azure_ SQL FQDN>
SQLPort=<Azure SQL Port> PaaS=azure SQLUser=<SQL User> SQLUserPassword=<SQL
Password> InstallSQL=0 ScriptDB=1 FileStorageNic= FileStorageNicUser=
FileStorageNicPass=

Parameter Description

PaaS=azure Informs EMS that it will connect to an Azure SQL managed instance.
FileStorageNic Fileshare path.

FileStorageNicUser Fileshare username.

FileStorageNicPass Fileshare password.

ScriptDB=1 Specifies that this is the primary node.

The following provides an example command:
SQLServer=azuresglemsha.public.123456789.database.windows.net SQLPort=3342
PaaS=azure SQLUser=emsadmin SQLUserPassword=Passwordl23# InstallSQL=0 ScriptDB=1
FileStorageNic= \\fileshare.file.core.windows.net\storage
FileStorageNicUser=localhost\fileshare FileStorageNicPass=
TfXCxJkNP4kbzR78GhOYYxcZS22hGQ+1Mcke

After installation completes, a mapped drive for the fileshare is created.

~ Devices and drives (2)

Windows (L) lemporary Storage (L)
il - =
Moy 103 GB free of 126 GB My 14,6 GBE free of 15.0 GB

~» Network locations (1)

Disconnected Network Drive (W]

-h"x MAFS

c. Start the EMS installation on the secondary node using the following command:
FortiClientEndpointManagementServer 7.2.X. x64.exe
SQLServer=azuresglemsha.public.123456789.database.windows.net SQLPort=3342
PaaS=azure SQLUser=emsadmin SQLUserPassword=Passwordl23# InstallSQL=0 ScriptDB=0
FileStorageNic= \\fileshare.file.core.windows.net\storage
FileStorageNicUser=localhost\fileshare FileStorageNicPass=
TEXCxJkNP4kbzR78Gh0OYYxcZS22hGQ+1Mcke

ScriptDB=0 indicates that this is the secondary node.
For Azure traffic manager setup in an Azure environment, see Fabric connection setup using traffic manager.
2. [finstalling on-premise EMS, do the following:
a. Create and share a folder on the network. This share folder is mounted as a drive during EMS installation.

b. Install EMS on the primary node with the following
command: FortiClientEndpointManagementServer 7.2.X. x64.exe SQLServer=<Azure SQL
FODN> SQLPort=<Azure SQL Port> PaaS=azure SQLUser=<SQL User> B B
SQLUserPassword=<SQL Password> InstallSQL=0 ScriptDB=1 FileStorageNic=
FileStorageNicUser= FileStorageNicPass=
The following provides an example command: FortiClientEndpointManagementServer 7.2.X.
x64.exe SQLServer=azuresglemsha.public.123456789.database.windows.net
SQLPort=3342 PaaS=azure SQLUser=emsadmin SQLUserPassword=AzureSqll23!@#
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InstallSQL=0 ScriptDB=1 FileStorageNic= \\Server\emsshare
FileStorageNicUser=LAB\administrator FileStorageNicPass= Adminl23!

Parameter Description

FileStorageNic Fileshare path.

FileStorageNicUser Username for account with read/write/modify permissions to the shared
folder.

FileStorageNicPass Password for account with read/write/modify permissions to the shared
folder.

c. Install EMS on the secondary node with the following command:
FortiClientEndpointManagementServer 7.2.X. x64.exe
SQLServer=azuresglemsha.public.123456789.database.windows.net SQLPort=3342
PaaS=azure SQLUser=emsadmin SQLUserPassword=AzureSqll23!@# InstallSQL=0
ScriptDB=0 FileStorageNic= \\Server\emsshare
FileStorageNicUser=LAB\administrator FileStorageNicPass= Adminl23!

To restore a database:

When using an Azure SQL managed instance database, EMS cannot manage database backups or restore backups
generated from another EMS instance. Azure provides a comprehensive dashboard to set up and managed automatic
database backups. This is the recommended method of database restore and backup for this deployment. Restoring a
regular SQL server backup and upgrading EMS from an existing SQL server installation to an EMS with Azure SQL
managed instance database is not supported.

In the Azure portal, go to Databases.

Select the FCM database.

Click Restore.

Enter a unique name.

Repeat the process for all EMS databases.

Log in to SQL Server Management Studio and confirm that it lists the backup databases.
To restore a database, delete the original database from the Azure portal.

Rename the backup database to the original name using the following command. For example, to restore the FCM_
backup database, rename itto FCM as follows: ALTER DATABASE [FCM backup] MODIFY NAME = [FCM].

NG R ODN-=

Initial FortiClient deployment changes

In 7.2.0, you cannot deploy initial FortiClient installations to Active Directory domain-joined devices. You must use one of
the following methods to deploy FortiClient:

» Microsoft System Center Configuration Manager or group policy object
+ Mobile device management
» Sending installer link to end users

See Initially deploying FortiClient software to endpoints.
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Support for FortiGate per-VDOM connection and Fabric Devices
enhancements -7.2.1

In EMS 7.2.1, each FortiOS virtual domain (VDOM) can connect to a separate EMS or EMS multitenancy site. This

provides EMS with the ability to only send FortiClient and tagging information to a single FortiOS VDOM.

The Fabric Devices page has been enhanced to display the relationships between FortiGates if they are part of a

cooperative Security Fabric (CSF) or high availability (HA) cluster. The following shows the Fabric Devices page
showing two FortiGates that are part of a CSF tree:

Fabric Connectors Filter Fabric Connectors

~ [ cSF Tree managed by FGVMO02- /=

£ Refresh
Serial Number & Status Capabilities Last Seen IP & Version #
FGVMO2 sy .
o 3 (] &, 192.168.0.100 724139
FGVMO2 - N
m 3 (] g, 192.166.0.100 7.40.2297

The following shows the Fabric Devices page showing two FortiGates that are part of an HA cluster:

Fabric Connectors n Filter Fabric Connectors

> [M csF Tree managed by FGVMUL ms - s

~ [ HA cluster managed by FGVMUI Mo

 Refresh
Serial Number & status Capabilities Last Seen IP & Version
& Fovmur o [ Xer5) an hour ago | g 172.16.199.183 7.40.2297
; o Y
& FevmuL [ Rer) nin | a 7.4.0.2297
F o) %
& Fovmur [ Yer) wn | @ 7.40.2297

This feature requires FortiOS 7.4.

To configure EMS support for FortiGate per-VDOM connection:

1. InFortiOS, enable the VDOM feature by doing one of the following:
a. Goto System > VDOM and create a new site.
b. Run the following commands:

config system global
set vdom-mode multi-vdom

end
# Edit|| @ Delete || & SwitchManagement | | | Search Q
Name Management VDOM & Type s NGFW Mode & Operation Mode Status & crus Memory & Interfaces * Comments & Ref.

& root L] Trafic Profilebased NAT © Enabled 18% 26% ® VPN (port1) 2
# REMOTE_LAN (port2)
= port3
@ NATinterface (nafiroot)

& sitet ° Traffic Profile-based NAT © Enabled 0% 3% 4
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2. In EMS, enable multitenancy. Create a new multitenancy site.

3. Configure a Fortinet Security Fabric connection from the FortiGate root VDOM to the EMS default site. Once
connected, the EMS default site shows the FortiGate root VDOM in Administration > Fabric Devices in <FortiGate
serial number> - <VDOM name> format:

config vdom
edit root
config endpoint-control settings
set override enable
end
config endpoint-control fctems-override
edit 1
set status enable
set name "ems default"
set server "default.emsl.fortitest.ca"

next
end
Fabric Connectors  [+] Filter Fabric Connectors
~ [0 standaione devices
£ Refresh
Serial Number & Status Capabilities Last Seen [P & Version &
m‘ FGVIMOZ - root [~ Xe) 2 minutes ago ey 192.168.0.100 7.4.02297

4. Configure a Fabric connection from the FortiGate non-root VDOM to the EMS non-default site. Once connected, the
EMS non-default site shows the FortiGate non-root VDOM in Administration > Fabric Devices in <FortiGate serial
number> - <VDOM name> format:

config vdom
edit sitel
config endpoint-control settings
set override enable
end
config endpoint-control fctems-override
edit 1
set status enable
set name "ems sitel"
set server "sitel.emsl.fortitest.ca"

next
end
Fabric Connectors Filter Fabric Connectors
~ [0 standaione devices
2 Refresh
Serial Number 3 Status Capabilities Last Seen P + Version ¥
M Fovvozers -site1 (] Ny 192.168.0.111 7.40.2297

5. Tagging information from an EMS site is only shared with the FortiGate VDOM that the EMS site has established a
Fabric connection with. In this example, the ems_connected_default site is a tag configured on the EMS default site.
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ZTNA Servers ZTNA Tags
& Edit | [ Delete | [@ Q Search Q
Name Provided By Details Type Category Detection Level Comments Ref.
m all_registered_clients EMS ZTNAIP Taz ZeroTrust 0
ETE == connected default EMS ZTNAIPTag ZeroTrust i
EEEEN EMS ALL UNKNOWMN_CLIENTS ZTNAIPTag 0
WEEETEN EMS ALL UNMANAGEABLE CLIENTS ZTNAIPTag 0
EEZTM - resistered clients ZTNAIPTag ZeroTrust 0
EEZTE domain logzed ZTNAIPTag Zero Trust 0
BT o ZTNAIP Tag Zero Trust 0
m all_registered_clients ZTNAIPTag ZeroTrust 0
m ems_connected ZTNAIP Tag ZeroTrust 0
[WEETETN FCTEMS_ALL_FORTICLOUD_SERVERS ZTNAIPTag 0
all_registered_clients EMS ZTNAMAC Tag ZeroTrust 0
ems_connected_default EMS ZTNAMAC Tag ZeroTrust 0
XA :ll registered clients ZTNAMAC Tzg ZeroTrust 1]
A domain logzed ZTNAMAC Tag ZeroTrust 0
ETE o ZTNAMAC Tag ZeroTrust 0
m all_registered_clients ZTNAMAC Tag Zero Trust 0
m ems_connected ZTNAMAC Tag ZeroTrust 0
ems_connected_site1 is a tag configured on the EMS non-default site.
ZTNA Servers ZTNATags
& Edit| | [ Delete | | @ Q, Search Q
Name Provided By Details Type Category Detection Level Comments Ref.

m all_registered_clients EMS1 ZTNAIP Tag ZeroTrust 0
ETY =ms_connected sitel EMS1 ZTNAIP Tag ZeroTrust 0
IS EMS ALL UNKNOWN CLIENTS ZTNAIP Tag 0
BEEETE EMS_ALL_UNMANAGEABLE_CLIENTS ZTNAIPTag 0
T FCTEMS_ALL FORTICLOUD_SERVERS ZTNAIP Tag 0
all_registered_clients EMS1 ZTNAMAC Tag ZeroTrust 0
ems_connected_sitel EMS1 ZTNAMAC Tag ZeroTrust 0

You can hover over the FortiGate in EMS and select Edit to update tag and FortiClient endpoint sharing information.

You can also configure an alias for easier FortiGate identification. EMS shows one of the following authorization
states for the Fabric connection: authorized, deauthorized, or pending.

Fabric Conneciors n

Filter Fabric Connectors

~ [ standalone devices
£ Refresh

Serial Number 3

FGVMOA 3
o
M Fevmoz |

i Fevmoz '
[ snowing: 3 |§EETEY

Entra ID integration

-7.21

status Capabilities Last Seen IP 3 Version &
oomEZEm e
oTmEZE e ey
[ Jr) 9 minutes ago | * g 192.168.0.100

You can integrate Microsoft Entra ID (formerly known as Azure Active Directory or Azure AD) with on-premise EMS and

FortiClient Cloud.
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To create an enterprise application for FortiClient:

In the Azure portal, go to Azure Active Directory > Enterprise applications > New application.
Click Create your own application.
In the What's the name of your app? field, enter the desired name.

Under What are you looking to do with your application?, select Register an application to integrate with Azure AD
(App you're developing).

5. Click Create.

o bd-=

To add Microsoft Graph API application permissions required for searching user groups:

In the left menu, click App registrations, then click the All applications tab.
Click your FortiClient enterprise application.
In the left menu, click API permissions, and click Add a permission.
In the Request API permissions slide-in, click Microsoft Graph.
Select Application permissions.
In the Select permissions section, search for and select the following permissions:
» Device.Read.All
e Domain.Read.All
e Group.Read.All
e Group.Member.Read.All
» Mail.Read
o User.Read
o User.Read.All
7. Click Add permissions.

ok wDd-=

8. Inthe API permissions page, click Grant admin consent for Default Directory. If this option is grayed out, you must
log into an Azure admin account to perform this step.

To add a client secret string and determine its value:

In the left menu, click App registrations, then click the All applications tab.

Click your FortiClient enterprise application.

In the left menu, click Certificates & secrets, and click New client secret.

In the Add a Client Secret slide-in, add a Description and select the desired Expires option. Click Add.

Observe that a new client secret has been created. Immediately after creation, copy the Value of the client secret
string, which EMS uses as the Azure Client Secret. This value is not visible after this initial creation step and moving
to another page.

o o0N-=

To configure an Entra ID server in EMS:

1. Configure the Azure AD server as an authentication server in EMS:

In the Entra ID management console, collect your AD tenant ID, client ID, and client secret.

Go to Administration > Authentication Servers.

Click Add > Azure.

In the Tenant ID and Client ID fields, enter the IDs that you collected from the Entra ID management console.
For Authorization Type, select Client Secret.

In the Client Secret field, enter the client secret that you collected from the Entra ID management console.

-9 20T
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g. Configure other fields as desired.

h. Click Test.

Authentication Server

Azure Active Directory

Tenant ID 5d96077d-28ef-405b K -

Client ID 62314a93-d553-4185 = =

Authorization Type Certificate

Client Secret @
Alias

Comment

i. After the test succeeds, click Save.
Go to Endpoints > Manage Domains.
Click Add, then Azure.
From the Azure Server dropdown list, select the desired server.
In the Sync every field, enter the number of minutes after which EMS syncs with the Entra ID server.
For Group Selection Behaviour, select Import Entire Azure Domain or Import Selected Azure Groups.

IR
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7. Enable Import as Base Group for the desired groups, then click Save.

< Domain |mp0rt View Azure Group Import Tutorial

Azure Server onmicrosoft.com
Sync every 60 Minutes
A The minimum sync period is 60 minutes
Group Selection Behaviour Import Entire Azure Domain Import Selected Azure Groups
© Only the selecled Azure users, groups and devices il be imported
E Fiter Groups I Status Group
Group Name Source Import as Base Group 6‘)‘ Will be Added —group
_Group Azure
DnsAdmins On Prem
ADSyncPasswordSet On Prem
group Azure
DnsUpdateProxy On Prem
|_group2 Azure
ADSyncBrowse On Prem
R&D_NA On Prem
ADSyncAdmins On Prem
_group Azure O

T

Endpoints > Domains lists the Entra ID server domain groups and subgroups. It lists subgroups as a flat list and
does not preserve the hierarchy from the AD server.

When using user management, Entra ID users can register their FortiClient to EMS using an invitation code or with
SAML.

To configure the Azure tenant app for initiating passthrough (domain):

This is necessary for registering an Entra ID endpoint to EMS using an invitation code. This only applies for Entra ID-
joined endpoints.

1. Configure the redirect URL:

a. Inthe Azure portal, go to App registration. Copy the application/client ID of the application used to connect with
EMS.

Click the application, then click the Redirect URIs link.

Click Add a Platform > Select Mobile and Desktop applications.

Add the following URL: ms-appx-web://microsoft.aad.brokerplugin/<application client ID>.
Under Allow public client flows, toggle to Yes for Enable the following mobile and desktop flows.
Save the configuration.

Go to Roles and administrators.

Search for and select Directory Readers.

Click Add assignments.

Select the application used to connect with EMS.

Add desired users to the application in Entra ID:

a. Go to Enterprise applications, and select the application used to connect with EMS.

b. Goto Users and groups.

- ® 2 0 T

© gk wN

c. Click Add user/group, and select the users that you will invite to EMS using an invitation code.
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To register an Entra ID user's endpoint to EMS using an invitation code:

1. Inthe EMS top banner, click Invitations.
2. Click Add.
3. For Verification Type, select Domain.
4. From the LDAP Domain dropdown list, select the Entra ID server.
5. Configure other settings as desired, then click Save.
6. On the endpoint, go to Settings > Accounts.
7. Under Access work or school, click Connect.
8. LoginasanEntralID user.
Settings
@ Home Access work or school
Find a setting » Get access to resources like email, apps, and the network. Connecting
means your work ar school might control some things on this device,
A such as which settings you can change. For specific info about this, ask
ccounts
them.
A= Yourinfo Connect
+

B3 Email & accounts
. Connected to n 's Azure AD
|| Connected by 2@ .onmicrosoft.com

& sign-in options Manage your account

B Access work or school .
Disconnect

r°~+ Cther users

9. InFortiClient, on the Zero Trust Telemetry tab, enter the invitation code to register to EMS. FortiClient register to
EMS as the logged in Entra ID user without additional prompts.

To register an Entra ID user's endpoint to EMS using SAML:

You must copy some values from the Azure portal to EMS and other values from EMS to the Azure portal to complete the
configuration.

1. In EMS, create a SAML configuration:
a. In EMS, go to User Management > SAML Configuration.
Click Add.
For Authorization Type, select LDAP.
From the Domain dropdown list, select the Entra ID server.

In this configuration, EMS acts as the service provider, while the Entra ID server is the identity provider. In the
SP Address field, enter the EMS IP address or FQDN. You can also use the Use Current URL button to
populate the field.

2. In Azure, add and configure the Entra ID SAML Toolkit:
a. Goto Enterprise applications, then click New application.
b. Search for and select Azure AD SAML Toolkit.
c. Configure a name for the toolkit as desired, then click Create.

200U
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a. Clickinto the toolkit, select Single sign-on, then SAML.
b. Under Basic SAML Configuration, click Edlit.
c. Copy the values from EMS in User Management > SAML Configuration > Service Provider Settings to the

Azure portal. This table maps the EMS SAML fields that you must copy from EMS and configure in Entra ID.
Configure as the table summarizes, then click Save.

EMS SAML field Entra ID Basic SAML Configuration field
SP Entity ID Identifier (Entity ID)

SP ACS (login) URL Reply URL (Assertion Consumer Service URL)
SP Address Sign on URL

d. Under Attributes & Claims, click Edit.

e. Click Unique User Identifier.

f. From the Source attribute dropdown list, select user.localuserpricipalname. Click Save.
3. In Azure, add a new claim:

a. Click Add new claim.

b. Inthe Name field, enter the domain identification value from EMS. You can find this value on EMS in User
Management > SAML Configuration > Assertion Attributes > Domain Identification. This field is only visible
when LDAP is selected as the Authorization Type and the Domain field is populated in SAML Configuration.

c. Ensure that Namespace is empty.
d. From the Source attribute field, select user.localprincipalname. Click Save.
e. Under SAML Certificates, download the Certificate (Base64) file.
4. Copy the URLs under Set up Tutorial SAML Toolkit to EMS:
a. Copy the Azure AD Identifier value to the IdP Entity ID field in EMS.
b. Copy the Login URL value to the IdP single sign-on URL field in EMS.
c. Inthe IdP certificate field, upload the certificate that you downloaded in step 3. Save the SAML configuration in
EMS.

Identity Provider Settings

IdP Entity ID & https:/ists windows.net/f34804
IdP single sign-on URL @ https:/llogin. microsoftonline.cc
IdP Certificate [F Tutorial SAML Toolkit.cer o x

Cooe Joone

5. In Azure, go to Users and groups. Add users to the list as desired. Azure authorizes any user added to this list to
connect to EMS.

6. Configure the invitation in EMS:
a. Inthe top banner, click Invitations.
b. Click Add.
c. For Verification Type, select SAML.
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d. From the SAML Config dropdown list, select the SAML configuration.
e. Configure other settings as desired, then click Save.
7. You can authenticate the endpoint using Entra ID by doing one of the following:
a. Tojoin the device to the Entra ID server, do the following:
i. On the endpoint, go to Settings > Accounts.
ii. Under Access work or school, click Connect.
iii. Loginasan Entra ID user.

Settings
@ Home Access work or school
Find a setting L Get access to resources like email, apps, and the network. Connecting
means your work or school might control some things on this device,
Accounts such as which settings you can change. For specific info about this, ask
them.
A= Your info + Connect

1 Email & accounts
.. Connected to - 's Azure AD
B Connected by 2@ .onmicrosoft.com

% sign-in options Manage your account

B9 Access work or school .
Disconnect

ro~+ Other users

iv. InFortiClient, on the Zero Trust Telemetry tab, enter the invitation code to register to EMS. FortiClient
register to EMS as the logged in Entra ID user without additional prompts.

b. Foraworkgroup endpoint or an endpoint joined to an on-premise domain, in FortiClient, on the Zero Trust
Telemetry tab, enter the invitation code to register to EMS. A Microsoft single sign on prompt displays. Enter
the Entra ID user credentials to authenticate and connect FortiClient to EMS.

The EMS administrator can configure endpoint policies and deployment configurations for specific endpoint groups from
an Entra ID server.

Endpoint Policy

Endpoint Policy Name

Endpoint Groups In Eilter Endpoint Groups

Path / group Domain Type |

No Groups Assigned

Total: 0

Send endpoints one-way message -7.2.1

The EMS administrator can send a one-way message to endpoints in a tagged group, endpoint group, or one endpoint.
For example, you may want to send a message to remind a user to upload an avatar to FortiClient. EMS sends the
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message at the next keepalive interval. By default, this is 60 seconds.

The message can be in plain text or HTML format.

To send an endpoint a message:

In EMS, go to Endpoints > All Endpoints.

Select the desired endpoint(s).

Click Action > Send Message.

Do one of the following:

a. Tosend a plain text message, select Input Plain Text. In the Message field, enter the desired text. Click Send.

Send One-Way Message x

Send Message To

Ao b=

Message Type

Input Plain Text Select HTML File Upload HTML File

Message

Hello

b. Tosend an HTML message, do the following:
i. Click Upload HTML File.
ii. Click Browse.
iii. Navigate to and select the desired HTML file.
iv. Click Send.

When the message appears on the endpoint, the user can acknowledge or snooze the message for their desired amount
of time.
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FortiClient -- Zero Trust Fabric Agent = |

Hello

Sent by admin

15 minutes
1 hour
8 hours

24 hours
Acknowledge

FortiClient logs a system event for when the user snoozes the message and when they acknowledge it.

MDM support for mobile ZTNA deployment -7.2.1

The following sections provide information about provisioning zero trust network access (ZTNA) certificates to
iOS devices using VMware Workspace ONE mobile device management. FortiClient & FortiClient EMS uses the
certificates for client authentication with FortiOS.

NP The following do not support this deployment:

‘Q' « FortiClient Cloud
|| ¢ EMS in high availability mode

¢ EMS with multitenancy enabled

This feature requires the following versions:

« EMS 7.2.1 and later versions
« FortiClient & FortiClient EMS (i0S) 7.2

Workspace ONE supports OAuth tokens for authenticating APls. Creating an OAuth token requires you to create a client
secret in Workspace ONE. This client secret is shared with EMS.

To create a client secret:

In Workspace ONE, go to Groups & Settings > Configurations.

In the searchbar, enter OAuth.

Select OAuth Client Management.

Click Add.

In the Name field, enter a descriptive name. EMS is the client that calls the APIs.

For Organization Group, select a preexisting organization group that contains the mobile devices under
management.

2B
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7. From the Role dropdown list, select Console Administrator. The console administrator contains the minimum
permissions necessary to manage devices.

8. Click Save.

9. Workspace ONE displays a screen with the client ID and secret values. Copy and save these values.
Register a New Client

Name Demo Organization Group Fortinet Inc - Canada
Description Mobile Test Role Consele Administrator

Status Enabled

| @ Below is the client ID and secret for Demo.

Client ID: dB788:

Client Secret:

en will not be saved in the Werkspace ONE UEM console. Please copy it and save to a secure location to authenticate your API client.

CLOSE

To enroll a device to Workspace ONE:

—

In Workspace ONE, go to Accounts.
. Add a new user.
3. Add a new device for the user:
a. From the Device Ownership Type dropdown list, select Corporate - Dedicated.
b. From the Platform dropdown list, select Apple iOS.
c. For Message Type, select EMAIL.
d. Save. This sends a device activation email to the user.
4. Goto User. Select More, then add the user to a User Group.
5. Go to Assignment Groups. Create a new assignment group and add the user group.
6. Goto Resources. Add FortiClient & FortiClient EMS (iOS) from the public app store.
7. When adding an assignment, select the configured group under Assignment Groups.

8. In Application Configuration, enter key value pairs as the following describes. This enables FortiClient & FortiClient
EMS (iOS) to read the MAC address and UDID from the iOS device. FortiClient & FortiClient EMS sends this
information to EMS:

N

Key Value
ems_server EMS IP address.
ems_port Port that EMS uses for endpoint management. This is 8013 by default.
mac_address Device WLAN MAC address.
udid Device UDID.
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9. Save the configuration.

FortiClient - Assignment

[ Application Configuration ':ﬂ I EMM Managed Access

Managed Access ‘D

To configure the Workspace ONE integration in EMS:

1. In EMS, go to System Settings > MDM Integration.
2. Click Enable MDM Integration.

3. For Region, select your assigned geographic region. For redundancy, VMware has set up multiple servers to
generate OAuth tokens.

4. Inthe Site URL field, enter your site URL. Workspace ONE is a software-as-a-service deployment and each
enterprise has a unique URL. The URL format is https://<unique identifier>.awmdm.com/api.

5. Inthe Client ID and Client Secret fields, enter the values that you copied in To create a client secret: on page 192.
These values prove the EMS identity when making Workspace ONE API calls.

6. Inthe Smart Group Name field, enter the name of the Workspace ONE assignment group that contains the mobile
devices to issue zero trust network access certificates to.

7. Click Test Connection to verify that EMS can communicate with Workspace ONE. The mobile device management
(MDM) proxy service uses the authentication parameters to attempt to retrieve an OAuth token. The following
summarizes errors that you may see if the configuration is incorrect, and the steps that you can take:

HTTP Error: 400 Client Error: Bad Request for url: ¢ You may have selected the incorrect region.

http://localhost:50001/vendors/airwatch/apiaccess/test. Identify and select the correct geographical

MDM Proxy Error 1002: adapter failed to retrieve access region for your MDM server.

info: invalid client ID/secret or region * You may have entered invalid client ID and
secret values. See To create a client secret: on
page 192.

HTTP Error: 400 Client Error: Bad Request for url: You did not enter the unique enterprise URL.

http://localhost:50001/vendors/airwatch/apiaccess/test. Confirm that the URL format is https://<unique
MDM Proxy Error 1002: adapter failed to retrieve access identifier>.awmdm.com/api.
info: failed to search smart group: invalid url
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HTTP Error: 400 Client Error: Bad Request for url: Confirm that you selected the console administrator
http://localhost:50001/vendors/airwatch/apiaccess. MDM  role when creating a client secret and ID on

Proxy Error 1002: adapter failed to integrate: failed to Workspace ONE. This role contains the minimum
create system custom attribute EMS_SCEP_FCTUID: permissions necessary. See To create a client
User doesn't have sufficient permissions to perform this secret: on page 192.

operation.

MDM Integration
Enable MDM Integration

Vendor VMWare Workspace One UEM
Region North America

Site URL hitps:/jc-s 8. awmadm. com/api
Client ID d878e

Client Secret

Smart Group Name MDM_smart_group

Test Connection

To enroll the device and install FortiClient & FortiClient EMS (iOS):

1. Install the Intelligent Hub app on the device.
2. Scan the QR code in the activation email from the device. This enrolls the device in Workspace ONE.

3. Once enroliment completes, install FortiClient & FortiClient EMS from the catalog app that displays on the
iOS device. When FortiClient & FortiClient EMS starts on the device, it automatically connects to EMS.

4. Goto General settings > VPN & Device Management. Confirm that the zero trust network access certificate (ZTNA)
(SCEP) is deployed to the device.
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15:11 all T 15:11 all T

< Back Profile < Profile Device Manager

Device Manager
EAWTTIEA ML Coim

Davice Management profile to manage and
activale access 1o work applications and
sarvicEs on your device

MDM Settings

Maobile Devico Managemant
Managed App

App-=Layer VPN Satting

web Clip

Davica idantity Certificate g b .

Cartificate VPN {per.app}
More Details

Web Clip
Apps

E SCEP

cd644979-9226-49e4-99f4-
adba®90a971b4-MDMIdentity

5. In EMS, go to Endpoints > All Endpoints.
6. Select the endpoint. Confirm the following in the endpoint summary:
e ZTNA Serial Number matches the serial number of the ZTNA certificate provisioned to the endpoint.

o MDM Enrolled displays as Enrolled when the device is enrolled and has a mobile device management (MDM)
profile installed. If this field displays as Not Enrolled, the device is not enrolled or has been deleted from MDM.
« MDM Deployment Status displays the ZTNA certificate install status. Installed displays when the
ZTNA certificate is installed on the endpoint. If the MDM has accepted the request and the certificate is
awaiting installation on the endpoint, this field displays as Pending. If the ZTNA certificate is not installed on the
endpoint or awaiting installation, this field displays as Pending. If no certificate request is sent to the MDM
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server, this field displays as Missing.

Not Registered

Out-Of-Syne

0

0 | 0

Security Risk Quarantined

Endpoints

§ Action ~

s iPhone-Glocal

3! Other Crdpoints

Webfitter Events

Videofitter Events

10.00243

System Events

= Policy Default

Device
0s

L4

MAC
Public IP
Status
Location
QOwner

Organization

Apple I0S
Apple 10S
No Email

@ O3 Other Enapoints

iPhone-6 local

ios iPhone 08 16.1.2
10.0.0.243
04-68-65-01-71-55
17467565

Oniine

On-Fabric =

Connection

Managed by EMS

Configuration

Policy
instalier

FortiClient Version
FortiClient Serial Number
FortiClient ID

ZTNA Serial Number
MDM Enrolled

MDM Deployment Status

Classification Tags

(=]

Default © ~

Not assigned

7.0.8.0078

FCTB —1

0000¢ 60199801
37740 m=)3F6BE480
Enrolied

Instatied

Status
Managed -

Features
4% Antivirus not instalied
£ Anti-Ransomware not installed

. Cloud Based Malware Outbreak Detection not
~ installed

= Sandbox not installed
Sandbox Cloud not installed
1% Web Fliter enabled
& Video Filter enabled
@ Application Firewall not installed
O Remote Access enabled

FortiClient and EMS persistent connection -7.2.1

When Use persistent connections is enabled, FortiClient creates a persistent connection with EMS. It does not tear down
and renegotiate the TLS connection at every keepalive interval.

To enable persistent connections:

1. In EMS, go to System Settings > EMS Settings.
2. Under EMS Settings, enable Use persistent connections.
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3. Click Save.
EMS Settings

Use Webserver certificate for Endpoint Control

A\ Enabling this feature will result in FortiClients older than 7.0.2 to lose connectivity
with EMS. Ensure that all your FortiClients are 7.0.2 or higher. More Information

EMS CA certificate (ZTNA) [ default_zTNARootcA. pem [EILRLRT] c
Ceriificate was created on 2023-06-08T20:17:26.613.

Reset Stalled Deployment Interval 12 hours

EMS Settings

Listen on port 8013 BR

Use persistent connections @
A\ Enabling this feature will allow FCT 7.2.1 or higher to create persistent
connections with EMS. More information

FortioS Connector port 8015

FortiClient download URL https:#/ 192.168.0.101 v~ | 10443/installers/ 5]

Open port 10443 in Windows Firewall

Enforce User Verification
A\ There are currently 0 FortiClient(z) that do not support user verification

and 0 Registered FortiClient{s) that support user verification, but are currently
unverified.

This feature requires FortiClient 7.2.1 and EMS 7.2.1. If either FortiClient or EMS is on a version older than 7.2.1,
FortiClient and EMS establish a non-persistent connection.

Allow administrator to uninstall FCT without key -7.2.1

The administrator can uninstall FortiClient using an msiexec script. This uninstall method does not require an uninstall
key or for FortiClient to be deregistered from EMS. You must run the script as a local administrator. This feature is

especially useful if you are using a mobile device management solution such as Microsoft Intune or if you have had
issues with key corruption.

To configure this feature:

In EMS, go to Endpoint Profiles > System Settings.

Select the desired profile.

Under Ul, enable Require Password to Disconnect from EMS.
In the Password field, enter the desired password.

Enable Allow endpoint admin to disconnect without a password.

o o0bd-=
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6. Click Save.

System Settings Profile

Name Default
Ul
Require Password to Disconnect From EMS [ @)
Password CE000000000000000000
Allow endpoint admin to disconnect without a password a

Do Mot Allow User to Back up Configuration

Allow User to Shutdown When Registered to EMS

Log
Client-Based Logging When On-Fabric €@ @)
Upload Logs to Fortianalyzer/FortiManager @ [ o)
Upload UTM Logs a
Upload System Event a
Upload Security Event a
Send Software Inventory [ @
Send OS Evenis O
Event telemetry interval 90 seconds

Discard Changes Revert To Default

7. After the endpoint receives the latest profile update from EMS, open Command Prompt as a local administrator on
the endpoint.

8. Run the following command: c: \windows\system32\msiexec.exe /quiet /norestart /uninstall
{CA453742-0693-47F1-88AE-AE30C2A4B31F}. This uninstalls FortiClient without the need to disconnect
silently from EMS and without displaying a prompt to the end user. {CA453742-0693-47F1-88AE-AE30C2A4B31F}
is the product code for FortiClient (Windows) 7.2.1, which you can find in Product integration and support. When
FortiClient is uninstalled with this method, the endpoint displays as Offline in EMS.

The following shows the XML configuration for this feature:

<system>
<installer>
<allow admin uninstall when locked>1</allow admin uninstall when locked>
</installer>
</system>
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SAML SSO enhancements -7.2.1

The SAML SSO feature in EMS, which allows users to log in to EMS using an identity provider (IdP), now supports more
IdPs, including FortiAuthenticator (on-premise and Cloud) and third party IdPs, such as Azure or Okta. The
Administration > SAML SSO page includes new configuration fields for this enhancement. See SAML SSO for details.

PUA detection -7.2.2

You can now see all potentially unwanted applications (PUA) on the new PUA dashboard in EMS. You can also see PUA
events on the endpoint details page. This feature requires the Endpoint Protection Platform license and for the Software
Inventory feature to be enabled on EMS. EMS compares the software inventory that it receives from FortiClient to the
PUA signatures it receives from the FortiGuard distribution servers (FDS). If EMS determines any of the applications are

a PUA, it displays it on the PUA dashboard.

To enable PUA detection:

1. In EMS, go to Endpoint Profiles > System Settings.

2. Onthe desired System Settings profile, under Endpoint Control, enable Send Software Inventory.

3. After FortiClient receives the updated profile and sends its software inventory to EMS, go to Software Inventory >
Applications. The PUA Category column indicates whether an application is considered a PUA, and, if so, what
PUA category it belongs to. You can also use the PUAs button at the top to only view PUAs.

4. Go to Dashboard > Potentially Unwanted Applications.

Potentially Unwanted Applications Summary

,‘

W llegal or Unethical 4

14 M Crypto Mining 3
Hacking 3
2

1

1

Total Unpopular
W Phishing
W Malicious

Top 10 Hosts with PUAS

HRB-LFadkurapo

HRP-CIniukgoh

HRB-MZugejwe
ISN-CLaksiuh 3

PUA Detection Timeling

From 2023-06-28 19:12:11 To 2023-07-05 19:12:11 (Total 24 Detections)

0620 08.30 o701 o702

Endpoint PUA Status

34

Endpoints with PUAS
Total

—92
Endpoints with

Top 10 Unwanted Applications
Blackscar_Newscar
Blackscar
Cake
Miner
Crypto
Flobo
Minerpolis

luminate

no PUAs

Last7 days v

You can view PUA information in the following widgets:
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Widget Description

Potentially Unwanted Shows all detected PUAs categorized into the following:
Applications Summary ¢ lllegal or unethical

¢ Cryptomining

e Hacking

e Unpopular

¢ Phishing

¢ Malicious

Endpoint PUA Status Shows how many endpoints have PUAs and how many do not.

PUA Detection Timeline Shows historical events related to PUA detection on a timeline. Hover over the
red circles to see a popup with PUA detection count and the PUAs detected
during that time period.

PUA Total Timeline Shows line chart of PUA detection and uninstall events. Hover over the green
icircles to see a popup with PUA totals, PUA detection count, and three events
in that time period.

Top 10 Hosts with PUAs Displays the ten endpoints that have the most PUAs and the number of PUAs
detected on those endpoints.

Top 10 Unwanted Applications Displays the top ten most common PUAs and the number of hosts where the
PUAs have been detected. Click the vulnerability name to see information
about the vulnerability on FortiGuard.

You can drill down on information in the widgets. For example, for the Potentially Unwanted Applications Summary
widget, you can click the Unpopular section of the chart to view all unpopular PUAs detected on endpoints. From
there, you can further click a PUA to view all endpoints that have that PUA currently installed.

5. Go to Endpoints > All Endpoints. Select the desired endpoint. On the PUA Events tab, the default view, Status,
shows PUAs currently installed on the endpoint. You can select Events to view all PUA events, including install and
uninstall events.

0 1 0 120 0
Not Installed Not Registered Out-Of-Sync Security Risk Quarantined

@ Endpoinis @ scan v & Paich v [SMoveto » ¥ Action ~

B Qaviz 9 John Smith .| 101025 3 Policy | Default ® EMS m 2 2 4 5
3 2 groups e

Summary Antivirus Events. Cloud Scan Events Sandbox Events Webfilter Events Videofilter Events Firewall Events \Vulnerability Events PUA Events System Events

Name Y& Vendor Y& Version Y Category s

BlackScar BlackScar RG RePack 2000 lilegal or Unethical
Blackscar Newscar Black3caR RG RePack 2000 lilegal or Unethical
Flobe App Flobo Recovery, Inc. 2000 Malicious

lluminate Spring Miner Monitor 2000 Hacking

6. PUA detection requires PUA signatures. EMS downloads these signatures from FDS. Go to System Settings >
FortiGuard Services > View Signature List to view the PUA signature version.
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Export endpoint information -7.2.2

You can export endpoint information from EMS as a CSV file. You can use this data for compliance, software auditing,
and so on. This feature supports exporting an endpoint information and software inventory information.

To export endpoint information:

Ao N =

In EMS, go to Endpoints > All Endpoints.
Go to the desired endpoint group.
In the top right corner, click Export CSV.

In the confirmation dialog, click Export. This downloads a .zip file to the device which contains endpoint information
in .csv format. The following shows an example:

device id,name,ip addr,os_version, cpu,manufacturer, sn,mem,hdd, model, ipv6_ addr,mac_
addr, host, remote ip,network interfaces,group id,group name,group_path,orig group
name,domain_id, installer name,deployment state, fgt sn, forticlient id,uid, fct_
version,diskenc,av_product,is_installed,is managed,is migrating,is ems
registered,is ems online,is ems onnet,is excluded,is quarantined, quarantine access
code, comparable fct version,assigned tags,last seen,last seen fct user id, fct
users,endpoint policy name,endpoint policy id,ip list name,av_enabled, rtp
enabled,ae enabled,cs enabled, rm enabled, fw enabled,wf enabled,vpn enabled,vuln
enabled, ssoma_ enabled, sb_enabled,sb cloud enabled,rs enabled, onboarding
supported,client version up to date,client av sig version up_ to date,client policy
synced, client policy primary synced,client policy offnet synced,client policy
iplist synced,client policy onnet rule synced,client policy verification rule
synced, client policy certs synced,av_events count,wf events count, fw events

count, sb_events count,ae events count,rm events count,cs events count,unreg events
count, rs_events count,nwifsc events count,vuln events count,vuln events max
severity,profile components,off net profile components

mwwgnnnw wnnBoromir""","""192.168.0.10""","""Microsoft Windows 10 Enterprise
Edition, 32-bit (build 19044)""","""Intel (R) Core(TM) 19-9980HK CPU @
2.40GHz""","""Microsoft Corporation""", """, . . """, »wwwgggyemnn, wwnwggurnn nwnyirtyal
Machine"™"", mnuwnmwn pwn o nwn wuNBoromir""","""192.168.0.10""", """ [intf
name:Ethernet%203,mac:...,1ip:192.168.0.10, gw ip:192.168.0.100, gw mac:..., ssid:,
route:Q]""", rrngnen wnnother Endpoints""","""All Groups/Other

Endpoints""",,,,, ", e e nwwg 0 2.0.069QM M, i _mwmmnnn wnn gttt ey
ue""", """False""","""True""", """ True""", """Trye""", "oy, nngn 700200
gmnm,"nmlall registered clients]|[Low]""","""2023-06-15 20:5Q0:37""", mmwmpmmr, mon
[brando] """, """PolicyQ1""", mmnmme  ninnTpygehtt MM Trye"tt, ""Ealse""", """False""", "
""False""","""Trye""","""True""", """ Tryue""","""True""","""Falgse""", """False""", """T
rue""", """ Tyrye""", NN NN Tpget nngnnn wnnTpgett "Nyt "N Trye"tt, """ Ty
ae""", " Trye""", """ Trye""", "M Trye M, 2 rngnnn mnngunn gy pnngunn wwn(
aww mmmgnn mmngmnn wwwgmwn g e pwwgunew o ownnftmalware': {'id': 2, 'name':
'Profile01'}, 'sandbox': {'id': 2, 'name': 'ProfileOl'}, 'webfilter': {'id': 3,
'name': 'Profile0Ol', 'fp name': ''}, 'firewall': {'id': 2, 'name': 'ProfileOl'},
'vpn': {'id': 2, 'name': 'Profile(Ol'}, 'vulnerability scan': {'id': 2, 'name':
'ProfileOl1'}, 'system': {'id': 3, 'name': 'ProfileOl'}, 'ztna': {'id': 2, 'name':
'Profile01'}, 'videofilter': {'id': 2, 'name': 'ProfileQ1'}}""mr, mrnypnnne
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Mg wnnlegolas""","""192.168.0.15""","""Microsoft Windows 11 Professional
Edition, 64-bit (build 22621)""","""Intel (R) Core(TM) 19-9980HK CPU @
2.40GHz""","""Microsoft Corporation""", """ _ . """, "wwwgQgqnnn nmwnwggrnn wnnyirtyual
Machine"™"", mnmwmmn o nwn, wnilegolas""","""192.168.0.15""", """ [intf
name:Ethernet,mac:...,ip:192.168.0.15, gw ip:192.168.0.100, gw mac:..., ssid:,
route:Q]""", "2 nwnvother Endpoints""","""All Groups/Other

Endpoints""",,,,, "rrammer, e e nwwg 0 2.,1,0779Mr, rrnnnn mmimnnn wnn gttt nen Ty
ue""", """False""", """ True""", """ True""", """ Trye""", "oy, g, "M 700200

1rwmm, mnnlal]l registered clients] | [Low]""","""2023-06-15 20:50:37""", nrngmwmn wnn
[Administrator]""","""PolicyQl""", mrrgnnn  nwnnTpgettt "N Trge""", """EFalse""", """Fal
se""", """False""", """ True""", """True""", """ True""","""True""","""False""","""False"
mn NN Trge""", " Trye"t, T T pget i nwnnnn mnnq gt Wttt nn ey
", Trye™"", """ Trye" """, """ True" """, " Trye" T, L gy mwwgmnn g g
g pmngnnn g g g wwn wwngwwn wnng o, """ {'malware': {'id':
2, 'name': 'ProfileOl'}, 'sandbox': {'id': 2, 'name': 'Profile(Ol'}, 'webfilter':
{'id': 3, 'name': 'ProfileOl', 'fp name': ''}, 'firewall': {'id': 2, 'name':
'Profile01'}, 'vpn': {'id': 2, 'name': 'Profile0Ol'}, 'vulnerability scan': {'id':
2, 'name': 'ProfileOl'}, 'system': {'id': 3, 'name': 'Profile0Ol'}, 'ztna': {'id':
2, 'name': 'Profile0Ol'}, 'videofilter': {'id': 2, 'name': 'ProfileQ1'}j}""mw, mwwnr{jpmnn

To export software inventory information:

1. In EMS, go to Software Inventory > Applications.
2. Inthe top right corner, click Export CSV.
3. For Export mode, select one of the following:

Mode Description

Processed Exports a CSV file for each selected operating system. All CSV files are
compressed into a single ZIP file. The CSV files include name, vendor, pua_
category name,and install count information for applications.

Raw Exports one CSYV file for all operating systems. The CSV file includes host,
os_type,username,name,vendor,version,install_date,and
install dir application information for each host.

4. If you selected Processed for Export mode, select the desired operating systems for which to export software
inventory information.

5. Click Export. This downloads a file to the device which contains endpoint information in .csv format. The following
shows an example of a processed file:

name, vendor,pua_category name,install count
H""Microsoft Edgell"",H""Microsoft Corporationﬂll",Hll"""ll,"""4"""

"""ms-resource:AppxManifest DisplayName""","""Microsoft

Corporation" " ll, [ARIRININ]] u, nunguwnn

wrrwindows Shell Experience""","""Microsoft Corporation""","""""","""4"""
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"""Microsoft Visual C++ 2015 UWP Runtime Package""","""Microsoft Platform

Extensions™" ", wwwnn "’ nwngnnn

"""WindowsAppRuntime.1l.3""","""Microsoft Corporation""", """""m",

wn "Microsoft Edge Update" nw l|, LLRIRININI] H, wwwnn H, nnnHuwnn

"wnwsrk or school aCCOunt""","""ASSigned by your organization""","""""","""2"""

"nrNyour aCCOunt""","""Email, phone, or Skype""","""""","""2"""

nwn 113" nn

wn "FortiClient" n H, wn "Fortinet TeChl’lOlOgieS Inc™" H, wiwan ", nwnHwnn

wn "Google Chrome"" ", nn "Google LLc"w H, wuwwwnn , nwuwsnnn

"wnNarrator"" ll, nn "Microsoft" " ll, wwwnn H, nrnsnwnn

nwn "NCSiUprpp" " "’ "Ny crosoft"" "’ LLRIRININ 1] ll, nunonnn

"""Add Folder Suggestions dialog""","""Microsoft Corporation™""", mwrnrmn,

wn lepp InStaller""", """Microsoft Corporation""", LARIRININI] ", nnnynnn

"""ASSigned Access Lock app""","""Microsoft Corporation""","""""","""2"""

nwn "ASynCTeXtSerViCe" " H, "nwnNicrosoft Corporation" " ", wiwnn "’ nHnonnn

"""Captive Portal FlOW""","""Microsoft Corporation""","""""","""2"""

wn "CapturePiCker" nw l|, LIR1] "Microsoft Corporation" wn , LARIRININ]] ", nnnwynnn

n"nncosrtgna™" ", nn "Microsoft corporation" n Il, wwwnn ll’ nwusnnn

"nrnoradential Dialog""", "nnMyicrosoft Corporation""", URIRININI] ", nnunonnn

"""Email and accounts""","""Microsoft Corporation""","""""","""2"""

"""Eye Control""","""Microsoft Corporation""","""""","""2"""

"nnpaadback Hub""","""Microsoft Corporation""","""""","""2"""

"N Gat Help""","""Microsoft Corporation""","""""","""2"""

""UHETIF Image Extensions""","""Microsoft Corporation™""", "wmnrmn,

"""Microsoft .Net Native Framework Package 1.7""","""Microsoft
Corporation" 11 ll, mwwwwnen ", mn "2" mnmn

FortiClient & FortiClient EMS 7.2 New Features Guide
Fortinet Inc.

nnwywnn

204



FortiClient EMS

"""Microsoft .Net Native Framework Package 2.2""","""Microsoft
Corporation" " ", LARIRIRIRI ", mn "2" mn

"""Microsoft .Net Native Runtime Package 1.7""","""Microsoft
Corporation" "", mwyvwanen ", mwn "2"" n

"""Microsoft .Net Native Runtime Package 2.2""","""Microsoft
Corporation" 11 ll, mwwnn Il, mn "2" mn

"""Microsoft 365 (Office)""","""Microsoft Corporation™""", "mrnmr muwungnmun
"""Microsoft Content""","""Microsoft Corporation""", "mrnmnr wwunpmnn

"""Microsoft Edge DevTools Client""","""Microsoft Corporation""", "mmmnmm nmuugwmnn
"""Microsoft Edge WebView2 Runtime""","""Microsoft Corporation™"", m"mmmmm nmuwugmwnn
"""Microsoft family features""","""Microsoft Corporation""", "mmmrmn, mwmwunpwmn
"""Microsoft Pay""","""Microsoft Corporation""", "mrnmr muwunpmnn

"""Microsoft People""","""Microsoft Corporation"™'", "mmrrnn, mnnopwmnn

"""Microsoft Photos""","""Microsoft Corporation""'", "mrrnn, mnnpwnn

"""Microsoft Sticky Notes""","""Microsoft Corporation™""", "mnnnn muugmwmwn
"""Microsoft Store""","""Microsoft Corporation""'™, "mmrnn grnnpwmn

"""Microsoft Tips""","""Microsoft Corporation""'", ", mwnpwwn

"""Microsoft Update Health Tools""","""Microsoft Corporation""'", "®mmmnmn wwnpwwn
"""Movies & TV""","""Microsoft Corporation""", "mmrnrnn mrnpwnn

"""MSN Weather""","""Microsoft Corporation""™", "mmrnn rnnpwmn

"""ms-resource://microsoft.windowscommunicationsapps/hxoutlookintl/AppManifest
OutlookDesktop DisplayName""","""Microsoft Corporation™"™", "mmmmnm mwwngmwmwn

"""ms-resource:Common.View.UWP/Resources/StoreAppName""", """Microsoft
Corporatlon" ” ", mwmwnn ", nn "2" nn

"""ms-resource:LensSDK/Resources/AppStoreName""", """Microsoft
Corporation" 11 ", mwyvwanen ", mwn "2" mn

"""ms-resource:XboxApp.Resource/Resources/App Title""","""Microsoft
Corporation" " ll, mwmwnn Il, nn Il2" nn
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"nnNetwork Connection FlOW""","""Microsoft Corporation"vv"’HH""H"’HHHZHHH

"nrnoneNote for WindOWS lo""","""MiCrOSOft Corporation""","""""","""2"""

"""Paint 3D""","""Microsoft Corporation""","""""","""2"""

""nbhone Link""","""Microsoft Corporation""","""""","""2"""

nwn "PinningCOnfirmationDialOg" " ", "nnMyicrosoft Corporation" " ", URIRININI] ", nnnownn

"""Snip & Sketch""","""MiCIOSOft Corporation""","""""","""2"""

nnnouwnn

"""Store Experience Host""","""Microsoft Corporation""", ""mwwnn,

nnnsnnn

nnnTake g Test""","""Microsoft Corporation""","""""",

" npDK Package""","""Microsoft Corporation"""’"H""HH’"H"Z"ll"

HHHVP9 video Extensionsnvvlv,"H"Microsoft Corporation""","""""","""2"""

nnnanwnn

"""Web Media Extensions""","""Microsoft Corporation""", mmwnwnnn,

nllllwebp Image EXtenSiOnS""","""Microsoft Corporationllnll,Il"llll"",l|vlll2l|llll

wrnwindows Barcode Preview""","""Microsoft Corporation"vv"’HH""H"’HHHZHHH

nwwpnnn

"""Windows Calculator""","""Microsoft Corporation""™", "m"mwnwwm,

nnnwynnn

"""WindOWS ClOCk""", """Microsoft Corporation""", Hllll""",

"""WindOWS Default Lock Screen""","""Microsoft Corporation""","""""","""2"""

wrnnwindows Defender SmartSCreen""","""Microsoft Corporation""","""""","""2"""

"""Windows Hello Setup""","""MicrOSOft Corporation""","""""","""2"""

wn "WindOWS Maps" " H, nn "Microsoft Corporation" n H, wwwnn H, nnnHwnn

nHnsnnn

"""Windows Media Player""","""Microsoft Corporation""", "mwnwnnw,

" ndows Print""", "nnvyicrosoft Corporation""", LARIRINI] "", nnnonnn

wn Hwindows Search"" ", wn "MicrOSOft Corporation" nw ", wwwnn H’ nwwpnnn

nnnHwnn

wn "WindOWS Security" "H, n ""Microsoft Corporation" HH, wwwnn H,

"""WindOWS voice Recorder""","""Microsoft Corporation""","""""","""2"""
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"""WindowsAppRuntime.1l.2""",

"""Microsoft Corporation""",

"nnyhox Game Bar""","""MiCIOSOft Corporation""","""""","""2"""

"nnyhox Game Bar Plugin""","""Microsoft Corporation""","""""",

LAALALALALESR IR U R UL L
l4

nnnanwnn

"nnyhox Game Speech Window""","""Microsoft Corporation""","""""","""2"""

"rryhox Game ygIivnn ,

"nnyicrosoft Corporation""" LA LSRRI R IR
I4 I4

"""Y¥box Identity Provider""","""Microsoft Corporation""", "m"mmnw,

n"NNYhox TCUI"HH, """Microsoft Corporation""", Hllll""",

"""Microsoft Visual C++ 2015 UWP Desktop Runtime Package""","""Microsoft Platform

nwunswun

Extensionsn n u, wwwnn ll’

"""Microsoft.UI

"""Microsoft.UI

"""Microsoft.UI

"""Microsoft.UI

"""Microsoft.UI

"""Microsoft.UI

"""Solitaire & Casual Games""","""Microsoft Studiog""", "mwnwnnm,

"""Windows Feature Experience Pack""","""Microsoft Windows""", """""",

.Xaml.

.Xaml.

.Xaml.

.Xaml.

.Xaml.

.Xaml.

LARIARI)
Lo,

.lnnlv,

.3"Hll,

.4"H",

nuon
L7 ’

.8""",

"""Microsoft

"""Microsoft

"""Microsoft

"""Microsoft

"""Microsoft

"""Microsoft

"""ms-resource:AppDisplayName""", """ms-

resource:PublisherDisplayName""", ""nmnnn,

"""ms-resource:DisplayName""","""ms-resource:PublisherDisplayName""", """""",

Platform

Platform

Platform

Platform

Platform

Platform

nnwwpnnn

nnwynwnn

Extensions""",

Extensions""",

Extensions""",

Extensions""",

Extensions""",

Extensions""",

"""ms-resource:StartMenuExperienceHost/PkgDisplayName""", """ms-

resource:StartMenuExperienceHost/PublisherDisplayName""" """ ywnngwnn

wn "Skype" " ", nn "Skype" " ", URIRININI] ", nnwownn

"""FortiClient EMS AD Connector""","""Fortinet Technologies Inc""", ""m"nnm,

"""KitS Configuration InStaller""","""Microsoft""","""""",
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H"llMixed Reality Portal""","""Microsoft corporation""",ll""ll""’ll"lll""ll
MALLESE D) ¢ Debuggers""","""MiCrOSOft Corporation""","""""","""l"""
"""Update for WindOWS 10 (KB5001716)""","""Microsoft Corporation""","""""","""l"""

"""Update for Windows 10 for x64-based Systems (KB5001716)""","""Microsoft
Corporation" " ll, mwmwnn ", nn "1" nn

"""Windows Software Development Kit - Windows 10.0.19041.685""","""Microsoft

Corporation""", ""H""", LU IRLAL
wn "Windows SDK EULA"" H, nn "Microsoft Corporationsn " ", LURIRININI] ", nnwypnnn
"""Spotify MUSiC""", """Spotify AB"" H, wun "Hll, nwuwnnn

The following shows an example of a raw file:

host, os_type,username,name, vendor,version, install date, install dir

"MMBilpo"M", "UUWING4""", """test""", """Add Folder Suggestions dialog""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-08~
Oe""","""C:\Windows\SystemApps\Microsoft.Windows.AddSuggestedFoldersToLibraryDialo
g _cwdSnlh2txyewy"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" " ", nn "App Installer" " ", nn "Microsoft
Corporation™"™,"""1.19.11071.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.DesktopAppInstaller 1.19.11071.0 x64 8wekyb3d8bbwe"""

"""Bilbo""","""WING4""","""test""", """Assigned Access Lock app""","""Microsoft
Corporation""","""1000.19041.1023.0""","""2021-08~
oe""","""C:\Windows\SystemApps\Microsoft.Windows.AssignedAccessLockApp
cwbnlh2txyewy"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" n ", mwn "ASynCTeXtSerViCe" " ", LARLS "Microsoft
Corporation""","""10.0.19041.1023""","""2021-08-
oe""","""C:\Windows\SystemApps\Microsoft.AsyncTextService 8wekyb3d8bbwe"""

"""Bilbo""", """WING4""", """test""","""Captive Portal Flow""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-08~-
oe""","""C:\Windows\SystemApps\Microsoft.Windows.0OOBENetworkCaptivePortal
cwbnlh2txyewy"""

"""Bilbo""", """WIN64""", """test" n ", mn "CapturePicker"" ", mwn "Microsoft
Corporation""","""10.0.19041.1023""","""2021-08-
oe""","""C:\Windows\SystemApps\Microsoft.Windows.CapturePicker cwbnlh2txyewy"""

"R 1po"" n’ "N ING4A " ", N agEnn u, "nrCoortana"” ", "ML crosoft
Corporation""","""4,2204.13303.0™"","""2023-06-12""","""C:\Program
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Files\WindowsApps\Microsoft.549981C3F5F10 4.2204.13303.0 x64 8wekyb3d8bbwe"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" n ", mn "Credential Dialog" n ", mn "Microsoft
Corporation""","""10.0.19041.1023""","""2021-08~-
oe""","""C:\Windows\SystemApps\microsoft.creddialoghost cwSnlh2txyewy"""

"""Bilboll""l"""WIN64""","""test""","""Email and accountS""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-08~-
oe""","""C:\Windows\SystemApps\Microsoft.AccountsControl cwbnlh2txyewy"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" n ", mn "Eye Control" " ", mwm "Microsoft
Corporation""","""10.0.19041.1023""","""2021-08~-
oe""","""C:\Windows\SystemApps\Microsoft.ECApp 8wekyb3d8bbwe"""

mwn llBilbO" A\ ll, mn "WIN64" mwn , mn "test" " ", mwn "Feedback Hub" " ", mwn "Microsoft
Corporation""","""1.2304.1243.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.WindowsFeedbackHub 1.2304.1243.0 x64 8wekyb3d8bbwe"""

"""Bilbo""", """WIN64""", """test""","""E‘Orticlient EMS AD ConneCtOr""","""E‘Ortinet
Technologies Inc"""™,"""7.33.793.0""","""2023-06-12""","""C:\Program
Files\Fortinet\FortiClientEMSADConnector\"""

""U"Bilbo""", """WING4""", """test""", """FortiClient""","""Fortinet Technologies
Inc||'||',"""7.2.1'0779||||||,"""2023_06_12"""’"""C:\Program
Files\Fortinet\FortiClient\"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" " ", nn "Get Help" " ", mwn "Microsoft
Corporation™"","""10.2303.10961.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.GetHelp 10.2303.10961.0 x64 8wekyb3d8bbwe"""

mwm "Bilboll " "[ mn "WIN64" mwn , mn "test" " ", nmn "Google Chrome" " ", nmn "Google
LLC""", Il"l'114 . O '5735' 198""", """2023_06_26"""’ """C:\Program
Files\Google\Chrome\Application"""

"""Bilbo""","""WIN64""","""test""","""HEIF Image EXtel’lSiOl’lS""","""MiCrOSOft
Corporation""","""1.0.61171.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.HEIFImageExtension 1.0.61171.0 x64 8wekyb3d8bbwe"""

"""Bilbo""", """WIN64""", "N aggnn ", nn "Kits Configuration
Installer"" H, wn "Microsoft""", wnwnin . 1.19041.685"" ll’ nwno021-08-06" Il", wowwnn

mmn "Bilbo" " "’ mwn "WIN64" " ", mwn "test" n ", mn "MSN Weather" " "’ mm "Microsoft
Corporation""","""4 ,53.51461.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.BingWeather 4.53.51461.0 x64 8wekyb3d8bbwe"""

"""Bilbo""","""WING4""","""test""","""Microsoft .Net Native Framework Package
1.7, """Microsoft Corporation""","""1.7.27413.0""","""2021-08-06""","""C:\Program
Files\WindowsApps\Microsoft.NET.Native.Framework.1.7 1.7.27413.0 x64
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8wekyb3d8bbwe"""

""UBilbo""", """WINGA""", """ "test""", """Microsoft .Net Native Framework Package

2. 2", ""r"Microsoft Corporation""","""2.2.29512.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.NET.Native.Framework.2.2 2.2.29512.0 x64
8wekyb3d8bbwe"""

""UBilbo""","""WING4""","""test""","""Microsoft .Net Native Runtime Package

1.7, """Microsoft Corporation""","""1.7.27422.0""","""2021-08-06""","""C:\Program
Files\WindowsApps\Microsoft.NET.Native.Runtime.1l.7 1.7.27422.0 x64
8wekyb3d8bbwe"""

"""Bilbo""","""WING4""","""test""","""Microsoft .Net Native Runtime Package
2.2"m " Microsoft Corporation""","""2.2.28604.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.NET.Native.Runtime.2.2 2.2.28604.0 x64
8wekyb3d8bbwe"""

"""Bilbo'l""’"""WIN64""","""test""","""Microsoft 365 (Office)""","""Microsoft
Corporation”"","""18.2305.1222.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.MicrosoftOfficeHub 18.2305.1222.0 x64 8wekyb3d8bbwe"""

"UrBilbo""M, ""MWING4""", """ test""", """Microsoft Content""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-08~
oe""","""C:\Windows\SystemApps\Microsoft.Windows.ContentDeliveryManager
cwbnlh2txyewy"""

"UNBilbo""Y, ""WINGA""", """ test""", """Microsoft Edge DevTools
Client""","""Microsoft Corporation""","""1000.19041.1023.0""","""2021-08-
oe""","""C:\Windows\SystemApps\Microsoft.MicrosoftEdgeDevToolsClient
8wekyb3d8bbwe"""

"""Bilbo""", """WIN64""", " aggnn ", nn "MiCrOSOft Edge
Update" " u, wownn ll’ wnn{ 3 175, 29nn ",NULL, wowwnn

"""Bilbo""", """WIN64""", """test""","""Microsoft Edge Webviewz
Runtime""","""Microsoft Corporation""","""114.0.1823.58""","""2023-06-
26""","""C:\Program Files (x86)\Microsoft\EdgeWebView\Application"""

"""Bilbo""", """WING4""","""test""", """Microsoft Edge""","""Microsoft
Corporation""","""114.0.1823.58""","""2023-06-26""","""C:\Program
Files\WindowsApps\Microsoft.MicrosoftEdge.Stable 114.0.1823.58 neutral
8wekyb3d8bbwe"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" n ", mwn "Microsoft Edge" " "’ mwn "Microsoft
Corporation""","""44.,19041.1266.0""","""2022-03~-
o2mm","""C:\Windows\SystemApps\Microsoft.MicrosoftEdge 8wekyb3d8bbwe"""

nwn "Bilbo" nw l|’ nNNETNG4" " , " aggnn ", nn "Microsoft Pay" " n, nn "Microsoft
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Corporation""", ll""2.4.18324.0"""’ llll"2019_12_07""", nnne.

\Program

Files\WindowsApps\Microsoft.Wallet 2.4.18324.0 x64 8wekyb3d8bbwe"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" n ", mwn "Microsoft People" n ", mwn "Microsoft
Corporation™"","""10.2202.31.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.People 10.2202.31.0 x64 8wekyb3d8bbwe"""

nwn "Bilbo" nw l|’ nNNETNG4" " ,

" aggnn ", nn "Microsoft Photos"" Il, wn "Microsoft

Corporation""","""2023.10030.27002.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.Windows.Photos 2023.10030.27002.0 x64 8wekyb3d8bbwe"""

"""Bilbo""", """WIN64""", "N agt ™ "", wn "MicrOSOft Stlcky NOteS""", """Microsoft
Corporation" "H, LALALY/ I 6 . O . 0""", """2023_06_12" n H, nnne. \Program

Files\WindowsApps\Microsoft.MicrosoftStickyNotes 4.6.0.

nwn "Bilbo" nw l|’ nNNETNG4" "

0 x64 8wekyb3d8bbwe"""

, " aggnn ", nn "Microsoft Store"" ll’ wn "Microsoft

Corporation""","""22305.1401.1.0""","""2023-06-23""","""C:\Program
Files\WindowsApps\Microsoft.WindowsStore 22305.1401.1.0 x64 8wekyb3d8bbwe"""

"""Bilbo""", """WIN64""", "N agt " "", wn "MicrOSOft Tips""", """Microsoft

Corporatiorl""", vlvv|110.2303.3.0"llv|, """2023_06_12""", nnne.

\Program

Files\WindowsApps\Microsoft.Getstarted 10.2303.3.0 x64 8wekyb3d8bbwe"""

"""Bilbo""", """WIN64""", " aggnn ", nn "Microsoft Update
Corporation" llll, nnn3 75 0.0"" n, nnno023-06-13" ll", W n

nrnps 1ho"" ", nNnNETNG4"" ", "N agETe ", nnnNicrosoft Visual

Package""","""Microsoft Platform Extensions""","""14.0.
12mmm, mnnc:\Program Files\WindowsApps\Microsoft.VCLibs.

14.0.32530.0_x64 8wekyb3d8bbwe"""

"R lbo""", "MTWING4""", """ "test"" ", """Microsoft Visual
Package""","""Microsoft Platform Extensions""","""14.0
Qe""","""C:\Program Files\WindowsApps\Microsoft.VCLibs
8wekyb3d8bbwe"""

wn "Bilbo" " ", nn "WIN64" nw ", "N agtnn ", nn "MicrOSOft Visual

Package""","""Microsoft Platform Extensions""","""14.0.
gzmnm, mmrC:\Program Files\WindowsApps\Microsoft.VCLibs.

8wekyb3d8bbwe"""

"UrBilbo""", ""MWINGA""", """ "test""", """Microsoft Visual
Package""","""Microsoft Platform Extensions""","""14.0
12mmm, "mrC:\Program Files\WindowsApps\Microsoft.VCLibs
8wekyb3d8bbwe"""

HllllBilbO"lllll """WIN64""", nunEogpnn u, "My crosoft famlly
Corporation""","""1000.19041.1023.0""","""2021-08~-

FortiClient & FortiClient EMS 7.2 New Features Guide
Fortinet Inc.

Health Tools""","""Microsoft

C++ 2015 UWP Desktop Runtime
32530.0™"","""2023-06-
140.00.UWPDesktop_

C++ 2015 UWP Runtime

.30035.0""", """2021-08~
.140.00_14.0.30035.0_x64

C++ 2015 UWP Runtime
30704.0""", " 2022-03-
140.00 _14.0.30704.0_x64

C++ 2015 UWP Runtime

.32530.0""", "MM2023-06-
.140.00 14.0.32530.0 x64

features""","""Microsoft

21



FortiClient EMS

oe""","""C:\Windows\SystemApps\ParentalControls cwbnlh2txyewy"""

mwn "Bilbo" A\l ", nmwn "WIN64" Al ", nmwn "test" " ", n"wn "Microsoft .UI .Xaml . 2 . O" AL ", mwn "Microsoft
Platform Extensions""","""2.1810.18004.0""","""2019-12-07""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.0 2.1810.18004.0 x64 8wekyb3d8bbwe"""

mwn "Bilbo" A\ "[ mn "WIN64" mwn , mn "test" " ", mwn "Microsoft .UI 'Xaml . 2 . 1" " ", mwn "Microsoft
Platform Extensions""","""2.11906.6001.0""","""2021-08-06""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.1 2.11906.6001.0 x64 8wekyb3d8bbwe"""

mwn "Bilbo" A\l ", nmwn "WIN64" Al ", nmwn "test" " ", n"wn "Microsoft .UI .Xaml . 2 . 3" AL ", mwn "Microsoft
Platform Extensions""","""2.32002.13001.0""","""2021-08-06""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.3 2.32002.13001.0 x64 8wekyb3d8bbwe"""

mwn "Bilbo" A\ "[ mn "WIN64" mwn , mn "test" " ", mwn "Microsoft .UI 'Xaml . 2 . 4" " ", mwn "Microsoft
Platform Extensions""","""2.42007.9001.0""","""2021-07-08""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.4 2.42007.9001.0 x64 8wekyb3d8bbwe"""

mwn "Bilbo" A\l ", nmwn "WIN64" Al ", nmwn "test" " ", n"wn "Microsoft .UI .Xaml . 2 . '7" AL ", mwn "Microsoft
Platform Extensions""","""7.2208.15002.0""","""2023-04-27""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.7 7.2208.15002.0 x64 8wekyb3d8bbwe"""

mwn "Bilbo" A\ "[ mn "WIN64" mwn , mn "test" " ", mwn "Microsoft .UI 'Xaml . 2 . 8" " ", mwn "Microsoft
Platform Extensions""","""8.2305.5001.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.8 8.2305.5001.0 x64 8wekyb3d8bbwe"""

"MUBilbo"MM, "MMWING4M"M, "M Vtest""", """Mixed Reality Portal"™"","""Microsoft
Corporation""","""2000.21051.1282.0""","""2021-08-06""","""C:\Program
Files\WindowsApps\Microsoft.MixedReality.Portal 2000.21051.1282.0 x64
8wekyb3d8bbwe"""

|I""Bilb0"""’"ll"WIN64II|I",Il""test""","""MOVieS & TV""","""MiCIOSOft
Corporation""","""10.22091.10041.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.ZuneVideo 10.22091.10041.0 x64 8wekyb3d8bbwe"""

""rBilbo""M, ""MWING4""", """ test""", """Narrator""","""Microsoft""","""10.0.19041.102
3mmn, mN2021-08-
oe""","""C:\Windows\SystemApps\microsoft.windows.narratorquickstart
8wekyb3d8bbwe"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" n ", mn "NCSiUprpp" n ", mwn "Microsoft" n ", mn "1000 . 19041 . l
023.0""","""2021-08-06""","""C:\Windows\SystemApps\NcsiUwpApp 8wekyb3d8bbwe"""

mn "Bilbo" " ", nmn "WIN64" " ", mwn "test" n ", mn "Network Connection Flow" " ", mwn "Microsoft
Corporation™"","""10.0.19041.1023""","""2021-08~
oe""","""C:\Windows\SystemApps\Microsoft.Windows.OOBENetworkConnectionFlow
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cwbnlh2txyewy"""

""rBilbo""", """WING4""", """test""", """OneNote for Windows 10""","""Microsoft
Corporation""","""16001.14326.21452.0""","""2023-06-21""","""C:\Program
Files\WindowsApps\Microsoft.Office.OneNote 16001.14326.21452.0 x64
8wekyb3d8bbwe"""

mwm llBilbO" " "’ mn "WIN64II nmn , mn lltestll " ", nn "Paint 3Dl| " Il, nn IlMicrosoft
Corporation""","""6.2203.1037.0""","""2022-04-27""", """C:\Program
Files\WindowsApps\Microsoft.MSPaint 6.2203.1037.0 x64 8wekyb3d8bbwe"""

mwn "Bilbo" L ", nmwn "WIN64" mw ", mwwn "test" " ", mwn "Phone Link" AL ", mwn "Microsoft
Corporation""","""1.23052.121.0""","""2023-06-27""","""C:\Program
Files\WindowsApps\Microsoft.YourPhone 1.23052.121.0 x64 8wekyb3d8bbwe"""

"UURilbo""", ""UWINGA""", """ "test""", """PinningConfirmationDialog""", """Microsoft
Corporation""","""1000.19041.1023.0""","""2021-08~
oe""","""C:\Windows\SystemApps\Microsoft.Windows.PinningConfirmationDialog
cwbnlh2txyewy"""

"""Bilbo""", """WIN64""", "N agtnn ", LALALESS D) ¢ Debuggers" H", n ""MicrOSOft
Corporation""", """10. 1.19041. 685"""[ """2021_08_06""", URIRIRIRINI]

|'l'"Bilbo"l'"’ "l'"WIN64"|'I', ""l'test" " ", mn "Skype" " ", mn "Skypel'" "’ mn "15 . 99. 3202 . O"'ll', ""l'20
23-06-23""","""C:\Program Files\WindowsApps\Microsoft.SkypeApp 15.99.3202.0 x64
kzf8gxf38zg5c"""

H""Bilbo""","""WIN64"H","H"test""","""Snip & Sketch""","""Microsoft
Corporation""","""10.2008.3001.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.ScreenSketch 10.2008.3001.0 x64 8wekyb3d8bbwe"""

"""RBilbo""", """WING4""", """test""", """Solitaire & Casual Games""","""Microsoft
Studios"™"","""4.16.3140.0""","""2023-06=-12""","""C:\Program
Files\WindowsApps\Microsoft.MicrosoftSolitaireCollection 4.16.3140.0 x64
8wekyb3d8bbwe"""

mnmn "Bilbo""", """WIN64""", ""lltest" " ", nmn "Spotify MuSiC" "", nn "spotify
AB""", """1 .214 .1149.0""", """2023_06_23""", """C:\Program
Files\WindowsApps\SpotifyAB.SpotifyMusic 1.214.1149.0 x86 zpdnekdrzreal"""

"""Bilbo'l""’"""WIN64""","""test""","""Store Experience HOSt""","""MiCrOSOft
Corporation""","""22305.1401.2.0™"","""2023-06=-27""","""C:\Program
Files\WindowsApps\Microsoft.StorePurchaseApp 22305.1401.2.0 x64 8wekyb3d8bbwe"""

"ll"Bilbo""","""WIN64""",""lltest""","""Take a Test"ll","""Microsoft
Corporation""","""10.0.19041.2311""","""2023-04~
12, "mrC:\Windows\SystemApps\Microsoft.Windows.SecureAssessmentBrowser
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cwbnlh2txyewy"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" n ", mn "UDK Package" " ", mwm "Microsoft
Corporation""","""10.0.19041.1023""","""2021-08~-
oe""","""C:\Windows\SystemApps\MicrosoftWindows.UndockedDevKit cwbnlh2txyewy"""

"""Bilbo""","""WING4""","""test""","""Update for Windows 10 for x64-based Systems
(K85001716) n "ll, n ""Microsoft Corporation" Il", n II|I8 . 91 . O . O"" ", mwn "2023_04_12" n ", mwwwnen

"""Bilbo"""’"""WIN64""","""test""","""vP9 video EXtenSiOnS""","""MiCrOSOft
Corporation”"","""1.0.52781.0""","""2023-04-27""","""C:\Program
Files\WindowsApps\Microsoft.VP9VideoExtensions 1.0.52781.0 x64 8wekyb3d8bbwe"""

"ll"Bilbo""","""WIN64""",""lltest""","""Web Media Extensionsll"","""Microsoft
Corporation""","""1.0.61591.0""","""2023-06-26""","""C:\Program
Files\WindowsApps\Microsoft.WebMediaExtensions 1.0.61591.0 x64 8wekyb3d8bbwe"""

"""Bilbo"""’ """WIN64""", """test""","""Webp Image Extensions""","""Microsoft
Corporation""","""1.0.52351.0""","""2023-04-27""","""C:\Program
Files\WindowsApps\Microsoft.WebpImageExtension 1.0.52351.0 x64 8wekyb3d8bbwe"""

mn "Bilbo" " ", nmn "WIN64" " ", mwn "test" n ", mn "Windows Barcode Preview" " ", mwn "Microsoft
Corporation""","""10.0.19041.1023""","""2021-08-
oe""","""C:\Windows\SystemApps\Windows.CBSPreview cwSnlh2txyewy"""

mwm "Bilbo" " "’ mwn "WIN64" " ", " "test" " ", nn "WindOwS Calculator" " ", " "Microsoft
Corporation”"","""11.2210.0.0""","""2023-04-27""","""C:\Program
Files\WindowsApps\Microsoft.WindowsCalculator 11.2210.0.0 x64 8wekyb3d8bbwe"""

mwn "Bilbo" " ", mwn "WIN64" L ", nmn "test" " ", nmn "Windows Clock" " ", nmn "Microsoft
Corporation""","""11.2304.0.0""","""2023-06-21""","""C:\Program
Files\WindowsApps\Microsoft.WindowsAlarms 11.2304.0.0 x64 8wekyb3d8bbwe"""

"""Bilbo"""’ """WIN64""", """test""","""WindOWS Default Lock Screen"""’"""Microsoft
Corporation""","""10.0.19041.1023""","""2021-08-
oe""","""C:\Windows\SystemApps\Microsoft.LockApp cwSnlh2txyewy"""

mn "Bilbo" " ", nmn "WIN64" " ", mwn "test" n ", mn "Windows Defender Smartscreen" n ", mwn "Microsoft
Corporation""","""1000.19041.1023.0""","""2021-08-
oe""","""C:\Windows\SystemApps\Microsoft.Windows.AppRep.ChxApp cwbnlh2txyewy"""

mmn "Bilbo" " "’ mnmwn "WIN64" " ", nmw "test" " ", mn "WindOwS Feature Experience
Pack""","""Microsoft Windows""","""1000.19041.1000.0""","""2023-04~-
27, mrrc:\Windows\SystemApps\MicrosoftWindows.Client.CBS cwbnlh2txyewy"""

mn "Bilbo" " ", nmn "WIN64" " ", mwn "test" n ", mn "Windows Hello Setup" Al ", mwn "Microsoft
Corporation""","""10.0.19041.1023""","""2021-08-
oe""","""C:\Windows\SystemApps\Microsoft.BioEnrollment cwbSnlh2txyewy"""
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mmn "Bilbo" " "’ mwn "WIN64" " ", mwn "test" n ", mn "WindOwS Maps" n "’ mn "Microsoft
Corporation""","""11.2303.5.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.WindowsMaps 11.2303.5.0 x64 8wekyb3d8bbwe"""

"""Bilbo""", """WIN64""", """test""","""Windows Media Player""","""Microsoft
Corporation""","""11.2304.2.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.ZuneMusic 11.2304.2.0 x64 8wekyb3d8bbwe"""

mmn "Bilbo" " "’ mw "WIN64" " ", nmw "test" " ", mn "WindOwS Print" " ", mn "Microsoft
Corporation™"","""g 2. 1.0""", "nn2021-08-06""","""C:\Windows\PrintDialog"""

wn "Bilbo" " ", nn "WIN64" nw ", "N agtnn ", nn "WindOWS SDK EULA"" H, wn "Microsoft
COrporatiOnS""", """10.1 .19041. 685"""[ """2021_08_06""", IRINIRIRIN]]

mwmn "Bilbo" " "’ nwn "WIN64" mn , nwn "test" n ", mn "Windows Search" " ", mwn "Microsoft
Corporation""","""1.14.10.19041""","""2023-06-
13, \Windows\SystemApps\Microsoft.Windows.Search cwSnlh2txyewy"""

mwm "Bilbo" " ", mwn "WIN64" " ", mwn "test" n ", mwn "Windows Security" n ", mwn "Microsoft
Corporation""","""10.0.19041.1865""","""2023-04~-
12""","""C:\Windows\SystemApps\Microsoft.Windows.SecHealthUI_chnthtxyewy"""

"UURilbo""", ""UWINGA""", """ test""", """Windows Shell Experience""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-08~
oe""","""C:\Windows\SystemApps\Microsoft.Windows.PeopleExperienceHost
cwbnlh2txyewy"""

"l'"Bilbo"Vl", """WIN64"|'|', ""l'test""","""Windows Shell Experiencell"",l'""Microsoft
Corporation""","""10.0.19041.1949""","""2023-04-
12, "mrC:\Windows\SystemApps\ShellExperienceHost cwbnlh2txyewy"""

""UBilbo""","""WING4""","""test""", """Windows Software Development Kit - Windows
10.0.19041.685""","""Microsoft Corporation""","""10.1.19041.685""","""2021-08-

06""", wowwnn

mwn "Bilbo" " ", nmwn "WIN64" L ", nmn "test" " ", mwn "Windows Voice Recorder" L ", nmn "Microsoft
Corporation""","""10.2103.28.0""","""2021-08-06""","""C:\Program
Files\WindowsApps\Microsoft.WindowsSoundRecorder 10.2103.28.0 x64 8wekyb3d8bbwe"""

""URilbo""", ""MWING4""", """ test""", """WindowsAppRuntime.1.2""", """Microsoft
Corporation""","""2000.802.31.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.WindowsAppRuntime.1.2 2000.802.31.0 x64
8wekyb3d8bbwe"""

mwn "Bilbo" mwn , mwn "WIN64" mwn , nmn "test" nmn , nmn "WindowsAppRuntime . 1 . 3" mn , mwn "Microsoft
Corporation""","""3000.851.1712.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.WindowsAppRuntime.1.3 3000.851.1712.0 x64
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8wekyb3d8bbwe"""

""UTRilbo""", ""MWINGA""", """test""", """WindowsAppRuntime.1.3""", """Microsoft
Corporation""","""3000.882.2207.0""","""2023-06-16""","""C:\Program
Files\WindowsApps\Microsoft.WindowsAppRuntime.1.3 3000.882.2207.0 x64
8wekyb3d8bbwe"""

mwmn llBilbO" " "’ nwn "WIN64II mn , nwn "testll n ", mn "Work Or SChOOl accountll 11 ", nmn "Assigned by your
organization""","""1000.19041.1023.0""","""2021-08~
oe""","""C:\Windows\SystemApps\Microsoft.AAD.BrokerPlugin cwbnlh2txyewy"""

"""BilbO""", """WIN64""", """test""","""Xbox Game Bar Plugin""","""Microsoft
Corporation""","""1.54.4001.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.XboxGameOverlay 1.54.4001.0 x64 8wekyb3d8bbwe"""

|I"llBilbO""l|’"ll"WIN64II|I",Il""testllll","""Xbox Game Barllll",llllllMicrosoft
Corporation""","""5.823.3261.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.XboxGamingOverlay 5.823.3261.0 x64 8wekyb3d8bbwe"""

"""Bilbo""", """WING4A""", """test""", """Xbox Game Speech Window""","""Microsoft
Corporation""","""1.21.13002.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.XboxSpeechToTextOverlay 1.21.13002.0 x64
8wekyb3d8bbwe"""

"l'"Bilbo"l'"’"l'"WIN64"|'I',""l'test""","""XbOX Game UI""","""MiCrOSOft
Corporation""","""1000.19041.1023.0""","""2021-08~-
oe""","""C:\Windows\SystemApps\Microsoft.XboxGameCallableUI cw5Snlh2txyewy"""

mwn "Bilbo" " ", nmwn "WIN64" L ", nmn "test" " ", mwn "Xbox Identity Provider" L ", nmn "Microsoft
Corporation""","""12.95.3001.0""","""2023-04-27""","""C:\Program
Files\WindowsApps\Microsoft.XboxIdentityProvider 12.95.3001.0 x64 8wekyb3d8bbwe"""

mm llBilbo" " ll’ mnmn "WIN64" " ", nmw "test" " ", mn "XbOX TCUI nw H, nmnn "Microsoft
Corporation"""™,"""1.24.10001.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.Xbox.TCUI 1.24.10001.0 x64 8wekyb3d8bbwe"""

"""Bilbo""","""WINGE4""","""test""","""Your account""","""Email, phone, or
Skype""","""10.0.19041.1266""","""2022-03~

ozt "mrC:\Windows\SystemApps\Microsoft.Windows.CloudExperienceHost
cwbnlh2txyewy"""

"MUBilbo"tt, TMUWINGAT M, "M M test """, " "ms-
resource://microsoft.windowscommunicationsapps/hxoutlookintl/AppManifest
OutlookDesktop DisplayName""","""Microsoft
Corporation™"","""16005.14326.21490.0""","""2023-06-27""","""C:\Program
Files\WindowsApps\microsoft.windowscommunicationsapps 16005.14326.21490.0 x64
8wekyb3d8bbwe"""
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mm "Bilbo" " "’ mnmn "WIN64" ” l', nmw l'test" " ", mn "ms_reSOurce :AppDiSplayName" " l', nw "ms_
resource:PublisherDisplayName""","""1000.19041.1023.0""","""2021-08~-
oe""","""C:\Windows\SystemApps\Microsoft.Windows.CallingShellApp cw5Snlh2txyewy"""

mwm "Bilbol' " ", mwn "WIN64" " ", mwn "test" n ", mn "ms_resource :Appoanifest_
DisplayName""","""Microsoft Corporation""","""10.0.19041.1023""","""2021-08-
oe""","""C:\Windows\SystemApps\Microsoft.Windows.FilePicker cwbnlh2txyewy"""

mm "Bilbo" " "’ mnmn "WIN64" " l', nmw l'test" " ", mn "ms_reSOurce :AprManifeSti
DisplayName""","""Microsoft Corporation""","""10.0.19041.1949""", """2023-04-
12mmr, mmrC:\Windows\SystemApps\Microsoft.Windows.FileExplorer cwbnlh2txyewy"""

"UNBilbo"MM, MMMWING4A" ", "M test """, """ "ms—
resource:Common.View.UWP/Resources/StoreAppName""","""Microsoft
Corporation""","""7.2211.24012.0™"","""2023-04-27""","""C:\Program
Files\WindowsApps\Microsoft.Microsoft3DViewer 7.2211.24012.0 x64 8wekyb3d8bbwe"""

mmn "Bilbo" " "’ mw "WIN64" " ", nmw "test" " ", mn "ms_resource : DisplayName" " "’ mnmw "ms_
resource:PublisherDisplayName""","""10.0.19041.1023""","""2021-08~-
oe""","""C:\Windows\SystemApps\Microsoft.Win32WebViewHost cwbnlh2txyewy"""

""rBilbo""", ""MWING4A""", """ test""", """ "ms~
resource:LensSDK/Resources/AppStoreName""", """Microsoft
Corporation""","""2023.2304.11.0""","""2023-06-12""","""C:\Program
Files\WindowsApps\Microsoft.WindowsCamera 2023.2304.11.0 x64 8wekyb3d8bbwe"""

"HNBE 1 hot T, MUNIINGAT T, "M N tegt Y, g~
resource:StartMenuExperienceHost/PkgDisplayName""", """ms—
resource:StartMenuExperienceHost/PublisherDisplayName""","""10.0.19041.1023""", """2
021-08-06""","""C:\Windows\SystemApps\Microsoft.Windows.StartMenuExperienceHost
cwbnlh2txyewy"""

"""Bilbo""", """WING4""", """ "test""","""ms-resource:XboxApp.Resource/Resources/App
Title""","""Microsoft Corporation""","""48.89.25001.0""","""2023-06-

12mmr, "mrC:\Program Files\WindowsApps\Microsoft.XboxApp 48.89.25001.0 x64
8wekyb3d8bbwe"""

"""Boromir""", """WIN32""","""brando""","""Add Folder Suggestions
dialog""","""Microsoft Corporation""","""10.0.19041.1023""","""2021-11-

2", "mrC:\Windows\SystemApps\Microsoft.Windows.AddSuggestedFoldersToLibraryDialo
g _cwdSnlh2txyewy"""

mwm "BOromir" " ", nn "WIN32" " ", nwn "brandoﬂ " ", nn "App Installer" " ", nn "Microsoft
Corporation™"™,"""1.19.11071.0""","""2023-06-15""","""C:\Program
Files\WindowsApps\Microsoft.DesktopAppInstaller 1.19.11071.0 x86 8wekyb3d8bbwe"""

HllllBoromirllH",I|HHWIN32I|H",llll"brandollll",I|HHASSigned Access Lock app""","""Microsoft
Corporation""","""1000.19041.1023.0""","""2021-11~
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26", """C:\Windows\SystemApps\Microsoft.Windows.AssignedAccessLockApp
cwbnlh2txyewy"""

mwm "Boromir" n ", mwn "WIN32" n ", mn "brando" n ", mn "AsyncTeXtService" " ", mwn "Microsoft
Corporation""","""10.0.19041.1023""","""2021-11~
26", """C:\Windows\SystemApps\Microsoft.AsyncTextService 8wekyb3d8bbwe"""

"""Boromir""", """WIN32""", """brando""","""Captive Portal Flow""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-11~

26""", """C:\Windows\SystemApps\Microsoft.Windows.OOBENetworkCaptivePortal
cwbnlh2txyewy"""

mwm "Boromir" n ", mn "WIN32" n ", mn "brando" n ", mn "CapturePicker" n ", mwn "Microsoft
Corporation""","""10.0.19041.1023""","""2021-11~-
26", """C:\Windows\SystemApps\Microsoft.Windows.CapturePicker cwSnlh2txyewy"""

"YU RSromir"" u, nHNETN32" " n, "M rando"" u, "nrCoortanam” n, "ML crosoft
Corporation""","""4,2204.13303.0™"","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.549981C3F5F10 4.2204.13303.0 x86 8wekyb3d8bbwe"""

mwm "Boromir" n ", mn "WIN32" n ", mn "brando" n ", mn "Credential Dialog" n ", mn "Microsoft
Corporation""","""10.0.19041.1023""","""2021-11~-
26", """C:\Windows\SystemApps\microsoft.creddialoghost cwbnlh2txyewy"""

"l'"Boromir""","""WIN32I'"",l'""brandO""","""Email and aCCOU.ntS""", ""l'Microsoft
Corporation""","""10.0.19041.1023""","""2021-11-
26", """C:\Windows\SystemApps\Microsoft.AccountsControl cwSnlh2txyewy"""

mwm "Boromir" n ", mn "WIN32" n ", mn "brando" n ", mn "Eye Control" " ", mwm "Microsoft
Corporation""","""10.0.19041.1023""","""2021-11~-
26", """C:\Windows\SystemApps\Microsoft .ECApp 8wekyb3d8bbwe"""

mm llBoromir" " ", mn "WIN32 mn ", mn "brandoﬂ " ", mn "Feedback Hub" " ", mn "Microsoft
Corporation"""™,"""1.2304.1243.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.WindowsFeedbackHub 1.2304.1243.0 x86 8wekyb3d8bbwe"""

mwm "Boromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "Forticlient" " l’, nmn "Fortinet Technologies
Inc" "l’, n "|'7 .2 . O . O690"|'", """2023_06_12"" ", mn "C:\Program
Files\Fortinet\FortiClient\"""

mm llBoromir" " ", mn "WIN32 mn ", mn "brandoﬂ " ", mn "Get Help" " ", mn "Microsoft
Corporation""","""10.2303.10961.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.GetHelp 10.2303.10961.0 x86 8wekyb3d8bbwe"""

mwm "Boromir" mnmn , mn "WIN32" mwn , mwn "brando" nmn , mn "Google Chrome" nmn , mn "Google
LLC" "", n ""114 . O . 5735 . 135""" , n ""2023_06_26"" ", mn "C:\Program
Files\Google\Chrome\Application"""
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mm "Boromir" " ", mn "WIN32 mn ", mn "brando" " ", mn "HEIF Image Extensionsll " ", mn "Microsoft
Corporation""","""1.0.61171.0""","""2023-05=-12""","""C:\Program
Files\WindowsApps\Microsoft.HEIFImageExtension 1.0.61171.0 x86 8wekyb3d8bbwe"""

mwm "Boromir" AL ", nn "WIN32" A\ ", nmn "brandoﬂ " ", nmn "MSN Weather" " ", mwm "Microsoft
Corporation™"","""4.53.51461.0""","""2023-06-15""","""C:\Program
Files\WindowsApps\Microsoft.BingWeather 4.53.51461.0 x86 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","""brando""","""Microsoft .Net Native Framework Package
1.7""", """Microsoft Corporation""","""1.7.27413.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.NET.Native.Framework.1.7 1.7.27413.0 x86
8wekyb3d8bbwe"""

"""Boromir""", """WIN32""","""brando""","""Microsoft .Net Native Framework Package
2. 2", """Microsoft Corporation""","""2.2.29512.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.NET.Native.Framework.2.2 2.2.29512.0 x86
8wekyb3d8bbwe"""

"""Boromir""","""WIN32""", """brando""","""Microsoft .Net Native Runtime Package
1.7""", """Microsoft Corporation""","""1.7.27422.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.NET.Native.Runtime.1l.7 1.7.27422.0 x86
8wekyb3d8bbwe"""

"""Boromir""", """WIN32""", """brando""","""Microsoft .Net Native Runtime Package
2.2""", """Microsoft Corporation""","""2.2.28604.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.NET.Native.Runtime.2.2 2.2.28604.0 x86
8wekyb3d8bbwe"""

H""Boromir""","""WIN32""","""brandO""","""Microsoft 365 (Office) ""","""Microsoft
Corporation""","""18.2305.1222.0""","""2023-06-15""","""C:\Program
Files\WindowsApps\Microsoft.MicrosoftOfficeHub 18.2305.1222.0 x86 8wekyb3d8bbwe"""

"""Boromir""", """WIN32""","""brando""","""Microsoft Content""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-11~-

2e""", """C:\Windows\SystemApps\Microsoft.Windows.ContentDeliveryManager
cwbnlh2txyewy"""

"""Boromir""","""WIN32""","""brando""","""Microsoft Edge DevTools
Client""","""Microsoft Corporation""","""1000.19041.1023.Q0""","""2021-11-
26""", """C:\Windows\SystemApps\Microsoft.MicrosoftEdgeDevToolsClient
8wekyb3d8bbwe"""

"UUBRSromir™" H, nHNEITN32"" ", "y ando™" H, "nnNvicrosoft Edge
Updaten "", wiwnn ", wwny . 3 . 175 . 29"" ",NULL, NRIRIRIRIRL

mn "Boromir" n ", mn "WIN32" n ", mwn "brandol‘ n ", mn "Microsoft Edge Webviewz
Runtime""","""Microsoft Corporation""","""114.0.1823.58""","""2023-06-
2e""", """C:\Program Files\Microsoft\EdgeWebView\Application"""

FortiClient & FortiClient EMS 7.2 New Features Guide 219
Fortinet Inc.



FortiClient EMS

"""Boromir""","""WIN32""","""brando""","""Microsoft Edge""","""Microsoft
Corporation”"","""114.0.1823.58""","""2023-06-26""","""C:\Program
Files\WindowsApps\Microsoft.MicrosoftEdge.Stable 114.0.1823.58 neutral
8wekyb3d8bbwe"""

mwmn "Boromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "Microsoft Edge" mn , nmn "Microsoft
Corporation""","""44.,19041.1266.0""","""2022-03~-
oz, ""rC:\Windows\SystemApps\Microsoft.MicrosoftEdge 8wekyb3d8bbwe"""

mwn "BOromir" " ", mwn "WIN32" " ", nwn "brandoﬂ " ", mwn "Microsoft Pay" " "’ mwn "Microsoft
Corporation""","""2.4.18324.0""","""2019-12-07""","""C:\Program
Files\WindowsApps\Microsoft.Wallet 2.4.18324.0 x86 8wekyb3d8bbwe"""

mwmn "Boromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "Microsoft People" n ", mwn "Microsoft
Corporation""","""10.2202.31.0""","""2023-06-15""","""C:\Program
Files\WindowsApps\Microsoft.People 10.2202.31.0 x86 8wekyb3d8bbwe"""

mwn "BOromir" " ", mwn "WIN32" " ", nwn "brandoﬂ " ", mwn "Microsoft PhOtOS" " ", mwn "Microsoft
Corporation""","""2023.10030.27002.0""","""2023-05-09""", """C:\Program
Files\WindowsApps\Microsoft.Windows.Photos 2023.10030.27002.0 x86_ 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","""brando""","""Microsoft Sticky NoteS""", """Microsoft
Corporation" "", " ""4 . 6 . O . O""ll’ ""ll2023_05_09" " Il, mwn IIC . \Program
Files\WindowsApps\Microsoft.MicrosoftStickyNotes 4.6.0.0 x86 8wekyb3d8bbwe"""

mwn "BOromir" " ", mwn "WIN32" " ", nwn "brandoﬂ " ", mwn "Microsoft StOre" " ", mwn "Microsoft
Corporation""","""22305.1401.1.0""","""2023-06-23""","""C:\Program
Files\WindowsApps\Microsoft.WindowsStore 22305.1401.1.0 x86 8wekyb3d8bbwe"""

mwn "Boromir" " ", mwn "WIN32" " ", mwn "brando" " ", mn "Microsoft Tipsll mwn , mn "Microsoft
Corporation""","""10.2303.3.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.Getstarted 10.2303.3.0 x86 8wekyb3d8bbwe"""

"nUBRSromir™" H, nHNEmITN32"" ", " hyrando™" H, "nnNicrosoft Update Health
TOOlS""","""Microsoft Corporation""","""3.72.0.0""","""2023—05—10""",""""""

"""Boromir""","""WIN32""","""brando""","""Microsoft Visual C++ 2015 UWP Desktop
Runtime Package""","""Microsoft Platform Extensions""","""14.0.32530.0""","""2023-
06-15""","""C:\Program Files\WindowsApps\Microsoft.VCLibs.140.00.UWPDesktop
14.0.32530.0 x86 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""", """brando""","""Microsoft Visual C++ 2015 UWP Runtime
Package""","""Microsoft Platform Extensions""","""14.0.32530.0""","""2023-06-
15", """C:\Program Files\WindowsApps\Microsoft.VCLibs.140.00 14.0.32530.0 x86

8wekyb3d8bbwe"""
mwmn llBoromir" n ", mn "WIN32" n Il, mn Ilbrandoli n ", mn "Microsoft family featuresll n ", mn "Microsoft
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Corporation""","""1000.19041.1023.0""","""2021-11~
2e""", """C:\Windows\SystemApps\ParentalControls cwSnlh2txyewy"""

mwn "Boromir" " ", mwn "WINBZ" " ", nwn "brando" " ", mwn "Microsoft .UI .Xaml . 2 . 0" ALJ ", mwn "Microsoft
Platform Extensions""","""2.1810.18004.0""","""2019-12-07""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.0 2.1810.18004.0 x86 8wekyb3d8bbwe"""

mwmn llBoromir" n ", mn "WIN32" n Il, mn Ilbrandoli n ", mn "Microsoft .UI .Xaml . 2 . 1" " "’ mn llMicrosoft
Platform Extensions""","""2.11906.6001.0™"","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.1 2.11906.6001.0 x86 8wekyb3d8bbwe"""

mwn "Boromir" " ", mwn "WINBZ" " ", nwn "brando" " ", mwn "Microsoft .UI .Xaml . 2 . 3" ALJ ", mwn "Microsoft
Platform Extensions""","""2.32002.13001.0""","""2021-09-23""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.3 2.32002.13001.0 x86 8wekyb3d8bbwe"""

mwmn llBoromir" n ", mn "WIN32" n Il, mn Ilbrandoli n ", mn "Microsoft .UI .Xaml . 2 . 4" " "’ mn llMicrosoft
Platform Extensions""","""2.42007.9001.0™"","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.4 2.42007.9001.0 x86 8wekyb3d8bbwe"""

mwn "Boromir" " ", mwn "WINBZ" " ", nwn "brando" " ", mwn "Microsoft .UI .Xaml . 2 . 7" ALJ ", mwn "Microsoft
Platform Extensions""","""7.2208.15002.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.7 7.2208.15002.0 x86 8wekyb3d8bbwe"""

mwmn llBoromir" n ", mn "WIN32" n Il, mn Ilbrandoli n ", mn "Microsoft .UI .Xaml . 2 . 8" " "’ mwn llMicrosoft
Platform Extensions""","""8.2305.5001.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.UI.Xaml.2.8 8.2305.5001.0 x86 8wekyb3d8bbwe"""

mwn "Boromir" " ", mwn "WINBZ" " ", nwn "brando" " ", mwn "Movies & Tv" "w ", mwn "Microsoft
Corporation""","""10.22091.10041.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.zZuneVideo 10.22091.10041.0 x86 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""", """brando""","""Narrator""","""Microsoft""","""10.0.19041
L1023 "2 021-11-

2e""", """C:\Windows\SystemApps\microsoft.windows.narratorquickstart
8wekyb3d8bbwe"""

mwmn "Boromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "NCSiUprpp" n ", mn "Microsoft" n ", mn "1000 . 190
41.1023.0""","""2021-11-26""","""C:\Windows\SystemApps\NcsiUwpApp 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""", """brando""", """Network Connection Flow""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-11-

26", ""rC:\Windows\SystemApps\Microsoft.Windows.OOBENetworkConnectionFlow
cwbnlh2txyewy"""

"YU RSromir™" u, nnNETN32" " n, "M rando"" u, "mronaNote for Windows 10"" n, "ML crosoft
Corporation""","""16001.14326.21452.0""","""2023-06-21""","""C:\Program
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Files\WindowsApps\Microsoft.Office.OneNote 16001.14326.21452.0 x86
8wekyb3d8bbwe"""

mwn "Boromir" " ", mwn "WINBZ" " ", nwn "brando" " ", mwn "Paint 3D" " ", mwn "Microsoft
Corporation""","""6.2305.16087.0""","""2023-06-23""","""C:\Program
Files\WindowsApps\Microsoft.MSPaint 6.2305.16087.0 x86 8wekyb3d8bbwe"""

mwm llBoromir" " ", nn "WIN32" n Il, nn Ilbrandoli " ", nn "Phone Linkll " ", nmn llMicrosoft
Corporation""","""1.23052.121.0""","""2023-06=-27""","""C:\Program
Files\WindowsApps\Microsoft.YourPhone 1.23052.121.0 x86 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","""brando""","""PinningConfirmationDialog""","""Microsoft
Corporation""","""1000.19041.1023.0""","""2021-11~-

26", """C:\Windows\SystemApps\Microsoft.Windows.PinningConfirmationDialog
cwbnlh2txyewy"""

"""Boromir" n ", mn "WIN32"" "’ mn "brandoll n ", mn "Skype"" "’ mn "Skype"" "’ mn "15 . 99. 3202 . O""", n
""2023-06-26""","""C:\Program Files\WindowsApps\Microsoft.SkypeApp 15.99.3202.0
x86 kzf8gxf38zgbc"""

"ll"Boromirllll",I|HHWIN32""",ll""brandoll"",l|""snip & Sketch""","""Microsoft
Corporation”"","""10.2008.3001.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.ScreenSketch 10.2008.3001.0 x86 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","""brando""","""Solitaire & Casual Games""","""Microsoft
Studios"™"","""4.16.3140.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.MicrosoftSolitaireCollection 4.16.3140.0 x86
8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","ll"brandollll","""Store Experience Host""", """Microsoft
Corporation""","""12303.1401.1.0™"","""2023-06-19""","""C:\Program
Files\WindowsApps\Microsoft.StorePurchaseApp 12303.1401.1.0 x86 8wekyb3d8bbwe"""

"""Boromir""", """WIN32""","""brando""","""Take a Test""","""Microsoft
Corporation""","""10.0.19041.2311""","""2023-05-

1o, "mC:\Windows\SystemApps\Microsoft.Windows.SecureAssessmentBrowser
cwbnlh2txyewy"""

mwmn llBoromir" n ", mn "WIN32" n Il, mn Ilbrandoﬂ n ", mn "UDK Package" " ll’ mwn llMicrOSOft
Corporation""","""10.0.19041.1023""","""2021-11~-
2e""", """C:\Windows\SystemApps\MicrosoftWindows.UndockedDevKit cwbnlh2txyewy"""

"""Boromir""","""WIN32""","""brando""","""Update for WindOWS lO
(KB5001716)""","""Microsoft Corporation""","""8.92.0.0""","""2023—05—24""",""""""

"""Boromir""","""WIN32""","""brandoll"","""VP9 video Extensionsl'"","""Microsoft
Corporation""","""1.0.52781.0""","""2023-05-09""", """C:\Program
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Files\WindowsApps\Microsoft.VP9VideoExtensions 1.0.52781.0 x86 8wekyb3d8bbwe"""

mwn "BOromir" " ", mwn "WIN32" " ", nwn "brando" " ", mwn "Web Media Extensions" AL ", nwn "Microsoft
Corporation""","""1.0.61591.0""","""2023-06-26""","""C:\Program
Files\WindowsApps\Microsoft.WebMediaExtensions 1.0.61591.0 x86 8wekyb3d8bbwe"""

mwm "Boromir" " ", nmn "WIN32" n ", nmn "brando" " ", nn "Webp Image Extensions" " ", nmn "Microsoft
Corporation""","""1.0.52351.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.WebpImageExtension 1.0.52351.0 x86 8wekyb3d8bbwe"""

mwm "BOromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "WindOwS Barcode Preview" " ", mwwm "Microsoft
Corporation""","""10.0.19041.1023""","""2021-11-
26", """ C:\Windows\SystemApps\Windows.CBSPreview cwbnlh2txyewy"""

mwn "Boromir" " ", mwn "WIN32" " ", mwn "brando" " ", mn "Windows Calculator" " ", nmn "Microsoft
Corporation”"","""11.2210.0.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.WindowsCalculator 11.2210.0.0 x86 8wekyb3d8bbwe"""

mwn "BOromir" " ", mwn "WIN32" " ", nwn "brando" " ", mwn "WindOwS Clock" " ", mwn "Microsoft
Corporation""","""11.2304.0.0""","""2023-06-21""","""C:\Program
Files\WindowsApps\Microsoft.WindowsAlarms 11.2304.0.0 x86 8wekyb3d8bbwe"""

mwmn "Boromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "Windows Default Lock
Screen""","""Microsoft Corporation""","""10.0.19041.1023""","""2021-11-
26""", """C:\Windows\SystemApps\Microsoft.LockApp cwbnlh2txyewy"""

mwm "BOromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "WindOwS Defender
SmartScreen""","""Microsoft Corporation""","""1000.19041.1023.0""","""2021-11-
2e""", """ C:\Windows\SystemApps\Microsoft.Windows.AppRep.ChxApp cwbnlh2txyewy"""

mwmn "Boromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "Windows Feature EXperienCe
Pack""","""Microsoft Windows""","""1000.19041.1000.0""","""2023-05~-
12, mmrC:\Windows\SystemApps\MicrosoftWindows.Client.CBS cwSnlh2txyewy"""

mwm "BOromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "WindOwS Hello Setup" " ", mm "Microsoft
Corporation""","""10.0.19041.1023""","""2021-11-
26", """C:\Windows\SystemApps\Microsoft.BioEnrollment cwbnlh2txyewy"""

mwmn "Boromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "Windows Maps" n ", mn "Microsoft
Corporation""","""11.2303.5.0""", """2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.WindowsMaps 11.2303.5.0 x86 8wekyb3d8bbwe"""

nwn "BOromir" " ", mwn "WIN32" " ", nwn "brando" " ", mwn "WindOwS Media Player" AL ", nwn "Microsoft
Corporation""","""11.2304.2.0""","""2023-06-15""","""C:\Program
Files\WindowsApps\Microsoft.ZuneMusic 11.2304.2.0 x86 8wekyb3d8bbwe"""

"YU RSromir™" u, nnNETN32" " n, "M rando"" u, "nEindows Print"" n, "ML crosoft
Corporation""","""g. 2. 1.0""", """2021-11-26""","""C:\Windows\PrintDialog"""
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mmn "Boromir" " ", mn "WIN32" " "’ mn "brando" " ", mn "WindOwS Search" LA ", nmw "Microsoft
Corporation""","""1.14.10.19041""","""2023-06-
15", "mrC:\Windows\SystemApps\Microsoft.Windows.Search cwSnlh2txyewy"""

mn "Boromir" n ", mn "WIN32" n ", mwn "brandol‘ n ", mn "Windows Security" n ", mwn "Microsoft
Corporation""","""10.0.19041.1865""","""2022-09-
oe""","""C:\Windows\SystemApps\Microsoft.Windows.SecHealthUI cwbSnlh2txyewy"""

"""Boromir""","""WIN32""","""brando""", """Windows Shell Experience""","""Microsoft
Corporation""","""10.0.19041.1023""","""2021-11~-

26", """C:\Windows\SystemApps\Microsoft.Windows.PeopleExperienceHost
cwbnlh2txyewy"""

mwmn "Boromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "Windows Shell Experience" n ", mwn "Microsoft
Corporation""","""10.0.19041.1949""","""2023-05-
1o, """C:\Windows\SystemApps\ShellExperienceHost cwbnlh2txyewy"""

mwn "BOromir" " ", mwn "WIN32" " ", nwn "brandoﬂ " ", mwn "WindOwS Voice ReCOrder" Al "’ nmn "Microsoft
Corporation""","""10.2103.28.0""","""2021-09-23""","""C:\Program
Files\WindowsApps\Microsoft.WindowsSoundRecorder 10.2103.28.0 x86 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","""brando""", """WindowsAppRuntime.1l.2""","""Microsoft
Corporation""","""2000.802.31.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.WindowsAppRuntime.1.2 2000.802.31.0 x86
8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","""brando""", """WindowsAppRuntime.1.3""","""Microsoft
Corporation""","""3000.882.2207.0""","""2023-06-19""","""C:\Program
Files\WindowsApps\Microsoft.WindowsAppRuntime.1.3 3000.882.2207.0 x86
8wekyb3d8bbwe"""

mm "Boromir" " ", mn "WIN32 mn ", mn "brando" " ", mn "Work Or SChOOl aCCOunt" " l', nw llAssigned by
your organization""","""1000.19041.1023.0""","""2021-11-
26", """C:\Windows\SystemApps\Microsoft.AAD.BrokerPlugin cwSnlh2txyewy"""

mwn "Boromir" " ", mwn "WIN32" " ", mwn "brandoﬂ " ", mwn "Xbox Game Bar Plugin" " ", mwn "Microsoft
Corporation""","""1.54.4001.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.XboxGameOverlay 1.54.4001.0 x86 8wekyb3d8bbwe"""

mm llBoromirll " ", mn "WIN32 mn ", mn "brandoﬂ " ", mn "XbOX Game Barll " H, nmn "Microsoft
Corporation"""™,"""5.823.3261.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.XboxGamingOverlay 5.823.3261.0 x86 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","""brando""", """Xbox Game Speech Window""","""Microsoft
Corporation"""™,"""1.,21.13002.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.XboxSpeechToTextOverlay 1.21.13002.0 x86
8wekyb3d8bbwe"""
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mmn "Boromir" " ", mn "WIN32" " "’ mn "brando" " ", mn "XbOX Game UI" " ", mn "Microsoft
Corporation""","""1000.19041.1023.0""","""2021-11~-
26", ""rC:\Windows\SystemApps\Microsoft.XboxGameCallableUI cwSnlh2txyewy"""

mwn "Boromir" " ", mwn HWIN32" " ", mwn "brando" " ", mwn "Xbox Identity Provider" " ", nmn "Microsoft
Corporation""","""12.95.3001.0""","""2023-05-09""", """C:\Program
Files\WindowsApps\Microsoft.XboxIdentityProvider 12.95.3001.0 x86 8wekyb3d8bbwe"""

mwm "Boromir" " ", n"wn "WIN32" " "’ nwn "brando" " ", mwn "XbOX TCUI" " ", nmn "Microsoft
Corporation""","""1.24.10001.0""","""2021-06-04""","""C:\Program
Files\WindowsApps\Microsoft.Xbox.TCUI 1.24.10001.0 x86 8wekyb3d8bbwe"""

"""Boromir""","""WIN32""","""brando""","""Your account""","""Email, phone, or
Skype""","""10.0.19041.1266""", """2022-03-

oz, "mrC:\Windows\SystemApps\Microsoft.Windows.CloudExperienceHost
cwbnlh2txyewy"""

"""Boromir""", """WIN32""","""brando""", """ "ms-
resource://microsoft.windowscommunicationsapps/hxoutlookintl/AppManifest
OutlookDesktop DisplayName""","""Microsoft
Corporation""","""16005.14326.21490.0""","""2023-06-27""","""C:\Program
Files\WindowsApps\microsoft.windowscommunicationsapps 16005.14326.21490.0 x86
8wekyb3d8bbwe"""

mmn "Boromir" " ", mn "WIN32" " "’ mn "brando" " ", mn "ms_reSOurce :AppDiSplayName" " ", nmw "ms_
resource:PublisherDisplayName""","""1000.19041.1023.0""","""2021-11~-
26", ""C:\Windows\SystemApps\Microsoft.Windows.CallingShellApp cwbnlh2txyewy"""

mn "Boromir" n ", mn HWIN32" n ", mwn "brando" n ", mn "ms_resource :AprManifeSt_
DisplayName""","""Microsoft Corporation""","""10.0.19041.1023""","""2021-11-
26", """C:\Windows\SystemApps\Microsoft.Windows.FilePicker cwbnlh2txyewy"""

mmn "Boromir" " ", mn "WIN32" " "’ mn "brando" " ", mn "ms_resource :AprManifeSt_
DisplayName""","""Microsoft Corporation""","""10.0.19041.1949""", """2023-05-
1o, """ C:\Windows\SystemApps\Microsoft.Windows.FileExplorer cwbnlh2txyewy"""

"""Boromir""", """WINI32""", """brando""", """ "ms~-
resource:Common.View.UWP/Resources/StoreAppName""","""Microsoft
Corporation""","""7.2211.24012.0""","""2023-05-09""","""C:\Program
Files\WindowsApps\Microsoft.Microsoft3DViewer 7.2211.24012.0 x86 8wekyb3d8bbwe"""

mwm "BOromir" n ", mn "WIN32" n ", mwn "brando" n ", mn "ms_resource : DisplayName" " ", mwn "ms_
resource:PublisherDisplayName""","""10.0.19041.1023""","""2021-11~-
26", """C:\Windows\SystemApps\Microsoft.Win32WebViewHost cwSnlh2txyewy"""

mwmn llBoromirll mwn , mn "WIN32 mwon , mwn "brando mmn , mn "ms_
resource:LensSDK/Resources/AppStoreName""", """Microsoft
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Corporation""","""2023.2304.11.0""","""2023-06-15""","""C:\Program
Files\WindowsApps\Microsoft.WindowsCamera 2023.2304.11.0 x86 8wekyb3d8bbwe"""

"""Boromir""", """WIN32""", """brando""", """ms~-
resource:StartMenuExperienceHost/PkgDisplayName""","""ms—
resource:StartMenuExperienceHost/PublisherDisplayName""","""10.0.19041.1023""", """2
021-11-26""","""C:\Windows\SystemApps\Microsoft.Windows.StartMenuExperienceHost

cwbnlh2txyewy"""
mmn "Boromir" n ", mn "WIN32" n ", mn "brandoll n ", mn "ms_
resource:XboxApp.Resource/Resources/App Title""","""Microsoft

Corporation™""™,"""48.89.25001.0""","""2022-07-05""","""C:\Program
Files\WindowsApps\Microsoft.XboxApp 48.89.25001.0 x86 8wekyb3d8bbwe"""

Password recovery for EMS administrators -7.2.2

EMS 7.2.2 includes password recovery features as follows:

» A global super administrator can reset the password for EMS local administrators from the EMS GUI.

« Ifthe EMS built-in administrator password is forgotten, a super administrator cannot access EMS. In this case, you
can use the PasswordRecovery tool.

To reset the password for EMS local administrators:

When multitenancy is enabled, this option is only available in the global site.

1. Loginto EMS as a super administrator.
Go to Administration > Admin Users.
Edit the desired local administrator.
Enable Reset Password.

EMS automatically generates a temporary password. If desired, click Generate to generate a new random
password. Click Copy, then click Finish.

o DN
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Edit user - Admin1 x

Role

Super Administrator M

@ Reset Password

Temporary Password

Generate password

A User will be prompted to change their password on next sign in

R @ Generate Copy

Restrict Login to Trusted Hosts

Comment

Finish

6. Logoutof EMS.
7. Loginto EMS as the local administrator. In the Password field, paste in the temporary password.
8. EMS prompts you to update your password. Enter a new password, then click Submit.

To use the PasswordRecovery tool:

1. Onthe EMS machine, go to C:\Program Files (x86)\Fortinet\FortiClientEMS.

2. Run PasswordRecovery.exe.

3. A Command Prompt dialog opens. Enter yes to proceed.

4. Atemporary password is generated and copied to the clipboard.

5. Loginto EMS as admin and paste in the temporary password.

6. EMS prompts you to update your password. Enter a new password, then click Submit.

You must have administrator-level permissions for SQL to run PasswordRecovery.exe to
N - /, create a temporary password. By default, Windows domain administrators and local
q administrators have administrator-level permissions to SQL. However, when logged in to the
= EMS machine as a local or domain user, you must run PasswordRecovery.exe as an
administrator and provide local/domain administrator credentials. Otherwise, an error occurs.
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Using the Fortinet email server for sending alerts -7.2.2

By default, FortiClient Cloud uses the Fortinet built-in email server to send email alerts. This eliminates the need to
specify your own SMTP/mail server before sending alert emails. You only need to configure the recipient email
addresses.

If desired, you can still manually specify your own SMTP server.

To configure email settings:

1. InFortiClient Cloud, go to System Settings > SMTP Server.
2. Bydefault, Fortinet is selected as Mail Server. Configure recipients and test recipient settings as desired. Save.

The following shows an example alert email. The sender email address is no-reply@notification.fortinet.net.

Fri 2023-06-23 11:16 AM
no-reply@notification fortinet.net
Alert Email from EMS Server (Fortinet - ID:

To John Doe

Malware detected (last S mins)
Bilbo (test), EICAR TEST FILE, Detected at: 2023-06-23 11:10:12, Malware: EICAR TEST FILE found in \??\C:\Users\test\Downloads\Unconfirmed 289558.crdownload by realtime
scan. The file was quarantined.

FortiFlex support-7.2.2

FortiFlex, formerly Flex-VM, is a subscription service to configure and manage virtual machine (VM) usage entitlements.
You can now import an EMS license via a FortiFlex VM token. You can easily manage entitlements (license seats and
expiry) from the FortiFlex portal. You can monitor point usage on the FortiFlex portal, which helps to keep track of your
costs and billings.

FortiFlex only supports on-premise EMS and per-endpoint licensing.

To import an EMS license via a FortiFlex VM token:

1. Register a contract for the FortiFlex program on your FortiCloud account. For FortiFlex ordering information, see
the FortiFlex Ordering Guide.

2. Create a configuration for EMS:
a. Inthe FortiFlex portal, go to Services > FortiFlex > Configurations.
b. Under Form Factor, select Virtual Machines.
c. Under Product Type, select FortiClient EMS - Per Endpoint.
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d. Configure the desired name, then click Next.
Manage Configuration 1 Detail 2 Setup 3 Review
1. Configuration Details

Name *

Enter Configuration Name

# Dashboard

Select Product

W Flex Entitlements -
Form Factor *

Product Type*

e. Assign license seats as desired, then proceed to save. FortiFlex creates the configuration.
3. Create an entitlement for EMS:

a. Goto Flex Entitlements.

b. Click New Flex Entitlement.

c. From the Product Type dropdown list, select FortiClient EMS - Per Endpoint.

d. Under Termination Mode, select one of the following:

i. To setthe license expiry date to be the same as the FortiFlex program expiry, select Follow Program.

ii. Tomanually set the expiry date, select User Defined.

e. From the Asset Folder dropdown list, select the folder to create the entitlement under.
From the Configuration dropdown list, select the configuration that you created.

g. Configure other fields as desired, then submit to create the entitiement.

o

Add Flex Entitlement(s) 1 Detmis 2 Confirmation 3 Complete
FORTIFLEX ELA
ELAVMRD000004674 1. Flex Entitlement Details
Add Flex Entitlements)
# Dashboard Product Type: * Configuration: *
FortiClient EMS - Per User - EMS3 -
Flex Entitlements
Number of Flex Entitlements: * Description:
1 Enter Flex Entitlement Description
“® Decommissioned Units
Termination Mode: * Program Expiration Date :
3 Configurations O Follow Program 2024-06-27
User Defined
& Points Asset Folder: *
My Assets v
B Reports
Tools

4. Import the EMS license using a FortiFlex token:
a. Inthe FortiFlex portal, go to Flex Entitlements.
b. Selectthe EMS entitlement.
c. Copy the license file token.

d. In EMS, on the Dashboard > License Information widget, click Add beside FortiCloud Account.
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Enter your credentials.

Enable Activate license through Flex-VM.

In the Flex-VM Token field, enter the token.

Click Login & Sync License Now. FortiCloud updates the entitlement with the EMS hardware ID. You can
update the license seats and expiry in the FortiFlex portal by editing the configuration and entitlement. EMS

automatically imports the new license file after syncing with FortiGuard. You can also manually sync the
FortiCloud account connected to EMS.

SQ 0

FortiGuard Forensics service support on on-premise EMS -7.2.2

On-premise EMS 7.2.2 supports the FortiGuard Forensics service. You can request forensic analysis on a suspected
device from on-premise EMS. The Fortinet forensics team investigates the logs and provides a detailed report with their
verdict. You can download the report from EMS.

You can only request forensic analysis for Windows endpoints.

You can track forensics analysis requests and statuses from the following widgets in Dashboard > Forensics Analysis.
The widgets are not available in FortiClient Cloud:

Widget Information shown

Active Concurrent Forensics Number of active requests and available requests. You can only have five
Analysis Requests concurrent requests.
Forensics Analysis Status Ticket status of each endpoint's forensics analysis task.
Forensics Analysis Result Forensics verdict for analyzed endpoints:
* Clean

e Compromised
e Suspicious

Forensics Analysis Unread Number of endpoints for which report are unread or not downloaded.
Reports
Top 10 Latest Forensics Analysis  Analysis report, the time that it was updated, and the verdict.
Reports
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Forensics Analysis Result

1 2 1

Compromised Total Clean

Forensics Analysis Unread Reports

Total

1

Unread

You can drill down on the Forensics Analysis Status, Forensics Analysis Result, and Forensics Analysis Unread Reports
widgets by clicking into the charts.

You need to apply the Forensics license to EMS to access this feature. The following assumes that you have acquired
and applied the license as necessary.

To request forensic analysis for an endpoint:

1. Enable the forensic analysis feature:
a. InEMS, go to System Settings > Feature Select.
b. Enable FortiGuard Forensics Analysis.
c. Click Save.
2. Configure forensic analysis in a profile:
a. Goto Endpoint Profiles > System Settings.
b. Create a new profile or edit an existing one.
c. Under Endpoint Control, toggle Enable Forensics Feature on.
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d. Click Save.
System Settings Profile ~ Expand Al - Collapse All
Name Profiled1 Basic Advanced XML
——
Endpoint Control -
Show Bubble Netifications [ o)
Log off When User Logs out of Windows
Disable Disconnect @
Send Software Inventory @ o)
Invalid Certificate Action -
Enable Forensics Feature @ O
User Identity Settings -
Allow Users to Specify Identity Using
IManually Enter User Details o)
Linkedin o)

m Discard Changes

e. Include this profile in a policy, and apply the policy to the desired endpoint.
3. Request analysis:
a. Goto Endpoints > All Endpoints.
b. Select the desired endpoint.
c. Under Forensics Analysis, click Request Analysis.
4. Complete the questionnaire:
a. Inthe Summary of the Issue field, enter a description of the issue that you are observing on the endpoint.
In the Reason of Escalation field, select the desired option, or enter another reason in the Other field.
In the First Identified Activity field, enter the date that you first observed the issue.
In the Actions Taken to Date field, select any actions you took to resolve this issue.
In the Supplementary Logs field, enter the path to logs that you would like the analyst to review.
If desired, provide details in the Comment field.

5. Click Finish. Once you submit the request, EMS notifies FortiClient and the forensics agent on the endpoint starts
collecting forensics logs. FortiClient uploads the logs to the cloud and shares a link with the analyst. In EMS, you
can see the status of the analysis request in the endpoint summary:

Status Description

Ticket Status Status of the ticket. Possible statuses are:

¢ Request Submitted: EMS is creating the forensics analysis request and
sending the information to the team.

¢ Pending: Forensic analysis request has been initiated. The Forensics
team has not yet assigned it to an analyst.

¢ In Progress: Forensics team has assigned the request to an analyst, who
has begun working on it.

¢ Failed: analyst could not connect to the endpoint.

- ® 2 0 T
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Status Description

¢ Cancelled: indicates one of the following:
¢ The analyst needed more information about the endpoint to perform
the analysis.
¢ The EMS administrator canceled the request.
¢ Completed: analyst has completed analysis on the endpoint and shared
the resultin a PDF document. You can download the report from the
endpoint summary's Forensic Analysis section.

Agent Status Status of the forensic agent collecting logs on the endpoint. Possible statuses

Task ID

are:

¢ Pending: EMS has notified FortiClient that a forensic analysis request is
submitted, but the forensic agent is not running yet.

* Running: forensics agent starts collecting forensics logs.

¢ Collection Completed: forensics agent has completed collecting
forensics logs.

¢ Upload Started: FortiClient has started to upload the logs to the cloud.

¢ Upload Completed: FortiClient has completed uploading the logs to the
cloud.

¢ Upload Failed: FortiClient failed to upload the logs to the cloud.

Request ID in the FortiGuard forensics system.

6. Once the analysis is complete, you can click Download Report in the endpoint summary to view the details. You an
also view the verdict that the analyst arrived at. You can also filter the endpoint list based on whether the forensics
service is enabled, the status, and verdict.

0 0 0 0 0
Not Installed Not Registered Out-Of-Sync Security Risk Quarantined
Endpoints @ Scan ~ ¥ Action ~ Searc s = Filters + &
D T * Policy Policy01 3 = Ak Antivirus enabled ~
55 B¥ Microsoft Windows 10 Profession.. Installer Not assigned & Real-Time Protection enabled
- TR LG FortiClient Version 7.2.2.0820 A Anti-Ransomware enabled ~
e TSR FortiClient Serial Number FCT80C o, Cloud Based Malware Outbreak Detection
Public IP 172.19.200.93 FortiClient 1D E637eH . :smum
status oniine ZTNA Serial Number 5D135F 3 7 andboximshlled
<> Sandbox Cloud enabled
Locaton Cl-FITEs Classification Tags & Web Filter enabled
Owner < [F Video Filter enabled
ruzsation 4 & Application Firewall enabled ~
Group Tag + Add O Remote Access enabled
Zero Trust Tags % all_registered_clients Vulnerability Scan installed
Network Status 3 Ethernet = ~ Forensic Analysis 4= SSOMA installed
Ticket Status v Completed W User Verification supported

Hardware Details Model Virtual Machine T 4 Compromised ,3 ZTNA enabled

Vendor  Microsoft Corporation Task ID 3358 £ Privilege Access Management installed

CPU  Intel(R) Core(TM) 19-9980

RAM 4095 MB (% Download Report Third Party Features

SIN @, Request Analysis , Virus & Threat -

HDD 79 GB Protection

To enable email notifications when a forensic analysis status is updated:

1. Goto System Settings > EMS Alerts.
2. Enable Forensics Analysis is updated.
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3. Click Save. When a forensic analysis status updates on EMS, EMS sends an email with the new status information.

To change the forensic log upload server:

1. Go to System Settings > FortiGuard Services.
2. Under Forensics Services, select the desired upload server.
3. Click Save.

Define exceptions for Firewall Detect & Block Exploits feature -7.2.2

When you enable Detect & Block Exploits in an Application Firewall profile in EMS, FortiClient inspects network traffic for
intrusions attempting to exploit known vulnerabilities and blocks application traffic based on the intrusion prevention
system (IPS) signature IDs. In EMS 7.2.2 and later versions, you can define exceptions to allow any application traffic
based on the IPS signature ID. You can obtain the signature IDs from FortiGuard Labs. Application Firewall allows
access to application traffic that matches signature IDs configured in the pass action list. You can configure multiple
signature IDs on the same rule.

This feature is helpful for when you want to allow network access for an application that Detect & Block Exploits blocks.
In the example, Veeam Data Platform, a data backup and restore application, backs up data to a remote server through
Remote.CMD.Shell. The example configures an exception for Remote.CMD.Shell IPS signature ID to allow network
access to the Veeam application. If you do not configure an exception, Application Firewall detects Remote.CMD.Shell
as an exploit and blocks Veeam application traffic.

To define exceptions for Application Firewall Detect & Block Exploits:

1. In EMS, go to Endpoint Profiles > Firewall.
2. Under General, enable Detect & Block Exploits.

Firewall Profile @

Name Default

General

MNotification Bubbles on User's Desktop When Applications Are Blocked

8

Detect & Block Exploits €@ O

3. Click XML, then Edit.
4. Add the following pass rule for IPS detection, using the <ips> element, entering the IPS signature ID of the desired
application. The example enters 12449, the IPS signature ID for Remote.CMD.Shell:

<forticlient configuration>
<firewall>
<enable exploit signatures>1</enable exploit signatures>
<show_bubble notifications>1</show_bubble notifications>
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<candc_enabled>1</candc enabled>
<current profile>1000</current profile>
<app_enabled>1</app enabled>
<profiles>
<profile>
<id>1000</id>
<rules>
<rule>
<enabled>1</enabled>
<action>block</action>
<category>
<id>23</id>
</category>
</rule>
<rule>
<enabled>1</enabled>
<action>monitor</action>
<category>
<id>8</id>
</category>
</rule>
<rule>
<enabled>1</enabled>
<action>pass</action>
<ips>
<id>12449</id>
</ips>
</rule>
</rules>
</profile>
</profiles>
</firewall>
<endpoint control>
<ui>

<display firewall>1</display firewall>

</ui>
</endpoint control>
</forticlient configuration>
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+ Profile updated successfully

Firewall Profile

Name

2 » <forticlient_configuration>»

Hhx <firewall:
4 <enable exploit signatures»>1</enable exploit signatures:
G x <show_bubble notifications»1</show bubble notifications:
6~ <candc_enabled>1</candc_snabled:>
7 <current_profile>1@ee</current_profile:
8- <app_enabled»1</app_enabled:>
9 <profiless
18 - <profiles
11 <id»1eee</id>
12 = <rules»
13 = <rule>»
14 ~ <enabled»1</enabled»
15~ <action»>block</action>
6 <category>
17 ~ <id»23</id>
18 </category>
9 <frule>»
28 - <rule>»
21~ <enabled»1</enabled»
22~ <action»>moniteor</action>
23~ <category>
24 <id>8</id>
25 </category>
26 </rulex»
27 <rule>»
28~ <enabled»1</enabled>
29 <action>pass</action>
Q- <ips>
31~ <id»>12449</1id>
32 <fips>
ZE </rule>
34 </frules>

After an endpoint (Endpoint A) receives the configuration update, you can access Endpoint A's Command Prompt from
another endpoint (Endpoint B) if Endpoint B has an application installed for launching a remote command shell. You can
pass Windows commands to execute on Endpoint A from Endpoint B. FortiClient on Endpoint A does not block the
execution of these commands because of the configuration of Remote.CMD.Shell IPS signature ID (12449) as an
exception.
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Add basic and certificate authentication for Workspace ONE MDM
integration -7.2.2

This feature enhances the EMS integration with Workspace ONE to include basic and certificate-based authentication in
addition to OAuth 2.0.

To configure EMS Workspace ONE integration with basic authentication:

1. a. Create the API key on the Workspace ONE console:

o~ oN

On the Workspace ONE UEM console, go to Groups & Settings > All Settings > System > Advanced >
API>REST API.

ii. Click Add.

In the Service field, configure a desired service name.
From the Account Type dropdown list, select Admin.

The API Key field populates with the APl key. Copy this value as you must enter it on the EMS GUI in the
API Key field.

Settings Fortinet Inc - Canada

~ System System » Advanced 3 API

REST API @

General

SIMIME

e : . W‘
Enable APl Acce: DISABLED
- APl

Event Notifications

REST API

Device RoOL Ce te
ems-mdm-integ-sa: Admin ‘
> Devices & Users -

In EMS, go to System Settings > MDM Integration.

From the Vendor dropdown list, select VMWare Workspace One UEM.

In the Site URL field, enter the site URL.

In the Smart Group Name field, enter the smart group name. You can create a smart group on the Workspace

ONE console by going to Groups & Settings > Groups > Assignment Groups.

N

For Authorization Type, select Basic Auth.
In the AP/ Key field, enter the key that you copied.

8. Inthe Username and Password fields, enter your Workspace ONE credentials.
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9. Click Test Connection, then Save.

« MDM Integration settings test succeeded.

MDM Integration
Enable MDM Integration
Vendaor

Site URL

Smart Group Name
Authorization Type

AP Key

Usemame

Password

VMWare Workspace One UEM M
nhttps://cnE28.awmdm.com/api
sas-grp-smart
Certificate OAuth 2.0
V14 =
@fortinet.com

---------------

Test Connection

To configure EMS Workspace ONE integration with certificate-based authentication:

1. Create an admin user account with certificate authentication:

a. Onthe Workspace ONE UEM console, go to Accounts > Administrators > List View > Add > Add Admin >

Basic. Click Next.

Configure the user information as desired. Click Next.

Add Console Administrator as the user role. Click Next.
Skip the Details page. Click Next.

In the Settings page, for Authentication, select Certificates.

- ® 2 0 T

In the Certificate Password field, configure the desired password. Click Save.

2. After Workspace ONE creates the user, select the user from the admin user list and go to the Settings page. Export

the certificate by providing the password that you defined.
3. a. Create the API key on the Workspace ONE console:

i. Onthe Workspace ONE UEM console, go to Groups & Settings > All Settings > System > Advanced >

API>REST API.
ii. Click Add.
iii. Inthe Service field, configure a desired service name.
iv. From the Account Type dropdown list, select Admin.

FortiClient & FortiClient EMS 7.2 New Features Guide
Fortinet Inc.

238



FortiClient EMS

v. The API Key field populates with the API key. Copy this value as you must enter it on the EMS GUI in the
API Key field.

Settings Fortinet Inc - Canada

» system System 3 Advanced 3 APl

REST APl @

General uthenticatio Usage

SIMIME

e T Y oo |
able API Access DISABLED
Event Notifications

Device Root Ce te
ems-mdm-integ-sa Admin .
> Devices & Users -

4. Configure the integration in EMS:

a.

a 00T

5 Q - 0

In EMS, go to System Settings > MDM Integration.
From the Vendor dropdown list, select VMWare Workspace One UEM.
In the Site URL field, enter the site URL.

In the Smart Group Name field, enter the smart group name. You can create a smart group on the Workspace
ONE console by going to Groups & Settings > Groups > Assignment Groups.

For Authorization Type, select Certificate.

In the API Key field, enter the key that you copied.

In the Certificate field, provide the certificate that you exported from the Workspace ONE console.
In the Password field, enter the password that you configured.

Click Test Connection, then Save.

Group assignment rules based on invitation codes -7.2.3

You can create group assignment rules based on invitation codes. This feature helps you to group endpoints based on
their invitation code.

To configure a group assignment rule based on an invitation code:

o ODd-=

In EMS, go to Endpoints > Group Assignment Rules.

Click Add.

From the Type dropdown list, select Invitation.

From the /nvitation dropdown list, select the desired invitation.

From the Group dropdown list, select the group that EMS places endpoints with the selected invitation code.
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6. Click Save.

Group Assignment Rule x

Type Invitation N
Invitation local_invitation N
Group local_inv_group M
Enable Rule O

Support for managing 3000 profiles and policies -7.2.3

EMS supports creating and managing 3000 of the following configuration components with minimal response and
loading times:

» Workgroups

« Endpoint profiles

« Invitation codes

» Endpoint policies

o Chromebook policies

To ease changing priority levels for deployment configurations and endpoint and Chromebook policies, you can now
export the policy list as a text file, change the priority levels in the text file, then import the file to EMS. The following
provides the instructions for updating the priority levels via a text file for deployment configurations.

To change priority levels via a text file:

1.
2,
3.

Go to Deployment & Installers > Manage Deployment.
Click Change Priority.

Click Bulk Policy Order Update. This option is only available if you have multiple deployment configurations
configured.

Click Export.

Open the downloaded text file. The file lists the deployment configurations in their configured priority levels. Edit the
order as desired and save.

Click Next.
Browse to and import the updated text file. The priority levels update in EMS.
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Sending EMS system log messages to FortiAnalyzer -7.2.4

EMS can send server logs to FortiAnalyzer for reporting and investigation. For audit purposes, you should log all admin
activity.

To configure sending EMS system log messages to FortiAnalyzer:

1. Authorize the EMS in FortiAnalyzer to allow FortiAnalyzer to receive logs from the EMS instance:
a. InFortiAnalyzer, go to Device Manager.
b. Click Add Device.

c. Inthe Add Device dialog, in the Serial Number field, enter the EMS serial number. FortiAnalyzer automatically
recognizes that the device is an EMS instance from the serial number.

d. Configure other fields as desired, then click Next.

Add Device (1/2) B x

Please input the following information to add a device.

Name EMS-01|

Link Device By @ Pre-shared Key

Serial Number FCTEMS

Device Model FortiClient-EMS v
Description

EMS is added as an authorized device and FortiAnalyzer is ready to receive its logs.

Status Disk Quota Usage Last Log Received...
W EMS-01 [ 0] W 15 Minutes [1]
50 W Unused 100% I 30 Minutes o
O1H

phy our (0]

[ 1 Day [o]

M 1+ Days (0]

Edit | | i Delete E]Tahle\/\ewv m OShow Charts v

O Device Name % IP Address + Platform < HA Status + Description + Firmware Version < Serial Number < Last Log Time +
O m EMS-01 FortiClient-EMS FortiClient 7.2,build9999 FCTEMS = @3/6/2024,2:42:43 PM PST (4

2. In EMS, go to System Settings > Log Settings.
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No ok

For Send system logs externally, select FortiAnalyzer.
In the FortiAnalyzer server address field, enter the FortiAnalyzer server IP address.

In the FortiAnalyzer server port field, configure the desired port. This example keeps the default value, 514.

From the Data protocol dropdown list, select the desired data protocol. This example selects UDP.

Click Save.

Log Settings

Log level

Automatically clear logs older than
Automatically clear alerts older than
Automatically clear events older than

Maximum number of events to keep

Send system log messages externally
Fortianalyzer server address
FortiAnalyzer server port

Data protocol

Debug ~
7 days
7 days
7 days
1000000 events
Disabled FortiAnalyzer SysLog

10.0.0.51

514

Upp 4

Save
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8. InFortiAnalyzer, go to Log View > FortiClient to view EMS logs.

System Event

All Devicesv @ Last 1 Hourv 14:20:53 To 15:20:52

(]

# | $Date/Time Registered to Device | User Sub Type Host Name
1 151944 EMS-01 ems-console
2 15:19:44 EMS-01 ems-console
3 151847 EMS-01 admin

4 151847 EMS-01 admin

5 151744 EMS-01 ems-console
6 151744 EMS-01 ems-console
7 150944 EMS-01 ems-update
8 144243 EMS-01 ems-update
9 144243 EMS-01 ems-update
10 14:37:43 EMS-01 ems-console
11 14:3643 EMS-01 ems-console
12 14:3343 EMS-01 ems-console
13 14:3343 EMS-01 ems-console
14 14:3343 EMS-01 ems-console
15 14:3343 EMS-01 ems-console
16 14:3343 EMS-01 ems-console
17 14:3343 EMS-01 ems-console
18 14:3343 EMS-01 ems-console
19 14:3343 EMS-01 ems-console
20 14:3343 EMS-01 ems-ha

21 14:3343 EMS-01 ems-repackager
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admin created Firewall Profile: off-fabric from UL
admin changed Logs Settings.

admin deleted 1 fabric device(s): [FGVMOATM ]

admin deleted 1 fabric device(s): [FGVMSLTM il

admin has logged in from 100.0.2.

admin has logged out from 10.00.2.

EMS automatically disabled debug level logs after 30 minutes of logging at that level.
Vulnerability signatures updated

Loading vulnerability signatures...

admin changed Server Settings.

admin created Web Filter Profile: off-fabric from UL

admin has logged in from 100.0.2.

admin has logged out from 10.00.2.

admin changed Logs Settings.

Successfully deprovisioned ZTNA certs from 0 MDM endpoints.

admin deleted 2 Endpoint(s): WIN-BCPEVLFS5V6, === 's_Mac_mini_(2).
Serial number FGVMSLTM is pending. Please check with EMS admin to authorize.
Serial number FGYMSLTM successfully added and is pending approval. Please check with EMS admin to authorize
Authorization failed. Signature has expired

EMS-01 restarting service FCEMS_Apache

Created 'FCTUninstaller (Mac OS X)' installer.
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The following index provides a list of all new features added to FortiClient and EMS 7.2. The index allows you to quickly
identify the version where the feature first became available in FortiClient and EMS.

Select a version number to navigate in the index to the new features available for that patch:

e 7.2.0 0on page 244
e 7.2.10npage 245
e 7.2.20npage 245
e 7.2.3 0npage 246
e 7.2.40npage 247

7.2.0

ZTNA

Endpoint: Fabric Agent

Endpoint: Remote Access

FortiClient EMS

ZTNA

Other

Wildcard support for ZTNA FQDN rules on page 6
Logging to FortiAnalyzer Cloud on page 12

FortiGate ZTNA service portal support on page 12

Inline CASB solution for SaaS applications on page 18
FortiPAM integration on page 23

FortiEDR Zero Trust tagging rule and visibility on page 30

Selecting closest gateway for VPN connection on page 63
VPN autoconnect/always up logic improvement on page 65
Support load balancing SSL VPN gateways with one FQDN on page 66

Improved certificate UX on page 152
ZTNA AD group lookup rule improvement on page 153
DWORD and string value support for registry key tagging rule on page 157

AD connector on page 167

Authentication server configuration for onboarding on page 171
Azure SQL managed instance support on page 177

Initial FortiClient deployment changes on page 181
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7.21

ZTNA

Endpoint: Fabric Agent

Endpoint: Remote Access

FortiClient EMS

ZTNA

Other

7.2.2

ZTNA

Endpoint: Fabric Agent

Web Filter support on Linux 7.2.1 on page 32

FortiClient agent upgrade improvements 7.2.1 on page 33

Video Filter profile 7.2.1 on page 35

Web Filter ISDB queries for unrated IP category 7.2.1 on page 40
SSOMA improvements 7.2.1 on page 42

Network lockdown for off-fabric endpoints 7.2.1 on page 70
IPsec VPN connection enhancements 7.2.1 on page 72

Support certificate path configuration for automated certificate selection 7.2.1
onpage 73

GUI support for configuring ZTNA portals and SaaS applications in
ZTNA Destination profiles 7.2.1 on page 160

Support for FortiGate per-VDOM connection and Fabric Devices
enhancements 7.2.1 on page 182

Entra ID integration 7.2.1 on page 184

Send endpoints one-way message 7.2.1 on page 190

MDM support for mobile ZTNA deployment 7.2.1 on page 192
FortiClient and EMS persistent connection 7.2.1 on page 197
Allow administrator to uninstall FCT without key 7.2.1 on page 198
SAML SSO enhancements 7.2.1 on page 200

Forensics agent included in FortiClient (Windows) installation 7.2.2 on page
47

Zero Trust tagging rule for endpoints with all vulnerability severity levels 7.2.2
on page 48

Scheduling support for Web Filter 7.2.2 on page 49

OS Zero Trust tagging rule supports comparators 7.2.2 on page 51

FortiPAM agent client executable integrity check 7.2.2 on page 52

Admin session recording 7.2.2 on page 57
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¢ macOS 14 Sonoma Zero Trust tagging rule 7.2.2 on page 59

Endpoint: Remote Access e Support for encryption recommended by NCSC 7.2.2 on page 75

e SSL VPN DTLS support for FortiClient (macOS) and (Linux) 7.2.2 on page
76

* Split DNS support for FortiClient (Linux) SSL VPN 7.2.2 on page 77

FortiClient EMS

ZTNA e Jamf MDM support for ZTNA certificate provisioning to iOS 7.2.2 on page
164
¢ Intune MDM support for ZTNA certificate provisioning to iOS 7.2.2 on page
167
Other * PUA detection 7.2.2 on page 200

¢ Export endpoint information 7.2.2 on page 202

e Password recovery for EMS administrators 7.2.2 on page 226

¢ Using the Fortinet email server for sending alerts 7.2.2 on page 228

¢ FortiFlex support 7.2.2 on page 228

¢ FortiGuard Forensics service support on on-premise EMS 7.2.2 on page 230

¢ Define exceptions for Firewall Detect & Block Exploits feature 7.2.2 on page
234

¢ Add basic and certificate authentication for Workspace ONE MDM
integration 7.2.2 on page 237

7.2.3

ZTNA
Endpoint: Fabric Agent « FortiClient version Zero Trust tagging rule 7.2.3 on page 60
e Support for wildcard and regular expressions in Subject CN field for
certificate tagging rule 7.2.3 on page 62
Endpoint: Remote Access ¢ Secure remote access compliance enforcement 7.2.3 on page 79
e Support for IKEv2 for FortiClient (macOS) 7.2.3 on page 81
¢ Prioritize IPsec VPN and ZTNA for remote access over SSL VPN 7.2.3 on
page 104
¢ Split DNS support for IPsec VPN 7.2.3 on page 107
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Other e Group assignment rules based on invitation codes 7.2.3 on page 239
e Support for managing 3000 profiles and policies 7.2.3 on page 240

7.2.4

ZTNA

Endpoint: Remote Access * |Psec VPN SAML-based authentication 7.2.4 on page 109
e |IPsec VPN support for traffic going through FortiADC 7.2.4 on page 139
e Source IP address anchoring for IPsec VPN 7.2.4 on page 150

FortiClient EMS

Other e Sending EMS system log messages to FortiAnalyzer 7.2.4 on page 241
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Change description

Fortinet Inc.

2023-01-31 Initial release.
2023-02-06 Updated Overview on page 5.
Added FortiPAM integration on page 23.
2023-02-10 Added Support load balancing SSL VPN gateways with one FQDN on page 66.
2023-02-14 Added Azure SQL managed instance support on page 177.
2023-02-17 Updated AD connector on page 167.
2023-02-21 Added Initial FortiClient deployment changes on page 181.
2023-06-12 Added for release of 7.2.1:
e Web Filter support on Linux 7.2.1 on page 32
¢ FortiClient agent upgrade improvements 7.2.1 on page 33
 Video Filter profile 7.2.1 on page 35
e Web Filter ISDB queries for unrated IP category 7.2.1 on page 40
¢ Network lockdown for off-fabric endpoints 7.2.1 on page 70
¢ |Psec VPN connection enhancements 7.2.1 on page 72
e GUI support for configuring ZTNA portals and SaaS applications in ZTNA Destination
profiles 7.2.1 on page 160
e Support for FortiGate per-VDOM connection and Fabric Devices enhancements 7.2.1 on
page 182
e EntraID integration 7.2.1 on page 184
e Send endpoints one-way message 7.2.1 on page 190
2023-06-23 Added FortiClient and EMS persistent connection 7.2.1 on page 197.
2023-06-26 Added Allow administrator to uninstall FCT without key 7.2.1 on page 198.
2023-08-04 Added SAML SSO enhancements 7.2.1 on page 200.
2023-08-08 Added SSOMA improvements 7.2.1 on page 42.
2023-09-26 Added Support certificate path configuration for automated certificate selection 7.2.1 on page
73.
2023-10-04 Added for release of 7.2.2:
e Forensics agentincluded in FortiClient (Windows) installation 7.2.2 on page 47
» Zero Trust tagging rule for endpoints with all vulnerability severity levels 7.2.2 on page 48
e Scheduling support for Web Filter 7.2.2 on page 49
e OS Zero Trust tagging rule supports comparators 7.2.2 on page 51
e FortiPAM agent client executable integrity check 7.2.2 on page 52
* Admin session recording 7.2.2 on page 57
e Support for encryption recommended by NCSC 7.2.2 on page 75
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Date Change description

2023-10-17
2023-10-30
2023-11-07

2023-11-27
2023-12-14

2023-12-20
2024-01-09

2024-01-12

2024-03-07

2024-03-11

e PUA detection 7.2.2 on page 200

e Export endpoint information 7.2.2 on page 202

e Password recovery for EMS administrators 7.2.2 on page 226

¢ Using the Fortinet email server for sending alerts 7.2.2 on page 228

» FortiFlex support 7.2.2 on page 228

e FortiGuard Forensics service support on on-premise EMS 7.2.2 on page 230

Added SSL VPN DTLS support for FortiClient (macOS) and (Linux) 7.2.2 on page 76.
Updated Entra ID integration 7.2.1 on page 184.

Added:
¢ macOS 14 Sonoma Zero Trust tagging rule 7.2.2 on page 59
¢ Jamf MDM support for ZTNA certificate provisioning to iOS 7.2.2 on page 164.

Added Split DNS support for FortiClient (Linux) SSL VPN 7.2.2 on page 77.

Added for release of 7.2.3:

¢ FortiClient version Zero Trust tagging rule 7.2.3 on page 60

¢ Support for wildcard and regular expressions in Subject CN field for certificate tagging rule
7.2.3 on page 62

» Secure remote access compliance enforcement 7.2.3 on page 79

» Support for IKEv2 for FortiClient (macOS) 7.2.3 on page 81

e Prioritize IPsec VPN and ZTNA for remote access over SSL VPN 7.2.3 on page 104

¢ Split DNS support for IPsec VPN 7.2.3 on page 107

» Support autoconnect to IPsec VPN using Entra ID logon session information 7.2.3 on page
83

¢ Group assignment rules based on invitation codes 7.2.3 on page 239

Added Define exceptions for Firewall Detect & Block Exploits feature 7.2.2 on page 234.

Added:
¢ Intune MDM support for ZTNA certificate provisioning to iOS 7.2.2 on page 167
e Support for managing 3000 profiles and policies 7.2.3 on page 240.

Added Add basic and certificate authentication for Workspace ONE MDM integration 7.2.2 on
page 237.

Added:
¢ |IPsec VPN SAML-based authentication 7.2.4 on page 109
¢ IPsec VPN support for traffic going through FortiADC 7.2.4 on page 139

Added:
¢ Sending EMS system log messages to FortiAnalyzer 7.2.4 on page 241
e Source IP address anchoring for IPsec VPN 7.2.4 on page 150
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